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http://www.tripwire.com/state-of-security/requlatory-compliance/nerc-cip/hello-there-nerc-cipv6/
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B3 13:NERC O Critical Infrastructure Protection

Hi 8t :NERC®

<NISTIR 7628: HAKSA4>>

K E AZHER AT AT (National Institute of Standards and Technology:NIST) (£, RX—kJ1JyF®D
HAN—EX2)TAIZBATEHARSAELTNIST IR 7628 #12HELTLVA, NIST IR 7628 Tld, %
AYTAEH VRIFEHE . RX—FT IR DEREHIBERY—IL BAT—2EH/IBEDTSA /13 —~D
MY BB ARGERIESAN—LTHEY . EARPBHFORLLGEEENFIRATETEIABLL->TLY
%, EBOFERATIE. LTD 5 DDATYTEEEIETEFX 1 TAREETIENTEDY,

A—R7—R(ERAZEH]) DER

1) 29 5l

AR—RJ)YREEBRT BN
XTI ERDER
AY—hTYYR~DEET A

AR

<NIST Cybersecurity Framework: 2 2#Y—IL>

NIST AM2#E9 5 NIST Cybersecurity Framework (NIST CSF) (&, ENRHEELEBEAIF2K%E
HEELIZHAN—EF2)TADHARSA2EMEDTUVD, NIST CSF (&, a7 EFIEND 5 DD Xl
TFAREEC L TATEEENDVRIIRDAVDRBAED 2 DTEESN TS, A7 DPTIEHR LK
X 1) TADEHELESBIFRELTHRAGEBENREINTHEY., INoFHEITEX 1T 5HEZEITIZET
BAEDHAN—tF 1) TA~DRYBADKRESEDRELILIET 5N TERY,

BE 14 OEIENIST CSFDaAF7EL->THEY . AN NIST CSFEFRLE-BRIZEONDINTHEREDA
}_:)&ﬁorb\éo

®1 hitp://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx

%2 hitps://www.smartgrid.gov/files/nistir 7628 .pdf
http://nvipubs.nist.gov/nistpubs/ir/2014/NIST.IR.7628r1.pdf

®% |dentify (4%3€) . Protect ({5#) . Detect(#%0) . Respond (xf/ix) . Recover (818) D 5 DD t¥11) T#EE,
% hitp://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
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BJ% 14:NIST Cybersecurity Framework

CURRENT TARGET
ioenTicy [
proTecTs
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rResponND

rRecover
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HiB8:NIST. Praetorian®

NIST CSF &, # R T ETEANEATEY ., XktFX1)T01% Tenable Network Security #t &K
&£t Dimensional Research #t AVKER® IT 738 300 AL TITof=HlEICKD &, 84% DT
MNIST CSFE#HAN—tFXa1T1-TL—LT—OD 1 DELTHRALTEY. 1 70 RER LV IL—
L= LA TINVD, £, NIST CSF ZFEALTWATRENDSH 29%A Mttt MEE SR A EHELTK
O, 28%HBFFEDTEZHDEMELTROON=T=HBEALI=ELS®, NIST CSF EH 1 /3—1{%
RIZERT281EHH TEHY. 2016 & 4 AIZEfESHLT- Cybersecurity Framework Workshop 2016 T
[X. Zurich Insurance #7EEHMDRIEE A NIST CSF DH A /N—FRBDIVRIBEADFEARIZDN
TiEMLIz. TORABIZESENIST CSF ZERATHETHAN—EFa)TADIRIICDOVTERD
HERENETN, RIESH. TO—h— REO5IEZTLELEDOMTEREZLOT Y, KYRWL
RIEE R EME THT LI DEABDTIEELAE RTINS,

< Cybersecurity Capability Maturity Model : 2 &2#rY—IL>

DOE [&. BARTFORERITICHA/N\—tF2 )T OEYIEAZ B2 TES Electricity Subsector
Cybersecurity Capability Maturity Model (ES-C2M2) #12#t L TL 5, ES-C2M2 &, YA/ /\—tF 21T
ANDRIGERIE  FHAER D FI—I DR, B ORANT ST ADERER . HELGRIGDOEELIE
FLDIBIELE . FITBEDIRCAVIDEI S X1 TA5HEET H2BECZHY—ILEL> TS, D%
DY AN—tF2)TAADRIGIKRE . YR BE. BIIGAHH FHRER. AL T2 10 REFITH T,
KR E 4 BBEICH T TEHET 5, ES-C2M2 TlE, YA /13—t F 2 To~D 3K R O SE@ AT
NEDAHTHY. RERIEENRFTILENH D=0, #BYRL ES-C2M2 ZfFE-1-FFliZiT>T. #
TRRERDRT DLENH DY,

<Smart Grid Maturity Model : B2 2 #v—IL>

Carnegie Mellon University @Y7k 78FZ AT Software Engineering Institute (SEI) (&, R<—k'1)
yEDRYIBAIRREFHEZETELESZHY—IL Smart Grid Maturity Model (SGMM) Zi2#LTLV3,
SGMM (&, RY—rJ )R DR BREFEREMIZRL, BEDRI—FTUYRFDEARKR LBV ETEN
)V —REIBEBEL. XN GEAICATEBREBEITHICENTESIEHCEZMY —ILELGSOTNVS,
SGMM [FEMERELG-STEY AY—FT Y YRADERYA DN TEEE, i, &l ERALGE 8 D
DRBFICONTHRALGEBADEEEZTV. TNTNORAEEL 6 EEICH T TEHEZTI. SEROE

& http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
https://www.praetorian.com/blog/nist-cybersecurity-framework-vs-nist-special-publication-800-53
® http://static.tenable.com/marketing/tenable-csf-report.pdf p.2

57 hitps://multimedia.telos.com/blog/empowering-nist-cybersecurity-framework-cyber-insurance/
% http:/energy.gov/sites/prod/files/2014/03/f13/C2M2-v1-1_cor.pdf
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BRIZCDWTRET S5 A1, SEl hHEREEZITT= SGMM Navigator M5D Y R—EHABELLES,
SGMM ZEALTWWAT %L 2011 EDR AT 120 #IZD XY KELUSNMZEATOTHRETEAINTL
%%,

% 15 [&. Smart Grid Maturity Model DI EELGS>TULVS, EDEIE, 8 DDHEFL 6 BXfEDRAES
RICELED-ELEDT. ZDPICZEFEZTNETNDOBREDEETER T ASRENEMIN TS, TOEIE.
FHEZATOT-IZE DA A—DELG->THY . BEDHREDERENS BIRET SBRBEETICRYBLNER
BEHRTELLIITHESTLS,

% 15:Smart Grid Maturity Model

8 Domains: Logical groupings of smart grid
related capabilities and characteristics

SEI Smart Grid Matority Modol Version 1.1

— 2 ] 175 Characteristics: Features you would expect E‘—_
to see at each stage of the smart grid journey [

6 Maturity Levels: Defined sets
of characteristics and outcomes

————--—_
Organizafion Work & Asset Vatue Chan  Socis &
Wﬁl & Structure Opuiuu Management Techndlogy, - Cusiomer Inbegraton  Envwonmental

This is where we aspire to be in X years

Compass results:
where we are today

Hi 88 : Department of Energy”®

< Cyber Security Evaluation Tool: B2 EMY b7 >
ICS-CERT [f. BEELRTLDEF2)T4FHEARIBELY TR 7 Cyber Security Evaluation Tool
(CSET) %12 LTL %, CSET [£. NERC CIP ¥> NIST CSF HEBHM DX 1) T+ B #EEZR—XIZ, &

& https://resources.sei.cmu.edu/asset files/Brochure/2011 015 001 28227.pdf
http://www.sei.cmu.edu/certification/opportunities/sgmm/

0 http://energy.gov/sites/prod/files/SG%202010%20Peer%20Review%20-
%20Smart%20Grid%20Maturity%20Model%20-%20Austin%20Montgomery,%20CMU.pdf
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HORT LOELAGIHS AT LOYAN—EF 1T DR FRREFETERY IR YT EES>TW
%, CSET [FBREBALH, tX ) TAREDBIZLET DX TALRLERIRL, Ry T—IHUR
TLEREEE L THERT S E, tXR1 T S HBICRELERABBERIND, FHEKR L. b T
RELX 1T/ DBEEIFMPHERELLICLR—FELTH AT S,

% 16 [X. Cyber Security Evaluation Tool DEE &E>TLNVS,

B3« 16:Cyber Security Evaluation Tool
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Hi 88 : Department of Homeland Security

" hitps:/lics-cert.us-cert.gov/sites/default/files/FactSheets/ICS-CERT FactSheet CSET S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/FactSheets/ICS-CERT FactSheet CRR CSET S508C.pdf
http://www.novasame.org/presentations/ephs-2012-dhs.pdf

2 hitp://www.novasame.org/presentations/ephs-2012-dhs.pdf
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5 EFEICHEITIMYMEH
(1) EIB-HBAICE DY 1/ 3—2F 21U TA~DRYHH

a. EFRBFFOEY A

ANIBRETIX. EBAV IO AN—tF ) T1ZEREBREME DT, A GIYBAICKYIER
HBE DRI o= ANIBHETEEA U IJICEEL- RO EARMLTERY#EAE, 2013 F 2
AICHESN-X#iES 13636 5 (EO 13636) EAMMBEEIEST 21 5 (PPD-21) THY. D 2 DTIE
NIST ADHYAN—tF2) T4 TL—LT—IDERP, DHS IZEEAT5DEF2 ) T1HERIZAIT
=ERYEHMNEYIAENTE=", 2014 £ 12 BIZEIILT= National Cybersecurity Protection Act Tl
DHS WNIZERE SN TLVS National Cybersecurity and Communications Integration Center (NCCIC) M
SEHIERZBAREEL",

2015 & 2 AIZF, EREDH A N\—tEFX 1) T+ DFHR LB OREZ B ELI-KHES 13691 5 (EO
13691) &7, H A N\—REBDIEIRESHTT S Cyber Threat Intelligence Integration Center (CTIIC) AV7R
TARNYRFEE(IZLYRIT SN, KIFES 13691 BT, YM/\—tFX1)T/ICET 51EREEE
BEEAUT7S50OR S BB EICIT5EA ISAO (Information Sharing and Analysis Organization) 0
A6 EIFPMRESNTVEN. EEAUITDORFILITRHIAFZEITOEKR ISAC (Information Sharing
and Analysis Center) &(ZE27%Y . ISAO TIEXRFHOEB LV EFHERT A ERY A P T ED1E
WEFLE . SYRBLEH A N—EF 1) T OBERIEEEBNELIELDETH>TNDT,

2015 & 12 AIZ@EYAN—tEX )T DFHRLFICET HiEE Cybersecurity Information Sharing
Act(CISA)DRIIL . E(E. YA N\—EFX 1T DEBIZET HEREBRFCHOEELEFLTEERE
[ZEHNENIENTEDDNTZ, 2016 F 2 BIZIE RTAMNADZDSH AR —EFX 21T DRHIHE
;& 51E &L T Cybersecurity National Action Plan(CNAP) WERIN, A/ /\—EX1T(58{LEE
LDHREC. 2017 FEFHEICBTDHAN—tEX2)TBEEFED 190 ERILOEEIEYAENT

79

o

b. M EFFOHERY) #H A

MBFICEDEBEAITSDHAN—tFX 1T ~OBRYMBEH . EFIF—LOEREEICI>TEDS
NTWWS, D) TAHILZTMIEHAN—tF ) TR IELIR R EF—LZEIB EFTEY., MDBEHE
I 5 (California Office of Emergency Services:Cal OES) [CEEA L IS{RENDEITEREKEL T Critical
Infrastructure Protection (CIP) EJFIMERE SN TL S, 2013 FIZIEBAKRPERSEELTINEEDY
AN\—tF 1) T+DELIZERY#EL Cybersecurity Task Force (CTC) RIS THY.CTC IZL-T

™ https://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-
cybersecurity
https://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-
and-resil
https://www.insideprivacy.com/united-states/congress-passes-four-cybersecurity-bills/
S https://www.whitehouse.gov/the-press-office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-
information-shari
https://www.whitehouse.gov/the-press-office/2015/02/25/fact-sheet-cyber-threat-intelligence-integration-center
" http://www.boozallen.com/content/dam/boozallen/documents/building-the-next-generation-isac_fs.pdf
https://www.dhs.gov/isao-faq
https://www.whitehouse.gov/the-press-office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-
information-shari
https://corpgov.law.harvard.edu/2016/03/03/federal-guidance-on-the-cybersecurity-information-sharing-act-of-2015/
" https://www.insideprivacy.com/data-security/cybersecurity/white-houses-cybersecurity-national-action-plan-cnap-
includes-cybersecurity-awareness-campaign-creation-of-federal-privacy-council/
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YA N\—tX )T AMERBMNSERT S CyberCalifornia 1 =7 F I V36 EIFoh =2, 2015 &
8 AIZIX Jerry Brown MEFEIZELY . YA N—KREBDHENEF—LELT California Cybersecurity
Integration Center(Cal-CSIC) BERILINDLE  BRA LY A N—EF )T/ DEMF—LMNIL LTS
nTWBY, 2o, H)THIL=7 MDA HEEEE B £ California Public Utilittes Commission (CPUC)
NINEBE DA N—F ) T(ERHEETOI S L CES21 #ibLIFTHEY. REXEELHMREET
BHRIEETIRE B A N—tF 2 TA~ADRYEHEEDHTLNDY,

—a—3—IMIZBFBHAN—tX 1) T KT, EREEICLIMYMBADEDHONTNS, —a2—
A—IMBAFD YA /35—t F 21T «(E. Enterprise Information Security Office (EISO) W—FIZH-TH
Y. B&ETFIZIE., BABIGF—L Cyber Incident Response Team (CIRT) ®t¥a!)FT4FHZE Cyber
Security Operations Center (CSOC)#ENEEE SN TLVS®, 2016 & 5 Al =2a—3—7M D Lz
BENAN—EXA)TA~ORYBAZERILT HERZRBIETEY . BIEETIE. EEI1UTZD
X)) TERIEF B IZKRELDITT. OV A N\—t X2 T4ICETHEREFDRIE. O RO E
EDEEDBIE. QYA N—tF 2T OB ELHTEMBBEORENTEHONTLNSY, ZDh. X7
—r)YRDBEREETER SN 00— 7 L New York State Smart Grid Consortium Tl, ER
EEITEDYAN—EX 2 TAEEDRT— N YR OBYMBHEEDH TS,

(2) XFRAKCEFEORYMEH

a. XRHEEORYMEH

BN FHOERFAKTIE.NERC BNFILELGEST, HAN\—X ) T4 DHARSAUERECEREEL
EIZMYHA TS, BH#EIL. EARFICEITEH A /N\—FXa) T DEHREEEIEL TS Electricity
ISAC (E-ISAC) ZEELTHY.E-ISAC IZIE 800 L LD E 3,400 ALLLDEMRMASMLTLNS,
E-ISAC TlX. SN E Ot EFD ISAC MhioFEonf-tX1) T/ BT 5FEHREN K 2—THD
Security Operations Center NEEDTEMF—LIZKEAHEITOTEY. Y4/ —tF2)T4IZBET
BIERLUNHTAY XL O BEARKEREBLEVDERZRYFE>TLSS,

E-ISAC [&. ENRMADKHBEZEEL-EEEEE 2 £ETLICRAELTHY. 2015 F 11 AIZIEEE 3 [E
B &2 GridEx IASBfES., 364 DI FEOBAFHERI M S 4,400 £ LA EMNS LT, GridEx I &, &
NERBFADKRAGHBERELZVFTIAARIETHENILDT. ENRMEEET I EIKEELZ
(FT3GEDIF VA EBFA—ILTRITRMOTENENS R IGEESD ., KT A b/\D X, DOE, DHS, k&
DI LB ELBMRN S FUAITHET RIERRELE>TNEY , BEHRBAOKBEEEELS
SFIFIEHAN—REL T TH RERADFO—VDORE. TEFTORE, SINBEANV-EE
BN  BIEHMAED A, ERED KB LV >-HABRABNEEINTISE,

8 http://pellcenter.org/wp-content/uploads/2015/11/Pell-Center-State-of-the-States-Report.pdf p.9~13
81 http://pelicenter.org/wp-content/uploads/2015/11/Pell-Center-State-of-the-States-Report.pdf p.9~13
82 http://www.sgip.org/wp-content/uploads/SGIP-White-Paper-Cybersecurity-Information-Sharing-in-Electric-
Utilities.pdf p.5
8 hitp://pellcenter.org/wp-content/uploads/2015/11/Pell-Center-State-of-the-States-Report.pdf p.26~27
84 https://www.nysenate.gov/newsroom/press-releases/senate-passes-legislation-strengthen-cyber-security-defense-
new-york

http://nyssmartgrid.com/
8 hitp://www.texasre.org/CPDL/Spring%202016%20Standards%20and %20Compliance%20-%205%20-%20E-
ISAC%20-%20Dave%20Halla%20and%20Darrell%20Moore%20-%20for%20posting.pdf p.4~6
87 http://www.nerc.com/pa/Cl/CIPOutreach/Grid EXINERC%20GridEx%20111%20Report.pdf p.1~3
8 http://www.iso-ne.com/static-assets/documents/2016/04/a7 gridex 3 results.pdf p.11~12
http://www.eenews.net/stories/1060029575
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http://www.iso-ne.com/static-assets/documents/2016/04/a7_gridex_3_results.pdf%20p.11～12
http://www.eenews.net/stories/1060029575
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b. EFEEREOIRYHEHA

BNAHICETIEFEEEORVBH & M /N\—tF ) T4 0F—ToY—RADY I+ TRAKK
ERARTRYBEAHDEDLON TS, X FROETRLZE A% (Homeland Security Committee) [,
2016 £ 4 A, EFEEEICEDMALARILTOHAN—tFX1)T1E2XIETDEEERBEL-, CDE
El&. BRI A N\—tF 1) ToITRYBTER O XKEHE THERB SN 5 National
Cybersecurity Preparedness Consortium & DHS hE#L. BB/ TS50 %. BAK. M BATFHEIC
HAN—tF ) T4 —Z U T ORI KIEERET HEIBD T, 2021 F£FTIZ 300 HRILDIZEE
113 ERMICIE, YA N—KREDOAIGHEA~N DR XIE. EROBHARGZEEILT 5= D5 FrtEkh
kL —=4 | thig I TOEREBDOXIEELL->TIVD, EEFIRH LT Joaquin Castro TReiES
(RER. TEFHRMER) (. AN —tFX 1T FPFREFORDEL T THL AL THEE
BHDERR TS,

6 byl

BAAVIIE BRDEFIZIILTIRIBOBVERA(TFTHY GEFRZIZ ITIEAEL LT, FHLL
WREDLEAHLTETWS, SEBALI=EI7, 0T PATHMEEDFRICKY., FIEMFELAEELIEH
[ IRILF—DHREPEIRADRIEEAELTND, BRIV ITDEERESHEIEDLLLENT
HEID TIEDERT DZEICEOTHAN—REDEBHLEF TS, BENDEEL £FLEDR
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