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OE.CRYPTO (HDD MOHFE1t)
MFP NIz {E S ARSI IZ. MFP N HDD ICEX AT NAEEL 7 7 A LEESTHTTO
F—H ZiEE{ L C HDD I2{3%& 1 %,

OE.LOCK-HDD (HDD )7 % & X &ll#)
MFP NIZRBE SN2 HDD X, JRE&E SN2 MFP 7200 057 — 2 O A LEZ T 5,

OE.FEED-BACK (/SRT—FK®D74—F/\v )
24T FPCIZTCMFPIZT 7B ATATEDICHHENEZ T TSR EDT ) r—y 3 U0k,
ANENDZ—FNRAT =R Ry 7 ANAT— R HRRAT — R FEHFE AT — R LT
PR SN2 7 — RNy 7 BT 5,
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422 Non-ITEREDEX21) T xEHE

OE-N.ADMIN ({EEETZ5EEH)
MFP ZF|H T 2RO E(EE 1L, TOE 23 # <4125 MFP OERICB W CIRE b= &E 2 5
WCFEITTH AN EHE IR ET D,

OE-N.SERVICE (4—ERI VP =T7 DRI
* MFP Z{%5FEH9 MO =HEHE 1L, TOE O E, ¥~ b7 v 7RO TOE 3## S5 MFP
DRSFIZB N TR DN BEZ BEICETT 5 L) I — A V=T 2 HHT 5.
CEHEIX, VAT Y =708 % TOE B3 SND MFP O 2 7 v AEEITNIR D,

OE-N.NETWORK (MFP Q###id 5y FT—Y &EiH)
- MFP 54 2/ DOEL#E L. TOE & I D MFP 3% &7 547 + A LAN 2B\ T
5 5 B SRR OISR R B A B B T 2 70 &, IIERS IR XK & i3 %,
- MFP ZFIH 3 20 BJEEH 1L, M +% v b U —27 5 TOE BNE# S D MFP ~D7 7 & A
AW 57D T 7 AT U — Ve EORER AR E L C AN D ORIERARR 2T 5,

OE-N.SECRET (FB# &R0 E ] 4r EiE)

BHEIL, 22—k LU FICRTIER A FE S E 5,

=P RAT =R X2 VT 4 LEART— NERET D,

s Ry ANRAT— R ES AT — R FE TR AT 2 22—V OB THRET 5,

2 —PRRT— R X2 VT o LEANRAT— R Ry 7 ARNRT — RIHERIRTRE /R 2 3% E L
AN

2 —PFRRAT =R Ry 7 ARRAT— ROBEBEERZITI,

CEPE NP RAT =R Ry 7 ANRNAT— REERLEEAIT, HONIETSE5,

EEFIL, TFIORTHEHAZEET D,

CEPFERZAT— R AN ZA T — K, SNMP X2 7U— K, HDD & v 7 82U — R b —
RIZHER FTRE 72 B 2 3 8 L 72\,

CEPRESRA T — R AT — K, SNMP AT — K, HDD 1 v 7 /82U — K| BEE{L T —
R&FLET 5,

CERFESAT — R EH 2T — R SNMP 82U — R, HDD 2 v 7 SZATU— R, (kT —
ROBEERZITI,

=R V=TI NIRRT ZFE T 5,

« CE /" AU — RICHERI TR 70 2 5% 8 L 72\,

« CE/XRU— REFET 5,

- CE AU — RFOWMEEEEITH,

AT VT NEHEANRAY — REET LA, FEHEICESOHICET ST D,

OE-N.SERVER (tF a7 HZ1—HiEHREEY—/\)
MFP #FHT 2O EEE 1L, 2—FIHERERYS— NG LT v NEHEL, Xy F O
EITUN, Y 7eT 7w Al A S S 5%, —FIFERERY— "X TICEHET B,
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OE-N.SESSION (&0t vy> 3 >D#T)

EFHEX, 2—PIZH LU T RTEREZEES 5,

X2 VT A LET VRN T 7 ANOBRIE. By 7 ARONR Y I AT 7 A VOBRIEOK TH%IZH

T XA TENEEIT O,

BHEEIX, UTIORTERZFERT D,

- T — ROBHREZ BIER TRICa VA 7 BIEZIT ),

-2 V=T1F, LRI RTIENEZFEET 5,

- - B RE— NOBEREEZBIEKR TRICe 74 78EEZ1T .

OE-N.SETTING-SECURITY (%2 Y F &1L #eEDENESRE)
BHEIL, TOE OERICHT->TEX =2 U T ¢ MmILEEED R ELZELT 5,
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5. ITEXa2)T14EH

ARETIH, TOE X2V T o8, ITEREEYX =2 7 0 BEIZHOW TR T 2,

<GRILERIZDOVT>

TOE K ONIT REICHEEL SNDHEFX 2 U 7 BB EMHZF0 R T 5, BBtz oA —x 2 M,
CCHR—=F2THESNTWDbDZEHEMLHL, VU bR—DbDEEHT S, CC/3—hF 21Z
Rk SR LWVGBIIERIE, CC/R— R 2 LB LW T L2t L CGlRBI L T D, 704
FHEOXMEGN TOE, ITREOELLTHLINIRT 5720, ITREICEBWTHRNEE SN D EFO
T UL DBIZIZIEI 21T 5,
<tFalTqHEEH “BE OBRRAE>

UToOZRIBROFIZBNT, £ XU v 7 HOR—/)L FTRENDEELIT, “BIM", F720F B/ &
NTWBEZELERT T H—FA4 L TRENDPXDEZRIHENEETA XY v 7 HOR—/L KT
IRENDERIT, T H—F 4 SNTFEIEIN “FEL” ShTnwbZ &amrd, Z-UL0%IC
FEIT T TRENDEBIE, Y EREEMEN “BV KL ShTHEHASh TS Z L a2xRT, (B,
0K UL TOE 24 IT REEETERENIHEL TH 53 5,)
<{KEFEMHOBRTRAE>

KEPEDORRIC BN THEIMT T “( ) SN REnNs 7~ uE, KSTICTHHEN S X =
VT 4 BSREEE DO T~V AT, £ STICCEH T 2 MEMED 2 WMEFFETH 55613, [FIFEIL
WIZT “BHLZRW iR L TWna,

51. TOE {2 T4 EH

51.1. TOE ¥ a1 ) 7 1 H4REEH

5.1.1.1. BEYHR— b

FCS_CKM.1 BSR4

FCS_CKM.1.1

TSF 1%, AT OIS 7D Y 2 ICEET 5. FE SN S 8AERT V3 Y XL[EI: 58k 7T
T Y XA EFERE ST SRR (B A SHERCIE > T BB HEE AR L R E R S 70,

CEIfT: #EED VX 1]
IZ 1 BEERLH K- T/LTY XL - BRDEUR ICFEE

(Eff: BB 7= XA]
I3 1 BB 1E¥ . 7A2T A - BEDEE 12508

BN a5 R
IZ# 1 BEERLH FFf - T/LTY L - BRDER ICFE#

I :mL
&k : FCS_CKM.2 or FCS_COP.1 (FCS_COP.1, FCS_COP.1[E]). FCS_CKM.4 G/ L72\),
FMT _MSA.2 G&EH L7gw)

&1 BESREN FE-TLIUXL - BROBRK

ZEEDY R ESHEAERTILT Y XL EEHRE
FIPS 186 BERFL I AL T/ TV XA - 128 bit
- 192 bit
- 168 bit
- 256 bit
2= I VB REEHARIENE =23 /0% HDD BEERAER T /17 ) XA (SHA-1) | 128 bit
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FCS_COP.1 ek

FCS_COP.1.1

TSF 1%, [Eiff: D U 2 MICEBT 5, BESNEES T ZA[EIN: FE 717 Al L Gk
F By RN HE > T, [BIfl: FEHRED Y X N & FELT LTI b0,

(EIR;: gD J X 1] -
[ 2 BEEBRE FATYXL - E - BEEMBIEDEYE) 1258

[BIff: fgFE 7= XA]
[ 2 BEEBRE FATYXL - GE - BEEMBIEDEYE) 1258

[BIft: mg 544
[ 2 EEHRIE T/ TY XA - BE - IFGHRIEDEE 12508

(BNt 5 #Fo Y X 1
[ 2 BEEHE T/ATY XA - R - lFSBRIEOER 12508

ThIREE o rL
&REFHE : FDP_ITC.1or FCS_CKM.1 (FCS_CKM.1 (—#%E5%nA)), FCS_CKM.4 G L7zv) .,
FMT MSA.2 G#EH L7\

x 2 WBESERE 7LIVXL-BE-BSREORER

BED R BBE7ILIY XL EEHE EEIREDAR

FIPSPUB 197 | AES - 128 bit | S/IMIME X(5 7 — 5 DEEEE
- 192 bit
- 256 bit

SP800-67 3-Key-Triple-DES - 168 bit | S/IMIME 2%(5 5" — % DEEHF

FIPS 186-1 RSA - 1024bit | S/IMIME 25> — 5 REB-(E D 7= 0 DIF B DRF B
- 2048 bit
- 3072 bit
- 4096 bit

51.1.2. fFIRET— 5 {RE

FDP_ACC.1[1] Iy b7 X

FDP_ACC.1.1[1]

TSF %, [BIff: #7222 f, 77522, BONSFP THRPONS YT 0 fEF T 2 | EDHE
DY X KR UClEIR: 72 & X SER % ki L7223 id e b7,

(Bl 722 b 472z 2 b ROSFP CRPAS Y 7w 2 FE 47w 2 NPOMRED Y 2 P
[ 8 Ny 2 X727 EXMHH BEY X P IC5iE

(Bt 72 & X SFA

Py XTI
ThIksE . L
REFE . FDP_ACF.1 (FDP_ACF.1[1])
K3 RYIRT7HOEREME BEUVR+
HIJoxH k T H bk 121
FFEEAfrd 8522 By X - —EBFTF

Ny Z X774/ - il

- (5 (B-mail %/5, FTPX(5. SMB (5, FAX %/5)
- Fora—F

- DI > 2 X ~DBE)

c DR 7 I A~D T E—

NI T T
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FDP_ACC.1[2] Iy 7O RHE

FDP_ACC.1.1[2]

TSF 1%, (BN #7222 b, 7522 b, RONSFP TRPIWSY T2 fE 7= 2 DM
DY 2 NIkt UCLEIR: 72 & X5 SFA % 3466 Ui ude 5 7a 0,

(Bl 72z 2 b 7222 | ROVSFP TRONS V72 =2 47 = 7 FIOHED Y X F
[ 4 tF2 VT4 XETI T 7ANT 7 I BRIEY X P IZiE

(&Gt 72 & X 4)# SFP -
TF2 VT g XETY P T 7L NT I

ThLfEE : L
&RFE :  FDP_ACF.1 (FDP_ACF.1[2])

R4 XAV FANET) LI 7AILTHOEREE EEYR K

H$ITxH k Iy b B1E
FlFEEAITT S5 22 tF2 VT XETY PN T A . BN
- Hifgy
NI T 7
FDP_ACC.1[3] YTty b7 X
FDP_ACC.1.1[3]

TSF %, [Elf): #7222 b, 7522 b, RONSFP TROPWNS YTz 2 fE T2 2 I DOHRIE
DY X Nkt UCEIR: 72 = X SEP % i L7 uid e b 70,

[Eilff: 7z s b, 72 b, RONSFP THRPAS T T2 &7 x 2 FMNYDIIED Y X ] -
I 6§ REEHET 2 EIFE BIEJ X P 12728

[Eift: 72 & 2% SFH -

REBET 7
TR = : L
REH : FDP_ACF.1 (FDP_ACF.1[3])

x5 REEHETIVEAGIE BEUXE

HIToxH k AIozH k 1B1E
FIFE AT S5 X2 | *HDD 222 NI D — R 7Pz p - RE
HEBE D — P T P
« SMTP H— NI n—74 7= 2 f - RE
« DNS #— NI —74 7= 7 b - JxpT
cMFP7 FLRAZN—FF Tz b 6

S MFP7 RLAZL—F 47 V=2 k&lx, IP7 KL 2, Appletalk 7 U > %472 ¥ MFP A0 7 KL 22+ 5
—HDOTF—Z DL THD,
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FDP_ACF.1[1] XU T BREICKD TV EXHH

FDP_ACF.1.1[1]

TSF (X, LT OIEIN: FEfe SFP FIZHENTHSA S V7> 2 f o472 2 fOY X ROE4
IZHIT S, SFPBIEE F=2 U7 1 G, E/2/2 SFPBEE F =2 U7 ¢ FIEDE i iT Sihe 27— 21
HEoWC, A7 V=7 Maxt LT [Eifl 72 X5 SFAZ FEi L FhudZz b 7eu,

[Blft: REhE SFP FICENWTHIISAE 722 fE 722 fPDY XA, ROFE LI T 5,
SFP Bt = U7 ¢ [E1E, Fid SFP B#E T F =2 U 7 ¢ [FIEDL RIS e 27—
YTz p> YTz FBEM>
- FfFEEAITT S5 R 2 = cz2—7EM (=—¥ID)
- T ESPT (B5P9 ID)
« B2 X @M (N2 X ID)

- BHEBM
<F7I s ;> <F Tz FEHE>
B Pt =2 cz2—¥EY¥ (=z—FIDor #£F or F5F7ID)
PRI R T AL = cz2—¥BM (z—FIDor #£F or B ID)

c A2 XEtE (A2 X ID)

(&Gt 72 & X 4)# SFP -
B 2 X7 G

FDP_ACF.1.2[1]

TSFiX s Ny 7= bR ESNT=AT V=7 NETORIERTFENL0E I DNRET H720IT,
WORRANZE FEf LT hid e b v (I #iShezy 7= 2 P ERES e 72 2 MET B
SNeA T 2 MICH T SHI I IR T3 7 2 X 3 E T S8,

LB ST 2 P EFIISHET T2 2 YT BIISHh a7z 2 MK T 3HE SR
JERRIEIZ T3 7 2 X 3 58T 3 HH)
<BAF > 2 X IZ5FF B BRIEHIET >
FIFZEERITTEBE LML, V72 FEMED2— BN (=—F ID) *—FT 3747 =2 ME
D2 —FBYEIFOR Y 2 RICH L T, —BHE RET S LBFTINSE,

<BANF w2 XD > 2 R 7 7 4 A I T B ERIERIHT >
FIFEEITT S X1, #T72x2 FEMHEDZ— M (2—FID), Ky 2 X EMH (K2 X ID)
E—FTBA T FEMDZ— B, By I ZABHEEIFON IR T 7 A ICH LT, HiRl, &
15 (E-mail /5. FTPX(5. SMBX/5. FAXZ/E), #o>r—F HOR> 2 I~DBE, MOR
WP AND I E—RET S EBFHINS,

S TI—T0R » 2 25T B ERIERH >
FIFZEITT BHR24E, V7= 2 FEHDEIBEEFT (B5F ID) & —FT 2347 =2 FEHED
FTBEFI#fFoR 2 XX LT, —BHEARIEE TS EPFTIRSE,

<SON—TRw 2 INDIR > 27 2 7 7 A Z31T B ERIEHIHT >
FIFZEATT BRI, 772 FEHEDTBH (=—¥FID), K> 2 XEH (2 X ID)
E—FT BT Tz FEMDZ—FEM, Ny IR BUMEIFOR Y TR T A KL T, B, &
15 (E-mail 2%/5, FTP#{5, SMBX/5, FAXX/F), & Dv>r—F, MORN >y 27 X~DBE, MORN
DI RNDIE—RIET S Z EBFHEIRSD,

<EFR w7 ZICHT S BRIEGIH >
2 —FEM (22— ID) BEEST 6N SFFEEARITTSZR 2N, 4752 MEMEDZ—F
MEIZ TS PREZIN TS By 2 IITH LT, —EHERERIEE TS EPFTEIAS,

KB 2 RADIK > 2 R 7 7 A S TS BRI >
2 —EHE (2—FID) F K 2 X EME (K 2 X ID) BEEM T 60 B3FIFEEFTT S8R 20,
Gz NEHEDZ —FEMHIC TG PRESH, V772 NEMDR Yy 7 X FHE—B T 5
DI RBMEFTER Y 2 X7 74 MK LT, B, /5 (E-mail 215, FTP /5, SMB %5, FAX
H5), Froa—F, OR 2 I~DBE), OB > 2 I~DI L —HEFT 5> EPFAIRSE,

FDP_ACF.1.3[1]

TSF %, U FOBEMRANZESNWT, A7V M T 597V =7 b7 7B AEPURIITKGE LT
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TR S (B tF =2 VF GRS TG 7 x 7 M T BT x 2 f DT 2R3 H0
(Z7RGR T3 AN,

(BIf): Tz VT GHEICHE DT Tz 2 MCHTEY T 2 F DT 2t X 3 AR TS HA)
 BHEEEMEE T SFEEFATTE3FZR 2N, By 2 AD—EFFIBES T3 & 2FTIRSE,
 BEEEMEE T SFIFEEAITT E3ER I, B IR T A NEN 2 T TERET S T & A

a3,

FDP_ACF.1.4[1]

TSF 1L, (Bt F =2 V7 FBHEICEDN T T x 2 NS T B T 2 F DT 27X 30
FTEHEANZIESNT ATV Mt LT T V=7 NOT 7B RAEIRICHER Ui S0,

(Bt F= V7 o BIEICEDN T T x 2 PIEKH TSV T 2 DT 2 X HRANCIER TS HAN

2L,
THLFE B : L
S : _FDP_ACC.1 (FDP_ACC.1[1]), FMT MSA.3 (FMT_MSA.3[1])
FDP_ACF.1[2] X2 )T BEICKD TV ERGE
FDP_ACF.1.1[2]

TSF X, LA F D& REHESEP FIZEDTHISA SV 7= N a7 =2 fDY X b ROE4
(ZT 5, SFP Bt F = V7 7 fG#E, F 7213 SFP Bt F = 1V 7 7 JGHEDF FifF i e 2 n—Ac
HASNWT, 7V =7 Mt LT, B 72 & X4# SFPA % F5i L7 T 6720,

(Bl A& SFP FICEND THBISA SV 722 P G722 POY XA, ROE 41T 5,
SFP ffi#t = V7 1 G, Fid SFP Bf#EE F = V7 7 [FHEDEpiFEhe s n—2]

<HIzs p> < Iz FEHE>
- FUFEE AT B35 R = TrANEY (BF=2 YT XEESHIE ID)
cz—FEH (=—FID)
- BEZ BN
<A Tz P> <F 7Tz FEMH>

cEF2 YT BTV T 74N = A EME (TF=2 VT XEEHHE ID)

[&ify: 72 &8 SFH -
¥z VT XESY P77 AT 2

FDP_ACF.1.2[2]
TSF 1%, SNV 727 FEFHENTZAT V27 FEITOEBENRTENDNE I NRET HT-0
W2, WOIRANEFE Uit iz ooy (BN s hzs 72 =2 N ERS A7 = 2 M T,
TS 72372 2 MZST S R S 7 1R EIC 95 7 2 R 2 5275 HA),
(BN FIIS Y7 2 P EFIIS T T 2 YT BIIS e 7= 2 M T 3EE S
TEIRIEICRE 95 7 2 X 3 EP9 3 HA)

2 —EM (2—3F ID) 2EHOFHEFAITTEZRIN, HbwdtF=z YTy XEFSYV P77
ANAD—EFRPFT IS,

2 —FEM (2—ID) T ANENE (BF=z VT XEAHHIID) &EOFFEe T34
Rk, ZrAEMYE (EF=2 VT XENF#HE ID) & —2T 57 7 A NEHE (EF=2 V7 XE
AEBSHIBIID) 2ot F=2 Y7 @ XET Y P 7 74 Mk L CTHIRBRIEZF TSRS,

FDP_ACF.1.3[2]
TSF iZ. L FOBEINKRANZESNT, A7 V27 MIT 23TV vOT 7R ZHRANTHZR LT
WER BV [BIN: Fz VT BIICESN TG Tz 2 NI EY 72 DT 2 X2 HRH
(E RT3 A,
VEIN): Bz VT g JFHEICHE DT Tz 2 MICHT SV Tz 2 N DT 2t X Wi AR 75 B -
BEEEM G T BAIFEEFAITTE3XRIIE, CF2 Y F g XEBESV P TrA/F N2 T THRHE
75 FEFTINS,
FDP_ACF.1.4[2]
TSF 1%, [Elfl: F =2 U7 GHICE DN T T x 2 MK T YT x 2 DT 2t R EF Wi
T BHANEASNT AT V=7 M LT T V=2 hOT7 7 v ZZ2P RIS LT uEe 5720,
(EIN): Bz VT IS DT Tz 2 MCHTSY Tz 2 N DT 2t X Wit 75 5 -

2L,
TRIREE L
R7FMHE :  FDP_ACC.1 (FDP_ACC.1[2]), FMT _MSA.3 (FMT_MSA.3[2])
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FDP_ACF.1[3] X2 ) T BEICKD TV X HE

FDP_ACF.1.1[3]

TSF (X, LT OB REfe SFP FIZE0D TSNS V7> 2 o472 2 fO Y X b ROF4
IEHIT S, SFPBIEE F=2 U7 1 G, E/2/2 SFPBEE F =2 U7 ¢ FIEDE i iT Sie 27— 21
HEoWC, A7 V=7 Maxt LT [Eifl 72 X5 SFAZ FEi L FhudZz b 7eu,

(It REAZE SFP FICEND THIISh SV 72 NG 7z PDY X P, ROFE4IZI TS,
SFP Bi#it = 1V 7 1 g1, F/eit SFP B#t F = V7 1 [GHEDEFiff i Siern—21:

<HFTCz2 F> <Y 7Tz FEHE>
- FlFEFEEAITT 85 X2 = - BEHEEM
- CE B1E

<F Tz ;F>

HDD 2y 2 NI D — g7z 2 b
KR T — NPT P

* SMTP H—NIN—F47 =2 k
« DNS #— NI n—FF 7= 2 F
cMFP 7 FLAIN—FF 7= F

(&Gt 72 & X 4)# SFP -
HREEE T X

FDP_ACF.1.2[3]

TSF i, fi SNV 7 Vs FeflflsnizA7 V=7 MNETOBERTFINDINE S NRET 5720
2. WOHANZE FHE LR dhiTe biev: (BN #lxhey 722 P EHBSHES 722 MET,
I eA 72z 2 MK T S IR/ 55 7 2 & X 3 5P 35,

LB IS Y7 2 P EFIIS T T 2 MYT BIISHET Tz 2 MK T SHE S
TEIRIEIC IG5 7 2t R 253 HA
 BHE R FEORFE ST 35 X2(E, HDD 2y 2 NI DT — NF 722 b, ST — 7
TPz 2 fEREWRET S EPFTIAS,
- BPEEE EMEFIFOFFE FAITT B35 R 21%, SMTP Y— N2 n—FF 7= 2 b, DNS #—N2L
—FF T s b, MFP 7 FLAZ N — TG 7 2 FEFE, VR FTHET S EBHFTIAS,
- CE B FoFFEF AT E LR 20, HDD 2 2 NI T — NF 72 b, R T — P77
2 PERET S ERFTIAS,

FDP_ACF.1.3[3]

TSF 1%, LFOBEMBANCEASWT, A7V =7 MIRT 237 V=7 bOT 7 & XA & PRANCHKGE L7232
e B\ (B w2 V7 IS T 72 x 2 MEXT SV T2 2 fOT 2 & X IR
AR TS BN,

(B = V7 FIEICHEDN T 7z 2 MNEHT SV 72 2 f DT 2t X EHIRANE R8T S AN -
zL,

FDP_ACF.1.4[3]

TSF 1L, [Blff: EF = U F s BIEICE S CF Tz 2 MNESTEY T DT 2 X Wi iaas
TEHANZESNT A7 V=7 Mt LT 7 V=2 hOT 7 BERAEZBRICHES LT HIE R b,

(BIf): =z U GHEICHE DT Tz 2 MNCHT ST 2 f DT 2t X Wi s 7S HA)

ZL,
THIFE R ©RL
IR :  FDP_ACC.1 (FDP_ACC.1[3). FMT MSA.3 G L7\
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5.1.1.3. # Al & 23

FIA_AFL.1[1] FRRE R ERBEDER Y R LN

FIA AFL.1.1[1]

TSF (%, [EIf: @arFgo VX B LT, IR [ E0BEE], T3 772 Pl R fE DFa ] A
(C5517 &5 EPEZRE A RE 2 1E D B ] ) NI DA RRINGRAEAIT A E e & 2 2R L 2 e 570,

(It Zar#Fso VX F
c P—EXRE— NIZT 2B XT S EDGRGE
*« CENR T — FEHFE TS BDFRAE

(I (B aE D BH ], [ 7R TR DRG] PIIC 3517 & B A FIRE 20 IE D HEX AT ) ]
(B FFEFERIER B DEEH] : 1~3 NIZEBIT S B BEE RIE FIRE R IE DS

FIA AFL.1.2[1]

R ORBFERITNER LIz ET 50 Elalo7- & & TSFix, [Eifl: 7o a0l 2 NE LT
niEie s,

(B 7oog20U X P

<BHLEEDFZ S 9>
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F 8DHR Y I ANRAYT— RIRENDHHHE, ¥ T 7 XD EREIND,
12o0F ¥ 77 2 THEERSNZRN,
> WM ID #HET 5 & UKHMORAZTFAI SN2 —FRT 7B ARRER IV —T Ry 7
A7 B,

6.1.5.2. FKR Y Y A HgE

Bk —F L L THAGRRES N D & BRRRES Nic 2 — 2 RITT 24 A7 13, 22— FRHEICH
BRERESNca—Y 0 [2—% ID) &8>, ZOX A 7L, 22— REIEICEANE Eéﬂ%’)i@ﬁﬁ‘
v 7 AD—FEFTRBAEDR T S b, Hx DIAR y 7 ZOBIEAARIZLL T O Y TH %,

HERY D RADT I ERIZH T HREEHAE
@ﬂ@ﬁﬁf/ﬁx«@Tﬁtxgk IRLT, EROMEEEREOEIER, 77 B AT HFIHE
EENENYSREER Yy 7 AORMEFAI SN2 —FThHhDH T &%uwﬁﬁ‘é
> K 8IRENADAX YT I ENSRAR Y I ANAT—RNICLWFHIATHRY 7 AFHEA =
R L E T 5,
Fy NT—=IMWEDT 7 AR LTHE Yy 7 AFRFERIT, By 7 A2 T — K EEFBo®
v¥a UEREFIA L, By 7 AZGEA 1 = X L E#7MET 5,
> v ha s U, 100 Eoty g UERERA, 2T 100 Eovy g UiERE
ARk U CRIAT %,

> Ry 7 ANRRAT—=RKANDT 41— RKRNw 721 XFH “*7 #iKT,

> FRAEICRRENT D & Mﬁ%%@ﬁ%)ﬁ/bﬁé

>Axw#%®77ﬁ2®%u AL R 2 LRI D AT % 5 S T T 7220,

> WA R v 7 Ricxk LC, @H 1~3 B H LR 8RR E BT 5 & YA Ry 7 2
WX HRRAkEE R 1 v 7 T 5,

AR EIEBEE L, RIET 7 & A H B ERR e Rk he 0 EHEDRET D,

> RFEA @m/ﬁi\EMMMN@%%T/7X_ﬁﬁémy&%%%%ﬁiﬁéhézkm

Lo TR END,
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LUFIES AR Y 7 ZAORMEZFF ] ENTc2—FNYHEAR v 7 ZADR v 7 AGBGRIE R A A
RV TR SN OEETH D,

0 HARYIRAKRDRY I AT 7AIIZHT BT 5t REIH
2—YERITTEH A7, 22—V EMEIINZTEDRy 7 A0 Ry 7 ZID] BR v 7A@k
ELTHAZICEEST NG, ZOX AT X, 2—VREEICHEAERHFRESN, BoV 7V =y
NEEOR v 7 AL —8T DRy 7 ARMEEFFOR v 7 A7 7 A4 Wk L CHIRI, E-mail %
& (S/IMIME %fEAETe), FTP #(5, FAX 55, SMB AR, #vrnm— K, fioRy 7 2~0D
BE), OBy 7 A~Da v —#EE21TH Z L EHFTEN5,

e HERYHIRDA—YEHLEE
MERy 7 AD2—VEEEZEFTDHZLNTED,
> B —VEEEL, B —TOBAR Y 7 AEFTT 5,
> M ID ZFRE L, Sk oOR AN SNza2—F BT 7 v AR 7V —TR v 7 A
T 5,

o ARV RIRT—KDEE
HERY I ADR Yy IV ANRAT—=REEETH, HILSHESNDRy 7 ARXAT— RKBRLLTFO
B AWM L CWDIEE, BE TS,
> £ 8DR v I ANAT— RIREINDHHER, ¥ T 7 X DRI ND,
> 1ODF ¥ 77 X TR IR,

6.1.5.3. ZIL— TR v XHge

DO IN—TRy Y RT3 7 5 & R §| R
ARG EE N2 —T 2T A X A7 1%, ERGES N2 — Y L BEST ST EE M &
LT M ID) 2F>, ZOX A7, ZOHMID & —FHT ra2—WFEEE2FF o>/ L —T Ry
I AD—ERRBIENRFTF I SN D,

QFN—TRY Y RARADR YT AT 7 AT 57 5 & R HHRE
BIET DR 7 AEERTHE, 22—V BEHINATEOR Yy 7 2D Ry 7 A ID] BB 7 &
BEE LTHERZICEE ST bRD, ZOXA7E, ZOa—FREROR v 7 2 gk s —57
LHa—WEE, Ry 7 AREEFFOR Y 7 A7 7 A kL CEIR, E-mail 25{F (S/MIME 2%(5
Z&te), FTP 26(5, FAX 415, SMB %15, #vrn— K, MioR v 7 A~OBE), hoR v 7
AND A —EfEEITO & EFFRISD,

QI N—TRyYADA—FEHREE
2—WEEELEETH LN TE D,
> O ID 245ET 2 & O MFTR O —F R T 7 B ZAA[RER I N—T R v 7 Al D,
> EHEEETDLE, AR Y 7 AT D, By 7 ANRXAT— ROBENLE, ZOHAEIX, R
v 7 ANAT — RRLLT O E T2 2 & 2 REET 5,
£ 8DAR v 7 ANAT — RIIREINDIME, ¥ T 7 XD EIND,
1o0F v 77 X THEERS LR,
> BEka—FERE L, B —VOMEAR Yy 7 AEET S,
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6.1.6. FPRINT (X3 T4XET > FaE)

FPRINT &%, Bk —H TH D EBBIRGES N2 —FICx LT, XxAnb08X U T 4
ii7j/ﬁ774w~®77kz XHLTEX2 )T XETSV T 7 A NVOFIHEHFR S
Tra—HYThd I EEZFEAEL, BRI YEE X2V T o LETV Vb7 7 A VO EER, Fll%E
ﬁT#éT&ﬁzﬁﬁw%ﬁ&ﬁ%:)74i%79V%K%%#é*@@t%:)74%ET%
D

6.16.1. ¥l T4 XE/NNRT— FIZ & HER5TH4A:

Bk —FTHDZ ERFMIEFEESND L XL XF 2V T A XLET IV N T 7 A N~DT
JRABERIZH LT 77 BATHRAEEZLH X2V T o LE TV N7 7 A VORI EZFF A S
Nica—¥<ThsdZ L E2FRIAET 5,
® K SIIRINDIXXY T/ ENORLEX2Y T 4 LERRAY—RNCLVFEETH2EX=2Y 74X
EERGEA W = X A9 5,
> X2 VT4 LETY U RNDOGEAITRNAANEDT I AORIZR BT, Bty a U fF

MICELDEX2 T ¢ CEFEA D= AL Z ML LRV,
ﬂ%;)%4i£NxU—PAﬁ®74—Fﬂy7 1305 “x” AT,
FOREICE YT 5 &, RRREREEE Y By T B,

AT D L. RN LDT 7 A% 5 RS AT A,

WX 2V T A LETV M7 7 A MR LT, @H 1~3 [BlH LR DBFERRZ BT 5 &

WS S XET ) v b T 7 A NVICKTT D RGEREE e v 7 D,

> RIUEIEEEEIL, RIET 7 & 2 B ERRRIC L 0 FEE D EET D,

® = v/ REEIZ, FADMIN IZBWTHEEX =2 T s XET Y U N7 7 Azt LTr v 7 iR
BENEITIND Z LIk » TSNS,

6.1.62. EXa YT A XET) Y FIT7AILIZHT BT 5 & X HEEE

HArEND L, ¥ X2 VT4 LETV N T ANT 7 AHIENIET S,
® RBFGE SN2 — V2 RITT DX A7, 77 A NVEMIC, BiEShizeXa V7 4 LETY
YET7 s ANDEFR 2T 4 SCENEHIGE ID 2R,
@ “DXEAIF, TOTFANBEMNE —HTE T AN ENEE v X2 VT A XETV T T
A JVIZ ﬂbfmm%%ﬂéhéo

6.163. EXaUTFAXETYY F T 74 ILDEEEEE

X2 VT A LETV N7 7 A NVOBEFERIZEBNT, BgIhlza—9 L LTRRIESND &
X2 VT Y ULERRT—REXNRLERD X2 )T A LES VN T AN IRGET DL
Dq:““ﬁﬂ é o

DOEFa)F4XENRRT— FOEF
B ENDEX2 )T 4 LENAT— B TFOREERT-TZ & 2MREET 5,
> £ 8DEXF2VT 4 LERRT—RIIREINDINE, ¥ T 7 XDLHERIND,
> 1ODF ¥ 77 X THERESZD,

@tFa T4 XERNEFHEIDDFE
X2 VT4 LETV N T 7 ANDBRBEIERIZBWNT, B2 VT 4 LE AT — FORKEN
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SETTHE, —EIGHMN SN X2 7 0 CERNEHIE ID 2 4%V 7 4o XESY b7
7 A IR ET D,

6.1.7. FOVERWRITE-ALL (2818 2 =HIRH%gE)

F.OVERWRITE-ALL & (%, HDD O 7 — & flZ_L3F& Z HIFR A 9479 5 & I NVRAM IZRE &
NTNHNAT — FEOREEZ T 5, HIFR, ZZEBEES N ~EHRIEBZUTO@EY TH
50

<HIEEhH*XER : HDD>

@ tXaUT 4 LE S T A
@ Ry J AT 7 A)

@ S UAEVHBL T 7 AL
REBBR T 71 L
AR 7 7 A L
BB 7 7 A L
EEET—2 77 AV

2 —H# 1D

Z—HFRAT— R

Ry ANAT— R

X2 YT 4 LEART—F
A ID

BRFH XA T — R

S/MIME ZiFR £

¥%4% TSF 5 —#

<L TN D xE : NVRAM>
@ HHF XU — K

® SNMP /"2 T — R

® HDD = v 7 e &€ (OFF) -« +HDD m v 7 XA U— R HEINS,

® IS {biREDENERE (OFF) c - R LY — FBWHESNS,

® FEEHT v RARET —H <o AIHMBIREBIT B FAE LRV DO THE S LD,

HDDIZE X iAteT — % FEXATeEIE 7 EHIFR L. FADMINIZE W TERE S5 ek - 3E
THIBREREDH £ (R 9) IS U THEITEND, HDD . » 7 BERE I OV S LS RE 13 Bh (R 2 2
OFF&ENAZ LickoT, BESNTHHDDRE v 7 XA U— K, BE{LY— RBFIHCTx72< 7
Do 7B, AEEOFITICE N TEX 2 U 7 ¢ MILBBE OB E TN 72 5, (FADMINIZEIT 5&
¥ = U T ¢ i bRERE DBV ERR E DL EIS )

6.1.8. FCRYPTO (RE5 84 piitiRE

F.CRYPTO &iE, =2=h I /) VZESHEREEIC L > THESN D 2= 3 /L% HDD W58
Apk7r=aY XA (SHA-1) ZFIF L, HDD ICEZAEND TR TOT — X ZHi 5L T 572D DK
FHEEAERT D, 2= /% HDD W58 7 L2 XA (SHA-1) &%, FIPS 180-1 23#1
ET 5D SHA-1 #FH L TR 52 AT 57 V3 AL THD,

FADMIN ([ZBWTT 7 & AHIBR I 2 B LA RE OBEIMER E 1T W TS Y — RBRE S
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e, a=nh3I /% HDD E@AER 7 LY X8 (SHA-1) ZHVWTHEE{LY — F2v5 128bit
EORS#E £k T 5,

6.1.9. FHDD (HDD #REEH£RE)

FHDD &%, HDD (ZHDD v v 7 /82U — K& E L T D HAICHB W T, AIEZ HDD 3% E
SNTWRNWI EERIEL., EMMERHER SNTZHE721F HDD ~DOFtAAiAH, EBXIALEZFTFITSH
7‘1‘/71%% bf&)éo

HDD (Z HDD & v 7 /S2A U — RRFEE SN TV DHH4A . TOE B8R HDD ShfErERICH VT,
HDD DAT —Z AR EAT 9o AT —Z AR OFER., HDD 1 v 7 /8 AU — RBFENITERIE S 41
TWAZ ENEREINT-HAIT. HDD ~0O7 7 2%&FF L, HDD v 7 N2 U— KRR ESINT
AV AN/ 83 éirwizﬁ:. 1L, RIEZRATREMEN & 5728 HDD ~D7T 7 & A &5 5,

6.1.10. FRESET (FRiF&BaE#Y) v F#gE)

FRESET &3, BHEFAE, CE flAECBWTT vy hry 7 LA U b LIZFRAER
EzY) Yy FLT, vy 7 ZfRT 5HETH D,

@ CE nnunE*}%ﬁE oy 7 ﬁ*ﬁmii*}%
FREREIZ L0 E TS, CERBAE R v 7 FFH#2(C CE SRED R EZ 0 7 U T+ 2 L1c kD
0y 7 ZfRERT 5,

@ Mi@%munﬁ*ﬁﬁgn v 7%*@&;}2%
FHEJO OFF/ON LV FE 7, EEE R D » 7 R R ICE B RGEO KB Z 0 7 VT35
Zllik ey ERET D,

6.1.11. FTRUSTED-PASS (S{EH#F v 1~ JL#EEE)

FTRUSTED-PASS & %.PC & MFP [ CLA F OB 7 7 A /L% 25%15 T HFRI2.SSL £ 7213 TLS
Tr havEFEHLT, BEET YRV EER, KOFERTHIEETH D,
@ Ry 277 A (MFP /"6 PC~D X7 m—R)
@ Ry I AT 7 ANELTHRIFSINDZ L2587 7 AL (PC>H MFP ~0O7 v 7' —R)
@ tX2 T 4 UESV T ANELTRIFESND Z LI 2B T 7 A4V (PC x5 MFP ~
DT w7 a—FR)

6.1.12. ES/MIME (S/MIME K&5 L2 HERE

FSMIME &%, Ry 7 A7 7 A% SIMIME & L TEETHERIC, Ry 7 X7 7 A V&1
FTHIODRETH D,

<Ry I AT 7 A VG HA R >
® FIPS 186 NET HHELLELEAER T VT AL XY Ry 7 27 7 A VERE LT D720 DK
AR5, (BEE#EIL, 128 bit, 168 bit, 192 bit. 256 bit DWW Th 5. )
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<Ky I AT 7 A NEEL>

® Ry AT 7 ANERELT D72 B#t (128 bit, 168 bit, 256 bit) (Z X ¥, FIPS PUB 197
Lo THEENS AES I L > T S{LENn 5,

® Ry I AT 7 ANERHALT 572D 58 (168 bit) 2LV, SP800-67 IZL > THIEZND
3-Key-Triple-DES (Z L » T 5k & 5

<Ry I AT 7 A NESHRORE 5>
® Ry s AT 7 A NEHFT DI ORSHIE, FIPS 186 -1 WBET 5 RSAIC LY | HE{L S

nz,
o ZOBFIMEN AN EHOHEE I, 1024bit, 2048 bit, 3072 bit, 4096 bit DWFTH N Th 5,

6.2. TOE ¥ a1 !) 7 1 #4HEtaE

TRy « NEFIIA I = A L %2435 TOE X =2V 7 o fEFEIZ. LTO@Y TH Y, HERERE L7
EI SOF-FAR 2727,

D FADMIN 223 AEHERHEA D=L, HDD 2 v 7 RAT— FBBAEA D =X L, K=
(b7 — RBEA T =X

F.SERVICE »#2fit¥ % CE §8FEA 7 =X L

FPRINT 282t 2% 2 U T ¢ CEFRGIEA T =X L

FBOX 223548 v 7 AFRFEA T = A 1
FADMIN-SNMP 23 #24t9" 2 SNMP FBGE A A = X A

FUSER &9 2 2 —VRHEEA I = X A, ERPIERGEA 1 = X A

©0 600

6.3. TOE €& 2 ) 7 1 #aE L AR M DO X I B R

TOEDEFX =2 U7 4 HAELTOEE X = U 7 ¢ HAEEM: & OXSEMRIZ F 15 12737, & 1513
TOED X = UF 4 #RER DR &8 1 DL EOTOEE X o U T ¢ BEREERIZ KIS LTV A Z L2

REND,
6.4. (REEFEX
# 10 TR L7ZEAL3 OTOEE X = U 7 A RFEEMFD a R —3 2 M Eflc TRET R %2 T£IZ
R,
& 10 TOE {REIEH L RIEFEDEAR
TOE %2 ) 7 1 {RAEEH JAVR—RY b fREEF X
CM fE ACM_CAP.3 - A RRCAE PR
[EAp =gl ” - MERCY A B
CM il ACM_SCP1 oM i
Bt ADO_DEL.1 B A5 F A &
s —b 2= T [BX 2 U T o e
Blft & EH S - - N bizhub C550/ C451
BXE AR - ONE BT ADO_IGS.1 « Service Manual [Security Function]
bizhub C550/ C451
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TOE ¥ aY) 7« RiEEH

aVR—F2 b

REIETF EX

ineo* 550/ 451

XA A K [k 2 )T ]
bizhub C550 / C451

- User's Guide [Security Operations]
bizhub C550/ C451

+ User's Guide [Security Operations]
ineo* 550/ 451

HERE LR ADV_FSP.1 X VT o BB RS
BA%& AL LUV ADV_HLD.2 X VT g LV EREE
KB ADV_RCR.1 KB HTH
s 2= T [BFa YT B
bizhub C550 / C451
EHENTA X R AGD_ADM.1 + Service Manual [Security Function]
bizhub C550/ C451
ineo* 550/ 451
A F v AE ==X HA K [B¥= VT 1 HhEE]
bizhub C550 / C451
R A A 4o % AGD_USR.1 . User‘s Guide [Security Operations]
bizhub C550 / C451
- User's Guide [Security Operations]
ineo* 550 / 451
744}7??4‘7” RS YT ¢ ALC_DVS.1 | Bt a7 ¢ sl
A ATE_COV.2 FN =D
F 2 b RS ATE_DPT.1 RS b
HRET A b ATE_FUN.1 T A MEEkE ERREEET)
MSLT A b ATE_IND.2 TOE #&ie MFPHfHI Y 7 b o =7
o SFFIC R = A M7 L
I AVAMSUL 700 0 o o g sk mt)
WESHERE TOE %= ) 7 (WiEMs | AVA SORL [ o
WA b AVA VLA | et ITE
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7. PP F*iE

AR ST IZiE, #ET D PP Idiawv,
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8. tR#L

8.1. X T4 EKAEHIEN
8.1.1. HEM
BRI, B, ROMIRR O X = VT 1 it et F 2 U7 4 R ORISR E FRICRT,

X2 U T WG ENDRE S 1O EDORHESME, BRUTHE L TWD Z L 2R L TN D,

® 11 FIREH. BEICHT X2 T 1dRAHOEEME

ATiZ - BB

NINQVY'V

I0INHISY

MHOMLIN'Y

13403S'VY

ONILLIS'Y

H3NH3SYVY
d4IN-@dvosIa’ L
IOVHOLS-1NO-ONIHd'L
X049-31VAI4d-SS300V'L
X08-0179Nd-SS300V'L
X0d-dNOYO-SS3IDOIV'L
ONIL1L3S-13IN-SS30IV'L
ONILLIS-SS3DIV'L
FHOLSIH-dNHOVE' L
V1VAa-NOILVOINNNINOD'd

t&al) T WHEAEH

@®| LNIdd-34ND3S-SS3DIV'L

O.REGISTERED-USER

O.PRIVATE-BOX

O.PUBLIC-BOX o

0.GROUP-BOX o

O.SECURE-PRINT o

O.CONFIG o6 o0

O.OVERWRITE-ALL o

O.CRYPTO-KEY

O.CHECK-HDD

O.TRUSTED-PASS o

O.CRYPTO-MAIL [

OE.CRYPTO

OE.LOCK-HDD

OE.FEED-BACK o 6 6 6 6 6 oo

OE-N.ADMIN [ )

OE-N.SERVICE o

OE-N.NETWORK o

OE-N.SECRET o

OE-N.SERVER (

OE-N.SESSION (0 0 06 060 o o

OE-N.SETTING-SECURITY L)
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8.1.2. FIREMICHT 5+ 7014

ATESRIFICXTT B8 F 2 U T 4 IR FEHZHOWTLLFICEAT 5,

® AADMIN (BEEHEDAMEH)
AL, BHENEELZHZ2VIEEHEL WD,
OE-N.ADMIN [Z. MFP ZFf4 5 k7 MFP ZF 4 2 HikicBWTEBEORB T 5 A\WEE
HEIIRET D120, BHEOEEMENERIND,

® ASERVICE (H—ERI V=7 DANIEH)
AREMIT, V—ERAZ V=T REEEREVWIEEBEEL TN D,
OE-N.SERVICE /%, MFP Z{&5FEH T MfkICB N T — A V=T 2 HETDH, £728
HEX, YV—ERAZ V=T O AT T AMEEITNEBEE ) ZEPHESNTWD 2D, B
—bERT V=T OEFELITHERSIND

® ANETWORK (MFP DR vw k7 —% M)
AREMIE, A7 + AN LAN OEEIT 2, SMBR v T — 27 b RFFESEOFIZ L K8 L)
TN EEBEL TV,
OE-N.NETWORK 1%, # 7 + AW LAN (2K SGIEME 21T 5 72 O RO WS i a4 5 E 7
H7EC XY WO IEEZBE L T\ D, £7MER Yy hT—27 025 MFP ~O 7 7 & A % ik
FTHDICT 7 AT T+ — N7 EORERERET D2 LICKVINEN S ORERADR LA HE
LTHEY, REFIFEIIND,

® ASECRET (WERMICEIT 5 ERAEH)
AT, TOE OFAICE W CHER SN KA T — K, BEE{L T — RONEFIAEZE L0 IRME L2
WZ EEBEELTWNA,
OE-N.SECRET . FHENZ—FITH L TeF 2V T 4 LEASRTY =R Ry 7 ZARAT— |,
=P RRT— R AR T— RICET2ERRAZERSEH 2 L2 HEL, FEENE
FHRXATU—FK, HDD v v 7 %27 — K, SNMP 27U — K 5 kUV—FK, 2T — K
B o @EMBAIZEMT 22 2HELTND, 72, —ERAZP=7T72 CE "X TU—RIiZ
B 2 AN &2 320 L, SHE I LT, BEEE /S AU — NICT 2@ A 2 i S8 5 2
EEHELTREY, REMIFERIND,

® ASETTING (t¥al) 71 RILBEEDEERTE L)
AREMHIE, BX 2 U 7 ¢ st bR OBER ESRMNH- SN Z L2 BEL TN D,
OE-N.SETTING-SECURITY %, BHEN X2 U 7 ¢ b BE DR E 2 A0k L= £ TR
HTEEBELTEY, REMHIFEBEIND,

® ASERVER (#7414 AW LAN [ S 51— EREBY—/\OEEEH)
AT, 2—VRBEEO LRI Y — G8GE) AFIH SR B BRI B E 2 o — P IE R B —
NRPEF 2 TICERIN TS ZEEBEELTND,
OE-N.SERVER I%, kO BELE X, = —VHEREEY— ot LT, Ny FHEH, 77 b
BH, T7R2AGEREEX 2T 4 BRIV ER Y —NEFHEEHIEDL 2 HEL
ThO., REMHFIIETRIND,
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8.1.3. ERI-xI B +01E

BT 58X 2 V) 7 4 R FEHZOWTELFIZE AT %,

® T.DISCARD-MFP (MFP @) —R&Hl, BEXE)
AT, 2—F 2 SEILE 172 MFP L 0 RIS 5 /et 248 E LT\ 5,
O.OVERWRITE-ALL (X, TOE 7% HDD O2fEBICHIBRH DT — % & EEE T 22t L,
NVRAM DR AT 5 L LTEY  MFP BRI ENDENT Z OBEREAZ EITT 52 LItk -
T, BEOAREMEIIRESND,
Lo TAREBITHoxsEhTn g

® T.BRING-OUT-STORAGE (HDD OFEXLEHHL)
AEEIL. MFP 25 L T\ A EHABREE) D HDD AN EAH EN D, £7213AREAR HDD 2350
FFonT, 22T —4BREEINLZATRBbESNS Z LIk Y, HDD NOEiBT — %
DT D AREMEZTHE LT\ 5,
ZHUZK L CUUTFD 2 00%KD D7 EH ELLOREMN, BHEFICEL > GRINRSNDH 20,
B D A REMEITERE S B,
@ O.CRYPTO-KEY (%, TOE 78 HDD ([CEXAEND T — 4 2l kT 572 Ol 54k 4 /£
L. OE.CRYPTO (2L V| WH{LERN T — & 2 5{tT 5,
@ OE.LOCK-HDD i%. HDD m##fg L LT, MFP (3% &5 HDD 23i% i S u7- MFP LL
AINDITT —Z G L5 2 EEFFAT LAV,
EREIZRBWT, @@##@ﬁéht AlX. HDD 284 0 2 5T, @OfEZ##7-72\» HDD
PDREBINDH I LI ﬁ%m%nfﬁﬁféﬁﬁiﬂffﬁéo_ﬂ R L TIiX
OCHMKHDDK;D\ﬂmugofp%éhfnéHDD@Eéiﬁﬁﬁénétw\#@
Mz N HDD [ZIZT —Z 2 ZE AT Z L1, LR TEEBOREMIIRE SN S,
L7z o TAREEITHaoxtiishTng,

® TACCESS-PRIVATE-BOX (A—HH#EEZFALIBARY I XAANODFELT7 I ER)
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ADQFAEH A SN2 —F & LTHERF SN, 722 oEE#EEIZ. FMT_SMF.1 (2 LY 4F
Eéhéo

TN HEROBREEMRR - SND Z LX), KEeFx 2 U T 4 R TEHTM - S D,
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® O.GROUP-BOX (U I—TFHRw o X7 & A Hl#E)
KEx=2 )T 4 REHHE, TV —F Ry 7 20ME %L, ZOWMOFHNE ENza—372
FIZHFA L, IV —T Ry 7 ADHRE, INV—T Ry 7 ANDR Y 7 AT 7 A )LD —HPERED
BERZDO T NV—T Ry 7 AORMAEZHFA SN2 —F7FICHIR L TR, 727 & AHI#EIZE
RT DHEBEMENVLETH D,

<Ky I AT I7RAGE (I V—TKRy 7 ZX) >

FDP_ACC.1[1]. FDP_ACF.1[1lic kv, FIHFEZRITT 22 A 271X, 7 V=7 FotFxa T
# BIEOFTEEM G ID) & —HT 52—V REUENERESINLIR Y I A (I —T Ry 7 )
Wk L C— BRI RENRTF A S5,

TN—T Ry T ANDR Y 7 AT 7 A NVERIET HIZE, TOTNV—TKRy 7 AR M &7
ﬂkl%%?%é%ﬁﬁ%éﬁ ﬁﬁmﬁﬁfﬂFﬁﬁmﬁﬁﬁj@%é\HAUmzm
FIA_UAU2[6lIC L0 2D T N—T Ry 7 ZAOFRAEFFA Siza—WThHh D Z L 2k BIFEGE S
b, nrﬁﬁﬁmﬁﬁﬁﬂ [ —PRRAREE) T Th 256 CHEH AN BE SN TV WA,
ZOEMORAEFF I SNz2—FThdZ L%, FIA_UID.2[6]. FIA_UAU.2[6lic kv, @5l
FRET 5,

FRREICIX, FIA_UAU.TICX Y, NSRS NT=7 4 — Ry ZIC A 1 XTI “x7
L, BiEEYR— 15,

FIA_AFL.1[SIC £ 0 /R BERIT LI RRIEEREDSG A 1L, RIROEE, 5 B Sx b0
TRTOANZAZEG L, FIA_AFLA[TINC X0 REBhEEFERS 1~3 [BIZET D &, LIBEZE D
PN T HRRGHEREZ 2 v 7 95, Zor v 7 IREE 3:@@%@@@@@ Lo TEEREN D,
FOITN—T Ry 7 AORNAEHF A SNTz2—FThD I & ORIEITHIT D AR AEO R T
B Ch DRI S OB O EIX, FMT_MTD.1[8lic X @‘ﬁ@%t WZEFR SN D,
FIA_ATD.1, FIA USB.1 2LV, FIHZRITT 52 A 712Ky 7 2 ID BEEMFITHND &,
FDP_ACC.1[1], FDP_ACF.1[1lick v, +7 V=7 FEHOHWMID, Ry 7 21D & —FHT 54
T2l NEMEROR Yy 7 AT A MK LT, HIRL, AU ro— R, £XE, BE), ar—
DOEMENFFAI S 5D,

<7w—7f/7zmﬁﬂ W7 A >
FMT MSA.1[3]iz & [P ID) RNRESNDHR Y 7 AD2—YPBIEOEFERIEIL, FD 7L
—fﬁyaxmﬂm%ﬁﬁéntn—%;ﬁiéhéo

<TN—TRy 7 2R T Y727 MEEOB I LEREE>

FMT MTD.1[12lic X v | #[ ID KOS/ A T — b@%ﬁi\ﬁﬁ%ﬁﬁmﬂméhéoit

FMT MTD.1[3lic X ¥ . #F ID K OEM/ AT — ROS&ZE 1T, SHEEPHICHIESR S, =—
WZEIY M7= B BT EER M 0% ekIL . FMT_MTD.1[13]\c X 0 FFE Kk O O M OF|H % 35/
SN —FEFICHIBE NS, FIA_SOS.1[7ic X v, M RATU — ROENBIES N D,

ﬁﬁmﬁﬁﬁ@£@>
FMT_MOF.1[3]iz  ERPHRERERRRE D 5 D T WVEBE S LB EE B E B 72 ICHIR &S B,

<EHEZ VX 2 TR T 52O E R B>
= set.admin &

<Y —bE R V=T 52X o TICHERFT 2 72 DI B 2B >
= set.service &
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<KEHEOT-OOEE], EHEHE >

INDEREELT O &ENT, FMT_SMR.1[2]ic L v & #E ., FMT_SMR.1[6lIc LV =D 7 —TF R
v I ADRIREFFA SN — L UTHiRF S D, 72 2 b EHERIZ, FMT_SMF.1 (2 X
DEFEEND,

TN HEROBREEMRR - SND Z LITLY ., KEeFx 2 U T 4 R GTEHTM S D,

® O.SECURE-PRINT (X UT4XETI YV I 7ILT7 0 RHM)
AKXV T 46 KGTEE, X2V T A LETV U N 77 A NLVOHMEZDEx 2 U T 4 CE
TV v 7 ANORHEHF SN2 —FEFICHIRLTEBY . 727 & AN BRI 585
HRMETH D,

<EX2 VT A XETV U NT 7 ANT T AGIHE >

FDP_ACC.1[2]. FDP_ACF.1[2lic LV, =—H ID #FoFAEEMNITT DX AL, HHDD

X2 VT4 LESY MRy 7 AR L T ERREBIENT T EN S,

X2 VT4 LETV T ANERRT 2, 20XV 7 4 LETIV T 7ALD

FIHZHF T ENT-2—F Th D LENH DA, FIA_UID.2[4], FIA_UAU2[4lick Yy, zo&x

2 VT4 XETV N7 7 ANVORRAEFF A SN2 —FTh D Z & 2@ BRGEE b,

FREICIX, FIA_UAU.TIZL Y, ARSI N7 4 — RN ZIZ AN B 1 XTI e “*x7

iR L, FRFEE AR — 95,

NAAHJB];@ KHDFE, 5 M SRS DT XTOANZ, 2 L, FIA_AFL.1[5]
Tk, REIhFREEN 3 BICET D &, U2V T 4 LE SV 7 7 A T 5 iR
BExn v /735, Zony ZREIE, HHEOMBRIEICL > THRIN D,

Jz%G.: VT4 XEFV Y N7 7 A NVORMAZF SN2 —YTh D Z & ORFECEIT 5 Rk

mﬁ@ﬁﬁﬁﬁf%émﬁ%%Eﬁ®%ﬁ®§ﬁijMHJHDﬂ]Lib\Aﬁ%t HZFFAT

b,

FIA_ATD.1, FIA_USB.1 12k 0, FIHZRITT DX A 7128 x = U T ¢ SCENERTIE ID A3

fiFesns &, FDP_ACC.1[2]. FDP_ACF.1[2lick v, 7V =7 NEtkotxa V7 1 TEN

HHEIEID & BT 547V 2 FMEthERFotx 2 T 0 XESY U b7 7 A Mcx LT HI

BENFFRIS LD,

Bt x =T o CENEHEIE ID 1, FMT MSA3RILVEF2UT 4 XEFY R T 7 AL

DGR —BICHBI SN EREZ N TV D

<‘Izﬂ’r:LU?4jCi/\°7\17— K>
FMT_MTD.1[8ic X V| BEREICFIH EN DX 2 U 7 ¢ LE /SR Y — ROBERIT 2 —F 7 TFIZFF
3D, FIA_SOS1BINC LV X2V F 4 LHEASATY— ROREITHRIES D,

<EHEE VX 2 TICHERFT B 72 DI B A g >
= get.admin &M

<Y —bERZ UV =T EEFa TICHERT D7 DI LB e g >
= gset.service &R

<KD OFEE|, S ERE >
INHEHALT O RENT, FMT_SMR.1[2]ic &k 0 H#E, FMT_SMR.1[3lic L ¥ 22— & L TH
Fahsd, ¥ b&HEREILZ. FMT SME1ICEVEBESR S,
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CHOHEBOBRBEMENHI-IND Z IR, Kex= VT xRNz D,

® O.CONFIG (EE#EE~DT ¥t XFIR)
KEF a7 6B GEHE, SMTP — BB 5% E,. DNS — NIRRT 5% &, B =
)?4%%%“’%%?5&% Ry 7T v 7THfE, VA NTHEES 2 EHEEICHIR L TEB0 .,
— O H EHERER T FRERIC X L CT VB R A HIRT 22O O EMERLETH S,

<F v FNT—7 OREEH>

FIRHZERITT 22 A7 \EHFERENEESIT 55 &, FDP_ACC.1[3], FDP_ACF.1[3lic X v |
FIRFEARITT D2 2271, SMTP — T NV—FF T2 b DNS =T N —FF TV =
7 b, MFP 7 L AT N—TF T =7 Mt T AR EBENT TSNS,

<N T w7 UANTHERED BRIERI R >
FAZRATT DX A7 ICEHEBENBEESITOND & FIAZEEZRITT 22 A7 1%
- FDP_ACC.1[1]. FDP_ACF.1[1lick W Ry 7 277 A )L
- FDP_ACC.1[2]. FDP_ACF1Rlic kW X2V T 4 LEFV U M7 7 A L Z2ktHRE LT,
Ny 7Ty TEENRTFA S ND, £T0
- FDP_ACC.1[8]. FDP_ACF.1BlIc L Vs E(L Y — KA 7Y =2 b, HDD B2 v 7 /XA T — K
FTVx s b, SMTP 4y — R N—FF T =/ b, DNSHF—R_TN—FF T =7 b,
MFP7 RLAITN—FFT =7
EXRELT, VA RNTEEZFAIESND, HIZ
FMT MOF.1[1lic kv &= U T @bk ET — X
-FMINSAHH&UFMTNSAHﬂm;@ﬁy&zmz—ﬁﬁﬁ
- FMT MTD.1[2lic kY 22—H 20— |
« FMT_MTD.1[8lic X ¥ ==—4 ID, SNMP /XA T — k| N*wﬁ—Pmﬁﬁ7ﬁ%\
FRFEEMEE, BX 2 VT 4 LEARRT— R, A — SREERET — &, 5 ID,
A NNA T — K, S/MIME ZFBHE, %#E5eT — 4. m%ﬁ%%*”%%&ET R
FTEERF. CE RBRER v 7 Wifl], R GRALE 1 » 7 BEfH
« FMT_MTD.14lic kW Ry 7 ZRAT— R
ERBET—FZ L LTHEHRAEZTIC) XA MTHE (T2bbsE®RIE) NFATEN 5,
FMT _MTD.1[7]ic X » SNMP /XAU— R, =P RAT— K Ry ARAT—K X7
A LERRAT— R SRR T— ROy 77 v 7HE (ThbblWabEElE) NEEET
TIZFFRI S 4L 5,

<k F = U T o s LBERE ORI R >
X VT g BEREOIE IEREIL, FMT_MOFR1[1liIc kv, BHEL O —E AT V=T 72
FICFFAT S5,

<HDD v v 7 RAU— K KtV — ROEELE>

FIHE Z2RATT D % A7 \E B RIENE#E ST 55 &, FDP_ACC.1[3], FDP_ACF.1[3]ic &
. FRABEEZRITTAXAZIZ. HDD 2 v 7 RAT— RAET =7~ BERLT— R4 T o=
MR 2R EEENTF T SN 5, FIA_SOS.1[4lic kY HDD v v 7 /XA U — K KUK 5L T —
RORERBIEEND, 723 HDD B v 7 N2 T — RO ST — RREE I 58
FIA_UAU6(Z LV, TNENERERFA HDD 1 v 7 82U — R BT — FERETHZ &
WL TEHETHDL Z LAFERIEL, FliES NS/ ICEERFII SN D,
itﬂ%%%ﬁﬁ#é&xﬁ_CEﬁﬁﬂﬁﬁoi%mék\mﬂuwoﬂﬂJmRAmumK
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J: 0. FIHZEEZMRITT DX A271Z, HDD 02 v 7 RATU—= R4 T V=7 b WLV — R4 7 V=
MIXT D BOEBRIENFF R SN D,

<MIB A7 Y= MIkT 27T 78 AHEE >
SMTP V— I N—7%47 V=7 b, DNS V=T N—TF 4727 b, MFP 7 KL A7 L—
TH T2 MI.MIBATZ7 V=7 hELTHEFEAET D720, SNMP (2L 257 7 & AIZH RN

%‘g?&)éo
FIA_UID.2[2], FIA_UAU.2[2lIc &V, MIBA 7Y =7 MZT 7 AT HRMENEEE TH D
Z & ZRRIRESRE T D,

FIA_AFL.ABNC LV | REBEEGEN 1~3EINCET S L, MIBA 7 =2 MIT 7 E2AT S0
DORGIHEREEZ T v 795, Z DR /Mj: X EEFIC LD 0y 7 EBREMEIC K o TEBRS LD,
SNMP /X2 U — RF|H L7 EBE R BT D A RRREO AT C &b 2 5RAEIK A5 o> B i

DOFEIX., FMT_MTD.1[8lic kv ., ﬁf%‘t FICHIR =5,
FMT_MTD.1[3Jic X ¥ SNMP /"2 T — RO T, BEFIZHIR S 415, FIA_SOS.1[2]ic £ v
SNMP /X2 U — ROWENBFES D,
SNMP 2z U — Fog#ifkiZ, FMT_MTD.1[11lic kv, &#E, —b 2 D=7 72T
REd,
SNMP /{2 U — FERGFRED 0%, FMT_MOF.1[2lic kv, BHEESFICHIBREN 5,

<EEET ¥ RAAERER ET — ¥ OEAERI R >

EEHET v RVHERERR E T — Z OBGRIT. FMT _MTD.1[12]ic L v, BEELFICHETENR D, &
EHHTF v R RER ET — % O 2L, FMT_MTD.1[8lIc kv, BHE L FICHFTSN D, EiE
T v RABERED 55 F WL, FMT_MOF.1[2lic kv, EHELTICHFTEND,

< S/MIME H6E D 7= @ ORI R >

S/MIME FFFAE . 1550567 — % OBGKIT. FMT_MTD.1[12]ic L v | HEE - IcHF TS 5,
FEES LD SIMIME GEAE, #F%6067 —% OZE® L, FMT_MTD.1[8lic L v, FEH T
WIZHF T EN 5, SIMIME #6ED 55 £, FMT_MOF12lic kv, BHEHEFICHETEND,

<EHEE VX 2 TICHERFT B 72 OIS BE 7 g >
= set.admin

<P =R V=T Y F 2 TITHERFT 5 72 DI B 2 g >
= gset.service &R

<BEEOT-DOKRE, EHEMERE >
CHBEH AT O EET, FMT_SMR.1[1JiIck v —v 2z Y=7_ FMT_SMR.1[2]ic L v &
HEL LCHEFF SN D, Flo2h OEHEMEEIL. FMT SME1IZX W RFESIN D,

INOBBOBRBEMENMI-SND Z LIk, Kex= U T KNIz D,

® O.OVERWRITE-ALL (52 L& ZHIRR)
AEx =V T o3tk GEHEL, HDD OFT X CToOTF—X iz 5kH L, FIHAENERE L2 NVRAM
FORERHEIIET DL L TR, HIBRCBEFRT 2 EHESLETH D,
FNEW_RIP.1 XV, ZHHXEETHHERBPHEEBRIEIZ L - TLURTO EOFHRONE LFIHT
R THI L EHRIET D,

Copyright © 2007 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
88/122



bizhub C550 / bizhub C451 / ineo” 550 / ineo” 451 £M&&#/ I Dz 7 tFarr2—5 vk

FoTAREFx 2T 4 dRITEHNTR =S D,

® O.CRYPTO-KEY (FESR4R)
AREXa VT %R TEHT, B S LERDHE STV DEEAIC, HDD IZEX AL T X TOT —
B ERE BT D OIS E R A AR T D E LTRY ., Kol BIR T 53 B S
TbhD,
FCS_CKM.1 IZ&kY, a=7 I ) VERESHRIERECE-T-a =0 I /v % HDD 584k A
J1 =X (SHA-1) ZF|H L. 128bit O S8#EAZ Lk T 5, 722 =5 I / /L% HDD K584
7V U XN (SHA-1) &id, —BIEETERD N7 LT U XA TIERWVW, FIPS 180-1 T
FBEIND SHA1 Zi~727 13V XA THDH725,128bit D= hr E—%2HNQDH Z L DR,
PR32 T VT XA THY, BFa VT kR RO DME L~V ZHERDL Z LT,

(K7 NV XL T HHIE, 6 %= TOE EHLEESIR)

INHEBOMBEBEENH-SNDZ XY, Aexa U T oK s sns,

® O.CHECK-HDD (HDD MIE Zt:rEsR)
AREXa VT 4 %R FEHET, AIEZ HDD 23 LIAA T2 & 2l 3 5729, HDD D IEY
PABEET 5L LTEHEY, TOE DA T 4T 4 OMAFICEUR T 26BN LETH 5,
FIA_NEW.1 (2% V. TOE 725 HDD ~®O7 7 3 3 > Oz HDD ##5I L. 35 Ll L=
Bl FESNTWET 7Y a v zElkd 5,
ZOBEEBEMC Lo TAE X2 U T 4 RGN - s N5,

® O.TRUSTED-PASS (B{E¥EF ¥ RILOFA)
AEF2 VT 4R GENT, Ry 7 AT 740 ¥X2 VT 4 LETV U T 7 A VEDEZAF
WBWTEBET vy 3V EERT DL LTEY, BEHET ¥ XVCERT 2 EERLETH D,
FTP_ITC.1 (X, VE— FEEHE IT N5 0BERISE U CEEET v x v E2ERT 52 LTEB
D, Ry 727740, BX2 VT4 UET) N7 7 A NVEOERZEITHA SN D,
COBEREEMHIC L o TAREXR 2 U T 4 IR FHITE S5,

® O.CRYPTO-MAIL (FEEEA—ILDFIA)
AKX VT 4 RRFHIT, Ry I AT 7 AN EA—NVICTERTIRICIR Y 7 A7 7 A VAR
FAETHZEEHEL TR, BSICHET 28RN ETH D,
FCS_CKM.1 {2k Y, FIPS 186 |21t > I B lELE Ak 7 v I U X A ZFIH L, K58 (128 bit,
F 7213 168 bit, F 721 192 bit, F 721 256 bit) & AERKT D,
FCS_COP.1 24L& v, FIPSPUB 197 ® AES (K578 : 128 bit, F 721X 192 bit, F7-1% 256 bit)
ERIRHL TRy 7 A7 7 A VR FbT 5, (21 SIMIME OFEET — #1272 5,) F A ZE:
(2 & b SP800-67 ® 3-Key-Triple-DES (K58 : 168 bit) ZFIHL CTH v 7 A7 7 A L E&H 51k
T 5, (ZHNHFEERIC SIMIME OXET—XI2725,) ZnbiEE#x, FCS_COP1i2Xkbv, %
56%c 0 SIMIME FERHZEO/AB#E (1024bit, F721% 2048 bit, F 721X 3072 bit, F7=i1% 4096 bit)
T 5 FIPS 186-1 @ RSA IC L W B &N,
INHEBOBEELRNG SN ZLICEY, Aexa T oK TsHlzsn 5,

® OE.CRYPTO (HDD ME&EL)
AKX VT xR FEHEL, TOE Otx o U7 ¢ #FFICKER ITREOT T 47 4 ThHIF
EAVEMRIZ LY . HDD IS SN AT — X 2T 2 & LTH Y . BEEICBIRT 2 3
VETH D,
FCS_COP.1[ENC X v . Ws5{kFARki% FIPS PUB 197 ICH#EHILY % AES %> C 128bit (D554
£V HDD IZEEAENDTATOT —F Ol ik, HEMEEZTT 9,
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ZOMREEMIC Lo TR R 2 U T 4 JERITEHI - SN D,

® OE.LOCK-HDD (HDD M7 % + R i)
AKX VT 45K GEHT, TOE OtvX= U7 ¢ HEFFICHKLER IT BIEOZT 47 4 ThD
HDD (kv ., &E S MFP UANNSDRERT 78 2 &24ERT 5L LTHY, TOE MNRE
SNTZEYSMFP ThAZ L EMRAET 23BNV ETH D,
FIA_UAU.2[Elic X v HDD i%, HDD 27 7/ A F 525 47 1 %, HDD 2% S 172 MFP
ThHZ LZFFET D,
FIA_AFL.A[ENC LV | RALHFEREN 5 BT 5 &, HDD ~DF — X GiAriadr, EZIAHLRT
L5—YOT IV AEBERT D,
TN SEB OIS HAELIAZLICE, KXV F o EBEHsHIHT-ESN 5,

® OE.FEED-BACK (/RRT—FKD2714—F/\v %)
AKX =27 43K IGEHE, TOE OtFx =2 U7 4 MEFHILER ITREOZ VT 47 4 THDHT
IV hr—vay (V3472 FPCICTMFPIZT 7 EAT5-DICRIHEND) X, AHTEh3
=P NRNRAT =R Ry J ANRAT— K FHEANZAT— R #2207 — Rioxt L TR#ES
TR 7 0 — RNy 7 235 L LT 5,
FIA_UAU.TENC E D 77V r—a i3k, AN EINTXTFT —HF —LTFmEIC %7 2FRT 5,
CZOBEREEIRIC Lo TARE X 2 U T 4 (IR GTEHI - SN 5,

Tz, OFHEEZ2 X 2T IR T 57O EREHOE v b (set.admin), @V —E R
TV =T X a TR T A DI EREEDOYE v b (set.service) Dy hEE L DD,

> setadmin (BEEZ X1 7ICHRBETL-DITBLELEHDOEY )
<EHLHF OB FERE >
FIA_UID.2[2] . FIA_UAU.2[2lic LV . 7 7 B 2 F 2R HENEHE Th 5 = L 2R 5,
PREZIEL, FIA_UAU.TIZE D, NRVICR#ESINT T 4 — RNy ZICAT 1 XFT 8T “%7
ZiRL, fBFEE AR — 95,
FIA_AFL.1[SIiC L 0 "R BEIT LI ARRIREREOT A1, RIROE, 5 B/ S5 D
FTRCOADNZAEHEF L, FIA_AFL.12IIC X 0 . RAREIRERED 1~3 [BZET D &, BFEF T
HivEn s+ 7 L, UBEHEE NS AT— 2T T _XCOREEEZ2 v 795, 200y
7 JRBEIX, FEJH OFF/ON 72 £i2 X% TOE OEENC X » THEEREREN FAT S, WEERGEe v
7 TREFE D3R F‘J%}é RS NS,
EEFERREIZ BT B RRDIFRREDO AT T H 2 RAE R EIE O BE O E R OE BLE AL v
&ﬁﬁi@mnjﬂDﬂ]Lib\ﬁﬁﬁt HZFFRrEn s,

<GRBIFRRES NI EHE O v > 3 v OEH>

RBIRRFES N2 EHE D' v ¥ a L OFERRIL, SpxAanbr A4 v LA FTA_SSL.3
WX, XA — a7 F 7RRINRE L%, By ar BT T2 LICL - T, AE
ety va VEERICHE ) MBOMS AR ST S Z EICEML TWD, B R LA — e oA
T O T X, FMT_MTD.1[3lic X v EHEICHIR SN 5,

EEHEORIEEROFH R &>

FHHF NSAT— NiE, FIA_SOS.1[1IC L0 MEBBREE D, £72 FIA_SOS.[6lick v x> U
— 7 Z M LT E ARG B TR SN D v v a VRO SERGE, FIA_SOS.2 1Tk v A&
ENTHHEN2E Yy v a VIEROMEDRHERS LD, BEHENRAT — FOEE X
FMT_MTD.1[6]ic X 0, HFHEX OV —E AT V=T IZHIR S5, FEE N EHE AT —
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FEEET L5581, FIA UAUGIZ XLV HRGESN D, ZOFRFCH VT, FIA_AFL.1[2]ic
X0 RERIFRGEN 1~3 [ENZET D &, BirF ThhuEn 747 L, LIEE @%@Mﬁﬁ E % i
BRL, BEHENRATY—REZRHHT 2T X TORIEEL T v 7 T5, Zoay ZRER., ER
OFF/ON 72 Z12 £ %5 TOE OEENC X > THEBRBERE NI4T 4, ﬁﬁﬁmﬁm/ﬁﬁﬁﬂﬁﬂ&
\ZfEBR S D,

FEHE SAT— RO FMT_MTD.1[11Iic X 0 FHE, h—bE AT V=T IZHIR X
ns

<KEHOTDOKE, EHERE >
INBERAITOHOHEET. FMT_SMR.1[1]Ic X v —b 2P =7 & FMT_SMR.1[2]ic L v &
BHEICCHERF S ILD, F- 6B HMEREIX, FMT SMFE1ICXVEEIND,

> set.service (F—ERI VO _7&#EXa7IC#HBET5-HICHELEHOEY )

<P —E R =TF OFRBIFREE >

FIA_UID.2[1], FIA_UAU2[1lick Y, 727 AT HHAENY— LA P=T THDH I L%

AR 5.

SWIRICIE, FIA UAU7TICE Y . RNRVITIRESNTZ T 4 — R ZIZANEB 1 XTI i “%”

ZiIRL, @BFEE YR — T35,

HAAHA{er FBEDPE, 5 S FRANEDFTRTDASZA 248 L, FIA_AFL.1[1]
. REREHFRGEN 1~3 [EZET D &, BRIt ThhiErn 747 L, CE /XA U— R&FIHT

éf“f@nm{t’r‘ﬂé Exnv /35, 2oy 7RI, v —7 by bay JHRERENFEITSN

<. CEWWEm/ywﬁﬂ%Fw%fékﬁﬂ%émé

=R V=T RIITE T D ARERAEDORAITI T & 5 R FE BB 5 o BHE 0 3% & 1

FMT _MTD.1[3]ic Dféﬁ%t IZFFAIE 5, CE#RGER v 7 ROk EIX, FMT_MTD.1[9]

Wk, —r 2o P=T7FHICHTEN D,

<H—b R IV=T OFRIFEROE I L >

CE /27— K%, FIA_SOS.1[1]ic kv, MEPKRIEEN D, CE /XA T — ROLEH L
FMT MTD.1[9lic LV, H—v Rz P=TICHIRSIL D, F7- FIA UAUG | i@ﬁmﬁén
%o ZOWFFEIEZE VT, FIAAFLIMNZ LY | RHFEREN 1~3 [BZ#ET H &, h—bE AT
VU T ORFERER R L T, CE SAVU— REFHT 2T R COREEELZ v 735, =
Ou -y ZIRER, —27 by ba vy JHEREENRFITIN T, CE Fitn v 7 M2+ 25 &g
FRaid,

<KD D OE|, S EERE >
INHEHEAITHOHENL, FMT_SMR.1I[1IC LV P—bv R P=7 L LTHF SN2, F22
NHEEEEIZ. FMT SMFE1ICX VW EEEESNS,

723 FPT_RVM.1. FPT_SEP.1 /%, E#MIZITEX 2 U T ¢t l78 L BEMT bk F o
U7 A REEETH LT, LERO+SEOMBIIE N TV RN, BRIk SN A ES R — kO
TEEROF ORI EENDLEX 2 ) T A R EM L YR — 22 RSN TS, 2D 2
ODOEX 2 VT A EBEMHIT, 2 00X 2 T A READENEN Y AR— LTS EXF2 YT
A BEREEMED IS T 28X 2 U T A (PR GEHEBET 5 2 LR D72 KRNI Ex 2 U 7 1 k5K
Fit & OFEBRIZHA G TH 5,
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8213 . BFAREN=-ITEFa ) T MEEEHOLEN

A ST Ci, JEiEEM:E LT FNEW_RIP.1 & FIANEW.1 287 C\W5, ZhbBHE2RT 5
VB, RO OB ZRFET D LT L TV D RGEEMF O Z Y I DWW TBL IR T 5,

® ILSREH - FNEW RIP.1 QAEM
FNEW_RIP.1 1%, FEFEHERAEHE L VO BTk FDP_RIP.1 2 b T W B YS I 528, Eif
FRRET — 2720 T72<, TSF 7 — X ODIREEZBET HLERNH L7720, FIHET — 2 Ri#ED
7 T ANAFAET DY MR E TR TH Y | IBREENLETH S,
<EHHANBEOEZME>
KERL, B8 T D7 T ANFIE LR =0, TSF F—% LFIHEZE T —Z DXSDRVHEEN
T — 2R T AL W) Z LT, FNEW LW B LW 7 2&5%T, IRArEwiriE& %2 ~7 FDP
JIZADRIP 77 IV LR—D7 7 I VAEMG L, i#lkhlx2 Wb L7,
FTRENDEBRT 7T 4 BT 413N ELTHDEN, HEROFAARA LT 554 I 7138
WCBWTEKRWIZHE L TWD R L FRIAEMICH DI D /T A & 75 EITARBEIZ BV THEE
SRR, FETFRENDIEET 75 4 ©F 4 ICHAERSD & ICFITORENESNTNDE D
ERREINTND,

® iEEH - FIA NEW.1 DB
FIA_NEW.1 1%, #%50 &9 84 Tl FIA_UID.1 <° FIA_UID.2 28 & IE W IC AR S+ 5 28,
HDD ORFET &1L, TOE BAMTFT T 4 T A BT 7B ASNDITAZART 50 TIE/al,
TOE B 62N~ 4 7 41k L THRENT 2174 ~OEKRTH Y | YiZi¥ne 24 CIE Ry ¢
HY ., JEREENLETH D,
<EHHANBEORHME>
AREME, FBEHD 1 >TH D72, FIAZ 7 20 0BENMEns 771U & LTNEW &0
277 IV EREL, Ml EE L,
BIIZBWTTYRENDET 7T 4 €7 4 & LT, FIA_UID 4t & FHEOEHER N EES LTV
Do FIEEIZBWWTTREINDGT 77 4 7 4128, FIA_UID Zff & ARk OB AT H N EE S
T3,

8214 BFAREIN-ITEx ) T+ HeEEHOFRIIZ HMY

2 SORENT-HREZ/: (FNEW_RIP.1, FIA_ NEW.1) %, CC /S— | 2 |ZHLE & A ke
OB & %2 RIBIZHRE L2 b O Tid/a < L IO BEWNE TIEARW, D% D ABREE M2 IEMEIZRT
i 2I2H7=0 ., BRI TSP EFT N EIRTRT D & WV o B, WTEMZRBNT v 3L O Al fElE
HEEETDHHO TR,

16> T, EAL3 ORFEEMF DO » M X > THZIZ 2 DEREEE A R ITHBE D 24 1 2 RFET 5
ZEMHHETH Y, BERZ2RFEEMEC, EAL4A UL ED SR LD RGFEF 2L L LRV,
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8215 ITtFxa ) T4 HEEEHDIKREE

IT %= VT o MREEMFa AR —3 2 FOEKGFEGRE TRIZRT, CC/X—k 2 THEINHHK
AT S 72 0GE . TR ST 28T DIk EIfR)

O DR Z itk %,

£ 13 ITEXa)To#EZHEIVR—30 FOKREER

N/A : Not Applicable

A ST DHEEE 4
I iR—R2 b

CC/N\— k2
DIRFFE

A ST =& 1T B i&FHEZR

FCS_CKM.1

FCS_CKM.2 or FCS_COP.1, | FCS_COP.1. FCS_COP.1[E]

FCS_CKM.4,
FMT_MSA.2 <
@

)

OFCS_CKM.4. @FMT_MSA.2 % L7 Hii >
ST, RS SN DT —Z DI E RIS &
Wb, EIREEERA~OTEDOT 7 8 AIXRETH
0. B SEEEIEO MBI,

A TOE IZiE, BFE4Ickt L TR EINDI & X
V4@t b, X a Tt xa U T o
BYEERET DM EIE R,

FCS_COP.1

FCS_CKM.1 or FDP_ITC.1, | FCS_CKM.1 (—&BHELDH) .

FCS_CKM.4,
FMT_MSA.2

<

<

<

7 L TCWAES - SIMIME BEICTHRMNZ 7 A V%
Wb 272D OB SHEAERTHZ L,

FCS_CKM.1 or FDP_ITC.1 % —#Bii7= L TV 72U Bl >

* SIMIME O 7 — % i 5L D 7280 DI 5§t 2 i 51T %

72 DN E TSC 4k 0 A v R—= b+ T57-0,
FDP_ITC.1 OHEANZL L EZ 5N DA, SIMIME
EEHR AT W DEEIC ko TBEREN D, F DR,
BRHINZNTF ¥y 2 VERHT S, LRVWEOEET
RETHY, X2 VT ¢ BEZEAT 208072
VY, (ANETWORK 23RN 5 5 5§ F CTOFIH)

cFE A VR IR SROBEERIE, TR

HIESICRHIREN X2 ) 7 0 BEEICHEY ST, B
PO ECBHR T, BHAHEE LW,

- FMT_MTD.1[12]ic T TSF ¥ — % O &gk & LT, FEl

SNTEY, A R— MMEZIT 5 X RITEY) 225
WCEIVIRHN TV D,

SRR, HEEEAYOFERIIKFETREND X2 Y

T A BT R MO 2 U T ¢ B A HVCRLA
ENTWNWDHI=, AEFEMENmEZ SR & HRER
W,

FCS_CKM.4 %3 L7\ VBl >

EEE, (REENAT —F DO EFHINRE S
nNad, EREBARA~OEEDOT 7 B AIHHETH Y |
W B SR HE O M [T 72 0,

FMT_MSA.2 % L7 B >

E(E OHBE AR S5 3-Key-Triple-DES O ;581X
B L CTEBIN IS X2V T 1 BEE D
TelRned, X a7 Xa VT 4 BEERET D
MBI,

FDP_ACC.1[1]

FDP ACF.1 FDP_ACF.1[1]

FDP_ACC.1[2]

FDP_ACF.1 FDP_ACF.1[2]

FDP_ACC.1[3]

FDP_ACF.1 FDP_ACF.1[3]
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A ST DHREEH CC/{—Fhk2 o
S A— R b DIRTEE A ST IZH [+ 5 1&7ERE R
FDP_ACC.1. FDP_ACC.1[1].
FDP_ACF.1[1] FMT_MSA.3 FMT_MSA.3[1]
FDP_ACC.1. FDP_ACC.1[2]
FDP_ACF.1{2] FMT_MSA.3 FMT_MSA.3[2]
FDP_ACC.1. FDP_ACC.1[3]
FMT_MSA.3
FDP_ACF.1[3] <FMT_MSA.3 Z M L7V Bid >
FT Y2 NBWENEE LW, ABEEZEAT S
WBEMET 720,
FIA_AFL.1[1] FIA_UAU.1 FIA_UAU.2[1]
FIA_AFL.1[2] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[3] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[4] FIA_UAU.1 FIA_UAU.2[3]
FIA_AFL.1[5] FIA_UAU.1 FIA_UAU.2[4]
FIA_AFL.1[6] FIA_UAU.1 FIA_UAU.2/[5]
FIA_AFL.1[7] FIA_UAU.1 FIA_UAU.2/6]
FIA_AFLA[8] FIA_UAU.1 FIA_UAU.2[1]. FIA_UAU.2[2]. FIA_UAU.2[3].
— FIA_UAU.2[4], FIA_UAU.2[5]. FIA_UAU.2[6]
FIA_ATD.1 2L N/A
FIA_SOS.1[1] 2L N/A
FIA_SOS.1[2] 2L N/A
FIA_SOS.1[3] 2L N/A
FIA_SOS.1[4] L N/A
FIA_SO0S.1[5] L N/A
FIA_SOS.1[6] 2L N/A
FIA_S0S.1[7] 2L N/A
FIA_SOS.2 2L N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA_UAU.2[3] FIA_UID.1 FIA_UID.2[3]
FIA_UAU.2[4] FIA_UID.1 FIA_UID.2[4]
FIA_UAU.2[5] FIA_UID.1 FIA_UID.2[5]
FIA_UAU.2[6] FIA_UID.1 FIA_UID.2(6]
FIA_UAU.6 2L N/A
FIA UAU.7 FIA_UAU.1 FIA_UAU.2[1]. FIA_UAU.2[2]. FIA_UAU.2[3].
- FIA_UAU.2[4]. FIA_UAU.2[5]. FIA_UAU.2[6]
FIA_UID.2[1] 2L N/A
FIA_UID.2[2] 2L N/A
FIA_UID.2[3] L N/A
FIA_UID.2[4] L N/A
FIA_UID.2[5] 2L N/A
FIA_UID.2[6] 2L N/A
FIA_UID.2[7] 2L N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMF.1, FMT_SMF.1.
FMT_MOF.1[1] FMT_SMR.1 FMT_SMR.1[1], FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1.
FMT_MOF.1[2] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1(3] FMT_SMR.1 FMT_SMR.1[2]
FDP_ACC.1 or FDP_IFC.1, | FDP_ACC.1[1],
FMT_MSA.1[1] FMT_SMF.1, FMT_SMF.1,
FMT_SMR.1 FMT_SMR.1[2]., FMT_SMR.1[3]
FMT_MSA.1[2] FDP_ACC.1 or FDP_IFC.1, | FDP_ACC.1[1],
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AR ST OHEEEH CC/S—F 2
! TIZHI %
avR—%Y R DR A ST 2B+ B K7ERHZR
FMT _SMF.1, FMT _SMF.1,
FMT_SMR.1 FMT_SMR.1[2], FMT_SMR.1[4]
FDP_ACC.1 or FDP_IFC.1, | FDP_ACC.1[1],
FMT_MSA.1[3] FMT SMF.1, FMT _SMF.1,
FMT_SMR.1 FMT_SMR.1[2], FMT_SMR.1[6]
FMT MSA.1, FMT MSA.1[1]. FMT MSA.1[2].
FMT_MSA.3[1] FMT SMR.1 FMT_SMR.1[3]
FMT MSA.1, W& HEM LRy
FMT _SMR.1
<FMT_MSA.1 % L 72V B >
— B ENDSNEHIE ID THY ., —EED LTS
FMT_MSA.3[2] NIBICEEE . IR L o - ST A LB L LN,
<FMT_SMR.1>
FMT_MSA.32[2] @ % ff X 3% % 72 L T d 5,
FMT_SMR.1 i%, IR L TRE SN TV DKM
THO, LN THAOLIEME N2,
FMT SMF.1, FMT_SMF.1,
FMT_MTD.1[1] FMT SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT_SMF.1,
FMT_MTD.1[2] FMT SMR.1 FMT_SMR.1[2] . FMT_SMR.1[3]
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1{3] FMT_SMR.1 FMT_SMR.1[2]
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1{4] FMT_SMR.1 FMT_SMR.1[2], FMT_SMR.1[4]
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1[5] FMT_SMR.1 FMT_SMR.1[2], FMT_SMR.1[3]
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1[6] FMT_SMR.1 FMT_SMR.1[1], FMT_SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[7] FMT SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[8] FMT SMR.1 FMT_SMR.1[3]
FMT SMF.1, FMT_SMF.1
FMT_MTD.1[9] FMT SMR.1 FMT_SMR.1[1]
FMT SMF.1 FMT SMF.1
FMT_MTD.1{10] FMT SMR.1 FMT_SMR.1[2], FMT_SMR.1[5]
FMT _SMF.1 FMT_SMF.1
FMT_MTD.1[11] FMT_SMR.1 FMT_SMR.1[1]
FMT _SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[12] FMT_SMR.1 FMT_SMR.1[2]
FMT _SMF'.1 FMT _SMF'.1
FMT_MTD.1[13] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMR.1[6]
FMT_SMF.1 L N/A
FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]
FMT_SMR.1[3] FIA_UID.1 FIA_UID.2[3]
FMT_SMR.1[4] FIA_UID.1 FIA_UID.2[5]
FMT_SMR.1[5] FIA_UID.1 FIA_UID.2[7]
FMT_SMR.1[6] FIA_UID.1 FIA_UID.2[6]
FPT_RVM.1 L N/A
FPT SEP.1 L N/A
FTA_SSL.3 L N/A
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A ST DHRERM

JViR—R2 b

CC/N\—Fk 2
DIRFEHE

A ST I2H 1+ B 1&7FE %R

FTP ITC.1

7L

N/A

FNEW_RIP.1

2L

N/A

FIA_NEW.1

2L

N/A

FCS_COP.1[E]

FDP_ITC.1 or FCS_CKM.1,

FCS_CKM.4,
FMT_MSA.2

FCS_CKM.1

<(OFCS_CKM.4, @FMT_MSA.2 Zi#EH L 72\ EiHh >

O W8I REENDIT =X D DICEFHINRE &
N5, EREEER~AOTEBEOT 7 2R XRETH
0. B EEEOLEMEIT A,

@ ATOE 1%, Baddios L CEH S & kX
V7 4 BEE LR WD, X2 T REeXx=2Y 7 o
BEEBET HMEIT R,

FIA_AFL.1[E]

FIA_UAU.1

FIA UAU.2[E]

FIA_UAU.2[E]

FIA_UID.1

A L7

<FIA_UID.1 Z3#H L7 \WEEH >

MFPHIZREINDL2HDD ~OT 7 2 A2 METHH D
THb, HDD ~D7 7 v A T—f%72 IDEA > % 7 =
—2ENLTRENDIHEDTHDHIZD, BEDOT 7 A
Jb— T2,
SEVEBOFRAENT 7 AT HHEICHIEL 5]
FAF S U iBiEE I A B I I ARETH Y, Tk

AT DHEZT 4T 4 OO LEEIT IR,

FIA_ UAU.7[E]

FIA_UAU.1

FIA_UAU.2[2]. FIA_UAU.2[3]. FIA UAU.2[5]

FEREEM: DRI ITIA R SR Vih DB & =

= U7 1 BEREE M 2 FRITTRT,

= 14

8.2.16.ITEFxal) T4 ¥EEEHDOMEYR— FHERZK

ITEH210 T« HEEHOEEYR— FERF

U7 A RN 2 A NCEESE L7200 IT &%

N/A : Not Applicable

TEFaTq HDtEF1 )T HEEEGEEMICEBESEIMEEHIR—RY b
FEREE M DFER5LE Q@F 5. BIEMLE QIEF AL LE @FENLRH
FMT_MTD.1[3]
FCS_CKM.1 N/A FMT_MTD.1[12] FMT_MOF.1[1] N/A
FMT_MTD.1[3]
FCS_COP.1 N/A FMT MTD.1[12] N/A N/A
FDP_ACC.1[1] N/A N/A FMT_MOF.1[1] N/A
FDP_ACC.1[2] N/A N/A FMT_MOF.1[1] N/A
FDP_ACC.1[3] N/A N/A FMT_MOF.1[1] N/A
FIA_UAU.2[2] FMT_MSA.1[1]
FIA_UAU.2[3] FMT_MSA.1[2]
FDP_ACF.1[1] FIA_UAU.2[5] FMT _MSA 1[3] FMT_MOF.1[1] N/A
FIA_UAU.2[6] FPT_SEP.1
FIA_UAU.2[2]
FDP_ACF.1]2] Eﬁ-gﬁg; Eﬂ FPT_SEP.1 FMT_MOF.1[1] N/A
FIA_UAU.2[6]
FDP_ACF.1[3] Eﬁ-gﬁg; E FPT_SEP.1 FMT_MOF.1[1] N/A
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ITEXa)T« HDtEF1 )T HMEEGEEMICBESEIMEEHIR—RV b
FEREE M D ER5LE QF 5. BIEMLE QIEF AL LE @FENLRH

FIA AFL.1[1] N/A FMT_MTD.1[9] FMT MOF.1[1] N/A
FIA_AFL.1[2] N/A FMT_MTD.1[3] FMT_MOF.1[1] N/A
FIA_AFL.1[3] N/A FMT_MTD.1[3] FMT_MOF.1[1] N/A
FIA_AFL.1[4] N/A FMT_MTD.1[3] FMT MOF.1[1] N/A
FIA_AFL.1[5] N/A FMT_MTD.1[3] FMT _MOF.1[1] N/A
FIA_AFL.1[6] N/A FMT_MTD.1[3] FMT_MOF.1[1] N/A

FMT_MTD.1[3] FMT_MOF.1[1]
FIA_AFL.1[7] N/A FMT MOF.1[3] N/A
FIA AFL.1[8] N/A N/A FMT_MOF.1[1] N/A
FIA ATD.1 N/A N/A FMT_MOF.1[1] N/A
FIA_SOS.1[1] N/A N/A FMT_MOF.1[1] N/A
FIA_SOS.1[2] N/A N/A FMT_MOF.1[1] N/A
FIA_ S0S.1[3] N/A N/A FMT_MOF.1[1] N/A
FIA SOS.1[4] N/A N/A FMT_MOF.1[1] N/A
FIA_S0S.1[5] N/A N/A FMT_MOF.1[1] N/A
FIA_SOS.1[6] N/A N/A N/A N/A
FIA SOS.1[7] N/A N/A FMT_MOF.1[1] N/A
FIA_S0OS.2 N/A N/A N/A N/A
FIA_UAU.2[1] FPT_RVM.1 FMT_MTD.1[9] FMT_MOF.1[1] N/A

FMT_MTD.1[3]

FMT_MTD.1[6]
FIA_UAU.2[2] FPT_RVM.1 FMT MTD.1[7] FMT_MOF.1[1] N/A

FMT _MTD.1[11]

FMT_MTD.1[1]
FIA_UAU.2[3] FPT_RVM.1 FMT_MTD.1[2] FMT_MOF.1[1] N/A

FMT_MTD.1[7]

FMT_MTD.1[3]
FIA_UAU.2[4] FPT_RVM.1 FMT_MTD.1[7] FMT_MOF.1[1] N/A

FMT_MTD.1[8]

FMT_MTD.1[4]
FIA_UAU.2[5] FPT_RVM.1 FMT_MTD.1[5] FMT_MOF.1[1] N/A

FMT_MTD.1[7]

FMT_MTD.1[3]
FIA_UAU.2[6] FPT_RVM.1 FMT_MTD.1[7] iﬁi—xgg 1 {;j N/A

FMT_MTD.1[12] - )
FIA UAU.6 N/A N/A FMT_MOF.1[1] N/A
FIA UAU.7 N/A N/A FMT_MOF.1[1] N/A
FIA_UID.2[1] N/A N/A FMT_MOF.1[1] N/A
FIA_UID.2[2] N/A N/A FMT_MOF.1[1] N/A
FIA_UID.2[3] N/A FMT_MTD.1[10] FMT _MOF.1[1] N/A
FIA_UID.2[4] N/A N/A FMT_MOF.1[1] N/A
FIA_UID.2[5] N/A N/A FMT_MOF.1[1] N/A

FMT_MTD.1[3] FMT_MOF.1[1]
FIA_UID.2[6] N/A FMT_MTD.1[12] FMT_MOF.1[3] N/A
FIA UID.2[7] N/A FMT_MTD.1[3] FMT MOF.1[1] N/A
FIA USB.1 N/A N/A FMT_MOF.1[1] N/A
FMT_MOF.1[1] N/A N/A N/A N/A
FMT_MOF.1[2] N/A N/A FMT_MOF.1[1] N/A
FMT_MOF.1]3] N/A N/A N/A N/A
FMT_MSA.1[1] N/A N/A FMT_MOF.1[1] N/A
FMT_MSA.1[2] N/A N/A FMT_MOF.1[1] N/A
FMT_MSA.1[3] N/A N/A FMT_MOF.1[1] N/A
FMT_MSA.3[1] N/A N/A FMT_MOF.1[1] N/A
FMT_MSA.3[2] N/A N/A FMT_MOF.1[1] N/A
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<ERLEIZ BRI DHBEEAN DA SRR 1R >

Ry 7 A7 7 Al EZREST S5 FDP_ACEF1I[1. X2V 7 4 LE TV N T 7 ANT 7 A
BT 7 AHI#HZET D5 FDP_ACF.1[3)i%, FHE D
FRBFGE A HET D FIA_UAU.2[21IC & » TS AP IR R— FEh 5,

& 51z FIA_UAU.2[2]iZ FPT_ RVM.1 |2 ko> THUTREOH 15720,

Hl#E 2 #H &34 5 FDP_ACF.1[2]

FEhd,

EA=girin

. X EE

<Y —v R U=TIZBRT DREBE DS A AL 1E >

REBEHT 7 v AH#E R E TS FDP_ACF1BlIIZ. v —bv 22 o D=7 O BIEREGEZ HET D
FIA UAU.2[1IC L » TAAL RZABFIER Y R—FEN5,
X 512 FIA UAU.2[1]1X FPT RVM.1 I X o> THITRERH EN D720, A X ZABGIEN YR —

FEhd,

<Ry 7 RTEMRT AHEREEE D S A A IR >

Ry 7 27 7 AHEZ#HEST S FDP_ACF1[111Z. = — ¥ 0Fir2HlET 5 FIA_UAU.2[3].
HPERIEAHET 5 FIA_UAU.2[60IC L » TAA RABGIENYR— hEaNn b, HER Y 7 2|

ITEXa)T« HDtEF1 )T HMEEGEEMICBESEIMEEHIR—RV b
FEREE M D ER5LE QF 5. BIEMLE QIEF AL LE @FENLRH
FMT_MTD.1[1] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[2] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[3] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[4] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[5] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[6] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[7] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[8] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[9] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[10] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[11] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[12] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1][13] N/A N/A FMT_MOF.1[1] N/A
FMT_SMF.1 N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[1] N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[2] N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[3] N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[4] N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[5] N/A N/A FMT_MOF.1[1] N/A
FMT_MOF.1[1]
FMT_SMR.1[6] N/A N/A FMT MOF1[3] N/A
FPT_RVM.1 N/A N/A FMT _MOF.1[1] N/A
FPT_SEP.1 N/A N/A FMT_MOF.1[1] N/A
FTA SSL.3 N/A FMT _MTD.1[3] FMT_MOF.1[1] N/A
FMT_MTD.1[3]
FTP_ITC.1 N/A FMT_MTD.1[12] FMT_MOF.1[1] N/A
FIA NEW.1 FPT_RVM.1 N/A FMT_MOF.1[1] N/A
FNEW_RIP.1 N/A N/A N/A N/A
FCS_COP.1[E] N/A N/A FMT_MOF.1[1] N/A
FIA_AFL.1[E] N/A N/A FMT_MOF.1[1] N/A
FIA_UAU.2[E] N/A N/A FMT_MOF.1[1] N/A
FIA UAU.7[E] N/A N/A FMT_MOF.1[1] N/A
® ZFERHLE

INA IRABHIE YR —
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I DHT 7w AOEAE, FIA_UAU.2[5] % FDP_ACF.1[1]0 /3o S A S IEICE kT 5,
EHICa— ORI EHLIET 5 FIA_UAU.2[3], HM7RFEE HE T 5 FIA_UAU.2[6], H AR >~
7 ADORREF TSN 2= ThH D Z & ORAEEHET 5 FIA_UAU.2[5li%., FPT_RVM.1
ICE S TRTRERHINA T, NA XA IERR— RS b,

<X 2 VT4 CETY 2 MCBERT DHEEEEMD /S A XA IE >

X2 VT4 LE TV VT 7 ANT 7' A EBET S FDP_ACF.1[2]i%, = — ¥ OFEFE%E
HET D FIA_UAU.2[3], #MFEGEEZ HET 5 FIA_UAU.2[6], X2V T 4 XETV v T 7
ANORHEHF SN 2=V ThHDHZ L a2RAET 5 FIA_UAU.2[4NC L - T3 S ARG 1R
FAR—FEIND,

IO —YOFFEA BLET 5 FIA_UAU.2[3], #MFRFEA #LET 5 FIA_UAU.2[6], EF¥ =V
TAXETV N 77 ANVDORHEHF TSN THDL I EORIEEHET S
FIA_UAU.2[4]ix, FPT_RVM.1 I L > TURTMEOH SN D72, A SAFLIERYHR— h &
%,

<HDD D IE4MEREED /A /X2 1k >
HDD & E X415 f5F9 % FIA_NEW.1 /X, FPT RVM.1 IZ L > TUTIEOH SN0, A
INRAPGIEDR R — b,

@ Fib - BIEHLE
<K 7 AT 7t AHIEOKER: >
Ry 7 ADEX2) T4 BETHLI=—FEMIE., THE] PREINTVWIEHEEIT
FMT_MSA.1[2lI2 L 0 R v 7 ZAOF A ZFF el S 7= FIAE L OVEBEE 72 ICkE &2 #Fal LT
b, =% ID] BDREINTWABEAIZ., FMT MSA.1[1IC LV 20— L EHEZITIZ
BWEZZHFAT LTS, [ ID] BDRESHTWAEEEIE, FMT_MSA.1[BlIc kv, ZDHE
ORI EFFA SN —F EEHE L FICHEEZTFAT LTV D, £72 FPT_SEP1ICLY ., Ay
J AT 7 A CTHEEIN TN Mﬁéﬂt1~ﬁ PORE SN EEE . AL N IEA R
v I ADFIREHF A ENTZ2—FD 3 DOXATOVT o=y NETFTNRY I A, Ry AT
7 A IVOBENFRETH B,
PLE, 4 03 K-> TFDP_ACF1[1IZMORIERY 7Y = 7 M X D F - MR 1L 35
A—hrEN5,

<EX2UTAXLETY NI ANT T 2RI OMER >

FPT SEP1ICE VX2 VT 4 XE TV U b7 7 A NVT 7 & AHIHETHE STV DHRIES L
Fea—¥, RIESNBIE, BAESNEX2 VT4 LHETV U 87 7 A VORI 2T &
Niea—HD 3 SDFATOY T V=7 MEZTREF2U T AXETY 2 b7 7 A L OERENR
AIRETH Y . FDP_ACFK1RII O RERY 7 V= 7 M LD FW - BE L3 K — F Sh s,

<EREEHT 7 & R HEOMEE >

FPT _SEP1ICXVREEHT 7 2 A CHE SN TV AEIESNEFHE, itz —
PAT =T #RITTHY 7 Uy NETH, REFET 7 ARIEICTHESIND ATV
=7 FOBIENATRETH U . FDP_ACF1BIIMMDO R ERY TV =7 M X B RER T4 - ilitE
PHIERN Y HR— s Enbd,

<CE AT — ROEH>
CE 27— FO®Z#HEIT FMT MTDAOIC LW — b A o D=7 FIFIZHF T LTV 5,
kv FIA_UAU.2[11 DO ARIEZ2 T34 « BEERS L3R — kS b,
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IEPRE R T — R OG>

BHFSAT — ROGEEREILZ FMT_MTD.1[6]Ic L 0 BEE KO — B AT V=T 2T
FLTW5D, BHENRRAY— ROk, FMT_MTD.1[11lic X v &F#HE, y—bRr o V=
TIEFIZHFAI LT 5, 2k FIA_UAU2[2IO RIEZR T-#5 « BREERG LAY R — k&5,

<SNMP /X2 T — RO >

SNMP 27U — Ro®ZE#HMEIZ FMTMTD.1BlIZ L v &8E . Buva b #{iER
FMT_MTD.1[71ic & v &8, WS b#IEL FMT_MTD.1[11ic L v @i, b—be Rz
ST EFICEHFA LTS, 2k D FIA_UAU.2[21 DO RIEZR T « ARG (3R — &b,

<aZ—PRRAT— ROEH >

2 —HW AT — RO FMT_MTD.1[1]ic X 0 & 88 Eix FMT_MTD.1[2]ic X v &
HE R ONEDO2—Y | NS DEE/EL FMT_MTD.1[7TIC L 0 EHE S FICHFT LTV, =
LY FIA_UAU.2[B]O R IEZR ¥ - MRS L3 YA — h S b,

<ERAH SR T — ROEEL >

B R AT — RO &Gk IE FMT_MTD.1[12]i2 L v B, E#B(EX FMT_MTD.1[3lic kX v &
HEK., MhEbEEER FMT_MTDATHC X0 BEEZFICHET LTS, Zh &Y
FIA_UAU2[6]D R EZ T « HE L3R — &b,

<BXFa VT 4 LEASRRAT— ROEFH>

¥ 2T LEASRRY — FOBEKT FMT_MTD.1[81IC L W e — W72 2 #F ., BVWA bt
PEIZ FMT_MTD.1[7TNZ & 0 FERE 72007 ol 281X FMT_MTD. 1[3]IC K 0 #7200 27 AT
LTWb, kv FIA_UAU.24]DOARIEZ2 T34 « BREERGIES YR — h &b,

<H o7 ANRAT— ROEH>

Ry 7 ZARAT— ROBEIT., FMT MTD.ABlIC L W 22— R OB E . B #HEIX
FMT MTD.1[4lic X W B R v 7 ZAOFH & 7Fr] Sz 2 —F R OVERRR . VA b fEx
FMT MTD.1[7IZ & 0 & BRE 7212 L CTW5b, 2k v FIA_UAU.2[5] O RIEZ 34 - fil
BEFFIER Y HR— N &b,

<z —HWID OEH >

2 —H ID OXEkE, FMT_MTD.1[101i2 & YV & #RE 72 IS IRE S 4, A — 38 AR RIS
in—%mﬁéﬂt_&%%omeP_%ﬁénfmﬁwn—%iaﬁm_%%éM6 E
1L FMT_MTD.1[BJiC L 0 EBRE7ZHIZFF R LT, 2k v FIA_UID.2[8]ORIEZ T
%-m%%mﬁ#ﬁ%héﬂéo

<EBM ID, P oo & B >

HEY ID o X gk, FMT_MTD.1[12]1c L 0 EFEE L FICRE SN D, - EBIET
FMT MTD.1[8lic & 0 FEREZIFIZFFRI LTV D

£ AT EE P OB BB FMT_MTD.1[31iC & 0 EHE 2T ICHFT LTV 5,

Z &Y FIA_UID.2[6] O AR EZR T « fHERGIEN YR — b,

<571‘%|-S']j_ NG /ET &O)'A:@£E>
SR — Aﬁ&ﬁ R T 29— RREERRE T — ¥ OREIL. FMT_MTD.1[10]iz & v &8
FIEFICHFAIL T D, Tk Y FIA_UID.2[TIO RIEZ+4 - BIER LAY R — h &,
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<A—bu At 7R OEH >
INFVF— b a S A 7R O S EEEIL, FMT MTD.1[81I1c L 0 & EF 721238 LT\ 5,
&Y FTA_SSL.3 D ARIEZR T « RS IERN R — NS b,

FORIE IR B 50 B il oD 45 PR >
ﬁ PRIV =TERGE, BHEWGE, 2 —WRGE, X2 VT o XETY U MEEE, Ry Y
AFGE, MIB A7 Y =7 7 78 AIZEBT HRIEE WS T2 T X TOFRFATAIZEB N TRIE I 1L
% FRRERIBO P B E OB B EiX, FMT _MTD.1[3lic L 0 EHE 2 FICHF AT LTS, Tk
Y FIA_AFL.1[1], FIA_AFL.1[2], FIA_AFL.1[3], FIA_AFL.1[4], FIA_AFL.1[5], FIA_AFL.1[6].
FIA_AFL.A[7TIOREART¥ « 5 AR — kX b,

<EfEET ¥ REBEOE L >

EEHET ¥ RVEERERR BT — Z OBEkIE. FMT_MTD.1[12]ic X 0 EFE T ICRES N D, £
7oA BRI FMT_MTD.1[BJIC X 0 EFBE 2 IZFFA LT 5, 24k FTP_ITC.1 OARIE
2T - AREERG LR — R &b,

<CE F uiED /7E#Fﬁ®”&ﬁ>
CE #&iEn v 7 B ok e, FMT_MTD.1[9IIC LV Y —E R o P =T ZIFICHF T LTV D,
Zi &V FIA_AFLARIO AR EZRTH « AEEL LN R— S b,

<r&@%&wuuﬁm /7E#Fﬁ@h&@>
BHERAED v 7 B 0% EIL, FMT_MTD.1BIC LV —E AT =T I LT
%e LY FIA AFL 1O AR EARTH « AEER IR — K3,

< S/MIME FEHE & B >

S/MIME FEFAEOBSEIE., FMT _MTD.1[121ic X 0 EHEZICRE SN D, £ BIEx
FMT MTD.1[8lic X 0 &HE - FIZHFT LTS, 2k Y FCS_CKM.1, FCS_COP.1 ®ARIE
PRV BERG IE YR — & D,

© FEFEMAERLL
<tX¥=U T ¢ bBERE DMERE >
FMT _MOF.1[1lic kv, BX =2V TF ¢ #{bREOEMER ENEHEL N —E AT D=7 72
FICHFFENTWD, BF =2V T 0 BLIEREIX, Z2< D TOE DX =V 7 4 EEICEEST 5
DTHY, FCS_COP1, FMT MOF.1[1]. FMT_MOF.1[3]. FIA_SOS.1[6]. FIA_S0S.2.
FNEW_RIP.1 #B&< TOE Ot ¥ =2 U7 BRI Lo TEEEINLTXTOEX 2 U T ¢ FEEE
DITEMACBG LN R— F Eh b,

< EBPHFERERERE DfERF >
FMT_MOF.1[3ic X v . #MFRFHEREOBMERE (I ILEREOEE) NEHEE IS TR
ERPERAEIC AR 5 FIA_UID.2[6]. FIA_UAU.2[6]. FIA_AFL.1[7]. FMT_SMR.1[6]?D 3k
/%Wlﬁ[ﬂ)ﬂtbﬂfﬁf— FEnb,

@ EMERH
FRCHE R &2 YR — b3 2 EIFIAFAE L 722, 12

2 MH YR — RO TR SR, A RIRE DN 2 M - - BRI K LTI, FRERANST
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8.2.2. sx/ M RETREE R HL

ATOED##E SN HMFPIL, SR E DRy N U — 7 Bt lc BW Tl RSN Efi ST\ b A
7 4 ANTLANICES i SN D, Ko TA v ¥ —3y FE L TRRESHOF ICEHERLEIND &
I 7 REMEIE /2 < L 3.3 HlC THHREIL SN CTWATOEDF|HE THh 5 = —H K OTOEDF| & Tl /s
WA T 4 ANIZAD Z ERARR A =—T =2 b & LB IIT 2E L~ L2 F3 i
BV, > TATOEIX, WEEFOL~)LE LTRSSV ERE LX) 7 o XK GHEHREL
TEY ., B/ EBETRE & L TSOF-EADERN IR Y TH D,

823.ITExal T RIIEHEN

A TOE i%, WERHY - AW BERIIC 070 % 2 U 7 ¢ 2 il L7-BREDICRE SR S b 08,
A TOE ZFIAT 2 REICE N THo 7RI A Rt 20BN H D, —epg s Eiian e LT
BBEAR, B L~V BREHEICE S T R b, BREESREE /0T, MESSIE D BRI D FEfl S 4T D L EH
HY . F-BEREEOHIE, TOE OEREH., X2 7 REMMFHEENBROLNTWD Z %N
Do o THDRBIEL DRSNS EALS ORIRITZY TH 5,

8. RAEEMRFMEATIZ, Ny =T Th D EAL BBRINENTWATD, Y THHELT
FEMIEER L2,

824 ITEX T4 ¥EEEHD Y F—EMHEMN

LATFICHA RO ®H 5 IT ¥ =2 V7 ¢ BB FE LRVl 2 7~ d,

<ITEFal)T1sHEEH>

® 7/t AHl{HEM (FDP_ACC.1 72L) OViRLIZEY, 0T 7 & AHE ST #t % 2T T
LB, ORv 7 A, QX274 XE TV b, @OQMFP 7 RV R72 EICB8T 57 7 & Al %
HELTWD, 2FED ZNHIEE— ORI G E2EEHORY) > —ThHNN—LE I O TIE Wiz
W, BETDHHLOTIEAR,

o (RHEEPEDHIRZBE L faEEME S LT FNEW_RIP.1 25 M L T\ 503, RIESIFRO ATREMEC
B 2&BIx, WEMNEHROa B MY, AMFETIEIHRELTELT, LIERSTHAT S
T — 2 HIBRRGEICEI T 2 BT A BRI LTV e,

® (KAFEMEIC X 2 BRI DMK, FE YR — M2 X HHBEEMR,. TOE ¥ = U T 4 it #Hxt4 5
X2 U7 AR EGELAMEORFSHT LD | BEA FTRRMED RIR S A MEIEIIAFIE L2\,

LITEF2U T4 REEH>
® RiFE Ry —UThHD EALZFHALTWD, 370bbda U T 4 (RIEEHENHET D aleEMIL,
A ST L IFMRARL . FFELRVWZ ERHERSN TN D,

FIA_AFL.1 BRI HR—FLTEY, ATOE OtX =T 4 R G#EHET2IChizoTHoThs, (B, K
TEESATIC CTRANBIIH R ST 5,)
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8.3. TOE E#{LHriEHL

8.3.1. TOE ¥ a1 ') T 1 HRE4RHL

8.3.1.1. HEM

TOE OtFx = U7 s #HEL TOE % = V7 BB L O A MEE FRICTRT, TOE DEF =
VT A BREN DR EH 1D ED TOE % 2 U T 4 BEREEMICH I L TWVWAZ 2R LT3,

£ 15 TOEtFa ) TAHEEEHIZHT D TOE X ) T+ HEEDEESH

TOE &2 ) 7 1 Bk

TOE &2 7 1 HREEEMH
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FDP_ACF.1[1]

FDP_ACF.1[2]

FDP_ACF.1[3]
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FIA_SOS.1[3]
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FIA_SOS.1[5]

FIA SOS.1[6]

FIA SOS.1[7]
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FIA_UAU.2[1]

FIA_UAU.2[2]

FIA_UAU.2[3]

FIA_UAU.2[4]

FIA_UAU.2[5]

FIA_UAU.2[6]

FIA_UAU.6

FIA_UAU.7
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FIA_UID.2[6]
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FIA USB.1

FMT_MOF.1[1]

FMT_MOF.1[2]

FMT_MOF.1[3]

FMT MSA.1[1]

FMT_MSA.1[2]

FMT_MSA.1[3]
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8.3.1.2. +4 1%

% TOE &% =2 V7 4 BEREEAFIT 6 L Tl &2 TOE £ = U 7 ¢ #REIC OV TUA R IZR

2

® FCS CKM.1
FCS_CKM.1 iX. HDD @51k, SIMIME #REDOF IR S D K 58D 8 S % HE
LTW5,
F.CRYPTO 1X. ==% 3 /L% HDD K244 7L =) XA (SHA-1) %FIf LT 128bit O
B AR T S,

F.SMIME %, #EELEBAER T VT Y X AZFH LT AES HICTRIH S D 128bit, F721%
192bit, F721% 256bit OKF A LT 5, F72 3-Key Triple-DES O35 A 1 RIAR I B ELEAE
TV Y A AR LT 168bit ORF A AT 5,

P> TARBSREE I - S D,

® FCS COP.1
FCS_COP.1 i%, HDD OB SALIZEWAERR SN DR S80S EZHE L T b,
F.SMIME (%, S/MIME #fEIZ BT, 5 — % DK 5{KIC 168bit D=4t L 0 3-Key-Triple-DES
ZRH L CH B LT %, £7213 128bit. £ 721% 192bit, F£7-1% 256bit DEF S8 L W AES %5
LCHE T 5,7 — % O SALIC W B 55581, 1024bit, £ 7213 2048bit, F 7213 3072bit,
% 7213 4096bit O SHEL W RSA 25| L CHE 514 2,
P> TARBSREE I - S D,

® FDP_ACC.1[1]
FDP_ACC.1[1IZ, #7227 FTHLIRY I A, Ry 7 A7 7 A M LTHIEI SN D7
=7 b, BAEOBREHEL TV D,
FADMIN (%, FIAZEZMRITT DX AN, Ry 7 ZAD—EFIR, Ry I AT 7 A NENRY T T v
TTHIEDDOR Yy 7 AT 7 AHEE EET S,
FBOX I, FIAZZATT DX AN, Ry J ADO—EEKR, Ry 7 277 A VEERL %E,
HFyroua— R, BE), abt—3257200KRy 7 AT 7 v 2% T D,
P TABSREE T - SN b,

® FDP_ACC.1[2]
FDP_ACC.12lix, A7 V=7 hTHDIEX 2V T 4 XLETIV U M7 7 AWK LTHIEIS LD
7T b BAEOBBREHEL TS,
FADMIN i, FIAZEZMRITT X AN, X2 VT4 XETV NI 7 AN TR I T v T
L1008 F2 VT 4 XESV S N T ANT 7k A E ERT D,
FPRINT (%, FIREZMRATTDE AN, X2 VT4 LETV U M7 7 A Ve —EFoR, HR
T27200Xa VT 4 LETV N7 7 A VI ZET 5,
P TABREE T - SN b,

® FDP_ACC.1[3]
FDP_ACC.1[3liZ,. A7V =7 FTHDH HDD 0 v 7 RATY— R4 T V27 b WbV — 47
=/ k. SMTP y— I N—TFF 7=/ b, DNS =T )V—FF7 =7k, MFP 7
VAT N—TFT V=7 MR LTRSS 7 V=7 b, #EOBREREL TV 5,
FADMIN (X, SMTP ¥+ — A7 NV—F 47 =2 , DNS $— "L —7FF7 =2 ., MFP
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T RVAIZN—=TFT7 T MR LTIE, RE. VA NTTLHREEHRT 7 & Al % FEhi 5
%,

FADMIN-SNMP (%, FIHE2RITT 5% A7 3, SMTP +— 7 )—FF 7 =2 b, DNS
Y= RITN—TH T2 b MFP 7 RV AT N—TF T V=27 FERETIHREEHT 7 A
HlE % £ 5,

FSERVICE 1. FIHEZMRITT DX 227, HDD 0 v 7 RAU—RAT V=7 b, by —
RATVxr NeRETDREBEHT 7 & 26#%2 £ 5,

P TABREE T - S b,

® FDP_ACF.1[1]
FDP_ACF.1[1ix, A7 V=27 b THDIRY I A, Ry 7 AT 7 A VKL THIEI SN DY 7V =
7 b BAEOBBROBRAIZBE L TV 5,
FADMIN (X, LFOBRIBEHA ENDR v 7 AT 7 & Al % £ 5,
> FHFIZHLT, Ry 7 AOREIEL TRy 7 AO—ERRELZFF AT 5,
> BHEIIKH L CRY I AT 7 A NDNRy 7T v TEEETFA[T 5,
FBOX X, UFOMAINEHIND R v 7 AT 7 & A6l % T+ 5,
> 2—WIH LT, 2—HID & —HT547V=7 MattzfFoRy 7 2 (AR Y 7 2) ©
—BRRETT 5,
> 2—HFICK LT, BIRLEBEAR Y 7 ZRNOR v 7 27 7 A LOHIR, %E, ¥ora— R,
B, a v —8{ELFT 5,
2P LT, ERERESNDIR Y7 A FEHERY 7 R) O—ERREBIEZTFAIT D,
> Ry 7 ZAOFARFFAI SNz —PFIZH LT, BRLIEIEER Y 7 ANOR Y 7 A7 7 A )LD
Flfl, 25, ¥V rme— R, BE), a—#EZHTT 5,
> 2—WIH LT, S ID & —8T547 V= FNEMEEZRKORy 7 2 (FA—TF Ry 7 R)
DO—EFRRETFAT 5,
> 2—FH LT, BIRLIEIT V=T Ry 7 ZANOR Y 7 27 7 A VOHIR, #E, Forn—
r. B#E), a v —8EZFT 5,
P> TARBEREE I T2 S D,

Y

® FDP_ACF.1[2]
FDP_ACF.1[211Z. A7V =27 b THDIEXF 2V T A LE TV U b7 7 A L CHIEIS DY
T7Yx7 b, BEOBROFAIEZHEL TN D,
FADMIN (X, L FOBAINEH SN X2 VT 4 LE TV T 7 AT 7 & Al % Fht 3
%,
> BEHEICKH L TEXF 2 VT A XLESV L NI 7ANDAN Y 7T TEER T 5,
FPRINT /%, L FOHANPEH SNH X2 VT 4 LE TV N7 7 A VT 7 & A% FEhe
5,
> 2—FITH LT, EX2 VT A LETY M7 7 A NVORRFEELTF T 5,
> EXa VT BTV N T ANVORBETR SN2 — I LT, @RLcExX 2T

4 LESY T 7 A INVOEHRENEZ TR T 5,

P> TARBSREE I - S b,

® FDP_ACF.1[3]
FDP_ACF.1[3lix, #7 Y =27 b THDZHDD 2 v 7 RXAU— AT V=7 b, BBV — 4T
YxZ b, SMTP +— "I N—TFF7 =2 b, DNS =T NV—TF7 =7 ~, MFP 7 R
VAT N—TFF TP MIHLTHIBEBSN Y7V =7 b BEOBBRORAIZHEL TS,
FADMIN i, LLFORBIAEA S D5 EEET 7 & Al % Fhiid %,
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> BHEIZHLTSMTPY— "IN —TF 47 x7 8 DNSY =T V—TFFT =/ v MFP
T RVATN—TF T2l FOERE, VA NTEIEEZTFAT 5,

FADMIN-SNMP /%, DLFOHANEH SR EEHT 7 & A6l % Ehitd %,

> EHEICKH L TCSMTP— " NV—TFF 77 N DNSH—ARTN—FF 7 -7 ~ MFP
T RVAITN—TF TV =7 NORERIELZTTT D,

F.SERVICE (%, U TOMAINEH SN OREEHT 7 & AH#H % £+ 5,

>~&~Hz;y9:7mﬁLfHDDm/7ﬂx7—Fﬁ79m&b\%%kU~Fﬁ79m7

DR ERSE (FIEUEIRE) Z73F 3 5,
%ofﬁ%bgﬁi%kéhéo

® FIA_AFL.1[1]
FIA_AFL.A[IZ, —E R V=7 OFEIECH T D RRBERRER T 7 v a V& HE L TV 5,
FSERVICE iZ, ' —tERE—KRK~DT7 7 A, CERATU—ROLEHEDOBRIITHI VP —E A ¥
=7 OFRFECIBNT, BEHENRET HRMEEEE (1~3[F) OFFERK AR T 5 & —B
ZE— RRGERECHIZ e 747 L, RisiEEz 2 v 7 35,
FRESET (%, ¥—7 L v hr v 7 fEERERED FIT£IZEIR OFF/ON |2 X % TOE OifEHEhz L v
CE §&FEw v 7 Fefilt%, KR E 7 V7 LCa v 7 IREZ RT3,
1€ > TABBEEM T 7= S b,

® FIA_AFL.1[2]
FIA_AFL.1[2]1%, & HE OFRREIHRT 2 REHFRGERE T 7 > a VA HE L TV 5D,
FADMIN (%, HFHEEE— R~OT 7 A, FEE /AT — ROEBOFKIIAT 5 EHE OFEIEICE
W, BEENHRET HRIMEEEE (1~3 [B) OFBFERMERAT 5 & EEE T — NRIBIREE
ThiiIre 47 L, #itgERL ey 735,
FRESET (%, &EJi OFF/ON I L 5 TOE OfLEh L v | HEERGER v 7 Kl KikEE 27 Y
7 LTy 2 IREEEfEERT 5,
%72 FSERVICE (X, —bEXE— FNICTRUET 57 v 7 MEEREREIC L 0 SRR A 27 Y
T LTy JIREEEERT B,
1€ > TABEREE 1T/ S 5,

® FIA_AFL.1[3]
FIA_AFL.1[3liZ. SNMP ZF|H LT MIB A7 Y =7 b7 7 & 2T 5BOEHERIEITHT S
R DhREAET 7> a v A HEL TV 5,
FADMIN-SNMP (%, MIB # 7Y =27 h~D7 7 & ZDEIZITH SNMP /S22 U — R&FIH L=
FREIC BN T, BEE DR ET DRI EEEE (1~3 B) ORGERKZHRMT 5 & MIB 47
=7 b~DT 7 v AEEE LT, RiHiEEZ 0 v 795,
FADMIN (%, FHHE £ — FPICTREET 2 0 v 7 BRI X 0 iR RntkZ2 7 V7 LT v
VAN T TS
P TABREE T - S b,

® FIA_AFL.1[4]
FIA_AFL.1[4]iX, =— O8Ik 2 ARG T 7 v a VA BEL TV 5,
FUSER (¥, 2—VDT7 7 A, 2—PILLDb2—VPHEDO AT — REREDOFEIIT ) 2—HF D
FRREICRBW T, R ARRE T D RIS (1~3 [8]) OFBFERMEMANT D LRFEIRETH
e 747 L, DY —VoORiHgEEr 2 v 795,
FADMIN (%, BEE T — FNIC TR 2 1 v 7 fEBRISREIC XV REFERMEIEZ 7 V 7 LT »
VAN T TS
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Tt > TABRREZATIIT T S D,

® FIA_AFL.1[5]

HAAHJ[H:?%:)?4ii7)VF774W@ﬂ%%%ﬂéﬂtl%$f%6:&@%
IR A AREINRRGERE T 7 v a VA BIEL TV D,

ETMNTi X2 VT4 XETV N Ty ANOFRIHETF A SN2 —THDH Z & OFFEI
BWT, HEHENRET 2 KMEEEM (1~3 ) ORIERKRZBRMT 5 EN4FZEX =2 T ¢
ETV RN T 7 ANSDT 7 BAZESR LT, BibkiEzn v 7795,
FADMIN (I, FHE T — NI TRMET 2 v v 7 fEREREIC X 0 ERREREIEZ 7 V7 LT »
I IRREEfRERT B,
Pt > TABBEEM T 7 S b,

E=113

® FIA AFL.1[6]
FIA_AFL.1[6]i1x. #£HR v 7 2R HEZHF I SHiza2—VF ThHh D Z & OFFEICHRTT 5 Rk Thidi
K7 7> a vy EHREL TN,
FBOX Z B RY Z A~DT 7B A HBHRY 7 AD/RAT— REFEDOBIZITH %% b S1ANEN
EHENRET DR EEE (1~3[0]) ORFERRE AT 5 ERFEREThONIEe 747 L,
WA v 7 ADRGHERE R 0 v 7T 5,
FADMIN (X, & #EE— RIS TREET 2 1 v 7 fEFRFEREIC L 0 BRRERIREIE A 7 V 7 L Tr ¥
T IRREE MR T B,
P> TABEREE I T 7= S D,

® FIA_AFL.1[7]
FIA_AFL.1[711%, M OFREEICKT 5 ARG T 7 & a V2 BE L T 5,
F.USER %, 1~%@77tx@@ HF OFBFEREET 255128\, BEEVRHKET H K
EIEEE (1~3 1) ORFERREZRMT S &, IR YEMMA ORISR 2 v 7 75,
FADMIN (I, FHE T — FPICCTRAET 2 v v 7 fEBRREIC X 0 SRR RS2 7 V7 L Ca »
JIRBEEfRERT D,
P> TABEREEA I T 7= S D,

® FIA_AFL.1[8]
FIA_AFL.1[8i%, /3x/uiz fé%@@mnCﬂ#éfﬁwﬁﬁﬁ77/a/%ﬁmbfmé
FSERVICE |, V' —EAE—RFR~DT 7 ADBIAT OV —E R V=7 OFFEZB W T, #
FFRER AR RN D LSRN DT RTD AN ZA 2R 5,
FADMIN (%, FEHEE— RO 7 7 B ZADFRITAT 5 EEE ORGEICHB W T, BEERMEZ AT 2
ENRIADEDTXTOANZMNEERT 5,
FUSER 1%, SAnSDa—F DT 7 ADEIAT 9 2—HF DOFRIEICEB T, FRIFEA A M
THENRIANEDTXTOANZMNEEET D, Flo/3% 06 ORI IZ BT, @&
FERERRINT 5 &RV DT R TOANZH 2R T 5,
FBOX (%, A AMSDIFR v 7 ZA~DT 71 ZADRITAT 9 RATIBW T, BRI A 7
L ERIANLDOTRTOANZ N EERT 5,
FPRINT %, ¥X 2V T 4 XE TV N 77 A VORAEHFAIENTZ2—FTH D Z & DORGEIC
BT, Mﬂ%%%&ﬂ#ékﬂzwﬁgmﬁmf®ﬂﬁxﬁ%ﬁéﬁéo
IS —HOBEMERIT, 5 BRI HBINICHERRT D,
P> TABEREE/ I T 7= S D,

® FIA_ATD.1
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FIA_ATD.1 (X, FIAHECEBAT N X2 T BEZHEL T 5,

FBOX (%, FIH#FEZMITT 22 A 71Tk LTHR v 7 A ID ZBRATT %,

FPRINT /%, FIHEZMATT 22 227126 L CTeFx = U7« CENEBHIE ID 2 BRT 5
F.USER %, FIAHEEZMATT 22 A7 12k LT, Fri@if (BB ID) Zz Bhdft i %,

Tt > TABRREZA T I T S D,

® FIA_SO0S.1[1]
FIA_SOS.1[1l1x, FHEZE AT —F, CE/XAT—ROMEEZHEL TN D,
FADMIN i%, BHE NAT — ROGME & LT 8HTDEFH92 3D ASCIT = — R (0x21 ~ 0x7E,
72721 0x22 & 0x2B ZF&<) T, A—Fx¥ 77 Z oIy, OB TFTHREINTND
HE—HLARNWD L E2RIET 5,
FSERVICE iZ. CE/SAU— R, HHENSRZATU— ROSME L LT 8HFDEEF 92 XHED ASCII =
— K (0x21 ~ Ox7E, 7272 L 0x22 & 0x2B Zfr<) T, F—F v 77 X0 oIz, H
OBETFTTRESNTWDHEE K LW L E2RHiET 5,
P> TARBSREE I T2 S D,

® FIA_SOS.1[2]
FIA_SOS.1[2]iZ. SNMP 27U — RO EZHEL TW5D,
FADMIN /X, SNMP /2 U —F (Privacy /SA U — K, Authentication /X2 U — K) DOE &
LT 8HMEA L& 95 SCfED ASCIL =— K (0x20 ~ 0x7E) T2 Z L& Mikd %,
kI LT FADMIN-SNMP (X, SNMP /X2 U — K (Privacy /XA U — K. Authentication /A
T—R) OEE LT 8HILLEDOAFE 95 CFiD ASCIT =— K (0x20 ~ O0x7E) TH 5 Z L&/
RET %,
PE > TAREE/F TR 7= S 5,

® FIA_S0S.1[3]
FIA SOS.1[3l1Z., &=—H 2T — FOWEEHEL TS,
FADMIN (%, ==—% 2T — RFOE & LT 8HLL EDAF 95 SCFEd ASCIT =2 — K (0x20 ~
0x7E) T, JCHMND SHIMFE—F v 7 7 XD OER I NN L E2RET 5,
FUSER I%, 22— /XA TU—FOHE L LT 8 HLl EOA/E 95 XD ASCII =— K (0x20 ~
0x7E) T, JCHAN D SHIMFE—F v 7 7 X O SN2V Z L 2R 5,
P TABREE I - SN b,

® FIA_SOS.1[4]
FIA_SOS.1[4]li%. HDD 7 v 7 /82U — ]\ FEU— RFOREEZHEL TV D,
FADMIN (. HDD v v 7/ /NA U — K| ﬂﬁ‘7*‘ RoOME & LT 20 HidAFF 83 SCFED ASCII
a— K (0x21 ~ O0x7E, 7272 L 0x22. Ox28\ 0x29, 0x2C. 0x3A. 0x3B. 0x3C, 0x3E. 0x5B.
0x5C. 0x5D %ZFR<) T, F—F ¥ 77 ZhbE Sy, HOB T TRESN TN DHHEE —
B LWz LA /BEET 5,
PE > TABBEE/F IR 7= S b,

® FIA_SO0S.1[5]
FIA_SOS.1[5l1%, X =2V 7 4 LE SR - RFOBEEZHEL TN D,
FPRINT (X, ¥ =2 U7 4 CEAAY— FOME L LT 8HiDEF 93 fED ASCII =2 — K (0x20
~ O0x7E, 7272L 0x22 & 0x2B #Fg<) T, F—F ¥ 77 X DO I NN & ZREET 5,
P> TARBSREE I - S D,
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® FIA_S0S.1[6]
FIA_SOS.1[6li%. v a VIEROWEEZHEL TS,
FADMIN (X, Ty ¥ a U EROME L LT, 100 EOZEMSE TH D Z L 2 HiEd 5,
FBOX %, v v a U AHFHRON ﬁkb 1010, EOZEMBE TH D Z L ERAET 5,
FUSER . v a U fE#HD kLT 100 L EOZEMBETH D Z & HRAET 5,
%ofwagﬁiﬁtémﬁo

® FIA_S0S.1[7]
FIA_SOS.1[7l1x, HMH/ AT — R, Ry 7 AAT—ROMWEEHEL T\ D,
FADMIN (%, Ry 7 ZARRAT— R, R RAT—RFDOMNE L LT 8 Hid & i 95 XfEd ASCII
a— K (0x20 ~ Ox7E) T, JCEEG 8HMID A —F v 7 7 X ORI NV Z & A fREEd 5,
FBOX XKy 7 A/NAU— ROME & LT 8HKHiDOAE 95 3CfliD ASCIT = — F (0x20 ~ 0x7E)
T, SCHENS SHINFE—F v 7 7 XSRS NN L EREET 5,
P> TARBSREE I - S D,

® FIA_SOS.2
FIA_SOS.2 1%, By v a U HEROLEREZDOMEEHREL T D,
FADMIN i, HFEEEFRAEDO T » v 3 EHIZ 1010 DL EDOZERWE Th D RE & £ T 5,
FBOX X, Ry 7 AFFEDO T v ¥ 2 AFHIC 1010 L EOZERWE TH D E 2 AT 5,
FUSER (%, =—VFED T v ¥ 3 UFHRIC 100 L EDZERSE Th HME LR T 5,
P> TARBEREEFIT T2 S D,

® FIA UAU.2[1]
FIA UAU2[1IE, =R V=T OHAFLEZHEL TN 5,
FSERVICE (X, CE SA U — K%&flio CH—ERAET— F~T 7 v AT HFHAEN P — AT Y
=T ThDHI EERFET 5,
P> CTAMBEE LTS5,

e FIA_UAU.2[2|
FIA_UAU.2[211%, FEEOBIELHEL TV D,
FADMIN (X, EHE NRATU— REfio TEHEE— R~T 7B AT 50 HENEHETHDL L
ZRRAET D,
FADMIN-SNMP /%, SNMP /AU — | (Privacy /XA 7 — K, Authentication /XA U — K) %
o TMIBAT7 Y= MIT 7 BRTHRMAENERE TH D Z L 2RFET D,
P> TARBEREZE I T S D,

® FIA UAU.2[3]
FM[MUﬂmi 22—V ORFEEHEL TV 5D,
FUSER X, £a2—VIZH L TREINDZ 22— RRAT— Raffio CREESNZ2—THD
&%M£¢5
P TABSREE T - S b,

® FIA UAU.2[4]
FIA_ UAU2[4lIiZ,. Ex 2V T 4 LE TV U N7 7 A VORAEZFFA Sz —F OF8REE HE L
TW5,
FPRINT (%, &tExXa2 V7 4 ETV M7 ANVICH L TRESND EX 2V T 0 LFE AT
— RZ2E-TEXF2 VT 4 LETV U N7 7 ANVORAEHFAISNTZ2—YTHD 2 L E2RIET
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2o
Tt > TABRREZAT I - S D,

® FIA_UAU.2[5]
FIA_UAU.2[5lI%, HR v 7 2AOFHA A Sz —F OFREE HE L T\ 5,
FHszﬁi/ﬁz XL TCRESNDR Y 7 ARAY — RaefiioTHER v 7 AOF|HE2FF
SN —YThHDH L ERIET D,
P TABSREE T - S b,

® FIA_UAU.2[6]
FIA_UAU.2[6li%. M ORBGEEZBE L TV 5,
FUSER | \prsF'%mH%ké EDFAMN, FBFRGEF R TH 256, KHPITx LCERE S5
INAT— REMf > TEOHMOFMEZTF SN2 —FThHDHZ L EZRIET 5,
P TABSREE T - S b,

® FIA UAU.6
FIA_UAU.6 IZ., /SATU— ROLEFE L\ o - HERBEOBOHRIELHEL TV 5,
FADMIN (%, FHH AT — ROEEEIEICB W CEBE 2185 T 5, £72 HDD 12 v 7 /3 &
U — ROEE, B5{bY — FOEFHRIEI L, BEEERE A0 HDD 7y 7 82U — K, K51k
T— ROBAIZL > TEMEEREZHDVEIEHRECHDZ L2 HFRET D,
F.SERVICE (X, CE /{2 U — ROEBEEIEICB N T —E ATy V=T 2 HRGET 5,
P TABREE I - S b,

® FIA _UAU.7
NALMU7ﬁ\M£¢®74—bA/&*“*”% KT ZEEHELTWD,
FADMDJi“ﬁ%ﬁMME FRRREICB W TNRIUIC TAN SN EHH AT — Rizxt LT 1
SO kT R L *’xff!i%/\xv— KoOXA VT bi‘%r%ﬁ)ﬂt?‘é
Fsmmei P—E AT P =T OFREE, HRFEC BV TSR TANENSD CE XA T —

Rizxf LT 1 X7 :“*”LL\CEAZU%F@54V7F§m%%E?6O

ETMNTﬁ\t#;U?4X%fUVb774wmﬂm%%7éhtl—$®ﬁ%é’kmﬂu
IZBWTARMITANEINDEXF 2 VT 0 CEARRAT—FIZX LT 1 3CFEIC “%7 KL, &
X2 UT 4 LEARRT—ROXA L7 NERREIET S,
FUSER (%, 2=V ORI W TN TAN EN D2 =P AT — RZR LT 1 XF
“%7 WL, 2=V RRAT—=RFDHE A LT NEREBGIET D, £ 7-EPERGE kb\f/\Z\/leT

AFENBEITSRAT — FIckt LC 1SRRI “x” L, BS2T—RO¥ A Ly bRk
Biik+ %,
FBOX i3, JAi v 7 AR LA SN 2Tl 2 = L DRIEZBI T/ SRAAN S
Ry 7 ARSAT— FIZH LT 1 CFEIC %7 B, Ry 7 ZSRT—ROFA Lo FERER
3%,

P> TABSREZMTIIT TS D,

® FIA UID.2[1]
FIA_UID.2[1]iZ, #+— b2 V=T OB E2HE L T4,
F.SERVICE (X, —bERXE—RF~7 7 X T HHHENR S — AT P=7 Thd Li#MT 5,
P> TARBEREE I T2 S D,

® FIA_UID.2[2]
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FIA_UID.2[2]i%, EFHEORIELHEL T D,

FADMIN (%, HHEE— F~T 7 AT ORMENEHE TH D LBT 2,
FADMIN-SNMP /X, MIB A7 ¥ =2 M7 7B AT HRPENEEE ThH D LA+ 5,
Tt > TABRREZA(FIT T S D,

® FIA_UID.2[3]
FIA_UID.2[3]ix, =—V OBl & HE L T\ 5,
FUSER(F. &2 —WIZk L THEIND 22—V ID L Bk sz —YTHDH I L Zi#AT 5,
P> TARBSREZ I 7= S D,

® FIA_UID.2[4]
FIA_UID.2[4]ix, €% =2V 7 4 XE TV b7 7 A VOFIRAEFFAl Sz — Y OB &2 BLE L
T3,
FPRINT (%, #/ERSE LCTEFa VT4 LET VY P77 ANVEBRT D2 LICkD, £F =
V74 XEFY N7 7 A NVORMEFFAI SN —FTh D LilBIT 5,
PE > TAMBEEM TR 7= S b,

® FIA _UID.2[5]
FIA_UID.2[51i%, ARy 7 ZAOFMAZ 7] Sz —F Oz #E L T b,
FBOX iZ, BERSZRE L TRy 7 AERIRTHZLICLY, ERy 7 AR EHF SN2
— W TH D LT B,
P TABSREE T - S b,

® FIA_UID.2[6]
FIA_UID.2[61i%, #Mokil & HE LT\ s,
F.USER I *BF%WHA% EDSFANMERFRRE SN Th D56, BT L TRIE S5 EF ID
£ ﬁﬁ(ﬁ#@ﬁﬂ?ﬁf%é ZEEFBAIT D,
P> TABEREEA I T 7= S D,

® FIA_UID.2[7]
FIA_UID.2[7]ix, #M— 0Bz #HE L T 5,
FUSER %, = —H¥BIEHRUTHMEBY — FBANBIR SN TV A BRE, 22— RO bYE
2T 7 AT DINBY— 2R T 5,
P> TARBEREZEA/FILW - S b,

® FIA_USB.1

FIA_USB.1 1%, FIAZEZMRATT2V 7 V=7 b~Dtxa VT 40 BUHEBEEMTZREL WD,

FPRINT i%, FIRIEZMRAITTHAXAZICEXF 2 VT A CET VU N7 7 A ~DT 7 AT L
mﬁéntﬁ"‘ CUEBEX VT A LETV N T AND xR )T CENEHIGE ID”
Z BT B,

FBOX (%, FIHEAZRITT DX AZIZAR Yy 7 A, ETER Y IV AT 7 A N~OT 7B RZR LT
PRRESNZBRIZ, ARy 7 A, FRIFHUERY I AT 7 A NLD “HRy 7 2 ID” % BEEA T 5,

FUSER (. ﬂ%%%ﬁﬁ#é&x& « BBPHRRGE ST FAME BIFRAE ST OB A 1 E P R AR A Th
L 7B, %Wmﬁﬁﬁmﬁﬁﬁt@ﬁAin%#mﬁbt% “ERFH ID” A& BEEAHT B,

P> TARBEREEFITM - S D,

® FMT_MOF.1[1]
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FMT MOF.1[1]ix, E¥ =2 V7 4 ifbiEEED 5D FVWEHEZHEL T\ 5,

FADMIN (%, HFHEE— NI\ TEX 2 U 7 ¢ if{biRE O EMEEZ 1R L Tl v | Yi%ikne
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