CRP-C0207-01

o>
’ISGC #% Common Criteria

20 8 19 (IT 8233)
C0207
TOE ApeosPort-  4000/3010 DocuCentre-
4000/3010
TOE Controller ROM Ver. 1.0.16
PP
EAL3
IT
TOE
21 3 13
IT
3.1 2
( 20 )
3.1 2 ( 20 )

ApeosPort-  4000/3010 DocuCentre-  4000/3010
IT




CRP-C0207-01

2

11
111
112

12
121
122
123

1.3

14
TOE

21
211
2.1.2
2.13
214
2.15

2.2

3.1

3.2

3.3
3.3.1
3.3.2
3.3.3

3.4
34.1
3.4.2

TOE e 2



CRP-C0207-01

1
11
ApeosPort- 4000/3010 DocuCentre-
4000/3010 TOE
IT
IT
TOE
ST TOE
TOE
ST
TOE
TOE
1T
111
TOE EAL3
1.1.2 PP
PP
1.2
121
TOE
ApeosPort- 4000/3010
DocuCentre- 4000/3010
Controller ROM Ver. 1.0.16

1.2.2

ApeosPort-  4000/3010 DocuCentre-  4000/3010



1.2.3

CRP-C0207-01

MFP MFP

MFP

TOE MFP ROM
MFP

TOE

*

*

*

*

*

MFP
*
*CWIS
MFP
Web
Web TOE
*
MFP
FTP Mail SMB

TOE

TOE 1.2.2 1) (8)

MFP



TOE

(1)

(2)

®3)

(4)

(5)

(6)

()

TOE

TOE

TOE

TOE

TOE

TOE

TOE

TOE

CRP-C0207-01

2.1.2



(8)

CRP-C0207-01

TOE

[2] IT

[4]
TOE

CEM

ApeosPort-  4000/3010 DocuCentre-  4000/3010

1.3
IT
[3] IT
TOE
TOE
TOE
CcC
TOE
TOE
TOE CC 1 ([5][8]
CcC 3 [7][10]
DocuCentre- 4000/3010
[13]
1.4
TOE
TOE

ST [1]
TOE
) A CC 2 [6][9]
TOE
ApeosPort-  4000/3010
CEM [11][12]
21 3
cC CEM



2 TOE

2.1
TOE
211

TOE

2-1

CRP-C0207-01

TOE

2-1

T.RECOVER

T.CONFDATA

TOE

T.DATA_SEC

Web

T.COMM_TAP

TOE

T.CONSUME

TOE TOE

2.1.2

TOE

2-2

2-2

P.FAX_OPT




CRP-C0207-01

2.1.3
TOE 2-3
TOE
2-3 TOE
A.ADMIN TOE
TOE
A.SECMODE TOE
*
* 9
*
* 5
*
*
* ( SA)
9
*
*
*SNMPv3
*SNMPv1/v2c
*SNMPv3 8
*SSL/TLS
*1PSec
*SIMIME ApeosPort-
*SMB NetBEUI

*

*

*

12




CRP-C0207-01

2.1.4

TOE

* ApeosPort- 4000/3010 DocuCentre- 4000/3010

* ApeosPort-  4000/3010 DocuCentre- 4000/3010

* ApeosPort- C7600/C6500/C5500 DocuCentre- C7600/C6500/C5500

ApeosPort- 4000/3010 DocuCentre- 4000/3010

2.15

TOE

MFP

TOE MFP

PC
(O
Windows 2000 Windows XP Windows VISTA
ON) PC
(O

PC Web ApeosWare EasyAdmin

2.2
TOE 211 2.1.2

TOE



MFP

MFP
MFP

TOE

TOE

CRP-C0207-01

TOE

TOE

TOE



TOE

TOE

CRP-C0207-01

TOE
IPSec SSL/TLS
TOE

TOE

MFP

usB



CRP-C0207-01

3
3.1
cC 3 CEM
TOE CEM
3.2
20 8 21 2
21 1
21 1
3.3
331
1)
3-1

10



CRP-C0207-01

O —BHAEYS ATk e, )
r \ -
i) ® kSN | el .
—BHESE | Tporo—aaver --1;-;-.
=TT L ATAT
Wb 577 L'.f_'[__.: MFP
-
L,
TOE
=
'\z?hﬁﬂﬁ

fmmm—————

/ ASETRE | YG=T
- I

e =21 e

' —gm e - S S — ] E————
—RuRy | SSEEEES nmmpm ™, | Fiogoura || eEss :]
SEFL LU = -
—T—zh;mﬁ!i %Kr‘ﬁﬁgﬁc
3-1
ST TOE TOE TOE
TOE
TOE ApeosPort-  4000/3010 DocuCentre-
4000/3010
MFP ApeosPort- 4000 DocuCentre- 4000
ST
oS Windows2000 WindowsXP
WindowsVista
WindowsXP
TOE OS
3 (O}
TOE WindowsXP
2 (O}
2 (O}
a.

11



CRP-C0207-01

1 TOE TSFI MFP
Web EA
TSFI
TSFI TOE
TOE
TSFI
TOE
2 TOE 3-1
IDE MFP
IDE MFP
IDE IDE
3 HDD
OFF
OFF ON
4 TOE 3-1
2
5 TOE IPSec
59

12



3.3.2

CRP-C0207-01

1)
3-1
3-2 ST TOE
TOE
— TOE
__@m)__ ==
S T = ’1 ;‘]
— ______——-_____ l"\.|
— gu | | A
- ' x
.-"d-.-d-. | I.""
-~ Y
- ) !
H— o~ \ { b
(lsil) BC PC EEd IDE == &
3-2
MFP ApeosPort- 4000
DocuCentre- 4000 PC oS WindowsXP
ST
3311
2)
a.
1
100
2

13



b.
1
2
C.
3.3.3
1)
a
(Web
SSL/TLS
*
*TOE

TOE

IPSec

45

14

45

CRP-C0207-01

3.3.12)a.
IDE
ID
TOE
16
TOE



*USB

*CWIS

*CWIS

16

*MFP LAN

*USB

URL
TOE

*TOE

* SSL/TLS 1PSec

TOE

Web

Web

15

CRP-C0207-01

URL
TOE



CRP-C0207-01

341

TOE CEM

3.4.2 /

16



ST

17

CEM

CRP-C0207-01



5.1

5.2

TOE CC

3 EAL3

18

CRP-C0207-01



CRP-C0207-01

CC
CcC Common Criteria for Information Technology Security
Evaluation( )
CEM Common Methodology for Information Technology Security
Evaluation
EAL Evaluation Assurance Level
PP Protection Profile
ST Security Target
TOE Target of Evaluation
TSF TOE Security Functionality TOE
TSFI TSF Interface TSF
TOE
CWIS Centre Ware Internet Service
EA ApeosWare EasyAdmin
HT | Input Terminal
10T Image Output Terminal
MFP Multi Function Peripheral
ApeosPort-  4000/3010 DocuCentre-
4000/3010
PDL Page Description Language
MFP
MFP TOE
MFP /
TOE
MFP
MFP
Web MFP TOE

19



CRP-C0207-01

MFP
TOE TOE
TOE /
MFP
CWIS
Web MFP
TOE
ApeosWare EasyAdmin
MFP
EasyAdmin
ID
CWIS CWIS 1 MFP
TOE
EasyAdmin MFP TOE
EasyAdmin
CWIS TOE
TOE
MFP
(PDL)
MFP
MFP
(PDL)
(PDL)

20



10T

MFP

MFP

CWIS

MFP
SMB

MFP

MFP

21

CRP-C0207-01

HT
HT
HT
Web
HT
FTP
Mail
HT
10T
MFP
MFP
HT 10T



TOE

10T
MFP
TOE
TOE
TOE
TOE
MFP

22

CRP-C0207-01

Thy
Thy
TOE
ID
)
MFP
PC



(1]

[2]

(3]

(4]

(5]

(6]

[7]

(8]

(9]

[10]

[11]

[12]

[13]

CRP-C0207-01

ApeosPort- 4000/3010 DocuCentre- 4000/3010

1.0.7
2009 2 16
IT 19 5
CCs-01
IT 19 5
CCM-02
IT 19 5

CCM-03

Common Criteria for Information Technology Security Evaluation Partl:
Introduction and general model Version 3.1 Revision 1 September 2006
CCMB-2006-09-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 2 September 2007
CCMB-2007-09-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 2 September 2007
CCMB-2007-09-003

1
3.1 1 2006 9 CCMB-2006-09-001 ( 19 3 12
)
2:
3.1 2 2007 9 CCMB-2007-09-002 (
20 3 20 )
3
3.1 2 2007 9 CCMB-2007-09-003 (
20 3 20 )

Common Methodology for Information Technology Security Evaluation :
Evaluation Methodology Version 3.1 Revision 2 September 2007
CCMB-2007-09-004
3.1 2
2007 9 CCMB-2007-09-004 ( 20 3 2.0 )
ApeosPort- 4000/3010 DocuCentre- 4000/3010
1.2 2009 2 20

23



