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components September 2007 Version 3.1 Revision 2 CCMB-2007-09-002

e Common Criteria for Information Technology Security Evaluation Part 3:Security assurance
components September 2007 Version 3.1 Revision 2 CCMB-2007-09-003

e Common Criteria for Information Technology Security Evaluation Evaluation methodology
September 2007 Version 3.1 Revision 2 CCMB-2007-09-004
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3. t¥ayTREEE
KRETE, REAREEDE ZT7, AHERM. B MfEOEF =2V 7 4 HEHZIHOWTRET 5,
31 REXMREE
TOEDtx=2V 7 rart7 ME, “a—POEMIIRK L TRBSNSFHEEOH DT —F DR

# Thd, MFP 2 @& ORMGIETHEN LT 5546, FIARRZREICSH 2L FOmg 7 7 1
N RERFRET D,

® LTV ERTFAIL
IIA4 TV RPCIOLEADT ) & KT A NRKEOIC — K&~ THER S EE S35 MFP (12
BRSNS LS N-EIR T 7 1L,

& XX v UEBZRIFAIL
MFP CTZODEFTAX Y L LIzl 7 7 A by, TZTIEAX Y VU EITOTZRABZED A —LT KL A
E-mail (SMIME) Tikf17 2iEHAEE L TV 5,

S —EER SIC K D FHIREEL LTIRE SND Y a TOEB T 7 A Lt BB Y ORERE D129
(ZFE 0 SR DFEIRI SRR RE L 72 > TIRE SN DY a TOHMG 7 7 A V5 LR ORISR LT 57
7 A VLIS E, MFP O FFHICB W TRESIND Z ERER IR0, REEFE L X b7
AN

—J5. MFP %V —2iEH, BEET LR EFANKT LA HDD N g#Iich -/ =
— P OEENGRE SNDT — X PRI T L E > 7285481F, =2—VF T HDD IZEGFT5H 5
D BT —H O AREN 2R AT D, (o CZDEFHIILUTOT =X 7 7 A VERH#ESR LT 5,

e BEEILTIVETFAIL
& XXy UEHRITFAIL
® FUAEYEBIFAI
> FFHEREBICH D a TOEBR T 7 AL
o REEBZRI7AIL
> BEEALT YV R T A NS OIRE SNAEIR T 7 A L
® HDD ZFEEZR I 71U
> AR HIBREE (7 7 A VEBSEIROHIER) 7210 TIXAIBRS v72vy, HDD 7 — & fEIRIC 5%
TFT5774v
o ERFEETIFAI
> W7 7 A NVEIZBWCAERINZT VR TVT—X T 7 AL
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3.2. AR EH
AREITiX, TOE OFFBREICET 2Rt 2355 L. ST 5,

A.ADMIN (‘EEBEDABEHE)
FEEIL, RO KEE L THFIEIND #HOEEIZBWT, BEEZFZITA I THARV,

A.SERVICE (U —ERIT V=70 AKEH)
P —ERAT V=TI, BRELNEE L LTEH SN —HEOEEICBWT, BEAF-T-1T4
AT,

ANETWORK (MFP D%y b7 —% BEHEH)
TOE N &#i &b MFP 23 ET 547 4 2N LAN 236 Mk > MU — 27 L S A543, o
Ry NI — 27005 MFP ~7 78 2 TX 720,

A.SECRET (M#EIEHRICEET 2 ERAEH)
TOE OFHIZBWTHEHAIN DL RAY — RRG 5T — Rk, EFRHEL SRR LRV,

A.IC-CARD (IC h— FIZE8Y % BAEKH)
TOE OFIFIcBWTHEHA SIS IC — Fit, EYRa—TICFAEN TV 5,

ASETTING (%2l T« ICETHEMERESEH)
CEHEO/NR T — R T B BRI o e A B B AR E A 2R T D,
- EIEZWIHSRE R AR & T 5,
- B —F v MR TOE EEre 2 F AR T L4 2%,
c AT U AKREA AR LT 5,
s Y—bRT V=T on s A UREEAERE TS,
- W bigse. H L<IZHDD v V7 #Rea E2hE T 5,
c OSFIVLIA NS DEBRERRRIC L DRREE AT ET D,

3.3. BE
AEiTiL. TOE OF|H KL TOE FABREICB W CHE SN ZH 235 L, 345,

T.DISCARD-MFP (MFP M) —Z:EH, BEE)
U—ZRH, FI3FEE L 2o 72 MFP RSN -5E, BEZF - 2F ), MFP A® HDD,
NVRAM %45 Z Lickv, b7V v h 7740, AX Yy VBB T 7 AV, T AEY
g7 7 A, REBEGRT 7 A0, HDD ZBFEG 7 7 A /b, BGEET 7 AL, REI LTV
KR SAT — REDOFEFRDITR T 5,

T.BRING-OUT-STORAGE (HDD OFRE#RFHHL)
CEE A S EREE R o —H3, MFP W0 HDD 2 REICEBH LTI 5 2 &1
F0. BTV T A0, AX Y VEBT ANV, FUOATVERT 7 AL, (REER
77 A v, HDD ZAFER 7 7 A v, BEBEHE T 7 4 L, BRE SN TNV XA T — RENF
W5,
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CEE Lo BECEE AR oo —Y ), MFP N HDD #AREICT V025, TV0hzbh
72 HDD (I3 72 IS S b 7Y R 7 7 AV Ay VR T 7 A )V A AF YW T 7 A )1
RAEER T 7 A v, HDD ZRAFEHG 7 7 A /b, BREET 7 A /b, RE STV BT —
RENERBSN., BEA2FH - ECEEL b2 —W T, 20+ 02227~ HDD 286 H LT
T2 LICk D, ZNOHEBRT 7 A VERFRT S,

3.4. #iBOEX) T4 A

A ST Tld, HEBEMENERE SN DIRHENIREEITHTEHA 7 4 ANLAN Fov X2 U F ¢ kpHE L
LT, 77 A NVOREBALNER S, BADOMI LT A=V OHBIENFTFR SN D &9 7okl - FH
FIFHSE LT TOE BX 2 U 7 4 BBIEAEET 5, LLFIC TOE 28T 2 CHEH S X
= U7 ¢ gt E#I L, BT 5,

P.COMMUNICATION-CRYPTO (H{&7 7 1 JLDOIBELERE)
IT BRI TERE SN DHREMEOBVIEEB Y 7 AL ST N7 7 A0, AF v i
T AN) X, R b 50,

P.COMMUNICATION-SIGN (E{&27 74 IILDESR)
FEMEOEWEBR T 7 AV (A¥ v VBT 7 A )V) ZELe A — /WL, 7YX VBABMINE

RITIUER B,

P.DECRYPT-PRINT (EBH&7 71 ILDES)
MFP CTAE L7cREROEmWEGR T 7 A v (B b7V R 77 A0) X, D7 7 A VEARK
L7=FIHBEZGICEIRIT 2 2 E03FFa S,
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4, X2 T4 WNEKGEH

AREFETIL, 3FEICTHB SRS, B, MgtV 7 4 2= T, TOE XU TOE
DOFABREIC KNI 2 U T 4 ROV TR T 5, UUT. TOE DXz T ¢ %K)
, BEOEX 2V 7 o xR R L TRtk 35,

41. TOE X2 T4« XK A&
AEITIL, TOEDEXx =2V T 4 xR AGEHZIOWTHBI L, Fi3 %,

O.DECRYPT-PRINT (ST F 771 ILES)
TOE 1%, 557V v b7 7 A VOAERIZFIA Lz IC — RICO I, BTV v 774
VO Z AT 5,

O.OVERWRITE-ALL (582 L& ZHIR)
TOE X, MFP N® HDD O3 X COTF — X @IKIZHIFRAT —4% %2 LEEX L, HOLPHEEBT—H
ZEIAARAREICT D, EEBHENRE LICHENEDOH D NVRAM EO/SAT — K (BEEE /SR
J— R, HDD 2 v 7 R2AU— R, et T — ) OREMENEILT D224t 5,

O.CRYPTO-KEY (R&E#4&R)
TOE |Z. MFP N® HDD ICEZAENHEBR T 7 A L2 ELTXTOTFT — & 22k L TIRAFT
L= DO E AT D,

O.CHECK-HDD (HDD M IE %{4#:2)
TOE (%, IELVWHDD A#FE SN TWD Z & 2 MiEd 5,

O.MAIL-CRYPTO (S/MIME O FI|FA. r§E1t)
TOE |3, A% v V{8 O E-mail X528 W COHAZE OERIZIG U TAF v VIR E2 K5k 5,

O.MAIL-SIGN (S/MIME OFIFA. £4)
TOE (%, A% ¥ VD E-mail ZEIZRBWT, FIAZEOERIZGCTT DX NAVBLABEO =D
VERER L ENTE ARy VEBREZ S Emall T—F DA vt —I XAV A NEERT S,

O.CRYPTO-CAPABILITY (BB t#eezFfIBET 5-HDYHKR— FEE)
TOE 1%, BFEAbEERIC X DR BAUERE 2RI 3 2 - DI LB REEE R — 35,

O.LOCK-HDD-CAPABILITY (HDD By - #iE% AT 51=-HDHR— FEE)
TOE /X, HDD (2 X% HDD v v 7 #EE4 R 5 -0 H B2 8EL 7 R— 35,

O.PKI-CAPABILITY (PKI #8E%#FIRAT 5= DY R— FEIE)
TOE L. 7 — KU —FKOIC 71— Rl L CERBINLHHEFILT Y > b7 7 A LHEE. Scan To
Me #rE A2 FIH T 5 72912, ActiveDirectory ZFH L T — KU —Z K NIC I — R~DE 72 H)
EadR— 5,
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42 BRABEO©F )T 4 EHE

AHITIX, TOE OEMBREEOEF =2 U T 4 MR G# 2T %,

OE.ADMIN ({E¥8 TZ5EEH)
MFP % F|Hd 2 kO EEE 1L, TOE 2 ## &b MFP OEHIZB W Tt b i &E 2 B3
WCEITT D N EEBE IR ET D,

OE.SERVICE (H—ERI VL7 DRI
- MFP % {R5FEEET MO ELE 1L, TOE Of%iE, £~ b7 v 7 kO TOE 3 5# S5 MFP
DOESFIZBW T ON I &ZE 2 BEICETT L LI — R V=T 2 HFT 5,
CEHFL, AT V=T8S TOE BNMEH SN D MFP O A 7 F > AEEITNIE

OE.NETWORK (MFP Q##3 5+ v D —5IEE)
- MFP #FH 4 20 ZEE L. S % v U —2 725 TOE 3## b MFP ~D7 7 & 2
BUEWTT D707 7 AT 0 4 —/Lip EOMIRERE L T AMEN S ORIEBAR R E ET 5,

OE.CARD-USER (IC 71— F®O#FIA)
IC I — FOFEHEE, BEALT ) > b7 7 A VERESALT 288%, ICH— P, ROFHART A A
ERFHL., Axx VBT 7 AV ER ST D, IC 1 — REFIHT 5,

OE.IC-CARD (IC h— FOfMESEH)
- MFP #F|H 3 2 #l#k O ETE 13, fEkCRHHT 270187 L2 IC h— K&, O IC H—FK
DA NTF SN D IE LWFIHE ~BATT 5,
« MFP ZFIH4 2O EEE X, FIHABICKH L TIC — FOMA~DEE, §5E220E L,
3 RIRE D Ji HY A U S 5

OE.SECRET (REZEHDEY L EH)

BHEIX, UTIORTERZEwRT D,

cBHFNAT — R 8HUL EOEEFRET D,

cEHEZESRAT— R, HDD v v 7 XA T — K BT — RICHERIATRE 72 2 5% 8 L7220,
CEPIFESRZAT— R, HDD B v 7 XA T — K| k(LT — RERET 5,
cEHENSAT—FK, HDD 2 v 7 XA T — K| W5V — FOMEEEE AT,

=R V=TI NICRTER A ET S,

« CE /" AU — RICHERI AT BE 70l 2 5% 8 L 72\,

« CE "R U— RERET 5,

cCERARYU— ROWBWEEHEZITI,

cHEHENRAT— REEETH5E, SHIUL LOEEZRET 5,

Y —ERZ VT NERE SR — REAEE LA, BEEICHESCHICEE ST S,

OE.SIGN (B&FE5EDRIE)
< IC 1 — ROFTH#EIL, BEEOREWEERT —X % MFP /527 74 7 b PCIZREAT 58, &%
TELEINT 5,
CEHEEIX, TUOXNBAMNGHEREE, wmHL L AMERICEA ZMINT HREICT D,
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OE.SETTING-SECURITY (¥ a U7« [CET 5EERTE)
CEELEI, GRREEREER IR O E R THR)) GRREERAEZEIL) (295,
=R V=TIE, ERRWESREEE 2RIk (295,
=R TV=TIE, A X —F MEA TOE BHieE %S 281k (295,
=R V=T E, AT T U AMRER &Lk 129D,
VR V=TE, YR U TERERE R (HRh) 129 5,
- FHEIT, HDDu v 7 8RB, b L <R B(LigrER THZ)) 1295, 2
CEHEZ, v NI RAOFHEEEICI I RESE 2L 12T 5,

OE.DRIVER (BR FS 4 /\OFMA)

ICH— FirE&EIX. 77472 F PCICLLTOEMHEZTTZTHM NI A " 2HET D,
c LEOREICHWD T v 7 L@ O£ E AR — LT3,

- IC 71— RNOAR#EE AW - il OB B(LLEE Z R — h LT\ 5,

- SP800-67 |Zi & L7z 5 b7 v T XA KRR A2 R— ML TW5,

2 e B AUHERE OF T IR B R OBEA (F—E AT > D= T2 L5 MFP ~03E35) A5,
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43. F a3 T4 AEKAEIEH
431 HEM
BITRSE, BB, OO ) 7 0 58t =2 VT 4 R o IsE%E FERITRT,
X VT AR FHDI DA L 1O EORHESME., BB, o2V 7 0 FEHIxHs L

TV ZEZRLTWD,

® 1 AHREH. BE. BBOEFX 1) T4 ARHITHIDEF2) T4 ARAHDESHE

HEgotxals«Aet | > | > | > | > |[>|> |2 | 2|2 |2 | D
me| s | 85858 2(8(8(8]%
2|z |d]lolold18 |3 o)
BE| = | < Q13Jl1o|z|2|2
Z|2|12|B8|1312|=|0|2|2 |2
OO Zlz(slclic|3
A 2|3 |lolo| b
T 0 > > o
e = = = O
olo|o |5
A
oo
@ =
m|2|@
o z
_|
o
X T4 RERAH
O.DECRYPT-PRINT [
0.OVERWRITE-ALL [
O.CRYPTO-KEY [
0.CHECK-HDD [
O.MAIL-CRYPTO [
O.MAIL-SIGN o
O.CRYPTO-CAPABILITY [ )
0.LOCK-HDD-CAPABILITY [
0.PKI-CAPABILITY [ )
OE.ADMIN [
OE.SERVICE [
OE.CARD-USER [
OE.IC-CARD [ e oo
OE.NETWORK [
OE.SECRET [
OE.SIGN [ )
OE.SETTING-SECURITY [
OE.DRIVER o
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432 BHREHIZHT 5 +01%

ARSI 22X 2 U 7 4 JRFEHI OV TULFIZHMAT 5,

® AADMIN (BEEHEDAMNEH)
AL, BHEENEEZHZ2VI EEHELTWD,
OE.ADMIN %, MFP #FIfH ¥ 2##25 MFP ZFH 3+ 2 MfkiIcB W TEEOBIT 5 AW A FH
FIHRET D120, BEEOGEHEENSEIIND,

® ASERVICE (Y—ERI V=7 DANIEH)
AREMEIE, V=AUV REEERRVWI EEHEEL TV,
OE.SERVICE (%, MFP # & FEH T MBI — R V=T 2 HETH, £1-EH
Flix, V=R V=T DT AT T AMEEINLHE ) ZERBESN TV DD, Y—
EARAT Y =T OfFHEEIIHR SN D

® ANETWORK (MFP D Rvw k77— &M
KEMEIE, A7 4 AR LAN OAMBR v BT — 27 b REESBOEI X HBER E 3 Thiian
ZLEEBEELTND,
OE.NETWORK /%, #M#ix > h T —2 36 MFP ~D 7 7 ¥ A& MWW 57-DIZ T 7 A4 T 7 4 —
IR E OB AERET S Z EICEVAEOODOARERADORIEEZHE L TEY, ARMFITERS
"o,

® ASECRET (W#F{&HMIEIT 2 EREH)
AKZAE1E. TOE OFHICB W THASNAE /AT — R, BEE(L T — RAEFHE L 0 IR L2
WZ L EHELTND,
OE.SECRET /%, HHENEHE NSAT — R, SV — BT 2 EAHRAEZ EwT 52 &%
HMELTWD, £72, =R V=72 CE AU — N+ EAMRAZFENE L, FEE
WK LT, BEHEASRRT — NZET2EABRAZEZEIEL 2 L 2HEL TR, REMHITFEE
b,

® AIC-CARD (IC A1— FICBI9 % BR&H)
AKEM1L, TOE OFAHIZBWTHEHENLS IC 1— RIZELLEHEERINLTEY, ICH—FD
FAFIZIEY a2 —YFTHDHZ L 2HEL TN D,
OE.IC-CARD /%, {E#HT& % PKI BEIC L W iT&8 N7 IC h— FE AV, Mo HES 1T IC
H— ROEFE, BEIRZEYNIT) 2 &2 HEL TWD, MO ETLEN IC — RO —H|Z
% U CHIRREI o RIF O3S IS 2 A RIS T 5 2 L 2 HE L TR Y M ATREZ IC 71— K
DO BEE DN EX LA WFIHZ AR SN S Z 13w, K-> TIC 1— ROFTEENIEY /2
=W LI DT, REFIFERSND,

ASETTING (%o T« ICET HEMERESEH)

AREMIE, X2 U T IS 2EERE SR 2729 UL F O EN TOE 126 L TiIThbl T s
ZEEBEL TV,

CEHEICHT DAY — R u v 7 DAL,

s =RV =T OERZE O,

s —ERTT=TOA X —F v MEH TOE Bk,

B R V=T DA T AEREDER L,
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s —E 2T Y= T RIS RE DA L,
- HDD m v 7 ¥&RE. & L < 1IW5 SALRERE DA 21k,
c v U7 R OE AR L DR EHEEDEE L,

OE.SETTING-SECURITY (%, L ETOEBIZK LT LERLOMEY ORGEL T+ 5 2 L 2 HUE
LTHEY, AFMHIEB IS,

433. ZERIT B +01H
BRI T 22X 2V 7 4 3R FHIZOWTULFIZIHHT %,

® T.DISCARD-MFP (MFP @) —R&Hl, BEXE)
AT, 2—F 2 SEILE 172 MFP L 0 RIS 5 /et 2488 LT\ 5,
O.OVERWRITE-ALL (X, TOE 7% HDD O2fEBICHIBRH DT — % & EEE T 22 it L,
NVRAM OE#RZ 925 & LTHE Y . MFP BRI SN HHN Z OMEER2EITT5 2Lk -
T, BEOWRERITRESND,
L7z o TAREBITHastit s Tuna,

® T.BRING-OUT-STORAGE (HDD OFEXLEHHL)
AEEIL. MFP 25 L T\ A EHABREE) S HDD AN EAH EN D, £7213AREAR HDD 2350
FFonT, 22T —4BREEEINLEZATRBbESNS Z LIk Y, HDD NOEiBT — %
DRI 2 ATRErE 2 E LT 5D,
Z ik LT O.LOCK-HDD-CAPABILITY (2 & ¥ HDD & v 7 ¥R & F| i3 2 7= O BEN R
— N SHVEO FTREMEIIEI S D, TR S LR A TEE L TV A4 O.CRYPTO-KEY (%,
TOE 78 HDD [ E XA EFN DT —F 25T 500 S8 %2 4E/ L.
O.CRYPTO-CAPABILITY (T kY BBV FotR COMBvisre 2 RIS 2 72D OB EN AR — |k &
NH7D, GO IS,
HDD "9 922564 C, HDD v v Z7#EE%E 7272 HDD 238 E SN D5 Z &I2k v, FhHHEHE
NIRRT D fEBRE A EET %528, O.CHECK-HDD (2L Y . TOE (2 L » T E ST\ % HDD
OIESHERBIEINA 72D, Tz i/ HDD 13T —# 2 EE AT Z LT, Ladd-o
TEHBOREMEITREEINS,
L7 o TREGEITHoxtiiancn s,
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434 EOEF) T4 AHMIIHT 50

MO 2 U T 0 FEHIET A2 U T o sbEHEHC DWW T TICEB 3 3,

® P.COMMUNICATION-CRYPTO (H{&7 7 1 JLDIESLELE)

AAEREOEF 2 VT 4 FEHE, Ry FU—7 BTN S REEOEWER 7 7 A L (et 7V
YR AN, AXx VEHRT 7 AL) (IZOWT, REMEEHERT LD, R kTt E
HELTWD,

O.MAIL-CRYPTO 2LV, MFP "o a2—HFHHDO 7 T4 7 2k PCA~A— VI THEFEIND A
Xx v L7 7 A4 VTR LT, B kT 2 86E 4 #2035, OE.CARD-USER (2L v, MFP
N7 747k PC~EMTHEITIC H— R, 7747 K PC 6 MFP 22T 513 IC
N—REFHARITANEFATHZ L 2TRT D, £/2, ZOBOHEM K7 4 3L OE.DRIVER
WEVEBT =22 tX 27RO OEFHT 2 2 ERTERSLDH, & 512 OEIC-CARD IZ &
STICH—ROFHEENEL 22— THDHZ L2ERT D, Lo TARES = U T ¢ FFEHTERK
b,

® P.COMMUNICATION-SIGN (E{g&7 74 ILDERA)

KO X2V T 4 FEHE, A—/L (SIMIME) % W TN D REMOEWER 7 7 1 L (A
XX UEBT 7 AN) IZOWT, BAEMNTHZ EE2BELTND,

OE.SIGN Ik, MFP /627 547k PC~A— /M TEMNEND ARy LEZEIE T 7 A
K L TR TBLB/MINEN S, 0.MAIL-SIGN, X O.PKI-CAPABILITY (2 & ¥, MFP 7>
Ba—HHHFDI TAT 2k PC A= VI TEFEIND AT v LIZHEBR T 7 A MK LT,
IC #— FZFIHL CTEAZMHNT 5L 1T 5, & 512 OEIC-CARD IZ L >TIC 1— KD
IBEENIESL 2 —FTHDH I L Z2ERT L, LoTREX= U T ¢ FEHTER D,

® P. DECRYPT-PRINT (Ei&7 741 ILDES)
RO X2V T 4 eI, 77 ANEARLEZRAE IC 1— FOFAEE) OHRBREE L
U b7 7 AMICHT2HIBNTAD Z EE2BEL TS,
O.DECRYPT-PRINT %, TOE %, ZDOKH5{b7 ) N7 7 A NVEER LT IC 1 — ROAIZ,
ZOWEFLT ) N7 7 ANVOHRMEH TS E LTS, S5IZ0EIC-CARDIZL>TICH
— ROFEFHEZELIERIND Z L 2ERT 5,
etV v b7 7 A NVOESRBIEISNB= T 0T 4 THD IC I— RERAT 5,
O.PKI-CAPABILITY (2 X » TZDEMER Y R—FEh 5,
L7eRo TARMBEOEX 2 U 7 ¢ Fetid, ERT5201+0Th D,
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5. isRaVR—R2 FERE
5.1. YhiRH4EE U R—FR > b

AR ST Tl JEHMEa R —3 v FE 3 DEHKRT D, KXo U T 4 HEEEFOMEM:, T
VI TEFROBEHIILLTO®Y TH B,

® FAD_RIP.1
MMET =2 M OTSF 7 — 2 ORFER e R#ET L 2 L2 BWRTDEF =2 U T A HREEIFTH D,
> HRERDLEHE

TSF 57— % OEGFERIREZBET 2 0ENH D0, REERAEOBS 23T 528XV
T4 KEREERL, FIH#E T —ZI12%4 % FDP_RIP1 L2 Y7570, RERAT -4 &%
2 U7 o BEREERIIAFAE L2\,

WAL SR (FAD) DR

FIRFET =42 & TSF 7 —2 DA<, BITGOT—2DFX 2 V7 4 Zill] Lz BiEE7
W, EoTHLWI T REERLT,

BRALEZZ73Y) (RIP) OEH

FDP 7 7 AD%#7 7 I U BN TH2NFEFA LT, TSF 77— X ETHEEIEELZHD
THHIED, 20773V ER—TUvZEA L,

® FIA_EID.1
TOE OB T 4T 4 ~DT J B AT IHEOFMERET DX T 4 HEEELTH S,

>

RO L E M

TOE PMNB= T 4 T 4 DT 7 BAINDITA%KBT 5D TiE/e <, TOE B L0348 =
VT AT ALK UTCHRET AITASDOKETH Y, KEREZH - TEX 2 U 7 e BT
EL720,

BALEYSRX (FIA) OER

T T AT A ZBNT DL EZREL TWAHT0D, BBIREEO R X = U T ¢ HREE
EELODHFIA YV T ARKETH D,

WRALZ7731 (EID) M¥EMH

AFERNFIL, BFE7 7 SVICH L THNEELRE LD DIZIEZY LAV Sl s g, Lo
THLWZ 7 IV EEHR L,

® FIT_CAP1
TOENITRETHANB T 4T 4 DX ) T A ELZAFHT57-DIZ TOE 2437
BEHERETA-OOEX 2T s HEESTH S,

>

RO E

TOE MM DEX 2 V7 LRI T 256, MBOEX 2 ) 7 o BENENICEX 2T
THDHZELHEETHDIN, DX T A HEELXZEL < FEWZ 7227972912 TOE 231
eI REENIFEFICEETH D, L LAZERO LS eli&iTtx =2 U 7 ¢ BB B ICI3f7
FELZR,

WAL SR (FIT) OEH

CC/R—=hF2ITIEWVH LWERTHDIT=O, LW TREER LT,

BALZ7731 (CAPL1) DR

7T AEFRRIZ CC/R— R 2ITIEBRWH LWERTH LD, il 7 IV EERLE,
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5.1.1. FAD RIP1 DEE

o VS RE
FAD : &7 — % Ofri#
BEFR D E R : FAD (Functional requirement for All Data protection )

e VSADHE
DY T AL, FET %, TSF T — % OB Ri#d 25 2 LICEET 2824587 5
T IIUNEGEND, AMETIZ12DT7 7 I UNEET S,

— &7 — XA #RE (FAD_RIP) ;

® J7IDAB[EL
TOT77 IV, HIBRENEERN ZELT 7 RAENT, KO LIERLEAT V27 b,
TSF 75— %07 7 B AMFRIZT HRE TIEHRWEREZ G ERVE ST D2RE®ICHIET D, 2
D77 2 VL, HEAICHIBR E IR S =8, TOE WIS E72EET D alRetEN & 5 fF I %f
T HIREETRT B,

® JIUR—FR bDLANILFIT

| FADRP 27— 0BEEHREE | 1 |

FAD_RIP.1 : B /RIGZRIEEBIES O RT — X OERFEEREH#] 1X. TSF [k CTHIfE N5 E
BHELAT 2l POV Ty bR, BIROE YL TH D WVIEENRYS TRERICBWT, EOBRD Y
DIEIFERANE BRI TE 22N Z &% TSF MREFET 5 2 L 28R T 2,

EZ® : FAD_RIP.1

WIRA 70 IH R IRAEZAT O R B B 2 & Lol

&1 . FAD_RIP.1

FRENDEHT 7T 4 ET 413720,

FAD_RIP.1 ARNEERERDET -2 DREREREE

FAD_RIP.1.1

TSF X, U FDOAT =7 b EONTSF 7 — X 2% T 5 R ERIEICBW T, BRIZEID Y CoHhz
DIETD EDERONE B TE R TEHZ 2RI LRITER SR BN 77222 pD U X PR
NTSF =— 4D Y X},

TIfE = : L
REHE L
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5.1.2. FIA_EID.1 DE%

o J7IDABHEW
o077 IVE, TOEADITRETZY T 47 4 038X 2 VT 4 HREZIRIET 28546, ITRES
YT AT AMAEIZTODZ 5N TR & EHERT D MBI T 5,
ZO77IVIEITREZ T 47 4 OESYEORGEZ ZRT 5,

® JUR—R FDLARILFIT

FIAED 79 tX%DEE

MFRDEL : EID (External entity IDentification)

FIA_EID.1: ITOE 22607 7B AxtG% L 725 IT B 7 7« O 11X, IT B
AT AWK LTT 7 v a v aREHT LN ITRBET T 7  OIESMREE (2 2 TIEERR) (12
B+ 5 L 2ERT S,

BZ& : FIA_ EID.1

FAU_GEN v ¥ 2 U 7 4 & T — 2 AHN PPIST IZEENTWIUL LLFOT 7 ¥ 3 U EEERNGICTRET
H5,

a) Hvh RBEShD TR VT 4 7 o #ERE &, ITRET T 4 7 4 #RA B = X LOARREHEH

b) HEAR RIS ITBRETVT 7 4 #AEHREZ G, [TBRETVT 47 A #BIA I =X LDOFT X TOMH

&1 : FIA_EID.1

PLTFDT7 7 v a i FMT BT A EHRE L E 2 b D,
a) ITWETVT 47 4IRS

FIA_EID.1 TOEMWBLDT IV ARMRLELD ITRIET VT4 T 1 DA

FIA_EID.1.1

TSF X, TOE O ITRETZ T 4T 4 LTT 7 a VT 580, ZOITREZ T 4T 1 OBIIC
KT BH 2 & BTR LT LR B2,

FIA_EID.1.2

TSF X, ITRET T 47 4 OBINTEKM LI=HE, TOENS ITREZ T 4 T A T57 73 a
DR 25 1R L e 57,

THRIFERE L RL

KT : L
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5.1.3. FIT_CAP1 DEZ

® VSRE
FIT : IT8Eix > T 4 7 4 & O
MEFRDEBL : FIT (Functional requirement for IT environment support)

0 VSAMABEL
DI TAE, ITREZ T 4T 4 P8 T28x=2 ) 7 40— RAOFHICBE#ET 2 2%
BETH277IUNREEND, AT 1 o077 ) BNIEFEET D,
— ITBEx T 7 1 OFH (FIT_CAP) :

@ J7IDADEWL
ZO77 IV ITREC T 4T DX T B E2FIHAT A 12H72-> T, TOE (243 L
7R DHESIDERICHIGT B,

® JVR—FRY FDLANILAFIT

FIT.CAP  ITREIVTATADHRATII-HDES

BEFR D EM: : CAP (CAPability of using IT environment)

FIT_CAP1: MIT®RE=T 4T 4 DX 2V T ¢ P —ERFHEEOFES | 1%, ITREZ T o
TAPRET 28X 2 U T A ELS AT 57290 TOE ([ZHEE L 72 e 0 BARGIZ %)
J’_{L;j—éo

EXE : FIT_CAP1

FAU GEN t % =2 U 7 4 EET — X AR PPIST IZEENTWIUL, LLFDOT 7 v a VB EERGIZT RET
Ho,

a) b ITBETVT 47 41T 2EEDRIK

b) HEAR ITERETLT 47 4ISxT 2T _XCOBEDOHERH (), K50

EH : FIT_CAP.1

UTDOT7T 73 a A3 FMT BT A8 HBEREE Z2 b D,
FTRENDEET 7T 4 BT 41370,

FIT_CAP.1 TEBEI VT4 T40EXF1 YT+ Y—ERFARKORER

FIT_CAP.1.1

TSF 1%, [Ef;: ITHEE T 7 7 BEHT ZEF =2 UV —EINCH LT, FOF—E2R5FHT 5
7o DIIHBRBENZRMI Ui iE e o720 BN wd 2 V7 o = EXDEEIZLELRFE) DY X M,

TP L

KT : 7L
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6. ITEXxaUT+EH

ARETIE, TOE Bx = U T 4 BHIZHOWTRIRT 5,

<GRILERIZDOVT>

TOE IZ/E L END5EX =2V 7 ¢ BB E250h T 5, Miediffta R —x> M, CC/3— 1 2
THESNTWAbOFEHEHEHL, 7~V bE—D0b0EFHT 5, CC/Y— R 2 IZFik S 720
FLWEMEML, CC/3— bk 2 EFA LARWT L& Hiax L ClRBI L T 5,

<tFal) T EEEEHE “RE OBHTRAE>

UToORIBOFIZBNT, A XU v 7 HOR—/)L FTRENDEEIT, “BIM", F7/20F GBI &
NTWDLZELERT T H—FA4 L TRENDPXDEZRIHENEETAZ Y v 7 HOR—/L KT
IRENDEFLIT, T H—F 4 v SNFEIEIN “FEL” ShTnwb Z & amrd, Z-UL0%IC
FEIUT T TR SN D EFIEL, Y= BV IEL” SN THEHIN TS Z EERT,

<IKBFEMOBETRAE>
KIEEORICB W TEEIT “( )” ShiEfioRENE 79T, KSTICTHEHA SRS ¥ =
VT A BREEMAD T )BT, £TARSTICCTHEAT 2 MLERO VKT TH 2545815, FHFEIN
P T “TBHA LW L3R L Tn5,
6.1. TOE® X)) T4 EH

6.1.1. TOE X a1\ 7 1 H4REEH

6.1.1.1. BEEHYHR— b

FCS_CKM.1 BSR4

FCS_CKM.1.1

TSF iZ. LT OLEI: D) X MICEET 5., BESNIRES8AR T VU R LB g5 T
LT XA EARTE ST R (BN iFERRNCE > T, B A AR Ui uide 570,

CEIfT: #EED VX 1]
I% 2 BEE8RLH K- T/NTY XL - BREDER ICFEE

(Eff: BB 7= XA]
I3 2 BEE@ER 1E¥ . 7ATT A - BREDOEE 12508

BN a5 R
I%# 2 BEE8RLEH FFf - T/ATY L - BRDER ICFE#

I oL
IR : FCS_CKM.2 or FCS_COP.1 (FCS_COP.1 (—##%Ro#A)), FCS_CKM.4 (i L7e\)

®2 BEREN FE-TLIUXL - BROBRK

BEDY R b BEERERTILT XL EEHRE
FIPS 186-2 BB AN T/ =Y XA - 128 bit
- 192 bit
- 168 bit
- 256 bit
2= T NI ERREE | 2= 3 /% HDD BEEELR TV T Y XA (SHA-1) | 128 bit
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FCS_COP.1 EEERE

FCS_COP.1.1

TSF 1. [Biff: D U X FICAEBT 5, BE SRS T3 LB L 77 XA LG
F B RN HE > T, [BIfl: BFEHRIED Y X M FAT LTI 520,

[Bift: kD x F -
[F# 3 BEEEIE TAI3UXA -8B  BEERRIEDEYSE (258

[BIff: fgFE 7 =Y XA]
[ 8 WEEERE FATYXL - E - BEEMBIEDEYE) 12508

(BIfS: mr o]
[ 8 BEEBRE FTATYXL - GE - BEEMBIEDEYE) 12508

IR BB A ED T % M
(% 3 BHRE TTY X4 - B - BHHEOBIF (R

TR = : 2L
EA : FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1 (FCS_CKM.1 (—#=E=E% D7), FCS_CKM.4
GEF L72\0)

x 3 WEERME 7TLIVXL-BE-BESRIEOCRER

BED R BEE7ILIY XL EEHE EEREDAR
FIPSPUB 197 | AES - 128 bit | S/IMIME X(5 7 — 5 DEEFEE
- 192 bit
- 256 bit
SP800-67 3-Key-Triple-DES - 168 bit | S/IMIME 2%(55— % DREHE
BEBAETY 2 f Z 74 /L DEE
FIPS 186-2 RSA - 1024bit | S/IMIME 3#(5 7 —F RFBHED 7= 00 DIiFsE (h5542)
- 2048 bit | DREEE
- 3072 bit
- 4096 bit
FIPS 180-2 SHA-1 N/A X=X DL
FIPS 180-2 SHA-256 N/A A ob—=28Cx X DL

6.1.1.2. # Al & 23

FIA_AFL.1[1] ERRE KRB D E Y LN

FIA AFL.1.1[1]

TSF 1%, [ @ar#Ro VX MBI LT, DRI [ EDBRE] [F111: 775 FTREZ M DRIz %
17 3 B AGE A REZC IE D BEEA N DO AR RINFBIERAT A U7 &L 2B L RT TR b0,

(Eff: BarEZo U < M
c Y —ERE— NIZT I ERTSEDR
« CE WX T — FEHE TS BEDFRAE

URIR: [F/f1IEDFEL ], [F111: 772 FJREZ ME D RGP I 5517 S B PR GE AT RE 7 AE DB ] -
[Bff: FEFAIEER B DI - 1~5 WIZEB1T 3 BBEE RIE rJRE L IE DESNE

FIA AFL.1.2[1]

RS DOFBRERIT N EFE LI RIBUC BN #ET 5, & L/o/k1L &, TSFI, [Eiff: 72 a>0) X}
Z LR IThiER B0,

(R #ET S5, & Lp-7])
215

[Bff: 7ozl XA
<BUHLEEDT S 9>>>
c BRAFHA THDIIL, V—ERF— P~DRGFRES 2277 L, CE/NITU— FEFIHT S HTFHEES
z>7938,
« BREEH TRIIIL, CE/NR U — FEFFHTSRFHES 2> 2755,
<BELEIFD = D DESE>
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FFERIEL U CE FRAF 7 > 2 BEGRIERE & 1T T B, (FFEHRIED S CEZRFF 2 > 2 FFEJ 5 #EB 75 & AR
BB TP 5,)

THRIREE oL

&7 . FIA_UAU.1 (FIA_UAU.2[1])

FIA_AFL.1[2] FRRE R BFDE Y KLY

FIA_AFL.1.1[2]

TSF 1%, [ @arFgo VX MU, [BIRE [FIAEOBENE], [FI1: 75 AT RE 2 1B D RGN I 5
173 BRI ZIE ATREZC IE D B Ml D R NFBAERAT A E 7o &L E 2 L 2T hid e b0,

(BIf;: RarFESo J X M o
« BEEE— NIZT 7 v R T BEDRE
o BHIH NI D — FEHET S BED R

SBR[ IE DB ], [FIfS FFA AT RE 72 B DFEPHINIC T 17 S B PR RGE A RE 72 IFE O B ] -
(B FEFAEERE DB - 1~5 WIZE1T S B BEEH RE rJgER IE DEENE

FIA_AFL.1.2[2]

R DOFERERAT N E S LI RIBUC[BIN: #9852 Lfaoxle &, TSF I, [t 72 a0V x A
Z LRI 570,

R #T 35, & Lo
e I)

[Eift: 72 om0V X
<BHLEBEDF 52>
« BIFB THAIL, BBHEE— F~DRIFRE b 77 L, BHENI T — FEFFT3REEs
zy293,
« BRAFP TRUVIUL, BBEE NI D — FEFIFT5REEs 2> 273,
<BEHEIFD e D DERIE>
« F—EXF— NI TREES IS 2 > 2 ERIERE #5177 5,
* TOE DEBHFE 1T 5, (EBFED S BREEFREGE 2 > 2 FFBTE I EBRIALBED 7 b B, )

T AL : L
5
REFMN : FIA_UAU.1 (FIA_UAU.2[2])
FIA_AFL.1[3] FRRE LMD E Y KL
FIA_AFL.1.1[3]

TSF 1%, [ @ar#go V2 MBI LT, R [FIAIEDOBENE], [FI1 78 AT RE 28 DRGHIA I #5
V73 B ZIE ATREZR IE D BHE | DO AN RNGRAERAT R AE U 7e &L 2 L R hid e 5780,

(B} ZarEgo U < P
c NP P—ERE— NI T2 R T B DR
c NRA Y BHEE— NIZ T2 v X7 3 BDEE

G-I [Z/111E DBEHAE], [ 7FF2 A REZME DIEFEI Y IC F5 17 & BB R GE AT RE /0 1E D#4E]
(B EDBEAE] - 1

FIA_AFL.1.2[3]

R OBFERITONERE LB RBIN: &9 3, & La--21 &, TSFIX, [Eiff: 7o >a20 U X A
B LR IE 7 B0,

GRIN: &9 5, 2 LA-7]:
ET 5

[Eift: 72 a0V X M
<BHLEEDFZ > 52>
IR E DT RTDALZFAHHEE
<BFELENFDE D DEEIE>
5 FLREB 17 H B EER

N E L

&7 . FIA UAU.1 (FIA UAU.2[1], FIA UAU.2[2D)
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FIA_SOS.1[1] WE DR

FIA_SOS.1.1[1]

TSF (X, B (CENXD— R) BEIN: EESIALHRERENCEERT DI L ERET 5 A =X L&k
L7220 id7e 5720,

(RIS EZSINLmERAE
W 847
- XFFE - 92 XFL LD F 9> 5# R Pl 5

T : 72 L

R R/

FIA_S0S.1[2] WFE DR

FIA_SOS.1.1[2]

TSF X, i (BHEEZ R T—F) BEN: EE3ArBERACERTAZLARIETHAN=A L%
L2 TIE R 5700,

(RIS EZSINLmERAE
XFFE : 92 XFLLEDH 7 6 IR A5

EE : L
IREFMHE . L
FIA_S0S.1[3] MWE DR

FIA SOS.1.1[3]

TSF i, W% (HDD 2y 2 NXD— R, ST —F) BEN: EES5ArGERENCEETS L %2H
GET D A= A LB L2 TR 570,

(B EFESAlapERA
<Kk - 2047
- XFRE : 83 HFELIED 5 5 B ol e
BRI D [FREDIFEIEN TRESII TR,
O FET 55 BEHEDEPFEERESA TV SHEEEE LR,

THRIREE : L
REFHE . L
FIA_UAU.2[1] T3 RO AEZT

FIA UAU.2.1[1]

TSF X, Z0RHE (#—EXT>P=7) 2477 M0 TSF AT 7 2 a 274 210, AR
B (P—EXRTP=7) ICHERAENEIT D 2 L AR LR RIE R B0,

ThIREE :  FIA_UAU.1

IR : FIA_UID.1 (FIA_UID.2[1])
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FIA_UAU.2[2] T2 avRiOF AER

FIA UAU.2.1[2]

TSF %, Z0HME (BEZ) »{RITT 50 TSF AT 7 a v ##Fa 4 500C. SRAE ()
W IhT 5 2 L TR LART TR 570,

IXoHE . FIA_UAU.1

&KFHE : FIA_UID.1 (FIA_UID.2[2])
FIA_UAU.6 HE:

FIA_UAU.6.1

TSF 13, SRR Aadab A ER IS KO Y X MO b & TRIHE 2 et L2 T hide b,

(BIf;: BERAE P ER SIS RV X P
e F—ERXT =T R CENIT— FEEET 385
- BEENEHEENI D — PR BTS84
- BEEIHDD 2 > 2 DEGEFTEET 355
- BHH IR DREGEE T 584

THIfE S : L

&REH : L

FIA_UAU.7 RESNE-BIEIs—FRv s
FIA_UAU.7.1

TSF iX. #AEEITo TV A, [Fiff: 77— ANy 2o VX MEZGERAE IR LZ2TER S R0,

(Bt 77— F N2 U X P
AN ENEXFET—5 1 XFFIZ %7 DFER

I EHE L

R7FHE . FIA_UAU.1 (FIA_UAU.2[1]. FIA_UAU.2[2])
FIA_UID.2[1] T a RiDOFRAERER
FIA_UID.2.1[1]

TSF X, #0HAE (F—ERT>2=7) 2473 50 TSF Mir7T 7 v a v &2FFa4 581, £FH
F (F—EXRTP=7) ZHBINEIT D I EERERLART U R B0,

TS E . FIA_UID.1

&KEFEHE L

FIA_UID.2[2] T a rRDFRAEHER
FIA_UID.2.1[2]

TSF 1%, #ORME (FEZ) #RATT 540 TSFHAT 7 a v 2#Fa T 500, SFHE (FEZ)
VRIS N9 % = & R L2 nuid e 7220,

TRIREE :  FIA_UID.1

&kEFHE L
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FIA_UID.2[3] T3 RiOF A& R

FIA UID.2.1[3]

TSF %, € ORAE (ICH— FFFEHED IC % — F) 2479 50 TSF AT 7 o a » ZFFa$ R0,
BRME ACH— FFrEZHEDICH— F) \[CHMBINET 52 & 28R L 2T ER bR,

TR :  FIA_UID.1

KT L

6.1.13. ¥ ) T4 EE

FMT_MOF.1[1] XV TABEDSDIENEE

FMT_MOF.1.1[1]

TSF (%, HRelFIf: o UV X MBI DSBS EFNFRIET S, #HF1ET 3, ZEFESIES, DSSFD
F AT SN % (Bt 7F A S 2k S REMTHIR L 22 T id 7 5720,

(EIfy: ago Vv X Pl -
- FBEZBTHEEE
oA K —F > FEEE TOE B8
o XTI REEE
«HDD 74—~ MNgE (BB 4—~ > F)
- A= T4 X

GEIN: DB EFNERET S, &1FI1TE, FEESES, DSSFOEFXET ] :
FEIESHS

(B FFAf 7l S 7= 4
H—E XL =T

IXEE : L
R7FHE : FMT _SMF.1 (FMT _SMF.1), FMT_SMR.1 (FMT_SMR.1[1])
FMT_MOF.1[2] TXa) T BEEDADELVEE

FMT_MOF.1.1[2]

TSF 1Z. BERE[EINS: gD U X MBI DS S F 0N ERET S, #FIET S, FEFIES, DSS3E
FE TSI & (Bt FF a7 Sz Sa e ZEMTHIR U722 T g7 5720,

[BIfS: ppEo YV =< ] -
- T EE X B
- R P U2 KB D B R

(BN DSBS LN ERET S, #FIUT S, ZEFESES, DSSENFLET ]
ZEIESES

[BIR: 77 ] & 07 &7 T -
s

THRIFERE L

RFHE : FMT _SMF.1 (FMT _SMF.1), FMT_SMR.1 (FMT_SMR.1[2])

FMT_MOF.1[3] XY T A BEDSSENER

FMT_MOF.1.1[3]

TSF 1Z. BERE[EINS: gD U 2 MBI DS S E 0 ERET S, #FIET S, FEFIES, DSSE
FE TSI & (Bt FF a7 /2y S ZEMTHIR U722 T g7 5720,

[FIN: fGiE ) % M -
N
- BALHER I
- HDD 1z > 2 (858
- B EHLARIE
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GEIN: OB ENERET S, &1FI1T5, FEESES, DSHSFOEFXET ] :
FrEIT B
(BNl FFAf Szl S =240 .
EHE
THRIREE : L
RFHE : FMT SMF.1 (FMT _SMF.1), FMT_SMR.1 (FMT_SMR.1[2])
FMT_MOF.1[4] TXa) T BEEDADELVEE

FMT_MOF.1.1[4]

TSF 1Z. BERE[EINS: gD U 2 MBI DS S E 0N ERET S, #FIET S, ZEFIES, DSSE
FUFEF BIEN 2 (BI: FF A X /zih) S ZENMTHIR L 22 T g2 5720,

(B} gaEn U X R -
P B R T = TR E

(BN DSBS LN ERET S, #FIUT S, ZEFESES, DSSENFAET ]
eEILT 3

(BUft: 7Fof S 77k S 7= 4
Y—ERXT=T

THRIFERE L

IR : FMT SMF.1 (FMT_SMF.1). FMT_SMR.1 (FMT_SMR.1[1])

FMT_MTD.1[1] TSF T—42 OEHE

FMT_MTD.1.1[1]

TSF 1%, [Eifl: TSF 7— 4DV x Fla BRI 7740 MEEE, [ &bt E, Bk R, [Fff: <
DREDHEIENS 2 HeT) % (B 7F 7] S 7zl S 22 RFMTHIR L 22 T 4UiE 72 5 720,

[Blff: TSF 7—5 DY X ] :
« NRAF— P2 TR
« FRAERL e BT E
- SIMIME EFE{E#E (BBFT/LTYXA)
* SIMIME X >t —251 Pz X P =
- BEE A2 v 2 BT
*HDD 22 "RD—F
HEEHT—F

(84R: 77 70 MEZFE, &Y, KE, IR HE, [FI 2 OMoREN
KE

(RIS 7F B X d1 72 S 7= AN
EHE

TSP i : L

KA : FMT_SMF.1 (FMT_SMF.1) ., FMT_SMR.1 (FMT_SMR.1[2])

FMT_MTD.1[2] TSF T—42 DEE

FMT MTD.1.1[2]

TSF 1%, [Eifl: TSF 7— 4DV x Ma BRI 7740 MEZEE, &bt KF, kR 55 (B <
DREDOHEIENS 2 He)) 2 (B 7F 7] S 7zl S 22 RFMTHIR L 22 T 4UiE 72 5 720,

[ TSF7=— >0 U = 1] -
BHEE X T— ]

(84R: 77 70 MEZFE, &Y, KE, IR HE, [FI 2 OMoRED

HE
RV 77 S du 72l E e 7= RN
- BHE
cF—ERTLT=T
THIBEFE R Y
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| &7 : FMT _SMF.1 (FMT_SMF.1), FMT_SMR.1 (FMT_SMR.1[1], FMT _SMR.1[2])

FMT_MTD.1[3] TSFT—2 DEE

FMT_MTD.1.1[3]
TSF X, [Elff: TSF =—5 0 U X Ml [8IR: =7 g0 MEZET, FoEbd, &, Fikr HE [ &
D DIRIENT B RET) % (B 7F 7] X4 72k S 72 BENTHITR L 72 T 7z H7e 0,
(It TSF 7—5 DV X P -
c CENZRD— R
- CE RFre » 2 bFf]
GRIR: 77 g MEERE, v abt, K&, kR HE [FIf: Do ED
XE
CEIfh: A A S 72l S 7= 222
P—ERT =T

TR L
R7FHE . FMT SMF.1 (FMT SMF.1) . FMT _SMR.1 (FMT_SMR.1[1])
FMT_MTD.1[4] TSFT—42DERE

FMT_MTD.1.1[4]

TSF 1%, [Elff: TSF F— 5D U X M2 DRI 7 70 MEZE, Hoeb, ., JikE, 25 [ &
DM DIENT D RS % BT 7F A] S 472 50 S 2 RENMTHIR LZg 1T e & 7220,
[Elff: TSF 7—5 DY X M -

BT — N

«HDD 2 Z NI D — R
GRIN: =7 g0 MEERE, [MiEbt, KF, HIER HE B & oMo El

[BIff - EDMDBRIE] : BdR

(BT 7F ] SR 72y S 72 2

BEHE
TRIREE © L
R7FHE : FMT_SMF.1 (FMT _SMF.1), FMT_SMR.1 (FMT_SMR.1[2])
EMT_SME.1 EEBEDRE
FMT_SMFE.1.1

TSF 1%, LA FOBEBMEIEEZ RT3 5 Z LN TERTER LR\, « [Eifl: TSF /24 o THHEES IS B
BED Y X P
[BIff: TSF 12 ) > TSI S BEPEERED U X P :
- BEEEIC L B EHE R U — POKEHE
- BEEZIC L B EBERA T > 2 B D KB HEHE
- BEEHIZ L BZNFAG— b2 TR D E R E
- BEEHI ) BRI IEREEE I 51 B EREAESEIK T B8 D e B RE
- BEEZIC L B SIMIME IFEL#E (BBE T/ L) DXERHGE
« BEEIC F B SIMIME X »&—32 4o P X P DKL
- BEEIZ L BIEEL D — FOBGRERE
- BEEIZ L BIEEE T — FOXEHEEE
- FEEIZ L 3 HDD 2 » 2 N2 U — FDBGRHEAE
- BEEIZL B3 HDD 2 v 2 NI U — FOKEHHE
- BHEEIZ L 5L L& & BB
- BEELIZ k378 B e
- BEEE I L BRI I H5E
- BEELIZ k3 HDD & v 2 SRIEREEE
- BHEIZ L BB ERIERREE
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- BEEEIT f B P D — 2 RRE D SRR

c F—ERT = TICE BV — BRI = TN T — RO

s Y —ERT = TIC L B EBEE N T — FOKEHEE

P —ERT =TIzt B CEZREET » 2 BRI DK B

- P—ERT = Tk BV — ER T = PR E S

- F— BRI P= Tk BiEER RS

s =R =TIl B K —R w FEERE TOE BHEE

P —ERT = FICE AT I X ERE

- —ERT =TIz S HDD D74 —~v v MEE (BB 4 —~ > )
s =R =TIl B =¥ T4 B

THLfEE L
RFHE L
FMT_SMR.1[1] X2 T4 &E

FMT SMR.1.1[1]

TSF 1. &EIEUS: 7F o Shcahl) Sz g EN 2 /iR L2 g huide 720y,

CEIRT: 77T S vzl i 7= R4
Y—ERTLI=T

FMT_SMR.1.2[1]

TSF |3, FIHE 25N B T 2T R 57220,

THLfEE : L
Ecars . FIA_UID.1 (FIA_UID.2[1])
FMT_SMR.1[2] &2 T o RE

FMT_SMR.1.1[2]

TSF 1%, &EIEUS: 77/ Shalh Sz RENE /iR Lgd hude b 720y,

(Bt 7Fa] i zeath] X740
BHE

FMT_SMR.1.2[2]

TSF (3, FHA 2 &ENBIEAT T 2 hd e 6720,

THRIFERE R

IRFHE : FIA_UID.1 (FIA_UID.2[2])

6.1.14. TOE7 VR

FTA_SSL.3 TSFEBICKDKET

FTA_SSL.3.1

TSF 13, (B FYHEDHT 2 7 1 7 T SRR G v a V2T LRiThide b,

(B FYHZE DI T 2 7 0 7T S hFFE -
NR LY BEEDEIET, BRI SR G — a2 g T (1~94) 12k > TRESNSHF

a7k
THRIFERE L
IRk Rl
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6.1.1.5. Y3k : ET— 2 DEFERIRE

FAD_RIP.1 ARNEERERDET -2 DREHEREE

FAD_RIP.1.1

TSF X, U FDOAT Y7 b EONTSE 77— 2T 5 R ERIEICBW T, BRICEID Y ChHhz
PIRTO EDBERMONBELFIHTE 2L 5 Z L 2REEL T IER S v [Eiff: 7722 7 rDOY X PR
NTSF =—4 DY X P,

LB 772 fOY X PRNTSF Z—4D U X F] -

<A Tz F>

BTV p T A

- REEBZ 71/

« HDD Z77[E[ff 7 7 1 /v

- BB EEZ 71

<TSF 5=—%>

cBEBE DT — F

«HDD 2 Z/NA T — R

 BEIENZDT— N

EAE : L
REHE L

6.1.1.6. L5k : 7V LR ED KR

FIA_EID.1 TOED DTV CARMREGD ITRIBI VT4 T 1 DA

FIA_EID.1.1

TSF X, TOE "5 ITBE- 7 5+ (HDD) XL CT 7 v a T 501, TOITRET T 4T
4 (ADD) ORI T 5 Z &R UARTIIER B2,

FIA EID.1.2
TSF X, IT®RELVT 47 1 (HDD) OB L84, TOE»S ITRE- VT 7 1 (HDD)
R DT 7 v a OB EEIE LTI B0,
TSP B : L
IREMH L
6.1L17. ¥R : ITREI VT T4 DFRATH-ODEED
FIT_CAP.1[1] TERELIV>TAT40EX2) T+ H—EXFIABOEED
FIT_CAP.1.1[1]

TSF X, Bttt ITBE T 7 ¢ 7 ¢ PSS EF =2 V7 —E XN LT, 2O —E 2 &2HAT5
OB Re Rk LT huEe oo Btk tF =2 V7 2 P —EXDBEIZLELRGES D U X F,
(It IT B E 7 7 PR T St F =2 V7 —EX]
B EER I EDL T S EEE
(Bl = V7 P —EXDEEIZLELRRE DY X P
B 7 7 A I & REB-(LHERE THLBE X5 /2D D YN — P EaE
IR E L
R L
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FIT_CAP.1[2] TEBEI T4 T40EX1Y T4 Y—ERFARKORER

FIT_CAP.1.1[2]

TSF (%, [BIf;: [Tz 7 7y BT S F 2 V7 P—E XK LT, 2OV —E2&2FHT 3
T DIIBREENZRMI Ui hiE e o0 BN dF =2 V7 o = EXDEEIZLELRFE) DY X M,

(BEIf;: ITB T 7 7 PIEHET S+ =2 V7 —EX]
HDD 33333 HDD 2 > 2 #5565

(Bt d= V7 P —EXDEEIZLELRFE D Y X ]
«HDD 2> 2 NR D — FDOEE TS 70D PN — FEEGE
« HDD 2 > 2 BEBE 5 SR 75 72 0 D -7 — M EFE

TRBE - AL

A . L

FIT_CAP.1[3] TEBEI VT4 T40EX1 YT+ Y—ERFAKORER
FIT_CAP.1.1[3]

TSF (%, [Bf): [Tz 7 7y BT S F =2 V7 =Xk LT, 2OV —E2&2FHT 3
ToDIIHBREENZRMI Ui hiE e o0 BN dF =2 V7 P —EXDEEIZLELRFE DY X M,

(BNt ITEREF x> 7 ¢ 7 DPIRHET 3EF =2 V7 v #—EX]
IC % — Fiz TEZ T3 LU F OREEE
@ BEETY P77 A2 REB T 5 HERDE 5 HEEE
@ S/IMIME BFEIC TR F+ BB EESL T EEDODA v —81 Pz X FEB L
@ LBz FIHT B 7% DD VN — FKEE

(Bl EdF = U7 h—EXDEEIZLZELRFE ) D U X F]
o FFEDDEDDEEBE X /=B R DI K NFEE X 7= HeiFR DI BB D UKREHERE
c LFEODEDDA =5 P X pPDEMAR A =8 P X P DIFEEALEE DY FEREGE
« LREQD D DLBIRDI & P HERE

TP L

KT : 7L
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6.1.2. TOED X 1) T4 RIIEH
TOE |%. —fREI2 A 7 4 ZABREICTHH SN AN EERS TH A 720, pEHFEERE OMRGE L
LTCTHn7L v Thsd EALS HAIC L > CTHER TOE 52V 7 o RIEEAHZEHAT 5, FFRIC
WHXN2 TOE DX TF A {RiFEfEE2E L DD,

R4 TOEDEX1Y T4 RIEEH

TOE®F = U T « (RiFEM R —FR b

X2 UT 4T —XT 7 F vieik ADV_ARC.1

B % SERTR T & LF D BRefhER ADV_FSP.3

T —%7 7T ¥ i%at ADV_TDS.2
A A %IJﬁH%EMﬁ4 B A AGD_OPE.1
YA Ffoe & AGD_PRE.1
FEA O B ALC_CMC.3
FLAEFR B O CM HiPH ALC_CMS.3

FA4 TYA T AP R— b Bl i oo X ALC_DEL.1
X a7 4 FEOMER ALC_DVS.1

BREIC LD FTA TV A I NLETADOESFR | ALC_LCD.1

A IR ASE_CCL.1

JREa VR — 3 hEH ASE_ECD.1

ST L ASE_INT.1

¥ a T X —4 > MM X a )T g kIR ASE_OBJ.2
WAL X2 T ¢ il ASE_REQ.2

txa )T EER ASE_SPD.1

TOE ZHRyfHk ASE_TSS.1

TS — D DAY ATE_COV.2

_ T AN L HEAREG ATE_DPT.1

T A b

BERET A b ATE_FUN.1

MNET AN - T ATE_IND.2

Jamm MR WEgH M Hr AVA_VAN.2
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6.2.ITEX2 T4 EHIEN

6.2.1. ITExX) T« BEEEZHIEM

6.2.1.1. HEH

X2 VT kR GEE IT B 2 U 7 ¢ R OISR E TRISR T, IT B =2 U 7 ¢ e
BN D7 L 1O EDEX 2 U T 43R FEHIHIE L TWD Z A2 /R LTV D,

£S5 X2 ToRAERAHICHTHITEXFU T8

anp

oo

i
_H'_
9

B
op

&

Xl T4 RHEAE

a7« BEEN

INIdd-1dAdD3d 'O

TIV-3LIIMAIAO O

AIN-01LdAHD'O

AdH-103HO'0
OL1ldAHO-TIVIN'O

NOIS-TIVIN'O

ALINIAYdVYO-OL1dAdD'O

ALITIgGVdvO-IMd'O

uIpe18s %

9JINIBS19S X

set.admin

set.service

®|®| ALIgvdvO-aaH-20T10

FCS CKM.1

FCS_COP.1

FIA AFL.1[1]

FIA AFL.1[2]

FIA AFL.1[3]

FIA SOS.1[1]

FIA SOS.1[2]

FIA_SOS.1[3]

FIA UAU.2[1]

FIA UAU.2[2]

FIA_UAU.6

FIA_UAU.7

FIA UID.2[1]

FIA UID.2[2]

FIA UID.2[3]

FMT_MOF.1[1]

FMT_MOF.1[2]

FMT_MOF.1[3]

FMT_MOF.1[4]

FMT MTD.1[1]

FMT MTD.1[2]

FMT_MTD.1[3]

FMT MTD.1[4]

FMT SMF.1

FMT SMR.1[1]

FMT SMR.1[2]

FTA SSL.3

FAD_RIP.1

FIA_EID.1

FIT CAP.1[1]

FIT CAP.1]2]

FIT CAP.1[3]
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1) set.admin, set.service (X, B0ty F2/RLTEY, (@) BN EINAGBEHRAH D &b
X o2 U T o EAEHNT. o X set.admin, ¥ set.service |2 TxHSATIT H L5 —EHO B+
v R, BEEF 2V T /R AFHICHRIELTWD Z & ERT,

6.2.1.2. +5 1%

FEXa VT 4RI L THEHEND IT X 2 U 7 4 eI OWTLLTICHA T 5,

® O.DECRYPT-PRINT (E§SitFV) > FDES)
AKX VT o5 RFEHE, BEALT Y v F T 7 A M T D8 E2THIH LT 5,
O.PKI-CAPABILITY |2 L W ##&B &N 72 IC 1— REHAWT, BBLT Y > F 7 7 A W% 5 H]
fl#EEM T D & . O.PKI-CAPABILITY (2 LV IC h— RInbEsE(LT U o b7 7 A V%15
T 572D E LW HimEgE (K58 2 EftEh, FCS_COP1LIZLVWKERALT Vv 7 7 A L DIE
FALEE R ENET B,
Yo TREF 2V T RIS 5,

® O.OVERWRITE-ALL (5t2 EE=HIkR)
Ax =T 45K IGEHE, HDD OF _XCOF— X iz 51 L. FIHE SR E L2 NVRAM
FOREEHREIIET S E LTEY, HIBRICEFRT 2 EHNLETH D,
FAD_RIP1I2X V., Znbx8 & T HERDIEERIEIC X > TLHEIO EOFRONE LFIH T
T DL EEET D,
Ko TAhREx2 U T 4 R IRITEHTM - S5,

® O.CRYPTO-KEY (BB 4R
Atx VT 4R HRITEHET, HDD ICE X AL TR TOT — & 2 5L R AR H L CB{LT 5
oI, BERRESHEAEERTHE L TEY, BAERICBR T 2 EENMLETH D,
FCS_CKM.1 {2k, 2=03 ) VA SAAREREICE T2 =0 X / V% HDD W54 A
J =X (SHA-1) ZF|H L. 128bit DI S84 A kT 5,
Z OB o TAE X2 U T 4 RGN SN 5,

® O.CHECK-HDD (HDD MDIE Zt:#EsR)
AREFx o U7 4 %R FEHE, RiEZ2 HDD 25 AA TWRNWZ L 2R3 5729, HDD O IEY
PEERFET 2L LTEY, TOE DD T 47 4 ORGEICERT 258 B RN ETH D,
FIA_EID.1iZ2 LY. TOE 75 HDD ~®O7 7 3 3 > OHiC HDD Z#5 L. AN ki L-5a
X, TESHTWET 7 v a &8T5,
ZOMREENRIC Lo TAREF 2 U T 4 KR TN &SN D,

® O. MAIL-CRYPTO (S/MIME ®F|FH. ES1k)
AEFx a7 4 R RTTEIE, MFP ZFA L CZ O TAF v LcHiRE A — VI Ta—VHY
WCEET BRI LT 2 2 L2 HELTEBY, BRIl T 2B R LETH D,
FCS_CKM.1 (2 &V, FIPS 186-2 |29t > 7o L ELE B T L U XA ZFIH L K 5-8E (128 bit,
F721F 168 bit, F7-1F 192 bit, F 7213 256 bit) H4EKT 5,
FCS_COP.1 2k v, FIPSPUB 197 ® AES (K58 : 128 bit, F721% 192 bit, F721% 256 bit)
ZRIALTAX ¥ > L@ 2 B{LT 5, (ZHid SIMIME ORET — #1272 5,) F-[FZEAF
(2 & b SP800-67 ® 3-Key-Triple-DES (K558 : 168 bit) ZFIH L CTAF¥ ¥ > LZ g %251k
T 5, (ZHHFEEKIC SMIME OXET— X072 5,) Zhbitmg (K58 1%,
O.PKI-CAPABILITY (2 X viplsns= IC #— KZHA T, FCS_COP1 2k v, &K5ko

Copyright © 2008-2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
42 /58



bizhub C353 PKI Card System Control Software ¥ Tra—o vk

S/MIME LA EDZAB#E (1024bit, £ 7213 2048 bit, £ 721% 3072 bit, £ 7213 4096 bit) TH 5
FIPS 186-2 ® RSA IZ L W Ak S5, M5 7 L3 Y XAOFKEX FMT_MTD.1[1]ic kY
BHFICRESND,

IO OMEEEMHFIC LV AEX 2 U T 4 KGN SN 5,

<EHEE VX 2 TIHERFT B 72 OIS BE A s >
= set.admin &

<Y —bP R V=T X o TICHERFT 27200 LB 7 3m >
= gset.service &R

<BEEOT-DOKRE, EHEMERE >
INHEHEITHIKRENL, FMT_SMR.1[1lIcE Y —bv 2 P=7 FMT SMR.1[2lic X v &
HEL LCHEF SN D, -2 OB HEEEIX. FMT_SME1L IZX W EESIN D,

® O. MAIL-SIGN (S/MIME ®OFIfE. £4)
Atx=2VT 4 6HK NI MFP 2R L CE DR TAF v LEEEGRE A —/ViZ Ca—YH Y
WCEETARICEBLEMNMT A EERE LA v E— VA A V=2 A MNEAERTAHIEEHTEL
TEBY, Avb—V XAV AMNIBETLIEEHLILETHD,
O.PKI-CAPABILITY |Z L v #kR &t 7= IC #— REHWT, FCS_COP1 2 kv . 40 24
BWChHAvE—UF A= X e, FIPS 180-2 WHET 5y ¥ = B (SHA-1, & L< I
SHA-256) Ik W AR T 5, £/ A v —VF 4 V= 2 M FROFEEIE FMT_MTD.1[1lic L v %&
HFICRE SIS,
COMREEMHFIC LAY 2 U T o RG-S D,

<EHEZ VX 2 TR T 52O E R B>
= set.admin &M

<P =R V=T 2 F 2 TIHERT 5 7T DI B 2R B>

= set.service &M

<KEHOT-ODKE, B EERE >
THHEBAITHIHEENL, FMT_SMR.1[1lIc kW —v 2 P=7, FMT _SMR.1[2ic L v &
E L LCHERF SN D, 2 6EEMEEIX. FMT_SME1ICX W RBEIND,

® O.CRYPTO-CAPABILITY (FEE{L#EexFIAT 1= DHKR— ~EE)
Ax =27 o5tk GEHE, TOE SO T 47 4 THDHREBLIERIZ L Y, HDD WNIZIRE S
NHT—2 W5 bT 570 08EEZ TOE BV R— 1425 LTEY =T 17 4 OEME
EYR—bMT2ZEE2HETHIHREMEDPLETH D,
FIT_CAP1[1ic LV | K BALEAMRAFEEL T H I 5{biReICxt LT, HDD OF XTOT —X &
FALMSRE CRBE S 572D OV R — MERE A BT 5, S Ic VLY — R,
FIA_SOS.1[3lic L v S Akt &, FMT_MTD.1[1], & O° FMT _MTD.1[4]ic X W ZE1EE D
BHEIRESND,
COMWREEIIC Lo TARE X 2 U T 4 kIR EHIM - &N,

<EHEE VX 2 TICHERFT B 72 OIS B 7 g >
= set.admin
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<Y —bP RV =T B F a2 TICHER T D7 DI LB e B >
= gset.service &R

<BEEOT-DOKRE, EHEMERE >
INHEHAZLT O &ENT, FMT_SMR.1[1JIcE Y —t2rzr =7 FMT_SMR.1[2]ic & v &
MEL LTCHEFF SN, -2 OB EEEIXZ. FMT_SMELIZX W BESIN D,

® O.LOCK-HDD-CAPABILITY (HDD O w4 #EE%F AT 3= DY HR— FEIE)
KXo UT xR 5T, TOEAND= T 47 4 THDH HDD IZL Y, RE I N7z MFP LIS+
WHDRIERT 7% A% G T 570 08E1EEZ TOE NI R—+45L LTEBY AT 1T
4 DEMEE D R— T D52 L2 RET IHEHNLETH D,
FIT_CAP.1[2liz X v . HDD REH 3% HDD = v Z#keicxt LT, HDD 2 v 7 XA T — RDOZ
B 57200V R— MEfE, HDD v v 7 Be& fEbk 3 2 720 O R— MEfEE2 84 %, HDD
oy 7 XA T — Kk, FIA_SOS.1[3lic X v S E A #EE & v, FMT_MTD.1[1], K& O°
FMT_MTD.1[4lic L 0 Z O%EITEHE IZRE S D,
T OBREEMHIC L o TAREX 2 U T 4 R EHTH =S5,

<EHEZEX 2T ICHERT 52O E R >
= set.admin &

<P —VCRZU V=T EEX o TICHERET A7 DI LB A B>

= set.service &

<KEBHEHOT-ODKE, EEERE >
INHEHEITHIKENL, FMT_SMR.1[1ICE W V—bE R V=7, FMT SMR.12lic Xk v %&
BHEELTHREF SN D, -2 0EHMEREIX, FMT SME1ICXVEEEIND,

® O.PKI-CAPABILITY (PKI#8E4£FIAT 31=HDYR— FEIE)
AKX oV T 4 &K IFEHE, TOES O T 47 4 TH D FIA_UID.2[3lIc L v sl s hi= IC
—RIZED, ZEOGETAXy o LIZEBOS{LEEL, KOS TY) o T 7 A VE2E ST
5 EEEDE S EOBEELZ TOE BNV R— b2 LTRBY =T 4T 4 OEEEZ Y R— b
THZEEBRET DHEMHNLETH D,
FIT_CAP.1[3lic kv, IC I— FAREH T2 PKI BEREICH LT, A¥F v v LIZE#., ROk
TV N7 7 AN%E PRIBSRE CULEE S 5720 O R — MEREZ EBLT 5,
ZOMREENRIC ko TAEF 2 U T 4 KR TEHTm - SN D,
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> setadmin (BEBEZXaT7ICHBETIL-OIRELGEHDEY )

< BRI OFFEAE >

FIA _UID.2[2]. FIA_ UAU.2[21Ic k0 . 77 B R T ARHAENEHE TH D Z & ik nmnE@‘Zo

FREEIZIE, FIA_UAU.TIZE YD, RRNMVRESINTZT 4 — KRy JIZAJ1E 1 XFT LT “%7

L, NAWE%%T—M“ZD

FIA_AFL.1[Bic X v . 2o Bi8IT LI ARRIRERED 5 A1, %%®£\5@WN?Wﬁ%®

ﬁ&f®kﬁ§H%%7L FIA_AFL.12lic kv | imLTTﬁﬁmﬁﬂL@m(kﬁtﬁ

ETDH L, BEIEH THI itl77f7b DIBEEBLE AT — REFIH T2 X CTOFRAERE

y&#éo;®m/7ﬁ *ﬁOHmN&&ciéTDE@E@KioT%%%E#%ﬁé
ﬁ@%mﬁﬂ/7ﬁﬁﬁ@ﬁ& IR EN S, FT-V—E Ry V=TT LA G PRE TG
@U/ﬁﬁﬁﬁ EQENMEIZ L » TR S LD,

ﬁﬁ%mn BT D ARIFRFE DRI T AR T & 2 FRFEFRALEIE D BIE D F% & Jo OVE B FRAE =

7ﬁﬁigmnjnnﬂﬂ_;@\m@%ﬁﬁm%ﬂéﬂéo

<FHAFRFESNEHEDOE v a VOER>
BFREE SN EBE O v v a COFK X, SR Aahbu A v LESEIE FTA_SSL.S
WX, "X A— e A 7RRARE L%, By ar a2 T T2 LIk o T, ARE
oy va VEERICHED Iﬁ(a{é@%/\%ﬁﬁéﬁé EIZEBAL TWD, ek <x At —ha s
TR OEE X, FMT_MTD.1[1]iz BEEICHIRE SN D,

<EHHF OFIHEROEHE e &>

BEF SAT — K%, FIA_SOS.12lc kv, SESKRIESN D, FEHE AT — FOEH X

FMT MTD.1[2]ic kv, HFEER O —E R =T ICHIR S5 EEE N EIRE AT —
REEHT58551%, FIA_UAU.6 IZ& Y fBiEEDd, ZOFGEIEZEW T, FIA_AFL.1[2]iC
L0 U CRRPIEERED EIRME (1~5[8]) (2T 5 &, AP Chivuin r4 7 L, LIRE
HE OBFRIREZ MR L, EHE ATV — RE2FHT TR CORBEEEZn v 745, Zon
v 7 JRREIX, EIR OFF/ON 72 X2 X 5 TOE ORENC X - THERISRE N 21T S, BELHFRRER
v 7 BRI AR R I bR S B,

<KEHOT- D DORE|, EIRRE >

INSEHEZIT ) &EENT, FMT_SMR.1[1lIc kv —b 2= v =7 & FMT_SMR.1[2lic L v %&
HE I CHER SN D, £ 2 6E AL, FMT_SMFE.1 (2 X v & sh., FMT_MOF.1[2],
KO FMT _MOF1[BlIc kW 2055 WA EHEND,
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» setservice (F—ERI VS =72 tXa17IC#HBT52-OIRELEHDEY )
<Y =RV =T OFRBIGREE >
FIA_UID.2[1]. FIA UAU2[1lIic LY., 77 B AT RRHAENRY — LR P=T THDHI &%
R BIFRRET B,
FRREIZIE, FIA_UAU.TIZX D, RNRVR#ES N7 4 — RNy ZIZ AT 1 SCFT L2 “%7
KL, WEEx YR — 15,
FIA_AFL.1[Bic L v | KREDJE, 5 R/ SF AN E DT R TOANZA 2 L, FIA_AFL.1[1]
W& R U CARRREERGEDS EIRIE (1~5 [B) (2T 5 &, Rith ThhiIr 747 L, CE
NAT— REFIHT 2T XRCORGEREEZ 2 vy 7 $5, Zory 7 iRkEElL, CE #FikiEr v 7
FRERISBE N FEAT ST, CE PEET w J R ARl B LR E NS,
-t 2T V= 7mu B D ARRDFEFEDORITE T & 2 iR AE KRR 5k o B E O 7% 1%
FMT MTD.1[1]ic X Eﬁ%‘t FIZHFRT &N 5, CE #irn v 7 oz EiX. FMT _MTD.1(3]
Wk, =Rz o=T7EHICHTEN D,

<H—bRZUV=T ORIHFEROEH L >
CE R2U— Kix, FIA_SOS.1[1lic kv, WE HIFESN b, CE XRTU— FNOEF L

FMTMHNIW&D %~szy9% ﬂ@éhéoi#FMIMUG i@ﬁmﬁéh
%, Z ORI WT, FIA_AFL.1[1]ic . e U CANARIHERGEDS EIRME (1~5 [A]) |

—9)—6 & "j‘*‘]: XI//-—7®RALQEE’H_\‘ é’ﬁ’«#lng‘ L/T CE /"R T — ]‘ %*Uﬁﬁjﬂé—g}—/\*’c@wuuﬁ*&
HB%D‘/7—§—§) Zbnr /7«5_\‘ Ix. CEwun 15%%!:‘:"/7%5[:&%1% bﬁ)%ﬁéﬂf\ CEmquD v 7
MzRiET 2 L fERIND,

<KEFLD T DOEE], EPREEEE
_h%ﬁ@%ﬁﬁﬁﬁﬁgMHjMRﬂﬂKiD%~EXiVV:7&Lfﬁﬁéhéoik:
nHEHEEESGEX, FMT_SMF.1 (2 X v & &, FMT_MOF.1[1], X' FMT _MOF.1[4]ic L v =
DEHENNEHEND,
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6.2.1.3. ITtEFx ) T4 BEEEHDIKREE

IT &% = U 5 ¢ BEETEME 2 o — % o R OKAFIIR 2 FRICRT, CC — |k 2 THESN DK

FPEAGG T2 S TR0 A

[ ST 28T 2 AFBIR) OWRIZE OB 25k T 5,

xR 6 ITEXa) T HEERHD K- FOKEFERZ

N/A : Not Applicable

A ST DHEEE 4
I iR—R2 b

CC/N\— k2
DIRFFE

A ST =& 1T B i&FHEZR

FCS_CKM.1

FCS_CKM.2 or FCS_COP.1,
FCS_CKM.4,

FCS_COP.1 (—#=HEHRD M)
M7= LT b ES  BUESRAER T LY X ALY
AR ENT-HEBRET L L

<FCS_CKM.2 or FCS_COP.1 #—#ii7= L TV ER
>

- a=%3I /% HDD WEAbks S8 ) XA
WXV AERINEZ#EZH W R 5 BED
FIT_CAP.1[1lic & v IT $]REEIC k- TiTbid, TSF
IZORERNEZFHTZ20HTH Y, BT R OR S 1E
DOREVET 2,

<FCS_CKM.4 % L 72 VB >
CERESSRAER T VT XA Ak a g, —
REFQIZHEFREME D & 2 FLIBTEIRICAHAET H LB HILD
DB, AN ST 7B AT D HENEL . BB
SNDTOWIEEBET HLEHEIT 0,
- 3= /% HDD 5t S@AERT LT Y XL
WX VAR SNZ#IL, RESINDT —FDEHILE
WHNRE SND, ETREEER~OEEOT 7R
IEREECTH Y | B EEIE O LENEIT A0,

FCS_COP.1

FCS_CKM.1 or FDP_ITC.1
or FDP_ITC.2, FCS_CKM.4,

FCS_CKM.1 (—HEROH),
7= LTV AL - SIMIME 2EF — & O E{bo7-
oI AR TS L,

<FCS_CKM.1 or FDP_ITC.1 or FDP_ITC.2 Z—iifi7- L
TUVWRWERE >
BTV N T s A NVDE S EAT O LEEIE
FIT_CAP1BIIC L Y A > R— 572, 4R, 4+
EMNH DA iR — h DB,

« SIMIME {5 7 — % O BAL D 7= D L@k o i =1k
21T 9 ABgEIT FIT_CAP1BlIIcL W R—FhEN D
728, SEAERR., BN E DA R — N OB,
A=V HA T2 A NDOERIZHNDE A -V
ERFEADLET—ZFDOLDOTHDHI-D, HERK.
SERDNS DA IR — F DB T 720,

<FCS_CKM.4 % L2 WE >
+ SSMIME 57 — % Ol 5k, KUK E7 Y o b7
FANDES, A=V F A=A FOERITHND
LEHE, —BRRRICHEERMED & DB AET D &
EZHLNDN, BN ST 7B AT HLENES | H
FAIEIE S N D I DA B BT 2 LB,
« SIMIME ({57 — & Ol At 7= O @gk O w5 (b
AT O MBI ABER TH Y . st LB
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R ST DHEEEEH CC/8— k2
! TIZHI %
avR—%Y R DR A ST 2B+ B K7ERHZR
1E7R0,
FIA_AFL.1[1] FIA_UAU.1 FIA_UAU.2[1]
FIA_AFL.1[2] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[3] FIA_UAU.1 FIA_UAU.2[1]. FTA_UAU.2[2]
FIA SOS.1[1] L N/A
FIA SOS.1[2] 7L N/A
FIA_SOS.1[3] L N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA UAU.6 L N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.2[1], FIA_UAU.2[2]
FIA UID.2[1] L N/A
FIA_UID.2[2] L N/A
FIA UID.2[3] L N/A
FMT_SMF.1, FMT_SMF.1.
FMT_MOF.1{1] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1[2] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1[3] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1[4] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1{1] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1[2] FMT_SMR.1 FMT_SMR.1[1], FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1
FMT_MTD.1[3] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[4] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 L N/A
FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]
FTA SSL.3 L N/A
FAD RIP.1 L N/A
FAD EID.1 L N/A
FIT_CAP.1[1] L N/A
FIT_CAP.1[2] L N/A
FIT_CAP.1[3] L N/A

6.22. ITExa T REIEHENR

A TOE 1%, WBEA - NBY - B 072t 2 U 7 ¢ 2 felk L2 BREEICRE ShAIH S h 5 708,
AKTOE 2T DBRENCB N TR IZNELRIEST 20 E N DD, —fRiepaisEEame LT
PEREAR, TOE BFHFICES < T A b MEEMEESIHT, MEgsPEDIRRA T STV D MERH Y |
F PR EREOHIE, TOE OMAER, X 27 REMNFHRELPMOENATVD ZENEEND, 1
S TR RAE L~V S D BEAL3 ORI RN TH D,

REB. PRAEEMAKAEESTIE, Ny =Y Th D EALDNERENTND2D, ZETHDHE LT

ARG T,
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7. TOE ZE#yttk

TOED ¥ = U7 4 MRS L W ENANATOED X = U 7 4 e Z LI To £ 7TICC— &%
I, ALRREERNIE, BB OIEIC CHIAT 5,
&7 TOEQEFXa T BEAMEENFO—E
i 5 TOE Ot * = U 7 1 khe TOE im BRI & DBt
7.1 | FADMIN (& #igf6e B R
7.2 | FESERVICE (¥ —t ZE— RFfE) P—bRT V=T HERE
7.3 | FECARD-ID (ICH — RikhI%#E) FEAREHE
7.4 | FPRINT (554> U » M) N
7.5 | FOVERWRITE-ALL (4fgi |3 & HiREE6E) B R
7.6 | FCRYPTO (/584 plii&RE) Z DO OIEHE
7.7 | FVALIDATION-HDD (HDD#zEHRE Z D ORERE
7.8 | FRESET GEAEIXIEEY &~ Fie EWEERGE, bR U= TR
7.9 | FS/MIME (S/MIMER; 5-4L B R fE N
7.10 | ESUPPORT-CRYPTO (I 5k Febi 45— M FEAE) Z D ORERE
7.11 | ESUPPORT-HDD (HDDw= » 7 @8i{EH A — MErE) | = DM oOKEE
7.12 | ESUPPORT-PKI (PKI# &— hfE) Z D OBERE

7.1. FADMIN (EIEE#EEE)
FADMIN &%, SRR AMNST 7 AT HEBEE— FICRIT 2 EHEHNIZRHERE, BRE (X
— ROEFEREOEX2 ) T EHBEE L W - EHEDNEET S —HOEX2 ) T A HEETH
50
7.1.1. EEEH AR

BHET— F~OT 7B RAERICH LT . T 7 AT ARAZFLEHE TH D = & 2EBI R OEEE

T 5,

O K SILRENAXNY T IV IMNERAEFENRRT — NI L VFT AEHERIA =R L5 12
45,

° Mfﬁ@%/ex T—RANDOT7 4 — RN 7213058 “%7 ZiKT,

® SERRIZHENT D &, WREREIEE Y By FT D,

® FEREIZRENT B E NN D D AT E 5$/F‘ﬁx SENEPRAYAN

@ HHIFE /N 2ZA T — REFIHT 2 HRGEERE IS BTl L C 1~5 [A1H & A B38GE R E mnd 5 &
BEENRAT— REFHAT 5T R CORGHEEZ v 7 35, (FHEET— R ~OT 7B AZELRT
%
> REEEEEIE. NET 7 & A HERER EMREIC L0 BEENIEET D,

® BirtrED o v 7 1%, FRESET 2"#{ET 5, £721% F.SERVICE |Z31) 2 EHEETRIHERED o v

7 FREREERE DN AT SN CTHRRR & 5,
DL i X v FIA_AFL.1[2]. FIA_AFL.1[3]. FIA UAU.2[2]. FIA UAU.7. FIA_UID.2[2]73 55,
b,

Copyright © 2008-2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
49 /58



bizhub C353 PKI Card System Control Software ¥ Tra—o vk

7.12. EHEE—FOA— FOT A THEE
INRANNEEBRET— RIT 7B AR TREIVA— b a 74 78 ERILL B SO EZ Z 1)
o T=EAE. BEI \_”Sfi%‘%** Krwa 4745,
VL EIZE Y FTA _SSL.3 BNEHIN D,

% 8 NRAIT—FICHAINEZXvI945 L4 ®

PSS Hi *v594
EBESAT K (0~8 H7) AR A EE 92 ST §1 b R AT A
‘CE/AAT— R 8 Hi Sl A 92 SUF o 7 b BT A
ALY — K 20 7 A 83 3000 P10 b R THE
+HDD = v 7 "2 — R

7.13. EEEE— FICTRHE I HHEE

BHET— R~OT 7 2 AERIZBW CEBEBRFRGEEREIZ L Y EHE & U GRIEREEND
L. FABEEZRITT 22 A7 ICEBERBIENEES T S, L/LTODT%%VE\ HEREDOFI AN S5,

7.1.3.1. EEENRRT—RKDLEE

/\Z\}l/'; V)ﬁi@%f&)é &%ﬁwunﬁéﬂﬁ_ = WE—T}Z)
® % 8| \_/j"éj/b}:)ﬂ?v\?77&75)6726*5’5%%/\2‘7%}\ V)ﬁ:wuui‘t—a—ér‘ﬁﬁgﬁmunﬁ){ﬁ PN
it 5,

® [HERGEICRENT B &, FRERMEIEE Y &y b5,

® HIGETIL, AN BLDT 7 ADYE, BHESAV—RANDT 4 — Ky 712 1 54
“k” BT,

@ HHFE NAU— REFIHT 5 F ARSI WOk LT 1~5[aH & 72 H3REFRR A a4 5 & |
INENINGT 7 AT AHEHEE— b%m7ﬁ7b BTHENRRAT — REFHAT DT TOFRG
Hrer vy 35, (BHEEE— F~0)77sz%$ﬁffréo)
> RARIEIEBIEIE. RIET 7 & A8 H R ek A D IEEEINEET D,

OWWH%b@H/5i\Em%ET#@¢Té\itiFSﬂWMEGk T B RIS RE D 1
7 SRERHERE S AT S CTHRBR T 5,

O HHREINDIEHE AT —RIHR SOEHE AT — RIREINDIHN ., T+ T 7 X0 HHE
ENTWADZ L ERIET 5,

Ul blz kv FIA_SOS.1[2]. FIA_AFL.1[2]. FIA_UAU.6. FIA_UAU.7 . FMT_MTD.1[2].

FMT _SMF.1, FMT _SMR.1[2INREH S5,

7132. RE7YV ERBERDEE

° TIETU‘EZ@EO)E"'E

POREEREEE LB RE D AR, M OMERY 2R ET D,
o TIE77tX1‘ﬁ&F:ﬂﬂE0)EQE

ORI EER IERSREIC I I DA ET 7 A HEEZ 1~5 B CTHRET 5,
o EMETIA Y 7H%FH'1®EQE

% 81, kFaUTFAMBEE LTRAD SR T — REMAETRT DO ThHD, Lo T/RRAT— RRRIZKE LTV Dh

BRAFSN TV D X% 77 ZARENTWVDN, B v T 7 Z BRI AIRER 7 — ZTFFR S D,
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FHERFER v 7 R % 1~60 43 CRET 5,
Pl Eiz X v FMT MOF.1[3]. FMT MTD.1[1]. FMT_SMF.1. FMT SMR.12IRZEHR N5,

7133. A— rAOST A THEEEDETE

F— b a VA T7HRBIZBITARET — ¥ Th D/ 3%V A— ~a 74 7K & LT SR 3 Re &
TRET D,

® LA — hu F A T c1~9 %

Pl ki X v FMT_MTD.1[1], FMT _SMF.1, FMT_SMR.1[2]"EH SN 5,

7.1.3.4. HDD Ay ¥ ¥4 RED IR TEHERE

<®EERE ON>

OFF 75 ON IZT 588, HILSRESND HDD 1 v 7 /SA T — KNRLLFOME 27 LT 5
ZEEMRRET D,

® ¥ 8OHDDm v 7/ RAU— RIZREINDHHE, v T 7 XD SN,

® 1 ODX T U X THERIINZ,

PL iz kv FIA_SOS.1[3], FMT_MOF.1[3]. FMT MTD.1[4]. FMT_SMF.1, FMT_SMR.1[2]73%
Bahb,

<HDD 1 v 7 /SA T — RZEH >
HDD v v 7 "AU— REEFET 5, BEREIND HDD 1 v 7 X2 U — REffiv, HHFETH D
ZEEERFES N, HOoFBRBRESND NAT — RRWE AL WA E5E, £FET 5,
® £ SIIREINDIXF¥T7 706 5HDDe v 7 AT — RERAETAHDDR v 7 /XA T — RF
HBAN = AL wRMT 5,
® WATIE, HDD v v 7/ /NRAT— RKAND T ¢ — RN 7121 LFE*R"EIRT,
® HHREEIND HDD v v 7/ /RA T — RFLU FOME 272 LT\ 5 Z & 2REET 5,
> F 8OHDDu v 7 /XA U— RIIRSINDHHE, ¥ 77 X hbfEksns,
> 1O0Ox v 77 X THRSLRW,
> BITERXEINDMEE —FH L2,
YL ki kv FIA_SOS.1[3]. FIA_UAU.7. FIA_UAU.6., FMT MTD.1[1]. FMT_SMF.1,
FMT_SMR.1[2]3FEH X5,

7.1.3.5. EEEL#REDENERE

CXIE b 24T 9 W B LA AS MFP (235 STV B34 O R HEE )

<®EEERE ON>

OFF 76 ON IZT 256, B LS RESNLHE LY — RBRLLTFOME Zi/2 LT\ 2D Z & &ML
L. FCRYPTO R347&8 N 5%,

® % 8D LY — NITREINAHEL., ¥ 77 Z0bER IS,

® 1 ODX ¥ T U X THERINZ,

PL kiz kv FIA_SOS.1[3], FMT_MOF.1[3]. FMT MTD.1[4]. FMT_SMF.1, FMT_SMR.1[2]73%
Bahb,

<WEBALT — FEE >
ALY — REZET 5, BUERE S AMELY — Faf, FHETHo 2 LTSN, A
SHFHRE SN BHERALY — FRBE AT LTV 5 AICEE L, FCRYPTO B%IT S5,
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® K SILRENDF YT AMDLRDHMEFALY — RERAT DR 5T — RIS A b = X &t
T2,
® WAETIX, KR LT —RATIDT7 4 — KX w 721 XFHE “*7 #ilKT,
® THRE INDHEBLY — RIZLL FOME 27 LT\ 5 Z L 2 MiEd 5,
> £ 8D FLY — FITRESNDHH, ¥ T 7 2RI ns,
> 1O0F ¥ 77 XTI,
> BUERESNDMEE—E L2,
YL ki & v FIA_SOS.1[3]. FIA_UAU.7. FIA_UAU.6. FMT MTD.1[1]. FMT_SMF.1
FMT_SMR.1[2]3EH S5,

7.1.3.6. SIMIME £ {EH#EED R TE

EWHE D RIET S SIMIME BHEICBIMR T 2 868EIXLL F 0@ v,
® T UHIELNGORE

S/MIME #Ref|HIke D7 ¥ 2 )V E4 2 BT R, FERERIR, K OVE ITHEZ ) bR ATHE
® S/MIME i SALiRE (BT /=) X N) DR
® SIMIME 2 vt —U AP A OFROT NI Y XLEHE

PLEIZE Y FMT_MOF.1[3], FMT_MTD.1[1], FMT_SMF.1, FMT_SMR.1[2]35EH i 5,

7.1.3.7. NRTJ— F{EAML#EBEICBRE T S BERE

BHENEET 5527 — ROWHULICBERT 28mIT L T 0@ v,
o &fEik b3 X HIFREERE
AEE O EEXHIBROFEITICL Y, BEESAY— K& TR O WHE

BT D,
LI kic X v FMT MOF.1[2]. FMT MTD.1[2]. FMT_SMF.1., FMT _SMR.1

PALREST RSy g

7.138. X2 T« ICET SBEERTEREE

EHEPBET 28X 2V 7 0 IZBET 28EREMEITILL T O@EY,
® Xy NU—U D DEBEKREOHR, K OELiE

Xy hU—=ZInbOEERELZANMET D EICLY ., Fy b U — 7 RHE TOBEREHERENF]
HArREL 725,

YL Bk v FMT _MOF.1[2]. FMT SMF.1, FMT _SMR.1[2IREH I 5,

7.2. FSERVICE (4 —EXE— FigE)
FSERVICE &%, SRIANET 7 AT A —ERAE— RIBIT A —bE 213 =T7ikBIERE
HHE, CE SA T — ROEBESEHE NAT — ROERR EDOEF 2 VT 4 HEMEL W oloh—1
AT N ET A O X2 U T A HEETH D,
721 H—ERIT VO =7 H IR HEAE

NAAPEY =B AT = N DT 7B AZRIZH LT 77 B AT 2R HE L — Az V=T
THDHZ & a2l L UREES D,
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S

R 8IITRENDIXXY T XM RDHCENRAT— RIZKVFIET HCERFEA = X L5335,
CE NAT—=RANDT 4 — RNy 7121 XFH “*7 ZikT,

PRREICERTh 5 &, RRRERMEEAE Y vy R 5,

RARCRIT B &, RN ED AN % 5 BEZ AT 20,

CE INAT — REFHT 54 EGEERE IZ B W Tt LT 1~5 [l H & 72 238GER A 75 & |
CE /{2 T — F%%Uﬁﬁ#éﬁ“&f@mﬁ% Exnv /45, (W—ERE—FR~DOT7 7 ERAEHER
T5.)

> REUEEEEEIX, RIET 7 & A e B ERRRIC L 0 FEE D IEET D,

HAEERED 1 v 7 1%, FRESET 2 #ifE L CTRERRT %,

L EIC kv FIA_AFL.1[1], FIA_AFL.1[3]. FIA_UAU.2[1]. FIA_UAU.7. FIA_UID.2[1]»332%
nod,

722 H—ERE— FIZTIE S h B H#EE

P—ERAE— R~DT 7 EAERICBW T —E AT o =Tk LY  — 2

=7 ELTHNERRES D & IT ORI AT SN D,

7.221.CE/RRT—FDOZLHE

%3
°

P —bE AT =T THAII L AHEEIN HOFHREIND AU — RN RE - LT

G, ERT 5,

F BITRENDIF Y T I EZNBRHCENAT — FIZ XV FHRAET 5 CERRGEA I = X A & fft4

Al

FBRRGEICRI 5 &, REERMEEAE Uty R 5,

FRRGETIE, /\Z/lxﬁ\%@?ﬁ?%@%ﬁ\ CE RAU—RASTDT 4 — RNy 7|21 54 “%”

AiRT,

CE RAU— FEFIHT D5 RSSO i L C 1~5 Bl H & 72 2R8FER 2 42 & |

/\Z\/l/#B?’ﬁJzX*Téb“‘tX{—%I\%D&ZL7L CE AU — REFIHT 5T~ TOFEFHE
BExay /35, (P—vRAE— %«@77?%%#@7#60)

> REUEIEEEIX, RIET 27 & 2 B E RIS L 0 FEE D EET D,

Wil rEoa » 713, FRESET ﬁx@jf”ﬁbfﬁsfﬁ%a“é

FHERESNDLCENRRAY — RIL £ 8 DCENAT— RIRINDHHHER, v T 7 2 bk S

TWDZ EERIET D,

YL kiz X v FIA_AFL.1[1]. FIA_SOS.1[1]. FIA_UAU.6. FIA_UAU.7. FMT_MTD.1[3].

FMT_SMF.1, FMT_SMR.1[1IREH x5,

7.2.2.2.

7.2.2.3.

EEENRT—FDERE

BHENAT— REEHT 5,
Pl iz X v FMT_MTD.1[2]. FMT SMF.1. FMT SMR.1[1IREH S5,

EEEDMAEED O Y Y DERR
EEEERGERME B Z 0 7 U T4 %,

TIEANT Y 7 SPLTWVIUE, 2y 7 BMERENS,
PLEICX v FIAAFL.1RIDNEHR SN S,
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7.22.4. CERRIA v U BREOETE

CE Aty uIEfJ b4 7 Hﬂ{tfﬁ% 1’\’60 Eﬁfﬁﬂj—é
Pl iz v FMT MTD.1[8]. FMT SMF.1., FMT SMR.1[1]3EHH Eh 5,

7225 H—ERI VO FRAMEDETE

P—EAT V=T REHEEEDO AR, B ERET D,
PLEiz &Y FMT_MOF.1[4], FMT SMF.1, FMT SMR.1[1]1»R%EH =5,

7.226.TSF T—RIZHET HHEENDEE

P —E AT =T BEET H D TSF 7 — Z 284 A HREIZ LI T 0@ v
® HDD 7 4+—~ v MEEE (W7 +—~ > )

HDD (27 7 A V¥ AT N CHIRT 58 BT — % OFIHME % # A TR e,
® (=% T A AHHE

NVRAM (ZE XA EN 5 K FREM A2 T HARREEIZ 372 0 ORERE,
® AT ARkEE

RC-232C %41 L= U 7 AAER BT OISR D 2 7 F o R 54T 9 BEEE.
® =[EZWitkEE

MFP OH R — bt —Li@E L, MFP OBIWEIRRE, FIRIES OSSR EH 2 5 PR3 D% RE,
® (X —xv NEH TOE 5 #Hiikie

Ethernet #J1 L C TOE # # v v 11— N4 5 HERE,
Pl Eiz kv FMT_MOF.1[1], FMT SMF.1. FMT SMR.1[1]13FEH EN 5,

7.3. FCARD-ID (IC h— FERI#aE
F.CARD-ID &%, 547V v MBE. & X Scan To Me HEEE A FIH 4 A EIIZ MFP |25

TW5 IC 1— R% MFP 23554 o8B TH 5,
LLEIZ XY FIA_UID.2BIAEE S D,

rw
Nk
B

7.4. FPRINT (RS 71 > F#EE)

FPRINT &%, K57V v MERBRICEB T 2tX =2 7 4 HEETH S, FIRIERIEICRIL T,
F.SUPPORT-PKI (Z £ W AT L7- i@ (W54 (2 X 0 @50 pREfET 5,
etV v N7 7 A NEEET D00 bmEsE (K548 (168bit) 1L, SP800-67 (2L > TH
fE SN 3-Key-TripleDES iIZ L » CTEZ S5
YLz FCS_COP1 NEHSIND,
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7.5. FOVERWRITE-ALL (£f8i8 & = HIPx#aE

F.OVERWRITE-ALL & (3, HDD O 7 — & $3(Z 1 S bR 2 5174 5 & 362 NVRAM (Z3E &
NTWH/RRY — NEORRBEEZ YIS 5. HIBR, if:aifm,ﬂ;ﬁftémé&%ﬁ% T T O Y T
%o

<HIfgEhHx% : HDD>
R (A I N S %

® REWIET 7 AL

® HDD FArEg~ 7 A v

® [H{RRH T 7 A L

<WVHIEINDIFER : NVRAM>

® FHHZ/NAY—

® HDD = v 7 iten @R E (OFF) « « «HDD v 7 RAU— KRH{EIN D,
K AL EERE D ENERR E (OFF) < ERET — R ESNS,

HDD(ZEF X AL T —# | FZ AT EHIFRTT UL, FADMINIZ B W TRRE S5 il k&
EHIBREEREDIHE T (R 9) IS L THEITSN D, HDD R v 7 BE6E, W5 5L REITEER E A OFF
INDHZELITEST, BRESNTWEZHDDR » 7 XA TU— R BE(LY — RBFHTE R D,

UL EIZ& Y FAD_RIP1 A FEH I D,

® 9 REHOLEZHIROYA TELEZTDHE

7K LEEINDT—FEATLZDIEF
Mode:1 0x00
Mode:2 L = &3 = 0x00
Mode:3 0x00 = O0xFF = {iL¥ = Hir
Mode:4 L% = 0x00 = 0xFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = &l
Mode:7 0x00 = OxFF = 0x00 > 0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = 0xAA = il

7.6. FCRYPTO (FEE 84 pitsiat)

F.CRYPTO L%, ==#< //waﬁ%mﬁ%ﬁfﬁ WX THEESND 2= /)% HDD K54
AT ATY X5 (SHA1D) ZFH L, HDDICEZIAEND TR TCOT —H 25T 5 72O DI
FHEEAERT D, 2= I/ VvZ HDD W58 7 /v =) XA (SHA-1) &id, FIPS 180-2 7381
ET D SHA-1 ZHH L T S#Z AR T 2703 ) AATHD,

FADMIN 2B\ TT 7 & AR S 15 S LR OBV ER E I W TR B(L T — RARIE S
He, a=H3 )% HDD WE8Er 71 3Y X4 (SHA-1) ZHAWTHB{k T — 225 128bit
BEOWSHEERKT 5,

Pl bick v FCS_CKM.1 REH SN D,
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7.7. EVALIDATION-HDD (HDD #&:F#46E)

FVALIDATION-HDD & (%, HDD (Z HDD 1 v 7 XA T — R &R E L TWHEAICB W T, RIE
72 HDD MR E STV W T & A RGE L, IESMENHER SNT-5E721 HDD ~OfiAiA A, FHE
ABEHFRTHT =y JHERETH D,

HDD (2 HDD & v 7 RS2 U — FARE SN TV 554, TOE EEiFE o HDD #ifEmiRIZB VT,
HDD ORAT — X AfRBEAT S, AT — X AREROFER, HDD 1 v 7 /XA T — RBRHENICHRE S
TWDZENEINFEAIE, HDD ~O7 7 A% A L, HDD B v 7 XA U — RRHBEINT
W Z ERESINHGEIX, RERFREMERH D720 HDD ~O7 7 B A2 ST 5,

PLEI2 X v FIA_EID.1 NEH IS,

7.8. FRESET (FREELEaE% v FHERE)

FRESET & [ H@'@%wuuﬁ CE LI i\DlI\TTjjlj/}‘D/y L/f\_ j]'j/]\bfuuuuﬁgi
lEgaE )y LT, vy 7 2RI HHRETH 5,

O CE RiI#ae 0 v & fERR LR 4EBE
FREREIC L 0 3T 3, CE Gk m v 7 K[ #2 12 CE BRGED KM Z 0 7 V 7+ 5 Z LIk b
vy 7 BT 5,
PLEICX v FIA_AFL.1IAEHRH SN 5,

© EHEDIMEED v U ERRNIEREE
FHEJRO OFF/ON L0 E 73, FEERIE D » 7 R % ICEBEERIEORWEEZ 0 7 V735
Zlickvuey s 2ERT 5,
YLz X0 FIA_AFLARINFEI SN D,

7.9. ES/MIME (S/MIME B§& 0325 8E)

F.S/MIME &%, (2D T) A% v L-H{##E% SIMIME Ca2—VBEFIZEET LI, A%y
LTEWgE RS L, KOBEA T AMETH D, BA LKL F.SUPPORT-PKI 2 XV IC 71— R3MT
I, AHEEICBWTERAICHWA A v —UF A P A MEAEKRT D,

5 - S AR Bl >

® FIPS 186-2 WHET 2B MELE AR T VTV XA LY | AF v v LEEEBREZRE BT 57200t
e (W) 2R 5, (R 58ER 1%, 128 bit, 168 bit, 192 bit, 256 bit DWW\ Tdh 5, )
LIz FCS_CKM.1 REBREND,

< AF ¥ EBOR B>

® XXy L7mmifgix, @ (RrE8k) (128 bit, 192 bit, 256 bit) % T, FIPS PUB 197
Lo THESIND AESIZ L - ThHfE{bEn 5,

® X%y L7-MEGIE, Homgd (K28 (168 bit) Z VT, SP800-67 k> THESND
3-Key-Triple-DES |2 L - THAfb s b
PLEIZX Y FCS_COP1 NEHEND,
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7.10.

7.11.

<Wg S 8Os 5k >
® XXy LIcEB A SbT D7z odtimst (58 1%, FIPS 186-2 3 EIET 5 RSAIZL Y,
Kb d,
® ~ O FSUPPORT-PKI IZ L Y FIH S A ABRSEOHEE X, 1024bit, 2048 bit, 3072 bit. 4096
bit DWFNNTH S,
PAEIZE Y FCS_COP.1 REHIND,

<AvbB—UHA Tz A NERE>
® XXy L7-Mifgix, FIPS 180-2 BHlET H /vy v =B (SHA-1, & L< X SHA-256) T &
N, Avb—UX AP AMBEREIND,

PLEIZX Y FCS_COP1 NEHRHEND,

F.SUPPORT-CRYPTO (BES1bEMRHYR— Mae

F.SUPPORT-CRYPTO & (%, TOE » S5 SALEARIC X DHF S LSRE Z BES T 5 7D OEEETH
%,

HDD ICEXAEN LT RTOFT—Z 2% LT, FECRYPTO |2 & W ARk & 7= 54t 4 i S b AR
W2y b L, BRI TR BB 24T 5, F72 HDD oA S oS ST —
ZIZX LT, R FECRYPTO IZ X VAR SN E#EAE2RE SLERICE v b L, B LERIZT
HEEWEE1THE D,

PLEicX v, FIT_CAPIINEHR S,

F.SUPPORT-HDD (HDD B % #){EH7K— - H4EE
F.SUPPORT-HDD & (X, TOE 7°5 HDD IZ X% HDD v v 7 A EIES 570 ORETH 5,

<HDD ® & v 7 JRHE % R FRALEL >

MFP 2@z, HDD @ HDD = v Zffelc L B v v 7 REEA RIS T 5 7= O OfERALR 24T 5 .

® HDD 2% LT, NVRAM IZf£&E SN TWwW5 HDD 1 v 7 82 T — R & W TR LEREER 2 i
T 5,

<HDD v v 7 /S AT — ROZEF|ZHS L >

FADMIN 75, HDD 7 v 7 /82U — KOEFUFRE R 217 9,

® HDD (2% LT, NVRAM ICf£EENTWAH HDD 2 v 7 82U — R E#H LWHDD 1 v 7 /82U
— R& HWCETAIRE R A L 5,

PLEIZE Y FIT_CAP1RINEBIN D,
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7.12. FSUPPORT-PKI (PKI HH— #4E

F.SUPPORT-PKI & (%, TOE 75 F.CARD-ID (Z X Vil s 72 IC 1 — RZEMESE 5720 Dk
RTHD,

< S ALEAE >
® oI/ dkmeE (58 % IC 7 — RIZEfT L, IC 7 — N Tl (K58 s
HafTht, ELES Lol (o) 205,

B ALERAKHR >
® FSMIME IZXVAERLIZA vE—V XA V2 AN (AvE—VD Ny aff) % IC I — RIZE
L. BARHEZITOE, AvE—UF A VA MIHTHELWEAEZZITIND,

<IN BH SIS
® IC 71— FIZRWEDLEZITV, IC U — FNOXBEE (FU 2 LaEiE) 22T,

PLEIZX Y, FIT_CAP1BINEB ZN D,
---uj:---
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