CRP-C0243-01

o>
’ISGC #% Common Criteria

21 8 24 (IT 9261)
C0243
TOE bizhub 751 / bizhub 601 PKI Card System Control Software
TOE AOPNOY0-0100-GRO0-18 ( )
AOPNOY0-1D00-G00-11 (BIOS )
PP
EAL3
TOE
22 1 29
IT
3.1 2
( 2.0 )
3.1 2 ( 20 )

bizhub 751 / bizhub 601 PKI Card System Control Software
AOPNOY0-0100-GRO0-18( ) AOPNOYO0-1D00-G00-11(BIOS )
IT



CRP-C0243-01

2

11
111
112

12
121
122
123

1.3

14
TOE

21
211
2.1.2
2.13
214
2.15

2.2

3.1

3.2

3.3
3.3.1
3.3.2
3.3.3

3.4
34.1
3.4.2

TOE e 2



CRP-C0243-01

1
11
bizhub 751 / bizhub 601 PKI Card System Control
Software AOPNOYO0-0100-GRO-18( )
AOPNOYO0-1D00-G00-11(BIOS ) TOE
IT
TOE
ST TOE
TOE
ST
TOE
TOE
IT
111
TOE EAL3
1.1.2 PP
PP
1.2
1.2.1
TOE

bizhub 751 / bizhub 601 PKI Card System Control Software
AOPNOY0-0100-GRO0-18( )
AOPNOYO0-1D00-G00-11(BIOS )



CRP-C0243-01

1.2.2
TOE bizhub 751 bizhub601
FAX
(Multi Functional Peripheral
MFP )
TOE MFP
MFP "bizhub 751 / bizhub 601 PKI Card
System Control Software" MFP PC
PC MFP
IC
( )
IC
MFP HDD (
CF ) HDD CF
HDD CF HDD
1)
TOE
HDD
(1 JBIG HDD
( IC
MFP )
JBIG
1.2.3 TOE
1.2.31 TOE
TOE
1)
IC MFP (
)
)
MFP MFP MFP
(
)
3
MFP MFP (



(4) MFP
MFP

(5) MFP
MFP

TOE

1.2.3.2 TOE

TOE MFP
BIOS
TOE
BIOS
TOE MFP

11

TOE

MFP PC
FAX

MFP
TOE
MFP MFP
ON
1-1
FAX

CRP-C0243-01

MFP

MFP
CF
TOE
RAM
MFP
HDD

FAX



CRP-C0243-01

—— MFP
MFP
USB = > cPU
Ethernet g | —> TOE
RAM ToE
RS-232C - > HDD NVRAM
I
A A A
Y L4 v
FAX >
A A A A
A4 \j A4 A4
1-1 TOE
TOE
1) (CF)
TOE PKI Card System Control Software
TOE
CF
(CF )
(2)
TOE PKI Card System Control Software BIOS
(3) HDD
60GB
IC
HDD

(HDD




(4) NVRAM

®)
HDD

(6)
MFP

()

8
MFP

9
Ethernet
Ethernet

(10)

(11) USB/

TOE

MFP

PC MFP

MFP

CRP-C0243-01

MFP

MFP

MFP

10BASE-T 100BASE-TX Gigabit

uSsB

MFP



(12) FAX (
FAX
MFP
(13) /
(14)
MFP
(15) RS-232C
2 D-sub9
(ae) 1C
Common Access Card(CAC)
IC
TOE (
TOE
@
MFP

PC

(2)
PC

CRP-C0243-01

Personal ID Verification(PIV)

)  MFP
PC TOE
FAX
TOE
MFP
RAM HDD (
)
MFP
IC

FAX



CRP-C0243-01

IC PKI

(3) Scan To Me

IC MFP IC PKI

2
S/IMIME
S/MIME
SIMIME

(4)

TOE
(5)

TOE
(6)

MFP
HDD
(TOE
)
TOE

)

FAX RS-232C E-mail

MFP
MFP



(8) TOE
TOE TOE
1

1.2.3.3 TOE

TOE

PC
MFP

MFP

MFP

HDD

HDD

TOE

MFP

Ethernet
TOE

TOE

CRP-C0243-01

FTP
) USB

HDD

HDD



CRP-C0243-01

MFP HDD
NVRAM TOE HDD
HDD
TOE  MFP HDD
HDD NVRAM
TOE CF
TOE CF TOE MFP
CF
MFP PC (
) TOE  MFP PC
TOE IC
TOE  MFP PC
PC  MFP (
) TOE IC
TOE
MFP  TOE
1.3
IT IT
21 IT
81 IT [4]
TOE
TOE
TOE
TOE

CcC CEM



TOE

CRP-C0243-01

751 / bizhub 601 PKI Card System Control Software AOPNOY0-0100-GRO-18

AOPNOYO0-1D00-G00-11
TOE

TOE CC 1 [5][8]

cc 3 [7][10]

Control Software

CEM [11][12]

1.4

TOE
22 1
CcC CEM

10

bizhub
ST [1]
TOE
A CC 2 [6][9]
TOE

bizhub 751 / bizhub 601 PKI Card System
[13]

TOE



CRP-C0243-01

2 TOE
2.1
TOE
2.1.1
TOE 2-1
2-1
T.DISCARD-MFP MFP
(MFP MFP  HDD NVRAM
)
HDD
T.BRING-OUT-STOR MFP  HDD
AGE
(HDD
) HDD
MFP  HDD
HDD
HDD
HDD
T.BRING-OUT-CF MEP
(
)
TOE

11



CRP-C0243-01

TOE 2-2
2-2
P.COMMUNICATION- | IT
CRYPTO ( )
(
)
P.COMMUNICATION- ( )
SIGN
( )
P.DECRYPT-PRINT MEP (
( ) )
IT PC MFP
TOE 2-3
TOE
2-3 TOE
A.ADMIN
( )
A.SERVICE
(
)
A.NETWORK TOE MFP LAN
(MFP
) MEP
A.SECRET TOE
(
)

12




CRP-C0243-01

A.IC-CARD TOE IC
(1c
)
A.SETTING
(
)
TOE
HDD
CF
214
TOE TOE
bizhub 751 / 601 for PKI Card System User's Guide [Security Operations]
Ver.1.04
bizhub 751 / 601 for PKI Card System SERVICE MANUAL SECURITY
FUNCTION Ver.1.03
2.15
TOE

bizhub 751 bizhub 601

FAX

IC Windows Server 2000( )
Active Directory LAN

13




SMTP DNS
2.2
TOE
2.1.2
1) T.DISCARD-MFP(MFP
MEP
TOE HDD
)
NVRAM
) T.BRING-OUT-STORAGE(HDD
MFP
HDD
HDD
TOE HDD HDD
HDD
HDD (
HDD
MEP
HDD
TOE
TOE HDD
(
(
)
HDD

14

CRP-C0243-01

PC

211

NVRAM

MFP HDD

HDD

TOE  HDD
HDD )
HDD
HDD

HDD



CRP-C0243-01

) IC
HDD
TOE HDD HDD HDD
( HDD ) HDD
HDD MFP HDD
HDD HDD HDD
A3) T.BRING-OUT-CF(CF )
CF CF
TOE
TOE CF CF
CF TOE CF
CF ( CF )
CF CF
MFP CF CF
TOE CF CF CF (
CF ) CF CF
TOE MFP
CF CF CF CF
TOE
4 P.COMMUNICATION-CRYPTO(
)
MFP PC
TOE MEP PC
( SIMIME )
PC  MFP
TOE IC

15



(®)

(6)

TOE

TOE

TOE

TOE

CRP-C0243-01

P.COMMUNICATION-CRYPTO(

MFP PC
TOE IC

IC ) IC
( SIMIME )

P.DECRYPT-PRINT(

TOE

16



3
3.1

TOE
3.2

12
3.3
331
1

CC

21

CEM

17

22

CEM

3-1

21 10

CRP-C0243-01

21 10

11



1)

4—3FMVAPC

PKIh—p1)—4"—
& PKIA—F

RS232C4-7 %

bizhub 601 MFPA{&
3-1
ST TOE
TOE MFP bizhub 601
bizhub 601 bizhub 751 /
bizhub 601
bizhub 751

18

CRP-C0243-01

TOE



3-1

3-1

CRP-C0243-01

KONICA MINOLTA 751/601

bizhub 751 / bizhub 601

Series PCL Driver Ver.|CD
1.0.3.BT21 06
ActiveClinet
6.1 PC PKI
SCR3310 USB Smart Card | PKI
Reader Driver PC
V4.44 (AU-211P)
WireShark LAN
Ver0.99.5
Mozilla Thunderbird PC
Ver. 2.0.0.12 S/IMIME
Open SSL
\er.0.9.8¢ S/IMIME
Tera Term Pro PC
Ver.4.10 MFP TOE
MFP
HDD
Ver.1.33 HDD
Stirling
Ver.1.31 S/IMIME
MIME Base64 MIME Base64 /
S/IMIME
v1.0

19



CRP-C0243-01

Black Jumbo Dog

Ver4.1.3 S/IMIME
b.
45
TOE
C.
3.3.2
1)
3-1 ST
TOE TOE

2)

a.

20



3-2

TSFI

CRP-C0243-01

21

TOE




CRP-C0243-01

3.3.3

1)

ON/OFF

MFP

3-2

22



CRP-C0243-01

H—/3 H—/3

HUB
PKI—}Y—4"—
& PKII—F
R {E4EBIPC
BEPC
bizhub 601 MFPZ{&
3-2
TOE
PC TOE
PC
3-3
TOE bizhub 751 / bizhub 601 TOE
( AOPNOY0-0100-GR0-18 BIOS
AOPNOYO0-1D00-G00-11)

23




CRP-C0243-01

MFP
PC Windows XP SP2 PC
3-1 (Thunderbird )
USB (Ellisys )
IC MFP
PC PC Windows XP SP2 PC
MFP
(
2009
10 29 )
snmpwalk Version 3.6.1
MIB
openSSL Version 0.9.8g
SSL

Nessus 4.0.1 build 4G1045-Q

Wireshark 1.2.1

800
3-4
3-4
Nessus
Nessus
OFF/ON
MFP

24




CRP-C0243-01

25




3.4
341
TOE CEM
3.4.2 /
HDD CF
HDD HDD
CF
CF
HDD
HDD CF

26

CRP-C0243-01



27

CEM

CRP-C0243-01



CRP-C0243-01

5
5.1
TOE CC 3 EAL3
5.2
Active Directory IC IC
IC Active Directory

HDD

FAX

28



CRP-C0243-01

CC
CcC Common Criteria for Information Technology Security
Evaluation
CEM Common Methodology for Information Technology Security
Evaluation
EAL Evaluation Assurance Level
PP Protection Profile
ST Security Target
TOE Target of Evaluation
TSF TOE Security Functionality TOE
TOE
CAC Common Access Card (CAC)
FTP File Transfer Protocol (FTP)
HDD Hard Disk Drive ( )
MFP Multiple Function Peripheral ( )
MIB Management Information Base (MIB)
NVRAM Non-Volatile Random Access Memory (NVRAM)
PIV Personal ID Verification (PI1V)
RAM Random Access Memory (RAM)
SNMP Simple Network Management Protocol (SNMP)
SSL Secure Socket Layer (SSL)
S/IMIME Secure Multipurpose Internet Mail Extensions (S/MIME)
usB Universal Serial Bus (USB)
CAC IC
CF CF
CF CF
FTP TCP/IP
HDD HDD
HDD HDD

29



CRP-C0243-01

MIB SNMP
NVRAM
PIV
SNMP
SSL/TLS
SIMIME RSA
TOE
LAN
MFP
TOE LAN
MFP
EEPROM

30



(1]

[2]

(3]

(4]

(5]

(6]

[7]

(8]

(9]

[10]

[11]

[12]

[13]

CRP-C0243-01

bizhub 751 / bizhub 601 PKI Card System Control Software
AOPNOY0-0100-GR0-18 AOPNOY0-1D00-G00-11
1.06 2009 11 19

IT 19 5
CCs-01
IT 19 5
CCM-02
IT 19 5
CCM-03

Common Criteria for Information Technology Security Evaluation Partl:
Introduction and general model Version 3.1 Revision 1 September 2006
CCMB-2006-09-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 2 September 2007
CCMB-2007-09-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 2 September 2007
CCMB-2007-09-003

1:
3.1 1 2006 9 CCMB-2006-09-001 ( 19 3 12
)
2
3.1 2 2007 9 CCMB-2007-09-002 (
20 3 20 )
3
3.1 2 2007 9 CCMB-2007-09-003 (
20 3 20 )

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 2 September 2007
CCMB-2007-09-004

3.1 2
2007 9 CCMB-2007-09-004 ( 20 3 2.0 )
bizhub 751 / bizhub 601 PKI Card System Control Software 3
2010 1 19

31



