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FPT_TST.1  TSF

FPT TST.1.1 TSF [ | :Ilc Ctlr 11 [
]
FPT_TST.1.2 TSF [ :[ :HDD 1l
FPT_TST.1.3 TSF TSF
6.1.7 FTP: /

FTPITC.1 TSF

FTP_ITC.1.1 TSF IT

FTPITC12 TSF [ :TSF]

FTP_ITC.1.3 TSF [ : TOE SMB IPSec  TOE
FTP IPSec ]
FTP_TRP.1
FTP_TRP.11 TSF [ 1
[ - ]
FTP.TRP12 TSF [ TSF 1
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FTP_TRP.1.3 TSF [ [ :TOE  Web PC
PC TOE PC
1
FTP_TRP.1.2 FTP_TRP.1.3
21
21:
TSF TOE PC S/MIME
SSL
PC TOE Web SSL
PC SSL
PC SsL
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6.2

TOE EAL3 TOE 22
EAL3

22: TOE (EAL3)

ADV: ADV_ARC.1
ADV_FSP.3
ADV_TDS.2

AGD: AGD_OPE.1
AGD_PRE.1

ALC: ALC_CMC3

ALC CMS3 CM
ALC DEL.1

ALC DVS1

ALC LCD.1

ASE: ASE_CCL.1
ASE_ECD.1
ASE_INT.1 ST
ASE_OBJ.2
ASE_REQ.2
ASE_SPD.1

ASE TSS.1 TOE
ATE: ATE_COV.2

ATE DPT.1
ATE_FUN.1
ATE_IND.2

AVA: AVA_VAN.2
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6.3

4.1 TOE

6.3.1

TOE TOE 23 X

23 TOE 1 TOE

23:

O.AUDIT
O.1&A
0.DOC_ACC
O.MANAGE
O.MEM PROTECT
O.NET.PROTECT
O.GENUINE
O.LINE_PROTECT

FAU_GEN.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS CKM.1 X
FCS COP.1 X
FDP_ACC.1 X
FDP_ACF.1 X
FDP_IFC.1 X
FDP_IFF.1 X
FIA_AFL.1
FIA_ATD.1
FIA_SOS.1

FIA_UAU.2
FIA_UAU.7
FIA_UID.2

FIA_USB.1

XX [X]|X]|X

XIX[X[|IX]|X[X]|X
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= =
O 5 O
O L L T} L L
- O o | E |l |2 |5
3 < < < o [®) = @]
S| < - O I T
=) => (@] < o a Z o
o a b = ~ o
) i w : Z
o |°%|s |z |©° |3
o} o o}
FMT_MSA.1 X
FMT_MSA.3 X
FMT_MTD.1 X
FMT_SMF.1 X
FMT_SMR.1 X
FPT_STM.1 X
FPT_TST.1 X X
FTP_ITC.1 X
FTP_TRP.1 X
6.3.2
TOE 23 TOE
O.AUDIT
23 O.AUDIT O.AUDIT
3
O.AUDIT
FAU_GEN.1
b)
O.AUDIT
FAU_SAR.1
FAU_SAR.2
0)
O.AUDIT
FAU_STG.1
FAU_STG.4
d)
O.AUDIT
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FPT_STM.1
O.1&A
23 O.1&A O.1&A
a) TOE
O.1&A TOE
FIA_UID.2 TOE
FIA_UAU.2
b) TOE
O.1&A TOE
FIA_ATD.1 FIA_USB.1
0
O.1&A
FIA_UAU.7 1
FIA_SOS.1
FIA_AFL.1
PC Web PC
PC
O.DOC_ACC
23 O.DOC_ACC O.DOC_ACC
a)
0.DOC_ACC
FDP_ACC.1 FDP_ACF.1
ID
ID
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O. MANAGE
23 O.MANAGE O.MANAGE

a
O.MANAGE

FMT_MSA.1 ID
ID

FMT_MSA.3

b) TSF
O.MANAGE TSF

FMT_MTD.1

HDD

TOE

SIMIME
S/MIME

©)
O.MANAGE TSF

FMT_SMF.1

d)
O.MANAGE

FMT_SMR.1
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O.MEM.PROTECT

23 O.MEM.PROTECT O.MEM.PROTECT
3
O.MEM .PROTECT HDD TOE
FCS CKM.1 BS-AIS31 TRNG 256
FCS COP.1 FIPS197
AES HDD HDD
FTP_TST.1 TOE
Ic Ctlr HDD

O.NET.PROTECT
23 O.NET.PROTECT O.NET.PROTECT

a
O.NET.PROTECT

FTP_ITC1 TOE FTP TOE SMB
IPSec
FTP_TRP.1 TOE
TOE
PC SIMIME PC Web

O.GENUINE MFP
23 O.GENUINE O.GENUINE

a MFP
O.GENUINE MFP

FPT_TST.1 TOE MFP

O.LINE_PROTECT

23 O.LINE_PROTECT O.LINE_PROTECT

a
O.LINE_PROTECT TOE
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FDP_IFC.1 FDP_IFF.1
6.3.3
TOE ST 24
24: TOE
TOE cc ST ST
FAU_GEN.1 FPT_STM.1 FPT_STM.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4 FAU_STG.1 FAU_STG.1
FCS CKM.1 [FCS_CKM.2 FCS COP.1 FCS_CKM.4
FCS COP.1]
FCS CKM.4
FCS_COP.1 [FDP_ITC.1 FCS CKM.1 FCS CKM.4
FDP_ITC.2
FCS CKM.1]
FCS CKM.4
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1
FMT_MSA.3 FMT_MSA.3
FDP_IFC.1 FDP_IFF.1 FDP_IFF.1
FDP_IFF.1 FDP_IFC.1 FDP_IFC.1
FMT_MSA.3 FMT_MSA.3
FIA_AFL.1 FIA_UAU.1 FIA_UAU.2 FIA_UAU.1
FIA_ATD.1
FIA_SOS.1
FIA_UAU.2 FIA_UID.1 FIA_UID.2 FIA_UID.1
FIA_UAU.7 FIA_UAU.1 FIA_UAU.2 FIA_UAU.1
FIA_UID.2
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_MSA.1 [FDP_ACC.1 FDP_ACC.1
FDP_IFC.1] FMT_SMF.1
FMT_SMF.1 FMT_SMR.1
FMT_SMR.1
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ST

FMT MSA.3

FMT _MSA.1
FMT_SMR.1

FMT_MSA.1
FMT_SMR.1

FMT_MTD.1

FMT_SMF.1
FMT_SMR.1

FMT_SMF.1
FMT_SMR.1

FMT_SMF.1

FMT_SMR.1

FIA_UID.1

FIA_UID.2

FIA_UID.1

FPT_STM.1

FPT_TST.1

FTP_ITC.1

FTP_TRP.1

FCS CKM 4
TOE

FIA_UAU.1

FIA_UAU.1
FIA_UAU.1

FIA_UID.1

FIA_UID.1
FIA_UID.1

6.3.4

TOE

Ic Ctlr

FIA_UAU.2

FIA_UID.2

(ADV_TDS.2)

(AVA_VAN.2)

FIA_AFL.1

FIA_UAU.2

TOE

(ALC DVS.1)

TOE

FIA_UAU.7

FMR_SMR.1

TSF

EAL3
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7 TOE

TOE

7.1 TOE

TOE 6.1 TOE

SF.AUDIT
SF.I&A

SF.DOC_ACC
SF.SEC_MNG
SF.CE_OPE_LOCK
SF.CIPHER

SF.NET_PROT
SF.FAX_LINE IIF
SF.GENUINEMFP

TOE 6.1 25
25:TOE TOE
S
O = L ]
- clz|S|&|8|2]|¢z
@) g <):| El |_|JI I D_l _Il o)
Sle | Q| W90 | w| <
b | | 8 i
LL
(%]
FAU_GEN.1 X
FAU_SAR.1 X
FAU_SAR.2 X
FAU_STG.1 X
FAU_STG.4 X
FCS CKM.1 X
FCS COP.1 X
FDP_ACC.1 X
FDP_ACF.1 X
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SF.AUDIT
SF.I&A
SF.DOC_ACC
SF.SEC_MNG
SF.CE_OPE_LOCK
SF.CIPHER
SF.NET_PROT
SF.FAX_LINE
SF.GENUINE

x

FDP_IFC.1
FDP_IFF.1
FIA_AFL.1
FIA_ATD.1
FIA_SOS.1
FIA_UAU.2
FIA_UAU.7
FIA_UID.2
FIA_USB.1
FMT_MSA.1
FMT_MSA.3
FMT_MTD.1 | X
FMT_SMF.1 X
FMT_SMR.1 X
FPT_STM.1 | X
FPT_TST.1 X X
FTP_ITC.1 X
FTP_TRP.1 X

x

XX [X|X]|X|X]|X

X|IX[X|X]X]|X

TOE

7.1.1 SF.AUDIT

TOE TOE TOE

SF.AUDIT

7111
TOE
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26
26:
(* 1) -
(*1) : "
/
TOE
(*2)
HDD
ID
ID
(*3)
ID
/ /
ID
ID
IT IP
*1: TOE TOE
TOE
TOE
*2 TOE
TOE
*3: ID D-BOX
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Web
*4.
ID TOE ID ID
TOE
FAU_GEN.1( ) FAU_STG.1( )
FAU_STG.4( )
7.1.1.2
TOE Web
FAU_SAR.1( ) FAU_SAR.2( ) FMT_MTD.I(TSF
)
7.1.1.3
TOE Web
FAU_SAR.L( ) FAU_SAR.2( ) FMT_MTD.1(TSF
)
7114
TOE TOE
FPT_STM.1( )
712 SF.I&A
TOE TOE TOE
SF.I&A
7.1.2.1
TOE Web TOE
ID ID
TOE PC PC
ID
TOE
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ID
27
27
TOE ID
ID
TOE ID TOE
ID
TOE ID TOE
ID
FIA_ATD.1( ) FIA_UAU.2( ) FIA_UID.2(
) FIA_USB.L( ) FMT_SMF.I( )
FMT_SMR.1( )
7.1.2.2
TOE 7121 ID
1 5
TOE 7121
0
TOE 1 2
1
1 9999
2
28 Web
TOE
28:
( )

Copyright (c) 2010 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 65 of 76

FIA_AFL.1( ) FMT_SMF.1( )
7.1.2.3
TOE PC  Web
1 : [ I
FIA_UAU.7( )
7124
TOE Web
1
2 3
1)
[A-Z1 (26 )
Jaz] (26 )
(09 (10 )
'SP " #$%&  ()*+,-./:;<=>?@[\]*_"{|}~ (3 )
@)
8 3 128
8 3 32
©)
1 2
FIA_SOS.1( ) FMT_SMF.1( )

7.1.3 SF.DOC_ACC

TOE

PC

SF.DOC_ACC
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7.13.1

TOE

ID TOE
ID
ID
3
29
29:
FDP_ACC.1( FDP_ACF.1( )

7.1.3.2

TOE Web

FDP_ACC.1( FDP_ACF.1( )

7.14 SF.SEC_MNG

TOE SFI&A

SF.SEC_MNG
7.14.1
Web
30
30:
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TOE

FMT_SMF.1(

7.14.2

FMT_MSA.1( ) FMT_MSA.3(
)

Web

31

31:

ID

ID

ID
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TOE 31
FIA_USB.1( ) FMT_MSA.1( )
FMT_MTD.L(TSF ) FMT_SMF.1( ) FMT_SMR.1(
)
7.1.4.3
ID
Web
TOE PC
ID
FMT_MSA.1( ) FMT_MTD.L(TSF ) FMT_SMF.1(
) FMT_SMR.1( )
7.1.4.4
ID
SIMIME
Web
TOE Web
32
32:
ID SIMIME
SIMIME
ID
SIMIME
ID SIMIME
ID SIMIME
SIMIME
SIMIME
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ID
FMT_MSA.1( ) FMT_MTD.L(TSF ) FMT_SMF.1(
) FMT_SMR.1( )
7.1.45
TOE TOE
33
TOE
33:
15 Web
Web
1 9999( ) Web
8 32
1
2
Web
Web
Web
Web
FIA_AFL.1( ) FMT_MTD.L(TSF ) FMT_SMF.1(
) FMT_SMR.1( )

Copyright (c) 2010 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

Page 70 of 76

7.1.5 SF.CE_OPE_LOCK

TOE

FMT_MTD.L(TSF )

7.1.6 SF.CIPHER

TOE HDD

SF.CIPHER

7.16.1

TOE HDD Ic Ctlr
HDD /

TOE /

HDD

TRNG

HDD
256

TOE

HDD

34:HDD

CE

HDD

TOE
HDD

CE

CE

Ic Ctlr

BS-AIS31
/

HDD

HDD

HDD

FIPS197

AES

256

HDD

TOE
HDD

7.1.7

SF.NET_PROT

Ic Ctlr

FCS_CKM.1(
FPT_TST.I(TSF

)

TOE

HDD

) FCS_COP.I(

HDD

HDD

TOE

) FMT_MTD.L(TSF
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SF.NET_PROT
71.7.1 PC Web
TOE PC Web PC TOE
SSL
FTP_TRP.1( )
7.1.7.2 PC
TOE PC PC TOE
SSL
FTP_TRP.1( )
7.1.7.3 TOE
TOE TOE PC
SIMIME SIMIME SIMIME
FTP_TRP.1( )
7174 TOE
TOE TOE SMB FTP TOE SMB
TOE FTP IPSec
TOE
FTP_ITC.A(TSF )
7.1.8 SF.FAX_LINE I/F
TOE
FDP_IFC.1( ) FDP_IFF.1( )
7.19 SF.GENUINE MFP
MFP TOE MFP
TOE TOE MFP
TOE MFP

FPT_TST.L(TSF )
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8
8.1
ST 35
35: ST
D-BOX HDD
FTP File Transfer Protocol
HDD TOE HDD
Ic Citlr HDD HDD
IcKey
EEPROM
IP- TCP/IP
MFP ST TOE
MFP MFP MFP
‘MFP MFP MFP IT

MFP TOE 1 TOE

System/Copy Network Support Scanner Printer Fax Web Support Web

Uapl Network Doc Box

MFP
MFP MFP
PC PC usB PC

TOE
SIMIME SIMIME
SIMIME

SMB Server Message Block( )
SMTP Simple Mail Transfer Protocol

Copyright (c) 2010 RICOH COMPANY, LTD. All Rights Reserved.




RICOH

Page 73 of 76
D S D)
/ TOE
E-Mail
TOE
CE
MFP
TOE
ID
TOE
TOE
4
1 2 2
2 3
MFP
MFP
TOE SMB FTP
TOE
1D
ID TOE
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TOE TOE

TOE

ID
SIMIME

PC TOE

usB TOE

MFP

TOE TOE

TOE

MFP

LED
MFP

HDD

TOE D-BOX
D-BOX

D-BOX

TOE
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MFP
LAN
MFP 2 MFP
1. MFP
2. MFP MFP MFP MFP
TOE
D-BOX
8.2
cc 31 2

Common Criteriafor Information Technology Security Evduation Version3.1
Part 1: Introduction and general model Revision 1(CCM B-2006-09-001)
Part 2: Security functional components Revision 2(CCMB-2007-09-002)
Part 3: Security assurance components Revision 2(CCM B-2007-09-003)

3.1
1 1] 12 ]
2 2 [ ]
3 2 [ ]
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Common Methodology for Information Technology Security Evaluation Version 3.1
Evaluation methodology Revision 2(CCMB-2007-09-0004)

31
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