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FMT_MTD.1[7] TSF
FMT_MTD.1.1[7]
TSE [ :TSF 1 I
Y| [ 1
[ :7SF ]
No
[ [
[ 1
FMT SMF1 FMT SMR.1 FMT SMR.1[2]
EMT_SME.1
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TSF . TSF
|
[ :TSF ]
No
No
HDD
CE CE
CE CE
CE
CE

FMT_SMR.1[1]

FMT_SMR.1.1[1]
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CE

FMT_SMR.1.2[1]

TSF

FIA_UID.1 FIA_UID.2[1]

FMT_SMR.1[2]

FMT_SMR.1.1[2]

TSF [ : ]

[ ]

FMT_SMR.1.2[2]

TSF

FIA_UID.1 FIA_UID.2[2]

FMT_SMR.1[3]

FMT_SMR.1.1[3]

TSF [ ]

[ ]

FMT_SMR.1.2[3]

TSF

FIA_UID.1 FIA_UID.2[3]

6.1.1.5. TSF

FPT_STM.1

FPT_STM.1.1

TSF

FPT_TEE.1

FPT_TEE.1.1

TSF [ 1 [

TOE HDD HDD
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1
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TOE MFP
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6.1.2. TOE

TOE
EAL3
TOE

5 TOE

TOE

TOE

ADV_ARC.1

ADV_FSP.3

ADV_TDS.2

AGD_OPE.1

AGD_PRE.1

ALC_CMC.3

CM

ALC_CMS.3

ALC_DEL.1

ALC_DVS.1

ALC_LCD.1

ASE_CCL.1

ASE_ECD.1

ST

ASE_INT.1

ASE_OBJ.2

ASE_REQ.2

ASE_SPD.1

TOE

ASE_TSS.1

ATE_COV.2

ATE_DPT.1

ATE_FUN.1

ATE_IND.2

AVA VAN.2

6.2. 1T

6.2.1.IT

6.2.1.1.
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vI'O
SS30JV'0
IOVNVIN'O
lianv'o
ddH-X03HO'0

FAU_GEN.1
FAU_STG.1
FAU_STG.4
FAU_SAR.1
FAU_SAR.2
FDP_ACC.1 -
FDP_ACF.1 -
FIA AFL.1 -
FIA ATD.1 -
FIA SOS.1[1]
FIA SOS.1[2]
FIA SOS.1[3]
FIA SOS.1[4]
FIA UAU.2[1]
FIA UAU.2[2]
FIA UAU.2[3]
FIA UAU.7
FIA UID.2[1]
FIA UID.2[2]
FIA UID.2[3]
FIA USB.1 -
FMT MOF.1
FMT MSA.3 -
FMT_MTD.1[1]
FMT_MTD.1[2] -
FMT_MTD.1[3]
FMT_MTD.1[4]
FMT_MTD.1[5]
FMT_MTD.1[6]
FMT MTD.1[7]
FMT SMF.1 e | @
FMT SMR.1[1]
FMT SMR.1[2]
FMT SMR.1[3] e | @
FPT STM.1 -
FPT TEE.1 -

6.2.1.2.

® O.1A
CE

CE FIA_UID.2[1] CE FIA_UAU.2[1]
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CE FIA_UID.2[2]

FIA_UAU.2[2]
FIA_UID.2[3]
FIA_UAU.2[3]
CE FIA AFL.1 CE
5 CE
FIA UAU.7
*)
FMT_MTD.1[2]
FIA_SOS.1[3]
FMT_SMF.1
FMT_SMR.1[3] FMT_MOF.1

FIA_UAU.2[1] FIA_UAU.2[2] FIA_UAU.2[3]
FIA_ UAU.7 FIA UID.2[1] FIA UID.2[2] FIA UID.2[3] FIA AFL.1 FMT_MTD.1[2]

FIA_SOS.1[3] FMT_SMF.1 FMT_SMR.1[3] FMT_MOF.1 0.1A
® O.ACCESS
FMT_MSA.3
No FIA_ATD.1 FIA_USB.1
FDP_ACC.1 FDP_ACF.1
O.ACCESS
FMT_SMR.1[3] FMT_SMF.1
FMT_MOF.1

FIA_ATD.1 FIA_USB.1 FDP_ACC.1 FDP_ACF.1

FMT_MSA.3 FMT_SMR.1[3] FMT_SMF1 FMT_MOF.1 O.ACCESS
® O.MANAGE

CE FMT_MTD.1[5]

TOE CE CE

FMT_MTD.1[5] FMT_MTD.1[4] CE
CE
CE FIA SOS.1[1] FIA SO0S.1[2]
CE
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CE FMT_SMF.1 CE
FMT_SMR.1[1] FMT_SMR.1[2] FMT_MOF.1

FMT_MTD.1[1] No
FMT_MTD.1[2]
FIA_SOS.1[3]
FMT_MTD.1[7] No
FMT_MTD.1[6] HDD1 6 HDD
FIA_SOS.1[4]

FMT_MTD.1[3]

FIA SOS.1[2]
No FMT_SMF.1 FMT_SMR.1[2]
FMT_MOF.1
FMT_MTD.1[2] FMT_MTD.1[4] FMT_MTD.1[5]
FMT_MTD.1[7] FIA_SOS.1[1] FIA_SOS.1[2] FMT_SMR.1[1] FMT_MTD.1[1] FIA_SOS.1[3]
FIA _SOS.1[4] FMT_MTD.1[3] FIA SOS.1[2] FMT_SMF.1 FMT_SMR.1[2] FMT_MOF.1

O.MANAGE
® O.AUDIT
FPT_STM.1 FAU_GEN.1
No / /
CE / TSF
CE
HDD
HDD
FAU_STG.1 FAU STG.4
FMT_MOF.1
CE
FAU_SAR.2 FAU_SAR.1
FPT_STM.1 FAU_GEN.1 FAU STG.1
FAU_STG.4 FMT_MOF1l FAU_SAR.2 FAU_SAR.1 O.AUDIT

® O.CHECK-HDD HDD
TOE HDD
HDD TOE TOE HDD HDD
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HDD
FPT_TEE.1 TOE HDD HDD HDD
HDD TOE MFP
FPT_TEE.1 O.HDD-LOCK
6.2.1.3. 1T
IT CcC 2
ST
7 1T
N/A Not Applicable
ST CcC 2 ST

FAU_GEN.1 FPT_STM.1 FPT_STM.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4 FAU_STG.1 FAU_STG.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1
FDP_ACF.1 FDP_ACC.1 FMT_MSA.3 FDP_ACC.1 FMT_MSA.3
FIA_AFL.1 FIA_UAU.1 FIA_UAU.2[1] FIA_UAU.2[2] FIA_UAU.2[3]
FIA_ATD.1 N/A
FIA_SOS.1[1] N/A
FIA_SOS.1]2] N/A
FIA_SOS.1[3] N/A
FIA_SOS.1[4] N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA_UAU.2[3] FIA_UID.1 FIA_UID.2[3]
FIA_UAU.7 FIA_UAU.1 FIA_UAU.2[1] FIA_UAU.2[2] FIA_UAU.2[3]
FIA_UID.2[1] N/A
FIA_UID.2[2] N/A
FIA_UID.2[3] N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1

FMT_SMF.1 FMT_SMF.1
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1[2]
FMT_MSA.3 FMT_MSA.1 FMT_SMR.1 FMT_MSA.1

FMT_MSA.3.2 FMT_SMR.1

FMT_SMF.1 FMT_SMF.1
FMT_MTD.1{1] FMT_SMR.1 FMT_SMR.1[2]

FMT_SMF.1 FMT_SMF.1
FMT_MTD.1{2] FMT_SMR.1 FMT_SMR.1[2] FMT_SMR.1[3]

FMT_SMF.1 FMT_SMF.1
FMT_MTD.1{3] FMT_SMR.1 FMT_SMR.1[1] FMT_SMR.1[2]
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o
ST cc 2 T
FMT_MTD.1[4] FMT_SMF.1 FMT_SMF.1
FMT SMR.1 FMT_SMR.1[1]
FMT_MTD.1[5] FMT_SMF.1 FMT_SMF.1
FMT SMR.1 FMT SMR.1[1]
FMT_MTD.1[6] FMT_SMF.1 FMT_SMF.1
FMT_SMR.1 FMT_SMR.1[2]
FMT_MTD.1[7] FMT_SMF.1 FMT_SMF.1
FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 N/A
FMT_SMR.1[1] FIA UID.1 FIA UID.2[1]
FMT_SMR.1[2] FIA UID.1 FIA UID.2[2]
FMT_SMR.1[3] FIA UID.1 FIA UID.2[3]
FPT STM.1 N/A
FPT TEE.1 N/A
6.2.2. 1T
TOE
TOE
TOE
TOE
EAL3
EAL
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7. TOE

TOE

7.1. TOE

TOE

7.1.1.

6.1.1

TOE
TOE

IA.ADM_ADD IAADM_ADD CE TOE CE | FIA_SOS.1[1]
IA.ADM_ADD CE CE FIA SOS.1[2]
CE IAADM_ADD CE FMT_MTD.1[5]
CE FMT_SMF.1
CE FMT_SMR.1[1]
CE CE
8
CE
IAADM_AUTH | IA.ADM_AUTH TOE FIA_AFL.1
TOE FIA_UAU.2[2]
FIA_UAU.7
IA.ADM_AUTH FIA_UID.2[2]
IA.ADM_ADD IA_PASS
IAADM_AUTH
()
5
IA.CE_AUTH IA.CE_AUTH TOE TOE | FIA_AFL.1
CE CE CE | FIA_UAU.2[1]
FIA_UAU.7
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7.1.1.1.

IACE_AUTH CE CE FIA_UID.2[1]
IA_PASS
IACE_AUTH CE
CE
CE
CE
()
5 CE
IA.PASS IA.PASS CE FIA_SOS.1[1]
CE FIA_SOS.1[2]
FIA_SOS.1[3]
IA.PASS FMT_MTD.1[2]
FMT_MTD.1[3]
FMT_MTD.1[4]
CE CE FMT_SMF.1
FMT_SMR.1[1]
FMT_SMR.1[2]
CE FMT_SMR.1[3]
CE 8
8 64
SFR
FIA_AFL.1
IAAADM_AUTH CE IA.CE_AUTH
CE
FIA_SOS.1[1]
CE IAADM_ADD  CE
IA.PASS IA.PASS
FIA_SOS.1[1]
FIA_SOS.1[2]
IA.ADM_ADD CE
IA.PASS
IA.ADM_ADD IA.PASS FIA_SOS.1[2]
FIA SOS.1[3]
IA.PASS
IA.PASS FIA_SOS.1[3]
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FIA_UAU.2[1]

IA.CE_AUTH CE IA.CE_AUTH
FIA_UAU.2[1]
FIA_UAU.2[2]
IAADM_AUTH IA.ADM_AUTH
FIA_UAU.2[2]
FIA_UAU.7
IAADM_AUTH CE
IA.CE_AUTH *)
IAADM_AUTH IA.CE_AUTH FIA_UAU.7
FIA_UID.2[1]
IA.CE_AUTH CE IA.CE_AUTH
FIA_UID.2[1]
FIA_UID.2[2]
IAAADM_AUTH IAADM_AUTH
FIA_UID.2[2]

FMT_MTD.1[2]

IA.PASS
IA.PASS FMT_MTD.1[2]
FMT_MTD.1[3]
IA.PASS CE IA.PASS

FMT_MTD.1[3]
FMT_MTD.1[4]
CE IAPASS CE IA.PASS
FMT_MTD.1[4]

FMT_MTD.1[5]

CE IA.ADM_ADD CE
IA.ADM_ADD FMT_MTD.1[5]
FMT_SMF.1
CE IA.ADM_ADD CE
IA.PASS
IAADM_ADD IA.PASS FMT_SMF.1

FMT_SMR.1[1]
CE CE CE
CE IA.PASS
IA.PASS FMT_SMR.1[1]
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FMT_SMR.1[2]

CE IA.PASS
IA.PASS FMT_SMR.1[2]

FMT_SMR.1[3]

1A.PASS
IA.PASS FMT_SMR.1[3]

7.1.2.
ACL.USR ACL.USR FDP_ACC.1
FDP_ACF.1
FIA_AFL.1
ACL.USR FIA_ATD.1
FIA_UAU.2[3]
FIA_UAU.7
() FIA_UID.2[3]
FIA_USB.1
FMT_MSA.3
5
7.1.2.1. SFR
FDP_ACC.1
ACL.USR
ACL.USR FDP_ACC.1
FDP_ACF.1
ACL.USR
ACL.USR FDP_ACF.1
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FIA_AFL.1
ACL.USR FIA_AFL.1
FIA_ATD.1
ACL.USR FIA ATD.1
FIA_UAU.2[3]
ACL.USR ACL.USR
FIA_UAU.2[3]
FIA_UAU.7

ACL.USR
*) ACL.USR FIA_UAU.7

FIA_UID.2[3]
ACL.USR ACL.USR
FIA_UID.2[3]
FIA USB.1

ACL.USR FIA_USB.1

FMT_MSA.3
ACL.USR

ACL.USR FMT_MSA.3

7.1.3.

AUD.LOG AUD.LOG FAU_GEN.1
( ) FPT_STM.1

CE
CE
No

CE
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USB
No
HDD
AUD.MNG AUD.MNG FAU _STG.4
AUD.MNG
7.1.3.1. SFR
FAU_GEN.1
/ /
CE CE HDD
USB
AUD.LOG
( ) AUD.LOG
FAU _GEN.1
FAU_STG.4
AUD.MNG
AUD.MNG FAU STG.4

FPT_STM.1

AUD.LOG

AUD.LOG FPT _STM.1
7.1.4.

MNG.MODE MNG.MODE FMT_MOF.1
FMT_SMF.1

MNG.ADM MNG.ADM FAU SAR.1
( CE FAU_SAR.2

) FAU_STG.1
No FIA_SOS.1[3]

( ) | FMT_MTD.1[1]
FMT_MTD.1[7]
FMT_SMF.1

8 64 FMT_SMR.1[2]
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uUsB

MNG.HDD MNG.HDD FIA_SOS.1[4]
HDD FMT_MTD.1[6]
FMT_SMF.1
HDD FMT_SMR.1[2]
8 32
HDD
HDD
7.1.4.1, SFR
FAU_SAR.1
MNG_ADM CE MNG_ADM
FAU_SAR.1
FAU_SAR.2
CE
CE MNG.ADM MNG.ADM
FAU_SAR.2
FAU_STG.1
CE MNG.ADM
MNG.ADM FAU_STG.1
FIA_SOS.1[3]
MNG_ADM
MNG_ADM FIA_SOS.1[3]

FIA_SOS.1[4]

HDD MNG_HDD

MNG_HDD FIA_SOS.1[4]
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FMT_MOF.1

TOE MNG.MODE
MNG.MODE FMT_MOF.1
FMT_MTD.1[1]
No MNG.ADM
MNG.ADM FMT_MTD.1[1]

FMT_MTD.1[6]
HDD MNG_HDD MNG_HDD
FMT_MTD.1[6]

FMT_MTD.1[7]

No MNG.ADM MNG.ADM
FMT_MTD.1[7]
FMT_SMF.1
MNG.MODE /
MNG.ADM  HDD
MNG.HDD MNG.MODE MNG.ADM MNG.HDD
FMT_SMF.1

FMT_SMR.1[2]
FMT _MTD.1[6] FMT_MTD.1[7]

IA.PASS
7.1.5. HDD
HDD
HDD-LOCK. HDD-LOCK. TEST TOE TOE HDD | FPT_TEE.1
TEST HDD
HDD TOE TOE HDD HDD1
6 /
HDD HDD
HDD
HDD
TOE HDD
HDD HDD
HDD
HDD
HDD
TOE MFP
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7.1.5.1. SFR
FPT_TEE.1
MFP HDD HDD HDD
HDD HDD HDD
TOE MFP FPT_TEE.1
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