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7AR ATE_DPT.1 F Ak BAEE
ATE_FUN.1 HERET A
ATE_IND.2 MSLT AN - YT

AVA: AVA VAN.2 iEBplk iy

eda R E

6.3 0O0O0OO0O0O0O0O04dd

RETIL, BX 2T A BEORIPLAETR D,
DUTIORT I, X TCOEF 2V T AEREE N SN2 BE . (4 w2 VT R 8 CEEL
72 TOE OB U7 4% WG #HIZEMIND,
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6.3.1 0O0OO

TOE D& 2T A RER G FHI T ot 2V T ARREBR M OXISERE TRROK 28177, £ 2870
BB IO, B 2T ABERE 0 D<K &b L DL EDEF 2T 43R A FHIRHIEL TUvD,

0 28: 0000000000000 O000D0OO0

(@) a) E)
m o) m =
9| 2| E 5| g
I i B B % <§E @ i ezg §
312 %/%/5/3E|8|8 8 & 3
I I @] @) @] O ) < < = 0] LL
AHHEEEIEIEHEE
18|z €|8|8|2|282 & ¢
O O O O O O O O O O O O
FAU_GEN.1 X
FAU_GEN.2 X
FAU_STG.1 X
FAU_STG.4 X
FAU_SAR.1 X
FAU_SAR.2 X
FCS CKM.1 X
FCS COP.1 X
FDP_ACC.1(a) X X X
FDP_ACC.1(b) X
FDP_ACF.1(a) X X X
FDP_ACF.1(b) X
FDP_RIP.1 X X
FIA_AFL.1 X
FIA_ATD.1 X
FIA_SOS.1 X
FIA_UAU.1(3) x | x
FIA_UAU.1(b) x | x
FIA_UAU.2 X X
FIA_UAU.7 X
FIA_UID.1(a) x | x
FIA_UID.1(b) X | x
FIA_UID.2 X | x
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. 8
o | o 0| &
T} < T E
N pd T E :
o e -z | $|lw | B |52
= = < < @) < T LLI LL ® L @]
a | < [ | | Il E | O | @ | & | u| O
I I (@) (@) ©) O )] < < — ) LLi
©) @) Z = zZ Z < L J —
z p G = s e o 4 = = é <
- - e
S|8/2|2|a|8|8B|c|5/5|2|8
a|la|2|E|0|o|3|2 |8 |3 |bh| &
©) (©) @) @) ©) (©) @) @) @) (©) @) ©)
FIA_USB.1 X
FPT_FDI_EXP.1 X
FMT_MSA.1(a) X X X
FMT_MSA.1(b) X
FMT_MSA.3(a) X X X
FMT_MSA.3(b) X
FMT_MTD.1 X X X X
FMT_SMF.1 X X X X
FMT_SMR.1 X X X X
FPT_STM.1 X
FPT_TST.1 X
FTA_SSL.3 X X
FTP_ITC.1 X X X X X X X

6.3.2 OOOOOOO

PATIZ, TOE ©X 2V T 5t T #0N, st Hid bz TOE B2 U7 S REE M IC k> CTERTEDIL
AT 5,

0.DOC.NO_DIS XEDH~H#&

O.DOC.NO DIS I, SLEN, v/ A a—HF —ZEbLTcRNE | HDONE, /A a—P —4 3R> T

DWFEDLEA~DT 7B AEREL T WNEIZL S TRHRRENAZ LA EF 2T 45t R 5 ThHD, =

DX VT KRG 2 EBR T DI, FRROXREER T I2LERDHD,

(1) XEFEBR~OT 7 EARIEHEREL TERT S
FDP_ACC.1(a)& FDP_ACF.1(@IZdk> T, CEFHROFHUIL, CEFRBEMEICLY XEFHREE
B U7z — R A 3 F 3 SCEE RO SCER B VAMIBGSIL TS — R A& 72T IR A L
BRI 5D, MFP EHE | A— = AH—_ KN RC Gae |5t L T XCEFHROFTHLEFFAIL
720N,

(2) HIBRSIZSCE, —RFRCEH L WVITZOW R OFHLZFF
FDP_RIP.1IZE - T, HIbRS - 3CE, —RIRSCEH DV NTZ O OFtH LA F5<,
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©)

(4)

XEFROEZFICEHEET Y V2R T5

FTP_ITC.1{ZL-> T, TOE 2% LAN #RH CiEZE T 5 EFRIIRESND,
X2 UT A BIHEOE B

n7 Ay a—HF =2 Tt U CRIBERBREFTHRMER. W&t B, HIFR), SCERAFEIVAMZ
XL CHRERBRIEFIWVEbE ., BZE)iE. FMT_MSA.1(a)i2L-> T, LD EIEEHE DR
FETIZTFITHIFRL TV 5,

XEFRCG T V2 N)DOF 2T A BIEICIE, FMT_MSA3(@)I2k - T, SCEFH N RS-
(2 TRIBRAIZRED 2y hE LD,

ZIBX RIS EREX 2V T 4 HEREE 4L L T4 4 9% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTPITC.1, FMT_MSA.1(a), FMT_MSA.3(a)%ZfkJ 52 & C O.DOC.NO_DIS #EH Tx2,

O.DOC.NO_ALT XEDKEHRE
O.DOC.NO_ALT %, XEN, n/ Ay a—F—ZablznE | HHNE, v/ fra—F —4 3> T
WANFDILEADT 7B AERELTZ R WE Lo TR ESNDZLEH B 2 T AR R T #Th D,
ZORX 2T ARIR T E ERTDI2T, FROMREERTILERHD,

)

)

©)

(4)

XEFERA~OT 7 EAGIEHEZREL CTEMETH

FDP_ACC.1(a)& FDP_ACF.1(@)IZL~> T, XEFHMOHIFRCCEF ROMERIEITE )T, XEF
HIBMEITLD, SCEERAE AR — R E FI3SCEEROCENAE ) AMNIBRHESN TS
—FIRAEIEF A3 2, E6I2, MFP BB ICHFFR[ 975, A—/3— 31—, RC Gate [ZxL Tl
TEFROBIREEFFATLAR,

HIbRS Iz SCE, —RERYSCEH D NI DM Ot E % BA<

FDP_RIP.1IZE ST, HIBRSNIZ3CE, —RIRCEHDWNIZ OB 2RI TERWEDIZT 5,
XEFROEZBICEHEET vV EFHTD

FTP_ITC.1|2L~> T, TOE 3 LAN fRH TE%Z(E T 53U EFHRIIREIND,
X2 UT A BIHEOE R

By A a— =T U CRIBEZRBAEGETHRMERL. W&ot B, HIFR). SLERAE VAN
XU CHARERBRIE(RIV A b, SZ)IE. FMT_MSA.1(8) 12k~ T, ZNENOEEE 5 E OF|
FETETFITHIBRL TUD,

WEER(AT P2/ NDOEF2IT BT FMT_MSA3@IC LT, SCEIEF MO RS-
(2, T IR B B hShd,

INBX RIS IR B 2V T4 HEREE L L Ci% 4 1% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)%#EmK 3 52T O.DOC.NO_ALT ZEH TX5,

O.FUNC.NO_ALT FIR&E Va7 Dk Ri#
O.FUNC.INO ALT &, FAHFE a7, urfra—F =L Z2biznE, HHNE, n/ (L a—F —4
TR CVDBZOFIAE Va7 ~DT 7 AMERE b I- e WE L Lo TR ESND ZEEB< X 2 T+
SHE I Cob, ZOEF 2T 4B H#EERTHIL, FTROMELEHET2UERDHD,

D

FRFEY a7 ~O7 72 AH#EZEHEL CEMT D

FDP_ACC.1(a)& FDP_ACF.1(@IZ&L~»C, FIHE Va7 OHIRIZ, MFPEBRE L4 FFIFE a7 O
BIBRAERR A >— ISR I 2 L CEFR[ 35, A—/3— (' —L RC Gate |23t CIEFIAE V=
T OHIBRETFEIL2, . A& TOE OFIAE Va7 OSZEIL, FIAE Y27 BRI TH5,
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2

©)

FRAZE a7 OFEZEITEEBERT vV E2FIRT2

FTP_ITC.1IZ2L-> T, TOE 2% LAN & H CEZ(E T 2R AE Va7 11 RESND,
X2 UT A BIEOE

a7 Ay a— LR U CRIRERBRECHTRIERL, BV &8 I, AlFR)IEX. FMT_MSA.1(a)ll
Fo T, ENENOENEE R EDOFIREZTZIFITHIFRL T,

FIAE a7 (A7 VN OEX 207 BT FMT_MSA3@ICE- T, FIAE a7 2 ERL
ToRE, HIFRAYZRMED By b S 41D,

ZIBXRICHNE R B 2T (SRR B L T3 2§ % FDP_ACC.1(a). FDP_ACF.1(a). FTP_ITC.1,
FMT_MSA.1(a). FMT_MSA.3(@)ZZR% T 5ZL T O.FUNC.NO_ALT #ZFEH TED,

O.PROT.NO_ALT TSF {2 #EIEHROULRE

O.PROT.NO_ALT %, TSFREFROULE L, X 2T 4 MR CEXAORAE IS5 27
AR T THD, ZOBF 2T 4%R 2 EHR T H120E, TR REEfTHLENHD,

D

@)

©)

(4)

TSFREFHROEH

FMT_MTD.1IZE->C, %A H ., B4l SMIMEFR|HEE®R, EE L7+ F — EEZELEL—
P —DEHEEY MFP EHE 21T 25,

BEHEEE DR T

FMT_SMF.1(25-> T, 27 5810 L CU B E ERIERE I T E i ST D,

RE|DEEE

FMT_SMR.1 (2L~ T, FtEafF ORI HE ZHEFF T2,
TSFIREFROEZEICEEETF vV 2H A5

FTP ITC.1(ZXk~»>TC, TOE 7% LAN & CTEZIE T2 TSFIREFRITFHEIND,

INOHRIRICHER X 2T R EMFEL TN 75 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP ITC.1 %3&#ER 4 5Z&T O.PROT.NO ALT 2 EH TE5,

O.CONF.NO_DISTSF BB~ #E

O.CONF.NO DIS (%, TSF B IEROBI A, B 2T DR CEXARME ST 58X 2T
AXERITEECTHD, ZOBF 2T 4R G AFER T DT, TRROXMREEMTHILER DD,

@

)

©)

(4)

TSF BB ROE #

FMT_MTD.1 I2ko T, —iFIHE DOrr AL 320 —R x4 5L MPP & E L 24 3 — A
RECZHFA 9D, A== AP =D F (L /SAT — Rk T DR EE A — S — AP — [ ZFF A
5, BHEDOT AL RAT =R T D EE A—/R— (P — LU 5 MFP B HE A9 5, B
FoZ I3 H8EE MFP BHLET-TIZEF AT 5, HDD B 588120 Di/E4 MFP L& 21T
\ZEF R,

EHEEEEORTE

FMT_SMF.1(2k- T, B 2T IR L CHEREFRE T ER SN T3,

BEDORE

FMT_SMR.1(ZE- T, Friga ORI HE ZHEFF T2,
TSFEFEROEZFBICEHEET v VEFHTS

FTP ITC.1iZXk»C, TOE 78 LAN #2H CTiE%Z{E 92 TSF BB HRITIEEIND,
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IO RICLE R EF 2T AREEEMFLL Ti%E 95 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 & § 5L T O.CONF.NO_DISA#EH TXD,

O.CONF.NO_ALT TSF B EROULIR#E

O.CONF.NO_ALT &, TSF BIEROULE L, BX 2T AR CEARAEZHCHET 5% 2
TARRITE CThHDH, ZOEFX 2T xR G # A FEBR T HITE, FTrROXREETLLENHD,
(1) TSFREFROER
FMT_MTD.1 (2&o T, —FIAE ORI AL /AT =33 58EE MFP B ELE & 43— A
BT 5, A== AW =Dy (L /RAT — Rkt T DB EE A — /S — S —ZFF A
Do BHEDUT AL NAT—RIZxET D8 EE A—/ N\ — A — L3 MFP B BRE ISP R 975, B
o713t 28 EE MFPE B 721 ICFF 7] 975, HDD B SO ERR{EL . MFPEEE T
FIZFFAT 2,
(2 EHEBEEOFRTE
FMT_SMF.1 2o T, ¥ 27 R R L T B B B ER I L E S TD,
(3) EEIDFE
FMT_SMR.1 IZE-> T, FtaFr ORI HE L HERF 15,
(4) TSFREBROEZEFIHREET Y VEFATS
FTP_ITC.11ZX~> T, TOE 2% LAN f&H CitZ 1595 TSF B FRITIRESND,
INOHRIRICHER X 2T R EMFEL T4 75 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #E 3 52T O.CONFNO_ALT Z#EH TX5,

O.USER.AUTHORIZED H|HZ DORRIZEaE

O.USER.AUTHORIZED 1%, IE47F| & 721775 TOE OMREAFI T 57200 DX 20T (R —I25E
STHIAZEOHIRZ T 28X 2T AR R FEH TH D, FRIAERMEEO BTN EFRE OMFEIT, /AT —F
AESTEREEEATO  BE XV ORIA, 74T~ PC D Web 773 mb0RH, 7747~ PC

DOEIRL, ROV TAT s PC G PC 777 Ak HBED X 2T 4RI —Thd, ZOEX2U7 151K
F#tEEBRT DL, TRRORMKEZETHLENHD,

(1) TOE M AATNIHHEZBANRIET S
FIA_UID.1(@& FIA_UAU.L(@IZE-> T, BE SRV EIT Ry NI —27 ED7F 47 2~ PC /> TOE
ZRIRALIDETDEITHRL T, AEFRIED T UL D58 BIRRAENM T D,
FIA_UID.1(b)& FIA_UAU.L(b)IZE- T, BfE SV E i Rro N —2 D75 47~ PC )5 TOE
ZRALLYET AE R MEPEHEE $/- 13 A— S — AP —DIB A IR TREE CEBIERIE AN T .
— IR DG E AN RERE T — N — IC L DB FRREM T LD,
FIA_UID.2 12X~ ., RC Gate i&{g fi-1> %7 =— A2k TOE ZF| L LH L3 2F ORI M T2
H. FIA_UAU.2 |25~ T RC Gate DEREENMTabins,

(2) FAIFRFED AL LT-FIHFEIZ TOE ORI AZFFA 5
FIA_LATD.1 X FIA_USB.1IZL> T, POERINTFIAEDOREEE~DT 7 EAFEZEEHIN,
B FRREIZ R B L 7RI R (et L C BB A T%ﬂé
FDP_ACC.1(b)& FDP_ACF.1(b)IZ& > T, #ABIERREIC AL I — A & 252 bivic MFP 77
br—3ar OF|FFHERRIZIES T, Y% —RAIAEIC MFP 77— ar ORI REFFA %,

(3) vl AL AU —ROfENTZREIZ TS
FIA_UAU.7 1285 T, BfESUICRIL T X I—SCFAFRAE 74— R 3y 7 L TCRR T HZET, 1
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T AL RAT—RORRARER LT 5,
FIA_SOS.1 (2L~ T, MFP EEE N E T ORMERIED / SAT — R Ofe/IMT L, AEFREED / SAT
—F‘G)jt%@fﬂ/\ﬁ%{?ﬁf’ﬁ‘/\x’? R7ZT OBGET T 5L TRI AL /3R — R OHER| % H
2T 5, SNREREEY— N —FREE Tl AMBEREEY — N — DR EIKFT D,
FIA_AFL.1IZE»> T, RIERFEZED mﬁﬁeﬂﬂza} TEEIEHERDIR U 7-FIAE IR L T, —E R TOE ~
DT 7R AEFFR L2, FMERFREEY — N —3RFECld, AN RREE Y — N — DR E IR TFET D,
4 /A EBETKRT TS
FTA_SSL.3 (2Xo T, #1E 3L, Web 7 T30 b —ERRIBRIEN 2\ EEA —~a s 7 MREfE
DB LT, BB SRV HDHNE Web 7T onas (U AREEEZ A — el T U5, TV H—R
TAN—FENIT 7 VAR TA N =IO XEIFROZETZ T RICIEFTRZE ORI A Kz n s
TUNT %, TOE (X, RC Gate L DiB{E#& THFIZ RC Gate LDty a AUl 2,
(5) EX=2VTBEOER
FMT_MSA.1(b)(ZL~> T, — xR HE Oa s Ao — —24 LR AEEEVANT MFP B E 2L ->T
BHESHL, HRERERIX, FIAE ISR U CTERIEAFFRIL 720,
FMT_MSA.3(b)IZ &> T, #refERIZHIfRA /2T 7 4/ MEIZER E T 5,
L7zhio T, ZNORRICHER xR 2V T (B RE L L T2 4% FDP_ACC.1(b). FDP_ACF.1(b).
FIA_UID.1(a). FIA_UID.1(b). FIA_UID.2, FIA_UAU.1(a). FIA_UAU.1(b). FIA_UAU.2. FIA_ATD.1,
FIA_USB.1, FIA_UAU.7, FIA_AFL.1, FIA_SOS.1, FTA_SSL.3, FMT_MSA.1(b). FMT_MSA.3(b) % &=
%4 %ZL T O.USERAUTHORIZED #3EH T 5,
2%, PPNS0IEIR SFR Package Tih% 2600.1-SMI DOEERE(F.SMI)iZ. FDP_ACC.1(b)& FDP_ACF.1(b)
IZEo T TR AT /2> TODHERED o T SN DIKEE Th D, LIZHI> T, ESMI D7 7 £ 4
#11% FDP_ACC.1(b)& FDP_ACF.1(b)i2 &2 7 7 B AHIMENC & s CTEBEL TV,

O.INTERFACE.MANAGED TOE IZXAAN A 527 = — R E
O.INTERFACE.MANAGED (%, TOE 2 tF=2U7 4RV —IZH> THNIA L # 7 = —ADER A E T
AZLHREET AR 2T AR T THD, ZDOBX 2T 4% R T A2 ERTHITL. TEROMELE
T AUNERDHD,
(D) #IE L LAN A 227 = — A 3R RTNR| & 238538595
FIA_UID.1(a). FIA_UID.1(b)ic &> T, BIESFNFE IRy NI —2 EDOIF 47 NPCIH TOE %
%IJH% L& ET2E 0BT, FIA_UAU.1®E). FIA_UAU.L(b)ICk - T, 8BS =Rl & D
o uEﬁ)TTj/)ﬂé
FIA_UID.2 12X~ T, RC Gate i@ {g A2 47 =— A2k TOE ZFIHL L& 5F 0BT/
. FIA_UAU.2 IC L > TEREEAM TR b,
(2) BAERIRNVBHDHNE LAN A2 H 7 = —A~OHEfAZ BB TR T35
FTA SSL.3 ICk- T, —ERRIBRIE S FLHHNE LAN A Z 7 = —ADBIENRRVES I 3
VERT 5,
(3) HEALHT = —A~DHIBRI NI Hiink
FPT_FDI_EXP.1 &:JZO“C??T%VE/\"*/V LAN A&7 =—A BRI CZE LT —4%  TSFITX
ZIBINOMFEEELIZ LAN, EFEEIFDEGETHZEEFIET 2,
ZNORRICHE X 2 VT AHERE R L CE%4 9% FIA_UID.1(9). FIA_UID.1(b), FIA_UAU.1(9).
FIA_UAU.1(b) . FIA UID.2 ., FIA UAU.2 . FTA_SSL.3, FPT FDI EXP.1 # #E ik + 52 & T
O.INTERFACE.MANAGED %Z £ Tx5%,
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O.SOFTWARE.VERIFIED Y7WN7 =T HR3EE

O.SOFTWARE.VERIFIED %, MFP {7 k7 =7 & FCU 1Y 7 b7 =7 WIERDY 7 b7 =7 T H o
EERFET D EX 2T 4RI THD, 20X VT 4R F 2 EBRTHI21E, FRROX REEE
TOIMERDD,
1) BALTFxvr
FPT_TST.1i2X~>C, BEFFIC MFP HIfY 7~y =7 & FCU Hl#Y 7y =7 NEROY 7 -y =7 C
OO LTS Do
ORI BREXa) T HMEEHRLELTE YT S FIPTSTL 2FRT52LT
O.SOFTWARE.VERIFIED 2 T&5,

O.AUDIT.LOGGED E&En/ ik EHE

O.AUDIT.LOGGED %, X 27 4B EAMRIET DO ERER O/ OFHFE L, SHICEERT D
S A MFPEBE IZHF AT 58X 2V T AR 8 Ch D, 20X )7 xR F#HEEHTHITE T
FLOXRAEFES T HLENHD,
() EEns/EiLsd5
FAU_GEN.1X FAU_GEN.2(ZL» T, BEEM G LT NEERLEEN G LT NEFLOREERD
R ERE LD IZREST D,
(2) BB % R#ETS
FAU_STG.1 [ZL-> CEErZ ITWENLRESIL, FAU_STGA IZE->TEEa S 77 AR - 1L
WORBEETEEXNROERNRBAELILHE 1T, XM LAZ T ORLEHVERE 7 ZHIBRL, Ly
BEEa/ Atk 5,
(3) EEBREARMT D
FAU_SAR.1 (Z&> T, MFP BEE PRIAE CEOE A CER s/ 25 HE 55120, FAU_SAR.2
IZEo T MFPEBEE LA NE R/ 25 AT 2o 2132,
(4) BHETXLIESHARM
FPT_STM.1 [ZR-> TEE TEDX A LA T RSN BRI TEEES 0B AL ERER
R AN FRER S,
INORIRICKNBER X 2T HEREE L T4 % 35 FAU_GEN.1, FAU_GEN.2, FAU_STG.1,
FAU_STG.4, FAU_SAR.1, FAU_SAR.2, FPT_STM.1 #3ER T 524 T O.AUDIT.LOGGED %#EHR Tx
Do

O.STORAGE.ENCRYPTED Si&3:ER 1L
O.STORAGE.ENCRYPTED (%, HDD ([ZEXiALrT — X &R 5L TAZLARAET DX 2V T 45K 7
HTHD, ZOEF VT ARR ST S EBR T DI, TEROMREFEMTL2LERHD,
(1) BEURRESRAERTD
FCS CKM.1Z&o T, B BALDT-DIT TR R B AR S LD,
(2 WEEHMEELTD
FCS COP.11Z&~»>C, HDD IZEESND T —# DB {LZiL, HDD 2@t A HEN5T — 4B 5
SNb,
(3 TSF7—4&EETS
FMT_MTD.1 125~ C, B E881E MFP B HE IC L CEEIND,
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(4) EEEEORTE
FMT_SMF.1 2k~ T, BF2UT EEEI R L TR ER B FRMRE IT ERSN T5,
(5) HEEIORE
FMT_SMR.1IZE- T, FrtEa ORI RE L HER 5
IO RICHEREF 2T BB EMLL TZ YT % FCS_CKM.1, FCS COP.1, FMT_MTD.1,
FMT _SMF.1 . X' FMT_SMR.1 %##ER% 45 Z& T O.STORAGE.ENCRYPTED #EH] T&5,

O.RCGATE.COMM .PROTECT RC Gate L DiE{E {53
O.RCGATE.COMM.PROTECT /. TOE & RC Gate L DEE IRV T, TDOWEREK EIchIBIET —4
EWEL, MSAZRMTAIEEARET D EX 2T AR RFEHTHD, 20X 2T %R 5 #H% EH,
THITIE, TRROXREE T 204 ENHD,
(1) RCGate bo@EEICHEEET v VAR
FTP_ITC.1(2X» T, TOE %, RC Gate L Di@(E12H\ T, TOE & RC Gate M D@ BRI I H 5@ (E
TRk WERCRBNOIRET LBREEET D,
COMEICHKEREXF 2T BEEMHLLTHEY T2 FIPITCL 2ERKT52L T
O.RCGATE.COMM.PROTECT #EH TX5,

6.3.3 0O0O0OO0O

TOE &% 2V T AMEBEEEIZ DUV T, A& ST TORFEMEO ST FERAEFE 29 IR,

O 29:ToEO0OOOO0O0O0OO0O0DOCOOOOO00

TOE &¥=Y7 4 ERIN AR ST T ST OHT
PEEEM: WL T WL TR
e e
FAU_GEN.1 FPT_STM.1 FPT_STM.1 7L
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 7L
FHA_UID.1 FIA_UID.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 3L
FAU STG4 FAU STG.1 FAU STG.1 3L
FAU _SAR.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 3L
FCS CKM.1 [FCS CKM.2 F/zix FCS COP.1 FCS CKM .4
FCS COP.1]
FCS CKM .4
FCS COP.1 [FDP_ITC.1 F72ix FCS CKM.1 FCS CKM.4
FDP ITC.2 /2%
FCS CKM.1]
FCS CKM.4
FDP_ACC.1(a) FDP_ACF.1(a) FDP_ACF.1(a) 7L
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RICOH
FDP_ACC.1(b) FDP_ACF.1(b) FDP_ACF.1(b) 7L
FDP_ACF.1(a) FDP_ACC.1(a) FDP_ACC.1(a) 72
FMT_MSA.3(a) FMT_MSA.3(a)
FDP_ACF.1(b) FDP_ACC.1(b) FDP_ACC.1(b) 2L
FMT_MSA.3(b) FMT_MSA.3(b)
FDP_RIP.1 7L 7oL 7L
FIA_AFL.1 FIA_UAU.1(a) FIA_UAU.1(a) 7L
FIA_ATD.1 2L 7L 7L
FIA_SOS.1 2L 7L 7L
FIA_UAU.1(a) FIA_UID.1(a) FIA_UID.1(a) 7L
FIA_UAU.1(b) FIA_UID.1(b) FIA_UID.1(b) 7L
FIA_UAU.2 FIA_UID.1 FIA_UID.2 2L
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 7L
FIA_UID.1(a) 7L 7L 7L
FIA_UID.1(b) 2L 7L 7L
FIA _UID.2 7L 7oL 7L
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 7L
FPT_FDI_EXP.1 FMT_SMF.1 FMT_SMF.1 2L
FMT_SMR.1 FMT_SMR.1
FMT_MSA.1(a) [FDP_ACC.1(a) FDP_ACC.1(a) 2L
F7-1% FDP_IFC.1] FMT_SMR.1
FMT_SMR.1 FMT_SMF.1
FMT_SMF.1
FMT_MSA.1(b) [FDP_ACC.1(b) FDP_ACC.1(b) 2L
F7-1% FDP_IFC.1] FMT_SMR.1
FMT_SMR.1 FMT_SMF.1
FMT_SMF.1
FMT_MSA.3(a) FMT_MSA.1(a) FMT_MSA.1(a) 2L
FMT_SMR.1 FMT_SMR.1
FMT_MSA.3(b) FMT_MSA.1(b) FMT_MSA.1(b) 7L
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 7L
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 7L 7L 7L
FMT_SMR.1 FIA_UID.1 FIA_UID.1 72
FPT_STM.1 2L 7L 7L
FPT TST.1 7L 7oL 7L
FTA_SSL.3 7L 7L 7L
FTP_ITC.1 2L 7L 7L

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.



RICOH Page 71 of 84

AT ARFED NG 72 S TR THRIBEZRVWR LA FE IR 975,

FCS CKM .4 ~DARFMEREH

X TOE @ HDD M5EbIc VO AREB4E1E, TOE OEMABILEEC MFP EHEENAER L%, FD
HDD %L THEGRITAE FISNAT-0  BIRENAZ LT, §iE> T EEBHED FiEx A - S5 pEEE
ORSREEEIITRETH D,

6.34 O0OO0OOO0OOOOO0O0OO

A TOE (XL D MFP CTho, MFP [T — A4 7 A A THEASNAZEABEL CTRBY, A& TOE IX
BE(LEEARL ~UL LI EOBERE S AR OB IR EL TR,

F72. TOE & FHOFHH(ADV_TDS.2)IEfilR # L DO IE YA 7R3 DIZ+43 Th b, 8512, TSF ZEIRED
HNIHE T DI MBI S OB N ER SN, ZHUTSEIOFHE ORI Th D, 37205,
— A = — KT BRI R B RE N D EE L DOWE~DXL (AVA_VAN.2) T+ Th
%6

— 5T, WEZIVREEICT 7D ICBEEFEROMELTFOLLENRHY, FREEBERIZOWVWTHEX2T7 722
RETHLZLERIET DL, T7oDLE X 27 4(ALC_DVSL)ITEZETHD,

F72, TOE i L CeX a7 IZER 75720 EABRBKZRICE RENTREE RIGEHRE FHix
(ALC_FLR2)ICE > CEUNMEETAHZLIIEETHS,

e~ T, MBI Lo AN Z B T 5 &, R TOE IZxt T 5B fRFEL ~~/L 1L EAL3+ALC_FLR.2 23 %4 C
»HD,

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.



RICOH Page 72 of 84

/ TOEO O OO

AREL, TOE BEfMEIEL X 2T EEEE IR T, IOIT, BX 27 BRI IS T 5% 2T (H4EE
BHZLITRT,

71 0000

EEEREIX. TOE DEROFESR, KO EX 27 |ICBETLERUUT, EEFLHLE)) O/ 2 EEn
LU TCREL , S LA/ 2B R T TRE T 2(EE /DL 2 —)KRETH D, ekl
TeBEE R, MFP EBE 72 ICH L LRIBRAFF RT3,

FAU_GEN.1, FAU_GEN.2
TOE L. # 30 ITRTEEESRARIC, # 3LIRTEE2/THE % TOE N® HDD (ZEE#HT 2,
BB nJTEBICE, @/ THE SER S TEHEB RS D, iEn S EE L, R AT AN TER
T AER T —XTHE THY, R0 /ERIL, & 3L IO TEAE/THAA2LH T OERESRERD
HFERT D,

FPT_STM.1
TOE I%, BE&Er/I\Z5eek T 2 H (A B) - R0 F)) %2 TOE OV AT AR GEUSG T 5,

FAU_SAR.1, FAU_SAR.2, FAU_STG.1

TOE X, MFPEHENT 7 B ALT-RED A Web 7 7T OEEIZER 07 OFH L OB EA= 2 —2FIR
T5, MFP EBENEE/ OFHLE TOE IZHERT5E, TOE IZEE R/ 27 X ANMEAX TRALT 5,

FAU_STG.4

TOE 1T, B0/ 77 A VI 0/ 2B INGRek T DM 2 WA 12, T OBE e/ i i\ OB
Bz bEET5,

0 30: 0000000

EfEs

B AR REDOBRLA(* 1)

EEEREEOK T (*1)

07 A A ED R ERBR(RC Gate 7)>H0m 7 A L EREILFRS)
RC Gate Di@(F AL 27 =—ALOR T A ARED R B & KL
# 26 EHEREOFLIK

FH BRSO E

I —huel T oML A DT

Web BEBEDIR(E

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.



RICOH Page 73 of 84

TrNE—EE

A—IVIE(E

F NI —2 %4 LT FIRI

Iy T =% N LI PC T 77 A

LEFHROEE

LEBROFHUEIR, F7on—R, 777 A%E | A—ILEE, 7405 —%(E)
LEFHROHIBR

SIMIME F| FIZE R OBHERIER. 8. BIFRD AL L IR
EERT AN —OFHRER. . HIFRDRThERRL

RC Gate L Di@EfE

(*1): BEERREOBRIGLH THERIT, TOE DEBFER TRAT D,

£ 31: BEfEoJEEDOYAL

EEu/TER EEn/E B ~DOREM B/ il IEEES
FHOB A A - F 2l FRREAERO TOE OV A | R IR TETOEENRHES
T LR OE
FHROKT B EHIEAEREDO TOE DA
o T LR O
Jg 5 O] B IS DR |1 4R
EH | V7V EEESOEAERRE L -
H HIAE LT TOE Ok
B
B EAEEZOBREERER
1T HBR)
WAL 181E 5 1E(IN/OUT) *Web #§BEDE(E
*RC Gate L DI&E(E
B | ®BELIPTRLA BIELIPTRLR *Web #EEEDE(E
EéLJ T FNE—IEE
7 B AN /& Oyl
1 X NI —I %N LT- PC T 77 A
H ‘RC Gate L@
SE S A— LT RL A A—VIEERE DS A—IL | cA—LEE
TRL A

72 QO0OO0OOO0OO

B FRAEREREIE. TOE AL IO LT 2E D FF AR HE (MFP B HEE | ZA— X — (¥ — — IR,
F Y RC Gate) Th LR AE S BUS U7 RRAEE A > TREEL | #F AIFI I Lfllrsn -

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.



RICOH Page 74 of 84

I TOEDFIHZFF I DHERE T D, M1, — R I ORSIREREIZIE, AARRRE S 2UEAMERERAE Y
—N=RRREST R DD, BREFFICWT O G AZERT D,

FIA_UAU.1(a), FIA_UID.1(a): AEFBIEF A CTEH T —X

TOE 1%, FIAEN A LIznr A a—F—Z a s A /AT — R CilBIFREE 35, 772U, FIAEY
g7 —EDOHER Weh 7 I7F NSO~V T OB VAT LREOSR, hv 2058, WS hEE
WO 777 AZAZOFEAT, K OMEERRKEE BRI TFRBIFREEZ L72<Th TOE OFAAFF A1 5,
FIREDEE SOV EIT Web 777 PR AT 25613, v/ A a—F—4nl/ AL /"2 —R%
ANTHDOEEER R, FIRER A a—F = eal (L /R"AU—RE AT HECEEE R
RUBET %,

FIREZE N TV A —RIGANR—FTNIT 7 VAR TA R =BT D56 13, TOE 1I&RTA 3= BF]
FEBAN L Tcas A a—F =L al A AT —REZ (5T 5,

FIRABNS AUz A a——20n, —BFIAE . MFP EHE | /2323 — = A HF—DFE |
TOE X, FIABE N AN LIz AL /32T —R L TOE IZFOBEFESINCNDRT AL /AT — RN —E 7
HZELEHERRT D

FIA_UAU.1(b), FIA_UID.1(b): /MHFRIEY— "\ —RIEF R CTEA 57— R

TOE 1. FIFHEMNAN LIS A a—P =L n s AL /82T — N Tl BIREE A 12, 72720, Rl &Y
a7 —BEDOBIR, Web 7 TP NEDO~NLVT OB VAT LIREEDS IR, h7 o 2OER  BWEHhEiE
WOBR, 777 A%AFDFELT, T OMEERKE@EHRITFRBIFRAEE L72< T TOE OF|AZF 35,
FIABEDPERIE SRV EZ T Web 7 70D R AT 256813, n/ A a—F—4 a2 —K%
ANTHOOEEERRL, FAENT A 2= —Z Ll (AT —R e AN THECEREEFE
RUBET 5,

FRBNT VA —RTAN—FI2TT7 7V ARTA R —=BR AT 2546, TOE 1Z&RT7A/3—nbF A&
DAHL-a T (v a—Y =L a A RAT —R &2 (5T 5,

FIREBATUzar A2 —W —4 5 MFP EBE HDHNIA—/S— A —DIFE1%, TOE 1%, FIH
BENANLTeaZ A 73R —R B TOEIZ T OBEHIN TODMPPEEEHLNIIA—/R— " —Dn
TAL AT —RpERET D, FIAEN AN LIZnT A 2—F —Z 13 MFP BEEEH DL IFA—/I—
AP —TITENFE ST, v/ (2= —Z Ll (LAY — R B ERRRZE T — N — 22X L, FMERER
AV ——THRALTHHY,

BRE OFE R, FBARRREICREI LI A 13, @B SR E B L C TOE OF|HZZHF I35,

FIA_USB.1, FIA_ATD.1, FMT_SMR.1

TOE %, FIA_UAU.1(a), FIA_UID.1(a) . FIA_UAU.1(b), & O*FIA_UID.1(b)DFRE D& R 5B3EICKTh
U7=FI & % S SV B A (— R MFPH%E% 3%;5u\i7\~/\—-/\4’4f—-)&f TOE
OFNBEFF AT 5, R/ ALERZE Y TONFABERENT, v/ TN 2ETHREF T 2, FREEICREK
L7=3A1% TOE OF|HZFFAT LR,

FTA_SSL.3
TOE 1, FIAFE D RIE SR I0n T A %% BIE SRV DRAEERIEND, MFP BB EZE N TFOREL
7oA —hu s 7 o N (60~999 M) AR B L 7-5 A2, BRI — e T N o RE AR AT D,
TOE (. FIHED Web 7T H Ihar (% . Web 7T WS DORAEEENS  BEA— a7 7ok

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.



RICOH Page 75 of 84

B (30 D) RRB L -5 812, MHIRICA — s T N O REA 1R 5,
TOE X, 7V Z—RIAN—LOHIRNEHRZZ TR EZR a7 TIN5,
TOE L, 777 ARTGA N = DEEFHREZ TR ERICR TIN5,
TOE i, RC Gate L Di@E & T LTZE%IZ RC Gate LDty a2 Ui 2,

FIA_UAU.7

TOE I, #{/ S F1% Web 777 F DB FIAL LD L 2B BAT T D07 A2/ AT —RIZHU T,
ANUXFERTET . AN XFRS DY I—FERFT S,

FIA_AFL.1

TOE 1%, AAFRFEF R TEHAL CWD5E, —FIHE . MFP FHE | L OA—/X— (' —pnrA
a— Y — LA N E R L B A T T B, ANERREE Y — N —EREE S CEAL TS
BAIX. MFPEHRE | K OA— = AP —Dul (o —P —Z | Z LD R B E e LT [m %
VN D, R CRAEICRIILIZEE DY, B AL AT — R AN RS AR en s (v a—F — L%
a7 RN A,

Ty TRtz A a— =4 1L, FOEDONIZ 07 T MER BT 50, F 321w F)
REREFIEDON -0y T MERE IZL> Ty s T MERSNAE TR A TER,

# 32: FIRABEREBORYITYMERE

FIREZRBI (27 T IR RE) oy 77y MERE
— AR E MFP &2
A/ = S — MFP & HE

MFP & FE AR S —

FIA_SOS.1
FAZEOOT AL RAT—RT, LT O&MEmI-THBE 1288 TED,
(1) FERTELXFLEOFE
FRLF: [A-Z] (26 XF)
¥/ NF: [aZ] (26 3CF)
FF: [0-9] (10 3LF)
S SPAL— AN " H#$ W& () +,-. /1 <=>2@[\]*_"{|}~ (BXF)
(2) BFRATHE/ATEL
— R HEOSE
MFP EHE NG ET DU AL /AT — R/ IMTE(8 75 32 #T)LA k. 128 HTLAF
‘MFP EHE  A— = AP =D
MFP EHE VR E T D0 AL /RAT — R/ IMT8R(8 7225 32 #T)LA b 32 H7LA T
(3) XFHEDMAHT
MFP EHLE N IET DS FREOME T3 EELL B HDHW T 3FEELL L),

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.



RICOH Page 76 of 84

FIA_UAU.2, FIA_UID.2, FIA_USB.1
RC Gate ORiBIFRFENE 13, FEAE THD,
TOE %, RC Gate DI@{E I 47 = — A% ML CTOEICT 7R ALIHET 5 I T e O 2 (E Li-iE &
& TOE 25R$FT DAERAELIRE T 5, BEORR, IT #E52° RC Gate LW CX/25HE7217, RC Gae
O)%Uﬁﬁ%ff&%u“@ TOE @*”)EH fzﬁq:ﬂ,_g_éo

FPT_FDI_EXP.1
BB XV BB LAN A F T 2— AR5 LT20TA T b PCOSD AFIERIL, 4079 TSFIZLDi%5
SREF AT o7 BWMATIOT 73 ar%47H728, TSF OB 5- 72 LI AT ERPERIESNDZ LT,

73 OOobOooboonOd

XET 72 AHIEREEIL, TOE OFFRTFIAZE KL T, 2 OFHEOEENG 2 DIV HERR, £7213F
REBIZEZONIHMERIZESNT, XEFEREFAE Va7 ~OBRIEZFF AT T 5HEE Th D,

FDP_ACC.1(a). FDP_ACF.1(a)

TOE X, ()XEIFEHROT 72 AHIEH L — 1 (QFIAE Y a7 ~DOT 72 AHIEHL—AHE-~>C FIRE

D LEBFREFNHE Y a7 ~DOEBIELHIRT 5,

(1) XEIFROT 7B AHEL—L
TOE I%, EECEZHIR, 7747 N PC DX a—R | Ty AEGE, A—NVEF, 740 E —ik
1B, HIBR, RORHIBRT 2720 DA 27 = — 2% F| E 1 ZHRAET 5,
ZELEA~OBRENTFASNIFAE L, MFP BHE L — A E T T, A== =L
RC Gate ([ZIZFFAI L2V,
MFP EHE L — xR E DN #E SV E21X Web 7790 bn s A 458 #E2# 5%
BXEO—EL, FFATHREFEIR, ¥ Vra—R, 777 AEF, ALk E, 7405 —%E, dl
B, 2HIBR)DA=2—%2FIRT D,
MFP EEE N, BB SRV EIE Web 770 houl AL LiiRE1T, £@F B TEO—E L, HIBR.,
ZHIBROEBEA= 2 —PNERIND, MFP BHE X, EELEO—EDDLHIBRL -V IEARIRL
THIBRZFEITT D0, BHIBREZFATTHIENTED,
—RFIRED, BB SRV E2E Web 7700 bnr Ao Lz Ha1E, XEFRAEV AN A
Lie— R EOn s A a—F =L RBFESN TV AEBLEO —E L BREA=2—F 33 [T
STHAITR RSN, H., LEFRAEBEVANARE T HHERICOWTIL, [7.8 BX2U7 (B ERHERE |
e e BN
F7= TOE %, FIAEN 2 —#eE, 7V #—HERE, A% v —HRE. 77 7 AHRE, R ORF 2 Ak
Ny ZRERE AT ISR E a7 CHRO SCEFRICH L T FIRE Va7 04 —F—72F1CHH
L EHIBROERIELTF AT 5,
FIRE a7 DA —F —2EEFTLH-0DA L F 7 2 — AR FIFE a7 OF v L ad
DI ODAE T 2 — AR M5, FIRE a7 X v 3568 Bk a7 B> T D IEIR
HIFR 5,

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.



RICOH

# 33: —BFIAZEOERELET 7 eRH#EA—V

Page 77 of 84

FATBIF

F 2 OF FARE

—BRRTHERCED
ERCEER|

Ama—RKN T HEAE

CNREYY

R 2 A MRy 7 A RE

R 2 A MRy 7 ACE

FIRI
HIIER

BiE v

RS 2 A MRy 7 A& RE

Ty I AEEE

FITel
CUIES

e v

TV X —KERE

TN —E

F1Rl
HIIER

(A VI

A3 —HERE

Ax¥F—XE

A—ViEfE
TN —EE
53

BiE v

777 AHHE

Ty I AL E

77 I AEE

T FINE—ELF
IR

ElIES

(A

77 ANERE

Tr I ARG E

FIRl
HIIER

Web 774

RS 2 A MRy 7 A& RE

R 2 A MRy A E

FRI
CUIES

Web 774

N3 oA hoR o7 A AE

Ax v —30E

A—)ViE(E

TANKE —iE(F
Hyra—R

HIlBR

(A—IVEE, THH —iE
X, A% v —HEEDH
FAMERR A 17 > T B — i F]
&\ CBEEFF R 32)

Web 774

3 A R 2 AR

T 7 I AL E

Ty I AEE

Zya—R

E

EISS

(77 RBEIL, 777 AR
BEDOFIAERZFF> TS
— R E R EE AT
T5)

Web 774

PN o =

TV —=HE

FIRI
HIIER

Web 774

77 AR HE

Ty I AZAFE

FIT )

Zya—R

IR

(7720, —FIAE R %
2 ANy 7 AREEE DR A
METRZ 1R > TWAIRE D I
ERREEF R D)

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.




RICOH

Page 78 of 84

(2) FIHBEY a7 OT7 7w AHEHL—L
TOE I, BE A0 AL L TCWARIAED, FIAE a7 OX v v VERAI-FAE a7
DA —F—=HDONNI MFPEEE O ET2T | BB SRR HAE Y a7 2F v e oA=a—%
T D, OFIAEIIIFAE V27 ~OBIEEZFFRI L2V,
FAE a7 2y L3508, Fx A SHIRAE Y a7 o T SCEFRITHIBRE D,
7L, v v ENTRRHE D a7 B3> COTECEERNEECEOH AL, TOE NIZEFEL
7o EFHIBRES A2,

74 0000000

FIFH I PRIERE I BRIRBRESAVIZRF AT R A O & R OFIHE BICBUE SN MERICHES T, =
—HERE. TV —HERE. AX v T —HERE. P2 A MRy 7 A RE . RN 7 7 AR RED BB AFF R 5
ERETH D,

FDP_ACC.1(b), FDP_ACF.1(b)

TOE I, 2 —#§Re, 7V & —HERE, A% ¥ —HKEE. RF 2 AU MRy VAR, RO 77 ABEBED #AE
ZBAIEL LD LT DFF AT HE OEBIEREET D,

BEIN— R HE OBAE L, — A AE B IS ESNDOFI AR AN CERIENFF RIS TV D HERED
BB 25,

BEID MFP EHE DAL, MFP OF BRI Y T 57 77 A% [EHEEO B EZ FF /] 35,
BE)NPA—/R—= AP — K RC Gate 7251, W T ILOBEREOEELFFRT LRV,

75 0000000004

Ry — 7R FEREREIL. LAN FIRBHI Ry N —2 EDE=ZY o ZICEDEWIR 2 & 1R T 2 5RE
WS AR T OIREE TH D,

FTP_ITC.1
TOE MR 25 BLiBIE 1L, WIEEICLV RS, TOE MMEMT AR BLilBE4 . £ 34177,
% 34:TOE 2328 5{Li@fE

- TOE 232t 50 S{LEE
wfE 5% —
Fakan ST NIYR A
547k PC TLSL.0 AES(128bits, 256bits), 3DES(168bits)
SMNEREEREY— 3— | Kerberos AES(128bits, 256hits), 3DES(168bits)

RC Gate SSL30, TLSLO | AES(128bits, 256bits), 3DES(168bits)

FTP #—/"— IPSec AES(128bits, 192bits, 256bits). 3DES(168bits)
SMB #— 38— IPSec AES(128bits, 192bits, 256bits), 3DES(168bits)
SMTP H—/3— SMIME 3DES(168hits)

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.




RICOH Page 79 of 84

76 G4OOOOOODOO

FRAPIE BN EHEREIL, HDD RISV T8 —RR/ B D L Z OB IR LC e <5 —
T % L EET B LB RO R A% TR SHHE Co%,

FDP_RIP.1
+EXJ2 HDD fEEOEEFTIEICIL, BIRBEEL—FEEENRSH D, BIREEIL, HDD EIZH 27T
WEEOFEOFEHRE TOE N FIZERL , RFEROFELFE AL EXTRFERERL LEXTD
FiEThD, TOE X, FIAE OBRIEICL > TLEFREZHIFRLIZKE, HDD EIZHLXEIFHROT V4L
EBERNEZEBZATNTOLEMICXL T, MFP BEEENEEL- EEXF KT EEXTS, 2. FIH
FE a7 TRRICTOE 1L, FIIREY a7 OFEITHIZHDD RICAERSND—BRI7RSTE, HAWTZE O
RRESATN CODERICH LT MFPEEENMEELZ EEEX ST LEESTS,
—FEHEIL, TOE /3 HDD #—#5TC LEET5HETHS, TOE (F,. MFP EHE DR EL- EEXHK
THDD % L&E&T%,
EEXOFRITIL NSA FK, DD HHK, BLEESALFTANRDD, EEXOF R MFP EHE 133
ERFIZIEE T 5, NSA FHF, LT 2[FE EEXL, Null(0)T 1B EEX3 5, DoD HFRIL, HAHET 1
[ EEXL, ZOHHEOMET 1 B EEBEL, SOHICELE T LEEXL%., BIET 5, ALEESALFK
%, MFP EHE DR BRI 3700 9EOHYLIEEL-EHA K T LEX TS,

77 G4doooodoood

BT — A {RESEEIL. HDD IZEE&ESNTCWDT — X & IRA VDR #E T 720 b0 T — 255
b 2HRE TH D,

FCS CKM.1, FCS_COP.1

TOE (%, HDD ([ZEXATRNICT —# &g 2{kL . HDD 2203 LIBICT — 2 &5 5, ZOMH I,
HDD IZEXARFHEAHLTHETOT —HIIR L TiThivd, BARREE S EELE 35177,

% 35: BET —ZRBOT-D DR EHMEDY R}

B EBIEDON Y S HRE HEuE BET7NLIUR L @BE
HDD ~DF — A EEAI K51k .
—— FIPS197 AES 256 £k
HDD 605 —#5 A H L 1B

TOE (I, MFP EH#E DO#EAZ517 T, HDD K SO AEMAIT), TOE 1L, v 7/ A L TWDFIHE N
MFP EHE D& HDD By 584 AT 57 DEE A HE SRV 5,

MFP & )3 RAE/ SRV HDD By 58D AR AR~ T 54, TOE 1%, EMEELIAERZRICL > TR
BSI-AIS31 |[ZHEMLL - &Lk & £ T 5,

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.



RICOH Page 80 of 84
7.8 gooooooood
X 2T EERERIL, — R AR MFP BEE | R A= — AP —DF|HEEEN G207

MR, FIZIIRMAE BTG ZONIHERRIZEE SV T TSF FHRA~DEAEIC F%J@‘Zo%ﬂﬁ’i}ﬁﬁ&ﬂ% Nt £
VT A EBEREOERIEL T 52— I HZE . MFP EHE | R A— = AP —DF| HEEE

BERE. X 2 U7 A BIEIE YR T 7 4V MEZRRE § DHEREN D72 D,

FMT_MSA.1(a), FMT_MSA.1(b), FMT_MSA.3(a), FMT_MTD.1, FMT_SMF.1, FMT_SMR.1

TOE |&, TSFE#HICHL T 361

ZELTHBNC e TR FFRIT 5,

# 36: TSF i@ EH

TSF 1F# BT BiE FAE
FELER.
WG, -
AARFBRERF D e SRV S;E MFP & H#&
—BRHE O a—F—%4 | Web 7 TVH e
WG bht B — A RE
%J‘Buu uEhﬁ_‘—/\”—uL‘ uEHjﬂE@ 1’5%1/]5/\0;?\/1/ gﬁgz&\ e
jﬂx%l AEous A a—F—4 Web 754 S MFP &
1) kR
A= R= R AP —Dus(ra— | BiE L V&bt P
F—tp Web 75 e A Ay
HHLERL MFP &
o - . (A V% V&b, we .
MFP EHE DT/ a2—% —4 Web 754 s W3 MFP &
LAY Y PRex D A i
PREFTREERTIZE | FA SN D
EES J
XEFRBME L VL EL 7L
CEFIAEVAR
ERCERRN, PR bRy | A MFP & FEE |
UALE AR — LB, TV fﬁ;;gﬁ E}j;”bﬁ‘ TEREHLEY
ZEELE, TV F— L ERTE - — I
ENRN DA
LEHMMEYAR .
(A I V&bt
ERESCEERN, 777 AZEX U e MFP & HE
1B (+2) Web 7 70 G
. MFP & |
7: P-4 H VA
KERREIADT 7oA ME | BT AP ymammLey
A Gi¢N - o
— R A E
N E:é'ﬂz/\o*/l/ Fﬂﬂb\é\b'@?\ b
FIFAREREY AL Web =545 s MFP &3

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.

|ZfERF 9725




RICOH Page 81 of 84
V&bt
(7=721L . 4 5F
FEEH— N —
WAEFKTE | Lap an
[N LR — R A
/Er\ = ﬁ:ﬁ A /EI\
DEEBETR
)
o BRVERTREEPT I FEAEND R
T RETER| L VLT EL 7L
. BRERREEFTIZE | FAsh o | 2L
£
FHE%E L Ve
FTHRERK. MFP &3
AR BR(E/S L s .
— BRI RE OO A RAT—R Web 7' 7+
a e o e
A= IR= AP =D T (L /RAT | FE R %z AR/ A
—F Web 7774
WwE R S —
. . SRk BIE L ‘ -
MFP EHE DRy AL /AT —R Web 7574 HHRIERK MFP & 2
WwE L MFP & E
RAKFEIED BiE v RiW&ibt MFP & H 3
07 AL AT —R A S R Web 7574
K[fﬁ; FED T 7 T MERZ A~ Web 754 RAVWEibt MFP &%
TTHEX
AARFEED Ty 7 7 7 MR Web 7' A= okcx MFP & &
EilAY=w ok MFP & H 35
a&aﬁ
A H{E/ T oS Qi
Web 757+ LAY okcn A= X — N AW
— %R &
A= oRca MFP & &
Engjk
BEZ BRfE L - N 5 . N
= Web 7574 G RS )
— %R &
AARZBEE D/ S AT — R /M B L RVWEbhe MFP &3 &
AARZREE D/ AT — N M B BIE L Wabt MFP &%
S Web 545 f'?ﬂu/:é\bﬁ\ MFP & H 35
Hill
HDD H& 5 BE L B ERK MFP &%
FTHRAERK. MFP B &
i BB L WA,
SIMIME F| Fi & 158 Web 754 A Ao
BB

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.



RICOH

Page 82 of 84

V&bt — R E
(7=721L . 4 5F
FRREY— N —
FREE T A CHE
FALTWAE
Blx,.=2—¥
—FEBA E DR
WA D HEE
IR )

HEERT NI —

IR SR
Web 7774

BrERR, MFP & &
LAY sX:aN
Al

A=Y ok:x —EFIHE

HHE Sy —

IR L
Web 7774

RIVEit, MFP B &
wE

AL

BRiE v
Web 7' 74

W&t MFP B &

(*1): MFP BEEN—RAIAZFE O A 2— —ZEZFRIER. E . K OHIBRL CHANERERGEY —
N CBBESNTWA—ERIAE O A a—PF—Z | TEEI N,

(*2): MFP BHENEREZ(E LE 22— —2WE UT-FRI, ERECEREDN T 77 AZELEIT2->T
WAL EFROLEFHBIANL, EEZELEL—V—DEIIHZEEND,

FMT_MSA.3(a), FMT_MSA.3(b)

TOE (. & 37T THAN ST ATV 7 DERKIRCT 74V MEZ R ET 5,

# 37: XET7EAHIE SFP Dt¥ 2T 4 B EFEB I LDOYAR

FT V=

X2 U7 B

F7+VME

SCEER

EFREML

+PRT:ZT7A7 'k PC MOEAZHIR, HEEEN
Il AR EIRI, R ORLUETRIS = ScE
+SCN:MFP )57 4V 2 —iklE | A—ILiE(E
T5HLE,

+CPY:MFP CTEET L5 E,
+FAXOUT:MFP 721327747 PC nBH7
FIAEETHLE,
+FAXIN: B EE RN ST 7 7 AZE LT
=

+DSR: ot —HEE, A v — iR, R =
VIR AKERE . 777 A TEMSREA - T,
TOE WIZEMBL WA XE, 7947 PC
PERF 2 A MRy 7 ZHIRI, 850 IR TEE]
RIICENRISH 7230,

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.




RICOH

Page 83 of 84

TEFREECERER | CERAEVAN — R E EICEI YL CTOND CERAEY

NS SRS S, ANDT T A IVROE,

E AXy S —E 77

J ARG LEDHE)

TEFHR CEFHEYAR LEFHRESE L —BFIREZEORT (2

(BRECERERN, 7V —¥—4,

2 —NEDLE)

CEE®R SCERAE VAR THEZEXEL—VF —IZVAREN TS —

(BFECE=ERN, 777 FIREZE OO A a——4,

AZEXEDESE)

FRE a7 — R HE O (2 | FREY a7 ZHRIER L — &R HE oo

——4% TAa—HF—4,

£ MFP 77V —3ar | HEREFER ot — B REOERETER I IX 2 — I RE A Bk

(B —H&RE, 7V X —1 B3 DME, RFa2 AR Y7 AR RE DRERERE

HE. A%y —HEBE. R BINZIZR F 2 A MR 7 AR REZ 3B 35

2 AV NR Y AERE, 77 i, 7V X —FEREOMRERERIN 1T T ) 2 —

7 AFSHE) HEREZ D3 DIE, A%y —EEICITAT
¥ —HERE AR T AME, 777 ARREICIE
T 7 AR E IR T DENE N TN ES
b,

7.9

gbooboooboood

VT =T FRREMREIL . MFP il 7 Y =7 & FCU il 7 b =7 O FEITA—R DM ARIEL . &
NOPIER DD THLELHERS T OMEETHD,

FPT_TST.1

TOE |%. WAL B dicy 7 Ny = 7 diE 2 4T 5,
MFP Y 7~y =7 OSEEMEORRREIL, MFP §lI#Y 7 8 =7 O~y 2 fEO B 7 1 XRE EORRGE
\ZED, TOE 23795, BUELIZ Ay v 2 fENELVEE—E L2V FIEREAERRIES L WG A
TOE X, =7 —%2RRLTEILT D, BELI Y BN ELVMES—EL | 7 OFERED RIS
Y&, TOE X, FIAFIREIC /0D, SHIZ, TOE X, S0/ T — 4 77 AV DSEEMERREEL TWD,

FCU il 7 b =7 D52 2O EEIZ DUV C TOE 1L, S22 MEREED -0 OIF # % H /135, FCU i
VI =T OFEEEEATER T DE L. TOE BN T EMMRAEDT- D DIFRET A K AL EIZFLH
SN TWAEEMEREEDT- D DIERZ HLET 5 FICLY, FCU #I#lY 7 =7 D522 MEE+ 5,

710 DOOOOOOOOO0

777 Al BERERRI . BEE RO D AN ERE T 77 ZAZAZ D HIRET D FIC L EFE RS
DEANZBGIE T OMEELZE T 7/ ADERFEZ H LT 5 FICLVEFEERDS LAN ~ORAZM L5
ERETHD,

i

(il

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.



RICOH Page 84 of 84

FPT_FDI_EXP.1
WERERDOOANFRICKIL L, BHRERDSORMET 77 AZEDHHIRL, 777 A7 rh=
JATHERLL A OBIE AT DN 01, Bl ST %, TOE REBFHCZ(EY 7/ ADERE LTS
BEEAT-> OB RIET 7/ APMEESNAEIL I,

Copyright (¢) 2011 RICOH COMPANY, LTD. All rights reserved.



