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DIREZFIPR T DHEETH B,
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(2) FMT_SMR.1 £F1UF({&El
TOE BYATLEBEN®RE|ZHIFL. Z0&RENZIATLEEE(CEEEMTTVD,
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e Date: Hf#7—48(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy oLFnhh)
Time: BZl7—4% (hh:mm:ss)
Logged Events: /XY bR (TRK 32 HIDEEXFSI)
User Name: #IfA& 4 (&KX 32 HfidEEXFF)
Description: 1AV MIBATEHNBDERA (K 32 HIOEEXF I THMI TERSEOL)
Status: 1RV FOUEFERE UCFIKEE (K 32 HfTOEEXFIITHME TESRBOL)
Optionally Logged Items: #@ & FIHEB LSNMIEEOINRESINSEMFER

Logged Events Description Status
TINA ADIREEZE L
Started normally(cold boot)
System Status Started normally(warm boot) | -
Shutdown requested
User operation(Local) Start/End
1455
Login Successful, Failed(Invalid

UserlID), Failed(Invalid

Logout
g Password), Failed

Login/Logout
gin/Log Locked System Administrator

Authentication -
Detected continuous (KB E%ERTE)
Authentication Fail

BBV -ZE

Audit Policy Audit Log ‘ Enable/Disable
J3TAT—RA
Print Completed, Completed
Copy with Warnings, Canceled
Job Status Scan by User, Canceled by
Fax Shutdown, Aborted,
Mailbox Unknown
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ENAEREINZ MDY —ER) TeF1 78T 3@ ENMRIESNIESILEETON LS. XETF

=5, 2F1)TAEEDTTF-3H LU TOE
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—AERETIHAEEIRITS. COREE/I AL, it
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a) SSL/TLS 7Ol

VATLEBELCLNVATLEEET- FTHRESNEISSL/TLS BIEIICHEL. AERY -V L%
ANBIXET R, EF1)TA4EENT T AP TOE RET—H&R#ET S — 2L T, EFa17BT -4
BIENMREESNS. SSL/TLS 7O FISHE LTINS,
TOE W53 i 9 B AEEICELD . SSL/TLS H—N—Fl3 SSL/TLS D547V beLTEMET LN H K
%, Fz SSL/TLS FOPIUSHIET B ECED, K TOE EVE—-MREIDT—HRE ., BFEPRSH
DEANLRETIEN KD, FBENODREL, TELOMAEICLNBIET —HERSIETEHILIC
O TEET 3, BHESRITIIVOFIREFICERSN . MFD XMADEREZVIM T dH. FEt

VAVDRT ERBFHIHRT .

SSLv3/TLSv1.0/TLSv1.2 FORILELTE RSN S EiGE DI S5
BAMICIE, TROBESIERM— bOfRIMADRIRSNS,

SSL/TLS OEEFIERAM—F HLEBES A/ BY1X NyYa1AR
SSL_RSA_WITH_RC4_128_SHA RC4/128 Evt SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA 3Key Triple-DES/168 Evbt | SHA1L
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Ev i SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Evhk SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evh SHA256
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IPSec D F5VAR—ME—RICENEEEEEND, LGHEBESHRIELIIVORBEICEMSIN. MFD K
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HEREs AR/ Ry X NvYa1AR
AES/128 Evhk SHA1

3Key Triple-DES/168 £k SHA1

c) SNMPv3 7arab
VATLEBELCINIATLEBREE FTHRESNLZISNMPV3 BIE ISR L. Ry MNI—DEETO
FILD SNMP 2RI AT 3850, TX1UT4YYa1—23v0—2ELT,. SNMPv3 FORIJUSH G L T
%, SNMPv3 7OMIJUE IETF RFC3414 THRESNTWS LIS, T-ADEEFILDH 130T | &
SNMP Avtz—JZFREE T H=HICFEREINS,
COREBEEE AT, FREENAD— FETFANY—(BEB1E) NAT— RO A%, TOE £)E— MY
—N=0mACEy Py ILBIFNER LI, FENARAD—REHIC 8 XFLULTERLBINELS
B,
SNMPv3 DFBEEIF SHA-1 \wY1B8#ZEAL. FziES1Eld CBC -DES 2#HY3., BHES
BT IaV0RIRRICERSN . MFD AEQEREZVIM T $H. FLBFE Va0 T EREFFTHIRK
335,

SNMPv3 FORMIVELTE SN R EGEOIRE S5

HERES A/ B4 Nyoa1AR
DES/56 Evk SHA1
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d) S/MIME FOkall
VATLEBECINVATLEBEE- FTERESNELIS/MIME @EIICHEV. AEBRYII—DHEL
UAERRy FI—D L ERN BN ET —HERETE— DL T, tFaPEA—LBEN RTINS,
S/MIME 70 bIUCHE LTS,
S/MIME BEEA—ILDiEZEREEICED. SHEEBFA—NTEBIETIIHEDA— IV ERERR L TD
XET-HDEEER. Tz S/MIME BRZA—)L0EZEHEEICED. XET-ADEEPHEEL
T3,
BEESREEIA-ILOESLRBEICERIN. MFD XMEADOEREVIMT2H. FLEA-ILOES
b5 T ERBSICE RT3,

S/MIME 7O RVELTERENSA-ILEE S LD DL EREES A

HBERES AKX/ BYI1X
RC2/128 v

3Key Triple-DES/168 Evw bk
AES/128 Ewhk

AES/192 Evwhk

AES/256 Evhk

S/MIME 7O VELTERENSA—ILEBRDTHDNYY1H K

Nyoa AR
SHA1
SHA256

1.1.8. 77H2270-tF1UT14&8E (TSF_FAX_FLOW)

I7DA70—tF1UTAHEEE . LHBBEERICHETE USB A UA—J1—ATAY FA—FR— RERERSN T
WBI7DAR—FEBEUT TOE [CRIEICPDEATRILRITEY | ARBIEERMENOANERY FD—-DICR
REFERT —AER(TESLIVMERETHD,

(1) FDP_IFC.1 #JtyMEHRIO—%I1H
FDP_IFF.1 BffitFi)7/EiE
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A ST [CHITBHEEELLTICEREAT 3,

iE EEABE

ADF HEREFEEDEE (Auto Document Feeder)

CC JEVH547)7 (Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—174 03—y —EA(Centre Ware Internet Service)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SEMREELAJL (Evaluation Assurance Level)
KED:EFHIFERNIBIZZEDH IR (Federal Information Processing

FIPS PUB L
Standard publication)

IIT E& A H3—3F)L (Image Input Terminal)

10T EfgH H58—3+)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 13 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LTHEAXEY (Non Volatile Random Access Memory)

PDL R—Yitik & (Page Description Language)

PP J079Y3a»70774 b (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP 417188 & (Security Function Policy)

SFR X1 T H#BEZE 4 (Security Functional Requirement)

SMTP BFA—)LEETFOMIIL(Simple Mail Transfer Protocol)

SOF HEBESRE (Strength of Function)

ST tF1Y713—5y b (Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE t¥%a1UT1##E (TOE Security Function)
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S
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VATLEBENFATEIIMT U, YATLEEERX Web T30,
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J_XTL\ SRS ApeosWare Device Setup &f#l\ MFD [CxtL T, TOE RET—SDHEE®
D247k =
EFRZET,
tIA—017 TOE A® Web H—N—T®HN. FIAE D17V +D) Web 7595 %&MH LT, TOE
EEEST [CxtdBIRAERESRE. SR ELEF. XEDINH L/ERIERNTEEIY—EATHD,
T—EA(CWIS) Windows D1Z# Web J5OYTHERTRENTES,
BREEENVATLEERBEDSAT7Y M OERD MFD (L LTERE-EETD
ApeosWare =DV T 17, ApeosWare Device Setup (3. I—H—1FHRP7HAH|

Device Setup

R, BENYDA, 5Bk K. YaTIA-BEDBFER. SLUHBOEKIFERE
— R CHERR - IREN'TED,

YATLEBEEE-F

—RFAEN MFD OEeEFI AT SBEE— REIFAIC, VAT LEEEN
TOE OFERIREICENDE T, TOE HRNENMERE® TOE X171 EERTE
DNER/EHEVL, REMBOEREITIEMIEE—F,

TPDARIAN

—MRFIREIIMT7V b LOT-HEMRIERE UEE T, MFD AT—A%%{EL. B
BOPDOREIET S (A LD N I7DAKEE) Teth DY T b7 THO— MR FAE DS
PULTHERT S

FYRI=D2%rF—1
—T1)741

MFD ROFHEBNVIAICRFSNTVBXET - IEe—RFIREIF17Y MoER
DHEIZHDOYTIIT,

TIVR=FFAN

—RFIABEDISI17V b EDOT—5%, MFD W' IR AT eEGR— Uik EZE(PDL)
THREASNIEHRT—2CERTEYIIITT, MREIVIATPV N THERAT S,

MFD DMEIRATREBAR— YL 55 (PDL) TRERSNZT—45, EIRIT—4(3,

ENRT—% TOE O7IVIR—AMAETEY bRvTT—8ICEHINS,

17— MFD ’Hﬁ!:d‘w“é/\— FOI71ZY MR TITONSBIEDSS. IVY FEEDLARY
ALLTEIESNST -4,

EvbyTT-5 JE—BECSIFESRENLT 8. BLUTUVI—HREICINFIAE STV b
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(FHRBEAXTEBGEMRL RN FTIADEECIERINS,

TAVR—XHERE

R—YEEit B 55 (PDL) CHERSNEIRI T — &ML, EV by T T —2(CE#
JHHEE,

TAVIR—XHBEICED R—YRER EFE(PDL) CHERSN T — S &L, Evh

TAR=Z T F— AL BT RS,

B AE—HEET [T HhBOEH AHORRELZ X EPLE. BELEERT,
— AR FIFEN MFD OO —HEE. TS —HEE. A% v —HEE. J7DAMEES
FIFT 3. MFD NEEEBT 32 TOERIERESLT—E. BHLTX
BT REERRTD, XEF-ACELUTORBMNEENS,
- AR AT BRI, [T THHAEN. 10T TEIRISNBEY FYyTF—
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X EF 4 TUU— B RIFT BRI —RFIFEDSATY M BRIESNBEIRIT— 45
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FRBFEHXET R
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