CRP- C0406-01

»"3‘% Common Criteria

JISEC

B

AL EE

MNIATBUE NG A
HER L —
RS 3
BMEZMA (RAES) FRR24%108198 (ITEREE2429)
RALES C0406
AREEEREE X&) a—
TOE£ ¥ MP C4503/C4503G/C5503/C5503G/C6003G
(Ricoh/Savin/Lanier),

MP C4503A/C5503A
(Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec),
MP C6003

(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)

TOE/N—2 3 >

ES-1.00

PP#E & IEEE Std 2600.1-2009

BETHRI/Nv7—> | EAL3 RUEMORIED >V R—+ > FALC_FLR.2
RFEE a2 i e

FTERRE D& FR #=X£%t ECSEC Laboratory it >4 —

FFEDOTOEIZOWTOFHHIX, ATOEBY THDHZ EZFRFELT-OTHRE L E7,

FR255F9H 27H

HATAE
X2V T s F— HREX2 VT 138G
HirgsEE LR #fic

W
!::'ill\
el

FHnEREE . [TTEX =2V T ¢ FHME R OREEREDOEABE] TED 5 TIELOHKIC
HESWTFHME I Nz,

O FgFEwex =2 T MO0 0aT 7 F9A4AT )T N—Y 3231 VY —X3

@ EHREAiEX 2V T 4 0= 0@ GE N—2P 231 U U —23

PHERER : A
MP C4503/C4503G/C5503/C5503G/C6003G (Ricoh/Savin/Lanier), MP C4503A/C5503A



CRP- C0406-01

(Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec), MP C6003
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec) ES-1.00] 1. M ZATEEE ANIEH
SUPRHEEREAE S E O DITE F =2 U 7 o 8GR T 2 BURFIHITHE VW, ED b HikgIZ S <
P2 52 0 FTE O PRGBS A 72 LTz,



CRP- C0406-01

B R
L BRI oottt ettt ettt ettt aeaean 1
11 RS BRI . ooeeeeeeeeeeeeee ettt n et aens 1
111 BRAEZN S 7m0 ettt ettt 1
112 TOEE TZF 2 U T A BEBEME oot 1
1121 B E BT 2 U T AR ITE e 2
1.1.2.2  BEAREE E BRI oot 2
118 FAEEFTH oottt ettt ettt ettt ettt et ettt ae st ee 3
1.2 BEAMEOD M c.veeveeeeeeeeeeee ettt ettt ettt ettt ettt te et e et te et eae e 3
1.8 BFAMIODRERE «oveveeieeeceeeet ettt ettt ettt b et b ettt as st 3
2 TOETEBI oottt ettt ettt e et e ete et e e te e te et e eteeeteeeaaeearean 4
e SR R G 5 2 LTSRS PUORRRRRR 5
3.1 BEH D U T A BEBETTE oo 6
311 B E TR 2 U T AR B e 6
B L1l I oottt ettt ettt aas 6
3.1.1.2 BB T DB 2 U T A BERETT B oo 7
3.1.2 MO EF 2 U T o T EX 2T A BERETT Bl 9
3.1.2.1  HHRED BT 2 U T A TTE e 9
3.1.2.2  HMEkOEX2 VT 4 HEHIT 2 EF 2 U T A BEBETTEE oo, 10
4 BIHREAE & FMFTH D BAREIL oottt 12
4.1 A ORI B T D HIHEGIE oo 12
4.2 TEFBRBE EREIR oottt ettt 12
4.3  EHBRBEICIIT DTOERIIH .....cooveeeeeeeeeeeeeeeeeeeeee ettt ettt es e esena 14
S A Ak N = i oY I < SOOI 15
5.1 TOEBERE T R =L P, 15
5.2 TTERBT oottt ettt ettt 17
6 FUELTRET F30 2 A L D ettt 18
FEARFERE I & 2 A FEHE KL OV T oottt aens 21
T1 BT TTTE oottt ettt ettt aeeaens 21
7.2 FEAMSEREHEEL (oot b et a et 21
7.3 LETT 2 B ettt ettt ettt 22
781 BHFEFET A B oottt 22
7.8.2  BHHZETENTT 2 R oottt sttt 24
7.3.3  FHEFIR AT A B oottt 26
T4 BFEAEARIZ DU T ottt ettt b e 28

T R A ettt ettt e et e e e et et e et e et et e e et e eeaeeeaean 29



CRP- C0406-01

T 2 B B A N = OO 29
8 FBRIETEME cvovovvevereeeeee ettt ettt ettt ettt ettt a et ettt 30
8.1 B R ettt ettt ettt b st bete s b ese s eaas 30
8.2 T B TH oottt ettt ettt ettt et et et et e et et eae et ete et reneeseaas 30
O BB T ettt 31
10 B U T A F 7 0 B ettt 31
TL B oottt ettt ettt enaee 32

12 B ettt et e et e e e e et e e e e et e et e e aaeearaeaas 35



11

111

1.1.2

CRP- C0406-01

EREN

CoRMaEmEEFEIT., KA LY = — "R L L [ MP
C4503/C4503G/C5503/C5503G/C6003G (Ricoh/Savin/Lanier), MP
C4503A/C5503A (Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec), MP C6003
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec) ES-1.00] (LA F 4
TOE| LW 9, ) IZHoWTHASF: ECSEC Laboratory #Hilirz > % — (LLF [GE
ﬁ%%kab ) MIER25EIAICIET LIZITEF = U 7 ¢ 3R L, DN

DR R & HEEE CThHORASH Y a—IZRET 5 L & bic, ATOEIZELA
%0‘(%%%‘5@5}%1%%‘ LtFRa U T A ERERET IO TH D,

RIS EOHE L. AEOMBETHLI X2 T4 X —4 v F (LLF STy
LS ) BRIV, ERICATOED X = U T ¢ MEREE:, (RaF i/ K N7
DOFSTEOIRILL, STIZBWTERI TV 5,

AFGRERE T, MRS D ARTOEZ AT 5 —IHEE . LOGHEE 25 iE &
*aﬂi LTW5b, ztxnu nLTZ{E& j:\ KTOEZPL{E?#%}{%EE%&F u%/)b\f_nu nft‘f:k%;gf
RTHOTHY, FANOITRGZD L DERFET 2D TIH RN LICEE I
/AN

STl R T E

ATOEDHERE, HEHISMOME L UL TIRT, fBMIZ2EUBREZ RO Z L,
REL/ N r—2

ATOEDRFE S v & — 1%, EAL3 K OB OMFE= > R—* > h ALC_FLR.2
Th b,
TOE& ¥ ) T 1 HeREME

ATOEZ, MCEDOE b, SCEEH, FIRlZ 357200 3 B —HRE, A% v I —
RE. U 2 —HRE. T 7 7 ARE e I M St ) a—RoTF U2 B s
B (LLF TMFP] &9,) ThHD,

MFPi%, a B —REIC A v F—, TV X — 77 7 ADOEMEEZ ARG Y
THERL SN ARG TH Y . — ST 7 4 AOLANICESE S, RFE 2 A2 Fd
ATy - /- WAOICRIHEN S,

ATOEIZ. MFPH ®Protection Profile Té 5IEEE Std 2600.1-2009 [14] (LT,
NEASPP] LW 9H,) TERINAEX = U T 2. L UOTOENEH S U5 (%

1



1121

1.1.2.2

CRP- C0406-01

WERTLEF2 VT 4 HEZ2ERT L0082 ) T 4 REL RIS 5,

INEDOEF 2T (BREVEICOWT, £ OREHTEO %G & RZIED IEREMEIC
DUWNTERGE S » 7 — Y OFiH TRH 23T DA 72, RTOENRE T 2 & B M ORI
DWTIIRIED LB TH D,

BREtExa )T xKAH

ATOEZ, UTOEBEZMEL TEBY ., ZIUTKIT 2% =2 U 7 1 BERE 2 f2ik
ERAR

TOEN K 9 LERT X 2 U T (I T 2R EEREOREL EITK LT,
TOE~DORIET 7 EARR Yy NI —27 FOBETFT—Z~ORET 7R IZL A, B
BRL S ADEEBTFET D,

ATOETIE, T OMREEEICHT HRNERBBELUS A LT 57200t
Fa T R 5,

BRES EATREH

AT RES T, RO KD L ORITR T2 Z & 2 MET 5,

AKTOE!X, MFP|Z7 7 7 Afie x5 777 Aav tue—J7=2=v (L4
T [FCUJ EWv9,) ZEO T THERIND,

ATOEIX. TOEOMERRGER Sy oA VX 7 2 — ANRIERT 7B AN OIREINS
FORBEICRBEINAZLEEEL TS, £7-. TOEOEHICH->Tid. &
A B ALEIINE S THRUNCEE L, #ERFEEL L2200 E R 5780,



113

1.2

13

CRP- C0406-01

REFHE

ATOETI, UTO)%% BB L CEAT 22 ENAMHEE 2D, ZORELE
HLCEH SN ES, ENLBRIIARTHIIC I T RO G L 72 5,

- PREFRERE~DREAT

- IP-Fax#§8E. M NInternet FaxiaE D H

« R—y ZIBGE (ARRFRFERE) . K& U'Kerberos 52012 & 5 Windowsidall (FMEBRE
AERE) LIS OFEEE S o ff

B ik

PO EE 9 DITE % = U 7 o Gl - SERERI I S & ARCE T F =
U7 1 FFAM K OVGRAER BE D EEAHIRE ) [1]. TTEF = V7 4 G8REEIC R4 2 2Rk F
2l TITEXx = U 7 o Gl B ARSI B 2 Bk g [BlICHE S e
FIHE FHIEERSIZ & > TARTOEIZ BE D D HEREELAE M OMRAEZE/FIZHED W TITE
F a2 U7 o RIS R S A, PRI ICE T LT,

_; 1ﬁ 0) D'l.:\

AOREREREIE . FPAMEREE 25 1Rk Lf:%qfﬁiﬁ%&ii[l:%] e OB % Al REHLE B 2
BREE L. ATOEDFHE A FTE O Ffee & (T » TATOI 2 Z & ZffEad LTz, ATOE

DOFAGACC ([4][5][6] F 7= 1x[7][8][9]) K U*CEM ([10][11]0)1/\?‘%L75>) RS L
THEIICE SN TND Z & 28 Uiz, SRR RIH S 52D & AGERE
FEAE L, BRHEREAT LT,



2

CRP- C0406-01

TOEZ A
ATOEIZ, DTFDE B0 S5,

TOEA#5 : MP C4503/C4503G/C5503/C5503G/C6003G
(Ricoh/Savin/Lanier),
MP C4503A/C5503A
(Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec),
MP C6003

(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)

TOENX—T 3 > ES-1.00

PIEA - At Y =2 —

L D3 EHE - FRRE A Z T TeATOETH 5 2 & &, FIHFIZLL T OIIEIZ K- T
WTHZLEINTE D,

A X ANF#E SN TETOEAFR, LOTOE/N—Y 3 U3 EFLTOEAFR, KO
TOENR—Y a v L[A—ThdH I & a2MERLE LT, MFPAREIZERENTWDH4
Fr. ROTOEDEE R FIICERENTZTOEZ R T 5K a3 R—F v bR —
Vark AL R S IVZTOER A S — 52 D ML & 2 ik 5 2 &1
L0, REINHADFHIEZ T T-ATOETH H Z L 2R T 5,



CRP- C0406-01

t&xal)TahAE

RETIE, RTOER X2 U T 4 —ERLLTED LD BJ8tdH D VT HEAID
He, BEEZFEEH L TWAENEIRRE,

TOEIZIMFPIC R SN2 LEICKHTARIERT 7B AT 57200t x =
UT o RE., KO %y NU—7 LOBRET — X 2T 5720082 U T ¢ #EE
35,

TOEIZHEE DO EX 2 V7 4 F#2WT-37-0, NEORGET — % % EEXWMEET

Hikee. HDDORLGT — % Wb d D#ae. L U7 7 7 AUFZ#H L 7= &E5EH
PN O ORIET 78 2% SHRE A 2T 5,

o, bRt Xa VT HKEICE T /MR E L EHA DOAIMTA D L D HlRd
52&T, BEXxa VT A BREDOEOANEM 2B 5,

ATOEDE X = U T A HEREICE W THREDOM SR LT HEEELFRS 1, KFES3-2(C
R,

#*3-1 TOEMREEPE (FIHH )

il BHENE

SCEE ) TUH AL ESNTZTOEDERL FIodh 5 3CE, HIbRS - scE, —Rr
RLEDDHVNTEOW R,

HREMEH. | MIAE™ME R LY a7, (UF, (FAZEY 27 L))

#3-2 TOEfR#EERE (TSFIEH)

T3] FHENE
AR | MERHER Z R o 2R A DS O L) b RF#E L2 T g 5720 g
o

0y va—F—g N AT— N ANTFEREE. (EH B,
A, NAT— N/AMEBEREEND,

(LT, [TSFRERHRI & D,)

TREEHERR 2 FF > 7RI B LIS OE L HIRE L. SRR AR - 728
M LIS OFEH Lo & 0RGE L7221 U372 B 72U E

A4 RAT— R, Eda s HDDE; 5#1H 5,

(L. ITSFREERI L o,)

%‘-/\
B
Tf
_Hj.‘.
<_d




X )T o BEETTE

CRP- C0406-01

TOE!Z. 3.1.LCRTEBICKPIL ., 3121 R THEEO X2 U T 1 Het&iT-
TExa VT HREE BT 5,

BELE ¥ ) T o TS

BB

ATOE(ZE, £33 T EBABE L, ZIUTKHIT H2HEX i 2 5, #£3-30%
B, MAPPCERINT-EREZ., FEXOEINL ARZEICHRLEZLOTHY .
]2 DRIZENMEIC D W TR O\ AR I B W THER S LTV 5,

#£33 BET DLHEE
e (%
T.DOC.DIS TOENEH L TWAHLEN, n s A a—F—RE R
(LEDOBR) WE, HDEWER T A v a—F—ZIFR o TV A BRZE DL
BEADOT I AMERE R TZ 2 NEFICL > THEIND N
H LR,
T.DOC.ALT TOENEE L TWAHLEN, v /A v a—W—4 & Fil7
LEOWE) WE, HodWEa A =Y —ZIFR o TWDENRZEDL
EADT 7B AMERE IV EICL > THREESN D M
H LAL7Ruy,
T.FUNC.ALT TOENEH L CWARIHAZEY a 7B . n /A va—y—4
FIRFE Y 2 7 O%E) ERERVWE, DV, v A —F—LiFRF o T
HNFEDORIHEY a 7 ~DT7 7 & AR &2 Fil- 7201
Ko THEIND D LiLeuy,
T.PROT.ALT TOENEH L TWAHTSFRERF RS, 0 /A v a—HF—4

(TSFARE N B OLA)

BRIV E, HDWE, n A ra—F—43E o Tw
L% DTSFIREFMA~DT 7 ¥ AR Z FF2 72 0EIZ
Lo TWESND S Ly,

T.CONF.DIS
(TSFHRs# 8 D BER)

TOENEH L TWAHTSFRAER MRS, n /A v a—H—4
ERCIRVWE, DT, v A ra—F LT o T
% INZE DTSFRMBEER~DT 7 & AMERE FFi= 72\ # 1
Ko THBEENL2 b Ly,

T.CONF.ALT
(TSFR i # DT AL)

TOENEEL L TWHTSFRE WA, 1 /A v a—¥ —4,
ERII0WE, HDWE, A ra—F—4FE o T
LT DTSEFMEIFTWM~DT 7 & AR Z FF2 /2 0EIZ
Lo THESND S LRy,

X Tnr A ra—P—4zfok ] LIFTOEOHM ZFF R SNicE 2R T,

6




3.1.1.2

CRP- C0406-01

BRICHT StEFa ) T #aeAH

£3-BITRTETOERBIE., TOEDIEYZ2FMEUADE . & L ITIELHeER
EHSRVEICLDFIMENE B, TSFHEHR~ORE (HE, &SA) ZETLH0
ThH D,

ZHHEBUCK LTI TFREOEFR = U 7 HERRIC L D k1T 5

(1) FIRE ORI

TOEZFIH L X 5 LT 2EFNHFAFIAHE TH L 03% , FIFAHE DD ES L7zi#kile
ARG 2 > TRGEE L. FFRIRIEFE &Il S 562 ORI AE OBFEIZ T O8]
EENT-TOEDOF MR G- 2 S, TOEOFIANTFAI &N 5, TOERHET S
ZENL [£4-2 TOEFMFE ) (7 @Y, —FIHE, MFPERE, A—/3—n
A —. RCGateThH D, ANTTEL LTE, TOEREERIE KN ED AT, 7
FA T FPCOWeb” T U Einb D AT, 7Y o2 —kiefi R X OPCT 7 7
AFEREMEHIRED R 7 A N—fRMTDOAT), KORC GatelrHD A1 5,

— A OFBIFRFEIZIE, AREFRFES R L AMBRGEY — S —BRE AR H 0 |
TOEDHERFHIZWT NN HFREZRIRT 2, LUFICHREREST RIS DWW TH T 2
(MFPEEE . KRR —/3— A HF—DFEFELTOEN TITHiI D),

(ARAFBRE ST 20)

FRFICH L Cr A va——4, v T A L RAT— RDOANEREZITV, A
NENTHERPTOENFH TEH SN TV O RMFEORBIEFHRIC—BT 22 L%
MBI 2, Fio, BELEREBE ZMHKRT 5 FEB L LTTROKELRMT D,

- MFPEFEE 12 L 0 3RE S N7 BUE R EGE R U CRRREIC R 2 &, £ —
P=THor MIny 77U NEND (7Y 77U MNEFEDRRE, F 73R
ENDZETED—Y =T HUr MIFEHTE R D)

c BT UNAT = RIZOWNWTEEORS (i), CFFERNICE L T—EmE
U EDb ONRRERIZEREIND

OMNERRRE D — /N —38RE 7 20)

FIRFICH L Cr A ra— =4 a2l A RAT— RDOANFREITVD, A
S I3l A TOEIZES S M- FRRE— N —I1TiXE L, BEE— " —NTHY
NEIT DRI & ORGEE ] & OREGIEENTOI, ZOfRRETOERZET 5,
SRR OTRBFEY — " — & AW R AEERE R & U OIEBROREENFET 253,
ATOEDFHI x5 & 72 % D iTKerberos z H 7= WindowsiiE DA TH 5,

RC GateD#BIFERREICIZREAENMEH 15, TOEIZRC GateDd{EH A %
7I—x%ﬁbfﬂmc77ﬁxbi9kﬁénﬁmﬁgxkbtﬂ%%kﬂOE
PR 2 EEZRA L. ZOITEZEARC GateTh 5 L HIF T =B A DL
RC GateD | H# & CTOEDFIH 2 7 719 5,

7



CRP- C0406-01

Fio, WHERIEERE T VAR — MO FER L LTIREOKEEZ AT 5,

s ATHEEICASI SN0 7 A U RAT—RIZR LT, #I—WFEFERTD
1 7 A % —ERETOERICH T 2B ENM TN WA IZITEEINICe 7 T v
5

() 77 FIAEERIGT DT 7 & ZHHIE)

FIRE D ORBLESRIZX LT, TORMEDO R 7o a—P =& &KEEOHE
PRA& I CEE R, KORAE Y a 7 ~OBEII LTT 7 & Al 2 £+ 5,
FRSCEICIE, EOFIRAEICH U THE (HIBR, HIRl, ¥ v rm—RE) 27
L ET HEHR CCERMEY 2 b)) HEEMT LA TEY, —BAHE?D
DEEERISH L TE DR 7 A a—P—4 LCERIME Y 2 FOFHRNG, 7
b L <IHHESR ORI AT 5. MFPEE OERCEICKT 58:/FEL LTL &2To
EROCES L THIBMERD B35 2 B D,

FIRFEY a 7ICRLTH, 20V a 7EER LTza 7 A o —H—Z 03 B
LBNTEY, al A ra—F—LR—ET 2 BFARAEITITEEY Y 2 7 OHIFREAE
WA SN D, MFPEFRE W L IR TORHAE Y a 712k L CHIBHERR DN 5 2
bid, A—s3—=A Y —_ RC GatelZxf L Cix, FIHFEEHRICE L TR TOHRE
NEIEESND,

(3)  FRAFMHHIER

HDDIZFAFS 2 Bk 70 30FE . —RRIFIH S 72 30E . 2 oW x4 24
E2R7 7 A 2Bi<lz, CEDPHIRS W DBICIRET —# & LEH & LIRFEEERN
KHRNE DT D,

4) Ry NU—7 ik

BEREOE=2) 7ICL5ERFZNEE T2, TOEEZ 747 > FEO
Web~” 7 7 R COBMIEICEET 2805, 7V v ¥ —HRER O'PC 7 7 7 ARERE A £
A L7215, L UORC Gate & OIB(EIZ W TSSLEF BAbid(E 27 5, £72. TOE
EFFE & OB(EI2I3IPseci®fE. K OS/MIME®(E 26/ 2,

B) FVT 4 EH

TSFIEHIZKIT 5, FIHE OWHEREZBZ - ANIERT 7 2 2% < 7= OTOEF| &
DEENZ L > TTOEREFHROS IR « s, R HHMOFERGR, ZBF T
L7 7w A ZAT O, FROWKZE (EH) [T LHERORY >—& LTE, —
BAAEIZEEOO A VR RA T — RUWEDHMERZ A L, A—3— 4 F—|FH
g, MOMFPEEEDv 7' A VXA — RUWEDHZMEREH LT\ 5, ZhBsho
W IIMFPE B I Z D AT Al S D



3.1.2

3.1.21

CRP- C0406-01

EROEF 1T 1 HHELE1 YT 1 HEEFS
EBOF 2 )T 1 Hbt

ARTOEDFICH 7o » TER SN LMD X = U 7 1 FEt 2 K3-4TR T,
P.STORAGE.ENCRYPTION, P.RCGATE.COMM.PROTECTZr< ¥ =V 7 ¢
TEHI EEPPICRHEM SN TV D b D LAFETH D Z L AFHI O E THER ST
WD,

P.STORAGE.ENCRYPTION(IHDD~D7 — % H X AL % | EEEGA IR WIE
X TIT72 9 Z L2 48E L, PRCGATE.COMM.PROTECTIETOE & RC Gate & D
EREZEELIEX 2T 1 HETH S,

#3-4 HEEOVX VT 4 FHEt
I MO x =2 VT ¢ FHEt
P.USER. TOER M OFF Al 222 F 72 RIHE 720 TOEZ R H4 2 Z
AUTHORIZATION ENRTEXDL I L2TIE 67220,
(R OFRRIFERE)
P.SOFTWARE. TSFOF 72— NZ A CHAETE 2 FEEZF R TE
VERIFICATION ST AN
(V7 N = T HREE)
PAUDIT.LOGGING |TOEIZTOEDER K NEFx 2V 7 ¢ ICB#ET 2 FH G0
(EEo 7aEsl) | V2EEa 7 L U CRisieRr L, Bl o 7 0SSR %2 FFio7e
WEIZE S TR D WIIHE SN R VWE S ICEHTE
RIFIUTR BV, EHITHEREZRSHON, Z20n 7%
FECTX 2L e b7z,
PINTERFACE. TOEDOHNE A > 2 7 = — ADBMERN DO DIZFIHEI D
MANAGEMENT ZEESTED, ENHDOA X 72— A XTOE L ITER
(GEERA > 52 7 = — | BICK D BEONSHE S TWRITHhIER 57220,
REHR)
P.STORAGE. TOEDOHDDIZFEK L TWA T — XX, b Tun
ENCRYPTION FIUE2 5720,
(FLIRASERT 51b)
P.RCGATE.COMM. TOEIZ. RC Gate & ®i@fEI28 T, TOE & RC GatelE] ™
PROTECT WET — X 2R L2 ude e,
(RC Gate & DimfE 1R
)




3.1.2.2

CRP- C0406-01

HEDEX1 )T ARITHT dEF2) T 1 BEEAE
TOE!Z., R3-A-THMOE = U T 1 Ht a7 2 BT 5.

(1) #MEEoOEx 2V T 1 S5 TPUSER.AUTHORIZATION| ~®%fit

ZOBF 2T 4 FEHL. TOEIC ERICBREEN -2 —F—DAIZTOEZEH &
HHZLEERDTND,

TOETIXZ D¢t % Fred X = U T ( HERETEBT 5,

(a) FIRHEOHRIEG

3.1 1.2IC R OFAIFEFEIZ L 0 . TOEZFIA L X 9 & T2 EMBFFAFIAETH S
DG R DB EAS U7 iR RRREE 84 > CTRRGE L, #F TR &l S vz
LBz D I, Z ORI OB T OHE SN ZTOEDOF] AR %Z 5 2 TOEDF]
RZEFFT 5,

(2 MfkDEx =V T 1558 TP.SOFTWARE.VERIFICATION] ~® %/
ZOEFX 2T 4 FEHE, TOEOFET2— FOESPEIZONWT, BOAMGETE 5
ZEERDTVES,

TOETIZZ D H#t%2 Tt X = U T ( HETEBET 5,

(a) BT AL

TOE (FCULMN DR ER) 1%, BIRFAZOYIWISLS L hIcECT A M &%
7L, MFPHIfH Y 7 b =7 OFEfTa— RO, ENYHEOREEITHY, HET
ARNTETZ 7 =20 =T DOy V2l Gt LETa— FOTBEMEZHERE L, 87
T =2 a AT LT, BAEEN— A TORGEEZITWEIT 2 — RO Y ME A s
T 5,

A7 A NI 0O BENRO SN GEICIE, BfExvice 7 —Fr%x
T, —FIHENTOEZFIH TE ARV IREECENEFIET 2, BHC7 X FTHREN
B B Do Te B lE, S TP e T LA E S TOEZ R T & SRl
%o

FCUIZ DWW T, 52EMMGEEIT 9 120 OMEEE M2 R A D HER TE 5T T
LU, FIAED Z OF# A2 IR EZITV., BEN R WIGEICTOEEZ AT 2,

(3) #Mfkotx =V T 1 it TPAUDIT.LOGGING] ~Dxfi

ZOEX=2VT 4 FEHE. TOEOEX 2 YT ¢ FLICHEHT LA 72045 L,
WUNEBLT 5 Z L& RDTWV D,

TOETIXZ D h#% Fredt X = U7 i TERET 5,

(a) Bx= V7 &

TOEIL, B G &b 2 ) 7 ¢ FENRAE LB, SRy, FIFHW
B, R W, RERSOEA NSRS EER VA AR L, Bhn ST 7 A B
BRAFT B, Rk LT-BadE 1 7 7 7 A VEERIZRREIC AR D) L 7= MFPEHLHE O A2

10



CRP- C0406-01

L. HIBRZFFA 45, BEa 7 77 A VD5 LIZZ 747 FPCOWeb”7 T 7
ZALTTXA MERXTITO,

Fo, EAR 7 OFRRBEARETET 5720, Bt KHE®RZTOED Y 27
LR EET 5,

(4) MfkDEx =V T 1 55# TPINTERFACEMANAGEMENT | ~® %/
ZOtFx 2T 1 FEHI TOEN T 29N A & 7 = — X (BffF/ 3L LAN
A BT x2—A USBA V& 7 =—A  @EahEIFR) BAREZRFHAEITEHN S a0
FOITHETNCEH T 5 Z L 2RO TND,

TOETIZZ O Fét%Z Fitd = T (HERETHEILT

(a)FI T D AHIRRE
3.1 120 A OBARAE & 0, TORZHIM L & 5 & 5 & TRIAH T %
P, FUMED 5 B0 LI BRAGRAEN 62 b > CHAEL . #F IR & HllE S i
BHEIC OB, T ORIHE OREETFOUE S 1L=TOEOHRHERE 5 X TOEOF
RS 5.

(DS A & 7 = — A [ D 1 AR ]

xﬁ% TEREFNI /R A D = XL DFEIETITRL WA V2 T 2—ADT —FT 7
YEREEE LTRHET 2 5 0T, SN D AT ST IEHIC KT D ALBE K UM

A /5’7:~275>633§{a SINDHEHROHENZ SN TIN5 T TOENRE G545 Z

LTk A v F T 2 — A TR IERTERIRENFE SN D Z &2 <,

USBA & 7 = —RAZHOWTIE, HZEIMET 2R ETENT 22 L1280,

ZDA BT 2 — R LR IER ERIZE Z B <,

(G) #MFEDOvx =V T 4 )78 TP.STORAGE. ENCRYPTION | ~®D%fJii
ZOtXx a2 VT 4 FEHE, TOEICHET 2HDDOGENA AR S{bT5Z L %
KHTWD

TOETIXZ 0 h#t % Fred X = U7 ( HETEET 5,

(w£%?~&%%%*

HDDIZxt L CH &AL, FAHLEIT O R TOT — X ZXRICAESIC L D5
m\@v@ﬁ%ﬁooaﬁm RSB OBIZITE A BRI L0 IR E R IR
X SNTOENICHAM S 5256 v M EOSERFH IS,

(6) HfkOEX =2V T 1 58 TPRCGATE.COMM.PROTECT] ~® %t
DXV T 4 H#HE, TOE & RC GatelDidE 25T 5 Z L2 RDODTW D,
TOETIXZ DO H&#t% Tt X o U T ( HEEECEBT 5,

(a) 2y NU— 7 {4#
3.1.1.2108 8% v U — 7R #REIZ L Y . TOE & RC Gateld] 0ii/Z 1XSSLEE
FALBRENER D,

11



4.1

4.2

CRP- C0406-01

RIFEZRE & AL O B

ARETIE, BET 25E N ATOEDOF A OHWHIA M 221 & LT, ATOE A i
M 2 72 ORHR SN H OEM BRI DWW TREE 5,

FARVEREICET 2RHEEH

AKTOEZ &M 2 BEDORTHRSM2 R4- 11T 7T, K4-1DOFHRSME, BAPPTE
FINTAHESRMZ ., X ORI O AARFEICHR LD THY | liFH ORI
IZOWTEEHME OB ICB W THR STV 5,

IS ORHRFMEN T2 SN2 NS, ATOED X = U 7 ¢ BEEE DA N ENME

15 2 LIFRAES LR,

F4-1  AiEESLF
ivlEs A
A.ACCESS.MANAGED | 7 A # » 214t > CTOE % & TER NI 2507
(7 7 & A EHR) IZRRTE L. FEMRAFF 2 WEITWEIIICT 7B RS D
BEEHIREL TS0 LT 5,
A.USER.TRAINING MFP EFHEMLE L, FIHAEHEOEX 20T 4R
FIREHE) VRFIEEEHET DL O A XL RS> THE L,
FIRZZENODORY —RFIEIZHB > T0H D &
Do
A.ADMIN.TRAINING | EHHZ IO X 2V T 4 R Y 2 —F O FIEZ FE%
(BHEHE) LTBY., TAEL AW TERLDORY > —F)E
W2 T2TOE OFRERUH N TE LD LT 5,
A.ADMIN.TRUST MFP EHELHIL. TA X A > TEDOFHE R T
(Ef T 2E8E) RALBWE I REHEEZBMLEL TS LD ET 5,
ERIRE EHEL

AKTOEIZA 7 4 ACEEIN. a— AL U T %y hU—27 (LIF. TLANJ &\
9.) TSI, TOERKOEAE S F IV K ONERRICLANICE S e SVl 7 74 7
rPCHBHIH E D, ATOED 7 E R EE % [X4- 11277,

12




CRP- C0406-01

A B —=Fwh
(PR w D=2

T
¥ 2

T
L A A

el -
SMB FTP SMTP MFP SEFERE 2347 b | RC Gate
R A ey A e (TOE) e PC
> S} V2. Fo o i o
BEES P C P HARI AN
* Web D Sy —

X4-1 TOEDE RIS

ATOEIX, M4-UIRT LI R—RINREEDOS T 4 ZEOERZH O REITE
WTEH SN D Z &2 4E LT 5, TOEIZ X, LAN, K OVEFE IR 2 HE S D,

TOE% A v #—F v NMEOIERF v b U — 7 IC8k SN - LANIC#: e T 854
T, x>y FU—27%BL T, MRy b7 —7 0 BTOE~KER KX L 912,
Ay U —27 ELLANOBERIC T 7 A4 7 U+ — 1V Z5iE LT, LANXUTOE%
PRiET 5, LANIZIZ, FTPH—/3—_ SMBH—/N—_ SMTPH— — SNHFREY —
N—EED—N—ar Ea—4 7747 FPC, KUORC GateZ ##i X1, TOE
&IE, BHEFRIES OBEZ1T 9,

TOED#/EIZ, TOEOEAE ARV ZMETT 28568 2747~ FPCEAEMT
LBEENRDD, 7 T7AT 2 PCIZT IV v H—RITA R—=HDLWIPCT 7 7 A R
FTAN—H% A VA N—NTDHZEILLST, 7747 FPCHOrHLANKH L7ZH]
ME%ITH Z LN TE D,

B, ARERITRINTWAIN— Ry =7 RONEET 25 Y 7 by = 7 O
AFHIOHA TITARW, HAICFEEHTE LD LT 5,

Flo, ABREICBWTTOEZ M 212Hh 72 v | Bl 2R A& 2 R4-210R7 7,

13



CRP- C0406-01

#4-2 TOEFIM#&E

FIHFE it A
— A HE TOEDMEH ZFF Al S L FIHE, v oA va—H—
4 AT 5 Sl OMFPEERE ORI AN T& 5,
BHE | A=Y= | MFPEBEE OO 7 A U NAT — FalE T 5 HRE
£,
MFPE#E TOEDE & FF ] S L7 FI &, —RFIHE D=2 —
P IEWRE P, B, (EEE, xy FU—7
HHEOEEF 1T,
RC Gate Fv MU =7 IR S N ITH RS, RC Gateidifs H
A 8T =—A %4 LT, TOEDERZE R —
E' A Tdb % @Remote & FEHLT 25 72 8O D IEFHINEE %
179,

K4-207F LB Y TOEORIHH T —FIME ., EEE . RC GatelZ 0B S 4,
EHICEDOEEN L > TEHEITA == P — L MFPE A S ICpEEND,
TOEZ EHF AT 2RME & LTiTEL2ITR-T LB Th DA, £NLUSMNIMFP
EHAE R OA == Y — OB R 2 FF O MFPE B T4 2N TOE D [ #2114 72
FIHAE L UTIHET 2, MFPE B EEH I DEMREIC KT 2 kOB EE S 2 A0E
LTW5,

ERRRICHE T HTOEEHE

AKTOEDHIPHIL, MFPIZ” 7 7 ARERE A2 2 FCU A R v A1 7272 TR
IR SN LMK TH D, FCUITA T v a i & LTt S, BRFEE DFI
MFEY A M TMFPAKIZHRE L, @IfEER 21T -7 ETTOE S L CTHIAHIZS]
SR D,

14



CRP- C0406-01

5 7—XTOF ¥ IZET 5EHR
KETIL, ATOEDHPH & EEAMK (P72 AT L) 23T 5,
5.1 TOEER L =2 i R—x 2 MR

TOEDH K 4 [95- 11273, TOEIZMFPH &K TH 5,

[ #mms ) (L e#xs | (e&x8 | (=== )

TOE l |
B/ y I ULa—wh
o= AxvyI— T s—
ok I I TPOR
BRI I I :L‘./I'-_El—7
FlEAR—F TS EEARE—R a=wvhk
avkba—Sti—F
Flash
Jotvy RAM NVRAM Ic Key ROM
» 3 F Y
— ¥
m Ic Ctir SD A—F
A0k
4 L 4
ESED B
a=gr | USBR—bk
LAN

X5-1 TOEER

K513 &80, TORFRE R Va2=y h, =P a=y h, 777 A
arvhru—Ja2=y bk, arhre—77R-—FK HDD, IcCtlr, v hV—F 2=y
k. USBR—F, SDI—FRRT v hDO/AN—R7 =T bR ENS, UUTICAHE
JREEFR O & R~ T,

[BfE~xra=y b CIF. TBfE L) L9 ,)]

BE SR UL, TOEICHAST T b TV 5, TOEDF] I S TOE#EIZ -4
HAVHT 2 —AEETH D, N— ¥ —, LED, ¥ v F /A EWEET 1
AT LA LEAERRNVAER — R TR IS D,

[y vra=v ]

MXEBZTOADTZDDT NA ATHHAF ¥ T —x Vv MCEZHIR LPEH

15



CRP- C0406-01

FTLT A ATHLT Y o —x v B oDl o= il
R— RO EN D,
(777 2arba—Fa2=v }]
T LMEREZRIDERRR E B L, GBI T 7 7 7 REEL 7 7 7 AD
EXEETLD2=y b, TOEZMENT 2EHED 5> HLFCUNZYT 5,
[z Fr—FR—F]
ay hr—7HR— KiZ7 a2t v, RAM, NVRAM, Ic Key, FlashROM 73~
TeHRTH D, FEROMRRHINILLTO@ Y,

Tat i : MFPEWMEIZ 61T 2 AR 0 R ALER 21T O H8IKT v 7,

RAM CEifgAEY E LTRSS DHEREEAT Y,

NVRAM : MEPO 2 &+ 2 MFPHIlAE 7 — # 23 N o 7o R FEME
ATV,

Ic Key CELBOCEAE. RS OEREA R D MFPHIE Y 7 U =

T ORSABEICFHI SN 28X 2V T4 F v 7,
FlashROM MFEPHIE Y 7 o = T I3A A b—/L EZ 3TV AR
AEY,
[HDD]
A A=TT =4 FBHRGECHAT 22— RN FAEN D NN— T 4 R
KA 7Thos,
[Ic Ctlr]
HDDIZRFT 2 @& K5k L, HDD2» b ai 1M 2 E 5+ 2 e 2 -
X207 4F v 7 ThHD,
[xy b= 2=y }]
Ethernet(100BASE-TX/10BASE-T)% ¥ 7" — k L7ZZLANH DA > % 7 = —
ATH 5D,
[USBA— K]
PCH 5 EfE L CHIRMZTT 5 35412, TOE L PCE BT DA > 4 7 =— AT
bD, RPATOETITRRERICHIMAEILRE L T2,
[SDH—FK=zxm v K]
SDH— REFATHI2ODAT > b, SDA— RA 1 MNIFEERPNE &L ORI
FAET D0, B#eaimOSD A — KA\ v MIEHEE R E CHER St, @ E
HIZEBWTIISD A — RBEIES D Z & idin,

16



5.2

CRP- C0406-01

TIRIE

TOE(ZX. LANIZ#t 4L, FTPY— 3 — SMBH#—/3— SMTPH—/ 31— 4}
WRSRE S — N —F DY —"—a a2 —% RC Gate X7 7147~ FPCLEE %

ity

179, E£7TOEIL, BEREFM TER SNIEXEEDT 7 7 ZAEE L bIBEEZIT .

LANZ®H L TR INZZ 74 7 FPCIX,. 7V v X — RT A "= PCT 7
JARTA "~ Web7 7 7 H %N LCTOEZFIAT S, 7747 FPCiE, X
HFRBROEZEZT TR, Web7 7 U HF 24 L CTEEBEEED —H OB/ELTOED
WHEMERZATH Z LM TE D,

17



%Fﬁlﬂid\\{{l- F\#':L)( y I\

CRP- C0406-01

ATOEICIRfT SN D R¥ =2 A FORIMNZLLTIC KT, RTOEICIRfT SN D B
X o A2 MIRGEHE, KORESMHIC L V4RO Y FOFET D, K R¥ =
AV My MEOZERLE LT, ®WERGLOED, R¥a A2 MEROEW, H -
HIRICE AL X2 b—ra v OEWERD DD, ARFOR—MHIZ OV TIEFEG O

R CHERIN TS,

TOEDHM AL, BHRRMF 2072372 FRd R 2 A b O+ 7 B & 85728

gREND,

[HEERR-1] (LKA B IRA K% 2 2 > B)

F¥xaA o 4 N—T g v
MP C3003/C3503/C4503/C5503/C6003 series User Guide D146-7502
MP C3003/C3503/C4503/C5503/C6003 series Read This First D146-7512
Notes for Security Guide D143-7348
Notes for Users D146-7581
SOFTWARE LICENSE AGREEMENT D645-7901
Manuals MP C3003/C3503/C4503/C5503/C6003 series D146-7880
Printer/Scanner Drivers and Utilities D146-7853
RICOH MP C4503/C5503/C6003 series
LANIER MP C4503/C5503/C6003 series
SAVIN MP C4503/C5503/C6003 series
Notes on Security Functions D146-7587
Notes for Administrators: D146-7590
Using this Machine in a Network Environment
Compliant with IEEE Std. 2600.1™-2009
Help 83NHCMEN

71.20 v140

18



[Ysaahi-2] CREBRFR BRG] = A 2 1)

CRP- C0406-01

R¥ =2 4 N—T g
MP C3003/C3503/C4503/C5503/C6003 series User Guide D146-7502
MP C3003/C3503/C4503/C5503/C6003 series Read This First D146-7512
Notes for Security Guide D143-7348
Notes for Users D146-7581
SOFTWARE LICENSE AGREEMENT D645-7901
Manuals MP C3003/C3503/C4503/C5503/C6003 series D146-7880
Printer/Scanner Drivers and Utilities D146-7853
RICOH MP C4503/C5503/C6003 series
LANIER MP C4503/C5503/C6003 series
SAVIN MP C4503/C5503/C6003 series
Notes on Security Functions D146-7587
Notes for Administrators: D146-7590
Using this Machine in a Network Environment
Compliant with IEEE Std. 2600.1™-2009
Help 83NHCMEN

71.20 v140
[SEEAR-3] (BRI i S AT R 2 A 2 1)

F¥= A M4 N—T g v
MP C3003/C3503/C4503/C5503/C6003 series Read This First D146-7511
Notes for Security Guide D143-7347
Notes for Users D146-7582
SOFTWARE LICENSE AGREEMENT D645-7901
Manuals MP C3003/C3503/C4503/C5503/C6003 series A D146-7883
Printer/Scanner Drivers and Utilities D146-7855
RICOH MP C4503/C5503/C6003 series
MP C4503/C5503/C6003 series
infotec MP C4503/C5503/C6003 series
Notes on Security Functions D146-7587
Notes for Administrators: D146-7590
Using this Machine in a Network Environment
Compliant with IEEE Std. 2600.1™-2009
Help 83NHCMEN

71.20 v140

19



CRP- C0406-01

[HEEM-4] (727 A TRERT IR K32 A 2 1)

R¥ =2 4 N—T g
MP C3003/C3503/C4503/C5503/C6003 series User Guide D146-7502
MP C3003/C3503/C4503/C5503/C6003 series Read This First D146-7515
Notes for Users D146-7581
SOFTWARE LICENSE AGREEMENT D645-7901
Manuals MP C3003/C3503/C4503/C5503/C6003 series D146-7880
Printer/Scanner Drivers and Utilities D146-7857

RICOH MP C4503/C5503/C6003 series
Gestetner MP C4503/C5503/C6003 series
LANIER MP C4503/C5503/C6003 series

Notes on Security Functions D146-7587

Notes for Administrators: D146-7590
Using this Machine in a Network Environment
Compliant with IEEE Std. 2600.1™-2009

Help 83NHCMEN
71.20 v140

20



7.1

7.2

CRP- C0406-01

IR IS & SRR E KR UHER

Rl g

P, CC 83— F3DRFEEMAIZ DWW T, CEMIZHLE S =5l F k% W CTIT
DIV, RMBESEOFMNL., Al EICBWOTHRE Sz, FHMEEREE TR, AR
TOED#EE L . CEMOU— 27 = b Z & OFNE & OHIWRE B 2309 5,

FEEGHE
LR, Al s FC & 2 el S O @ 2 73

ML, ER244E10A 1T E W . ER25EI A S A EDERE b > TR T L
7o FHAMAERSIE. BHRE D O FMIC T 5l iRttt — ot 2 21F, —iF
DOFHIC 31T DAEMLZ A L7z, E7o, R4 11H KON, FRk2565E2H ., 4. 5
H. 6HICBIRBIG A~ &, SEAOAY v 7 ~De TV 72k 0, ki -
Bt X2 )T 4 DK T —ra=y MIETEZ 70 ZDMITIRIOFHEEZIT -
7oo MLOBRRETA MBI L i, BIHGHRITIERS S, &R REICBT D
FENBEOFFIHRARETH 5 &Ml L - TH ST 5,

F7-. FRk25FE6H . THICERE YA FCTHEEDT X MRELZHH L, BEREE
TANOY TN T F =y 7 ROGHEET A b % FEhH L=,

21



CRP- C0406-01
7.3 BMETR R
SEE L. BAREFOEM LT A FNOIESMZ R L., OB RE TR I 7=5E
WEPARE DT A N ERGE LTSRN G, Bl SN -FEL - BT A R ED
WegatEREE I S <IBAT A FEFEIT LT,
7.3.1 BFEETA b
S L. BASE N ER LT-ERE T A N ORSM L EEOT A MMEROIFHILE
B2 RN U=, B 255N L7=BR%E T A FOWNEEZ L TFIZ#HAT 5,
1) BHF#ET A PEREE
BB E M L7 A N EZKT- 110, ERiERERE L2 RT-1ITRT,

R+ % MFP(TOE)

w ha s PR

®7-1 BARETR MEKE

R7-1 TRAMERES

MR 2R B
TOE Ricoh MP C6003
N— =z ES-1.00
7747 PC | OS: Windows XP Pro SP3
Windows Vista Business SP1 ¥, SP2
Windows 7 Professional SP1
Web~ 7 U : Internet Explorer7/8/9

22



CRP- C0406-01

7J v H—RKZ A 3—: PCL6 Driver Ver.1.1.0.0
PC7 727 XA K7 A 3—: LAN-FAX Driver Ver.1.0.0.0

A — L —,3— | Windows Server 2003 SP2DOSMTP ¥ — /3 —fK{E

FTPH#—/ — Windows Server 2003 SP2D FTPH— X —fE
Linux(Fedora8) ®OFTPY — \—{HE
SMBH—/3— Windows Server 2003 SP2DSMBH— /N —f#HE

AERFRFEY—/3— | Windows Server 2008 SP2

FEfHTI 2L —% | XF-A150 (%F Y =vw 7 4h)

77 7 Ak Ricoh imagio MP C4002SPF

RC Gate Basil@™ I = L—# Ver.1.06.002

BIZHE T A KT S 7-TOEIXST Tk Al & T 2 2 OMFP O —ER D
BAECH DM, oML T A N CEH L7-MFPOOEM# A T, B4y O
WESMIFE— B TH 50 b L IZHIREERE DL DENTHY X2 U T o
AR —TCd 5,

ZOZEND, BRET A MIBWTT A MHRISGEIR SN 7-HFE [Ricoh
MP C6003] X, STORHENAE & FEN7 <, STIZEB W TikAl STV HTOE
WERR & 71 73— LT 2 &R IV TR & 4L, BAZEE T A X, ARSTIiCH W
TakB STV A TOEMRL & Rl —DTOET 2 N EREE THEE STV 5 &k
STz,

2) BAFEE T A M
BIRET A FOBEIILL TO LB TH D,

a. T A MEE
BB T A NOMEIL, LTOLEBY THD,

<PHEET A b FIE>

PH¥EE T A M3@HE OTOEDMHEHICE W THRE SN LA > ¥
7 x—A (BfExr, Web7 7 UHE) ARIBL, fiRE BRBIZETS
FiEOM, E SR 7 ROT Ny v 77 —52 Ot /"7 v
ey 7 F¥IZLD7 747 FPC, KOS FEY — 3 — L TOER O #1{E
7'v b2V ORER. TSFIED iz dnd L TRE A~y Fa2R/ESE
LEFERT A FEBITON TN D,

<PHFET A b DK >

PISEE R L7e T X MERFEICRRHR S B S 7 2 MR OE
&L RCSBARE DRI LT 2 MERIEEISRRESUZREESE T X b
DG ROMEZ R LTz, ZORR, WffSh o7 A MEEROM & EEREDOT

23



CRP- C0406-01

A MEROEN—H L TWDEZ LR INT-,

b. BRIRET A bk OEfE#H:H
BRI E T A MBS IC L > TRT50ME B Ehi < 7=,

TN =G Lo T BB ARICEL R SN T X ToEX 2 U 7 14
RRENTA LV Z T 2= ANt T A RSN Z EPREES T, RSO
IZE o T, TOERGHIFLR SN TR TOV T VAT AES T VAT LAV
BT 2 — AN T A RSN 2 EBRREES LTz,

c. iR
ML, BHRE T A FoFERFIE, FEEEE OESYEEAHER L, T A b
B R SV FEH L & FEROEETEN BT D2 L AR LT,
M L. BARE DN HIRE LT A MER LR EIC L > THEBEINIZT A
MERNP—EH L TNWD Z & 2R LT,

7.3.2 FEERII TR

P, BARE T A R ohhi L7c7 2 PHEZEA L TGO ExR =2 U T 4
BERENFEITIND Z L 2 BMERT LT TINANT A M2 FE T 5 L &b, o
FRCORSNRHLN S WOt F 2 U7 BENPHEEICFITSNDZ L2 LD
B2 MET 2~ (LU 2T A M &W9,) Z2E Lz, FHh#E A E
fitd L7227 2 b 2 LU FIZEA T %,

1) MSZ7T A MEREE
APl 23 S0 L 7227 A b ORI, MT-USR LA T A b LRERO
W TH 5,

IMST T A SRR
S E O EM L7 T A NI T D LB Th o,

a. MSZT R OB
A 2, BAFEE T A b R UMRHE S NV RHARREALE BE 0 5 B R LTS T
A b OBR AL TITRT,

<HSZT A b ORELE >

@O AJJRT *Z OFENZL < MHEMEOBURL TSR T A F B3 RE L T
5 EBPNATSFUCE LT, 89 A ZOMAE b, BERE, B
HOT A MHHZIBMNT 2,

@ BEDOTSFOIATL A I 7 FATOMAE DRI L THRAZEMNL

24



CRP- C0406-01

727 A NEB ZFET 5,
@ BIFMLER, X 2 VIR IZB L TR ET A R E R DY =— 3
VEBILEZT A NEHEZFET D,
@ YTV T TAMIBWTULTRBLEN ST A FNEE 22T 5,
- MAFEVEOBLS NS 2 TOTSF, TSFINE £ 5 L 5 ICHE 23R
T 5,
- B HT A MFiE T A MREEZMEMET D L O ITHE 2 @IRT 5,
- 2 OSFRBFHSATIT v, 2 L <7 A M3 5EHE T E 2 TSFLIZEY
T HIEA & HAMISRINT 5,
- RREEUSE A ORELIRLE & ORREME O ZERZEE L, RTOEIZE W
THHUSBM SN =TSFICRE 4 2 & HAIIERT 5,

b. MNZT A MEEE
FEAE 23 FEhE L7227 A R OEIZUL T O L B0 Th D,

<IMSET A S FIE>

MNZT A ME, BARET X N EFR R DR ORELEIR 5 /3T A
ZaER L BT, @ OTOEDME I W THE S NDMEA X
7 x—A (BfE L, Web” 7 %) 2RI L., fRE BHBIET D
FEOM, R ISNTEA e 7O, STy MRy T TF Il T4
7 v FPC., KON — \— L TOEMDM@IE 7 1 b 2 /L OMERENRTH
nTns,

<IMNET A N DFERENE >

MSZT 2 D OBLSIZHSE | ST R M 15ME, o) 7T xR 26t
DT A FBNFE STz,

Fhi SN FERMSLT A MEEE L | ST HMNLT A S OBLE A FKT-2

[z N
R7-2 EHLE-ELHITR
MANET A 7 A MR
~ DELS
@ ca—Y—=Thur hOay Ty MIETAIEENMEEY ThD

ZiE, ARG RFEELEE LD OHERT D,
A BT == A D ONERERSCEICH T D BEICB N T HAL
@Y o7 7 v AR#BMTDID L MR T D,

&) R E L EEHE NIRRTV DIREETT T v h D
0y 770 MLUBEDMEARE Y ICEIET D Z & AR D,
cm T A HOT T MEIBR, HEREERFDSD VI MEEREY T

25




7.3.3

CRP- C0406-01

b5 L aERET D,

- HDDINO 7 — & 348 U 72 RAE CHI L& L 72356 D BISMLEE A
fHERRY Th D Z L a2 ERT D,

 SMERREREY — N — & L2 A 1A E S DRk & 72 S L 2t
L CHIERER Y ORIGNTE D Z L2 MERT D,

- BRHHRREIN O FEREZ W2 35E6 O S/IMIME., IPsec® LR )3 1
BB CThDH L EMEGRT D,

‘RC Gate’ & DIEN DT 7 & AHHZTOEDFIAMLEE RS HAE B Y T
bbb L EMERT D,

- Vg T T OBIRGIE OEFRRARFIZE X 2V 7 0 LOREN
FAELRVD, ZD5DLENEHERT D,

TN B = KT AN ORER AR LT AR Y OfiIsh
JVEENFERE S D 2 & R T 5,

il SR

S A L2 T X TCoOM T A MIELLET L, iME#EIZTOED 5
AEWVWEER L, iMiEIL. T X TOT A MERLBHFEINAEZS D FENN
—HLTWDLZ L aMER LT,

FHEERAT A b

AN L. A O TR SRS | ARE SN DMHEREE & BB L~ LT
BOWTRE SN DOWETIME L 72 D5 ATREMED N H 2 & DIZHOWT, KB L b 2 5
RAT AR (LUF MBAT AL LWnWo,) 2FRLUHEM LI, Rl 2%k L7z
RAT A ML T D,

1) AT A M
FAME N FEHE LTARAT A FOWEIZLL TO LB Th b,

a.

SNy gAY Bl
AR, R S I REHLE RO AR O IR &V | IBER R MET M A PRR
L. RAT A b2 a8 &4 5 LUT Ofesstt 2 s L7,

O BHLARNRY NT—IR— b A VX T 2= ANFEL, ZI0DH
TOEIZT 7 B ATE L a[RetEnd 5,

@ A H 7 x2—AZX LTTOEREXKI L22WME, BT —% AT
PRIGA, £F 2 U T A IR A SRS D MR B 5,

@ X aT F v FNOFEEITHEFHENFEL, ERE L TTOEDE X 2

26




CRP- C0406-01

U 7 BEREAS /S A /XA S D ATREMED B,

@ WAMIKETTOEZEH T2 LI2L 0, BX = U T ¢ BEEEA /XA X
2 END AN D B,

® BHA L H T =— A0 D ORIEREAIICE R 2 U 7 1 HEREA A 32
SN5ATHEMR B 5,

BT A~ O
A 1. EAERI R METIME N S A REME T A 72012, LT O
BT A % FEh LT,

<fZFAT A EREE>
BFAT A NI, KT- LR LR E T A b, ROGHEE N T A |k & A
FEDEREE CHEh S 7=,

BATANTHER LY — L A2ET-31RT,

#7-3 RAT A MEHY—v

ZFRON—T 3 ) W2

Paros(3.2.13) 7' % RO Web gAY — v

nmap(6.25) R—FRAF ¥ YV —)b

Nessus(5.2.1) WaBsPE A % v o —1
Plugin(201306162215)

Burp Suite(1.5.12) 7'v X RO WebMagg A > — v

Wireshark(1.6.6) Ty XY TF Y —)b

Netcat(1.11) WHxR Y 8T — 27 Maggtemd >y —L

<fRAT A b OEEHEE >

IS SN DHETINE & 3T DIRAT A MEE 2 R T-4R T, FHlE 13
TER 72 GG MEDS R SN D WTREME O F L2 IR ET 5720, 16(FDR AT A
% FEhE L7,

27



CRP- C0406-01

KT-4 BAT A MIEE

fga T A MR

D A= hAF v — b WEggtEA Xy oy — L 2H L, HEE LA
Wy T =27 R— FRBAWVTW RN & 2R 5, E7-EH AR
72 AR — MZOWTHRIEATNCKT 2 MEFFHEDAFEE L 72N T & & ffe
ﬂlh‘g‘%)

@ TOE~DT 7 & Z%1T 9 WebA > & 7 = — AIZANE O Mads ik 2 (FE(E
L7eWZ & 2l %,

Web~7 7 7 ik TOTOE~DHRRFIZHEE T 2URLICK Y ¥ =
UT A RERENRANA RA SN & 2RI D,

® SSL. IPsecz i/l L7zl 75i@{5 (2B L TR EoffpgattnenZ &

s 2,

WebA o & 7 = — XA T S5 /3T X X OFEBMEREELATV, KBS
IZHER S 722 & 2 fEsR T 5,

Kerberos 7 2UZ & 5 WindowsiB Al RFIZ 3225 E D ffEsstEns7enwz & %

e+ 2,

@ CPULémﬁFLE\ U — ZFEVEIRBEIC B W CTOEN It % = 7 724k
W27 BN L R D,

® f@ﬂ;&@% VHETz—ANnbua s A L ka2 A T THIAEE
[BEFEIELITOTHBETHLEX 2 U T N XX I W
Z L EHERT D,

c. FER
M N EME LI BAT A T, ABET AR ) A B o MR )
FREZRMEES MR I TSR S N o T,

7.4 @RI DT

ARFHE Tl R7T- LR TR W TRl 21T > 72,y B Y — 27 X IPv4 % fif
MLTW%, ATOEIX, Lt EHERERDPRE S ERDIBERICBWTERN SN S
BIERV, Ko TRHli#A L, ERCRHifsR 2 me) Td % &l L7,

28



CRP- C0406-01

7.5 BRHEEES

AL, A EE b o TARTOENCEMO U — 7 = v M _XTA7= L
TWD &l L7z,

P CIILL FIZ oW CHERR S vz,
PPHE®A :
2600.1, Protection Profile for Hardcopy Devices,
Operational Environment A (IEEE Std 2600.1-2009)

F7o, EEEPPTERSNILL FOSFR ANy r— VI ET 2,

- 2600.1-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment A

- 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment A

- 2600.1-CPY, SFR Package for Hardcopy Device Fax Functions,
Operational Environment A

- 2600.1-FAX, SFR Package for Hardcopy Device Copy Functions,
Operational Environment A

- 2600.1-DSR, SFR Package for Hardcopy Document Storage and
Retrieval Functions, Operational Environment A

- 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium

Interface Functions, Operational Environment A

X o UT s HREE: . 3= T4 T YT N— |k 24KE
X2 UTF RS T IA4 T YT N— |k 3He

FHIORER L LT ML FORGEZ R — R 2 MZOWT IG5 HIENR 72 47,
EAL3/ Ny = OF X TORGE=2 R —2 2 b

BInMogGEEa v R—x%> b+ ALC_FLR.2

Pl OFERIL, F2EICF NN — T HTORIC L » TR SN b D
DA EIND,

7.6 FlE D A > MNEE
HEE T 3 R FEHmE S 1. RFRTR0,

29



8.1

8.2

CRP- C0406-01

ﬂlb\ IJIE % ﬁﬁ

%}‘&?E*%F%@ nq:ﬁﬁ@ *ﬂifnq:ﬁﬂi%%&ﬁi DTHSHZI‘ éhé%%*’{'%%& HT®nun
Z FE LTz,

O RHSNFEERZY TV 7L, TORNEFEREL, BHEd LY —7
=y PRFHEEE E ORI LD ISEHicsh TR D Z &,

@ Al R S N RHEE ORI ORMA Z L TH D Z &,

©  FHilE L E IR S R ORIl T EACEMIZESG LTS Z &,

ARREAER

fEH SRR S, T ERE E OB 5 A RERLE B A AREE L TR R
FORERERS T, ATOENCC 3 — F3DEAL3 K OMRAE = > AR —x o FALC_FLR.2(Z%f
T O RAEEMF 2w 723 b D LW,

FEFHE

REFHREZ ML LT e . 2L DOEH COARTOED® X = U 7 1 BEEE~D
I OWTIAFT I OBRAEDOFPHS & 72 B 728D, RSFOZIT AU HOW T E L
B OEFIZB W THE Sz,

FATOEOF| A 1, 4.3 HEARBICHIT 2TOEIFH, &K UMT.6 7l = A
NMEYEDOFEHANEZ S ML, AKTOED F¥ i xt Gl <0 ] b o> ZRHFH A LR O
TOEEMBRELIZIB W THISFEEDNE 9 DIZHOWTHEE T H2LBER D 5,

30



10

CRP- C0406-01

MRS

FrliZ7a L,

tXa)Ta42—45v bk

ARTOEDtF 2 VT 4 &4 —7 v M12liZ, AEFELITHILEFEL L TUTOLEE
D ARRRRERIE E & & bRt S D,

MP C4503/C4503G/C5503/C5503G/C6003G (Ricoh/Savin/Lanier), MP
C4503A/C5503A (Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec), MP C6003
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec) % = U 7 ¢ ¥ —
7 b

N— g 1.00 2013F9H02H Bt 22—

31



11

FHzE

CRP- C0406-01

AEECTHEHINTZCCIZET 2M&GEAZ LL FITRT,

CC

CEM

EAL
PP
ST
TOE
TSF

Common Criteria for Information Technology Security
Evaluation (&% = U 7 ¢ gl L H4E)

Common Methodology for Information Technology Security
Evaluation (&% = U 7 ¢ §Hili 51k)

Evaluation Assurance Level (GEfli{RGEL /L)

Protection Profile (m7r 27 v ar7a>7 7 A))

Security Target (t¥=VUF 4 % —4% v )

Target of Evaluation (GEAfixl5:)

TOE Security Functionality (TOE¥ % = U 7 1 HfE)

AEETHEH SNZTOEIZE T &G54 LL TSR,

HDD

IPsec

MFP

PSTN

S/MIME

N=RT 4RI RTA T DM, AET, HICHDD &iEHi L7z
S &I XTOENIZHY £H1F 5 /=HDD % #57,

Security Architecture for Internet Protocol
E S H 2 T, IPRT v NRALTT — 2 Ol S AP IERORE
HWrex it 257a ha L Thob,

TV NAEEREDWERR,

Public Switched Telephone Networks D§ T, ZAZRAZHLEZE{E D

Secure / Multipurpose Internet Mail Extensions
NSRRI L DEFA—NDOEELET X NVELICEET 2
RS TH D,

A& THEA SRR ERZ L TITRT,

Internet Fax

IP-Fax

Kerberosi® ik

A= VIEZAE ODHALB AL > T 7 7 7 A5 217 5 Bie.
A H =%y MEREFIHT %,

[EFAEYEITU-T T.38ENEICHEIL L 72V =2 —D U 7L A L7
Internet Fax D# .
77 7 AFFZOROVITHFEDOIPT R AZIEET D,

Foy b U= BREH RO, SRS — S — &I L23

32



PC7 7 7 A¥4HhE

@Remote

EEA R

—

B
i
\at
i

MAHEY 27

=
INAT — R

a7 A L INAT —

CRP- C0406-01

SEHFRUTHE D 5 0, ATOE CTlxKerberos#23F 2 1 L 7=
WindowszRaFE D A NGl 4 & 72 5

77 AMEED 1D, 7 TFA T FPCEDOPCT7 7 7 A RT A
N—ZFHLT, 777 AEE, CELEEIT O ERE,

A Z =2y FMEH TTOEZ ZRRSTRZW§ 2 — B 20k
o HMREEZW, D2 —ERINE, b —ERIEEE O
REEN S £ D,

MFPEHZICEID Y THZ LN TE D TOERINT&E,
LU OAFEFE OB ERBNER I, T Enp 0% BEIZH
DY THZLBHRETH DN, ATOEIZI U TIEATDOREH
F Y THNTMFPEHE ZE LTS,

(M4 S =B BRE B O 7 7 & A HI#EIZATOE O FF-Al %
BN LI D)

- BERVE TR (MEEREH, EEOERAITO)

s Y (—FIHAE OB AT D)

c 3y MU — B

(TOED % v b U — 7 5kt @ #2417 9)

- CEEHE

(FRGE, ROSCERIHE Y A FOFERZITH)
R¥a Xy bRy 7 2EE, 7Y & —HrE. A% v —HEHE,
K7 7 7 ZARERE CHIA T 2 72 DICTOENICE SN TV D X

H o

TOED K 5 #ICHE ., B LHF DR,

PRSTRERE I TSR B PEIF O PRAT T — B R LB 2 AT D RE T d
%5, ATOEDEAIZIWTIE, AHGE & AL D IR THERER
ITERIERREDMTONTND T E Wi & 72 D,

TOED 2t — R¥ a2 AL MRy 7 A AFyF— TV Z—,
77 7 ADBBEREDIE DT £ TOERE, FIHE Y a 713,
BRIED B T ORICRHEIC L » T—HEIE, Sy L EN
LZERBHD, FAEYa 7Ry SN SE, FIAE
Va3 T LD,

a4 a—Y =S LT AT — R,

BRI 2 — Y =T A7 bRy 7 T U R END ETIC

33



CRP- C0406-01

R AR5 HREND, PREEER IR E%,
1~5[E DR EMAEMFPEBE NRET 5,

asA L —EFIHE . MFPEHE . K ORRA— =R P —2 525N T
a—H—4 WA T, TOEIXZZ OBz X W FIHE = BET 5,

oy 77k a—YP—Th v FMERTE R R DIREE,

oy 777 b =W =T h T Ra 7T MREENDS BEIRIZAERR S L
B % F TORER,

34



12
[1]

(2]

(3]

[4]

(5]

6]

[7]

(8]

[9]

[10]

[11]

[12]

[13]

W

CRP- C0406-01

FAMAY

ITE ¥ = U7 ¢ 5Fl M OSBRI EE O AR Fik243H
MNAATBOE N BRALEHEERSHE  CCS-01
ITx =V 7 ¢ RGEFICET 2 2REH 2644
MNAATBOE N HRAEHEERSHE  CCM-02
ITE = U7 ¢ AR BIAGE S (TR D ZRFIH P pk254F4 1
MSTATEOE NG HALEHEERERE  CCM-03
Common Criteria for Information Technology Security Evaluation Partl1:
Introduction and general model Version 3.1 Revision 3 July 2009
CCMB-2009-07-001
Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 3 July 2009
CCMB-2009-07-002
Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 3 July 2009
CCMB-2009-07-003
BEERY S 2 U F L THMEDT- DAL 7 ST VT ,5— 1 B L —fET L
N—a 3.1 WEIFEMR 2009457H CCMB-2009-07-001 (V214712 H BHRRE
1.0
TR =2 VT 4 FHBDIZODaEL 7 T4 T VT =12 Bx 2 U T ¢ ke
A= N N—T 3 8.1 WETHSR 20094-7H CCMB-2009-07-002  (FAk
21412 7 FHRREB 1.0/
BT X2 ) T A FHiD-0DaET 7 T4 T VT S— b3 X2 T ¢ R3EF
A= N N—T 3 8.1 WETHSR 200947H CCMB-2009-07-003  (FAk
214E12 7 BIRRER 1.0/80)
Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 3 July 2009 CCMB-2009-07-004
TEmBrt = UV 7« fHliO 7o D@5k i)k ~— a 3.1 WRETHS3
fit 200947H CCMB-2009-07-004 CEA214-12 A FHAREE1.0/0)
MP C4503/C4503G/C5503/C5503G/C6003G (Ricoh/Savin/Lanier), MP
C4503A/C5503A (Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec), MP C6003
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec) &% = U 7 ¢
2=y b

N— = 1.00 201349 02H HHthY 22—
MP C4503/C4503G/C5503/C5503G/C6003G (Ricoh/Savin/Lanier), MP
C4503A/C5503A (Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec), MP C6003
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec) FFAMli¥# 2 &
%2.00 20134F9H11H A&t ECSEC Laboratory #lffiz v & —

35



CRP- C0406-01

[14] IEEE Std 2600.1-2009, IEEE Standard for a Protection Profile in Operational

Environment A, Version 1.0, June 2009

36



	1 全体要約
	1.1 評価対象製品概要
	1.1.1 保証パッケージ
	1.1.2 TOEとセキュリティ機能性
	1.1.2.1 脅威とセキュリティ対策方針
	1.1.2.2 構成要件と前提条件
	1.1.3 免責事項

	1.2 評価の実施
	1.3 評価の認証

	2  TOE識別
	3  セキュリティ方針
	3.1 セキュリティ機能方針
	3.1.1 脅威とセキュリティ機能方針
	3.1.1.1 脅威
	3.1.1.2 脅威に対するセキュリティ機能方針
	3.1.2 組織のセキュリティ方針とセキュリティ機能方針
	3.1.2.1 組織のセキュリティ方針
	3.1.2.2 組織のセキュリティ方針に対するセキュリティ機能方針


	4  前提条件と評価範囲の明確化
	4.1 使用及び環境に関する前提条件
	4.2 運用環境と構成
	4.3 運用環境におけるTOE範囲

	5  アーキテクチャに関する情報
	5.1 TOE境界とコンポーネント構成
	5.2 IT環境

	6 製品添付ドキュメント
	7  評価機関による評価実施及び結果
	7.1 評価方法
	7.2 評価実施概要
	7.3  製品テスト
	7.3.1 開発者テスト
	7.3.2 評価者独立テスト
	7.3.3 評価者侵入テスト

	7.4 評価構成について
	7.5 評価結果
	7.6 評価者コメント/勧告

	8  認証実施
	8.1 認証結果
	8.2 注意事項

	9  附属書
	10 セキュリティターゲット
	11  用語
	12 参照

