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2.4 EEEIEEH

241 PP®TOE A END—EMEER

PP 23552 L 28 in O TN, Hardcopy devices(LL T, HCDs &59) Tdh%, HCDs (3, A%y —#iE L
TV NEE TR S A, BEERIR AT AL BT = — AR A T B THY CNODEBAH AT
T, I —HERE, A v —HERE, TV F—HEEE, 2137 77 AEEED N, 1 FERELL EA L T Dh
DTHD, SHITBMEEELEL T, N—RTAAIRTAT 72 E ORI VEL IR Z R E 52T, K=
A= B REL I TE D,

A TOE OFERIIX MFP T 5, MFP (X, iBNEE{ES 5D T HCDs 3 FF >3 E 4 fif 2 . HCDs 25 # 7%
FEREZHEEL Q1 D, KoL A TOE FRIIX PP @ TOE fRIIE— B L QWD EE 25,

242 PPOEFALYTBBEEXFLYT oW ERHEO—BEEEE

A ST O 3 FEEFa2VT4EERIZT.PP OFa T BEE2ETERLEIZ T,
P.STORAGE_ENCRYPTION & P.RCGATE.COMM.PROTECT ZiBMIL . 4 FEtX=U7 5%t K T #HZIE,
PP Ot Xx 20743 K Fé%2 82 TEEL LS %2 T OSTORAGEENCRYPTED &
0.RCGATE.COMM.PROTECT %iBAIL T\ 5, LA FIZ, BINE ozt a V7 e 2T o5tk
FFHIZOWT PP I & DR ME R,

. PPIIZERECIERE N TN, AST D3 TEFX 27 (FRBER, KN4 Ftx =27 o5 R EHL,
PP % HAFERL TRl L C\%, HARGER T HIZHT=>T, PP OEFRNFEE OERFR OG0 5 & Wr
L7e a3, BERL T WRBLUZLZS PP O G B A I T 2 KBTIV, Fio, LN AL H<0
L7 L70 SN o722 BE L Ty,

P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED D310

P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED I% HDD (Z%F4 %7 —Z Dl 5247980
THY., PP ([ZE ENAMOMFRDOEF 2T 4 J5$F, TOE OBX2UT 46K G OWFED 7L T
%, - T, P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED ®ENIEL TVWA75 PP IZIdE A
LTWAEEZD,

P.RCGATE.COMM.PROTECT & O.RCGATE.COMM.PROTECT ™3l
P.RCGATE.COMM.PROTECT & O.RCGATE.COMM.PROTECT %, TOE & RC Gate fEl0i&(E B35
X2V TAREE R 2T K T8 TH D, ZOWBIEITL. PP THESN TOWARWIEE TH D7D, PP
MOINELTUND, F7-. TOE & RC Gate DRI TIE PP THIE T AR E L EDOLESZERITHT . SHITRC

Copyright (c) 2014 RICOH COMPANY, LTD. All rights reserved.



Page 26 of 83

Gate NOHIRFEE FEOBELITH/2 2 PP BREL CWD X 2T (S 27 kR G o xt
LCHEZH 2700,

£~ T, P.RCGATE.COMM.PROTECT & O.RCGATE.COMM.PROTECT DiENIIZL TWA28 PP (ZIdH
ALTWAES 2D,

T.DOC.DIS & T.DOC.ALT D& &L DEM

K TOE & PP Cld, D.DOC O £/ 13k A TR AHE DO EFRIZFL TH573, D.DOC Dz ik
EADEREIFEZHHHH )Y, TOE A3 TOE WHE LU TOE 23815 T 2B OBE R ERL TWDHDIC
*FLC, PP 1% TOE N&72>THY TOE 23 PP 2@ &L C5,

L~ T, T.DOC.DIS & T.DOC.ALT IZ PP [ZH AL TWAEE R D,

T.FUNC.ALT OB B DB
A TOE & PP Cld, D.FUNC OSZAETEHHHE DEFRIZFEL THDHA, D.FUNC OUE A DN
DHZHIPHHY, TOE 28 TOE NI L TOE 23l 5 T2 OBERIKEERL TWBDIZHKL T, PP X TOE
NE72>TEY TOE 23 PP 205 L TUAD,
J o> T,  TFUNCALT [Z PP ICHALTWAEE 2D,

PLEDZ eI AR ST OvX 2T (FEE X2V T 4K T, PP O®X =27 X 2T o%f
RHEE—BL TN,

243 PPOEXa1YTA+EHLO—EMTE

X TOE @ SFR %, Common Security Functional Requirements & 2600.2-PRT, 2600.2-SCN, 2600.2-CPY,
2600.2-FAX, 2600.2-DSR, 2600.2-SMI >5725,

Common Security Functional Requirements /%, PP 235 E 9 %4228 SFR THY, 2600.2-PRT, 2600.2-SCN,
2600.2-CPY, 2600.2-FAX. 2600.2-DSR. 2600.2-SMI X PP 235 E 9% SFR Package 7R 7-H,DT
5,

%, 2600.2-NVS (I TOE (275 il vl REZ2 N FEMERLIBBE R D FAE L 72U T R L 720,

K ST DEX2UT A EIEL, PP DX 2UT 4 BT L TGEM, BB EL TWDEFTRSHHA3, PP LId—
HLTWa, LTI, B, BARMEL TS TS, 36708 PP E—H L TWHE R Z5E# 32,

FAU_STG.1. FAU_STG.4, FAU_SAR.1, FAU_SAR.2 D&l

K TOE MEEA 7 %R R 5 B3 572512 PP APPLICATION NOTE7 I26£V ) FAU_STG.1, FAU_STG.4,
FAU_SAR.1. FAU_SAR.2 #3E/I14%,

FIA_AFL.1, FIA_UAU.7. FIA_SOS.1 ®i&l

RIRFRELIIA TOE (120 FEBLF 57212 PP APPLICATION NOTE38 IZfEV FIA_AFL.1, FIA_UAU.7,
FIA_SOS.1 /7%,
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FIA_UAU.1(a), FIA_UAU.1(b), FIA_UID.1(a), FIA_UID.1(b), FIA_SOS.1 O#/l{k

AR TOE O—MxHI FHE DOFBFEIL, TOE TilkBlF8GEZE D AAGRAE AN FRGE Y — /N —CRRRE T 2 H 1EN
&%, PP APPLICATION NOTE37 Tl #|fH#FRAET TOE FINIHNRO T B CTEITTHILEME
T DL TNDTD ARIRGRAE LSRR RE T — N —FRAEIX PP IZHEHLL TV 5, FIA_UAU.1®).
FIA_UAU.1(b). FIA UID.1(a). FIA_UID.1(b). FIA SOS.1 DAL, ZHBDFREE S A4 57
DO THY, PP BIRET 28X 2V T4 BEONEFEER T HHDO TR,

FIA_UAU.2, FIA _UID.2 DiBmeseMmik

RC Gate OkBIFRFEIL, — MFIHH £ 138 BRE OFRBIGERRE 71k L #7257, PP APPLICATION
NOTE39 & PP APPLICATION NOTE43 (2%t~ T, FIA_UAU.1(a). FIA_UAU.1(b). FIA_UID.1(a). &}
FIA_UID.1(b)&1Z51iC FIA_UAU.2 & FIA_UID.2 8N4 %,

F7=, FIA_UAU.2 & FIA_UID.2 ORI, — MR & E72 13 B O BIFRGEE 7 5L RC Gate Dk
BIFRAE T IEZ TR T D7D DFERMETHY PP BEETHEF 2T A B ONEEZE LT 55D TIER
U,

77 I AZABXEDOFAEDH N

K TOE TIEZELTF T 7V AZEEOF A MO NI HOWT, SLEOF AL B XENT-FI A E I E
T HE A H S, T4 PP APPLICATION NOTE 95 24> T\ 5,

FCS_CKM.1, FCS_COP.1 Mi&l

A TOE IZBW T, FHEE E WA T AT L2 W AR P RLIB LRI 3757 — 2 RED X 2V 7 %t
W EFEL T O.STORAGE.ENCRYPTED # EiRL, 2z LB T 572D IZFEEEE{ FCS_CKM.1,
FCS_COP.1 &, ZIHDIERE B ff LKA RAMRICHDIERE I TBMDEE Z 52 TWDH, ZILHLDAE T
I PP IZBWNTROHLITWDHEREEAEONED W TN ABTZL T2,

FTP_ITC.1 TIRE T HERDENM
A TOE Tl FTP_ITCL AZEHL TW\\5, ZOEH L, PP THER T2 FTP_ITC.1 THRET HIEFRIC
Gate & LAN BHIBEZBML THD7ETTHY, PP IZBWTROLIVTO DB ZHI R T HH D
THD, Lo T, PP IZBWTRDO LN TODEREEHONE 2L T\ D,

AL BT 2= A~DOFHIBE NI 1B REE 22 (FPT_FDI_EXP) %81
AR TOE &, PP IZHEW Y, AMEA L 27 2= A~DHIRES 7 A5 (FPT_FDI_EXP) 2B 1352 &2 8D
FEREZENF DR —h 2 ZHLIRET 5,

FDP_ACF.1(a) D— B AR #L
PP @ FDP_ACF.1.1(a)& FDP_ACF.1.2(a) Ti&. PP @ SFR /Sy — VIS E RSN L EIER~DT /&
xﬁ%'hﬁll SFP Z L L TWADIZKIL T, ST TIXA 7V =/ b0t X 20T 4 Bt Th o CEG MBI
FTEINT=LEOT 72 AR SFP 2B L L TWDH, Ziud PP 2 lid I BB LL T AL O TH
60
PP ® FDP_ACF.1.3(a) Tld, SCEFMEF A HE a7 07 72 ZHIENC B4 2B MO BRIZN S A ST
TIESCERF SR AE Y27 OHIFRE MFP EHLE ICHF 35578 >TD,
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TOE 7% MFP & BLE |2 SR EFIHFE a7 OHIRZFF I 72018, SCEIGMEF HE Va7 ICHIBRME
[RZFRio 7o — BRI HF D, 7o DO EE CTHIBR CE72<leo 728512, MFP EBEE MUATLU CHIBR TX
LINTT B0 THY, PP THETDT 7 BAHIH SFP M4 5L D TR,

PP ® FDP_ACF.1.4(a) TlZ. SCEMHMER A E Y a7 OT7 72 AN+ 28 MO BRI A ST
TIFA—/ = AH—L RC Gate IZLD L EEREFNHE Va7 ~DEAEEIESR 5L TV,
A== AP —L RC Gate %, PP TIFFFEL TV WA TOE F5H OF|H#H ThHH,

T, PP BCEBFREFAHZ Va7 OFAE LU THRELTZRI R E LIAMIT B EEZF LR Z L&t
7

J~T, A& ST ® FDP_ACF.1(a)i% PP ® FDP_ACF.1(a)%& i /=L T\ 5,

FDP_ACF.1.3(b)DiBMMMR ANz 2T
PP ¢ FDP_ACF.1.3(b) Ci&, HHLH HER CHET B —H —IC TOE MEREDEMEAFF A 357> T D
DIZXFL T, A ST TlX TOE #RED— I CTH DT 7/ A AGHERET T &7 F Rl T 072> T,
TOE % MFP &REEIC, LEBMOMME Y a7 OHIBRZZHF AL TR (CCET 7 A 4# SFP.,
FDP_ACC.1(a)& FDP_ACF.1(a)), ZOf& . HIBRATIE®H 5% TSF 1, TOE HHE~D T /&A% MFP &
PEFIZFF AL Q5728 PP O FDP_ACF.1.3(b) D EAFE R 72 L CD, Ei-mE G R DZE DT
DT JEAT DT 7 7 AZARDTD DT m R AL, FHAHER CTRIET M A LR 2L TEd,
J->T. A ST ® FDP_ACF.1.3(b)i% PP ® FDP_ACF.1.3(b)Z7ii/=L T\ 5,

FTP_ITC.1.3 {2 D.DOC BX U D.FUNC BEENTVWBZLIZDONT
PP I, IBE#¢E oD D.DOC BL D.FUNC IZxL TIRAWEME A D BiA EFHL TN DI
LC, FTP_ITC.1.3 Tix D.DOC & D.FUNC II@EEHET v R a2 L CEEEZTHLL TWD, 2T, A
TOE 73 PP JWJAW i © D.DOC & D.FUNC #{RF#EL TV HEF 25, A ST @ FTP_ITC.1.3 X PP %
=L T4,
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3 EXal) T+ REES

ARENT, B MO X2V T T8 R ORHREIFICOWTRER 32,

3.1 BH

A TOE ORI, K OFIABRIEICH O TRRESNDE B Z#HIL . S5, ARIFL I HEIL, TOE ©
FHEIZOWTARSN TOLIFEHREZHGEHEL TR TODRIHE THLEME T 5, WEHITHEAL L
DBEREN ) ZFF>F LT D,

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

XEOB~
TOE WVEHL CTWDLEN, n/ A a—P—ZEL700E HHOE, nr (=
— P =L TS TVBREDLEA~DT VB AMERE L T2 WE Ik THIEShD
PH LIV,

XEOKE
TOE WEHL QWA LEN, nf/fra—F—4%5L7-20E, HHNL, nr (o
— P =L TS TODNZD LEADT 7 ARG T2 NE Lo TSNS
MH LA,

FIRE a7 O%E
TOE NWEBL CWAHIHHE a7 B, nr/ A a—HF—25L120E HHWOIE, =
TAy =P =T FFo TODNRZEDFNIHE a7 ~DT 7B AR EZ S T2 W
Ko THEINLBE LIV,

TSF {REFHROBKE
TOE VEBEL TWD TSF ARG S, m/ A 22— P = &bl HDHNIE, 1
TA 2= =L 1FFF> TODENRED TSF LRFEE DT 7B AR Z D 2720 1T
ToTeESNDEML LAY,

TSF ME B RO
TOE BEFL TWA TSFE TS, v/ A 2 — =L 5L 0E | HHWIL, =
Ay a—PF =L TS TODRFD TSF B IERA~D T 72 AR AL 1272 1T
FoTHEINIBL LIV,

TSF BB ROLE
TOE A& FIL T 5 TSF RETE #Y, n/ A a— =LA b1V HDNIE, 1
TA v =P —Z 1 TF > TWBNZD TSF BTG HRA~DT 7B AMEREL 72720 E T
Yo THEEND B LI,
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32 {H#ntxa)T1AH

TRROMBDOEX 2T FH#t 25,

P.USER.AUTHORIZATION FIRE O RIFRIE
TOE IO Al 22 - FIHE 7200 TOE 2RI AT 52 RN TEXAHIN LT IE
VAN SYANAN

P.SOFTWARE.VERIFICATION Y7 7=THGE
TSF OFEFTa—RN%Z2H CHEE CEXAFEREF -0 nid b,

P.AUDIT.LOGGING Efu/pikEE

TOE /X TOE Ol fl K X 2V 7 4B BT A2 H RO A n 7 LU CRo kiR
L. BT PHEREZL 2 WEICE > TRIRHDWDT SR E SN WIITE B T&
FIUEZRB720, SHITHERRZFFSLON, Toul & CEA LT iEes
fé?b \O

P.INTERFACE.MANAGEMENT A 27 =— A&

TOE DAERA L H T = —ADMERIOL DIZFIHESNDZ LR LS T2, ZbD A
27 x—A3 TOE & IT ]REZIZLY, BUNTHIEISIL TORIT IR b7,

P.STORAGE.ENCRYPTION ERigiER s =1t
TOE @ HDD TRk L TWD T —H i, B LS CORITHUE R B0,

P.RCGATE.COMM.PROTECT RC Gate LDBfE{7#

TOE I%. RC Gate *DE(EITI\T, TOE & RC Gate [ DiE(E T —Z & {R#ELR2ITH
ERA AN

3.3 HIREH

K TOE ORI HEREIZ DD RT3 AIL ., AT 5,

A.ACCESS.MANAGED 7 72 &

HAZ L A>T TOE 22 THEMA TIZB T D5 ATICREL  MREF 20 E
(BRI T 7 B AS OB R EHIIRL TV Db D L35,

AUSER.TRAINING FIfEZE#E

MFP AR X, FIHE DO X 2D T 4R o —RLFINALFE T DIV A4
YA THBL AIHFEZZENLDORY S —RLFNAI IR > THDHD LT D,
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AADMIN.TRAINING EHEHE
FHF IO X 2T 4RI —Z D FNEEFRFRL TR, HAX L AH - T
ZFNHDRIL —LTFNEIZH 57~ TOE DR ELCUEN TEXDHLDET D,

A.ADMIN.TRUST B CEIEHRE
MFP BHLEEE L, HAX R CE DR HEE B L2 WIS B 2L
TWALDET A,
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4 X o) T4 WELE

ARETIL, TOE 1Tk T 22X 27 oK G 6, AR T2 2% 207 4%t 5R 5 LRI DN T

FLIR 9D,

41 TOE®DEXxa')T1wEAE

ARETIL, TOE DXV T 151 ¢t a7tk 45,

O.DOC.NO_DIS

O0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

O.CONF.NO_ALT

XEOR~R#E
TOE 1%, XEMaT A a—P—Z &b E . HDONE, vl a—F —4 I 13FF
STVDENZEDLE~DT I EAMEREL 272 W F L CR/RESNDZEND, i#
T HTEERFET D,

XEOKERE
TOE IL, XENRuT A a—F —ZELT2WE . HDHWE, a1 a—P—4 13FF
STWDENZEDLE~DT I AMEREL T2 NF L > TUESNDLZ LD, f1#
THZEERFET D,

FIRHE a7 ORER#
TOE IFRIHAE Va7 ), vl fra—F—4Ebleng, HHWIE, v/ (o a—F
— TS VAR EORIAHE a7 ~DOT VB AR EL T2 WE I Lo T ES
DT EMOLDIRFELIRFET D,

TSF fREFEROBERE
TOE X TSFERFEFE MM, u/ (v a—YF =L &bl E b, o/ fra—W
— T FFOTWDINZED TSF IRFETE RA~DT 7B AMERZ D TN I L > TS
NDZENLDIREZRFET D,

TSF & B ROBATRE
TOE X TSFREIEWMMN, ur/ A2 —F =L &bl E | bHNE, ar/fa—F
— A TFFoTNDNZED TSF B EHRA~OT 7B AMEREZ ST W I L > THRS
DT EMOLDIRELIRFET D,

TSF EIFROKELRE
TOE X TSFMEIEMMN, n/ A a—W =L Ebl/enE, b, ar fra—3
— T FFTNWDINZED TSF BETE RA~DOT 7B AMERZ S T2/ N I L > TS
NDZEMOLDIREEIRAET D,
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O.USER.AUTHORIZED FI B OB IERIE
TOE IR O BIRSGEE ER L, X 2T 4R —I2HE->C TOE R FF A1t
72 o TR A DRI NAZ EaAREET 5,

O.INTERFACE.MANAGED TOE IZXAM A 5T = — ARG H
TOE 13XV T 4RI —IZW s THEA L X7 = — ADEHZE T 52 RFE
T2,

O.SOFTWARE.VERIFIED YZ7N7=T7HEE
TOE 1L TSF ©FE{Ta—F4 H CREE TE L0 D FEOIRMAREET 5,

O.AUDIT.LOGGED EFHu/iifHEH

TOE X TOE O H K N EX 2V T AIZEET A2 HFROns 2Ry LU TRIKIZE
FRHERFL . BB 0/ D MERRZ B T2 W I Lo TR H D WIS WIS B
TEDHILEREET D,

O.STORAGE.ENCRYPTED iiEHEEREL
TOE |Z, HDD (ZE&EXiATe T — &%, F B L ThBRiEk T D2 LA RAET D,

O.RCGATE.COMM.PROTECT RC Gate tD@fE153#
TOE L. RC Gate tDi@BEIZRBWTC, ZTOEERK EICHIBET —XEWEL, &S
NN T AT LR T 5,

42 ERABREOEXLY T REEEH

ARETIE, EHBREDO X 2V 7 6K EHI W TRER T2,

421 ITEE
OE.AUDIT_STORAGE.PROTECTED BEEIT MG CoBE S/ R#E
MFP EBIE(LA 13, &EHE 1T R AR — NN TEE a7 BRI DFE DD
DT 7 A, HIER, WENLEITE TWHIEEIRIET D,
OE.AUDIT_ACCESS.AUTHORIZED BEHE 1T MR0BERS 772 AH R
MFP BHEELH L, BEE T fAICoX 2R — SN BEE ey B HEREL SFIC
DIHT IEASI, AREMEDSH DX 2T (BT LE R TEDLZ LA RS D,
OE.INTERFACE.MANAGED IT REICIDINBA L 7 = — REH

IT BREEIT. TOE SN A L H T 2 —ANDEBRIN TN T 78 A% i1 T8 2310
TWDZEEIRIET D,
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422 FEITERE

OE.PHYSICAL.MANAGED #HiE

HAX L AZHEHT TOE 2L TEMR TICRBITAGATICREL ., MRA R/
WCBEC T 7 B RSN AR A IR T2 Z L2 RAET 5,

OE.USER.AUTHORIZED  Flfi#& ~DHEIRF 5

MFP B H B 1L, D X2V TRV —LFNEICHE- T, FAHE I TOE DOF)
FAMERRZ A 59 D2 LB AREET D,

OE.USER.TRAINED F|HEZE~DHEE
MFP EFEMEE L. I AF IO X 20T 4R —uFNEZ BT DI AX
VRIS TEHB L., FRAEBENENLDORI S —RLFINEIZ IR > TWAZEHRIET 5,

OE.ADMIN.TRAINED &EHFZ ~DHE

MFP & E(EH 1T, EHE DO X2 T AR =X DO FEZ AL TS
ZEERFET D, FDTDI, WHEFIITAL A TENLDR) L —LFEIC
MO TERESCUE N TELIHNHBFIN, TORENEL D, T O AR > L%
MFP EH B H IV RS L CD,

OE.ADMIN.TRUSTED {E#E T3 %%

MFP EELEALE 1L, HAF AN CEDOR R T LW F L B (L
TWDZEERFET D,

OE.AUDIT.REVIEWED oy DR

MFP FELEMTE L, B2 EORESEREREL R TH720I12, WAX L ADF
MR- T, B0 O 2@ U MR CHEMEL QWD EERGET D,
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43 EFxa VTR EAHIBHNL

RETIE, BT 45 E HEORILE T, EX 2T o558 1L, HE LRSI ST 57250
HO . BT A0 DL D HANTHEEED EX 2T 4 F#t A2 L4 A0 0L DO ThHD,

431 +EXa)TarEFEAGERE

R NP ARG S §7 Wk 3 b S VN IAY: (1K 7 S UEND S 7RG IAY =7 =SS VY (e s A O AP S I o e

# 61T,
z 6: BX=2 VT XK SEHBH
ol @
o N
2|5 o 5
o | E ol|lo|lm|ao|m
ale| |E|lz|.|8|8]|8|8 8
Q8| w 2|2 |2 |S|E|e|ale
~ I = 0] ) =z z < > o w w )
T - = T = I = 1% |< s | & | = | 2| 5| m
e T O I T < T O I T S I S B~ - v O I - I
el Sl dlal|zlEelal8|Clelgluld|8|Gd|d|le|lr| =
o| < | | | | E| D| & dlo| < |Blo || |uw|O|FE|F|r
| () e} o o 2 < | < I | - | < O o d = = =
ol el z|lz|z2|z2|<| SleleElElS ||| QRIE|E22)|5E
Z|lZ2 |l 6|lelclec |l E Ela|la|lo|x | |w|2|l<|=| 2|5
S18|2|88|8|8(2|5|5|2|2|2|E|E|2|8/8|8|8)¢8
ala|2|&|o|lo|3 3|8 |2 |alulal2|S 5|0 a| ol
o|lo|lo|o|lo|lo|o|o|lo|lo|o|o|lo|lo|o|lo|o|o|o|lol|o
T.DOC.DIS X X X
T.DOC.ALT X X X
T.FUNC.ALT X X X
T.PROT.ALT X X X
T.CONF.DIS X X X
T.CONF.ALT X X X
P.USER.AUTHORIZATION X X

P.SOFTWARE.VERIFICATION

P.AUDIT.LOGGING

P.INTERFACE.MANAGEMENT

P.STORAGE.ENCRYPTION

P.RCGATE.COMM.PROTECT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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432 tFaY T4 ¥ERARRER

DL, & X207 45K F BB Bifedctl. L OO 27 0 F# &3 Oz b
FRALE 7R,

T.DOC.DIS

T.DOC.DIS %, 0O.DOC.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJL>TxIHi T
%o

OE.USER.AUTHORIZED |21V, MFP & BREEF 1T DB 2V T 4R —LFIEIHEO R A E (2%
L. TOE ZF i+ 24R%Z 5 -2 . O.USER.AUTHORIZED (ZXV TOE (3F & Ok BIFREE 2 ERk L, &
F =27 4RV —ZhE> T TOE FIFHFF A7z - TR B 3 FRAES 115, 0.DOC.NO_DIS (240 TOE I
WEE v A a—P—ZELTINE | BHDONIE, vl A= — £ TS T DN ZE B D LA
DT 78 ZMERRE S T2 WE I L TR REN D Z LD # T 5,

INHORFIEHZEY, T.DOC.DIS IZ/HHTTED,

T.DOC.ALT

T.DOC.ALT X, O.DOC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&L>TXHL T
&2,

OE.USER.AUTHORIZED |21V, MFP & BREEE 1T/ DB 2V T 4R —LFIEIZHE R A 126
L. TOE ZF i+ 54EfR% 5-% . O.USER.AUTHORIZED (2 XV TOE I3 & Ok B8 E2 Bk L, &
X 2T ARV —IZfE>T TOE FIHFFAIIZSE7E > TR D FdiEE s, O.DOC.NO_ALT (2XY TOE
I, XERT A= =L 5L TR0 E BN, BT A = —Z T > T DRZE D ILEA~D
T IR AMERE S T2 WF I Lo T EESN DB IR# T 5,

ZNBOXFITEHZ LD, T.DOC.ALT (2R TED,

T.FUNC.ALT

T.FUNC.ALT /%, O.FUNC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2L CTxffiL
TE%,

OE.USER.AUTHORIZED (259, MFP EH S EF 1T O BX 2V 7 4 R) o —CFNEICHEFI FHEZ 1 2%F
L. TOE ZF| i+ 54EfR%Z 5% . O.USER.AUTHORIZED (2 XV TOE I3F A& Ok BFRiE 2 ER L, &
X2 VT 4RI —IZHE-> T TOE FIHFF A2 » TR #E S RRFES D, O.FUNC.INO_ALT (2589 TOE
FRIHEY a7 B, v/ a—PF—Z 20T nE HDONIE, n/ A a—F =4 TR TWDLRZED
FIHE a7 ~DT 78 2R ab 12 WE I L > THESNHZ LT,

ZNHORE ST EHTIY, T.FUNC.ALT (ZH L TED,

T.PROT.ALT
T.PROT.ALT /%, O.PROT.NO_ALT. O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2~ TxiHi
TED,
OE.USER.AUTHORIZED {250, MFP & H BT 1T/ O£ 2T 4 RY > — o FNEICHEDFI I # (2xt
L. TOE ZF| 9 5 [R% 5 % . 0.USER.AUTHORIZED (ZJY TOE |34 & Ok BIFFEAZ EsR L, &
F 2T AR —IZHE->C TOE FIHFF AN e > TR E SFRGES 115, O.PROT.NO_ALT (250 TOE
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1L TSF REETE A, nr A a—P—L &bl HDNOE, e/ A2 —V —Z 13> TODENRFD
TSF (R ERA~D T 7w AMERZ L T2 N E I L > TR AESNAZ LT,

ZNHDOREFEHILY, TPROT.ALT I TX B,

T.CONF.DIS

T.CONF.DIS %, O.CONF.NO_DIS. O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJ > Tx$H1 T
x5,

OE.USER.AUTHORIZED (259, MFP E B E(EE 1T DO X207 4 R) o —FNEIHEO R # 1 26
LT, TOE #F| 3+ %He[R% 5% . O.USER.AUTHORIZED (29 TOE |3F & Ok IFRGFZ ERk L, &
X2 VT ARY T —IZHE->T TOE FIHFF AN IZHe72 - TR E 23FERES 115, 0.CONF.NO_DIS (2kb TOE
I TSF BB TE A, n /Ay a—P =4 &b 7700, HDHWIE, v/ A a—HF =L 13> TODRZED
TSF BB SA~DT 72 AMERE L 12720V E 12> THIRESNAZ 1T,

ZNHOXE LY, T.CONF.DIS ICxHiTX 5,

T.CONF.ALT

T.CONF.ALT (%, O.CONF.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ~>Txf#L
TED,

OE.USER.AUTHORIZED (259, MFP & B S 1T/ DO B X 2 U7 4R o —FNEIHED FI FH# 12xt
LC., TOE Z#F| -4 24ER% 5 % . O.USER.AUTHORIZED (ZXV TOE |3 f & DRk BRI 2R L, &
2T ARY T —IZiE> T TOE R FF I Se 72 > TR E 3FRFES LD, O.CONF.NO_ALT 12kV TOE
1L TSF RMETE N, n/ A 2—F =4 5L E HDOOE, al A 2—HF =L TFF> TODRZED
TSF RV TEHA~DT 7B AMERZ S T2/ EIC L TRESNDZ EIT 72,

ZNHOXEFEHZLY . T.CONF.ALT IZXHITE S,

P.USER.AUTHORIZATION

P.USER.AUTHORIZATION %, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ-> TxIHiCT&
Do

OE.USER.AUTHORIZED |Z&Y ., MFP B HL B FE TR OB 2V T 4R o — L FNEIZEF 1ot
L. TOE #f A3 5#ER% 5 % . O.USER.AUTHORIZED {21V TOE IZF| A& OB Z Bk L . &
%‘1)74/(21:) v \—TIE’)T TOE *l a?j 5‘67’;’)(*”%%73)“4 nﬁéﬂé

B0 LY, P.USER.AUTHORIZATION ZJESFCTX 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATION /%, O.SOFTWARE.VERIFIED (2L T T&5,
O.SOFTWARE.VERIFIED (Z£V TOE I TSF ® 3 72 —R%& B CRGECE D FRA T2,
ZOXIR I EHZ LY, P.SOFTWARE.VERIFICATION % JIESFT& 5,

P.AUDIT.LOGGING

P.AUDIT.LOGGING =g . O.AUDIT.LOGGED . OE.AUDIT.REVIEWED
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED |Zd&-> THHLTED,
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O.AUDIT.LOGGED 2V, TOE 1% TOE OfFEH L OtEF 2Tl Gons 2k LT
KRR L, A DHEREL 2R WE IS TR WVITSRESNRNINITE R T,
OE.AUDIT.REVIEWED (ZJY, MFP BELEF (T4 13, &2 LOREFESSRE IREEZM 3572012, A
B AP T, R 0/ O A w7 MR TEMET 5,
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NI BE &7 OERSDOFE D> %@77tz HIBR, 28 &AL . OE.AUDIT_ACCESS.AUTHORIZED
(2D, MFP A BREEE 1T, M5 1T S C =R AR — h SN EE I PR E L SHIZDO BT /A
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O.INTERFACE.MANAGED (ZJY, TOE 132X 2T 4RI —IZ0E~> THERA L X2 7 = —ADTE 25 B
3%, OE.INTERFACE.MANAGED (ZXY, TOE DAFA L X T 2 —A~DEBEIN TWRNWT 72 A% S
T2 1T REAHET 5,

OO F#HIZ LY, PANTERFACE.MANAGEMENT % JlE5F T&X 5,

P.STORAGE.ENCRYPTION
P.STORAGE.ENCRYPTION (%, O.STORAGE.ENCRYPTED [Z&>TxIHi TZ 5,

O.STORAGE.ENCRYPTED (ZJY, TOE |3 HDD (Z#&iAte 7 —# &M 5L, HDD LIZI3sS{ksh
TGS RSN D T LA RFET D,

ZOXREF LY. P.STORAGE.ENCRYPTION ZJESFTX A,
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O.RCGATE.COMM.PROTECT 24V, TOE % RC Gate LD iE{E 128 T, TOE & RC Gate D E 7% 1%
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A.ACCESS.MANAGED
A.ACCESS.MANAGED (3%, OE.PHYSICAL.MANAGED (ZJ~>TiEH T2,

OE.PHYSICAL.MANAGED (ZXW, HAZ L AZHE->T TOE 2L TEMR FTICBITAGATICREL ., HE
FRZ 7= 72N I BRI T 7 B RS A A TR T4,

ZOXERFEHZEY, AL ACCESS.MANAGED % EE TX5,

A.ADMIN.TRAINING
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ZOXFE ST EHNZIY . AADMIN.TRUST 2#EHTE5,
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ARETIE, JLIRL 7% 2 ) T RE A E D,

51 4§HfA 2% 7 2 —XAADHIR S h =175 EE(FPT_FDI_EXP)

TV DSBEN
ZOT77IVNE, —FHONRA L H T 2—APHH)—HDOINA L H T 22— A~DIEF RO B IR % TSF 23
HIBR 270 DB M EHRT D,

ZLOBMLE G OINBA L X7 = —ATIHEREZEL, ZOHFREMOINT AL 27 2 —ADDIEE TS
ATCAE L, T A2 BEL C0D, — 5T, bR ER1Z, TOE X°, TOE OANTA ¥ 7 =
— A TR SN B DY X 2 VT AR ET D720, SN A v 27 = — A% B+ B R F 12t 57
HLNR, DT80 BIpDINTA L 527 2 — A O BRI TNRWNT — X O E RS, §FF Sz
BEERENC > T RIS TSN ARV TR IE SN S, FPT_FDI_EXP 7 733 D fE DO fhE
M2 ET 5= DICEFRSNT,

VIR —R DLV

FPT_FDLEXP: 4} 884 22 T —AA~D#HIBEN 1= 15 ERER 1% 1

FPT_FDI_EXP.1 #MNHA L 7 = —A~DHI RS- iR E L, ERSNIAMNBA L Z 72— A TEZAFL
7T —2% 69— FHOIBALHT = —ANHIEESNDRINC, TSF CHIEISV AR A1 TH T & A 2R
DREREMEA TR T2, — HDOINRA L X7 = — AN TT ~D T —Z OEHER LT, §F S-S s &
FNC LD R 7 fl A2 kT 5,

‘E: FPT_FDI_EXP.1

LIFOT 7y avid FMT IR EHEES S 2 5.

a) BT 7T 4T A% FATTHIEEFF A SO EIDE K
b) EELE BN Lo CE BRSNS T AT SN DRI O F

c) FERTOEHEL

B#: FPT_FDI_EXP.1
T RESNDEE X G HERITR,
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LIXUIE TOE 1%, DI A L 27 2 —ATZAGELTeT — X MDA BT 2— AN EET DO EFF a3
DRI, FFE DA LW EITOZEDESND, BlET 7 AT U — IV AT LEN, AT —2%15E
THANAFEDT —7 70 —%HRTHMO VAT AL R TH D, €D IH72(ILESN TRV T —H
D, B BNEALH T = — A TOEBEIEREIT, bLIFSNDD, FF SR ENC > TORFFA[S
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EAERE AT FF Al SN B N Al CEAZ LA BRI DR AR T DM Oa R — 3 ke
LC, ZOMREM RS ZLITF A E R snD, ZOMREIXZ <O ICH@m T 5720 JriEar R—x
URNEEFRTDHIOITA AL RREND,

CC X FDP /ZAIZBWCRBMICE AR HE T —4 7 n—%2EHE L CD, —FHTZO ST Tk, fIHET
—&& TSF 7 —#3%2, BIEICEZ D6 ORDIZE A &S PRI D6 A R BT 502013 85, FDP_IFF
& FDP_IFC ZFEAIEL T2 BT ZEIIANEY) THHEE 2 HiLd, 16> T, ZOMREIEZ WO 720
YRR R — R N ERTHIEELT,

ZOYERa L AR — R NIRNHE T — 2L TSF 7 — Xl Fa R L, ZD7=% ., FDP &5 NI FPT 77 AD
WP IVNTE ED, 20 BN TOE ZEHAMNGIRET 228 THDHIH | FPT V7 RIZE O LD )3 i T
HHEBEZOND, WTINOZTATH, BEFO 7 7IVNTITIESHEE LIRNTD | AN —DDHDH 1=
7277V EER LI,

FPT_FDI_EXP.1 AL H 7 =2—A~DHIBENI-1E RiEnE

TR 7L

TRAFME: FMT_SMF.1 & BHRE D FEE
FMT_SMR.1 &¥=U7 D% %

FPT_FDI_EXP.1.1 TSF I, [Elfd: SMEBALFT7 =—ADY RN T2 T B 7154 . TSF (X 5Bno st
MUIZ[BIA: SR AL 72— ADVANIZER AT A2 L2 HIR T AR D2 At L2 id7e
SYAAR
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6 EXal)TsEH

AREL, VT ARREEN, B 2T AREEENE, KO 2T BRI R ~D,

6.1 tTXaUTsBEEEH

ZOETIE, A1 EBETHESNI - BXF 2V T 4% R T2 3457200, TOE D 2T (S RE /450
RT 2, 728, BX2U T HEREE L, CC Part2 IZEDEX 2T (e E 45, 51 3%, CC Part2
ICHRESN QO 2 ) T B RE TR IL, PP I E DILIE v o) T B BE B0, 51T 5,

F7z, [CCITERSNTEIT LRI EEAT T80 1, [RICFEFEI] Tkl 35,

SRR ZAT o7 0, RER R TRk 55,

6.1.1 #HS5RFAU: X)) T+ EE

FAU GEN.1 BEEET—FARR

LRS!
1R A
FAU_GEN.1.1

FAU_GEN.1.2

PR AEZL A

3L
FPT_STM.1 G HES A LAZ T

TSF X, L PO AR S FROEATIA LR TERTIIERD720:

Q) EARREDRBEILIL T,

b) EEAEDRIN: H/ERLIL N OT R TOEE R ES H O

o) [Blft: R 7R T TOE DEERNS IS,

TSF 13, FEAFLERICB N TOREL LT DI WA TR L 72T UL 72 b7

Q) FHO ALK FROMR], V7 V= NRBIEHRGE S T 5A). FROME (D)
EIEC S A0

b) KEEAFRFERNKL T, PPIST OBERETL R — R MO AR EROERITEE SN
7=, [Blft: FDP_ACF.1(IZRIiTHYaT7ZA7 | FIA_UID.1 BT HF|HE BB RL T
eTonsfra—F—4 WIM [ZX5EFEOBEF R, WIM [ZX2BEE7+AVF—%
BICBITDBFEED IP TRVR, XERMA—NLVEFBICBITDFHEEA—NVTRVA RC
Gate EDEEDBEH M., vy /T UNRMERER], vy TUMNGRE | vy 7y MER SR
E1.

[T ONTZBER R RLET REEARL VLN FOT 7 a (CC IZBITARE)E, i

X T % TOE BEEAXIRETDHEEZR TISRLT
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KT BEENBERY X}

HEREE - BEENBLTRET I g ERNRES
FDP_ACF.1(a) | a) fx/l\: SFP THibh a4 7 V=sMNe | JhA:

KT OEMEDOEATICH T DA LTCE | BB OIEROBIE LK T

K N S SCERROFIRIO BtAL e T

b) A SFP TT%Q@*L%’)ZT‘?V:?H Y ERER O T — RO T

iﬁj’%@*” BODTSTOR | g 17y 362 O BIRGLE T
° Va1 - S — L

¢) FEM: TUEAF = /RO f;‘r TROSER AT R R ol
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DA 7 AR LA RO T L — P (E DB T

-i%f*% DEIROBIIE LT

FLICBIT A ER - FI - X a—R 7
77239_% SCEIRFA— NV EE - TH AL
—EE - HIFR) 2, PP IZB W TROBND
BIERD a7 ZAT IS T 5,
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a) /I SFP T NLDA TV =/ MT
XL EAED FEATICBIT DI LT BE
*O

b) HA: SFP T#&abhéﬂ‘?“/“:ﬁl\
X OEEDFATICRIT LT X TOHE
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C) iffll: T/ EAF v RFIZHVGIL
LFFEDEX 2V T 1B,
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a) Ei‘/J\ TE‘ZIjJa)uuu uﬁﬁ?bziﬁj—égﬁ
EA~OEE R CZENITHENTELND
T ar (BT AROE L), H LY
Thivd, EFRE~OEIF 2135
RO ),

a) F/N a7 T U NOBR MG fEER

FIA_UAU.1(a)

a) /I FRAEAN =R LD AR RINIC
STfEH;
b) JLA:
H;

c) FEHH: FIHE FRRLLLRT
FRTO TSF 773,

SRAFAH =X LDF X TOff

ATbivi

b) FA: m7 A AREDR PRI

FIA_UAU.1(b)

a) M/ WBAFAN =K LD AL
ST
b) FE K
i,
C)FEM: I HFEFRGELARIC AT OIZT
NXTO TSF A7 773y,

o uE)lﬁ XA@#“T@{%

b) FEA: nZ A BRAED R E R
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o
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MR EH EEXNBER
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FMT_SMF.1 a) f/h: EERRERE DA a) fx/N 3 25 EHLRERE D FTER
FMT_SMR.1 a) /v wEO—EERTRHEDOY | WX OTRE L,
N—T T DHUWEE;
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b) &/ KL E(EHET v rLHEE
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L
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FAU STG.4 BE&ET—FEROBHIE
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FTHEE T NIYR LN SHEE[EIM: B IITRTIFSRE]CHE- T, [BIN: £ 9ITRT
BB HRME]Z AT LT e b7,

K 9: HEFHREDY R b

EEDFERE P %E 222 222 HE SR IE
V. %= U N BE
HDD IR =4 FIPS197 AES 256 -HDD IZEXATeT —Z DI 51k
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MFP BHEIZLD, XEFHEZVANOT 74V MEDO W& bE L

MFP EHEF 12l D, A H -BZOBWEbE Ll E

A== AP =X D A A L O WE D

—RFIHEICED, FA B -RZORWE DY

MFP B HLH 1215, BT ORWAhE EHIER

MFP & B2 L% HDD K24 Bl fERR

MFP & B 1285, SIMIME Rl & G MOFHAER, WG, ., K OHIER

—FIHE LD SIMIME FIH#E RO\ W&

MFP B HEF LD, HE 74N Z —DOFRIER. BWEhH, &, K OHIFR

— R ICED FEETHNVE —DRNEDE

MFP FEEH 2 L%, HRZE X FEL— —DORWEbE el

MFP '_é:EQ% %) :L’—‘]j_“—:u nmﬁ{f@ﬁﬁb\/\b“@:

MFP & 351255, @Remote 5% EHHMO W &bt Lk ZE

il
12k
MFP & BRFE 2% IPSec 3% E T MO VE bt L
12k
Al

MFP EHZE 1215, Hasal il E DO E

FMT_SMR.1 &F%2U74D#E|

TR E: 2L

Ak FIA_UID.1 #RlDZ A7

FMT_SMR.1.1  TSF (%, &&I[EHt: —RFIAE, R—— P — MFP FEE  RC Gate]Z#EFF L7
UL B0,
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FMT_SMR.1.2  TSF (%, FIHHZ&ENTBE T 2T 372570,

6.1.6 % 5X FPT: TSF DR

FPT_STM.1 &fEHEEFALRE T

LR E: 72l

IRAEE: L

FPT_STM.1.1  TSF I3, @GS HEAA LAL T HARMCE AT IUT B2,

FPT TST.1 TSF 7 XAk
TR 2L
IR AFE: 2L

FPT_TST.1.1  TSF I, [R: [Elf: MFP &lI#Y 7y =7 FCU HlY 7 o =7 | #E S RVHIEY 71
¢IT]]@E’%A@J{/E%%§E—§*67L:&)G:\ [;‘[%R @%ﬁjifft’]] E E%X]‘@Z/]"—T\fgiﬁib
IRFIITTRBIRN,

FPT_TST.1.2  TSF L. #FFrlfIHFIC, [BIR: [Fif): BE0S T —FT77ANV] DO ERGET D 1%
AL TR 670,

FPT _TST.1.3  TSFiZ. #FAAHA I, [BIN: [BIfT: BASH TV TSFETa—R]0seeta2REE+5
CEVAR iy DA PR AN E AN YA AN

FPT_FDI_EXP.1 AL F 72— A~DHIRESN T G HRER%
LRS- L

1R AT FMT_SMF.1 EHEREDREE
FMT_SMR.1 &% =)T 4 DEE|

FPT_FDI_EXP.1.1 TSF iZ, [EMf}: #EFV, LAN, BEEERR] T2 BT W%, TSF IZXHBMo ML
FRAELAZ[EIFT: LAN CEFEREFRCHR ST D2 2RI DEE N AR LT uid/abriany,

6.17 HSXFTA:TOEF7H X

FTA_SSL.3 TSFEENZIZKT
ERDACIER 7L
{AFE: 2L

FTA SSL.3.1  TSF i, [EMd: BIE RV A —Ral 7o ERIRE., WIM Z—haZ 7o RS, 7Y
VE—RIANR—DEDXEFEROZIERT . 777 ARTANN =D EEROZETT.
RC Gate LDBIER TR ITHFE L a2 T LTS B0,

6.1.8 Y 3S5RFTP: BIEEFE/NR/F¥RIL

FTP_ITC.1 TSFH&EEFT vV
AL 2L
A7 L
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FTP_ITC.1.1 TSFIZ, ENH & Lo @G58 1T BRI, tho@E T v RV EimBRRIC KBS, £ D
SSORFESNTZ3R . T QR R B HDTF ¥ RAE RO HEL BT B WIET v 2L
st BN AN A YA AN

FTP_ITC.1.2  TSF (L. [BR: TSF, ho®EE IT 8RR, SEET v 22N L CREZRBT20%
PR LT huidze ey,

FTP_ITC.1.3  TSFIZL. [BlIff: XEIEM. BREEE W, REBHE B, ROWEFBRO LANRRERE . RC Gate

LD LAN BREBEE]|O7-DIC, mEHET v 12N U CGRIEZ AL 2T IE b,

6.2 t¥XxalTqRIEEH

A TOE OFFiRFEL /L iX EAL2+ALC_FLR.2 Th 5, TOE OfRFEI R — R MeF 26 (TRT, 2
IR AR AEL UL D EAL2 (IZh» TEHZSNIZa R — R bty MZ ALC_FLR.2 ZBIML7-HDTH
éo

£ 26: TOEEXx =V 7 1 RIEEM(EAL2+ALC_FLR.2)

PRAES 7 A fRAET R — R b
ADV: ADV_ARC.1  &F¥al747—%T77/F itk
Bk ADV_FSP.2 b3 =lF ¢ EHaksheftiE
ADV_TDS.1 L YN
AGD: AGD_OPE.1 FIREBAET A2 A
AL ASE AGD PRE.1 el Figx
ALC: ALC_CMC.2 CM A7 LD
FATI AT VYR = ALC CMS2  TOE O—o> CM #ilH
ALC DEL.1 BT Fhoe &
ALC FLR.2 R Bt FheE
ASE: ASE_CCL.1 A R
TXR2DTAX=F YN | AsE ECDA fEiEoL A — R NER
ASE_INT.1 ST HEai
ASE_OBJ.2 TX 2 VT kK ST E
ASE_REQ.2 IRELT- X2 T o2
ASE_SPD.1 X2 VT AR E SR
ASE_TSS.1 TOE T4k
ATE: ATE_COV.1 H A — D DL
7AR ATE_FUN.1  KgRET <k
ATE_IND.2 U RVAZZS NN
AVA: AVA _VAN.2 WEs5 M AT
WeEssPERTE &
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6.3 tT¥xalUTsEHEN

ARFETIL, X2V T4 BHORIE IR RS,
PLFIORTINNC, T X TCOEX 2T AEEBEN N 2SN 5 A, T4 X207 4% R FE ) TERL
7= TOE O&X 27 xR G HHTERSND,

6.3.1 BiME

TOE OEF 2T 4R IT IR DX 2 T AR BEE MO XN BIfRE TRLDE 27TITRT, £ 2715
ORI, B2V T AR REE N D7 b 1 DU ED X 2T 456 5 T #HI IR L Tna,

K 27: &Fa T 4 X RTE & HEEEE O BE

|_
o 0
o | o =
o | Q| W =8
i I T o @
- - - A I T
wl -l Ol5l2e |2 ]|c|l=2|>l6]2|=2
= - < < @) < T LLi L O w (@)
@) < [ [ [ I E Q o o wi O
I I @] @) (@) ©) o) < < | 0} L
e e Z z Z Z < L = = I =
P Z O = w w o i e = o <
8|1 8|3|2|18|8|8|5|515/28
alal2|&g|c|o|S|2|8|x|h|c&
() ©) ©) () (©) ) ) (©) (©) @) @) (©)
FAU_GEN.1 X
FAU_GEN.2 X
FAU_STG.1 X
FAU_STG.4 X
FAU_SAR.1 X
FAU_SAR.2 X
FCS_CKM.1 X
FCS_COP.1 X
FDP_ACC.1(a) X X X
FDP_ACC.1(b) X
FDP_ACF.1(a) X X X
FDP_ACF.1(b) X
FDP_RIP.1 X X
FIA_AFL.1 X
FIA_ATD.1 X
FIA_SOS.1 X
FIA_UAU.1(a) X X
FIA_UAU.1(b) X | x
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|_
o i
o | o D | E
o | @ | U4 = 2
i P4 i o x
— -lz | 2G| B8]z
o — _ ': 2] - @) = > o = >
= = < < a) < I i L G) L o
@) < [ [ [ I E Q o o wi O
OI OI @) o O ®) D < < | ) Ll
pd Z pz4 zZ < L . =
zZ |z - : : : > e | 2| E | Z
. = | 0 | E | LY | e | & | & |RB x | <
c|o|3|2|8|8|8|E|&|2]2]8
alal2|&g|c|o|3|2|8|x|h |
O @) @) O O @) @) O O @) @) O
FIA_UAU.2 X X
FIA_UAU.7 X
FIA_UID.1(a) X X
FIA_UID.1(b) X X
FIA_UID.2 X X
FIA_USB.1 X
FPT_FDI_EXP.1 X
FMT_MSA.1(a) X X X
FMT_MSA.1(b) X
FMT_MSA.3(a) X X X
FMT_MSA.3(b) X
FMT_MTD.1 X X X X
FMT_SMF.1 X X X X
FMT_SMR.1 X X X X
FPT_STM.1 X
FPT_TST.1 X
FTA_SSL.3 X X
FTP_ITC.1 X X X X X X X

6.3.2 BIMEDIELE

LUFIZ, TOE BF 2T A RRI7ED3 RIS T bz TOE £F 2 U7 AHEREEAFIC L > TR TEHIL
Z D,

0.DOC.NO_DIS CEDRREE
0.DOC.NO_DIS &, 3CEN, u/ A a—HF =4 %&b 720E | HHWIE, A2 —F —4 13>
DWFEDLESDT 7B AEREL TR NWE LS CRRRENAZEE X 2T 4% R F#Ch D, =
DX 2T 4 RR T EHEFZB T D121, FreOxREE T 20 NHD,
(1) XEFERA~OT 7 EAHEHEREL CEBET5
FDP_ACC.1(a)& FDP_ACF.1(a)liZ&» T, CEHFMOFEH LI, SCEHFBIBMEICLY, CEIFHREE
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)

3)

(4)

B U7z — %R 3 F 713 SCEE O SCERFHFVAMIRESIN T — R HE 72 CH A H L
ZIFA4 5, MFP EHLE A—/R— (¥ — KT RC Gate [ZkL CIECERBMOFTH L AT L
AN

HIBRESIIZCE, — B2 CEHDOITFOW o HLERES

FDP_RIP.1 (2L~ T, HIBRSINIZCE, —FERSCESHDVNIEOW H OFt HLERL<,
LEEROEZEIZHEHT Y NV ER AT

FTP_ITC.1 {Z&-> T, TOE %% LAN & H TiEZ[E T2 CEH I R#EIND,
X2V T BIEOE R

0y Ay a—W =t U CRIBEZBIECIT B, IV V&1, B, HIBR). STERIHEVANMC
KU CTHREZRBRE( WA b, )L, FMT_MSA.1(Q) 2L~ T, TNZ D EafE %5 & D F| H
FIZFITHIFRL T D,

LEEFWA TV =N OEF 2T BMEICIE, FMT_MSA3@)IZE- T, SCEF WA E RS-
(2, T IR By hEnD,

INHDOR RN X 2V T A HERE B L L Ti% 4 9% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)% &£k 352 LT 0.DOC.NO_DIS # EH T&5,

0.DOC.NO_ALT XEDHKLEF#E
O.DOC.NO_ALT %, CEN, ur/fra—F =4 &bllenE, HDHWE, rr A 2 —HF =41 3FF->T
WAINZED LEADT 7B AR EZL T2 WL THESND 2B X 2 T 456 K i #Th 5,
ZOBF 2T AR ST HEEH T DL, TR L2 EfiT 505 ENH 5,

(1)

)

©)

(4)

CENEHRA~OT 72 AR AR EL THEMT 5

FDP_ACC.1(a)& FDP_ACF.1(a)IZ &~ T, CEFROHI FRCCEIFHMOMmE BAEI T O) 1T, SCEF
WIBMEICEY, SCEEH WA AR LT — R A E £35S0 EBE RO SCERAE Y AMNIBRESNTND
— R HECFF 35, SHIZ, MFP EBFICHFF Al 975, A—/ 33—/ —& RC Gate (23 L Tl
CEFEROHIRETFRIL2,

HIBRS - 3CE, —R72 SIEH DX O OB E %L

FDP_RIP.1 IZXo T, HIBRSIIZSCE, — KRR SCEHDWNIZE DM A 2RI H TE RN IIcT 5,
LEEFROEZEIEHEET v V2R AT

FTP_ITC.1{Z&~> T, TOE #° LAN & TR T2 3CEHF MIThi#EIND,
X2V T o BIEDE B

R A P =TT REZR B E T RERL . RIS, | HIER). SCERIHE VAN
KU TR BEZRFRE(RIW &b, )%, FMT_MSA.L()I2k-> T, ZNE N DO #EAEZR K E O F|
FIFITHIFRL T D,

LEERA TV 27N DOEF 2V T @M, FMT_MSA.3() 12k~ T, SCEFRNE RS-
(2 IR 2B By RS LD,

INHDOR RN E IR xR 2 T A HEREEA L L Ti% 4 9% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)Z#k 3 5ZL T O.DOC.NO_ALT ZEH T 5,
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O.FUNC.NO_ALT FIf#E Va7 DhER#E
O.FUNC.NO_ALT X, fE Va7 R, nrAra—H =4 &b HHNE, oA a2—HF—4
RS TV ZEDORIHE a7 ~DT 7B AMERE S T2 NEIZ Lo TREINLZ &2 <X 2V T o
KR ITEETHD, ZOEBF 2V T xR EHEFZB T DI, FREOXIREFE T 20 B D5,

(1) FIHEZEY 2T ~OT 7B AH#%HE L TET5
FDP_ACC.1(a)L FDP_ACF.1(a)lc&» T, FIHHE Va7 OFIBRIT, MFP EHLE 4 EAHE Va7 O
HIBRMERR 2> — R B TR L CRF R 975, A—/X— 31 —L RC Gate (ZxL CIIFIHE Y=
T OHIBZZF LA, W, A TOE OFHE Y a7 OWZEIL, FMHEY a7 OHIRE T THD,

(2) FIREYVa7OREZEICEHEET YV E2FHAT5
FTP_ITC.1 2k~ T, TOE /% LAN fH CTEZE TR HE Va7 I k#Esns,

() EX2VTABEIEDOE R
By Ay =P =4 T U TR REZR B ECET LR, RV VEdot, B8, HIBR)IE, FMT_MSA.1(a)ll
FoT, ZNENOBEAEEFFE ORI AFTZFIZHIBRL T D,
FIRAHZ Va7 (A7 V=N OEx 207 1B IEICIE, FMT_MSA3(@)IZk->C, FIHZH Va7 24 L
ToIRE, HIBRAYZRMED By b D,

ZNHDOXRICHE X 2T ABEREEE L Ci% 4 3% FDP_ACC.1(a). FDP_ACF.1(a), FTP_ITC.1,
FMT_MSA.1(a). FMT_MSA.3(a) %K T 52T O.FUNC.NO_ALT Z#FHITZ5,

O.PROT.NO_ALT TSF {£#EIE MO LER#E

O.PROT.NO_ALT IE, TSFRF#EFEROLULE %, EX 2V T A DBMERF CEXORIAE T TICHT35 X207

AXPR I ETHD, ZORX 2T AR 782 FEBLTHI1E, FReORRE2FEMT 50 ERH 5,

(1) TSF REE HOE #
FMT_MTD.1 (2L T, RIRFRRAED /S AT — R i/ IMTEL, ARIRFERED 7S AT — REMERE | RIRGRFED
0y AL RAT — R A AR REFRFEO vy 7 7 T MRS A~ —RE . ARREEOay 77 7k
Refi], A2 H H | BEZ), SIMIME R F G, 2557+ 04— BRESZAE CE = —W — IPSec % &
5. @Remote % ETEH, MaRaEE, E A — a7 7O RMER, WIM A —ha2 7 7~

. KON — W —3BRE T O & B A MFP LS 721 #F AT 5,
(2) EHHEREDORE

FMT_SMF.1 I2Xo T, B 27 HREIC R L T B0 B R 1 L FE S T D,
(3) HHIDFE

FMT_SMR.1 IZXo T, FrtEA R ORI HE AR T2,
(4) TSF{REFROEZEICHEBET vV ERHT

FTP_ITC.1 12X~ 7, TOE %% LAN f&H TE%15 3% TSF g IE ITtRES LD,

DD RICHLIEREX 2T B REEMEL T4 45 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #4524 T O.PROT.NO_ALT ZEHL TE5,

O.CONF.NO_DIS TSF &S DB~ %
O.CONF.NO_DIS 1%, TSF B E RO RE, £ 2V T4 DHERF CE ORI HE S35 X2 T
ARIRITE T D, ZOEX 2T 43RG #2FB T DI, Freox A £+ 20 E13 55,
(1) TSF R EHMOE B
FMT_MTD.1 2k T, —FIHZE DT AL /R2AT —RIZkET 2854 MFP 45 1 35 & 24 3% — i)
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FE 5, A= AP =D (L /RAT =Rk T DR A — /R — S —TFF A
5, MFP EHE Ol A2 _RAT —RIZH T B8 EE A— /S — AP — L Y3 MFP B BRE [ ZFF A9
%, A7\ Tk D8 Fa MFP & BB 7200 27 Al %, HDD W 5826 958 F 4 MFP & BilE
SR AT 5,

(2) EHREREORFE
FMT_SMF.1 (21~ T, BX a7 (HERBICRT L CHERE BRI I E SN T D,

(3) HEIDFE
FMT_SMR.1 (28~ C, fptEZE R ORI B /iR 95,

(4) TSFREEHROEZEICEEET Yy VERHT
FTP_ITC.1 (2L~ T, TOE 7’ LAN #2H Tik5215 9% TSF B E I R#ESND,

INHOXRICHLER X 2 )T AR E L Ti%Y 55 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #3#/k 7§52 & T O.CONF.NO_DIS #EH T&D,

O.CONF.NO_ALT TSF ﬁ%ﬁ‘fﬁ%&@ﬁﬁ%%ﬁ
O.CONF.NO_ALT (%, TSF BEEMOLLE S, X2V T PR CEXAFIHE T TICFF I3 5% 2V
TAXTR TR D, _@Jzﬂmﬁﬁj“%ﬁfir@éfﬁﬁ“é X, FREOXREET 20BN HD,
(1) TSFRMENHROEH
FMT_MTD.1 ([2ko T, —FIHE O AL /AT —R |2k T 28E4 MFP 45812 & 24 5% — ]
MBI AT 5, A== AP —Du A AT — R T D8 A — S — AP — | ZFF AT
%o MFP BHFEORT A XAV — RT3 28 EEA—/S— 3 — L3 MFP & BRF |25 Al
%o BRIk 58 FE MFP & BRE 721 IZFF I 9%, HDD K5 580 il /R EZ . MFP &
B TZTISEF A5,
(2) EEHEREDOREE
FMT_SMF.1 I2Xo T, X 27 BB IR L T B0 B R 1 L FE S T,
(3) HmEIDRE
FMT_SMR.1 (2o T, FrtEA R ORI HE LRI 2,
(4) TSFREEROEZ G ICEEBET vV ERHT5
FTP_ITC.1 |Z&-> T, TOE %% LAN % H TiE%Z 1535 TSF R G HILIRES LD,
INHOXRICLE X 2V T AR E L L T4 35 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 %39 5Z&T 0.CONF.NO_ALT #FEHL TS,

O.USER.AUTHORIZED FI|F3& D55 GE

O.USER.AUTHORIZED 1%, 1E472F & 721F 78 TOE e R 35720 08X 20T 4R o —I2iE
STHIHFEORIRE T 28X 2V T ARG #Th D, BlE NV E TRy T —2 EDIT AT FPC
O TOE ZFIH T2 —MFIHZE . MFP FHLE | K OA—/R— AP — |2 DWW T, fRGERBREO T
R DRRGEED X 2T ARV —DENBLETHH, _mﬁzﬂ%:)?ﬁT%ﬁ%é);@fﬁTé I3, TR
DOxE R A EN$ DB DD,
(1) TOE F|HGIZFI & 27 5FREET 2D

FIA_UID.1(a)& FIA_UAU.1(a)Z L~ T, BfE RV E TRy NI —2 ED7F A7 K PC 75 TOE

ZRIALES ETDE TR T ARERAED R LD BIEREE TS,

FIA_UID.1(b)& FIA_UAU.1(b)IZR> T, BE RNV ET T F Y NI —2 ED 2T AT~ PC 726 TOE
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ZFRIFALLS LT 27 MEP S LE 7 |3 A — S S P — DA AR ZE Tk BIZREE M T oA,
— R A E O AT INRERRE Y — N — L AFRBIRRREM T D,
FIA_UID.2 |ZL~TC, RC Gate aa{aﬁw/éwl—xa F0 TOE ZFIHL LD ET2F ORI T2
H. FIA_UAU.2 12X~ T RC Gate DFBIENR T2 D,

(2) FRAIFRREA LA TOE OFIHEFFAT 75
FIA_LATD.1 L FIA_USB.1 IZL> T, TOERINIFIHE OREEE~DT 7 A FEEZEHI,
FRBIFRREIZ AR LT R A 1ot U C B A 7‘%%6
FDP_ACC.1(b)& FDP_ACF.1(b)IZ &> T, #kAIRRGEIZ A LT — A F 12 B2 Hivie MFP 77
r—ar OFRMERICHES T, Yi%— BRI HE I MFP 77V —ar ORI AZF 35,

() T AL /AT —ROfiEHT & N H#HIZT 5
FIA_ UAU.7 12855 T 3= LFEBAETA— R\ ELTERRTHIET, ~T A RAT—R D
RERIET 3,
FIA_SOS.1 IZ2L~-> T, MFP EELE DR E T AARMRGERFED /SAT — RO fig /ML, RIRGRRED /S 2T
—ROFFEME LMW T AT =R OREA T A58 Try A /R2AT —ROHEH % H
2T 5, SMBREREY— S —FBFE T, ANTRRRE Y — N — DR E KT T D,
FIA_AFL.1IZ&> T, AMRFRREDRBAE R Z — E MR K U= FHFITRL T, — ERF[H TOE ~
DT 7R AZFE A LI, SMEBRRREY— N —3BRE Tl AN RRREY — N — DR E KT T D,

4) vlALERETKRTTS
FTA SSL.3 I2Xk- T, uZ (L REEDEIE SV HDHNIITAT b PC oA — sl T o5,
TVB—=RIAN—FTNLT 7 VAR TA N =D LEHFROZAE 58 TR CEE #ZEon s 1
WeeZn /7R 5, TOE 11, RC Gate tDiE{5 #& T FEIZ RC Gate LDty araHEi4 5,

(6) EX2UTsREEOE B
FMT_MSA.1(b)IZL~ T, —fiFIHFEOrs A 2— —2 LR AREU ANE MFP EHLE 2L ->T
FRRA, BEREFERIIE, P ISR L CRAEZFF AT L2 0,
FMT_MSA.3(b)I2&> T, BEREFERIZ il R 72T 7 4+ /V MEIZER E T 5,
L7z3o T TGO RITHE R b 2 T AR RE EAF &L Ti% 24975 FDP_ACC.1(b). FDP_ACF.1(b).
FIA_UID.1(a). FIA_UID.1(b). FIA_UID.2. FIA_UAU.1(a). FIA_UAU.1(b). FIA_UAU.2. FIA ATD.1,
FIA_USB.1, FIA_UAU.7, FIA_AFL.1, FIA_SOS.1, FTA_SSL.3, FMT_MSA.1(b), FMT_MSA.3(b) % i
%452 LT O.USER.AUTHORIZED %# 3£ T&5,

72%5, PP DR SFR Package Téh 5 2600.2-SMI OFERE(F.SMI) L, FDP_ACC.1(b): FDP_ACF.1(b)
[Z&o T, T B AR ZATI2 > TODHERED 1 TSNV OIERE T D, LT2A > T, F.SMI 7 72 A
1% FDP_ACC.1(b)& FDP_ACF.1(b)IZL5 7T 7B AHIfHNZ & & TEILL T D,

O.INTERFACE.MANAGED TOE IZX2/MB A2 ¥ 7 = — A EH

O.INTERFACE.MANAGED %, TOE 23 tFx=2U7 4RV —IHo THMBA L 47 = — ADTEHZ B H
HZLERFET DX ) T AR T #CTH D, 2O T ARIE T #H 2 EH T DI, Tt KiaE
M 2B DD,
(1) BfE <R, LAN A2 27 = — A 3A AR & 275 RRRE T 5
FIA_UID.1(a). FIA_UID.1(b)IZ&> T, #fE VKT iT Ry NI —2 DI TA4T L FPC G TOE &
FIRALISETDHOFBIATTHH, FIA_UAU.1(a). FIA_ UAU.1(0)IZ&~C, @BlsSh =R HE D
RTINS,
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FIA_UID.2 1Z£~C, RC Gate #15 A2 ¥ 7 = — A2V TOE ZFIHLEHET2F ORI 170
AU, FIA_UAU.2 128> CREREDM Teb i,
(2) BESFAHDNNE LAN A2 F T 2 —A~DOHif5i HEI TR T35
FTA_SSL.3 IZ&o T, —ERFHEE S F N BHDHNE LAN A2 27 2 —ZADEAENR W& ' 2
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