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T.DOC.DIS User Document Data may be disclosed to unauthorized
persons

T.DOC.ALT User Document Data may be altered by unauthorized
persons

T.FUNC.ALT User Function Data may be altered by unauthorized
persons

T.PROT.ALT TSF Protected Data may be altered by unauthorized
persons

T.CONFE.DIS TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT TSF Confidential Data may be altered by unauthorized
persons
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P.USER.AUTHORIZ | To preserve operational accountability and security,
ATION Users will be authorized to use the TOE only as

permitted by the TOE Owner
P.SOFTWARE.VERI | To detect corruption of the executable code in the TSF,
FICATION procedures will exist to self-verify executable code in
the TSF.
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P.AUDIT.LOGGING

To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized

personnel.

PINTERFACE.MAN
AGEMENT

To prevent unauthorized use of the external interfaces
of the TOE, operation of those interfaces will be
controlled by the TOE and its IT environment

P.HDD.ACCESS.AU
THORIZATION

To prevent access TOE assets in the HDD with
connecting the other HCDs, TOE will have authorized
access the HDD data.
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A ACCESS.MANAG | The TOE 1is located in a restricted or monitored
ED environment that provides protection from unmanaged

access to the physical components and data interfaces of

the TOE.
A.USER.TRAININ | TOE Users are aware of the security policies and
G procedures of their organization, and are trained and

competent to follow those policies and procedures.

A ADMIN.TRAINI | Administrators are aware of the security policies and
NG procedures of their organization, are trained and
competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the

TOE in accordance with those policies and procedures.

3% "correctly configure"!ZiX, iz X 8.2 HEFIH, O
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A.ADMIN.TRUST Administrators do not use their privileged access rights

for malicious purposes.
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Common Criteria for Information Technology Security
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Common Methodology for Information Technology Security
Evaluation (&&= U 7 ¢ §Hli %)
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Evaluation Assurance Level (GEAf{FEEL L)
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Protection Profile (Fus 7 a v 7a>77A)L)
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Security Target (t¥=VUF 4 % —4% v )
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Target of Evaluation (GEAfixl52)
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TOE Security Functionality (TOEt = U 7 ¢ #5E
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Multifunction Product (5 ¥ % V1#EE4%)

HCD

Hardcopy Device
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Hardcopy Device (HCD) | A system producing or utilizing a physical

embodiment of an electronic document or image.
These systems include printers, scanners, fax
machines, digital copiers, MFPs (multifunction
peripherals), MFDs  (multifunction  devices),

“all-in-ones,” and other similar products.
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TOE Owner

A person or organizational entity responsible for
protecting TOE assets and establishing related

security policies.

U. ADMINISTRATOR A User who has been specifically granted the

authority to manage some portion or all of the TOE
and whose actions may affect the TOE security policy
(TSP). Administrators may possess special privileges
that provide capabilities to override portions of the
TSP.
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TSF Confidential Data | Assets for which either disclosure or alteration by a
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data would have an effect on the operational security
of the TOE.

TSF Protected Data Assets for which alteration by a User who is not an
Administrator or the owner of the data would have an
effect on the operational security of the TOE, but for
which disclosure is acceptable.

UTnE FIRAEDNEIE 2L ZHWTTOEZ#/EL7-V . TOE
B SRV FIR L2V T D B RE,

=2 B —HKRE MLELTRIAS, TV b TDHT LR, BGEE
B59 5 HkRE,

ZAGHERE 177 7 AT LB FLEEZMILFICTY  MER

IXFE A CE L LT T SRR,

i tkRE TOEAMCE 4 7717 % FRe,

A% ¥ UHERE MOCE 2 B r AT, BT LE AR DHERE,

X7V b ERERE ST B SN SCEO T Y R,

%15 (Universal Send)#% | #ECEZ AF v L TARINEE 1 LESCA v 7 A

hE WCRIFENTVWDOETFLEE, B A—NLVTRLVA PCO

HTH N NT 77 AR5 E T DR,

T7 ARy T A

T 7 ANT 7 7 AR SN EFLERRFIND
Ny 7 ATHY RAFSNTEBETFLXEDOT Y & M3 AlEE

Th b,

7V > MEERE TOENIZAM S NT-E 1 LEELRLECTY T 5
HERE,

7 v FERE 7Y v MEREICET 28R E, VT — L HEOERIRN,
RGN, IR & O ENE END,

RN TOEIZHEW T, @tAAALRT Y U~ 77 7 AZE LT

B ICEZRAFT D I,

Ry 7 ARGRER

B EMEH SN TWD AR v 7 A EORSGEE 7, B
LEICXT AT 7 AGHIEICHWGILS,

34




CRP-C0447-01

R 7 AKHE MLEEL AF ¥ o L TRHAAATEEFLE, PCHrHk
FHELZEFE, 177 7 AZE LB LEE,
R 7 AL DR, KON Ry 7 ARIFEE T
LEIZXI LT, 7Y v b EE HIBROBEE AT 5
B&Re,

wLAr A A RE TOEMMICE 2 A T4 HikEE,

35




12

[1]

(2]

(3]

[4]

(5]

6]

[7]

(8]

(9l

[10]

[11]

[12]

[13]

[14]

W

CRP-C0447-01

FAMAY

ITE % =2 U7 ¢ 5FAlh & ORRRER B O HAHIRE, FA264E3 1, MNZATEE NE AL
e, CCS-01

ITEF = U7 ¢ RBAEFIZBT 2 BREFIH, 26441, MNIATEE NG MALEEHE
HeRAE, CCM-02

ITE¥ =2 U7 ¢ FPAMEE RS ARE I B9 2 BERFIH, SHRk254E4 1, MNTATBUA AT
HALHEHEERAS, CCM-03

Common Criteria for Information Technology Security Evaluation Part 1:
Introduction and general model, Version 3.1 Revision 4, September 2012,
CCMB-2012-09-001

Common Criteria for Information Technology Security Evaluation Part 2:
Security functional components, Version 3.1 Revision 4, September 2012,
CCMB-2012-09-002

Common Criteria for Information Technology Security Evaluation Part 3:
Security assurance components, Version 3.1 Revision 4, September 2012,
CCMB-2012-09-003

BN 2 ) T A TEOT-dD T T FA4F YT 23— b1 3L —i%E
TV, N— 3 3.1 KETH4AR, 2012429 H, CCMB-2012-09-001, (CFp%244-11H,
FHEREE 1.0)

BB X2V T A FHMBDTDDaETL 754 F VT A= h2 £F 2T 4
e AN —x b, N—=U 3 3.1 UETH4R, 20124F97), CCMB-2012-09-002,
CER244E11 1, B 1.0/

RN X2V T A FMBDTDDaETL 754 F VT A= 13 £Fa T4
RAE= R = b, /N—=2 3 8.1 WETH4hR, 20124-9H, CCMB-2012-09-003,
CER24F11H, BIEREE1.0/0)

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology, Version 3.1 Revision 4, September 2012,
CCMB-2012-09-004

TEMETE =V 7 MO 72O DIy ik i )7k, N—P a 8.1 BETH4
hi, 201249 4, CCMB-2012-09-004, CE244F11H, FlaR51.000)

Canon imageRUNNER ADVANCE C5200 Series 2600.1 model Security Target
Version 1.08 2014/8H7H F ¥/ k&t

Canon imageRUNNER ADVANCE C5200 Series 2600.1 model FEfli##ESE 553
IR 20144F11A21H P IEEesRatt Hlt =2 U 7 o FEli=E

IEEE Std 2600.1-2009, IEEE Standard for a Protection Profile in Operational

Environment A, Version 1.0, June 2009

36



	1 全体要約
	1.1 評価対象製品概要
	1.1.1 保証パッケージ
	1.1.2 TOEとセキュリティ機能性
	1.1.2.1 脅威とセキュリティ対策方針
	1.1.2.2 構成要件と前提条件

	1.1.3 免責事項

	1.2 評価の実施
	1.3 評価の認証

	2  TOE識別
	3  セキュリティ方針
	3.1 セキュリティ機能方針
	3.1.1 脅威とセキュリティ機能方針
	3.1.1.1 脅威
	3.1.1.2 脅威に対するセキュリティ機能方針

	3.1.2 組織のセキュリティ方針とセキュリティ機能方針
	3.1.2.1 組織のセキュリティ方針
	3.1.2.2 組織のセキュリティ方針に対するセキュリティ機能方針



	4  前提条件と評価範囲の明確化
	4.1 使用及び環境に関する前提条件
	4.2 運用環境と構成
	4.3 運用環境におけるTOE範囲

	5  アーキテクチャに関する情報
	5.1 TOE境界とコンポーネント構成
	5.2 IT環境

	6 製品添付ドキュメント
	7  評価機関による評価実施及び結果
	7.1 評価機関
	7.2 評価方法
	7.3 評価実施概要
	7.4  製品テスト
	7.4.1 開発者テスト
	(1) 開発者テスト環境
	(2) 開発者テスト概説
	a) テスト概要
	b) 開発者テストの実施範囲
	c) 結果


	7.4.2 評価者独立テスト
	(1) 独立テスト環境
	(2) 独立テスト概説
	a) 独立テストの観点
	b) 独立テスト概要
	c) 結果


	7.4.3 評価者侵入テスト
	(1) 侵入テスト概説
	a) 懸念される脆弱性
	b) 侵入テストの概要
	c) 結果



	7.5 評価構成について
	7.6 評価結果
	7.7 評価者コメント/勧告

	8  認証実施
	8.1 認証結果
	8.2 注意事項

	9 附属書
	10 セキュリティターゲット
	11  用語
	12 参照

