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fEIE S LCHFIHENS, A TOE I3 T HDD I3E B ATRE /2 AR MG ER ClIou,

(12) RS-232C I/F
D-sub9 V2 A2 LT, YU TAEEGETHZ ERARERA v & 7 = — A, ARERE LB S
NHET L EHER LT, EmRzWgiE (%) Z2RIHAT2 2 ERFETH D,

(13) Ethernet I/F
10BASE-T. 100BASE-TX. Gigabit Ethernet VR — hT 54 ¥ 7 = — %,

(14 USBIF
NEAFY DS OEBOa b —F ) VN R EBTEDIA L F T =—A, foc;,ts USB

Oa—HN T B —HIT 1% 1 THY, USBAF IZEEAT AT A & 7 = —RITITEY
L2, 72 USBAEY 28 LG, B L2 USB AEU ~DT 7 & X i?;.gﬁz/\z\/vw
LDREITTE B,

(15) FAX* v k
INEREE 2 L C FAX OESZERCER
NTdH D,

WrEkRE DBE IR S D731 A, Zhid TOE

e
aup
W

1.42. A4 H VR

TOE DA 5> ATIHFEIR & AARFERA SV . BRGEHIIIIE C TR T 5, UTICHA L AD

R R,
B2 Ver.

bizhub 554e/454e/364e/284e/224e L —H — T A K 1.00
bizhub 554e/454e/364e/284e/224e = —H —XH A K &F =2 U7 1 HEREMR 1.03
bizhub 554e/454e/364e/284e/224e User's Guide 1.00
bizhub 554e/454e/364e/284e/224e User’s Guide [Security Operations] 1.03
ineo 554e/454e/364e/284e/224e User's Guide 1.00
ineo 554e/454e/364e/284e/224e User’s Guide [Security Operations] 1.03
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1.4.3. TOE O{ERERDH

TOE ##m4 % MFP &{&, 77 —2 =7, BIOS. MFP 4. SSD HEMRIL#FnZFraknl %z £
D, TNENDHRE MFP KRB SN D EREZORBURIZILITO®Y ThH 5,

MFP A&{& MFP Hik Ty =5 =T SSD A BIOS
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1.4.4. TOE D iHEEMEEEFH

LI TOE Ok = U 7 1 HhE & EAHRE 2 30k T %,

&)

X 7747 KPC

SMTPH—/%
SHRAEY — <
DNS#H—/3

1-3 TOE OB
1.4.4.1. E AR #EE

LITIC, TOEOEAREREZ TRk 4 5,
(1) FElklikee

7747 B LAN 2B L TRAE LIZEIRIT —# B L OUSBA v ¥ 7 = —RAInbXAE
L 7RI 7 — & Z BRI 2 i RE,

(2) A% v UHgRE

MR L DBEAF DD DBRIEIC L > T, XF () %

TS TXET 7 A NV E AR
ERAL =%

(8) = v’ —HkRE

FIREIC L DBEASRVIN S DBIEIZ L > T, XFE (W) 23Al- CHAR - ER 2 E
BHIKIY % e,

4) 77 7 A¥kRE
MESLEEFTAANTHER T 7 7 AZBET DR

(7 7 7 AE(EHKREE) BXUSMTE Y 7 7 A
NOIELZIETOHIE (77 7 AZEHEE).
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TOE 13 XEAZEE L THL ZENHE, TOE ICEBEINTWALEL 77 7 AEETHZ
EHLHED, TOEICEBENTVWALETTZ 7 7 ARXEARERLDE 7 7 7 AEELEL VI,
Fo, V77 AZELEXETTOENICEFE L., HIR, HIBRTHZ RT3,

o 77U ALIGHERE

MLEBL LV 7 7 ZEEXELZ BRI LI O 7 7 7 ZEEITEE T HHEE,
MCEITBRIE ARSI AD L OBEIC L > TAX Y U L7 7 7 AKET D, 7 7 7 AEEE
ITEE SR LB D DT Web 77 U NS OEEIC L -~ TT7 7 7 ZAEET D,

o Ty AZIEHERE

ST 7 7 A ERERER AN L CLEEZET DG

(5) TEDRIFELEY H L orkRE
TOE NICXEZZE L., TR L CELRY HIHE, FRT—2Ax %y U fREIC k-
THERENDIXLET 7 AN, 777 AZELEXERELREFELRVE LOMSER L 25,

6) HHEAT AT A H T = — AKHE
TOE OFIHZEMN 7 747 ~ PCH5 TOE % U E— MNMEET D720 OMEE, T4 ¥ R|Z
L7=NoTHRED Web 77 HRT U r— g %% 42 F—/L L, TOE &% LAN #&
THEfE T %,

1.4.42. X 2) T 1 HEE
LLFIZ, TOEO®F =2V 7 ¢ #aE & Fial 3 5,

(1) #5IFRAEHRE
TOE#FIHL L2 T H2ENTOE OFFFIAE THLMNE I e —HF /L AT —R|Z
Ko THRIEL.TOE OFFRFIHE CTH D Z L NHER TE 725512 TOE OF|FH % 7 a] 3 5 HéHE
FRAETFIEIIIARMRGRGE AN — \FRREN H 0 | BEHENH %73»1/&’) ﬁbf_ﬁ‘tfumﬁﬁ"é
AFEREIZIE, BE SR DBNNAT — RE ANTHRINAT — REX I —LFTRRT D
BEENEEN D, S HIT, E#fE L2 EE D R EEICE L2568 1SRGk L 2 > 7 3
Loy 7 e, NA T — F@ LB R T AT DEBEENL LN LDRE LAY — KD
T DM A7 LT 82 U — RE2T 288+ DHERENAEEEICE T 5,

(2) BEREXET 7 & AHlEkkee
HIREBRERKRE CRERE S 117z TOE OFFATRIAE I LT, £ OHMMAZEORENIH L TEX D
NI HERE TR AE B ICE 2 D IAERIZE SV TERESTE~OBRIELFF T S HRE,

(3) FIJFAF il BRI AE HE RE
FRBIFRAEHERE CRERE S 417 TOE OFFFIHIAFEICR LT, £ORAE D& X]LL“C’%K%
NI EHER E 2 IIAAE R ICE 2 O N BEERICE DWW T, FIRIEERE, XﬁE’V e
HH%%\7772%%\12@%ﬁkﬁwﬁbg®%%\ﬁﬁ%?%?%y&7m~x%%
OEEEFFRIT 58588, BXL O, EMTHOY a TICE TN 2 ERCELSIN O STE~OBIEDH
23 HH%EE,

(4) HDDRz B ikpe
HDD (ZFE SN TWAET — X ZIREN HIRET D702, 25 2REEbd HH%EE,
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(6) B v JHRE
TOE OfFEMBLOEFx=2 YT 4 ICHEETLHER (UT, BEEFRLE VD) On sz HEE
WELLLICEEr 7L LTREL, BHLEEEr V7 2EE T 2B TR T e, &
e 713 TOE WO HDD (ZHES 2 25 BRI RN IS 72 - T35 B I3 B IS K D ROEIS
i3> T, Va7 OZMFIEE 3R E IR SN ZEERREA~LEFXZITO, SHIT,
kLR n ZIIEEE L TICHAH L, BIBROBIELZFFT T 5,

(6) FRAFIEMIH EbRE
TOE WOHIBRSN-XE, —RHRXEDLDLWVIZZOWMAIIH LT, FEDT —# % LF
ETDHILICEY ., BREFROBFFNZ R MEE & T 2 HEE,

(7) x> ~U— 7 dERERKRE
LAN FIHEFZ R v bV —27 EOERIC L 5 1FRIFAVZBIE 518, 7 7147 F PC L
MFP O Didf(E 7 — & SMNRFRAEY — /S DNS #— 3 & MFP O OB 7T — % 251k d %,

(8 BT A Nkae
HDD B E{bHERE, BEE{bY — R7Z2 5 NC TSF E172— RAEHE Th 5 = & MFP o i@hk
\ZHREET 2 HERE,

(9) BX=V 7 ¢ BHEIGE
Ak BIFRAEMSEE CRERE S 417 TOE OFFRIFIAE IZX LT, ZORAFOEFICH L TEHEX D
NT-HERR F 72 13RI AEBICE 2 DT HERRIZHEES W T TSF 7 — Z (203 2 #EIC B3 2 Hil4E 2
B2 700 #EE,

QO A v & 7 = — Ay Bt RE
USB A v B 72— RAZEG0NHA L 2T 2—ANED A2 %D EE Shared-medium
Interface ~RET HZ ENTERNEIICL, Fio, BEREEFR2 D LAN ~ORAEZHIET 5
HERE, BEEEHRICOWTIIANERE 7 7 7 AZEORICRET 5 2 LI2 XV BEEERENH O
BAZGIEL.ZIE7 7 7 ADEREEZEIET 5 Z L2 X 0 EFEEFREN D LAN ~DOEAZ k4
5,

1.4.4.3. il [R

PITFIC, 21k SN AHEREZ B N TE RV RE 2 3ok 4 5,

- FTPi%{8. SMBix{g§, WebDAV#E(E, IPT KL AFAX, 1 ¥ —=x v FFAX
RN v 7 A L STIZHNIZE S VTV R WD A » 7 A

- SNMP#ERE

- DPWS#&E

- BMLinkS
- LPD#%E
- RAWEI
CRRE& TV U NSO T Y v REERE (T7U o MERRIZ Z OFIBRIC X 0 | @ OFIRIER E CTHIR
ERMTONEZHETHLT ) v MERRE&T ) FXELE L TREFESND)

E

e
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1.4.5. TOE OF AE

TOE OF| % (UUSER) UTO X imhEIN5,

Table 1-1 Users

Designation Definition
U.USER Any authorized User.
(FreIFI )
U.NORMAL A User who is authorized to perform User Document Data processing
(—MRI ) functions of the TOE.
U.ADMINISTRATOR A User who has been specifically granted the authority to manage some
(B portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.4.6. REEE

{RZ&EPEIX. User Data, TSF Data, Functions T¥h %,

1.4.6.1. User Data

User Data (ZFF A FIHZE DMERRT 2 0, FAFIHE O DIZER SV, TOE BX% = U 7 ( H#5ED
BRI B2 527\ T — X Th D, User Data lZLL T L H iz I N5,

Table 1-2 User Data

Designation Definition

D.DOC User Document Data consist of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually stored data created by the hardcopy device while processing an original

document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data i TOE 2MERKT %2>, TOE RIZER ST —% TH Y., TOE OFRIEICHEL 5 2
HT—X2ThHb, TSFData IILATO L HITHFEI NS,

Table 1-3 TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security
of the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who
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is neither an Administrator nor the owner of the data would have an effect on the

operational security of the TOE.

A~ TOE T# 5 TSF Data # LA T IZRT,

Table 1-4 TSF Data

Designation

Definition

D.PROT

F—F V&> MEEH

HEhe 77 v MR

FRIE SR R B e B M1

INAY — RAR—EEH R

TR AR 05T — 2 FRIERER, NA T — FAR—EEEE)
SNERH — SRR ET — ¥

Y - PR R

PR RRRE OO B EAR 1L iR BRI ]

REZI1

F v hU—27EE (SMTPY—DIPT KL A, H— ~EFEL%, MFPOIPT R L 2%)
FESLRRE (A —/VIT K DREDFEEF)

PRAYT — R

ZAE7 7 7 ADEEICET HRE

User ID

Group ID

Box User ID

Box Group ID

Permission Role

Allocation Role

Role

D.CONF

gy AL RAY— R
P S 2 T — |
57 — K

Edn s

BOX PASSWORD
DOC PASSWORD

1.4.6.3. Functions

2.3.2 SFR Package functions (277~ 3 #4HE,

1.4.7. FAsE

A ST THEMTLHFBEOERELERT D,

Table 1-5 FAEg

Designation Definition

Allocation Role

FIAEICBEMS T b D R, MFPORRELZ ETT HRICER I D,

Box Group ID

N 7 A5 E 7= Group ID,
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Box Type Ry 7 20T,
X2V T 4 —XERY 7 A BHIAFTYZER Y 7 X, NAT— Fif
BALPDF Ry 7 A, #BFE& TV bRy 7 A HAR Y 7 A, T —
TRy I A, WHERY I A, T34V T« F =Ky 7 A, USB
»hob,

Box User ID ARy 7 A5 sz User 1D,

Copy Role a b — & FET T HEE,

Data Administrator

AT FPCILEBEREEZITOROOT T r—va vy
R

Data Administrator
with Device Set-Up and Utilities

BB OMFPIZHIET 2 EHEHT NA AEHY 7 vy =T, 777
A Y7 b7 THsData Administrator, DEHENH AIHE

DSR Role

7 — 4% OHDD~ORTFE, HDDIRFESNTWAET —Z OFAH L,
ENTE HHEE,

Fax Role T 7 I AR R FATTE HEE,

FTP.(F Ax v LT 4%, ara—F—TRxD7 7 A VITEHRL T,
FTPY —/"—Z7 v 7’ r— KT HH%kE,

GROUP AUTHENTICATION ERFPAEREE (ERFH/ SR U — RIZ X B EREE) .

HDD7 — % L& & Hil bRBERE

HDD L7 —% % LEXHIFRT 5 e,

HDD 7 — % L& & Hibrkae OB {F
e EE

HDD7 —# L& ZHIBRERICHS W THEAT SHIBR TR (BELHR) %
BT D e,

Panel Operation

BEAI LB T A L, BE SRR LN SLTOEZEEL TV AIREE,

Permission Role

MFP OFEREIZ BIE AT 4 2 JE Mk,

Print Role T IA4T v RPCOL TV N EFEITTE H&E,

Role U.USERD#&#E,
U.NORMAL, U.ADMINISTRATOR) & %,

Scan Role AX ¥ L EFETTE HHRE,

SMB.fF AX XU LET—HE, ara—H—CWAD7 7 A /VICEHL T,
AL a—F =Y —N—D I T L F —~EET DR,

User Role TV b, AX vy, abt— Ty I A XET 7 ANVDRIFEL VST

PERE & AT T D BRIC B Bk,

Web Connection

Sy hNU—27 bpar a2 —2—TWeb”7 7 U H%EE LMFPORE
BRSO RETERS &2 T 5 72 OF%RE,

WebDAV%(E AX XY LT —H &, arta—F—TR/2DT7 7 A VIZEHL T,
WebDAVH— R—|27 v 71— K9 BHEHRE,

R Re FAXAREFRRE ORRS-232CE N L= 7 A8, E-mail & Vo 7= 855
FREFALT, a=h I ) A ZFELEEPIET 2MFPO YR — K
Ty H—LBE L. MFPOEIEIRRE, FIRIEEOMIIERZEHT 5,
F MBI U CHEY e — R GBI R 038Rt BaeiER. fiE
ZWNHLY—E AT V=T OIRER YY) RT3,

F—hrVEy b 0y A I TFORESNA— Ny NEEITT 7B AR3 720 -

THEICABMNIZR 7T U N T AR,

F— kUt R

BHEPBET O2RH, ZORMARE TS L ABMICR T T M
Do BAE SN D OEED RS,

EMA

N—Ra b —EEE S EH SN D TR Y A7, B—0E X 27131
KU EOLELZNUETE B,

T )T o BBRE

X2 VT AEOSDETVICHERTIREL X 27 REIC—FE*
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TELZ DREZMRTT DR, Z OBRN A R->TnD T LI

Xy NI —27 BN Ltﬂmﬁﬁﬁ%%\XyFU~7mﬁ%@W%k
HEEE, EIBZMIREEIC L DR ELF 2 COFANEE L S, T3 H
DEEL »g%@lﬁﬁ)%méhé I R EMEOEE ORI & EER R R
TREN, REMOLEE (FEELTINFATAR) 2175 F=2) T4
LR E T EN R D,

X2 U7 —E

2747 FPCRIL Y RAT — RBHEE & 4L, TOERITRIFE 723X

(SECURITY DOCUMENT) ==
X2 YT 4 —LEARRAT— R X2 VT 4 —LECRESNTNDNNRAT— R,
(DOC PASSWORD)
ISR T — R A —ZK (a5 B B DFRET D B,

Ry 7 ANRAT— R E AN ENTZ/AAT — ROsdER: L 7= R— BB
COBMMEICET D EEFER Yy I A~OT I ARSI D,

X2 VT 4 —LEANRT— NEAN SN RAT — RO L7ZR
—HKEHN ZOBREICET DX )T A —LEA~DOT 77 ANE
Exnd,

TrA VT« FUN—Ry T A

W (B, TV 7)) #BRELTBS ARy 7 A,
REFESN TV LI XELRN y 7 ZA0680 B4 (B, %E) B2, RE
SNBSS N D,

1|

R ANEWEIIN: T2

TOEN 7 747 > hPCHOLEFEENTZ2—FID, B/ A LA T —
K. BT — % &2 AL ofkeE, = —WID, v /A »/RAU—RIZ
J:éugﬁ%ljuu uﬂiﬁ‘ﬁkyj [_/71:_ @%‘EUEU?’_‘& %‘f%”’)\ﬂéo

NSV S

NELZEET 22007 4 L7 MY,
Ay 7 ALY, CEERGE, BIET2Z EPNHRLIFHENRLR S,

Ry Z ANRAT— R

Ny 7 A ESNIZRAT— |,

(BOX PASSWORD) U.ADMINISTRATOR 72 BWAEE TX 5 /32U — R % K IZsBOX
PASSWORD & #£7,
= —HID FAZFICHZ 2O T D5+, TOEXZ 0BTz L v HE %
(User ID) ¥ET D,

2 —FID, HBMIDO— ) = 1Lk -

—HERI AL - Y%= —FID, MMIDICL D 7 A v &2Flkd 5 &

fi bR fiRbR . —RRRIRE L 2 fRbRT 5 2 &,
= — P E R RE =P ORERHIBR, HEROM S HIFR /B 217 5 HERE,
= — YRR RE TOEDFI I & FRAES % B RE,

AMRFRFE (INTERNALLY AUTHENTICATION) & AR — /338
(EXTERNALLY AUTHENTICATION) o 2 fiiffinid %

B IARTEIED 7 CRBAES D,

FIAEIZIZH 52 COEMMIDZRE L, = — PRRIAERHZ Y FEHPIID &

&SI 5,

o — RO B RE

FREEH R (ARIRGREE,/ M — \FREE) DR E %17 9 H%EE,

aJA

TOEIZE W T, 2—HFIDE a7 A LA T — RIZ X - TR % &
1TT5Z &,

0y IRAT—
(LOGIN PASSWORD)

TOEIZu 7' A T BT DD/ AT — K,

Me{bu— K

HDD O BALIZB W THEHA T 2R 58O AERICB W THEHAT LT —
%, TOEIZRE S LY — R L CRE S84 £k 5,

Y — FRAERR E T

—4

SNBFRAE Y — BT DR ET — % QM — S FTE T 5 R A A 4
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mEEET)

B o i P AE B o MR OBIEORES, B r 7 25 U - HIBRSEE21T 5 5
[iE0

By o BgRE B o 7 & TS T 2 A8,

PR FRRE O B EEE (- MR bRk W L7 AR B A R EMEICET 5 = L0 L 0 M E R OMRE
nay s SREEEICa v 7 BRSNS £ TORRE,

EIRIRUR > 7 A R—V v 7%E RPN OOERTY 7 7 AEE) LW ELEHE
THRY T A,

EEHET ¥ RVHRE LANZ&ZHBE L TRV IRY 257 — 4 28E{b L CIRi#ET D ke

EEHET v 1V E BREE EEHET v R EEEOEIT DI A, SSL/TLS Y — N\ GEECHE 5
DEBHAT O HEHE,

T 5 FIAED BT DM, #HPEHMID CHAI S b,

FRAFAERIE HPERE HDDF —# LEXHISEEEEIC L W HDD L5 — & Z Ik 2 HHE,

IR 1 A O, BAGRERNRE LRSS, Z ORZIERNER o 72
kI N,

HEim 77 v M FHENRET 2HM, ZoRMARET L AN 7T Y M
%, Web Connection? %42,

v ioa 0 EERK TR By a v EEEMICKT I B H5EE,
BE/R 2L, Web ConnectioniZ oW TENET—ERBERIENE Z 72
bhnwettya rEHEBMIIKT T 5,

FRRE& 7Y v M EE Fy NT—7 Eoarva—anbikfEanica—¥4 AU — K%

(AUTH PRINT) ) XEETY v MEIREINCE L UCRET DHRE,

TR [ S B EHE AR E T D BIME, B L - GRS Z OBIEICET D LR
AEFERE 7 > 7 S D,

SN ORI,

(Group ID)

IS SVEIN HMRRRECHEA T 532U — K,

(GROUP PASSWORD)
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1.48. RyHo X

TOE 2 efit 2548 v 7 Az oW ik 3%, TOE iUT@@*’EU)f v 7 Aeted 5,

(B ZER v 7 AORICESS BETH L0, BMEXXNVEIIB T2 ERELT L —ET
BHHDOTIE7RW, £, THUSMIERIRR v 7 A7 8 %ffﬁ‘ébx__ka WLU-EEOR Y 7 A
DISMIER T 72\0,)

Table 1-6 YRATLKRYIRX

Ry 7 20K HH
X2 VT4 —XERy | X2V T 4 —LERMREINDIR v 7 A,
7 A
WHIAEYZIER Y 7 X | FAX ZEXEMEESNLR Y 7 R,
5’@%% TUZEREN ON ([CHESN TV DHAIT, ZELEITHERHOR

CXVBEIA T Y ZER Y 7 AFITEER v 7 RABRFESND, G A
£V Z{EFFEIL U ADMINISTRATOR 73T 9,
/NA T — K51t PDF B E{L PDF (BAK & &2 AU—KREANT B LI ICERESN TS PDF
Ry A TrAN) ERETLOIRY I A, XEBEZRELTCRSAV—RANTHET
WYELSCE DRI RS,
FRAE& TV v hRy 7 2 | FBEE& TV v MERECTUENRTEINDI R v 7 A

Table 1-7 #eRvH R

Ry 7 20OH
EHAR 7 2 LEELEETDHODOR Y 7 A,
Tr7AVT o Fon— | BELEXET —XIZAM BT 74V 7FHEOEE Z 101 L THIR
Ry A BIOEENR TR YT A,

ZHER Y 7 ATEBIUTOL ) ITHEIND,

Table 1-8 EWARYHIR

Ry 7 2OMHE EZL ]
ES RN 5PN U.ADMINISTRATOR & 43% AR v 7 2AOFiHE#E (4#%AK v 7 A
Ry A ® Box User ID & —%3 % User ID Tr A L HOZ—H) O
HERVERTREZR AR > 7 R,
77— | UADMINISTRATOR & ¥3%K v 7 ZOF A EFFAI S iz 7L
Ry A — 7B T D 2—Y (43R v 7 2D Box Group ID & —ET 5
Group ID Tu 7' A LV HD2—V) OLBIEFRERR v 7 A,
HH U.ADMINISTRATOR & 7 7 & 24 HBRIZ G 3R » 7 20D BOX
Ry o A PASSWORD % A L7z —FDORBENF R END R v 7 X,

2. Conformance claims
2.1. CC Conformance claims

ASTix. LLF®Common Criteria (LA, CCLET) ITEET 5,
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CC version : Version 3.1 Release 4
CC conformance ¢ CC Part 2 extended, CC Part 3 conformant
Assurance level ¢ EAL3 augmented by ALC_FLR.2

2.2. PP claim

ASTIE, LT OPPICEAT 5.

PP identification : IEEE Std 2600.1-2009

PP registration : CCEVS-VR-VID10340-2009
PP version - 1.0

Date : June 2009

2.3. Package claim

ASTix., LLFDOSFR Packagelli@ &3 5,

- 2600.1-PRT e
- 2600.1-SCN e
- 2600.1-CPY e
- 2600.1-FAX A
- 2600.1-DSR ke
- 2600.1-SMI ke

2.3.1. SFR package reference

Title : 2600.1-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment A

Package version 1.0

Date ¢ June 2009

Title ¢ 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment A

Package version 1.0

Date : June 2009

Title : 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment A

Package version 1 1.0

Date ¢ June 2009

Title : 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions,

Operational Environment A
Package version t 1.0
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Date

Title

Package version

Date

Title

Package version
Date

June 2009

2600.1-DSR, SFR Package for Hardcopy Device Document
and Retrieval (DSR)
Environment A

1.0

June 2009

Storage Functions, Operational

2600.1-SMI, SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment A

1.0

June 2009

2.3.2. SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultaneously accessed by

multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the

function is associated with that particular data as a security attribute. This attribute in the TOE

model makes it possible to distinguish differences in Security Functional Requirements that

depend on the function being performed. The attributes that are allowed, but not required in any

particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition
+PRT Indicates data that are associated with a print job.
+SCN Indicates data that are associated with a scan job.
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+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a shared-medium interface.

2.4. PP Conformance rationale

24.1.

2.4.2.

2.4.3.

PP @ TOE &5l & D — B4 X5k

PP xR &4 2B O/EIX, ~N— Fabv—#E&E&QCIT, HCD:E9)Th %, HCDIX, ~—F
AE—NEET XN T A NIERT D (RAx v ), TUXNLEEN— R —T7 4 — A
a5 20 (FHIRD, BEHEREHEEZN L TN Rab—XELE2EETLI (777 RA), ~"—FKat'—
LEOBEHAEER TS (2—) TH-OIERTLIHELTH S,

HCDIZEMIZIS U T DR MR CTEEI N, WEELZILET A7-DICNN— KT 4 A7 R4
TROMDOTERMTIE S AT L, FE¥a2 AL P — AL ZEBMLTHWA L0 EH 5,

A TOE Of&Ehlix MFP TH %, MFP (X, BINEEL & T HCD NEFo%E 4K 2. HCD 2
HT HHEREA S L T D, Lo T, ATOE f&5iZ PP @ TOE R & —&BE L TW\5,

PPOEFa1)TAREEEXF2L T A RARAMED—BEHER

ASTIZPPO Y F = U 7 ( #REIZHN 2 OSP & Objectives# 45 1 DBML TWARPPLIZ—E L T
W5, ZTOMBEBETEHT D,

STTEML TWBO0SPIFPHDD.CRYPTOTH 5, ZiUIHDDIZFEEHFINDT —F OB K
OHELOTHYEARBEIZHDDHINEHT-2 DO TIHRLTOEZHINT 2D TH D, F72ST
TIBA L TV 3 Objectives (O.HDD.CRYPTO) 12BN L720OSPIZXIRT 5 H D T iLhiERAREIC
DL EHT- 25O TR TOEZ#HIKT 50 TH S, Lzn-> TSTIZTOEIZX L TPP
CREL EOHIRZIRE L, TOEDERAEREIZR L TIFPP L RZEDHIBREZFE L THB Y, PPIZK L TH
LFTITLVFIRATHD &0 ) FEE2RT-T,

PPOEFa) T4 EREND—EMRER

A TOE @ SFR %, Common Security Functional Requirements & 2600.1-PRT, 2600.1-SCN,
2600.1-CPY, 2600.1-FAX, 2600.1-DSR2600.1-SMI 72572 %,

Common Security Functional Requirements (%,PP W f§E T % %8 SFR T Y .2600.1-PRT,
2600.1-SCN. 2600.1-CPY. 2600.1-FAX. 2600.1-DSR. 2600.1-SMI X PP 73§74 % SFR Package
MBBIRLICBDTH D,

AKST OEFxa VT EHIZ, PPOEX= U7 0 BT L CEM, BFELTWLERRH D
2, PP LIZ—EBLTWD, LITIC, B, EEbELTWDERTE, ENoR PP E—BLTWHHE
M ZF#ET 5,

Common Access Control SFP
PP |Z+FAXIN @ @ % © > D.DOC @ Delete, Read ¥ T D.FUNC @ Modify. Delete (Z
B4 257 7 BRAHlHZERL TWHHR, TOE B3%ZEF D FAX BEDOF v o BITHIBE ST
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BOTHTHITY) ZENTE, 2LV ZEFD FAX © D.DOC, D.FUNC iZHIR=15,
L L7228 5 Z 4% D.DOC, D.FUNC @ Delete # EX L 72LH CTld7e < BEF ¥ o BITEE
9 Delete ThHH, v L LTk NLHM, ZENET LIERITAR vy 7 ATHEF I DSR
Access Control SFP Oxt& L 72 VIR#ESIINDL Z LD PP OEREZHE/L O LD TR, £z,
ZIEF D7 77 20 D.FUNC @ Modify 2179 Z LT TE 72\, Ziud PP X 0 HIRAY 2T 7
T AHIETH 5,

TOE Z+SCN £ L U+FAXOUT ® &t % £-> D.DOC & Modify (ZB84 2% 7 7 & A#l#Hl & &
F#LTWD, ZNT PP TIEEBESN TRV EDTH DN, FONEITL— VAL TOHIR
%# D.DOC OFiFE#H Toh 5 UNORMAL IZHIET 56D TH S, PP TlL Delete (BT 57T 7
T AHIEHNER SN TS TOE 1 PP L RO T 7 & ZAHIHIIN 2 ~— Y BAL TO Delete
MEREARHE L TV D3, FOFETIZYF D.DOC OFrAEICHIRENTEBY . PPOT 7 & Al
# SFP O#IRZ#EfT 5 X 5 726 D Tidiaw,

FAU_SAR.1. FAU_SAR.2, FAU_STG.1, FAU_STG.4(1). FAU_STG.4(2)?;E/n
A TOE PNE®Er V7 ZRFEEHT 57912, PP APPLICATION NOTE5 ¥ X Ot PP
APPLICATION NOTE7 iZf£\>, FAU_SAR.1, FAU_SAR.2, FAU_STG.1. FAU_STG.4(1),
FAU_STG.4(2)%:B7 %,

FCS_CKM.1. FCS_COP.1. FIA_SOS.1(2)™iEm
& TOE (X Objectives & L T O.HDD.CRYPTO ZBML TEYH ., FhIZTL b2 o> T
FCS_CKM.1, FCS_COP.1, FIA_SOS.1(2Q)% B 528, Zhid, PP BMEET H X2V T
A BHONFEERTHHDO TR,

FDP_ACF.1(@) > —& 1%

PP @ FDP_ACF.1 (a)i% his/her own documents/ his/her own function data DH~D7T 7 &
AEHFR[T BT 7 & Al SFP # %L L Tuwb, A TOE i D.DOC, D.FUNC OtF =V
TARBMEIZL LONWTT 7 2l 23 272 5 fill, TOE I2f&7F S#1%5 D.DOC. D.FUNC (2>
WTCIHRESNTET A L7 NI THLIR Yy 7 RARIFEL, Ry 7 R 57 7 & AHIEIC X
> THFEA v 7 ZANO D.DOC, D.FUNC #Ri#T 5, ANy 7 A FINAT—RNIZLoTRES
NTCEY, TOE IFAR Yy 7 ADNAT — REEBL TWH—HF 2 Y34 A v 7 ANO D.DOC,
D.FUNC @ owner EfLESIT, 727 v Al#EZB 275, 212k b D.DOC, D.FUNC %R
ERFER - WIS LEELTEY, AST ® FDP_ACF.1 (iZZ 7 7 & Al SFP % EiF
ELTWb, L7z ->7T, AST ® FDP_ACF.1 (a)iZ PP ® FDP_ACF.1 (a) 7= L T\ %,

FIA_AFL.1, FIA_SOS.1(1). FIA_UAU.6, FIA_UAU.7 ®iE/N
ARIRFRREIIA TOE " EELT HMAETH 5, £ 2 T, PP APPLICATION NOTE 36.(Z7€V,
FIA_AFL.1, FIA SOS.1(1), FIA UAU.6, FIA UAU.7 #EMT %,

FMT_MOF.1 O30
TOE i3t = U 7 « SILETE &2 AT HHRER L OIS T DHE & Ff o, TOE I3 ¥ =
V7 4 BIEBRELZANCLIEREBTERAT LI L2TDOHTA X ATRDOTEY
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FMT MOF.1 13t %=V 7 ¢ #LEREDZEF %2 UADMINISTRATOR (Z#HIR9 5 Z & T, RIE
X2 T A BLRENUEEINDZ L EZHIEL T LD THY PPRRET X2
TABEBEONELZEET HHO TR,

FMT _MOF.1 % FTP_ITC.1 (CBA3T 2 EEHERE DO Vi —VREHEOE I &
U.ADMINISTRATOR (ZHIfRT % = & T, BEERENREICETIND Z EA2FHIELTND G
DOTHY, PPHIEETLHEX 2V 7T 4 BHONFEERTHHDTIEAR,

HDD 7 —% EEXHIREEDIE 2 BV OEHIIERFER L AET D> LESHIBREEDIE S
BNEAEHRTLILOTHY, PPREET LI X2 T 4 BHONEEZEFT LD TR,

EEREDRI BV OEHIIEE e /HHREBEOMELEHTILOTHY, PPAEET S
X2 VT A BEHREONEEZEETHHOTIERN,

FMT _MSA.1(a). FMT_MSA.1(b) & %5 5 #+0BE%

TIUD OFSREE M L R T # O SRR PP L R A SN TR v 7 AD @M Y TSF
T—HIZESL X2V T 4 BHEORAVWREEANTSF T —FZDHDDR_ANRHLI AL
FROREREZELZ DX a2 VT A BHEOEHEN TSF 7 — 2 OR#ELFRIUER - 7% b
DO THY PPHEETH EX =2V T A BERHONELEEFTTDHHO TR,

USB # &Y N® D.DOC
TOE |Z TOE |2 USB A & U ¥R S NIRREICH DHE . BIE x4 LT D
2 —H % Y3% USB AE YN D.DOC @ owner LB, 77 AHHEzLZ 25, Zh
12L&V D.DOC # RIE/#FE - ASANGHR#EL TEHBY, A ST ® FDP_ACFE.1 @iZZ 07 7
& A SFP A Zff: & LT\ 5b, L7 > T A ST @ FDP_ACF.1 (a)iZ PP @ FDP_ACF.1 (a)
PiET- L5,
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3. Security Problem Definition
3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:
a) Persons who are not permitted to use the TOE who may attempt to use the TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE functions for
which they are not authorized.
¢) Persons who are authorized to use the TOE who may attempt to access data in ways for
which they are not authorized.
d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these
threat agents.

3.2. Threats to TOE Assets
This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons

T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons
Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons

T.CONFE.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons

T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE

Owners in this operational environment but for which it is not practical to universally define the

assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

To detect corruption of the executable code in the TSF, procedures will exist

to self-verify executable code in the TSF.
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PAUDIT.LOGGING To preserve operational accountability and security, records that provide an
audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

PINTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its IT

environment.

PHDD.CRYPTO The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions
The Security Objectives and Security Functional Requirements defined in subsequent sections
of this Protection Profile are based on the condition that all of the assumptions described in this

section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A.ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization

and are trained and competent to follow those policies and procedures.

A ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with

those policies and procedures.

A. ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives
4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective

Definition

0.DOC.NO_DIS

The TOE shall protect User Document Data from unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alteration.

0O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users and shall
ensure that Users are authorized in accordance with security policies before

allowing them to use the TOE.

O.INTERFACE.MANAGED The TOE shall manage the operation of external interfaces in accordance with

security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain a log of TOE use and security-relevant

events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT
environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged access to

TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the
non-IT environment of the TOE.
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Table 4-3 Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides

protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to
use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.
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4.4. Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are

mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Threats, policies,

And assumptions

Objectives

SId ON'DOd O

LTV ON'DOd 0

LTV ON'ONNA O

LTV ON'LOYd O

SIAT ON'ANOD O

LTV ON'ANOD O

AHZIMOHLAVYASN O

HLOHLOYd HOVHOLS LIANVHO

OLdAYD'ddH O
HZIYOHLAV'SSHOOV LIANVHO

AHZIYOHLNAVIASNHO
AHIATIHA ' HEVMLIOS O
agodoTLIdNV O
TIMHAIATY LIANV'HO
AHOVNVINHOVAYHLNI O
AIOVNVIN"IVOSIAHd HO
THOVNVINHOVAYHLNIHO
ENIVYL NINAVHO
HLSNYL'NINAV'HO

TUNIVYL YISO HO

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

RIS S]]

RIS SRS I] S

P.SOFTWARE.VERIFICATION

P.AUDIT.LOGGING

P.INTERFACE. MANAGEMENT

P.HDD.CRYPTO

A.ACCESS.MANAGED

A ADMIN.TRAINING

A ADMIN.TRUST

A.USER.TRAINING

Table 4-5 Sufficiency of Security Objectives

Threats. Policies,

and assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data
may be disclosed to

unauthorized persons.

0.DOC.NO_DIS protects D.DOC from unauthorized

disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.
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OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.DOC.ALT

User Document Data
may be altered by

unauthorized persons.

0.DOC.NO_ALT protects D.DOC from unauthorized

alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC.ALT

User Function Data may
be altered by

unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

0O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized
to use the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization to use the TOE.
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OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.SOFTWARE.VERIFICATION

Procedures will exist to

self- verify executable

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

code in the TSF.

PAUDIT.LOGGING An audit trail of TOE use | O.AUDIT.LOGGED creates and maintains a log of
and security-relevant TOE use and security-relevant events and prevents
events will be created, unauthorized disclosure or alteration.
maintained, protected, OE.AUDIT_STORAGE.PROTECTED protects
and reviewed. exported audit records from unauthorized access,

deletion, and modifications.

OE.AUDIT ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide
appropriate access to exported audit records.
OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are
appropriately reviewed.

PINTERFACE.MANAGEMENT | Operation of external O.INTERFACE.MANAGED manages the operation

interfaces will be
controlled by the TOE

and its IT environment.

of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation
will be
TOE.

controlled by

O.HDD.CRYPTO encrypts data stored in HDD by
TOE.

A ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A. ADMIN.TRAINING TOE Users are aware of | OE.ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUST establishes responsibility of the
use their privileged TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A.USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to
follow security policies

and procedures.

the TOE Owner to provide appropriate User

training.
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5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision
2, Part 2. These extended components are defined in the Protection Profile but are used in SFR
Packages and, therefore, are employed only in TOEs whose STs conform to those SFR Packages.

5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces I_

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized

administrative role.

Management: FPT _FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role
¢) Revocation of such an allowance

Audit: FPT _FDI_EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.

Rationale:
Quite often, a TOE is supposed to perform specific checks and process data received on one
external interface before such (processed) data are allowed to be transferred to another external
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interface. Examples are firewall systems but also other systems that require a specific work flow
for the incoming data before it can be transferred. Direct forwarding of such data (.e., without
processing the data first) between different external interfaces is therefore a function that—if
allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this is a function that is quite common for a number of products, it has been

viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and TSF
data flow using administrative control instead of attribute-based control. It was found that using
FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this

functionality.

This extended component protects both user data and TSF data, and it could therefore be placed
in either the FDP or the FPT class. Since its purpose is to protect the TOE from misuse, the
authors believed that it was most appropriate to place it in the FPT class. It did not fit well in
any of the existing families in either class, and this led the authors to define a new family with

just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: list of external interfaces| from being forwarded without

further processing by the TSF to [assignment: /ist of external interfaces).
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6. Security Requirements
AETIE, BX=2UT7 0 BFITHOVWTERRT S,
6.1. Security functional requirements

ZOETHE, A1 EBETHESN-EX 2V 7T 4 3R F#HE2FEB ST 57200, TOEDOEX=2U T ¢
BEREE A RN T 5, 7P, X 2 U T ¢ BREEMFIEL, CCPart2 ICHED X 2V 7 ¢ HERE )
5. BIHT %, CCPart2 ICHESN TVt ¥ =2 U 7 ¢ #rEEA1X, PPUEEE Std 2600.1-2009)
WCHEDIEE X =2 U 7 BG4~ O. 51T 5,
<tEFaUTHBEEHAREORTAEE>

UTOFBOFIZENT, R— FTRENDRRIL. PP CEKREITFFMIL L2 & 2RT,
AEY I AoOR = FTRIASEDT. A ST TEMN, B ENTNDEZ L E2TRT,
T HE—=FGA LV TCRENDRLDER I FUNEE TL 5V v HoR— FCRIASELEL. 7
VHE—T A SR SCERTAAR ST TSEL” ST\ D 2 L 2R, 7-ULORICHEIMTT TR
INDHEFIT, YFEREEEHENAR ST THRIEL" SN THERIA TS Z L 2RT,

6.1.1. Class FAU: Security audit

FAU_GEN.1 Audit data generation

Hierarchical to No other components
Dependencies : FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
- Start-up and shutdown of the audit functions; and
- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and
- All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events]
[selection, choose one of: minimum, basic, detailed, not specified]
not specified
[assignment: other specifically defined auditable events]
2L

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
- Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1)
information as defined by its Audit Level Gif one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information)

[assignment: other audit relevant information|
oL

Table 6-1 Audit data requirements
Auditable event Relevant SFR | Audit level Additional Details

information
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Job completion FDP_ACF.1 Not specified | Type of job - Success of Print
+Success of Scan
+Success of Copy
- Success of Sending FAX
- Success of Receiving FAX
- Success of Storing document data
+Success of Reading / Deletion /
Modify of document data
Both successful FIA_UAU.1 Basic None required - Failure of login
and unsuccessful +Success of login
use of the
authentication
mechanism
The reaching of FIA_AFL.1 Minimum None required - FRE D5 Ik
the threshold for SEERE~ DRI
the unsuccessful
authentication
attempts and the
actions (e.g.
disabling of a
terminal) taken
and the
subsequent, if
appropriate,
restoration to the
normal state (e.g.
re-enabling of a
terminal).
Both successful FIA UID.1 Basic Attempted user | *Success of login
and unsuccessful identity, if - Failure of login
use of the available
identification
mechanism
Use of the FMT_SMF.1 Minimum None required Use of the management functions
management
functions
Modifications to | FMT _SMR.1 | Minimum None required | &&l & L TCOZ—F DI N—T 13457
the group of TE LRV O TREEIL AR,
users that are
part of a role
Failure of the FTP_ITC.1 Minimum None required Failure of the trusted channel
trusted channel functions
functions
Changes to the FPT_STM.1 Minimum None required changes to the time
time
Locking of an FTA_SSL.3 Minimum None required Termination of an interactive
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interactive session by the session locking
session by the mechanism.
session locking
mechanism
FAU_GEN.2 User identity association
Hierarchical to No other components
Dependencies : FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.
FAU_SAR.1 Audit review
Hierarchical to No other components
Dependencies : FAU_GEN.1 Audit data generation
FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: list of audit information] from the audit records.
[assignment: authorised users]
U ADMINISTRATOR
[assignment: Iist of audit information]
Table 6-1 Iz 9 B&ER S
FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to interpret the
information.
FAU_SAR.2 Restricted audit review
Hierarchical to No other components
Dependencies : FAU_SAR.1 Audit review
FAU _SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those users that
have been granted explicit read-access.
FAU_STG.1 Protected audit trail storage
Hierarchical to No other components
Dependencies : FAU_GEN.1 Audit data generation
FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.
FAU_STG.1.2 The TSF shall be able to [selection, choose one of  prevent, detec] unauthorised

modifications to the stored audit records in the audit trail.
[selection, choose one of - prevent, detect]

prevent
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FAU_STG.4(1)

FAU_STG.4.1

FAU_STG.4(2)

FAU_STG.4.1

Prevention of audit data loss

Hierarchical to : FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

»

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the oldest
stored audit records’] and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (EZEFFBF I EHRIZ 10 o 7 BEDBYEDS [ EFBEE LI ICRIE
ShEWRET, EZTBIHHIZLR 0 7EHE).

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

» @

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]
ignore audited events

[assignment: other actions to be taken in case of audit storage failurel

Za TOFEI

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_GEN.1 Audit data generation

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’ and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BZFEGFPHHIZ 2o ERFOBIEDR [ EEEZFFA) IZRE
ShERET, EEZIBFIHHICL 2 EHE)

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

» o«

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]
overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failurel
el

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation

Hierarchical to - No other components.
Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption) in

accordance with a specified cryptographic key generation algorithm [assignment:
cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of
standards].

[assignment: cryptographic key generation algorithm]
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refer to Table 6-2

[assignment: cryptographic key sizes]
refer to Table 6-2

[assignment: list of standards]

refer to Table 6-2

Table 6-2 Cryptographic key algorithm key size

list of standards cryptographic key generation algorithm key sizes

a=0 2 VAR BT RRE Y a=#h3 /¥ HDD KgAK T VI Y X A - 256 bit

FCS_COPR.1 Cryptographic operation

Hierarchical to No other components

Dependencies : [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

.FCS_COP.1.1 The TSF shall perform [assignment: list of cryptographic operations] in accordance with

a specified cryptographic algorithm [assignment: cryptographic algorithm] and

cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:

[assignment: list of standards].

[assignment: list of cryptographic operations]

refer to Table 6-3

[assignment: cryptographic algorithm]

refer to Table 6-3

[assignment: cryptographic key sizes]

refer to Table 6-3

[assignment: list of standards]

refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES + 256 bit HDD OrsE1k

6.1.3. Class FDP: User data protection

FDP_ACC.1(a) Subset access control

Hierarchical to No other components
Dependencies : FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(a) The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
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in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8, Table 6-9) on the list of users as

subjects, objects, and operations among subjects and objects covered by the Common

Access Control SFP in Table 17 (the list of users as subjects, objects, and operations

among subjects and objects covered by the Access Control SFP in Table 6-4,Table
6-5,Table 6-6, Table 6-7,Table 6-8, Table 6-9).

Table 6-4 Common Access Control SFP

Object Attribute Operation(s) Subject Subject Access control
Function Object Attribute rule
Attribute | Attribute
D.DOC +PRT User ID Delete U.NORMAL User ID User ID 23—
+SCN 556 OB REE
+CPY PR 2,
+FAXOUT
D.FUNC | +PRT User ID Modify U.NORMAL User ID User ID 3 —%¢
+CPY Delete L8560 EE
+SCN AT 5,
+DSR
+FAXIN
+FAXOUT
Table 6-5 PRT Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +PRT User ID Read U.NORMAL | User ID User ID 3—F7 2% %
D DHERAEZFFFT
5
Table 6-6 SCN Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID 3—F7 2% %
Modify D DHERAE TR
5
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +CPY User ID Read U.NORMAL | User ID User ID 3—FH7 5%
DO I A2 FF A
%,
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Table 6-8 FAX Access Control SFP

Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | + FAXIN Box Type Delete U.NORMAL User ID Box Type 23ME AR v~
Box User ID Read 7 ZA D61 User ID
Modify L —#3 % Box User
ID > b DD IR
EZFFA T 5,
Box Type Group ID Box Type W7 V—7
Box Group ID Ny 7 ADBFEIT
Group ID & —#3 2%
Box Group ID %>
b DO HEEZ TR
5,
Box Type BOX PASSWORD | Box Type 733l A &
BOX PASSWORD VEERy 7 AFE T
HER Y 7 ZADBFEIC
BOX PASSWORD 7%
—H L2 WGE I TE
G5,
+FAXOUT | User ID Read U.NORMAL User ID User ID 3 —#9 % %
Modify DO HBRAEZ TS
%,

¥ Function Attribute 73+ FAXIN O#4 1%, Box Type lZx}/i L T Box User ID, Box Group ID, BOX
PASSWORD O WFN i 5 & TW\Wb 7=, BoxType &R T 52 &L TENL ERFET 5,

Table 6-9 DSR Access Control SFP

Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute Attribute
D.DOC | +DSR Box Type Delete U.NORMAL User ID Box Type 2MEAR v
Box User ID Read 7 2ADYAE 1 User ID
Modify & —%7 % Box User
Create ID > b DD L
YEZFFAI T 5,
Box Type Group ID Box Type W7 NV—7
Box Group ID Ny 7 ADBFEIT
Group ID & —#3 %
Box Group ID %>
b DO HEEZ TR
e
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Box Type

BOX PASSWORD

Box Type Delete

DOC PASSWORD | Read
Modify

Box Type Delete

User ID Read

BOX PASSWORD

Box Type »#HAHR v
TA TrA YT -

F L N—R 7 ADW
ThrDFEIZ BOX

PASSWORD »—% L
WG EITBERIES
T 5,

DOC PASSWORD

Box Type 23t F% =2V
T4 XLER YT ADY
&1z DoC
PASSWORD »—% L
WA I EMEZ RS
T 5,

User ID

Box Type 73/X A U —
N5 %1t PDF &~ v 7
2 DHEEIZ Object @D
User ID & —%7 %
User ID ZF>H DD
HEEE TR 5,

X Box Type |Z%})is L T Box User ID, Box Group ID, BOX PASSWORD, DOC PASSWORD, User ID o
WPThRFEENR TS 7=, Box Type 22B4 52 L TENL EHET 5,

FDP_ACC.1(b)

FDP_ACC.1.1(b)

Subset access control

Hierarchical to

Dependencies

No other components

FDP_ACF.1 Security attribute based access control
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access

Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right

to use the functions as operations (the list of users as subjects, objects, and operations

among subjects and objects covered by the TOFE Function Access Control SFP in Table

6-10).

Table 6-10 TOE Function Access Control SFP

Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Function) | Attribute
F.PRT Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ®
Permission Role % & A/
TV 56, BREDFELT
T D,
F.SCN Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A/
TWSIE. HREDFET
i ) AR
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F.CPY Permission AT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ®
Permission Role % & A/
TWAHGE, HERED FEIT
T D,
F.FAX Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 73 Object @
Permission Role % & A/
TWHIGE. HBIEDFELT
T D,
FEDSR Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™

Permission Role & A
TWHEGE, HEEDFEIT
ZEFRIT 5,

FDP_ACF.1(a)

FDP _ACF.1.1(a)

FDP_ACF.1.2(a)

FDP_ACF.1.3(a)

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (¢he

list of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9 and for each, the indicated security
attributes in Table 6-4, Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9) .

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: rules specified in the Common Access Control

SFP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document

Access Control SFP in Table 6-4, Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9
governing access among controlled users as subjects and controlled objects using
controlled operations on controlled objects) .

The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorize access of

subjects to objects]

« UADMINISTRATOR 33 ~=T» D.DOC, D.FUNC DR 7T5E
« UADMINISTRATOR t3+DSR DfFtt# & o9~ T?» D.DOC, D.FUNC @ Delete 737

B

« +FAXIN DB#2#E>F~<T? D.DOC, D.FUNC IZEZEHD FAX #5%F+>t/AT
B> EIZL VF#ETH Delete 23HGE
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FDP_ACF.1.4(a)

FDP_ACF.1(b)

FDP_ACF.1.1(b)

FDP_ACF.1.2(b)

FDP ACF.1.3(b)

FDP_ACF.1.4(b)

« Box Type 75 USB DHE. BIENFAD 6L L THE2—FI3HRIE NN ZEEE
L T Box A3?® D.DOC @ Read 73] g¢
The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly deny access of subjects to
objects].
* BOX PASSWORD D&k 7 3 F—E[E1# 05 1~3 NIZE 1 5 BBEE RIE A gE 20 IE DX AfF
IWCELEBE, HER I X~DT 2R EHEEHT B,
*DOC PASSWORD D&t 3 F— B[S 1~3 HIZH 1 5 BEEBRE L EDBEKAE
ICELEBE, SFtF2 )7 —XE~NDT 2 EXEHEET S,
« Box Type #35 USB D4, ERIE/NFKILIA D6 D Box WD D.DOC ~DF 2 X #EZE
735,

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
list of TOE functions and the security attribute(s) used to determine the TOE Function
Access Control SFP\.
[assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP]
the Iist of users as subjects and objects controlled under the TOE Function Access
Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
U ADMINISTRATOR to use a function, a user that is authorized to use the TOFE is
automatically authorized to use the functions [assignment: list of functions|,
[assignment: other conditionsl].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOF is automatically authorized to use the functions
[assignment: list of functions, [assignment: other conditionsl]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts in the role U ADMINISTRATOR: [assignment: other
rules, based on security attributes, that explicitly authorise access of subjects to objectsl.
[assignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objects].

zL

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

The TSF shall explicitly deny access of subjects to objects based on the [assignment:

rules based on security attributes that explicitly deny access of subjects to objects].
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FDP_RIP.1

FDP_RIP.1.1

ZL

Subset residual information protection

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from)] the following objects: D.DOC, [assignment: Jist of objects].
[selection: allocation of the resource to, deallocation of the resource from]
deallocation of the resource from

[assignment: list of objects].

L

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Authentication failure handling

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive integer number], an

administrator configurable positive integer withinfassignment: range of acceptable

values/l unsuccessful authentication attempts occur related to [assignment: /st of

authentication events.

[selection: [assignment: positive integer number/, an administrator configurable positive

integer within/assignment: range of acceptable values])

an administrator configurable positive integer within/assignment: range of acceptable

values/

[assignment: range of acceptable values]

1~3

[assignment: list of authentication events|

B P NR T — N2 BEREE

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: list of actions].

[selection: met, surpassed]

met, surpassed

[assignment: list of actions)

2o L NR D — N2k BEBAEDELE

<BEREIRO = D DEEE>

BEBE DRI DFE : TOE DEBHEEZTS5, (EBLIED S B BRI DIRIERIAELIF
BIREIZRIE X TV B RFR] 2 BRI 5 IZ SRBR AL BE D3 T 0 P B, )

ENLADEE : BEEHIC L 3BASREH DI L HEEDEST

User attribute definition
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FIA_ATD.1.1

FIA_S0S.1(1)

FIA_S0S.1.1(1)

FIA_S0S.1(2)

FIA_S0S.1.1(2)

FIA_UAU.1

FIA_UAU.1.1

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: Iist of security attributesl.

[assignment: list of security attributes].

User ID

Group ID

Allocation Role

Role

Verification of secrets

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall provide a mechanism to verify that secrets (&2 2°f > /NI 7 — F, 2P NX
U—PF, By 2 INIT—PF, tF=z2 Y7 ¢ XE/SXT— F)meet [assignment: a defined

quality metricl.

[assignment: a defined quality metric]
- H# : SHTLLE
o XFRE : 94 LFLIEDH D 6 BN AE
A O R—DOXFET RS TR,
@O FEI 54 BEREDEPEEREIHTHEELEELLR,

Verification of secrets
Hierarchical to No other components
Dependencies : No dependencies

The TSF shall provide a mechanism to verify that secrets (&7 27— F) meet

[assignment: a defined quality metricl.
[assignment: a defined quality metric]
-Hr¥t 2047
« XFHE : 83 XFLLEDF D5 ZIRATGE
A @ F—DXFEG TSI THR,
@O FEI 54 EREDEPEEREIHTHEELEELLR,

Timing of authentication

Hierarchical to No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is authenticated.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

BAMFRFEIZ 51 S = — P FYJF I KB DRERR
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FIA_UAU.1.2

FIA_UAU.6

FIA_UAU.6.1

FIA_UAU.7

FIA_UAU.7.1

FIA UID.1

FIA UID.1.1

FTIA _UID.1.2

FIA_USB.1

FIA_USB.1.1

FAFRFEIZ T 1T B BEFIFIF L R DREE

Z 72 RZE

TOE DRERFBE S FTEDRE

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

Re-authenticating

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall re-authenticate the user under the conditions [assignment: /st of
conditions under which re-authentication is required).

[assignment: Iist of conditions under which re-authentication is required|

BFoar L NIT— FOEE

Protected authentication feedback

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: ist of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]

A ISPEXET —5 1 XFHEIZ “*" OFF

Timing of identification

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is identified.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE)

FAFBAEIZI 17 B 2 — S FYFIELE KB DRETR

FAEFREEIZ I3 1T B BBPIFIST L KRB DRER

Z 77 RAEE

TOE DYEERBI L OETFEDRE

The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to No other components
Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
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FIA_USB.1.2

FIA_USB.1.3

behalf of that user: [assignment: ist of user security attributes].

[assignment: list of user security attributes).

User ID

Group ID

Allocation Role

Role

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes.

[assignment: rules for the initial association of attributes]

2L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes].

[assignment: rules for the changing of attributes)

2L

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

FMT_MSA.1(a)

FMT MSA.1.1(a)

Management of security functions behaviour
Hierarchical to No other components
Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: determine the behaviour of,
disable, enable, modify the behaviour off the functions [assignment: /st of
functions] to [assignment: the authorised identified rolesl.
[selection: determine the behaviour of, disable, enable, modify the behaviour of]
modify the behaviour of
[assignment: list of functions]

¥z VT BRIERIE

- 2 — VFRAREE

« HDD 7—% L& 2 HBREEEE

- B o B

- BISET + KA HEE
[assignment: the authorised identified roles].
UADMINISTRATOR

Management of security attributes

Hierarchical to - No other components

Dependencies : [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP in
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Table 6-4, Table 6-5,Table 6-6,Table 6-7,Table 6-8,and Table 6-9),lassignment: access
control SFP(s), information flow control SFP(s)l to restrict the ability to [selection:

change_default, query, modify; delete, [assignment: other operations]] the security

attributes [assignment: list of security attributes to [assignment: the authorized
identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

L

[selection: change default, query, modify, delete, [assignment: other operations/l
Refer to Table 6-11, Table 6-12
[assignment: list of security attributes]
Refer to Table 6-11, Table 6-12
[assignment: the authorized identified roles)
Refer to Table 6-11,Table 6-12

Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
Common Access Control SFP | User ID Nobody Any operation
PRT Access Control SFP
SCN Access Control SFP
CPY Access Control SFP
FAX Access Control SFP
FAX Access Control SFP Box Type Box Type BMEAAR v 7 ZDHE Box User ID @
Box User ID Modify
- UNORMAL (Box User ID & Al | Delete
U User ID % £52)
- U.ADMINISTRATOR
Box Type Box Type M7 NV—"77HR v 7 ADY; | Box Group ID @
Box Group ID & Modify
Delete
- UNORMAL (Box Group ID &
[6 U Group ID % £¢-D)
- U.ADMINISTRATOR
Box Type Box Type W3 LH R v 7 ZADGE BOX
BOX PASSWORD PASSWORD
(sBOX - UNORMAL (BOX PASSWORD (sBOX

PASSWORD % & DATIDREE) PASSWORD #% &

<) - U. ADMINISTRATOR <) @
Modify
Delete

Box Type Box Type 2388 A€V ZER> 7 | sBOX

sBOX PASSWORD | XD& PASSWORD @
Modify

U.ADMINISTRATOR Delete
DSR Access Control SFP Box Type Box Type 7332 U — Fif{t PDF | Any operation
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User ID Ry 7 2ADE4E
Nobody
Box Type Box Type MMEAAR > 7 ZDHE Box User ID ®
Box User ID Modify
- UNORMAL (Box User ID &[dl | Delete
U User ID % £§2)
- U. ADMINISTRATOR
Box Type Box Type W7 NV—7HR v 7 ZADY; | Box Group ID @
Box Group ID & Modify
Delete
- UNORMAL (Box Group ID &
[@ U Group ID % #§)
- U. ADMINISTRATOR
Box Type Box Type 23 EH AR v 7 ZDHE BOX
BOX PASSWORD PASSWORD
(sBOX +- UNORMAL (BOX PASSWORD (sBOX

PASSWORD # & DATIHILEE) PASSWORD # &
<) - U.ADMINISTRATOR <) @
Modify
Delete
Box Type Box Type 237 7 A U > 7« F 23— | sBOX
sBOX PASSWORD | A v 7 ZADG&E PASSWORD @
Modify
U.ADMINISTRATOR Delete
Box Type Box Type 3% = V7 1+ —3EAR | Any operation
DOC PASSWORD v 7 ADEE

Nobody

Table 6-12 Management of Subject Security Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute

Common Access Control SFP | User ID U.ADMINISTRATOR Create

PRT Access Control SFP Delete

SCN Access Control SFP Modify

CPY Access Control SFP —IFFI A 45 1R

FAX Access Control SFP fERR

DSR Access Control SFP

FAX Access Control SFP Group ID U.ADMINISTRATOR Create

DSR Access Control SFP Delete
Modify
— EFI 45 1k
fir B

BOX Nobody Any operation
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PASSWORD

DOC Nobody
PASSWORD

Any operation

*BOX PASSWORD, DOC PASSWORD |Z#{EENAT) BRE) 7 5,

FMT_MSA.1(b) Management of security attributes

Hierarchical to No other components

[FDP_ACC.1 Subset access control, or

Dependencies

FDP_IFC.1 Subset information flow controll

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
FMT MSA.1.1(b) The TSF shall enforce the TOE Function Access Control SFP, [assignment: access
control SFP(s), information flow control SFP(s)|l to restrict the ability to [selection:

change _default, query, modify; delete, [assignment’ other operations/]] the security

attributes [assignment: list of security attributes| to lassignment: the authorised

identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

ZL

[selection: change default, query, modify, delete, [assignment: other operations/l

Refer to Table 6-13, Table 6-14

[assignment: list of security attributes]
Refer to Table 6-13, Table 6-14

[assignment: the authorised identified rolesl
Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
TOE Function Access Allocation Role U.ADMINISTRATOR Delete
Control SFP Modify
Table 6-14 Management of Object Attribute
Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation
Control SFP

FMT_MSA.3(a) Static attribute initialisation

Hierarchical t No other components

Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles
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FMT MSA.3.1(a) The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP

in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9), [assignment: access
control SFP, information flow control SFPl to provide [selection, choose one of:
restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFPl

zL

[selection, choose one of: restrictive, permissive, [assignment: other property/l default
values for security attributes that are used to enforce the SFP.

[assignment: other property]

refer to Table 6-15

FMT_MSA.3.2(a) The TSF shall allow the [assignment: the authorized identified roles] to specify

alternative initial values to override the default values when an object or information is
created.
[assignment: the authorized identified rolesl

nobody

Table 6-15 Characteristics Static Attribute Initialization

Access Object Function Object Default values for Object Security
Control Attribute | Attribute Attribute
SFP
Common D.DOC +PRT User ID User ID of UUNORMAL who
Access +SCN created the left Object
Control +CPY
SFP +FAXOUT
D.FUNC | +PRT User ID User ID of UUNORMAL who
+CPY created the left Object
+SCN
+DSR
+FAXIN
+FAXOUT
PRT D.DOC +PRT User ID User ID of UNORMAL who
Access created the left Object
Control
SFP
SCN D.DOC +SCN User ID User ID of U.NORMAL who
Access created the left Object
Control
SFP
CPY D.DOC +CPY User ID User ID of UNORMAL who
Access created the left Object
Control
SFP
FAX D.DOC +FAXOUT | User ID User ID of UNORMAL who
Access created the left Object
Control +FAXIN Box Type | Box User ID FTT = SORFEPBEAR Y
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SFP

7 ADEE . Ui%h v 7 AD Box
Type & Box User ID

Box Type | Box Group ID FTV = NORFERNR T N—T
RNy 7 ADEE, BER Y 7 AD
Box Type & Box Group ID

Box Type | BOX PASSWORD FT T 7 N ORIFIED RG] A T
USZER Y 7 ZETITHER v 2
ADEE. MR v 7 AD Box
Type & BOX PASSWORD

DSR
Access
Control
SFP

D.DOC

+DSR Box Type | User ID FTV el S ORIEFRBNAT —
KE;5{EL PDF R v 7 ADHAE, 4
%R 7 A0 Box Type &4 7Y
=7 b &4 L7 UNORMAL ©

User ID

Box Type | Box User ID F 7V 2l NORGFENEAR >
7 24, Y4i% Box Type & Box
User ID

Box Type | Box Group ID FTV = NORFRN T N—T

Ny 7 AE . MR v 7 AD Box
Type & Box Group ID

Box Type | BOX PASSWORD FTT 7 NORFENIEER >
A Tr7ANV T s F o R—=Ry
I AZADWTNOEE, Y%K v o
A @ Box Type & BOX
PASSWORD

Box Type | DOC PASSWORD AT MR EX2 VT 4 —
EDYA. Box Typeldx=VU T
74 —XERy 7 A, DOC
PASSWORD i34 7Y =7 D4
RIFFIZ AT ENTe XA T — R

Box Type | — A7Vl N USBIZFET 55
A . Box Type i USB

*Function Attribute (347 Y =7 MEARTHHEE (U M AF ¥y o228 KRG LT ESh b7
DRIFFICEEST 5 S5 Z &g,
Object Attribute (X Function Attribute &t b Tft5 &5, User ID, Box User ID, Box Group ID,
BOX PASSWORD, DOC PASSWORD i3 Box Type (Zx}ii L TRt 5 U5 7o O FIFFCEEAT 5 &5 2 &
%720, Box Type IZRIFHDOAR v 7 AOHER =R T EBMETH 5,

FMT MSA.3(b) Static attribute initialisation

FMT_MSA.3.1(b)

Hierarchical to No other components

Dependencies: : FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the TOE Function Access Control Policy (TOE Function

Access Control SFP), [assignment: access control SFP, information flow control

SFP to provide [selection, choose one of: restrictive, permissive, [assignment:

Copyright ©2013-2014 KONICA MINOLTA, INC., All Rights Reserved
55/81




bizhub 554e / bizhub 454e / bizhub 364e / bizhub 284e / bizhub 224e / ineo 554e / ineo 454e / ineo 364e / ineo 284e / ineo 224e

2T 5~k

FMT MSA.3.2(b)

other property/l default values for security attributes that are used to enforce

the SFP.

[assignment: access control SFP, information flow control SFP|

L

[selection, choose one of: restrictive, permissive, [assignment: other property]l

[assignment: other propertyll

Refer to Table 6-16

The TSF shall allow the [assignment: the authorized identified roles] to specify

alternative initial values to override the default values when an object or

information is created.

[assignment: the authorized identified roles]

nobody

Table 6-16 Characteristics Static Attribute Initialization

Object Object Characteristics which restricts access only to Subject which any
(TOE Function) | Attribute of the following attributes
F.PRT Permission Role Print Role
F.SCN Permission Role Scan Role
F.CPY Permission Role Copy Role
F.FAX Permission Role Fax Role
F.DSR Permission Role DSR Role
FMT_MTD.1 Management of TSF data
Hierarchical to No other components
Dependencies: : FMT_SMR.1 Security roles

FMT MTD.1.1(a)

FMT_MTD.1.1(b)

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: change default, query, modify, delete,
clear, [assignment: other operations/l the [assignment: list of TSF data) to [selection,
choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized
identified roles except U NORMALII.
[selection: change default, query, modify, delete, clear, [assignment: other operations/|
refer to Table 6-17
[assignment: other operations/
refer to Table 6-17
[assignment: Zist of TSF datal
refer to Table 6-17
[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the
authorized identified roles except U . NORMAL]I]
refer to Table 6-17
The TSF shall restrict the ability to [selection: change_default, query;, modify; delete,
clear, [assignment: other operations/l the [assignment: list of TSF data associated with
a UNORMAL or TSF data associated with documents or jobs owned by a U NORMAI]
to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, the U NORMAL

to whom such TSF data are associatedll.
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refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
UNORMAL v 7 A L /SZAT— R U.ADMINISTRATOR B
Modify
U.ADMINISTRATOR ® 1 7/ /XA T — R U.ADMINISTRATOR Modify
Wby — K U.ADMINISTRATOR RIE
Modify
5211 U.ADMINISTRATOR Modify
F— 1Vt MM U.ADMINISTRATOR Modify
BEhe 77 7 MR U.ADMINISTRATOR Modify
FRAE S R ] 5 B i U.ADMINISTRATOR Modify
AR (B EE L) U.ADMINISTRATOR Clear
RAT — RAR—E e E U.ADMINISTRATOR Modify
IRAT — RAR—[E4K U.ADMINISTRATOR Clear
INAT — FHLK U.ADMINISTRATOR Modify
SNER Y — NFRRERR E T — ¥ U.ADMINISTRATOR B
Modify
FrEERM (U.NORMAL OHFRAI7T— %) U.ADMINISTRATOR Modify
# U.ADMINISTRATOR Bk
Modify
Delete
AT — K U.ADMINISTRATOR B
Modify
PR FRRAE O B EEE 1L AR BRI ) U.ADMINISTRATOR Modify
Xy NU— I FEE U.ADMINISTRATOR Bk
Modify
ZAET7 7 7 ADERKRIZET DR E U.ADMINISTRATOR Modify
RIE 50 R E U.ADMINISTRATOR Bk
Modify
= U.ADMINISTRATOR Query
Delete
Table 6-18 Operation of TSF Data
TSF Data Authorized Identification Roles Operations
UNORMAL ©u 7' A L /RAT— K YigAT— RIZBERM T b e —3 Modify

(U.NORMAL)

U.ADMINISTRATOR
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FTEESFT (U NORMAL O # Ik 7 — 4 ) YRZEP ID ICBE S 2 NA Y — R & | Rk
o T2 —% (UNORMAL)

U.ADMINISTRATOR

FMT_SMF.1 Specification of Management Functions

Hierarchical to No other components
Dependencies: : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: list of management functions to be provided by the TSH.
[assignment: ist of management functions to be provided by the TSF]
refer to Table 6-19

Table 6-19 list of management functions

management functions

U.ADMINISTRATOR IZ X 5% = U 7 ¢ WAL E O & B#EE

[
U.ADMINISTRATOR (Z & % = — ¥ 3R AE O & FL R B
U.ADMINISTRATOR (2 & 5 HDD 7 —# & X HISH&AE O BhERR TR RE
U.ADMINISTRATOR (Z & % B4 1 7 & FRELRE
U.ADMINISTRATOR | & % @280 T v /L& HRERE
U.ADMINISTRATOR |Z & % = — V& HkEAE
U.ADMINISTRATOR iZ & 5 UNORMAL ®=—¥% ID, #F5 ID &> —BpFI 1k - fRHEAE

U.ADMINISTRATOR IZ & % UNORMAL @& 7' 1 L /R AT — RO &4k - ZHEHERE
UNORMAL IZED2HBOR 7 A /3R T — ROEHERE
U.ADMINISTRATOR IZ & 2 E8f/ 82 U — R DXk - 28 EHERE
U.ADMINISTRATOR 2L 2 BH D v A /32T — RO FEHEHE
U.ADMINISTRATOR (Z & BB BAL Y — RORRE - 2 FHEHE
U.ADMINISTRATOR | X % W4 1% 0> 25 T Rk hie

U.ADMINISTRATOR (2 & 24— b U & v HERDOZEFRERE
U.ADMINISTRATOR (2 L 2 HEm 7' 7 v R O ZE HHERE
U.ADMINISTRATOR (2 & % FRFE SR 0155 B 1 0> 22 A RE
U.ADMINISTRATOR (Z & 25684 — GERER BT — & DXBsk - 2 FHEHE
U.ADMINISTRATOR |2 & % & BRE FERE DO A EEE 1L ARFRIRFH] O 28 T B R
U.ADMINISTRATOR IZ L A O %6k - £ - HIBREERE
U.ADMINISTRATOR iz X % U.NORMAL DOFTJEFEF D 245 - 25 FhkhE
U.NORMAL (Z & % B & O P& E o 2 sk

U.ADMINISTRATOR |2 & % /32 U — R —Ek[EIEL 0O 14 g AE

U.ADMINISTRATOR |7 & % /8 2 7 — 78— EE 4 Bt 00 25 T
U.ADMINISTRATOR
B /82 Y — FHLZ B R

U.ADMINISTRATOR IZ £ 5% v F U — 2 BRE DRk « 78 FHERE
U.ADMINISTRATOR (T X % :{5 %056 D Bk - 25 AR
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<) OB PR

UNORMAL 2 L2547 V=7 X2 U T 4@ (User ID |, Box Type, DOC PASSWORD, Permission Role

U.ADMINISTRATOR 2 k547 V=2 bEF =2 U7 @& (User ID, Box Type., DOC PASSWORD, subject
DXV T 4 BHETHS BOX PASSWORD & DOC PASSWORD #[&<) D& FREEEE

U.ADMINISTRATOR IZ L 2 Y7 V= hEXa VT 4B (22— VERERICL2EHONE, = —FID,
F1 ID O —BRIFE L - f2F:, BOX PASSWORD, DOC PASSWORD # (&< ) D% HkRE

FMT_SMR.1

FMT_SMR.1.1

FMT_SMR.1.2

Security roles

Hierarchical to No other components

Dependencies: : FIA_UID.1 Timing of identification

The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified rolesl]

Nobody

The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

FPT_STM.1

FPT _STM.1.1

FPT_TST.1

FPT_TST.1.1

Restricted forwarding of data to external interfaces

Hierarchical to No other components

Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

The TSF shall provide the capability to restrict data received on any external Interface

from being forwarded without further processing by the TSF to any Shared-medium

Interface.

Reliable time stamps
Hierarchical to No other components
Dependencies: : No dependencies

TSF shall be able to provide reliable time stamps.

TSF testing
Hierarchical to No other components
Dependencies: : No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up, periodically
during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurl] to demonstrate the correct
operation of [selection: [assignment: parts of TSH, the TSH.

[selection: during initial start-up, periodically during normal operation, at the request

of the authorised user, at the conditions [assignment: conditions under which self test
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FPT_TST.1.2

FPT_TST.1.3

should occurl]

during initial start-up

[selection: [assignment: parts of TSF, the TSH

[assignment: parts of TSF]

HDD 50

TSF %17 = — FORAFHEE

The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSF1, TSF datal.

[selection: [assignment: parts of TSF1, TSF datal.

[assignment: parts of TSF]

BT —F

The TSF shall provide authorised users with the capability to verify the integrity of
stored TSF executable code.

6.1.7. Class FTA: TOE access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination

Hierarchical to No other components
Dependencies: : No dependencies
The TSF shall terminate an interactive session after a [assignment: time
Interval of user inactivityl.
[assignment: time interval of user inactivityl
« BBENFIADEE, F— PVt FRERICL o TRES SRR
« Web Connection D4, HEz 27 FEERIIC L o TRES I 3 EE
» Data Administrator D#4. 60 %
« TYLE FFAN, 772 ADEE, HaFts g A350
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of
D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security assurance requirements

Table 6-20 lists the security assurance requirements for 2600.1-PP, Protection Profile for

Hardcopy Devices, Operational Environment A, and related SFR packages, EAL 3 augmented by

ALC_FLR.2.
Table 6-20 IEEE 2600.1 Security Assurance Requirements
Assurance class Assurance components
ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.3 Functional specification with complete summary
ADV_TDS.2 Architectural design
AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ALC: Life-cycle support ALC_CMC.3 Authorisation controls

ALC_CMS.3 Implementation representation CM coverage

ALC_DEL.1 Delivery procedures

ALC_DVS.1 Identification of security measures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL3)

ALC_LCD.1 Developer defined life-cycle model

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.2 Analysis of coverage

ATE_DPT.1 Testing: basic design
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ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment

AVA_VAN.2 Vulnerability analysis
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6.3. Security requirements rationale
6.3.1. Common security requirements rationale
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives

SId ON'DO0d’0

LTV ON'D0d O

SFRs

LTV ON'LOYd O

LTV ON'ONN4A O

SId ON'ANODO

LTV ON'ANOD O
TUZIYOHLNAVYEHSN O
AHEHDVNVINHOVAYHLNI O
THIATIHA HIVMILAOS O
aaoHovoTLIANV O
OLdAYD'ddH O

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4(1)
FAU_STG.4(2)
FCS_CKM.1 P
FCS_COP.1 P
FDP_ACC.1(a) P P P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1 S
FIA_ATD.1
FIA_S08S.1(1) S S S
FIA_S08S.1(2) S
FIA_UAU.1
FIA_UAU.6
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FMT_MOF.1 S S S S S S
FMT _MSA.1(a) S S S P P P
FMT _MSA.1(b) P
FMT_MSA.3(a) S S S
FMT_MSA.3(b) S
FMT _MTD.1 S P
FMT_SMF.1 S S
FMT_SMR.1 S S S S S S S S

a=A la=h ka=A avl lacl kol Lav]

wn

[02]

ae)

n|Y|H|(n|n|d
a~}
0]
n
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Objectives
o Sl19 |o |©o |9 ©c|lo | © o |9
W) o |+ e Q Q ] w0
o) olc |=m |& | & & Z |9 :E 5
Q Qalz [Q |Z2 | Z S g |3 =~
zlz|2 |22 |2 |2|=1|2]|5|a
o S|z |2 |2 |z el I = | =
SFRs lU I:J> |O |C> |O |O S c:% = = é
Sl lElg|e 8|2 |2 |28
I e IR I 2l e o & | ©
S|z |2 | °
= =
= | O
FPT_FDI_EXP.1 P
FPT_STM.1 S
FPT TST.1 P
FTA_SSL.3 P P
FTP_ITC.1 P P P P P

Table 6-22 Sufficiency of security requirements

Objectives

Description

SFRs

Purpose

0.DOC.NO_DIS,
O.DOC.NO_ALT,
O.FUNC.NO_ALT

alteration

Data from
unauthorized

disclosure or

Protection of User

FDP_ACC.1(a)

Enforces protection by establishing an

access control policy.

FDP_ACF.1(a)

Supports access control policy by

providing access control function.

FIA_UID.1 Supports access control and security
roles by requiring user identification.
FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(a)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

FIA S0S.1(1)

Supports authorization by requiring by

specification of secrets.

0.DOC.NO_DIS

Document Data

Protection of User

FDP_RIP.1

Enforces protection by making residual

data unavailable.
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from unauthorized FMT_MTD.1 Supports protection by management of
disclosure TSF data.

O.PROT.NO_ALT, Protection of TSF FIA_UID.1 Supports access control and security
Data from roles by requiring user identification.
unauthorized FMT _MOF.1 Supports protection by management of
alteration security functions behavior.

FMT _MSA.1(a) Supports access control function by
enforcing control of security attributes.

FMT_MSA.1(b) Supports access control function by
enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the
use of trusted channels for
communication of data over
Shared-medium Interfaces.

0.CONF.NO_DIS, Protection of TSF FIA_UID.1 Supports access control and security

O.CONF.NO_ALT Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of

disclosure or

alteration

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of
Normal Usersand
Administrators to
use the TOE

FDP_ACC.1(b)

Enforces authorization by establishing

an access control policy.

FDP_ACF.1(b)

Supports access control policy by

providing access control function.

FIA_AFL.1 Enforces authorization by requiring
access control.
FIA_ATD.1 Supports authorization by associating

security attributes with users.
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FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.6 Enforces authorization by requiring
user authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA_UID.1 Enforces authorization by requiring
user identification.

FIA _USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT _MSA.3(b)

Supports access control function by
enforcing control of security attribute

defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR 1 Supports authorization by requiring
security roles.

FTA_SSL.3 Enforces authorization by terminating
inactive sessions.

O.INTERFACE.MANAGED | Management of FIA_UAU.1 Enforces management of external
external interfaces interfaces by requiring user
authentication.

FIA_UAU.6 Enforces authorization by requiring
user authentication.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes

by requiring functions to control

attributes.

FPT_FDI_EXP.1

Enforces management of external
interfaces by requiring (as needed)
administrator control of data
transmission from external Interfaces

to Shared-medium Interfaces.

FTA_SSL.3

Enforces management of external
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interfaces by terminating inactive

sessions.
O.SOFTWARE.VERIFIED Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.
FAU_SAR.1 Enforces audit policies by providing
security audit record.
FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.
FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes
by requiring functions to control
attributes.

FPT_STM.1 Supports audit policies by requiring
time stamps associated with events.

O.HDD.CRYPTO The encryption of | FCS_CKM.1 I 5 G A=
data FCS_COP.1 51t

FIA_S0S.1(2)

WRREO b & L DT — 4 DR B
+%,

FIA_UID.1 Enforces authorization by requiring
user identification.

FMT _MOF.1 Supports protection by management of
security functions behavior.

FMT_MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring

security roles.
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6.3.1.1. The dependencies of security requirements

X2 U T AR EN D R - hOEFREKRE TRITRT, CC /3 — b 2 THRE SN DR
A SRR TR ST 2RI 2 KAFRFR] OMIcZ OB 25 b 5,

Table 6-23 The dependencies of security requirements

A ST DHEEEH CC/8—F 2 .
S A— s b DIRTEE A ST 26 1+ BIRTEEF
FAU_GEN.1 FPT _STM.1 FPT _STM.1
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1
[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1
FCS_CKM.4 <FCS_CKM.4 # @M L7V >
- 58 HDD OF — X 255k T 57O+ 5
FCS_CKM.1 LDOTHY, BIRONKIZARSND, ARS 8T
FHRATVITHEMEIN DN, YT 78 2T D4
AE T2 — AR LT 5T, BEIR OFF 2L - TH
WA D20, WEEEBETDLEMETR,
[FDP_ITC.1 or FDP_ITC.2 FCS_CKM.1
or FCS_CKM.1] <FCS_CKM.4 %@ M L2V FH >
FCS_CKM.4 - ST HDD OF — 4% #B5{b 3 5 7-OIEHT 2
FCS_COP.1 LOTHY, BFONIZARSND, ARSI 8#IT
ER AT VITBMEND P, BT 7 ' 2T 5505
AT 2 — AL TE LT EHOFF I X > T
BT D7, WELXZBET HLEMRIT R,
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT MSA.3 FMT MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)
FDP_ACF.1(b) FMT_MSA.3 FMT_MSA.3(b)
FDP_RIP.1 2L 2L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 2L 2L
FIA_S0S.1(1) 2L L
FIA_S0S.1(2) 2L L
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.6 oL oL
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
FIA_UID.1 7oL 7oL
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMR.1 FMT_SMR.1
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)
FMT_MSA.1(a) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)
FMT_MSA.1(b) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
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A ST DHEREE 4 CC/8—F 2
. T8I %
avK—R b OkEEt: ST ISR SEFHIE
FMT _MSA.1 FMT _MSA.1(a)
FMT_MSA.3(a) FMT SMR.1 FMT SMR.1
FMT MSA.1 FMT MSA.1()
FMT_MSA.3(b) FMT SMR.1 FMT SMR.1
FMT SMR.1 FMT SMR.1
FMT_MTD.1 FMT SMF'.1 FMT SMF'.1
FMT SMF.1 7L L
FMT SMR.1 FIA_UID.1 FIA_UID.1
FPT _STM.1 2L L
FPT TST.1 2L 2L
FTA SSL.3 2L 2L
FTP_ITC.1 L L
FMT SMF.1 FMT SMF.1
FPT_FDI_EXP.1 FMT SMR.1 FMT SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices used in restrictive commercial
information processing environments that require a relatively high level of document security,
operational accountability, and information assurance. The TOE environment will be exposed to
only a low level of risk because it is assumed that the TOE will be located in a restricted or
monitored environment that provides almost constant protection from unauthorized and
unmanaged access to the TOE and its data interfaces. Agents cannot physically access any
nonvolatile storage without disassembling the TOE except for removable nonvolatile storage
devices, where protection of User and TSF Data are provided when such devices are removed
from the TOE environment. Agents have limited or no means of infiltrating the TOE with code to
effect a change, and the TOE self-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws are in

place, and their inclusion is expected by the consumers of this TOE.
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7. TOE Summary specification

TOEDtFx =2V T s HEEM L VENNEZTOEDEX 2 VT #EEO—& % Table 7-1 1277,
AT, BBROIE I TIAT 5,

Table 7-1 TOE QtFaYTs#8EDAFRERAF

No. TOE Ot = U 7 ¢ HE
1 FAUDIT BAS o U RRE
2 FHDD_ENCRYPTION HDD R 5{bHhE
3 F.ACCESS_DOC BRECET 7 & AR
4 F.ACCESS_FUNC 1) PR 5 ) PR AV R
5 F.RIP FRAT I HE B RE
6 FI&A R BE
7 F.SEPARATE_EX_INTERFACE | 44 o % 7 = — 24y BlitkfE
8 F.SELF_TEST HC7 A MMkhE
9 FMANAGE & PRRRRE

10 | FSEUCRE_LAN Fy T — 7R

7.1. FAUDIT (& 075 ##e)
FAUDIT 3B V2 RETH2L L HBICERE LIZEEn 7250 - BENOIRET S,
71.1. BEEXEOTRE

—  XHS7 2HEEZE{}: : FAU_GEN.1, FAU_GEN.2
TOE XL T w7 2T 5,

Table 7-2 B&ERAY

B =4
Badtr v 7 HUSHERE O BR 45 HROBEA R - B
Bt o 7 IUSHRE DR T HLOKT B - B
LEFEWRDO I T4 T h PCEAOFHAHL HLOHHIE R
TEFHOTY R YTV = NERBIER
B Oz E— HROME () - KH0
WOT 7 7 ZFEE
WOT 7 7 AZAE
ORI
WO HI B
HHROT 7 AR — |k
LEFRDOA AR— |
v A CBIEDRLE & R
R Ik
PR LR EED B D18 7t
Table 6-19 % FRHERE D H
Xy NT— 27 &R LI2@fE DR
RN E RO

Hﬂﬂrﬂ_’_’

T
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Ty a OB THEREICL2E 3 Ok T

712 8BFOSLE 1 —#EE

— XS HHEREZM - FAU_SAR.1, FAU_SAR.2
TOE 3% r 7 O H L 2 U ADMINISTRATOR O 22 #IfR3 %, TOE %
U.ADMINISTRATOR [cB#En 7% 7 T4 7> F PCICF U v m— R DikRE AR 5,

7.1.3. BEE SN RE

— XS HHEBEEM: : FAU_STG.1, FAU_STG.4(1)., FAU_STG.4(2)
TOE 3EE 1/ OWE L1+ %, £7-. TOE [ZEE 1 7 % TOE N HDD ([ZH&HT 525, #
MR NN 2R o 7235 8. LT OMBEEIT O,
(1. TEEXEE) CREIRLTWAES
Va Tl Ozt EELET S,
(2). TEZEEXHFT] CEREINTWDLIHE
B bE ISR S BT~ EEEXT D,
(1. (29»#&EIX U ADMINISTRATOR 34T 9,

714 BIEEA A LARR  THEE

— xS T o8EeE M - FPT_STM.1, FMT_MTD.1

TOE |7 v v 7 HeE4 A L. U.ADMINISTRATOR (Zxf L T TOE DK% 2 28 5 RE & 1k
T 5, REAIEROZE X FMT_MTD.1 I X Y U.ADMINISTRATOR O A FIRETH 5, TOE 1L~
2y JHERBIC R DX A L AFZ TR e JAERKICEITL, BEhiEn 7 L LTReET 5,

7.2. FHDD_ENCRYPTION (HDD EES{tt#8E)

— %St HHERESEE  FCS_CKM.1, FCS_COP.1. FIA_S0S.1(2)
TOE (X HDD IZfRIF SN TN DT — X Z IR DIRET D7 OB 21T )., FHTORESH#E
TN XTI TFTOEY THD,
(1). EESH
a=h 2 ) NVERESHEENRES S 2= VX HDD B S84AR T LI XA LD,
WS AR T 5, (BEEEIL. 256 bit)

K5 581X, U ADMINISTRATOR 2% 7E L7z BAL Y — K& L LI L TERT 5 Z L T TOE
ICEA O F#EEERT 5, BBV — FIZULTFTORBEHIZTHLODOIREZIT AIND,
Hif ;20 47
SCEEFE 83 SUFELL E o BRI A RE
HA|
< Fl—OXFRETTHERIN TR,
> BRI LHGAE. BREEOENBIEFKESNTVOEEEE LR,

i)

Y V V

(2). BESTILITIVR L
Table 7-3 [T RTHEST /LT U XA,
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Table 7-3 HDD BEB{L#REICEHTEHEB 7 LTIV XL
EERE BE7TLITY XA
256 bit FIPS PUB197 |2 #sHl+ A5 Bk 72 Y X4 (AES)

7.3. FACCESS_DOC (BEXE7 7 t X #l{tItaeE)

— %S AHREZM: : FDP_ACC.1(2), FDP_ACF.1(a)

TOE I XEZEMT 21007 4 L7 Y (Ry 7 ALHT D) 2T, Ry s AT 2T
By 7 A LR v 7 SRS NG, CELR Y 2 ACER S, Ky 7 ADEME (ZHULSH
Ry AAHET D XBOBIEL B SN D) £ ELEOBM CCBICEEM G ST 5 B
SR LTT 7 AGIE S RE (B, ~— VO IR E) ., BHIRl, FAX #E, A — Vit ES%5E
5 L MTE B,

UTFICAR Y 7 2RTEICET 57 7 ¥ ARIBEONEZRT,

Table 7-4 Y ATFLRYIZAARAXEDORE

. Ay 7 ANCEOERAE
Ny 7 A
create Modify read Delete
_ DOC PASSWORD doc_passwd
XV T 4 — .
NNV W or
XE N U.USER doc_passwd doc_passwd
. D.DOC MR1fFS U.ADMIN
Ny T A
5 o
FAX Z {5 STENRTF box_passwd
| &b, FAXZEX or
B A £ ) (S -
Fo s 2 (213X BOX — box_passwd box_passwd U.ADMIN
N
PASSWORD 73} 5-
S5,
i 5{k PDF #%RE T login_id
K51t PDF TOE (2% 57 or
. . U.USER X login_id
RNy 7 A D.DOC MBRfFES U.ADMIN
é o

% U.USER : U.USER »#AEREETH D Z L £ T,
U.ADMIN : U.ADMINISTRATOR 23 #{ERIEETHH Z L KT,
login_id: 7 7 A O =—H? User ID & XED User ID 7 —E T 2354 ICHIEFEETH D

ZEERT,

box_passwd : SBOX PASSWORD & —3§ 5 /320U — R&Z AN LIS ICRIEFRETH S =
LERT,

doc_passwd : DOC PASSWORD & —#3 5 /32U — RK&Z AN LG EICEBIERRETH D =
LERT,

R A EVZER Y 7 ADcreate I ZFAXZZETHZ L TCUENAERINDIZLERLTE
. TOE IZx9 5 FAX OEEICHOWTOT 7 & AHIfL W= T—] L TW5b,

Table 7-5 H#BERYIZRAXEWICH T ZRE
Ry 7 ZARNOLET T 5 BlE

create

Ry 7 A ‘

modify ‘ read delete
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EA fRAE X 7- D.DOC (Z login_id
) 1% Box User ID 23} 5- login_id login_id login_id or
= I NS
- N5, U.ADMIN
H
7= D.DOC T id
s | pr—r RIFEIH \ group_i
. IZ Box Group ID 23 group_id group_id group_id or
v | Ry T A
p H3hs, U.ADMIN
= | RIFEEN7= D.DOC i box_passwd
Ry R 1% BOX PASSWORD box_passwd box_passwd box_passwd or
AN
D55, U.ADMIN
TZr7A4 V7« | RfFEN7=D.DOC I sbox_passwd
F =R > 7 | 12 BOX PASSWORD sbox_passwd sbox_passwd sbox_passwd or
A PfH S5, U.ADMIN

% U.ADMIN : U.ADMINISTRATOR 2 #{ER[EETH D Z & & FEK T,
login_id : © 274 D 2—H® User ID & Box User ID BN —E T 258 ICBIERGETH D

ZLERT,

group_id : 2 7 A D 2—H D Group ID & Box Group ID 28— A ICHIERRET
boHZLERT,

box_passwd. sbox_passwd : BOX PASSWORD & —%4 5 /32 U — K& A L2 35EE I RE
AEETHDH L ERT,

%72, BOX PASSWORD D d~ 2 A —Em#As 1~3 NICF1T 2 B HE R E T RE /R EE DBEEMEIC
ELEBA, YA v 7 A~0OT 7 & ZA%&4E% L, DOC PASSWORD O+ % R —E(E$% 1~3
MIZHIT 2 EHEREFTREREOREMEIE LSS, Y3%E (EX=2)T7 1 —XFH) ~077E
AERET D,

7.4. FACCESS_FUNC (| 32 BRI {E 1 e

— XIS DHEEEME - FDP_ACC.1(a), FDP_ACF.1(a), FDP_ACC.1(b), FDP_ACF.1(b),
FMT_MSA.1(b)

TOE iXikBIFREE S N 7=FIHE OMERIZ L7223 > T, FPRT. F.SCN., F.CPY. FFAX, FDSR ®
BEZFFAI 45, 7o, 2B DEMTH S Permission Role (2% 2 #AEIX TE 2oy, THIZ LD
FRBNFERRE S N FIAE LB B ICFF Al ST HRE D A FAT T 5,

FIHEREDFEITHICEAET S D.DOC, D.FUNC (2% L CTIILA FOBENRTRETH 5,

R BFETE LITERERNS O D.DOC, D.FUNC @ User ID & [@ U User ID #FoH|HE 269,
TOE (Z/# @ User ID Z H# L —HT 258 I OFHABLFETE L L TR I,

AU N L

LT OBEN TR GREE& TV v MR v 7 22 FIA),

- FIA

D7V v b FEFT L7- UNORMAL A3 HIRIFTEE,

- HilbR

D7V v s %&34T L7 UNORMAL & U.ADMINISTRATOR 73 H[& AT HE,

- D.FUNC DOfm#

ZOT Y b %FELT LTz UNORMAL RS 7 b, 7 —/3— LA OIS TTHE,
« A%k ¥ U DOGE
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FLE a—RAlRE, 7L B2 —REETIZLLT O#ERMEA FTRE,
- D.FUNC DR
FDAF ¥y & 3FEIT L7 UNORMAL X~ — JENL CREIEEH Al HE,
- D.DOC DfFtE
FDAX ¥ &k FELT LT UNORMAL (33— Y EAL TOHIER AT EE,
HAIANTERGT — XA — NV TEELZY, Ry 7 RABRELEZV T2 Enks, 22
TEEHLRENE LD Z RS DB OHALIT OBREN TR,
- HiIBR
FDAF ¥ UEEEFEIT L UNORMAL £ KON U ADMINISTRATOR (ZZ DR E/FHO Y
a 7EHIRTHZENTE B,
c T E—0EE
LUF O#ERED FTEE,
- FIRI
0 a v —%3F4T L7~ UNORMAL 725EIRl BT 8E,
LB a—
FDat'—%3F{T L7~ UNORMAL 23 7' L B = —H[HE,
T2, T B2 —RETIILLTOBRIENFEE,
- D.FUNC iRt
FDat’'—%3FT L7~ UNORMAL (IR—VHEN THAZEEET 5 Z & D3 AHE,

- Bk
FOa ' —%3%4T L7~ UNORMAL 3 L O U ADMINISTRATOR 137D 5 7 # Y4 5
ZEMNTE A,

< 77 I AZEOHE
U.USER IZZEF DT 7 7 AD ¥ % BV ATHE,
77 7 A%f5 L7z D.DOC (ZR v 7 AR FEIND,
c T 7 7 AR EOHE
TV B2 =R, 7L B2 —RETIILLT OBRIEN FTHE,
- D.FUNC Ot
FDT 7 U AEEEFEIT L= UNORMAL (I— U HEAL TRIEZT 5 Z & 23 ATHE,

- HIlBR
DT 7 7 AFEEEFEIT L7Z UNORMAL 5 L O U ADMINISTRATOR (X% D ¥ = 7 % HIBR
THIENTE D,

- D.DOC D
FDT 7 7 AEEEFELIT LI UNORMAL [ FR_R— TV ENL TOHIRFTEE,

c Ry I AR ENTZT — 4 DFE
w7 AARTE ST — Z12%F L Table 6-9 (7 7 7 2Z(2 D413 Table 6-8) I L= 7
7 & AHIPENC LT 23 - T BB DS FTHE,

- USB IZf#17 S 7 — 2 OB 4
USB A% Y 58 SH- 56, U USB AE Y LOXBEOHRBARNTE B, HAAAEL
FEZTV U PROR Y 7 ASDRIENTE D, ZOMRRITERE SRV TOLFETTE, Web DA
VHE T2 — AR ERy NI L OBEIXITERNE IR o TN B,

7.5. FRIP (GRTFIRHHEMER)

7.5.1. —BT—4% HIBR#ERE
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—  XfIST DHEREEM: - FDP_RIP.1
TOE X HDD LIRS NT-XE:, —BFRTEH L WIIEOW R Icx LT, EEEHIREFET
T 52 CHREBROBARZIET 5, AEEIZLLTOX A IV 7 TEITEIND,
D). 7V bRAF Y R EDY a T DR, EILE
Va TEITHICER SN D~ SCED 5 WIEE OB R Z2HIRT 5,
(2). HIBRERIEFEITRE
BE SN CEZHIRT 5,
(3). BIRA VIR FIERDFET DI
(1. QOHIBRFATHICEERNA 7 SN THIBRAET LTE LI REBTRAEETIHE. &
FA VBRIZZN D ZHIBRT 5,
EEXICBWTEZALT 4, EXALEET. HDD 5 — % L& X HIBEEEOBIER EHEEEIC
& > T U.ADMINISTRATOR 2 ET 5, FIRERRE L EONFITLUTOMEY Th D,

Table 7-6 —BT—42 L EEHIRBREDOR/ERTE

X IE NE (EEEXEINDT XA T LZOIER)
Mode:1 0x00 C—[a] L& &
Mode:2 0x00, OxFF. 0x61 DIEIZ E&E & 21T b R4 Bk

75.2. T—4 EEHIFRHAE

— XS T HHREZEME . FDP_RIP.1. FDP_ACF.1(a)

U.ADMINISTRATOR (Z HDD kL O#i{gF — % & &tes — X BRI x4 5 EEEHIRZ ETT 5
ZLAHES, 2 HDD EOSCETHIR S N OREEROBFA AN IS5, EESICBWY
TEEI AT —¥, EXATeEEIL, HDD 57— % EE X HIRERE D BI{ER EMREIZ L » T
U.ADMINISTRATOR M3 E T 5, AHE/ARRRE L T ORNRIZLATO@EY TH 5.

Table 7-7 T—4E2HIRBEDOBIEERTE

F LEXINDT XX AT L ZDIERF
Mode:1 0x00
Mode:2 il = &% = 0x00
Mode:3 0x00 = O0xFF = #l¥ = Wik
Mode:4 il = 0x00 = O0xFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = #l&
Mode:7 0x00 = OxFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = 0xFF = 0xAA = i

7.6. F1&A (37 REEHRE

— KT DHREE:  FIA_AFL.1, FIA_ATD.1, FIA_SOS.1(1), FIA_UAU.1, FIA_UAU.6,
FIA_UAU.7, FIA_UID.1, FIA_USB.1, FTA_SSL.3

TOE (X TOE ZFIH L & 9 LT 2FENFHAFME ThH 5 Z & 2FIHE O IEG L7 RERERRE
Zff o THRFE L . #FFRIFIAE &I SN -F 72012 TOE OFIAZFFAI 4 5, #nlFeiEtéselL, TOE
B & DAIRERE 21T 5 AEFRRE S &AM OFBIEY — N2 T 2 M0 — NFRIEST AR FET D,

Table 7-8 BREARX
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F WY SR FBRERC TR AT RE 7o R SFR
Z— R E IERRE OFERE
ENNTH ERFAA AR (R BB O R FIA_UID.1
SR — 328 77 A% FIA_UAU.1
TOE OIREEFERRE L ORI REOHTE

¥ FEEHFROFREIL UADMINISTRATOR 31T 9, ARFRIEHT R & AR — 383
FRITW T & REFICENCTH 2 N TE D, MENEDT> TWDEEE, FIH
FHLIZEL DR EERT S 0w UADMINISTRATOR 23 i%ET 5,
U.ADMINISTRATOR 75 7 DFEFE ST 2O i & FIRE & 5% & L 7= F & 13RI &
H & 2 RRGEREC A BRI 5,

F72. TOEIZIAASNI/RAT — Rz “%” & LTERRTDH, FIA_UAU.7,
IbiZu A U RAY — ROEFEORICITHRIELERT 5, FIA_UAU.6,

PRBIFREEN RN LT A . S AE #1739 5 7 1 A(2i1L User ID, Group ID, Allocation
Role ##t& 3 %, FIA_ATD.1. FIA_USB.1

S 5T, TOE FFRFEIHERT 2 AV — FEZUTOMEZMZT b DIZHIRT 2 2 & T, BED
BNWARZAT = FRREIND Z L Z2BIET S,

Table 7-9 IRV —F¢SE

PIE Eus SFR
=7 TOE (X FREDEEEH /=T /AT — FOHhEZ T ANLD FIA_S0S.1(1)
RAT— R <A 8HTRLE
« SCFE 1 94 SCFLL B D 5 IR ATRE
M -HEN O F—OXFET TRER STV,
NRAT— R @ ERT 256, EEHOMEPBUEREIN TOHEEAEL
AN

Flo. REEN KR LT-%E. TOE XL T 0L 21T 5

Table 7-10 BBRE&RREr M

PSES Bz SFR

=74 Vg 5 L 72 REE SRR E#5A3, U ADMINISTRATOR W% E L7 EIZZE L7246 | FIA_AFL.1
SNAT— R REA AT B,

X5 U.ADMINISTRATOR (2 X % g“ﬁfﬁ@’jkﬁ Z X o T L7 5RRERRR eIk
@5’%%( DREMEBATREIZ R - 1256 bRRGEEE LT 5,
B ORIENEIE L7-HE13 TOE ORBIME AT 5 Z & T, B
D EBRE R DB ERL 1L ARFRIFFIHIBR B I ZBR & ST 5 IR A % 1238
FEEIE 2 RERT D, TRUSOEAT., EEE DRI IEIE O 1E BHEHE
FEATT D Z & CRAME & fERRT D,

IO, BARGES N2 —FOBEN —ERFM R WS, 0B a V2R TT 5, 3HMIILLT
DY Thb, FTA_SSL.3
Table 7-11 HW&EEIaAVDET
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x5 Tyva KT ik

Y (VA VI B K DRENTT | A— MU'y MERIZ IS AR
LT, A—FVty b | EENTEY, BHEENEE AR
R K-> TIRFEES N D I
fMfE L7 %a

Web Connection BB L DB ET | BB 77 U R T3 R R R
LThrb, BEIRZ T U N | ESNTEY, BHENEF A6
WERIT & o TIRIE S 4L72iF
i L= %a

Data Administrator ACEREIC L AR T | BEEILEE

LTH,E, 60 5 HEikkaE Lz

BE*
TU B RT AN INHIZONWTIL, BRI LD
77T A AT ABREA, BT TR T D

7. REEET g IR,
B, 77 I AZEDOLE E RV TALEE
ST OB EFBIFRREN T I B,

KEBFFROL T o m— N ERf 2 508 2 B8 L -k

7.7. ESEPARATE_EX INTERFACE (5884 % 7 = — R BtkRE

— XIS T HREZEH - FPT_FDI_EXP.1

TOE [ ZEFEEIRR D DO AN E®RE 7 7 7 A5 L BBZWHRIEO RIZIRET 5 Z &2 X 0 EEEE
MO DRAZBILET 2L EBIZRET 7 7 AOEFEEELZ LTS, EHICUSBA ¥ 7 x
—ABEGUHNEA L H T 2 —ANED AST % FDE F Shared-medium Interface ~fzikd 5 Z & 1%
TERVEIE L > T3,

7.8. FSELF_TEST (B2 7T X hHgE)

— XtIST HREZEMA - FPT_TST.1

TOE IZ#EFHOT —# 2N L TH V., EIR ON BHCH B Y — R&2ffi > CYHEBIEHT — % O
BEEEITH), ZHICEY . BRIEAOT — 4N ELLEESNZ L 2MRTHZ L THE{LY— KD
M AIET S L & b2 HDD B 5{bie & TSF FE1T72— FOEFEEL BIET DR 2 124t 4
%y SHIZTOE IXEFE ONKCHIB Y 7 7 =T Oy V2 fBREE L, 8L TWAHEE D—K
LR T HZ L TTSFFETa— ROEEMERIET 5, BELYV— RO WNIHIEY 7 ho =7 O
SERMMEEICB W TEAMEOMEP BN SN 5GE. TOE IFBE S xVcEE4+R L, BEx=
FAHT 720,

7.9. FMANAGE (%317« EIEHER)

— XIS T HHEEEME © FIA_SO0S.1(1), FMT_MOF.1, FMT MSA.1(a). FMT MSA.1(b),
FMT_MSA.3(a), FMT_MSA.3(b), FMT_MTD.1, FMT_SMF.1, FMT_SMR.1
TOE (3 UL T D& BEERE 2 1R L 5,
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Table 7-12 &HRi%EE

B PR RE N BEE
X2 VT A RIEREDE | BX 27 ok EOE L, EHh{t%s | U.ADMINISTRATOR
HRRE T2,
o —PRGEHRE O BB | SREEFROBRTEEIT . U.ADMINISTRATOR
HDD 5 —# LE xR | HDD 7 —# FE X SR REOBIER & U.ADMINISTRATOR
REOEHERR E Rk RE (Mode MDFRE) %175
By o R PR AE B o J RO EEORE (LZEX2EE | UADMINISTRATOR
S LEEFE) ., BEu S EHEAH L - HIER
2179,

EIEHET ¥ VB PR RE BEREHRERTE (BREREHANDOLEE) U.ADMINISTRATOR
o— P E EERE TOE ~®O = —HF D%gk, Bk, B (Group | U ADMINISTRATOR
ID, HEFR) D&k - B - HIBRZIT S,

2—FEHIRT DG L% — P ETA O

AR 7 ZA%EFRy 7 RZEREST L0

HIBRT 2 &2 @I 5,
2—4ID, #PID O—B | User ID. Group ID o—B:f|f{=1k, fi#k% | U ADMINISTRATOR
FIRELL - fiEBREERE 2179,
EYEDO WL EERE TOE|ZD.DOCE L UD.FUNCHOE*=V | 2L

7 ¢ J& % Table 6-15 (2R L7-18 Y #1#1k

T5, ZOMELIZIAbOF T2 B

DAEMFICI 20 Z oW LAEIZ S

AT DHEBEIXTEE L2,

%72 TOE i3 F.PRT,F.SCN,F.CPY,F.FAX,

F.DSR D&% Table 6-16 Oi&@ Y FIH#AL9

5, ZOMELIZIINLOAT V27 N O

ARRIFIZ R 270, 2 OPIHHEAEIZ T A

T HHREITRIE L2V,
UNORMAL ®a 7 A >R UNORMAL a7 A /XA T — KOGk U.ADMINISTRATOR
AT — R OBERISHE 2179,
UNORMAL ®r 7' A > 7% | UNORMAL vt 7' A AU — RDOZEE | U.ADMINISTRATOR
AU — ROEFHEEE 2179,

HEDODNRAT— REEFT 5, U.NORMAL
HFH AT — ROEGK - 28 | A/ SA T — RO - BEEITI, U.ADMINISTRATOR
AR
U.ADMINISTRATOR ®» =z | U.ADMINISTRATOR 73 E & D27 — | | U.ADMINISTRATOR
TARNAT— REFEWRE | 2EFT 5, (LIHHARICHHIEIHRE S

NTCWD2, BEOHEEIZ R ,)
B LD — RO®RE - % | HDD Bf S{UASRE CEH 3~ 25 540 b & | U ADMINISTRATOR
B&RE ERDT—HTHILRBILY — RERE -

EHET 5,
REZI 1 D 25 T HE AR E R ET D, U.ADMINISTRATOR
A=tV Y FREEOEE | A=V tEy NEEOEEEZIT I, U.ADMINISTRATOR

PR RE

(T HFFRHCHIHIEN R E SN TN S T2
O, REDOHREIT V)
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HEhn 77 v MNEMOEE | BEIn 77 v MNEHOEEZ1T 9, U.ADMINISTRATOR
Bne (TR OBE AR ES N TV ST

B, RIEDOHEREIZRN,)
RRERMEIERRAME O T | AR SEEEEE T 5, U.ADMINISTRATOR
He (HE 3 NRES N TWD I, FHED

BEREIZ 2 \N,)
SIS — SRRRERRTE T — & | ANARRRE T — NI T 2R ET — 4 (UM | U.ADMINISTRATOR
DE G - S HERE P—NDBERT D RAAL 4R EEET)

DGk - BEEEITH,
EHEFEO BRI ILAREER | BELE SRR O BRIEAL L ARBRIF 2 2 5 U.ADMINISTRATOR
R D2 A HE %, (LLGHWRICHIEIE (54y) NHEES

NTWBID, FBEDHEEILRWV,)
P OXREE - AT - HIBREE | EFIORE - A - HIBRE1T 5. W% HE] | U ADMINISTRATOR
i3 B3 28%6. UEHMEO 7 NV—7Ry

I AERIER Y 7 ATERT D 0HIRT D

M HEIRT 5,
U.NORMAL ® H & D& | UADMINISTRATOR 73Fr @ 88 % 24k | UNORMAL
BB o> B gk AE E LTV UNORMAL (., /SR b

W Ta 7 A HEHTIE LWERR ID,

WNXU~FTMﬁm%¢7*&T§%®

AT B E & 58k 35,
U.NORMAL O ffE#if9% | UNORMAL O @i (Group ID) %% | U ADMINISTRATOR
i - S HEREEE - EHET 5,
RAT — RA—FKEHOWE | AT — FR—%REHKZHEET S, 2 | UADMINISTRATOR
FkE LORy 7 20T 7 v AR EERSH

2,
NAT — RAR—HKEHEE | AT — FR—HKEHEEEZZEE S5, (] | UADMINISTRATOR
DZEFHERE Bl 3 WNERE SN TWA T, BT DORERE

E7e0,)
AR E S (FEELSL) | AR ER (BEHE LN #1HET D, | UADMINISTRATOR
DIHEREEE ZHIC X VERGERRE D 1w 7 MRS H

2,
NRAT— R OEERERE | AT — FENORE - BEEZTH, U.ADMINISTRATOR
Xy NT—I7REOHE - | v hT—27FE (SMTP #—3, DNS ¥ | U ADMINISTRATOR
75 Rk RE —R_OIP 7 FL A, R—  &E 5%, MFP

D IP 7 KL A, NetBIOS 4. AppleTalk

TV ERE) OFRE - EREEIT.
EES DB, - BFRERE | BERERT (A — Tk 5EED5ES) | U ADMINISTRATOR

DEGE - BEEHEITH,
ZAET7 7 7 ADERIZET | ZET 7 7 ADEEICETOREEZIT ). U.ADMINISTRATOR
2R E D FHERE
FTVxl bex2UT 4 | AT V=Y beF2 VT 4B (UserID . | UNORMAL

JE&M (User ID. Box Type.
DOC PASSWORD,
Permission Role Z[&<) @

Box Type., DOC PASSWORD, Permission
Role #Fr<) OZEE - HIBRAZAT
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