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1 ST introduction

1.1 ST reference

ATl Security Target (BL T, ST L) ORI 4 Tk 2.

ST 44 Canon imageRUNNER ADVANCE 4000 Series 2600.1 model Security Target
IN—Tg 0.13

FEATH v/ oAt

AT H: 2014/8/8

F—TU—Rk: IEEE 2600, Canon, ¥ />, imageRUNNER, iR, Advance, 7 V¥V G, 5

% o’ — TV, TrIA KRG, T iR, RRE, T/ ARIE, v, B
b, B 2T VR, Ry Z A BX )T b, X2 T —F b

1.2 TOE reference

AHITIX TOE ORI #A ek 35,

TOE 44 #5: Canon imageRUNNER ADVANCE 4000 Series 2600.1 model
IN—Ta 13

W, AR TOE I FITRTY IR =7  N—RU =7 K OTA B ANDIHER SN,
iR-ADV ¥ =VU7 1—%vh-Blfor IEEE 2600.1 Ver 1.03
HDD 7 — 45/ 27—V 7% v | C
(Canon MFP Security Chip 2.01)
Canon imageRUNNER ADVANCE 4000 Series
T—2HEFvh C
Access Management System #5355~k B

T LA R
iR-ADV Security Kit-B1 for IEEE 2600.1 Common Criteria Ver 1.03
HDD Data Encryption & Mirroring Kit-C
(Canon MFP Security Chip 2.01)
Canon imageRUNNER ADVANCE 4000 Series
Data Erase Kit-C
Access Management System Kit-B

1.3 TOE overview

TOE %, < Canon imageRUNNER ADVANCE 4000 Series 2600.1 model >: )7 VX VE SR TH D,
7 /Ld< Canon imageRUNNER ADVANCE 4000 Series >(ZLA T 2 DOHL &AL AR— /L«
REL, T —ZiHEF vk, Access Management System HLiEX v MG ENET A AEFIH45H2L
T TOE Th5H< Canon imageRUNNER ADVANCE 4000 Series 2600.1 model >7235¢% 7%,

- iR-ADV t&¥*x=VU7 r—Fv-Blfor IEEE 2600.1

- HDD 7= 5AtR7—Y > 7% vk
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iR-ADV &%=V r—3vh-B1 for IEEE 2600.1 (Z/%., < Canon imageRUNNER ADVANCE 4000
Series >OHEY 7 b7 =7 kL X2 )T 4—F v b A B ARG END,

HDD F—#Zl=AbIRF7—V 7 AR —FIZ, HDD I[ZHMIENDT —Z 8K (V7 7= T &5 T0) i 5
BT D120 DN—RT =T THD, A TOE D HDD (FV L— T IT A A7 ELTHRH Z LD A[RETH D,
T A EXY NI, HEY 7Ry 27 D HDD 7 —X 52 &H EREEZ A NCTHT7 /B ANE EN
Do

Access Management System $53E3 > M., Hil#1Y 7 by =7 O T 7w AHIHBEREE BT HT A
AINEFEND,

< Canon imageRUNNER ADVANCE 4000 Series 2600.1 model >, UL FO#E A H O Protection
Profile(LL T, PP &lET) . BELOZED PP TEZRIIL TS 7D SFR Packages TERSILTND
X UT o RER, eI H T DN TED,

Protection Profile

- 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A

SFR Packages

- 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A
- 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
- 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A
- 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A

- 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operationa Environment A

- 2600.1-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment A

- 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

1.4 WFE - H
A ST TIILL T OWEEE - HFEZE 35,

Table 1 —W&EE « FE

b=
hul
p=r0)
hul

[ S it BH

TIUANAEEHE o —ERE, 777 ABERE. 7V MERE, 251E (Universal Send) #ERE7R X &
RO AL, ZNODOEEEE 3570, KEED HDD ZFi,

Y 7 =T A=Ky =7 EEIEL X2V T AHEBED K% F] DY 7 =7 Th b,

BE L FIOANAE AR T DN R =7 DUOEDTHY | B — 2y F 0L
OGRS, TUANE A BET LTSN X —T7 =2 —ATH
éo

UVE—k Ul Web 777570585 LAN 2 L CF o2V EAHEICT 7B AL, T2 VE AR
DOENEIRILOFERLY a7 OFIE, Ry 7 AT HEME, FFERTRE N T
HALHE—T =—ATHD,

HDD TOANAEERIHEENDN—RT A A7 D, HIHY 70 =7 BEOY, ii#
BEENRIFIND,
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WAl - R G|

| 757 A T 7 IALEOEZIEEATI DDA 77L LT, BRERIFR TIded, /v #—=2
YN oA F— R b T 7 I ADIE,

AA=TVT AV DEIRIATR, TV ZABIRE LS TT VANV E BN S V-G 7 —

Ao

TYRIVARA—=T T
7A IV

at’— TV NEOYa T Dk
— 77 A,

(ARSI, YaT B T T HEREIT/n A A

v—/

T 7R A RE TR o 2 — Y — DR THY , Fr—H —
BV BEAT T D,

HOMUD ERINTWDST 73/ ha— LIz BARAZLa—)LELTT 74
A — L TR D OLNTT 7B AGIRMEZ AT L=l oa— LV EERT5H2E
WHRETHD, T 74/ a—VZF L Foa— v ind 5

Administrator/Power User/General User/Limited User/Guest User
Administrator =— /L &3 B HE 2 FI 9 D HEBR (8 BRAERR) 27~ 3~

IZIEONEDD

Administrator 2— V3 EI Y CToONE MR EZ A T2 —% —,
PP TEFIN TS U.ADMINISTRATOR,

vars

a—H— TOE DOHREZFIHL T ELEIET DD —Y —DIEER R
LR RERDLEDT —2 (BT LE) LA bELD,

LEOBIEICIE, Fidaidr, TV, at— 777 AE(G R 1E, IR,
A=W —DEAEIZID a7 DR, FET, 58 T ETO—HOLB M THILD,

TUHNEEBRN TRV ON G2 —Y —F =2 THY A A= T 7 ANV LBHE
TR LS D,

AE)—Z [

AELT-T 7 AN T A% TV RURWTY AT ARy 7 AAREL TR
BEDTZ L,

AN/

TN BV T AIABLRL TV b, 77V AZ G LT BT LEA T
THHE, 2P —RYIR TFIARY T A VAT LRy 7 AD IFEIAINEAE
35,

KA TOE TlE, 777 ARy 7 AZF| AL,

PRy IR

TUANGERET R — P —RNFAIAATEEF LESR, PC L7V MER
LIZBA CEREDMEESNDIR I ATHY, B LEOT VU NOEEREN
ARETH D,

VAT BRI A

7777\%%:—)»—fﬁn T 7 I AR —Z(E LT B LENRFESNDLR I AT
HY, B LEOT IV RRCEERENHETHD,

A—jLtp— N —

TUINAEEE THRAPAATZE S L EE | 77/ ARERCEFA—NVEETD
BB E o —r3—,

Y

—

FREEY — /N

Z—H—ID R/ART—REDL—HP —IFRERFFL, XA T —7 %2 L T2—

‘H-“—nu nﬁ%ﬁ5‘ﬁ“—/\‘—

Firewall

Internet x5 LAN ~D A [T DIEE OV AT A,

HA B ==

FFZ 2 IERE I & CTHY ., Internet 241 L C. Network Time Protocol Zfi&—~7=
OGO RICEZ DN TED Y —N—,
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W& EE - FHEE B!

Ry ar ) AN X 2T V(RS BT G- SN 7V o) e+ A RE A i B+ 24
YE IV DR Z,

[ap—| b —HEREA R BN I D EME L EDR K,

(2% ) WA IR TR Y I ANRIET BIRBECBEZSAA BT L HA BT A—
LT RL AR PC OIH T 4 )V H— 5 ~EE T D RE A B DS L |
DRE L THHI A Y U CEE | ATy U TRTE IR Z L,

E1FE 7 7 AN DR | R AMELEENT-EAF L ELEAET DR REZ LB T A8 E L EDRZ

)EHJ ‘yo

VE—hUl EOTRLE | Ry 7 ANMRIFSNTE 1 CELBET D EEL R EN 75V —F Ul LR

77 AILVOF|H Ve

Copyright Canon Inc. 2011




Canon

FE{TH: 2014/8/8

1.5 TOE description

TOE I, it —F&RE - 7'V MEHE - 2415 (Universal Send) BhE 7 77 AHBHE | 7 77 A2 (5 HkfE - = —
— Ry I A RE . SR E RO A TH S, TOE 23455 2600.1, Protection Profile for
Hardcopy Devices, Operational Environment A TiZLL FOIH R HBREAEEL T\ D, (7
2600.1, Protection Profile for Hardcopy Devices, Operational Environment A” clause “1.1
Scope’ 75D 5| )

This standard is for a Protection Profile for Hardcopy Devices in a restrictive commercial information
processing environment in which a relatively high level of document security, operational accountability,
and information assurance are required. The typical information processed in this environment is trade
secret, mission critical, or subject to legal and regulatory considerations, such as for privacy or governance.
This environment is not intended to support life-critical or national security applications. This environment
will be known as “Operational Environment A.”

Figure 1 (X, TOE Th27 V2L #{Hé< Canon imageRUNNER ADVANCE 4000 Series 2600.1
model >DA 7 ar G THER T 056 ORERERETHY EHALLWKES DL &
(i, RERSIIR LG A 08D,

Figure 1 < Canon imageRUNNER ADVANCE 4000 Series >

e ¥

Figurel (/9" JOZRfRE R B BREE T, 7 VA VB TIINEL LAN [CE o TA— L —/3— =
— Y —FEFEY — /3 — PC, Firewall |2kt CHY, Firewall (2X5T Internet 2>HH LAN ~D X
BELHNTNWD, T VXVEEGHIL, HH THRAAAIEE T LEFEE | 777 ARERETA—VEEL
Te0 N T 77 A% AT LT DT DI A= — " — Tt T 5, Fio, PCEHWTEFIEEL TV,
RAF | 77 7 ZAEFNHTHEMNTE, Web 770 W% PC LICA VA= F 5L TT UHVEEHEY
E—NMREETDIEL HRETHD, 72721, PC BT VU NATHI AL, b7 7 ) 2 —R T4 /3 —% PC

(@]
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(A A=V U THE 4204503585, USB C PC ZEERH 526 T PC O EF LEE TV b,
BRAFTHZEL ARE TS D, 72721, USB it TF D HIVEAREDD PC R USB T /3 R T —Z HARAF
FTHZLITTERWVWIDCREIRICRET D, /2. TOE I[Z7 77 AR—R &+ 5L T, 777 AR —
RENLUCTEGAREBEFHAL, 777 ADEZEE1T,

BT, TOE (344 L% — =B IEMEZR H 2 IAG L CRZI R 21T o720 SN2 — % —383E Y —
N—=LH T DL TR B ORRERRERERE AR HE L 720 22L& e L TD, ZOIDRRER E
BRI IW T, T UV EEHITLL T OREZR 52803 TE5,

- o —RERE

MLEL AKX ¥ T THirIAI, TV N8I BICGEEAE T T DHEETH D,
- 7V MERE

TUANAGERENOE T LFEL PCOLIEEENLE A LEA M CEICT VN HHERE TH D,
- | T AZAGHERE

AL H—=F N ML TN 77V AEL TE T LEEZETORIETHD, | 77/ AZESNT=T7 74V
W, ZERICTV RSN TIRTFEEIND, BRIFENT-Z T 7 AN, MBEREXITT VUM, EENTE
éo

- T U AARRERE

Ty 7 AEREN LT, BFLELZETIHETHD, 777 AZESNTT7 74 VT,
ZERHZT) U FENTIRESIND, RESNTZT7 7A T, BERLEZTY b, &
EMTE B,

- Ty Rs{EHERE

ML TE L ATy L TERSNIZE - LERLA— =Ry VA AT LRy I AR AFS N TNDE
FIELLETORETHD,

- ¥4{5 (Universal Send) #&1E
ML EL ARy L TAERSINTZE A LERCL—T =Ry T AV AT DRI A ARFESN TN E
FLEE TIFF R° PDF 77 ANV TCE T AL TRLAR PC DILFTHNE— | T7 7 AT
K5 T DHEETHD,

- Ry AHkRE

ZOMREIX, 22— =Ry T A VAT LRI ANA R T 7 ANV EARITE T DI REL 22—V —R Y
A VAT BRI ADRIFIR v 7 A% R 3 DREREIC KB TE D,

- =PRI A AT DRI ANA A= T 7 A IV EARAT T DI RE

AX TS FERIANTE BT LERL, PC IZTRY VAR ELI-EB T+ L ELra—F —Ry
IR T7IAZAGN T 7 I A E LT E L LEET 7 I AR I AL LIV AT LR v 7 AR
177 HHEEETH D,

- =P RO T A VAT BRIV ADRAFR v 7 2 H T 2 RE
YRy AAES I BT L LT T ORE TE S,
- ETICEOMmE
- EIGEOTIL

- W AEORR
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- B CEOHIBR

VAT DRI A RAFS NI E A LT L TLL T OEENRTED,
- B XEOTIL

- BIEOREE

- B CEOHIER
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1.6 TOE D&

TOE 2% 795 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A @
BURAMRZ FZE S D720 F D X572 TOE 2442,

TOE OWy PR FaIH L3R B AR HIL A FO@BY CTHh 5,
1.6.1 TOE O¥)3aY&iEE

TOE |3/ —RU=T /7 =T DR SN T DA NVE A ThHD, WERRIEHIZLL T Figure 2
\RTH ThD,

Figure2 TOE /

Canon imageRUNNER ADVANCE 4000
Series HDD /

TOE
TOE

HgY 7 b7 =7 N iR-ADV EX 2 U7 4 —%F > b - BlforIEEE2600.1 ThHbH, 7 —HHEX v
k. & O Access Management System L9 > MIBZENDHTA B A ZFHTHZ & T, FFED
BREEDN BT/ D,

F72. KikN— R =7 L iR-ADV ¥ =U7 1—%vk+Bl for IEEE 2600.1 %&bt TF V¥ /L4
BHARET 5,

TOE T& %< Canon imageRUNNER ADVANCE 4000 Series 2600.1 model > |Z7 ¥ % V4
AEARICHE AR — REEAGDLEL b DO TH D, £z, FAX HWEEFIHT272D12iT7 72
AR —F (TOE 3544 OHEEfe LB Th 5,

TOE R T D ARIK/N—RT7 =7 Th %H< Canon imageRUNNER ADVANCE 4000 Series >(ZIZLL F D7
AT T DD,

Table2 —8m T A VT v 7/—&

iR-ADV 4051 /iR-ADV 4045 /iR-ADV 4035/ iR-ADV 4025

. Figure1 |ZR 3 EHIC TOEAVE—MEET 2720127 FU &R 5, TOER R —R 25757
PLHMMi R B LT AT T ELL F IR,

Table 3 —7' 5 7 ¥ —&

TOE Y R—++27 70 ¥F BALBIE 3
Microsoft Internet Explorer 6 LLF% Microsoft Internet Explorer 8

TOEIWEENDIHA XL AILLTO@EY TH D,
(FnsL4#r)

Copyright Canon Inc. 2011
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imageRUNNER ADVANCE 4045/4045F/4035/4035F/4025/4025F e-~ ==7" )V
iR-ADV tFx=2U7 ¢—Fvh-Blfor IEEE 2600.1 7 RI=A—&F—H AR

[ACCESS MANAGEMENT SYSTEM #L3E5 k+B1JAccess Management System V3.0 il 5]
BHRER T FI=ARN —Z— AR

HDD 7 —#I 5 k¥ vk a—PF =T AR
iR-ADV EX=2VU7 ¢r—Fvh-Blfor IEEE 2600.1 % 3V MR DRI FEALTESUN

(FE3C4F8)

+  imageRUNNER ADVANCE 4051/4045/4035/4025 e-Manual
iR-ADV Security Kit-B1 for IEEE 2600.1 Common Criteria Certification Administrator Guide
ACCESS MANAGEMENT SYSTEM KIT-B1 Access Management System V3.0 Individual
Management Configuration Administrator Guide
HDD Data Encryption & Mirroring Kit-C Series User Documentation
Before Using iR-ADV Security Kit-B1 for IEEE 2600.1 Common Criteria Certification

1.6.2 TOE DOinHA &5

TOE OB A LU F D Table 4 TH/RT A (2 —V—, 22—V —FHFE— 3 — A— )L —/—
PC. #A LY — " —%5<), TOE DEx VT HEFEIT A >E TRTH S THD,

Table 4 —TOE DHERERE AR

| LAN | ‘ LAN | ‘ LAN | | LAN ‘

TOE

| LAN |

USB

| | | | « FAX

Copyright Canon Inc. 2011
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TOE I% 1.5 = TR L= BRI Z LU N O —fixbére s A 75,
- Ul F%RE
=P = PEE RV 2 VT TOE Z#EL 720, TOE 2MEAE/ SR VICERIRLIZN T 5,
- HokkRE
TOE 3 #CHFAH /175,
FeFrIA TR
TOE 3 3HEA AT 5,

TOE IZ. U FDOEX 2T 4REA AT 5,
- :L”—‘H-‘—nu nE*)%%
BN D NZL>TH T TOE BRIHSZ2WIDIC, BN — —%238GET 5,

o ——3REET, TOE qutuuiE'a‘%)WuBmunﬂzk%J‘B@:L““H- FOREY— /N —Z WV CRRET 544
Bnunm%ﬂ_‘j— I\Té ﬂ‘mlgnun j‘z)nunijiqiiKebeTOSnunE%ﬁHb\’z)

- VavETT 7 v AHI R

RESN T —H —DHERRIN DT DX NAE AR OMEREE T TERWIDIIL, 22— —Dur—1|Z
U CRFRIRBE D FEATE T AT 5,

- BAVaT T /e AR

BALEYaZ izt LT, PVl a 7 Ty o BV EOBEEL a7 A LT — P — ZHIR T
60

- BEVa T EREEE
xh. L7=va”7 ® LAN ~DEREE I35, 777 ATA L 2B A UK\ 57012, 777
ZAEV a7 DEREEHIRT 5,
- HDD 7 —# 54l Eikhe

Tar FATRHNERRSNIA A=V T = Z B SN D ZEA2BI<T20I2, HDD OERAFAA—T T
— X LEELTREENETD

- HDD R bikaE

HDD HADFHED, HLLIZ, HDD & HDD T —XK SAb/R 7 —V 7R —R &8 CRbH £
HDD 5 —Z~D7 7% AT 5B T 57212, HDD 7 —Z I 5t T7—V 7R —Ri., ff
BB C T XV ETRRIL . ELWT UHNAE AR ST/ D74 HDD 77%
A& 5, IHIZ, HDD 7 — X DB ZRF#E T 572012, HDD I[ZHMISID T X TOT —X
Vil i A I

- LAN 7 —Z{%i#H%HE
LAN 7 =% D IP X7y bDA=y 77V 73R EL T, IP 37y e IPSec I T 51k 975
- HOTAMERE
FEOEX 2T RN IET ThHIeh  AX— Ty T RHHRGET 5
- EEOHRE
2—PF—DEEEREATELIIInT 2L, HDD NIZIRIFT DHERE THY | BITIRfFSNT
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B Riira R, BTE TE0I017%

O\ CRLERS LD H BRI, TOE M Oifit&ins, TOE @ H FHE L, FHEEEE ORI A, HLAUX
S A DY — =D IEME7 H IR UG L CREZI R T2 Z L CRES LD,

- EPRRERE

=P —Rm— L E Rk BRI D72 Do — B RE L A AR T 2 U T o B RE AN E B B
FTHIZODT NAREEERE THY | EHITEBE DI ERRESNTVD

1.7 TOE ®D=—H%—

TOE ®=—#— (UUSER) X, LT 2FHDO 2 —V — 2N TE 5,

Table 5 —Users

Designation Definition
U.USER Any authorized User.

U.NORMAL A User who is authorized to perform User Document Data processing
functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or al of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets

%PEIL. User Data, TSF Data, Functions ® 3 ffTH 5,

1.8.1 User Data

User Datald, ==—H—IC k> TIER ENS TOE Dt F = U T 4 MEEICIZEE A 5 2 70T
—XZTHY . LT 2MHEICOETE 5,

Table 6 — User Data

Designation | Definition

D.DOC User Document Data consist of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Datalt, TOED X = U T 4 HRBICEEL 5257 —4TH ., LATO 2 FIEIZHHE
T& 5,

Table 7 — TSF Data

| Designation | Definition |

Copyright Canon Inc. 2011
14



Canon

FE{TH: 2014/8/8

Designation | Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.

A TOE T#¢H TSF DataZz LA Fd Table 8 127”777,
Table 8 — TSF Data @ E.{&1k

27 | TSFF—# N RIFE
D.PROT | ==—H#—%, o— W —FRNIERAERE TR 5 = — % — ol | HDD
155
o—/L 7 72 AHIERERE TR 35—V — OHEIR I HDD
2y 2777 NRYY | vy Ty MERERORERHRTHY, vy 77~ | HDD
— R E DOHFREEEE v v 7 7w MR O ERE ®
NRAT—RARY v— | 22— —FBFERE TRIH T % XA U — RO ENRE | HDD
B E WTHY ., F/IART— NE, EHARESCT, A
GBI HHlKI DR ET#]
A=+ VT EHRE BIESZLDOE® Yy a XA LT U NORFRRE | R E 3
ik AEY
H A IREZI 3R E H - & B2 D F% E 1 RTC
HDDZEAHERE | HDD T — ¥ 2R AR ER R TH | FKEED | & #f 3
HNEAZ B3 2 5% B T AEY
IPSec 7% & LAN 7 — Z (REEEICEI T 2 ER R TH 0 | BERE | A~ # 38
DA NI B3 5 % E 1 i AEY
D.CONF | /82T — R o — Y — iR BGREEHERE TR 3 5 = — % — » Gk | HDD
15
o= Efo JHEECERENS 0 S HDD

Ry 7 AWGER | AV T /e ABIERRE TR T %, = — ¥ — &K | HDD
VI AL VAT DRy I ZASOT U & AR
TR v 7 AMFEORGREE 5

1.8.3 Functions

Table 9 |2~ HBE
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2 Conformance claims

2.1 CC Conformance claim

Z® ST 1%, LL F® Common Criteria (LL T, CC &M&3) IS T 5,

- Common Criteria version: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL3 augmented by ALC_FLR.2

2.2 PP claim, Package claim

ZO ST L, BLF O PPIZiE AT 5,
- Title :2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
- Version : 1.0, dated June 2009

ZD ST X, LLFd SFR Packages # 4. 1BI1TH5,
- 2600.1-PRT i &
- 2600.1-SCN i A
- 2600.1-CPY i A

oy

oy

- 2600.1-FAX jii

- 2600.1-DSR i
B

- 2600.1-SMI B0

op

op

- 2600.1-NVS

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical
document output.

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as scanners, paper-based fax machines,
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and MFPs) that perform a scanning function in which physical document input is converted to electronic
document output.

Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile
(fax) transmission, and a printing function in which a telephone-based document facsimile (fax) reception
is converted to physical document output.

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.1-NV S, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for products that provide storage of User Dataor TSF Datain a
nonvolatile storage device (NVS) that is part of the evaluated TOE but is designed to be removed from the
TOE by authorized personnel. This package applies for TOES that provide the ability to protect data stored
on Removable Nonvolatile Storage devices from unauthorized disclosure and modification. If such
protection is supplied only by the TOE environment, then this package cannot be claimed.

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products that transmit or receive User Data or TSF Data
over acommunications medium which, in conventional practice, is or can be simultaneously accessed by
multiple users, such as wired network media and most radio frequency wireless media. This package
appliesfor TOEs that provide atrusted channel function allowing for secure and authenticated
communication with other IT systems. If such protection is supplied by only the TOE environment, then
this package cannot be claimed.
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2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products.
The functions that are allowed, but not required in any particular conforming Security Target or Protection
Profile, arelisted in Table 9:

Table 9 —SFR Package functions

Designation | Definition

F.PRT Printing: a function in which electronic document input is converted to physical document
output

F.SCN Scanning: a function in which physical document input is converted to electronic
document output

F.CPY Copying: afunction in which physical document input is duplicated to physical document
output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based

document facsimile (fax) transmission, and a function in which a telephone-based
document facsimile (fax) reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs
F.NVS Nonvolatile storage: afunction that stores User Data or TSF Data on a nonvolatile storage

device that is part of the evaluated TOE but is designed to be removed from the TOE by
authorized personnel

F.SMI Shared-medium interface: afunction that transmits or receives User Data or TSF Data over
a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency
wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being performed.
The attributes that are allowed, but not required in any particular conforming Security Target or Protection
Profile, arelisted in Table 10:

Table 10—SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.

+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.

+NVS Indicates data that are stored on a nonvolatile storage device.

+SMI Indicates data that are transmitted or received over a shared-medium
interface.

2.4 PP Conformance rationale

TOE 1. T VXN BEAED FHERERE ThH Dt —, TV b A%y T, 777 AOMEREIZIN A, SCER
1FH%EE. HDD M5 5{bAERE. LAN 7 — X OB S bEEA 2 A2 LD, PP IZEZR SN TN ST
T D SFR Packages |2 &9 A Z& 1 U ThH D,

PLUFIZ, 783 _T?D SFR Packages 6l L7- PP & Z @ ST Z bl L T <,
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%9, Security Problem Definition [ZBJ L C, PP & ST % [z 5L, LLFD OSP 21V & DiBIL T
WDLAME R THD,

P.HDD.ACCESS.AUTHORIZATION
ZhUE EABREAHL WO TIEARL, TOE Z#iIL Tu% OSP Tih D,

BT, LA RSN 5,
- STO®F 2T AREEREW -7 T X CTOTOEL, PPOEX 27 48 E
- PPOBX 2T AR EE R A -9 X COEMAREIL, STOYX U7 (iR EE

EHIHZL TS
EFHIH-L QD

WIZ, Objective (ZBI LT, PP & ST % ki3 5L, LU T Objective & O & DiBINL TWOBIEMLIA]
CThHoD,

O.HDD.ACCESS AUTHORISED
Z U, TOE ZHil#IL T\ 5% Objective THhd,
o> T, LR DIRALT D,

- STOTOED®F 2T 4K 7827 7-9 T <X TCHTOEIX, PPOTOED X 2T 45t 5 EHb3i7-
LTW5

- PPOEHBREO X2V T 4 %R G #2799 X COEM LR
RHEHIT-L TS

BRI, STOEHBRREO X 27 1%}

(2, HEREERICRI L C, PP & ST ZLbikd5&, Table 11 ® X512 7 {HD SFR Packages & 3"
RTOMEEEMIZRIGL T, I5IT ST TIIEREE M 2MB NS TVD,

Table 11—PP, ST TOMREEER SR

PP_Package PP ST
Common FAU_GEN.1 FAU_GEN.1

Common FAU_GEN.2 FAU_GEN.2

Common FAU_SAR.1 FAU_SAR.1

Common FAU_SAR.2 FAU_SAR.2

Common FAU_STG1 FAU_STG1

Common FAU_STG4 FAU_STG4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP_RIP1 FDP_RIP1

Common FIA_ATD.1 FIA_ATD.1

Common FIA_UAU.1 FIA_UAU.1

Common FIA_UID.1 FIA_UID.1

Common FIA_USB.1 FIA_USB.1

Common FMT_MSA.1(a) FMT_MSA.1(delete-job)
Common FMT_MSA.3(a) FMT_MSA.3(del ete-job)
Common FMT_MSA.1(b) FMT_MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA.3(exec-job)
Common FMT_MTD.1(FMT_MTD.1.1(8)) | FMT_MTD.1(device-mgt)
Common FMT_MTD.1(FMT_MTD.1.1(b)) | FMT_MTD.1(user-mgt)
Common FMT_SMFE.1 FMT_SMF.1

Common FMT_SMR.1 FMT_SMR.1

Common FPT_STM.1 FPT_STM.1

Common FPT_TST.1 FPT_TST.1

19
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PP_Package PP ST
Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(prt)
PRT FDP_ACF.1 FDP_ACF.1(prt)
SCN FDP_ACC.1 FDP_ACC.1(box)
SCN FDP_ACF.1 FDP_ACF.1(box)
CPY FDP_ACC.1 FDP_ACC.1(box)
CPY FDP_ACF.1 FDP_ACF.1(box)
FAX FDP_ACC.1 FDP_ACC.1(box)
FAX FDP_ACF.1 FDP_ACF.1(box)
DSR FDP_ACC.1 FDP_ACC.1(box)
DSR FDP_ACF.1 FDP_ACF.1(box)
NVS FPT_CIP_EXP1 FPT_CIP_EXP1
SMI FAU_GEN.1 FAU_GEN.1
SMI FPT_FDI_EXP1 FPT_FDI_EXP1
SMI FTP_ITC.1 FTP_ITC.1
Common - FIA_AFL.1
Common - FIA_SOS.1
Common - FIA_UAU.7
NVS - FCS_COPR1(h)
NVS SMI - FCS CKM.1
SMI - FCS_COP1(n)
SMI - FCS CKM.2
NVS - FPT_PHP1

PP TiX., FDP_ACF1@iZH\\ T, +FAXIN @ D.DOC @ Deete, +FAXIN @ D.FUNC @ Delete (Z
xI9 % Subject # UNORMAL & LT\ %73, ST CiE FDP_ACF.1(delete-job)lZ 45V T, Subject %
U.ADMINISTRATOR & L. U.NORMAL @ Access Control rule % Denied] & LTW5, 7=, PP
T, FDP_ACC.1 {2\ T, +FAXIN @ D.DOC @ Read IZ%t3 % Subject % UINORMAL & LT\
%75, ST Tlix FDP_ACC.1(box)IZF\ T, Subject % U.ADMINISTRATOR & L. U.NORMAL @
Access Control rule 2 Denied] & L TW 3,

ik U7z ST OBEREZ D EN V) £11F 1% Delete X° Read RIHE7: Subject DO #ilH % 52, UNORMAL ®
7 7 AF[RE7e Object Z# 72 < THIV 1T ThH Y PP OBEBEE: L 0 bR 72T 7 & Al A4 1T
OTb\é kéiéo

PP TiX, FDP_ACF1(@iZ3 T, +FAXIN ® D.FUNC @ Modify (Zxt4" % Subject 2 U.NORMAL
ELTWAH, ST Tl FDP_ACF1(delete-job)iZ 33T, Subject 2 U.User & L, Access Control rule
% [Denied] &L TW5,

ST OIEFEZ/EDE Y AT IX HEREDFIH 2 £ D Subject IC b FF S 2N K 21T BE 0 T TH Y,
PP ORSRES: L 0 IR T 7 B A 21T o CWAH L E XD,

AEOFB XY, ST Ttk SN TW5D SFRIZ, PP TR &N TWA SFR LV IR E7-13 kD
HIRAY ] THDEWVWZ D,

T, AR RRNET 5,
- STOSFRZ 79T X COHOTOEIL. PPOSFRL T 7-L TV 5

F7z. ST OIRFEEIT PP OIRGEES ;LA THD,
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PLEZEY, 20 ST 1% PP IZHHEL T, TOE (2[RI L EOHIRAZFRL . TOE OEHERERIZFRZELL T O
HIRBAFRL TV 5,

WE-ST, 20 ST I PPEHHFEEEAS L TV,

Copyright Canon Inc. 2011
21



Canon

FE{TH: 2014/8/8

3 Security Problem Definition

3.1

3.2

Notational conventions

Defined termsin full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v™) place at the intersection
of a row and column indicates that the threat identified in that row is wholly or partialy
mitigated by the objective in that column.

In tables that describe completeness of security requirements, abold typeface letter “P’ placed at
the intersection of a row and column indicates that the requirement identified in that row
performs a principal fulfillment of the objective indicated in that column. A letter “S” in such an
intersection indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement
name and purpose indicates that the requirement performs a principal fulfillment of the objective
in the same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.In specifications of Security Functiona
Requirements (SFRs):

Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the origind SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria Part
2 or an Extended Component Definition, but which also must be completed by the ST Author in
aconforming Security Target.

The following prefixes are used to indicate different entity types:

Table 12— Notational prefix conventions

Pr efix Type of entity

u. User

D. Data
F. Function

T. Threat
P. Policy

A. | Assumption

0. | Objective

OE. | Environmental objective
+ Security attribute

Threats agents
This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipated
threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.
3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.
Table 13—Threats to User Data for the TOE

Threat Affected asset | Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOCALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNCALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 14—Threats to TSF Data for the TOE

Threat Affected asset | Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 15—Organizational Security Policies

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF

P.AUDIT.LOGGING To preserve operational accountability and security, records that
provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or ateration, and will be reviewed by authorized
personnel

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment

P.HDD.ACCESS. AUTHORIZATION To prevent access TOE assets in the HDD with connecting the
other HCDs, TOE will have authorized access the HDD data.

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 16—Assumptions

Assumption Definition

A.ACCESSMANAGED | The TOE islocated in arestricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.
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Assumption Definition

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’ s guidance
and documentation, and correctly configure and operate the TOE in accordance
with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4  Security Objectives

4.1  Security Objectives for the TOE

ZDETIL, TOED-+_R&tvXx 2T ¢ kEHFEHIE L TEoR T %,
Table 17— Security Objectives for the TOE

Objective Definition

O.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized
alteration.

O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized
ateration.

O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized
ateration.

O.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users,

and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE.
O.INTERFACE.MANAGED The TOE shall manage the operation of external interfacesin
accordance with security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain alog of TOE use and
security-relevant events, and prevent its unauthorized disclosure
or dteration.

O.HDD.ACCESS. AUTHORISED The TOE shall protect TOE assets in the HDD from accessing
without the TOE authorization.

4.2  Security Objectives for the IT environment

ZOETIE, ITREOEX 2 U 7 4 xR FFHIBE L itk 4 5,

Table 18— Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED | If audit records are exported from the TOE to another trusted I T
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.
OE.AUDIT_ACCESS.AUTHORIZED | If audit records generated by the TOE are exported from the
TOE to another trusted IT product, the TOE Owner shall ensure
that those records can be accessed in order to detect potential
security violations, and only by authorized persons
OE.INTERFACE.MANAGED The T environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3  Security Objectives for the non-IT environment

ZOFETE, FITEEOEX 22U 7 4 X RGEHIE L TRiik T 5,
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Table 19— Security Objectives for the non-IT environment

Objective Definition

OE.PHY SICAL.MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization, and have the
training and competence to follow those policies and procedures.
OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization, have
the training, competence, and time to follow the manufacturer’s
guidance and documentation, and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

4.4  Security Objectives rationale

ZOFETIE, BX a2 VT &K ITEE (Security Objectives) DOARHLIZE L Citik 45,

Table 20—Completeness of Security Objectives

Obijectives

O.PROT.NO_ALT

O.CONF.NO_ALT

O.CONF.NO_DIS

O.DOC.NO_ALT

O.FUNC.NO_ALT

OE.AUDIT_ACCESS.AUTHORIZED

O.SOFTWARE.VERIFIED
O.HDD.ACCESS.AUTHORISED
OE.AUDIT_STORAGE.PROTECTED
OE.AUDIT.REVIEWED
O.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.INTERFACE.MANAGED
OE.ADMIN.TRAINED

O.AUDIT.LOGGED
OE.ADMIN.TRUSTED

OE.USER.TRAINED

Threats. Policies, and Assumptions

X |0.DOC.NO_DIS

T.DOC.DIS

AN

T.DOC.ALT

\

T.FUNC.ALT

T.PROT.ALT v

T.CONF.DIS v

T.CONF.ALT v

SIS XXX 0.USER.AUTHORIZED
SIS NN N|OE.USER.AUTHORIZED

P.USER.AUTHORIZATION

P.SOFTWARE.VERIFICATION v

P.AUDIT.LOGGING 4 Vi iv|v

P.INTERFACE.MANAGEMENT v v

P.HDD.ACCESS.AUTHORIZATION v
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Table 21—Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectivesand rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons

0O.DOC.NO_DIS protects D.DOC from
unauthorized disclosure

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.DOCALT

User Document Data may be
atered by unauthorized persons

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.FUNCALT

User Function Data may be
altered by unauthorized persons

O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

T.PROT.ALT

TSF Protected Data may be
atered by unauthorized persons

O.PROT.NO_ALT protects D.PROT from
unauthorized ateration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization
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T.CONF.DIS

TSF Confidential Data may be
disclosed to unauthorized
persons

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.CONF.ALT

TSF Confidential Data may be
atered by unauthorized persons

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

P.USER.AUTHORIZ
ATION

Userswill be authorized to use
the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable codein the TSF

P.AUDIT.LOGGING

An audit trail of TOE use and
security-relevant events will be
created, maintained, protected,
and reviewed.

O.AUDIT.LOGGED creates and maintains alog
of TOE use and security-relevant events, and
prevents unauthorized disclosure or alteration

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed

P.HDD.ACCESS AUT
HORIZATION

To prevent access TOE assetsin
the HDD with connecting the
other HCDs, TOE will have
authorized access the HDD data.

O.HDD.ACCESS.AUTHORISED protects TOE
assets in the HDD from accessing without the
TOE authorization.

P.INTERFACE.MAN

Operation of external interfaces

O.INTERFACE.MANAGED manages the

AGEMENT will be controlled by the TOE operation of external interfacesin accordance
and itsIT environment . with security policies
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces
A.ACCESSMANAG | The TOE environment provides | OE.PHYSICAL.MANAGED establishesa
ED protection from unmanaged protected physical environment for the TOE

access to the physical
components and data interfaces
of the TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of and
trained to follow security
policies and procedures

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.
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A.ADMIN.TRUST

Administrators do not use their
privileged access rights for
malicious purposes.

OE.ADMIN.TRUST establishes responsibility of
the TOE Owner to have atrusted relationship
with Administrators.

A.USER.TRAINING

Administrators are aware of and
trained to follow security
policies and procedures

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.
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5 Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Release 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_CIP_EXP Confidentiality and integrity of stored data
Family behaviour:

This family defines requirements for the TSF to protect the confidentiality and integrity of both TSF and user
data.

Confidentiality and integrity of stored data is important security functionality in the case where the storage
container is not, or not always, in a protected environment. Confidentiality and integrity of stored data is often
provided by functionality that the TSF uses for both TSF and user data in the same way. Examples are full disk
encryption functions, where the TSF stores its own data as well as user data on the same disk. Especialy when a
disk is intended to be removable and therefore may be transported into an unprotected environment, this
becomes a very important functionality to achieve the Security Objectives of protection against unauthorized
access to information.

Component leveling:

FPT_CIP_EXP.1 Confidentiality andintegrity of stored data 1

FPT_CIP_EXP.1 Confidentiality and integrity of stored data, provides for the protection of user and TSF data
stored on a storage container that cannot be assumed to be protected by the TOE environment.

Management: FPT_CIP_EXP.1

The following actions could be considered for the management functionsin FMT:
a) Management of the conditions under which the protection function is activated or used;
b) Management of potential restrictions on the allowance to use this function.

Audit: FPT_CIP_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

a) Basic: failure condition that prohibits the function to work properly, detected attempts to bypass this
functionality (e. g. detected modifications).

FPT_CIP_EXP.1 Confidentiality and integrity of stored data

Hierarchical to: No other components.
Dependencies: No dependencies
FPT CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: media used
to store the datal.

FPT_CIP_EXP.1.2 The TSF shall provide a function that detects and performs
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[assignment: /ist of actions] when it detects alteration of user and TSF data when
either is written to [assignment: media used to store the datal.

Rationale:

The Common Criteria defines the protection of user datain its FDP class and the protection of TSF data in its
FPT class. Although both classes contain components that define confidentiality protection and integrity
protection, those components are defined differently for user data and TSF data and therefore are difficult to use
in cases where a TOE provides functionality for the confidentiality and integrity for both types of data in an
identical way.

This Protection Profile defines an extended component that combines the confidentiality and integrity protection
for both types of data in a single component. The authors of this Protection Profile view this as an approach that
simplifies the statement of security functional requirements significantly and therefore enhances the readability
and applicability of this Protection Profile. Therefore, the authors decided to define an extended component to
address this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since it is intended to protect data that are exported to storage media, and in particular,
storage media that might be removable from the TOE, the authors believed that it was most appropriate to place
it in the FPT class. It did not fit well in any of the existing families in either class, and this led the authors to
define anew family with just one member.

5.2 FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and process this
information before it is transmitted on another external interface. However, some products may provide the
capability for attackers to misuse externa interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of unprocessed data between different
external interfaces is forbidden unless explicitly allowed by an authorized administrative role. The family
FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Redtricted forwarding of data to external interfaces, provides for the functionality to require
TSF controlled processing of data received over defined external interfaces before these data are sent out on
another external interface. Direct forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functionsin FMT:

a) Definition of therole(s) that are allowed to perform the management activities;

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role;

¢) Revocation of such an allowance.
Audit: FPT_FDI_EXP.1
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one externa interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i. e. without processing the data first) between different external
interfaces is therefore afunction that —if allowed at al — can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since thisis a function that
is quite common for anumber of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both user data and TSF data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
led the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
[assignment: /ist of external interfaces] from being forwarded without further
processing by the TSF to [assignment: /ist of external interfaces.
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6 Security requirements

ZDETIE, TOEDOEXx = U7 ¢ F{f (security requirements) (2B L Criilk 95,

6.1  Security functional requirements

ZOETIE, TOEDO X = U7 1 FEREZ{F: (security functional requirements) (2B L TRtk 3%,
W, IR —F FERBIEROBEETD L A NADOBAD () EEIT, BV IELOBRIEEZRTIERB T
ZRLTWD,

6.1.1 —¥—FRIEHERE
FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number], an
administrator configurable positive integer withinfassignment: range of acceptable
valuesj] unsuccessful authentication attempts occur related to [assignment: /ist of
authentication events).

[selection: [fassignment: positive integer number], an administrator configurable
positive integer withinfassignment. range of acceptable values]
L] an administrator configurable positive integer within 1 to 10

[assignment: /ist of authentication events]
. BE 2L LRV E— N Ul Zffislzn /A 31T

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
. met

[assignment: /ist of actions]
. 2y 77Uk
FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: /ist of security attributes].

[assignment: /ist of security attributes]
. P-4, m—
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FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FE{TH: 2014/8/8

Timing of authentication

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is authenticated.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

. IV Cad T IR aT 1 TR a7 DN

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: /ist of feedback]
*

Timing of identification

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is identified.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

] TVNoad Ty IARaT 1 T IR a7 DA

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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FIA_USB.1 User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: /ist of user security attributes].

[assignment: /ist of user security attributes]
. =4, m—L

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes].

[assignment: rules for the initial association of attributes]
= L

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes].

[assignment: rules for the changing of attributes]
. 7L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time
interval of user inactivity].

[assignment: time interval of user inactivity]
. BB SRV B R L 22V REEDS | BOE e[t
FTA_SSL.3(rui) TSF-initiated termination
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: #/ime
interval of user inactivity].

[assignment: time interval of user inactivity]
. UE— b Ul ZHAE L7V RAEAS, 15 4y [l
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6.1.2 Tay ETT AR
FMT_MSA.1(exec-job) Management of security attributes
Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
ogperations]] the security attributes [assignment: /ist of security attributes] to
[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]
. 7L

[selection: change default, query, modify, delete, [assignment: other operations]]
] query, modify, delete, insert

[assignment: /ist of security attributes]
. o —/)

[assignment: the authorised identified roles]
. U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFF, information flow control SFP| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)
. L

[selection, choose one of: restrictive, permissive, [assignment: other property]]
= Restrictive

[refinement]
L] TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles]
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
L] Nobody
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FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(exec-job)  The TSF shall enforce the TOE Function Access Control SFP on users
as subjects, TOE functions as objects, and the right to use the functions as
operations.

FDP_ACEF.1(exec-job) Security attribute based access control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: /ist of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFA,.

[assignment: /ist of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFF]
= objects controlled under the TOE Function Access Control SFP in Table 22,
and for each, the indicated security attributes in Table 22.

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U.ADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions
[assignment: /ist of functions], [assignment: other conditions]].

[selection: the user is explicitly authorized by U.ADMINISTATOR fo use a
function, a user that is authorized to use the TOE is automatically authorized to
use the functions [assignment: /ist of functions], [assignment: other conditions]]

. [assignment: other conditions]

[assignment: other conditions]
. rules specified in the TOE Function Access Control SFP in Table 22
governing access among controlled users as subjects and controlled objects using
controlled operations on controlled objects

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U. ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects]
= L

FDP_ACF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].
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[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objects]

L

Table 22—TOE Function Access Control SFP

Object Attribute Operation(s) | Subject Attribute | Accesscontrol rule
Sg’;"; ﬁu% Lo | Object DRHEIHLT Subject
X277V R | +PRT Ui orgo g | UUSER PDr—/L 73 Operation Z #F AL
i 7-a— /L ThbH
17
oy Sg’;"; %ﬂg Ry Object 0 J& 12 % LC Subject
Fap e e U ono g U.USER Dr—/L7)% Operation % #F A S4
i 7-a— L ThD
7
rsen Sg’r?tc; z»:»%u;? T object DRHEIZ X LT Subject
[ 2] +DSR Ui on 7 5 U.USER Dr—/L7)3 Operation % FF Al S i
i CAT R 70— L Thd
7
%}‘rﬁr %ﬂg PV Object D BIEICKLT Subject
(7702 +FAXOUT Ui ogo g | UUSER Dr—/L7)3 Operation Z§F Al 4L
i 7-a— L ThbH
17
- e i P | Object DIEPEICHLT Subject
{5k +FAXIN Ui ogo g | UUSER Dr—/L7)% Operation Z 7 AT &4
i 7-o— L THBH
17
Object & Ry Object ™ &I LT Subject
;é%ﬁ%%’ VORI L bsr Pointer 2R 1, User Dr1— L7 Operation % FF A&
] E/_T_/a7 £ e LT
17
Object D m—/)
VE—h Ul EDOTE | +DSR Pointer %] U.USER Subject > — L% Administrator
77 7ANVOFA) | +FAXIN Lizvar7®&| THiLE Operation 73 A HE
17

6.1.3 HA T T EREEHkEE

6.1.3.1

U2 7 KRR

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 24,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment. other

38
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operations]] the security attributes [assignment: /ist of security attributes] to
[assignment: the authorised identified roles.

[assignment: access control SFP(s), information flow control SFP(s)]
= PRT Access Control SFP in Table 25
= BOX Access Control SFP in Table 26

[selection: change default, query, modify, delete, [assignment: other operations]]
. Table23 » [#fE] DIA

[assignment: /ist of security attributes]
. Table23 ™ Tsecurity attributes] DIH

[assignment: the authorised identified roles]
. Table23 » Tm—)L ) DIH

Table 23—Management of security attributes

security attributes BE "—/,v
LY modify, delete, create, query, insert | U.ADMINISTRATOR
Ry 7 AREREE 75 modify, delete, create U.ADMINISTRATOR
BHE DR > 7 ARFEE S | modify U.NORMAL
APPLICATION NOTE 1. This Protection Profile does not define any mandatory security attributes, but some may be

defined by SFR packages or by the ST Author. The ST Author should define how security attributes are managed. Note
that this Protection Profile allows the ST Author to instantiate “Nobody” as an authorized identified role, which makes it
possible for the ST Author to state that some management actions (e.g., deleting a security attribute) may not be

performed by any User.
FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 24,
[assignment: access control SFF, information flow control SFP| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)

. Common Access Control SFP in Table 24
. PRT Access Control SFP in Table 25
. BOX Access Control SFP in Table 26

[selection, choose one of: restrictive, permissive, [assignment: other property]]
] restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles)

to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
= Nobody
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FDP_ACC.1(delete-job)Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 24 on

the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 24.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 24 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 24, and for each, the indicated
security attributes in Table 24.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 24 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjfects to objects]

. U.ADMINISTRATOR (%, 9XT® D.DOC « D.FUNC D #5725 AT BE
. U.ADMINISTRATOR iZ. +FAXOUT ¢ D.FUNC ® Modify 73] g

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of

subjfects to objects]
. L

Table 24—Common Access Control SFP

Object Attribute Operation(s) | Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete U.NORMAL | Denied, except for his’her own
+FAXOUT, documents
+DSR,+NVS,+SMI

D.DOC +FAXIN Delete U.NORMAL | Denied
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Object Attribute Operation(s) | Subject Access control rule

D.FUNC | +PRT,+SCN,+CPY, Modify; U.NORMAL | Denied, except for hissher own
+FAXOUT Delete function data
+DSR,+NVS,+SMI

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete U.NORMAL | Denied

6.1.3.2 Vv N a7 —MHH{EIEMEE

FDP_ACC.1(prt) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(prt) The TSF shall enforce the PRT Access Control SFP in Table 25 on the

list of subjects, objects, and operations among subjects and objects covered by the
PRT Access Control SFP in Table 25.

FDP_ACF.1(prt) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(prt) The TSF shall enforce the PRT Access Control SFP in Table 25 to
objects based on the following: the list of subjects and objects controlled under the
PRT Access Control SFP in Table 25, and for each, the indicated security attributes
in Table 25.

FDP_ACF.1.2(prt) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
PRT Access Control SFP in Table 25 governing access among Users and controlled
objects using controlled operations on controlled objects.

FDP_ACF.1.3(prt) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
= L

FDP_ACF.1.4(prt)The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects]
. L
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Table 25—PRT Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule
D.DOC | +PRT Read U.NORMAL | Denied, except for hissher own documents

6.1.3.3 —H—=R v ARIFHERE
FDP_ACC.1(box) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(box) The TSF shall enforce the BOX Access Control SFP in Table 26 on the

list of subjects, objects, and operations among subjects and objects covered by the
BOX Access Control SFP in Table 26.

FDP_ACF.1(box) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(box) The TSF shall enforce the BOX Access Control SFP in Table 26 to
objects based on the following: the list of subjects and objects controlled under the
BOX Access Control SFP in Table 26, and for each, the indicated security
attributes in Table 26.

FDP_ACF.1.2(box) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
BOX Access Control SFP in Table 26 governing access among Users and controlled
objects using controlled operations on controlled objects.

FDP_ACF.1.3(box) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
. L

FDP_ACF.1.4(box) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects]
. 7L
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Table 26—BOX Access Control SFP

Obj ect Attribute(s) Operation | Subject Access control rule

D.DOC +SCN, +CPY, | Read U.NORMAL | Denied, except for hisslher own documents
+DSR,
+FAXOUT

D.DOC +FAXIN Read U.NORMAL | Denied

D.DOC +SCN, +CPY, | Read U.ADMINIS | Denied, except (1) for his’/her own
+DSR,+FAXI TRATOR documents, or (2) if authorized by
N, +FAXOUT mechanism if such functions are provided

by a conforming TOE
6.1.4 ZfFVaTEEERE

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD 5 —#522iHEHERE

FDP_RIP.1

FDP_RIP.1.1

Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from] the following objects: D.DOC, [assignment: /ist of objects].

[selection: allocation of the resource to, deallocation of the resource from)|
= deall ocation of the resource from

[assignment: /ist of objects]
. L

6.1.6 HDD RFE{vigRE

6.1.6.1

i =L S RE

FCS_COP.1(h) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1

attributes, or

Import of user data without security
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FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: /ist of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm)] and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: list of cryptographic operations]

. HDD ~EFXIAEN DT —F O o b#fE
. HDD 7 berth S5 7 — & O 5
[assignment: cryptographic algorithm]
. AES
[assignment: cryptographic key sizes)
. 256 bit
[assignment: list of standards]
] FIPSPUB 197
FPT_CIP_EXP.1 Confidentiality and integrity of stored data
Hierarchical to: No other components.
Dependencies: No dependencies
FPT_CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: & Removable
Nonvolatile Storage device).

[assignment: a Removable Nonvolatile Storage device]
. HDD

FPT_CIP_EXP.1.2 The TSF shall provide a function that detects and performs
[assignment: /ist of actions] when it detects alteration of user and TSF data when
either is written to [assignment: a Removable Nonvolatile Storage device.

[assignment: /ist of actions]
= no action

[assignment: a Removable Nonvolatile Storage device)
. HDD

APPLICATION NOTE 2. Today many manufacturers are looking at hardware solutions such as fully encrypting
disks to meet disk encryption requirements. Some of these driveswill not allow data to be written to the drive unless the
correct credentials (either the key itself or credentials required to unlock the key stored in a secure area of the drive) are
presented. Assuming that this functionality can not be bypassed, detection of modificationsis not a useful function
within the TOE and therefore it should be possible to instantiate "no action" in the assignment for the "list of actions” in
FPT_CIP_EXP.1.2, arguing that unauthorizedmodification is prevented by the design of the system.

Quate from [PP Guide]

6.1.6.2 AL BIFRREAHE
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FPT_PHP.1 Passive detection of physical attack
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_PHP.1.1 The TSF shall provide unambiguous detection of physical tampering that might
compromise the TSF.

[refinement] physical tampering — HDD X O HDD 57— # K E5{b/X F— U » 7R
— FOFT 0z

FPT_PHP.1.2 The TSF shall provide the capability to determine whether physical tampering
with the TSF's devices or TSF's elements has occurred.

[refinement] physical tampering — HDD &K O'HDD 7 — %54/ 77—V v 7R
—FOTVEZ

6.1.7 LAN 7 —X{RE#HER
6.1.7.1 IP/37 v MG SALEERE
FCS_COP.1(n) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(n) The TSF shall perform [assignment: /ist of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: /ist of cryptographic operations]

. LAN ~ET 5 P37 » b Ol 5L#ERE

. LAN B35 T 5 IP /37 v b O SHE
[assignment: cryptographic algorithm)]

. Table27 @ Tcryptographic agorithm| DIH

[assignment: cryptographic key sizes]
. Table27 @ Tcryptographic key sizes| DIH

[assignment: /ist of standards]
. Table27 & list of standards| DIH

Table 27— IPSec cryptographic algorithm, key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards
3DES-CBC 168 hit FIPS PUB 46-3
AES-CBC 128 bit, 192hit, 256 hit FIPS PUB 197
AES-GCM 128 bit, 192hit, 256 hit SP800-38D
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FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FE{TH: 2014/8/8

Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the

communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 BT AMERE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test should occur]] to
demonstrate the correct operation of [selection: [assignment: parts of TSF], the
TSA).

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occur]]

Ll during initia start-up

[selection: [assignment: parts of TSF], the TSF]
. LAN 7 — Z (REERERE TR 25 =5 7 /v = ) X L (AES. 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSF|, TSF data).

[selection: [assignment: parts of TSF], TSF data]
. i

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.
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6.1.9 BEEDIHERE
FAU_GEN.1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT_STM.1 Reliable time stamps

FAU _GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified)]
level of audit; and

- all Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 28; [assignment: other specifically defined auditable events|.

[selection, choose one of: minimum, basic, detailed, not specified)]
= not specified

[assignment: other specifically defined auditable events]
. L
FAU _GEN.1.2 The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, for each Relevant SFR listed in Table 28: (1) information as defined
by its Audit Level (if one is specified), and (2) all Additional Information (if any is
required); [assignment: other audit relevant information)].

[assignment: other audit relevant information)
. L

Table 28—Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP ACF.1 Not specified Typeof job

Both successful and unsuccessful use of the FIA_UAU.1 Basic None required

authentication mechanism

Both successful and unsuccessful use of the FIA_UID.1 Basic Attempted user

identification mechanism identity, if available

Use of the management functions FMT_SMF.1 Minimum None required

Modifications to the group of usersthat are FMT_SMR.1 Minimum None required

part of arole

Changesto thetime FPT_STM.1 Minimum None required

Termination of an interactive session by the FTA_SSL.3 Minimum None required

session locking mechanism*

Failure of the trusted channel functions FTP ITC.1 Minimum None required

1 PP Guide ¢ T14.1 IEEE Std 2600.1 Errata] %z

IEEE Std 2600.1(Z%“Locking of an interactive session by the session locking mechanism” & & % 73, #5503 &

T B EA R

47
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FAU_GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU _SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: /ist of audit informatiori] from the audit records.

[assignment: authorised users]
. U.ADMINISTRATOR

[assignment: list of audit information]
. Table28 (T 7D U X |k

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.
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FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of: prevent, detect
. prevent

FAU_STG.4 Prevention of audit data loss

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of: “lgnore audited events”, ‘prevent
audited events, except those taken by the authorised user with special rights’,
“overwrite the oldest stored audit records” and [assignment. other actions to

be taken in case of audit storage failure] if the audit trail is full.

[selection, choose one of: “ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]

= “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
. L
6.1.10 FHEE
6.1.10.1 = —¥ —E HEkkRE
FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

FIA SOS.1.1 The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric].

[assignment: a defined quality metric]
» AT ERILFLUTONRRAT — R
3 TR BT D SUTAI A E D IR
. BERUFA~D)E L LT EEDD
» BNTF(a~2)E 1 LTLLEED D
= HF0~9% 1 XFTLUEEDD

Copyright Canon Inc. 2011
49



Canon

FE{TH: 2014/8/8

s TAT 7Ry RSO LFO-@[):, AT #%& ()=~ +)_><)& 1 CTFLLE
HHD
= fERRRESCT
o HHSIFLA DL TOILTF

FMT_MTD.1(user-mgt) Management of TSF data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other operations]] the [assignment: /ist of TSF
data associated with a U.NORMAL or TSF Data associated with documents or jobs
owned by a U.NORMAL] to [selection, choose one of: ANobody, [selection:
U.ADMINISTRATOR, the U.NORMAL to whom such TSF data are associated]].

[selection: change default, query, modify, delete, clear, [assignment. other
operations])

. Table29 » TH:{E] DA

[assignment: Jist of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL)
. Table29 ® [TSF data)] DIH

[selection, choose one of: Nobody, [selection: UADMINISTRATOR, the
U.NORMAL to whom such TSF data are associated]]

. Table29 » m—/v | DIA
Table 29— — ¥ —{F HE B
TSF data o —/L BE
APk T U.ADMINISTRATOR mgw,dmm create, - query,
IRAT— R U.ADMINISTRATOR | modify, delete, create, insert
HED/NRAT— K U.NORMAL modify
FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified roles]].

[selection: Nobodly, [assignment: the authorised identified roles]]
. Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to
which no user shall be associated.

6.1.10.2 W5 =8 FMHE

Copyright Canon Inc. 2011
50



Canon

FE{TH: 2014/8/8

FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes] that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithm)
Ll FIPSPUB 186-2 {235 < Ky Bg# ARk 7 v Y X A

[assignment: cryptographic key sizes]
. 128hit, 168hit, 192hit, 256 bit

[assignment: /ist of standards]
. FIPS PUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standards].

[assignment: cryptographic key distribution method)]
. DH (DiffieHellman) 35 JTONECDH (Elliptic Curve Diffie Hellman)

[assignment: /ist of standards]
. SP800-56A

6.1.10.3 T /31 AEHKRE

FMT_MTD.1(device-mgt) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change_default, query,
modify, delete, clear, [assignment: other operations]] the [assignment: /ist of TSF
data] to [selection, choose one of: Aobody, [selection: U.ADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMAL]]].
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[selection:
operations])

. Table30 ®» T#E] DIA

[assignment: /ist of TSF datal]
L] Table30 @ [TSFData] DA

[selection, choose one of: AMobody, [selection: U.ADMINISTRATOR, [assignment:
the authorized identified roles except U.NORMAL]]]
. Table30» T —/L| DOIE

Table 30—7 /3 A A B HEHLHE

FE{TH: 2014/8/8

change _default, query, modify, delete, clear, [assignment: other

TSF Data 7—/ e

F /523 U.ADMINISTRATOR | modify
HDD5E 4 1H B E U.ADMINISTRATOR | query, modify
[PSec 7% & U.ADMINISTRATOR | query, modify
A —h VT ERE U.ADMINISTRATOR | query, modify
2y 7T MRS —FRE U.ADMINISTRATOR | query, modify
ISAT—RRY L — R E U.ADMINISTRATOR | query, modify
A= U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions

Hierarchical to:

Dependencies:

No other components.

No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: /ist of management functions to be provided by the TSF].

[assignment: /ist of management functions to be provided by the TSF]
. LIF Table 31 127~ & B AE

Table 31—The management of security requirements

EEHRE #RIE

A /R R % E modify
HDDZE2H LR query, modify
IPSec 7% iE query, modify

52
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EEERE BiE
A= VTR IE query, modify
1y 7T MRU Y — R E query, modify
INAT— KRRV — R TE query, modify
ey query, delete
modify,  delete,
a—H—% a— create, query,
insert
— modify,  delete,
/SAT—=F create, insert
Ry 7 ARG Mot faae
HED/RRAT— R modify
. - - modif
DR A R Y

6.2  Security assurance requirements
This section defines the security assurance requirements for the TOE.

Table 32 lists the security assurance requirements for 2600.1-PP, Protection Profile for Hardcopy Devices,
Operational Environment A, and related SFR packages, EAL 3 augmented by ALC_FLR.2.

Table 32— 2600.1 Security Assurance Requirements

Assurance Class Assurance components

ADV: Development ADV_ARC.1 Security architecture description

ADV_FSP.3 Functional specification with complete summary
ADV_TDS.2 Architectural design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ALC: Life-cycle support ALC_CMC.3 Authorisation controls

ALC_CMS.3 Implementation representation CM coverage
ALC DEL .1 Dédlivery procedures

ALC _DVS.1 Identification of security measures
ALC_FLR.2 Flaw reporting procedures (augmentation of EAL3)
ALC_LCD.1 Developer defined life-cycle model

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE _INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE COV.2 Andysis of coverage

ATE DPT.1 Testing: basic design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample
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Assurance Class Assurance components
AVA: Vulnerability assessment | AVA VAN.2 Vulnerability analysis

6.3  Security functional requirements rationale
6.3.1 The completeness of security requirements

Table 33 (% TOE tX=UT %K F LX) T A EE 2~ 7 LT-b DO THD, ZHITED,
B X2 UTAREREBEN D72l 1 DD TOE X 2T A% K T EHIIE L TNAZEEZRLTND,
F 7% BER % Bold {Ad (P) THEL., iR —hL TWOA%NEIRRE (S) TRLTZ,

Table 33—The completeness of security requirements

Objectives

O.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.HDD.ACCESS.AUTHORISED

SFRs
FIA_AFL.1
FIA_ATD.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1 S|S|S|S|S|S
FIA_USB.1
FTA_SSL.3(lui)
FTA_SSL.3(rui)
FMT_MSA.1(exec-job)
FMT_MSA .3(exec-job)
FDP_ACC.1(exec-job)
FDP_ACF.1(exec-job)
FMT_MSA.1(delete-job)
FMT_MSA.3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACF.1(delete-job)
FDP_ACC.1(prt)
FDP_ACF.1(prt)
FDP_ACC.1(box)
FDP_ACF.1(box)
FPT_FDI_EXP1 P
FDP_RIP1
FPT_CIP_EXP1

WO VWO TT T OVT OO

mwolnwn
wonwmw

T[T VIT VWL

T
T
T
T
T
T
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Objectives
’
@)
)] L B d
w | O |E|a|E
o N L L U2 L N O (= v O
— - a) 4 =z o o
Ol S |SaS|lol|Y|olb
olod|2|o|Q|Q|E|=|2|0 <
Z|z|Z2 (2|2 |2 |E |uW|# |2 '
alal | &0 |8 gj T IE |2 S
°|o|d|c|o|c |8 |E|g|5|8
d = @)
o L
o
SFRs
FCS_COP1(h) s|s|[s|[s]|]s]s
FPT_PHP1 P
FCS_COP1(n) S S S S S S
FTPITC1 P|P|P|P|P|P
FCS CKM.1 S| S|S|S|S|S
FCS _CKM.2 S S S S S S
FPT_TST.1 P
FAU_GEN.1 P
FAU_GEN.2 P
FAU_SAR.1 P
FAU_SAR.2 P
FAU_STG1 P
FAU_STG4 P
FPT_STM.1 S
FIA_SOS.1 S
FMT_MTD.1(user-mgt) P|P|P
FMT_SMR.1 S| S|S|S|S|S|S
FMT_MTD.1(device-mgt) PP | P
FMT_SMFE1 S| S|S|S|S|S

6.3.2 The sufficiency of security requirements

KRBT, BF 2T ABEREEAED TOE tF VT kK7 $H &N DI+ ThDOMRAA TR
%)o

O.DOC.NO_DIS (%, user document data 73 8 #& X172 D12,

FIA_UID.1 TOa—V—iBEFHRIEC T, FMT_SMR.1 CTEEEN/-o— A 08E0 Y Thh, Zon
— DX,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (= &
DEAEERND BT 72 A R0,

FDP_ACC.1(prt)/FDP_ACF.1(prt).

FDP_ACC.1(box)/FDP_ACF.1(box)

IZEDE a7 O, 7L E2—Z2 R ANDORIIT 7 EARKIRLIZDT 52 LI EREND,

F7-. Va7 ERZ A RS U7 user document data DFETEE HIZ. FDP_RIP.1 IZXV 52 il EEn5,
E512, HDD WD 2—H—F —H TSF T —Z ~DWE A« ZEFEITKIL T
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FPT_CIP_EXP.1, FCS_COP.1(h), FCS CKM.1 |[ZLV{f#ESI,

LAN 2525302 —H—F —H TSF 7 —H~DWX A« BFEITH LT
FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZXkhif#sn 5,
INGICEEE T A EEMEAEIX FMT_SMR.1IZ X » TRt h T 5,

O.DOC.NO_ALT (. user document data 23t & A SH72 K912,

FIA_UID.1 TOa—HF—i#BIEHIZIST T, FMT_SMR.1 TEELSNZn— L0880 YCThh, 2o
— DX,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (= K
DEANEERND T 7B ARIRTHZ LIV ETRIND,

EHIZ, HDD N —H—F —H - TSF 7 —H~DUE A+ BFRITHRIL T

FPT_CIP_EXP.1, FCS _COP.1(h), FCS CKM.1 [ZLV{f#ES .,

LAN 252 E 42— —F —H-TSF 7 —H~DE A BT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 (kv fssn s,

ISR B B EEREIL FMT_SMFR.1IC X » TRt h T 5,

O.FUNC.NO_ALT I, user function data 23k X A S8 E9IZ,

FIA_UID.1 TOa—V—iBEFHRIZSC T, FMT_SMR.1 TEHEIN/-o— A 03E0 Y Thh, Zon
— N HEOX,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (= &
DEMEERNDIRZT 7 BAFIR T 52 LIV EHI D,

E51Z, HDD WD —H—F —H - TSF 7 —F ~DUX A« ZFE KL T

FPT_CIP_EXP.1, FCS _COP.1(h), FCS CKM.1 [ZLV{f#ES .,

LAN Z5Z 5T H2—W —F —Z - TSF T — X ~DhS A TR IH LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 (kv iisns,

ISR B B EEREIX FMT_SMFR.1IC X » TRt h T 5,

O.PROT.NO_ALT %, TSF protected data 73S A ST EH 2,

FMT_MTD.1(user-mgt) & FEE 72 FIA_UID.1 CTO2—H —ikBIE BRI T T, FMT_SMR.1 TEH
Shica—AnEIN Y THh, Tor— L IikS%,

FMT_SMR.1, FMT_MTD.1(devicemgt) , FMT_SMF.1(ZX5 T /A A EFEREIC LV HEEH SN D,
E5IZ, HDD WD 2—H—F —H TSF 7 —Z ~DU X A - BFEITHRTL T

FPT_CIP_EXP.1, FCS COP.1(h), FCS_CKM.1 |ZXhfti#ESi,

LAN 2525302 —H—F —H - TSF 7 —H~DWEX A - ZFITH LT

FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZkhif#sn5,

O.CONF.NO _DIS (%, TSF confidential data 735 S#7Z2 91T,

FMT_MTD.1(user-mgt) CEFEE 7= FIA_UID.1 TO—H —fBIEH#IZIG T T, FMT_SMR.1 TE#E
Enza— iy BN G THi, TOr— LI SE,

FMT_SMR.1, FMT_MTD.1(devicemgt) , FMT_SMF.1 ([ZX5 T /A ZE B RE IC LV FEHEN D,
EHIZ, HDD WD 2—H —F — 2 TSF 7 —H ~DU X A - BFE IR T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 |[ZXv it

LAN 2525302 —H—F —H - TSF T —H~DWE A - BFEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZXhixi#Esn 5,

O.CONF.NO_ALT %, TSF confidential data 73X A SH720 D12,
FMT_MTD.1(user-mgt) CEHE 72 FIA_UID.1 TO2—W—#BIIEHRITIGT T, FMT_SMR.1 TEH
SNTom— LB Y THIL, Z£OR— LTI,
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FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 (Z5L5 T /A A& FREEAE(
EBIZ, HDD NDa—H—F —H - TSF T —H~D X A - B Tx LT
FPT_CIP_EXP.1(h), FCS COP.1, FCS CKM.1 (kv {r#Sh,

LAN 23552552 —P—F —H - TSF T —Z ~DES A - ZFITHL T
FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS CKM .2 [Zkv{fi#ES 5,

ZEXVEBIEND,

O.USER.AUTHORIZED (%, FIA_UAU.1, FIA_UID.1, FIA_UAU.7, FIA_AFL.1 TOFRRIFREEAT =
AL I FES N T — — 3,

FIA_ATD.1, FIA_USB.1, FTA_SSL.3(lui)/FTA_SSL.3(rui)
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job)
TEHILITEDIEBLIND,

S5H1Z, FIA_SOS.1, FMT_MSA.1(exec-job), FMT_MSA.3(exec-job), FMT_SMR.1 {2V IE Y 7p 2 —4
—EEHT D,

WZEaz—HF—Dtyrar BHI,
(ZED7 7B AN LD | MEIRZ AT G- ST B RE 2R

O.INTERFACEMANAGED (%, A I A F—T7 = — A& E BT L% T #THY . FIA_UAU.L,
FIA_UID.1, FTA_SSL.3(Iui)/FTA_SSL.3(ru)liz &bt —H — (¥ —7 = —ADE L FPT_FDI_EXP.1
(285 LAN ~D#REA R DR RRIC L > THEESND,

O.SOFTWARE.VERIFIED %, FPT_TST.1 ® H &7 AM&EREIZ L > CTEHIND,

O.AUDIT.LOGGED /% . FAU_GEN.1, FAU GEN.2, FAU_SAR.1, FAU_SAR.2, FAU STG.1,

FAU_STG.4 |[ZEDEEA a7 BEREIC L > THEBISND, EHIC, AT 4 — vy MOl ea—F— {5 &
LG AR 9572012 FIA_UID.1 & FPT_STM.1IZX> THR—F&En5,
O.HDD.ACCESS AUTHORISED (%, HDD 727 ARC FPT_PHP.1 (ZL A AMAGRBIFRARERE I L~ C
FHLSND,
6.3.3 The dependencies of security requirements
ARFETIE, ST THEBE B OARAFMEZ T 72 L TV &G RTED 70V B 2Lk 375,
Table 34—The dependencies of security requirements
BEREEF cc Tgﬁ;ﬂ%ﬁkﬁ ST Th7zL TV IRTFHE Ve i ral O QUAVA AT N
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A KT L T D)
FIA_ATD.1 No dependencies. No dependencies. N/A (AT L T D)
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A (EAFHEZ T2 L TV D)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A (RTEEZ 2L T D)
FIA_UID.1 No dependencies. No dependencies. N/A (I AFMEDZR L)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (RTEMEZ2L T D)
FTA_SSL.3(lui) No dependencies. No dependencies. N/A (IRFEEDTER L)
FTA_SSL.3(rui) No dependencies. No dependencies. N/A (AT DO FR72L)
[FDP_ACC.1or .
T MSAL _ FDP TFC.1] FDP_ACC.1(exec-jaob) "
~ MSA.1(exec-job) EMT SMR.L FMT_SMR.1 N/A (RIFHEZR7ZL T D)
FMT SMFL FMT_SMF.1
FMT_MSA.3(exec-job) Em P\SAMSQ.'% Em $_|\S/|'\/S|Q:i(exec-1 ) | N/A (A LTV )
FDP_ACC.1(exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) N/A (A7 72 L TUD)
. FDP_ACC.1 FDP_ACC.1(exec-joh) . .
FDP_ACF.1(exec-job) FMT MSA3 FMT_MSA 3(exec-job) N/A (A7 72 L T D)
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BEREEE cc ?gﬂtﬂ%ﬁkﬁ ST Ta7=L TR RAFMEETG L QU VRl
E:TDDPPTég%'l or FDP_ACC.1(deletejob)
FMT_MSA.1(deletejob) || ooy FMT_SMR.1 N/A (A7 MEZ 72 T D)
= FMT_SMF.1
FMT SMF.1 =
. FMT_MSA.1 FMT_MSA.1 S .
FMT_MSA 3(delete-job) FMT SMR 1 FMT SMR1 N/A (R TFMEZ 72 L CUD)
FDP_ACC.1(deletejob) || FDP_ACF.1 FDP_ACF.1(delete-job) N/A (A7 72 L T D)
. FDP_ACC.1 FDP_ACC.1(delete-job) e o \
FDP_ACF1(deletejob) || by vjoa 3 FMT MSA 3(deletejop) | /A URTFIEEITZLTD)
FDP_ACC.1(prt) FDP_ACF.1 FDP_ACF.1(prt) N/A URAFMEZ 7L TVD)
FDP_ACC.1 FDP_ACC.1(prt) P
FDP_ACF1(pr) FMT_MSA.3 EMT MSA.3(ddetejob) | /A BRIFEEIRTZLTND)
FDP_ACC.1(box) FDP_ACF.1 FDP_ACF.1(box) N/A (AP 72 T D)
FDP_ACC.1 FDP_ACC.1(box) P .
FDP_ACF.1(box) FMT MSA3 FMT_MSA 3(delete-job) N/A (R 72 L T D)
FMT_SMF.1 FMT_SMF.1 .
FPT_FDI_EXP1 FMT SMR.1 FMT SMR.1 N/A URAFEZ 7L TD)
FDP_RIP1 No dependencies. No dependencies. N/A (I AFMEDZER L)
FPT_CIP_EXP1 No dependencies. No dependencies. N/A (RFEEDTER L)
FCS CKM.4 % E3EL TV WL
[FTDDPPT'TTCC-Zl or W4T RAM 1A RSB IR A B B £
FCS COP1(h) oS CKM fr FCS CKM.1 %, E-WE B A RO 3Dk iKEI feZeflE it
. . ] 7 \
FCS CKM .4 Lo TCND, fiE> CTHEREI IZIE S-SRk B4 L
R EH S RIT R A ’ﬁﬁfiénm\é
FPT_PHP1 No dependencies. No dependencies. N/A (URFFED R 72 L)
FTPITC.1 No dependencies. No dependencies. N/A (AP D ZR 721 )
FCS CKM.4 % E3EL TV W
[FTDDPPT'TTCC-Zl or W4T RAM 1A RSB IR A B B 1 £
FCS_COP1(n) oS CKM fr FCS_CKM.1 BRI SHETO S ) iIEI feZeflE it
L CKM.1) Aol R | 5 B L
7o Eb %ﬁ% pezaest] ’ﬁﬁfiénm\é
FCS CKM.4 ZFiRL TV Bl
[FCS CKM.2 or FCS COP1(n) W8T RAM _EICAERSHVERZEISEH A
FCS CKM.1 FCS COP1] FCS_COPll(h) %o FIMEBHEA T 3 2 EITR Al e A
FCS CKM.4 - Llpo TN, HEo THERERIICIE S ke A L
7o ELRE S HNI L AITEHEINTND,
FCS CKM.4 %EHE'}ELTD VRWERH
[FFDDPPT'TTCC; or W4T RAM IR SNVBIR A 815 L1 2
FCS_CKM.2 oS KM fr FCS_CKM.1 %o HIM S HEETRY Hja“ k ;’tIﬂ e A
> | q] ey
RS ET ”r”sﬁéhﬂ\é
FPT_TST.1 No dependencies. No dependencies. N/A (IR AFIED BER72L)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (RAFPEZ 72 L TUD)
FAU_GEN.1 FAU_GEN.1 . \
FAU_GEN.2 FIA UID.1 FIA UID.1 N/A (RIFHEZT 2L T D)
FPT_STM.1 No dependencies. No dependencies. N/A (UEFFHED TR 72L)
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A (RAFPEZ 2L QD)
FAU_SAR.2 FAU SAR.1 FAU_SAR.1 N/A (RAFEHEEHT-L T D)
FAU_STG1 FAU_GEN.1 FAU_GEN.1 N/A (AT ZT- L TUD)
FAU_STG4 FAU_STG1 FAU_STG1 N/A (A7 MEZ 72 L T D)
FIA_SOS.1 No dependencies. No dependencies. N/A (RTEMEZ 7L T0D)
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HEREE ¢ TE#E—@%{K@ ST Tzl TV DR A WLV WEH
FMT_MTD.1(user-mgt) Em }% Ell Em Lgm Ell N/A (A7 MEZ 72 T D)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (KPR TG T-L T D)

FMT_MTD 1(device mg) | A oy VS NIA (K F P2 7= LTV D)
FMT_SMF.1 No dependencies. No dependencies. N/A (RAF DO FR7L)

6.4

Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices used in restrictive commercial
information processing environments that require a relatively high level of document security, operational
accountability and information assurance. The TOE environment will be exposed to only alow level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that provides
almost constant protection from unauthorized and unmanaged access to the TOE and its data interfaces.
Agents cannot physically access any nonvolatile storage without disassembling the TOE except for
removable nonvolatile storage devices, where protection of User and TSF Data are provided when such
devices are removed from the TOE environment. Agents have limited or no means of infiltrating the TOE
with code to effect a change and the TOE self-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions
and procedures for the reporting and remediation of identified security flaws are in place, and their
inclusion is expected by the consumers of this TOE.
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7 TOE Summary specification

ZOFE T, TOE Bt ETLIR T2,

71 =o—Y—GREEEERE
- XIS TAEAEE {4 . FIA_UAU.1, FIA_UID.1, FIA UAU.7, FIA_ATD.1, FIA_USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.S(rui)

TOE 1%, IEHO =2 — =% BIFRAET 572010, 22— =0 /E R —h Ul ITBWTT VX
IWAE ST EBET DR _:L—%—@%%IJME%EX?‘% B, TV oad TrrAR a7 | Ty A
a7 O NITFFA LTS, [FIA_UAU.1, FIA_UID.1]

:L”_‘Jd‘_‘nuu i u—F@2$§*E0)DLA uiEjiJc%h'j-j— }‘j—é
HMERRAE T 3

:L‘—']j_“—nunm‘ﬁ_’—/\“— BRSNS — P — fEaEFIH 32585 5 Hil2 X, =—H—
FARE—/3—{Z1%, Kerberos #—/3—=> Active Directory —/3—233% 435,

TOE I, %DBHLHEO)‘H-_/\_‘ﬁ)IEﬁ@—H‘_‘/\_‘«Cb{})é\_&%nLP \—J:DEEE —é—é
P FRRE S =
T NA RSN TND 2 — W —IF | 2585 5 =

TOE | i:L‘—‘H‘”—nunEkL/“C :L‘—‘ﬁ‘ Zl INAT — }‘ nuuft%(fg)émy/])/%o))\jj%g*b( #él
g AU Ca— Y =4 RAT =R NE KLU E Do — Y — 2 BIEERRET D, 723/ AT — h
AT DBED/SAT —RFF A=Y T (X, * THRT D, [FIA_UAU.7]

TOE IL, 2— ¥ —OfBIFEREIZ kN 95 &, —H—Z 112 Access Control Token(LL#: ACT)Z 36173
60

ACT &iF, 2= =4 — LN T, 2= —Dr— LT LICREINTZT ) r—ar
HRE~DT 7 ¥ AN G ENT-A TV =27 b TH5D, [FIA_ATD.1, FIA_USB.1]

TOE (%, RIEZ2ul AL B TEO T 72O Fouy 7 7o MEREA 1R {35, [FIA_AFL.1]

- BRELI-eyI T UM RBIBIGELZG AT Y 2 — Y —IC L Cry T U RS S, vy
T MOFFREISEIL, 1~10 [BEI)BRINTE S, (FIHfEIE 3 [E])

- RELTEnyZ T URMEM AL, Y —Y —0ns AU 2RO, ny 7T U MERIT 1-60
IINHIRINTES, (FIHEIE 3 57)

TOE &, #EAXARLUE—F Ul 2 — ERFHBELR2VREN B S50 7V RSE S,
[FTA_SSL.3(lui), FTA_SSL .3(rui)]

- MRS RVEEELZRUNREEDS A — U THERE I TRRES - Z A LT T MR D58,
10 70-9 3B IR Tx 5, (WIHIMEIE 2 43)
- UE—h Ul ZHEELZRV VIREES, 15 45 TR%E
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7.2  TaTEFTT 7 & RIS

- X+ HIEEE 4 FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_M SA.1(exec-job),
FMT_M SA .3(exec-job), FMT_SMF.1
TOE 1%, RGeS N -2 — P —{ZRITSN 7= ACT ONEITLU T, Ul o ya” E477 7 v A H4H
MREZIRMET L, 2 —PF —CRITEND ACT ODu—/LOBWAbH, 2, BB, BN
U.ADMINISTRATOR D AIZIRESIND, 2DV ar FAT7 7 v ARENIKT 35, HlEcT RO BT %
BEREZ DL OTHY ., HIZEETHD,

BIE IV DG EOY a7 FATT 72 ARIENL, ACT Ou— M-S T 7V r—a iR o JF ik
IS CTYa” FATAFF AL T, ZNLISMET 7 B AEAE S T2,

VE—RNUIDOEEDOY a7 ET7 72 AH#L, ACT Da—/ /L O EMEEIZS U TYra” OFETEELRLT,

FNLSNTT 7B AE AT 5,
%72, UADMINISTRATOR (%, X TOVa7 FEITHARETH D,

Table 35— a3 7EITOT 7 B AHIFAR Y 2 —

Ul &5 THIAE R 5 it BIE
BaE L X277V D | UUSER Ou— LR [wx a7 U b &3 | il % 52 15 AL
Pointer ASNn—LTh5 THZLTHELTHE
[="— | @ Pointer U.USER Du—/L3la— | ZFFal &z | il 4 sk 22 2 1% P4k
o—/LChb THIETIATAMRE
(2% % LTEE D | UUSER Ou— Lin[ 2%y U CEE & | #I %F % 2 15 ML
Pointer HFAEN-n— L ThoH THIETIATAMRE
[7727 2] ® Pointer U.USER Oua— L3 [ 2%y UTIEE 1 & | 480 5 5 2 1% M4k
R EN-a—/LThb TAZLTCEITARE
[SZAZRLA 1D Pointer | UUSER Da— LS MEAET 7 AL OFI | | 58 % 52 2 75 M Ak
ERFAIENZR— L ThS THIETHATAIHE
MRIEZ 7ANVOFIH ] | UUSER Ou— /L3 EIE7 7 AL ORI | | 486 % 52 2 15 Ak
@ Pointer RSN — L ThHD THIETILITAHE
(2% v L THRIE] D | UUSER Du— L[ 23 UTIRAE) & | I8 % 5 2 15 PR AL
Pointer RSN zn— L ThD THIETIITATRE
YE—h Ul MEIE77AVOFA | | UUSER ®a— /L7 Administrator o— | FZ{7457]
@ Pointer JL LA

7.3 BAYa 7T 7 AR

- AT AREREEM : FMT_MSA. 1(delete-job), FMT_MSA.3(delete-job), FMT_SMF.1

Copyright Canon Inc. 2011

61




Canon

FE{TH: 2014/8/8

TOE L, 7V heabt’— 2%y -FAX EEDOR AT a7 I L TUL FO©vx 2T sk REA #2975, =
OREIL, 2 —F =BT ALV a7 Zxt T 57 7B AKIHSRE Th D, = —V —Z DOXE, M Ab
A, HIBR, iIBANE UADMINISTRATOR DAIZIRESND, ZOFAT a7 Da—F —4 1T A
VaZ BRI E OV a7 B AR LT — =4 TSNS, 22— =Ry TR VAT LIRS T AD
I EEE 51 UAADMINISTRATOR ([Z k> THIEHLEND,

7.3.1 TV v Y a T —RRTERRE
- X9 %8 88 = : FDP_ACC.1(deletesjob), FDP_ACF.1(delete-job) ., FDP_ACC.1(prt),
FDP_ACF.1(prt)

TOE I, Bt 5ol 537V hary ngAShbE, ZOFET IV METIC—FRFT 5, B
W2, Vb ad i B EN T — =4 TEDO TV a T DA EZHIW L. LA O T 7 & A
ZFEHEFL D,

U.USER 1%, —FHRFLI=Z VU bra7 iz L ¢, BHED2—Y =47V oard Oa—H —4 3 —
BL=5E12, LT OBRED ATHE,

- TV TA,
- TVNOEREEET D,
- ﬁIJI.S/%_aA%)o

BL., 7V T 2881, TV aT ot 5 SN g 5L 3B SV CA SN iEE 5
N—ETHNENHD,

U.ADMINISTRATOR 1L, T R_RTCO—BHREELTZF Vo ba7 126 LT, LL FO#EDS AT HE,

- HIFRT 5,
7.3.2 FAX 28D a 7 —FHE/FHk R

- SR AEEEEE: : FDP_ACC.1(delete-job), FDP_ACF.1(delete-job)
TOE 1T, ZA~—EEDORENENT- FAX EEVa7 D EASNDLE, TOFEEEETITHRESNT-
B T — R 1ET 5,
U.NORMAL %, —BFR{ELTZ FAX BEVa7 Ikl BHDO2—H -4 LGV aT7 02— —4
N LT=5E12, LLF OBREMN Al HE.

- mHEETETD

U.ADMINISTRATOR 1L, T _XTCHO—HHREFELT- FAX BEVa 71Tk L T, LA F O#E/EA ATRE.
- AEEEWETD

7.3.3 Ry 7 ZMRTERERE

- %t B % RE B 4 : FDP_ACC.1(delete-job), FDP_ACF.1(delete-job) ., FDP_ACC.1(box),
FDP_ACF.1(box), FMT_MSA.1(delete-job), FMT_SMF.1

TOE 1%, ot —  AXx ¥ EE3 Va7 23 CEE TV EETLHOTITARL, 22— =Ry 7R —H,
EA CELL TRFET DHREZIRAE T2, 2NODOEF CEMEESNDLBIZIE, BT 2—P—Ry IR
WBRIFENDTD, =W =R IV A~DOT 7B AKIEHNE D EFE - LEOT 7B AT w# H S
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60

=PRIV ADEF LELMNBRESNRNIDIT, 22— F =Ry 7 AT U THFFINT 7 HTDORFRE
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