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ST #%&% (ST Introduction)

AETIH, ST SR, TOE S8, TOE 1., £LU TOE Ek(COVWVTEEHR T B,

1.1. ST = (ST Reference)
AEITIE ST DEANEHRETZRT S,
AR Xerox Color C60/C70 £*a1UF14—=5y
N—=3y: V1.1.2
F471H: 20144 12 A 22 H
TERLE BP0V ST
1.2. TOE &8 (TOE Reference)
AHITlZ TOE O#AEHRET BT S,
TOE (% Xerox Color C60, Xerox Color C70 ELTE#ET 3.
TOE &ld. FEHTTRICHEE TS,
TOE 4 Xerox Color C60/C70
*Controller ROM Ver. 1.200.17
TOE W)IN—3y: -IOT ROM Ver. 67.20.0
-ADF ROM Ver. 13.19.3
BRE: EXPOvIAK%K ST
TOE [FRFRSNBLUTDHEIELEN— V3V TH#RITEENTES,
Color C60: Controller ROM Ver. 1.200.17
IOT ROM Ver. 67.20.0
ADF ROM Ver. 13.19.3
Color C70: Controller ROM Ver. 1.200.17
IOT ROM Ver. 67.20.0
ADF ROM Ver. 13.19.3
1.3. TOE#ZE (TOE Overview)
1.3.1. TOE#ABLUEELF1)T188E (TOE Type and Major Security Features)

1.3.1.1. TOE M3&RI (TOE Type)

A TOE F IT ®#ETHN, AE—#ae. TIUA—BERE. AXvF—H8E. J7DAMEBEZR TETUAIES
#(Multi Function Device B&#5 MFD)T#%% Xerox Color C60/C70 (LA, BE(CTMFD JEEET)
THd, TOEI(F. MFD £A0OH ., TOE EVE— MEOAERY IV EERNIXET 2. FRERY
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DA.TOE {/ETABLUF 1T/ BEEOI T AEE BN LR ET ZHOIESLEE SO MIVICE
ZRIETADRECHISTINRTHD, F MFD [CLDREBESNLE ., REN\— FTAADEEBICE
BENIXETH. MRABFHXETHETRELGRENSRETIEHOHAEL TOE ICEFEND.
1.3.1.2. TOE O##efERI (Function Types)
Tablel [C TOE W@t 32 & MmO EEFERIZEE R T 5,
Table 1 TOE W@t 9 S e Lt RETE R

HEREFE R TOE MR {9 %1 RE
REINRIVHEEE

-JE—#EE

OVERL -5

ERre s AF v —H#EEE

eV LDEDYESV: -1

- I7D AR EE

-CWIS #4ge
N=FTAADERT A LEEHERRE
N—=RFTAADER T IS L HRE
-1 - —FREE R RE

- VATLEBEECX1IUT BB
TXa1UT118E HANI—IVIZ TR VEFIRRHERE
-EX1UT/EEEOTHEE

CRERRY FI—DTF—R{REAE
AVTAA—ayIO—tFa) T HERE
‘B TAMERE

- JPDAMBERFERTILEHIC. 7T VavDT7HAR— F(TOE AR N )DEBNBETHD,

- TR EERERTEHICIE. TOE AO—RFRAEBEIFM 7V MLV ATLEBEDF(TV+
([ZTVIR— R4 N VA R=ILSN TR ZENBETHD,

- A—Y—-EREEREBEICIEAIARFREE L/ BREREE ) 2 FEEEDEREE A XN HN. EXEICLD TOE [FEBLHD
AKX TEET D,
ASTHTIE. CO 2 BEORAARXTEMENERDIGE AR IND, £ $FCHARLTLBIMES
(F. EBLNRIAARTERUBEET I EEEKRT D,
S EREREE A R ICIE LDAP EBEEE Kerberos 25N %21, Kerberos FREENHZ & (CRIRAF®REIEL
TSA(VATLEEEIER) 2R ETH5E(E LDAP Y—N—t b EEL D,

)

A TOE M USB 7V b/ R FFHEES ¥ EAE B TIEINE IICLTWB e EE DR RKICE FNTLVELY,
{€->TC[Store to USB]&[Media Print]@dRAVIFRVE) SRILICIRNE LY,

-2- Copyright® 2014 by Fuji Xerox Co., Ltd
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1.3.1.3. TOE OfERZEFELF21)T114HE
(Usage and Major Security Features of TOE)

TOE OEBFEREZLUTICRY,

- JE-HERECIRAE) SRIVBEREICED  BRAE SR oD — R FI R E QR RICHEL. IIT TRIEZHHA
# 10T LDENRIESTY, F—RBOBHEOIC-DERSNEIZE ., IIT CHRARAVEXET 5.
—B MFD OR#EN—- FT(ADEE(CERSN. HHEHHKE ., AEN- FTAADEEN oFHH HEN
TEIRIENS,

- TUVA—HEEICID. RIRBE DI 7Y M oEESNIEIRIT—5& 71 R— AL THIRIT .

- CWIS HEEICED . MFD [CR L TAF v —#BEICEDAF v LT BRI AT MESNEXE T
SeRREDIATV MOENHT,

SHICYATLEEEE, Web J50H%#E N MFD [CX LT, TOE B ET—ADHERPES A ET
Do

- AR v —HEECIRVEIRIVBREICED . B IRILD DRI AEDIERICHEL. IIT TRI\EHRHAH .
MFD OREN— FTAADEEICEONTZHR BRI AICETRT 3.

ERSNEXET AL, —#RE9G Web 505 ZERALT CWIS HMoEINH T CEL AIHETHS.

© FYRT—DAF v UHREEIRE ) IRIVEBEICED, BAE RN SO FIFAE DIERICHELV IIT TREE
FHIAHEIC MFD (CERESN TR ERICHST, FTP H—)\— SMB ¥—/\— Mail —/\—AX
ETH0EEET,

© TPDAMBELARENNRIVEBEICED ., D7D AERIEETTI. TPDARERRERINOOFIAED
ERICHELY, IIT CRFEESHAH . AR BIERIRBEICIVERSNCAFRICXET HEEET
%o IPDVARERARBEEMBRACIVERBFEIOENTXET —FEREL. BRRYIAN
S ER

TOE U TOtF1UT(tae xRzt 7%,

(1) \—FF4ADEBT I LEEHEHEE
6= TIA—BLUAFv T —FDOREEEOBEER. N\—FTAAVEBICEBSINLFIAZH DX
ET-ADLEFHEETOMEETHD.

(2) N\—FF1ADEET HIESEigeE
JE—. TIVA—BLUAFv T —FE DR RO B ERF PR IERBE R ERF IO\ — FT1ADEBICETES
NBINET-IDEESILZITIREETHD,

(3) 1—t—EREEMEE
FFA SNIZAF EDFIFAE LT TOE ORERE AT EREIFLEBILDIC. RIENRIVFLIE—H%
FMAEIFM17Y D CWIS hbo1—H—ID £1—F—)SA0—FE A NWSBTHAIREE T HHEEETH
%,

(4) YATLEBECLF1)T1EBEEEE
BENRINFZRYATLEBED M7V Mo, BABLURISNE VAT LEEEN, TOE O+
IUTHEEEICRAT R E DS BELUEREVATLEBEOHNMTABDLOICTDHEETHD,

(5) DARR—IVIZT7REFIREEE
NAMR—IVIZPH TOE DEF1 T4 REICRET SR EDSRBLUVEEETCEHTEIVATLE
HEDERTEWEETHD.

(6) t¥aUT1EEEOTHERE

-3- Copyright® 2014 by Fuji Xerox Co., Ltd
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WD, FEDY, EDIIBEREITOIDELVIBERPEELGAAY MHIZIEEZPBREE, 1-—1&
ERE) & BHFCERT BT DERETH D
(7) AERYI-DT—H{RFEHEE

RERYII-DECHERETIXET I BHERRVIA, £F1UT(BEEONT T3SV TOERET -
BEVWILBIS T - ERET IHAETH S,

— iR RES{EB{EIO ML (SSL/TLS, IPSec, SNMPv3, S/MIME)(Cx 5T 3.
(8) 4V74A—=Yav70—tF1UTkE

NERA VA= T1—AERERRY D —DREICHITBEF RISN L BIEZHIR T 5 EETHD
(9) BETAMERE

TOE @ TSF 47— FHLU TSF T-ADTE LM ERELT H7ehDILEETHS

1.3.2. TOE F|FEIE#E (Environment Assumptions)

ARTOE[, ITHBELT—MRIMBERBATM AL, 774704 -V BETHERY I -DDB BN HIRFES

NEERERRY RI—D, AR BEZRFMELUFIRED A7 RSN TR ASNSGEER/ELTY
%

TOE 0BEITSFAREER 1 (BT B,

-4 - Copyright® 2014 by Fuji Xerox Co., Ltd
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- -

AN S
N RIRI=D
S
— IH- = AL7>
EFIREISI47V b : .
iﬂéﬁ"%@?ﬂ“_ ! — R RIAEDSA T
=== "==7 1
! 1 =TT
— R R AE ' 7 ! TUVR—ES4 N
A=
b= USB
TOE
A 1P .
Sy CIA -Web 7504
EEE

Mail #—/)\—

FTP U—/\—

BDAP =)=

[
[
[ SMBH-—/)i-
[
[

—RFAE HAN-  YATL

Kerberos H—/\— ] j
IVIZ7 BEE

1 TOE 0B FETZFAIRE

1.3.3. TOE LS DON—FII7#EREY T o174 (Required Non-TOE Hardware
and Software)

-1 [TRTFAREOHT TOE (& MFD THYD., TEED TOE USNDN—FIIPHELVY T MIIPhEF
"9

(1) —R&FAZBEISAT7UH
N=FOIPERAD PCTHN, TV FFANBAVAR=IENTED MFD [ LTXET DT
U MEREFTITENTES,
Fz. Web 7505 &HALT MFD OZFvF—H#EE(CINAF v LIEXE T -3OMDH LEREITI,
F— MR AEN MFD (CBFUCHRBNYIADRYIAB IR, NAT— R, POEAKIR., BLUXE
DEEBHIFRIEENRELENHEKD,
USB TA-AILEFRSNTWSIEE . TIVA—RFSA NIV AR=ILEnTHD, MFD [ LTXET -

-5- Copyright® 2014 by Fuji Xerox Co., Ltd
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BTV M EREITICENTES,

(2) VATLEEBEDI(MTUL
N=FI17(ZARAD PC THN. Web F50HEERALTTOE LT TOE BRET— NS HBPER
ZITOENTES,

(3) Mail #—/{—
N—=FD17/0S ([ PC F£izdH—)1—THD. MFD [ZA—=)L.7ORILZRAT, Mail —)\—¢&
XET-HANERZEZTI

(4) FTP H—)\—
N—FD17/0S ([ZAA®D PC (35 —)\—THD. MFD (& FTP 7O ML ZAT, FTP H—)1—(C
XET-ADEEEITI.

(5) SMB H#—){—
N—=FH17/0S ([FRB®D PC £(EH—)1\—THN. MFD & SMB 7O FJILEA VT, SMB H—)\—I(C
XET-ADEEEITI.

(6) LDAP H—)\—
N—=FH17/0S (LRAE®D PC £EH—)\—THN. MFD (& LDAP 7O FILEFHVT, LDAP H—/\—
W oAl FREEE OIS 21T ). FLFABRIIELTO SA 1BEHREMFT 5,

(7) Kerberos #—/)\—
N—=F217/0S FRAD PC £FH—)\—THN. MFD (& Kerberos 7O MILEALVT, Kerberos
F—N—h oA R EHRDEIGFEIT 0 o

(8) Z7HAR—F
HHER AR EIHRICER SN THD G3 JOMICH ST B T7DAR— RTHB . MFD &% USB D1 3 —
JI—ATHEGINIPIAT—ADEZEEIT I

(1). QO—ERMAEIFMT7V MV ATLEEEDFM17V D OS & Windows Vista, Windows 7

£9%,
(6). (7)D LDAP H#—)\—& Kerberos #—/i—I& Windows Active Directory £33,

-6 - Copyright® 2014 by Fuji Xerox Co., Ltd
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1.4. TOE &t (TOE Description)
AZETIZ. TOE OF| AEKE]. TOE OREREEHE. BLUMBMEEREICOWTEEHRT S,
1.4.1. TOE E:ENFIAEREE (User Assumptions)
A STT.TOE[CRULTEETSFIAE®REIZ Table 2 [CEEiRT B,
Table 2 TOE W' #EE 33 FIAE&E
Designation PP Definition &
U.USER Any authorized User. FAFEICEZETD,
U.NORMAL A User who is authorized to —RFAECEZETD,
perform User Document Data TOE hR#t 9 %I —HRE.
processing functions of the TOE. | 7UVA—#gE. JPDARERESE
O TOE ##aeDF A&,
U.ADMINISTRATOR | A User who has been specifically | YATLERE (KW EEE
granted the authority to manage | & SA)ICE%%T 3,
some portion or all of the TOE and | TOE ®YATLEEHE—F
whose actions may affect the TOE | Tz EBEITOZHD4FHI
security policy (TSP). BHERZHFOFIHAAT. TOE
Administrators may possess DEENRIV, LU Web 7
special privileges that provide Y EFEALT, TOE #3%
capabilities to override portions of | DENMERENDSHR/BH. H
the TSP. LU TOE t¥1)T1H8E5%
ENSB/EHETI,

TOE Owner A person or organizational entity | ##OEBEEFICZET D,
responsible for protecting TOE TOE#EALGERT %%
assets and establishing related DEREBF-IEESE,
security policies.

HAMNI—IVIZ7 - NAMR—IVIZTPERADIY

A—J1—AZFEALT. TOE
DHBREMEREEITOE

1.4.2. TOE mim¥ErIEEE (Logical Scope and Boundary)

TOE 0iREHMEE I TOTILDEHEETHD,
2 [CTOE MimEHIERMEECR T D,

-7 -

Copyright® 2014 by Fuji Xerox Co., Ltd




Xerox Color C60/C70 tzFzlr+4—T7wf

emmRE | | RRAEIATUE WebTIVH., TUVE— k1))

- DATLEBEDIMTVE (WebT5TH)
H—=N— (FTPH—=)\—, SMBH—){—, Mailtf—/\—, LDAPHY—/\—,
Kerberost—/\—)

A

- AREEEEIRA (T7D2R)
-—RFAE. VATLEESE

TOE -1RENNRIVIEE

-CWISHEgE

-JE—HEEE

- TR - RE

s AF v —HEEE/ RV DD AF v U RE

" TP AR RE
Input N\ BFARD BT — 5 L B A Output
Channel(s) “N—FT4ADERT SRS L HEE Channel(s)

- 1Y —EREEHEAE

“VATLEEE X1 T EEHEE
NANR—IVIZTRERIRFERE
¥ T EEOTHEE

-RERRY NI —DT R REEHLRE

AV TAA=3VIO—EF1 T EE

-BHCTAMERE
User Data TSF Data
User User TSF TSF
Document| | Function Protcted Confidential
Data Data Data Data

2 MFD AQ#& 1y be TOE DimIEAE F

Channel [CIZATOD 4 20341 THH3,
a) Private Medium Interface
BHOFAENREFICPIELATZEDTERVMEERILPO-DII1VE—T1—2,
b) Shared Medium Interface
BHROFAENRFICPILATEENTEZRY NI —DFEDIVA—TI— A,
¢) Original Document Handler
N—FIE—® User Document Data % TOE [CE5iX TR AN s

-8 - Copyright® 2014 by Fuji Xerox Co., Ltd
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d) HardCopy Output Handler
User Document Data &/\— FIE—T TOE DMIERETIANZX L

1.4.2.1.

TOE Z—#&FIAFICK LT, TEE Table 3MLIICIE—1RE. TUVA—HRE. A vF—H#HE. XV D

TOE MR35 E K#aE (Basic Functions)

—DAF v UHRE. D7D AMEE . BRIV RES LU CWIS #AEZIRIT 2,

Table 3 TOE QA AR#gE

HRE M=
JE—Hae OE—HEReEE . —RRFIAED MFD ORENRIVDOIERET S ECED, IIT

TRIaEHH D IOT MoERIEITIHAEETHS.

Bl —REROERHOIE-MERSNTEE . IIT THRADAVEXET R
(&, —B MFD OREN—-FTAADEEICEFSN, f5EEHE., RE/N—F
TAADEEN LTS HSNTHRISN S,

TUUR—HRe

TIUR—taeE. — A AED—MRFABEIFMTY DT ID METRETS
EFNRIT—3D MFD AEESN . MFD REIRIT—3&#EHTLEY by T T—43
(CE#(TIVR—X)LT, IOT hoFIRIZ{TOH#EETHS,
ENRIlT—2137)08— 54 1\&r LT PDLICEELTES A iEE CWIS Ho
XEIPINVEEEEELVGESAENHD,

FETVUA—HEREICIE, EHE IOT hoEIRZITOEETIV b EVvIvTT—
AE—BFRICRERN— FTAADEEICERL T, —RFIAEMEEIIDD
ENRITE R & LIZRE =R C IOT D oERIETIEE TV M5,

AF v —HEEE.

x9I—DAF v UHRE

AFvF—HaEE . —AFIAEDN MFD OIREIRIVDDIERET B EICEN.
IIT CREZHRAIRD, XET-RELTREN- RTAADEEICETET S
Thd,

BENLEXET A, —RFIAEN—RFIREIFM17Y M eE>TCWIS
HREICLDEDH T CENTES,

FEXYFI=DAFvUHEEEIE MFD (CERE SN TL\BIFIICHELT, — iR FIA
EHNMFD D4 \RIVhbRIEEHRS MORICEEBHIC—RFIREIS(Y
Vb FTP =)=, Mail #—/{—, SMB Y —\—AE5X I 3H#EETHS,

TPDAREREN . D7D REBETPDARENGD. T7DAXEG—RFAEN
MFD O#1ENRIDDIETRETDILICED. IIT TRI\EHR A D AR EEE
EHRBICENEBRSNTHFHRICET HEEETS. T7IARBERAR

BREEREZNUTHERATFENOENTREIXET e, ZIETEHAEE
Thd,

B4E) R HRE

BAESRIBEER —RFIAE . VATLEERE, DA —IVIZ7H MFD
OHEEEFIFT B HORIEICRER 1Y~V 9—TI-AMRETHS.

CWIS #8E

CWIS #aeld. —MFAEN—RFAEIS17V D Web T505ENLT
RIETIHAETHS. .

FEVATLEBRER., YVATLEBREDIAT7V D) Web T50YNHYAT L
EEENDIDENAT—FZASLTMFD [CREEENSE, YATLEEE Y
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UTAEEEEECSED TOE BRET—RCPIEALCT—REEH T HEMN XK
%o

1.4.2.2. TOENMR#ETIEF1UT(#8E (Security Functions)
A TOE GRAFICH LT U TFOEF1UT(HEEFIR LTS,

(1) N\—FF1ADEBEET - LEEFHERKEE
REN—FTAADEBICETBINDIXET AL, FIANER T UTHIBREIN I BRICE B IFIRE(THEI
BrEN. BESNEXETHBERBHIBRENGD, COLHAEN-FT(AVEEBE LICFIAZEH X
ET7T-REVTEREFLLIREEICES, CORBEZMAERTBEHIC. AE—HEE. TUVA—1EE. A¥v)—
BERE. RYRD—DAX Vv UBEE. J7DAMBED V3 TTE T RIS RN FTF1ADEEBICEESNLF
REHXET—RICHULT, EEEFHEETI,
ERRICMAT, VATLEBENRE UEBLFEFLEII_a7IE R CERXERHIBRLTLEESEE
3 5H#HEE(ON Demand Overwrite)£1249 3,

(2) N—FTAADERT—HESbHkae
REBN—FTAADEEICRFERRNYIARNDXE T - ADLIICERNA TSN TEEDE(TET—Hh'H
%o COMBZRRRTBIHIC, JIE—HaE. TUVA—HHE. AFvF—Hae. RYMI—DAFvUHEE.
PO A RE I E R O R BB R E R CA B\ — FTA AR EICEE NS XE T AN S L &1T
Do

(3) 1—Y—iZAHeE
TOE (&, SFaISN=4 EOF AERFC MFD ORREEE R T 2EREF BT, 24EIRIL.
FMAFEIFM7V D CWIS hbo1—H—ID &1—HF—)IAT—FE A DS THAIRIE T 2R H T
%o

FEED RN ULIEFIREOH W T LD REZEE AR B 5.

a) KKEESRIVTHIEISN D HEEE
OE—HEEE. D7D ABBE(EIS) . AFvUBEE. XY D —DAXvUHEE . BRINYD R 1EH
Be. TUVA—HEE(T)VA— FIMNTORE E DR EN M THOENRIFFCIEIE)SRILT
BT R))

b) CWIS THlfflsndtkae
BHREORT. VaT k& -BEORT. BENYIANoOXET—SERH Uik, 771l
HEICLDTIY Mae

TFIVTHEREELTOI - R AR . WBEHNEROFAZCBNTELTREN-FT1AD
ZEAONETHERIECHHHTEERHCHAETHN ., LEEDREEICLNFESNSHaEH D

s KARRENRID SRS BIE S DBEIRT VY MERE(TI1R— MUV MERE) B SUBRRIR VD AR
{EtitaE

-CWIS 1ofZ2GE T 3158 OHRINYD AN DX ET — A U RECRERINYD 21 EE).
CWIS WMo T7MIVETEICESETET )Y MERE(T 1K= MUY MERE) I 1T HBEICER S T
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3o

TIAR-ETIV hRE BB RYD A REDREVO—-2R 3 [C7RT,

FAZEODFATE
TIUB—RIA4N Web 7594
(CWIS)
VAR
ﬁ : / \ \
= At RiE
e
v
AFvUT—48 BERYI2
TPIAR(ET
S_/
A
BAE I EEER

!
K ENR /

B 3 T5AX-bTVY bEBRRINYDANEEEE IO~

o EBWETIUMERE(TIAR—TUY MERE

MFD TI 734 R— )Y MCRTFIDZREELEZEZE . FIAEDNMBAEDI ATV DTV A—RIAN
CHRIIEEERTELIIY MERET R, MFD [ENRIT—4%EY ey I TF—RCE#2(FaVik—X)U

T1—Y—-ID CEDTFAR—= TV PELTHERN-FTAADEEIC—FETET D,

FZCWIS hod1—H—IDENAT—FEA AL, RBEHRICFAED M7V FAD TP IVEEICLDTY

VMERETREAERKICI—T—ID CeDTFAR— TV MLTAEBN—FTF4ADEEIC—BFE

Hna,

FAEE—BERERINET)Y M —3%RT 20T, MFD ORE R IHD1—H—ID &) 27—

REASL, RBEFENZE1—HF—ID ([CRIELETUY MEBDURA TR R RENS, FIAEEZDUA
EOVOENRIFE R FEEHIBROIE R~ AIREE S,

o HEINVIRIRIEHERE
3CRRATRSNTVEBWIITETPDAR— F B BRIRVDAICAF v U T —HETPDARIET —REKHH
FHENAHETHD,
AFvUT-REBRBNYD AT B, FIAEHL MFD ORE/ {61 —ID &1
AD—RFEARSET, FBERESNBEAF v U BEDFI AN AT RE(CAD  ARE RN L AF v UIETRET D
CECED IIT WREFEZEHH BN, REN—- FTAADEEICERT D,

TPDAZET—REH BRI AIREMTFIHE (LRI -REARITHT . AREBEFRRMEENLT
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BTN OEON TRIETFIAZIET 3055 EERCHRENYIAEEE LR RI7IAZ
ET-ANENENEESNZEBRNIAICEBRICHE NSNS CETRIAEEL S,
FLERCEDFEBRVIARI D IE A BEBTED TR TDTIPIARET —IERBRVIAIEMTEC
ENFTRETH B,

FHESN1-Y-ID CeOEABRRYDIAR. FIREHIERE IRIIVEFIE CWIS ho1—-H-ID &
NAD—=FEANTEEMFD BRERICEFRSNLI—F—ID & \AD— I —EThZFIvIL. — ¥
LIZi5 & O RN R UIRVD AR DT —HEFERRT 5 CEN AT AR BRH LENRI . RIBRD#ER/E
WA HEETS B,

(4) YATLEBECF1) T EEEAE
A TOE &, H3FEDFRABENFANGERERFLEILHIC, VATLEEEE-FADT7IERAEVA
TLEBEICOHCHIRLT, BESNEIATLEEEDHIC, BENKIDOTEOTF2IUT(HERE
DS RMEREEATOEREHFATT S,

s N—RFAADEBERTHLEEFHEBEDSBERTE

- N—RFAADERTIES{LHEEDSBERTE

- N=FFAADEETAESILX—DRE

s RENRIDLDFREIRFD)SA)— R A REOS BERTE

- BHEEE IDENAT-RORTE HBEEEDHATEE

- SA. — &R AE ID OSRBEFREHLFENRAT— RERE  NMAFRELFHFOH
- VATLEBERIMXRRICLSI TV AESHEEDSBERTE

- A—Y-NAT—R(—EFIAEE SA)DXFHAIREEENDS RERTE  ANAZRIFRFOH
- SSL/TLS BIEEENSREERTE

- IPSec BIEHEENSRERTE

- S/MIME BEHEENSBEETE

- On Demand Overwrite #EENSBERTE

- 1-Y-FRAIEEDSREERTE

- BRIV MEREOSHREETE

- BfY. BRIOSRBEERE

- BENRRIA—MUTBEEDSBREERTE

- BE2TAMEREOSRREETE

- UiR—MHOBEEDSRERTE

FEARTOE BYATLEBEDIA7Y M Web 505 %@L T CWIS #EeICED, BEESNEIAT
LEBEDHC, CWIS #EEICIN T ROLF1IUT(HEEENS BER EEITOEREH AT,

- HWEEE ID EAT-RORTE HHEEEDHARE

- SA. —EFIRAE ID DSRBEFRESLUNAT—FERE  KARIFOH

- DATLEBERIRRICLS TV AECHEENS BERE

- A=A R(—BRFAEL SA)DXFHFHRBEEDSRBEETE  NMREIFOH

- PFAUTEEOTHEENDS BERTE

- SSL/TLS BIEWEENSREERTE

- IPSec BIEHRENDSRERTE
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- SNMP BEHEEDSRBERTE

- S/MIME BEHEENSREETE

- X.509 ;EBAEOERL/7yIO— F/Hova—F
- On Demand Overwrite #48.DSRBEHRTFE
- A-Y-RAEEDSBERTE

- CWIS #— M) T7HBED S BBERTE

(5) HDAMNR—IVIZTEEHIRRIERE
A TOE G, hAMNR-IVIZPH(4)DYATLEBELF1)T EEHAECHATIRENSRELY
EENHELGWELIIC, BBEESNZ VAT LE B EDH (CEERILE CWIS o DA -IVIZY
RAEHIRIERED A 2/ DS REREEITOHEREHF T TS,

(6) tFaUTAEEEOTHRE
A TOE &, L2, 3D, EDLIBEREITONELIBZRPEERGAAY MBI EEELIEREE,
I1-Y—1RERE) e, BIFCETILHOLFIUT(EEOTHAEEZRIN TS, COMRBRRIATLE
BEDHFIFATRETHN., BB LAEHTOHIC Web T530HZRUT CWIS [CEDATREEDDTF A+
TPAIVTHAIYO—- RS BENTARETHS. YATLEBENCFIUT(BEEOTT-AENIVO-FT
BIEWHICIE, SSL/TLS BENERICRESN TVBINEG LI,

(7) REBRYID—DT -2 {RERE
A TOE [§, AERYMNI-D EICERTEIXET 3. BENYIA, L1 )T BEEOTT-36LU
TOE BRET ALV IZBIET —H2RETILHOLUTO— MBI SLBIETO M IVISHET
%o

- SSL/TLS 7a kb

- IPSec 7O0RIL

- SNMPv3 7ORIL

- S/MIME 7O0RJ)L

(8) 1V74*—=Yavo0—tFa)T1HeE
A TOE (. 5V &4 VA=D1 —AEREBRY FI—DRICH (TR H R SNLGIVEIEEHIR T HeEEE T
%,
TOE RAA T3y 77D AR— RIEAY bO—5K— REUSBA VA—JI—ATER NI D, AR ES
El#E#EN L I77DAR— FEEUT TOE OREPRREBRRY FT—=IA, RIEICPDEATEEEH KL,

(9) BCTAMEEE
A TOE (&, TSF RfTA— FBLU TSF T—ADZL M EREAIT2HNDE S TAMEREERITT L
WalgETH 3,
1.4.2.3. ©F1TAHEEERAMNCTILHDEHRE (Settings for the Secure Operation)

1.4.2.2 DX aUTAHEEERARCTITHICVATLEEEII TOE ICUTOREET S ENRBETH
%o

- 13 - Copyright® 2014 by Fuji Xerox Co., Ltd



Xerox Color C60/C70 tzFzlr+4—T7wf

N—RTAADEBERET I L EEHEHEE

[1 [E]HBWME[3 E]ICERE
N=FTAADERET SIS {Eikee
[BR]ICRE

ARSI EDFBEERF D/ VAT — RE AT RE
[Bah]ICExE

VAT LEBERIRMICLISTILAERHEE

[5]EICEETE

1—H—)SAT— k(—BEFIREE SA) DR /NS R HAE

[OIXFICERTE

SSL/TLS @1{E#sE
[B#N]ICEEE

IPSec @{EHE8E

[BR]ICRE

S/MIME ;&S #8E
[(B#]ICERE

On Demand Overwrite #&E
[(B#n]ICEEE

1—Y—ZR5EHEE
[AIRERRE ) E(E [ SV EREREE ] (SRR E
EHETUU MEEE

[T34R—= TV MIRTFICERTE
ZA— DT HRE

[(BE#]ICERE
TX1UTAEENT HEE
[(B#n]ICEEE

SNMPv3 @ {EH##E
[B#N]ICEE
NAMR—IUIZ7REHIR A
[BR]ICRE

B TAMERE

[(B#]ICEKRE
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1.4.3. TOE ¥ EmEEE (Physical Scope and Boundary)

A TOE OMEMEHEIEEKEATHS. B 4 (C MFD ADOEIZY MERE. TOE OYEMEFEZ
ERSUIE IS

VATLEEE
— e FI A&
AAMNR—IVIZT

i ADF Iy hO—Fk—F . ’,;;Lf?%
| |[ADF #—F||, . §3t°—1%‘ﬁ‘é;:r/; ETAR VRISV | ram |[m| [P | oRRIAEDS(PUE
: ADF i HIR SRRt i DER T_g W e (& SD * = Mail H—/)\—
ROM | AFYF— J:%Ei?ﬁf L EE'J) -~ » FTP H—)\—
'&*;W—u:___j‘%_ﬁ_ﬁ___j:'ﬁi‘g{_'f: (f.)r SMB H#—/i{—
P2 e T S R LDAP #—/—
. iy | — Kerberos #—/{—
'::::?—'f—:::,' i DI*ﬁT_ ' : PRI ARA | SEEP |[c] erberos
1 IoT L JUVA— LamSiei ) B 11| RoM | |@
. : i HeaE X BE X _11= ! —~
1 [IOT ih— K| | Ak | 1 =5+ _:'--———————-':’EjFJUﬂ' 1 T =7
| or ||| | | Gy 55 (ams! e e
ROM [ | SUSCSGSEEE 8o 0SS S ko)
ke | Gl DRAM | =]
| 4 Bk ¥ =t ol - _EII:.\:
i__f%_ﬁf___iizz:?%?_%:::': ALTERE
T N o e
 CWIS imEbxa, | WEIRYE
Akl | HEE Dys gm o 10074
mTfi—k || | | heee ) REEREE
TAETAR o
| HeEE 2\ J7DAR— K
“““ Controller ROM 3 (AREFEERMA)
| CPU | <
— - WTors

R\~ FF(ADEE . BT

4 MFD RMO& 1=y & TOE DY i & B

MFD 3V rA—ZR— R, IIT. IOT. ADF 5L TEE R IV DRSNS,

OV bA—5iR— FERENSRIVORE R KT —SDBIEZITOINEAVA—JI-ATERINTNS, F
123V bA—=3iR— FETPDAR— FORE . OV bE—FK— FE IIT iN— FORF . LUV bE—FK— ke IOT
iN—FOREE, XET-ABLUHIE T —ADRIEEITILHD. ERDRERM VF—J1—-ATHEHEINTY
%o

JvbO—5IN—FE, MFD OOE—-#aE. TUUA—EE. A% v —#EE. BLUT7DAREEOHEE LU
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X IUTABEDTZHDEIBREMRTHD ., 2y I—D1UA—TJ1—A(Ethernet), O—HIL1VB3—J1—2
(USB)%E#5. IIT K— k4 IOT — RhiiE#EEN T3, 7055 L(d Controller ROM (CH# &N TLY
%,

EBADI=IFILAIT)E, TE—, AFv—. J7DAEEDF| ARFC, [RIaEHHAH . ERIFEHRED
VA= R—FAERETHIANTIMATHD,

B E HA-3FHIL(IOT)E. IV bA—Fh— FhoERiE SN B E G IFHREH HTET /MM ATHD, 7O
SLIE IOT R—FA® IOT ROM [CHEBEEHIN TV

BHEIEFEDEE(ADF)E. RBREEHMICIT ICHETET /M ATHD, F7OJ3LIE ADF R—FR
) ADF ROM [CHEHEHIN TS

BENARIVE. MFD OOE—#8E. TUVA—HEEE. A v — e, BLUT7D A BEDIREB LUERTE
(CHERRIY, VT BVF IRV TAATVIDREBRESNE R THD.

TOE #0 NVRAM (& SD AEV)ERNEN\— RT4AVEE IS URTBE TII B W EE IR A TH D,

4 347FM Channel (X TOE 2 TTFEHNHEHT S,
e Private Medium Interface
#1ENRIL.USB
e Shared Medium Interface
Ethernet
e Original Document Handler
IIT
e HardCopy Output Handler
10T

1.4.4. #4149V (Guidance)

A TOE ZHERHTIHIIVAXER L TOEENTHD,
e Xerox Color C60/C70 Printer User Guide : Version 1.0
(SHA1 \wyafiE: 12ee5416f6b8f1fea2blde7a3d210f12eafd441d )
e Xerox Color C60/C70 Printer System Administrator Guide : Version 1.0
(SHA1 \wyafiE: b964dad2f7726cb02fcd9af5fe481515f3b9offd3 )
e Xerox Color C60/C70 Security Function Supplementary Guide : Version 1.1
(SHA1 \wYafE: a4ddc2c436b2d251efe92921318c4e49682b5b03 )
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#&F3k (Conformance Claim)

2.1. CCi#&ZE (CC Conformance Claim)

A STHLUTOED CCHEEERIE, LTOESENTHS,
STETOE H#E&AEERYT S CCDN—Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (September 2012 Version 3.1 Revision 4)
Part 2: Security functional components (September 2012 Version 3.1 Revision 4)
Part 3: Security assurance components (September 2012 Version 3.1 Revision 4)

CC Part2 extended [FPT_FDI_EXP.1]
CC Part3 conformant

2.2. PP XEiE./\wr—YZEsk (PP claim, Package Claim)
2.2.1. PP X3k (PP Claim)

A ST &,

Title: 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
Version: 1.0, dated June 2009

ADFREEEEZERT D,

2.2.2. )\w5—3JEiE (Package Claim)

EAL3 [C ALC_FLR.2 ®;BH0(EAL3 augmented by ALC_FLR.2)%#FiET 3,

7= PP SRk ;&R el 8Efs SFR Package WA, D/ \Wwh— %/ \wh— Y& (package
conformant)eLTEET %,

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational

Environment A
Package Version: 1.0, dated June 2009
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Title: 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and
Retrieval (DSR) Functions, Operational Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface
Functions, Operational Environment A
Package Version: 1.0, dated June 2009

3. WAEEH (Conformance Rational)

A ST [&. 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
[CE2i &N TLV% Common HCD Functions & Print Functions, Scan Functions, Copy
Functions. Fax Functions, Document Storage and Retrieval Functions,
Shared-medium Interfaces Functions ##3# Lz L C—EptaeZ B ML CRRBIN TS,

AR ST [CHD TOE FERIE. AE—HERE. TIUA—HRE. AXv—HEE. J7DAKREER T35T UAIE
&#(Multi Function Device B&#5 MFD)T#&D. PP M 4.1 Typical Products [CEEiREN T3
Hardcopy Device tRIZETHIEREREZDEZ LTS,

FETRICRTLIICEF VT REER. 1) T KT &, F1)T1EHE PP EZHEFE L TS
ncusd,

PPTHRELTCNSETOER/OSP/AHREHIINBEEEET(C5IASNTHN, P.CIPHER Z:E/N
M OSP £LTL\%, P.CIPHER [ZREN—FTA ADEEBDT—ADKEBL THY. thDREE & LT IH
SUTHNEZEEZRL, BMOEB/AREH I INoDIEh LB B/ OSP/RiI{R S E(E PP
DEFIVTAREEZDAT— MY FEDFIRITHS,

PP TREL TV ERIREDX KA EH DA, OE.AUDIT_STORAGE.PROTECTED &
OE.AUDIT_ACCESS.AUTHORIZED ZHIBRL. TOE DX KA EHELTIVS, EDMIIABTELEE
BFICEIASNTHI. BMNDERRED KA HBBVIENERRED KA, PP OEF2
UTARRAFHDAT— AV PERIF LT OFIRTHS.

o PPTHRELTLVDETNH TOE DX EKRAHNANBELELTICEIASNTHN.

O.AUDIT_STORAGE.PROTECTED, O.AUDIT_ACCESS.AUTHORIZED ZiEMDx} %K A &t
ELTWVS, EDMEEABEZEE R T(CSIASNTSN., TOE OEF1UT4 KA Z. PP OEF1UT4
X ERAFHDAT— AV FEDHIRITHS,
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PP T#RELTLVS SFR & ST TEALTLVS SFR DBE{&% Table 14 [LSRLTLV,

CCT& R0 SFR RO, SFR MEMABTERRLTLD,

Common Access Control SFP DX ETF—ANEFFIREDEMIE. PUEAEHF SN R BAEIIC
HIFRLTHN. FDP_ACC.1/FDP_ACF.1 (X PP LNHIBRAITHS,

+SMI DtEFa)T4BHEEEZLTLVELD, FPT_FDI_EXP.1 O¥5X=HIR T2 DIREIITFEAE
LizLVesh PP DERERFTHD,

D.DOC O7HtA#l{#H SFP T—ERDHEIBRDANIEE U.USER [CX L TELEFSHWVEELHBN.
FDP_ACC.1 (& PP L0#IFR#TH S,

D.FUNC ®7HtA%I{# SFP MiEinid D.FUNC OERLEZERICEAL ., PO AR A SNz FIBEI(C
HIPRLTHN., FDP_ACC.1/FDP_ACF.1 (3 PP XNHIREITHS .

PP THEL T\ SFR (FERERZETHN. :BMMOD SFR (CLD, TOE ZLDHIBRAIICLTINS,
CDZEICED, A ST M SFR (F PP SFR LNHIREITHS .

i@, A& ST Tld PP M SFR (S LT, BIRE D EHREH L. TDRIRABEA 29D TEBR LTSN,
TDREIRNARL PP OERLTVSABRERER LTS,

FLRBRICEMT IR D 2R EH L. ZOEMTANEE PP THREE LTS ALEHTI3UyD TR LT
3o

PP TRELTLS EF1UT/ X KA EIBRMOA ., P.AUDIT.LOGGING Dxt3K A &t
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED %
O.AUDIT_STORAGE.PROTECTED. O.AUDIT_ACCESS.AUTHORIZED [CEZF#ZT\3,
&7z P.CIPHER Oxt%k A £tC O.CIPHER ZEMUL TS, EDMIFNBEEEETIC PP OEKRLT
WAARBRZRHR L TENMREESN TSR LTS,

TV TAHEREE M RIML, ERBAE A AREETRB LTS,
EBMENE TOE x5 A #t& SFR [CEILTIEEMDERBAEL TS, EDMta(E PP DERLTLVBNEE
SRk LTHDEREESN TV CEZRLR LTS,

PP THRELTL'S SAR BRBRELEEETIC PP DERLTNBARER LTV,

#MICA ST (X 2600.1, Protection Profile for Hardcopy Devices, Operational Environment
A [SEREEBEE LTS,
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3. tFaUF1EERETEE (Security Problem Definition)
RETI, BE. MBOTFITHE FHRERCOVTRRTS.
3.1. #&RL (Threats)
3.1.1. TOE &% (Assets Protected by TOE)
& TOE HMEH# T2 EE U T OLETHS,
Table 4 FIBET— BT RRHEE

Designation PP Definition BRMLGREEE 8 2R

D.DOC User Document Data Ja7NBOLHICERT | FIAEN MFD 236—. FUU A,
consists of the BXET—H TPDA. AF v EDB I THIA
information contained THEEBRLELEF. EET)
in a user’s document. U rOTHICAERN- FTF1ADE
This includes the BIL—FMICXET-INETRS
original document itself N3, F= CWIS #EEICEDFI A
in either hardcopy or FD747V b MFD HOEE
electronic form, image NYDAICEBESNLEXET 5D
data, or D UNRIEETH D,
residually-stored data | Ja7EB#OF|IAFH | FIAFEN MFD 26—, I7DA,
created by the XET—4H AXvUEOHWTHATSEE
hardcopy device while BNEBDPEE. BEETD OLH
processing an original (CHREBN— FT4ADEE (C—BFHY
document and printed [(CXET-INERIN, YaT0
hardcopy output. T PRI ERERE

BIRRT 20 T —2IEET .

D.FUNC User Function Data are | HERYIA REN— T4 ADEE(CERE
the information about a N, AFvF—HEEDTPDAZIEIC
user’s document or job IDFEARAENEXET—HEETE
to be processed by the T HMEBBRYIA,
TOE.
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Table 5 TSF F—AICBAT3{REE =

Designation PP Definition BRMGREEE iR EREA

D.PROT TSF Protected Data are assets | TSF ¥—%(Table 36 | SREZ R VATLEEEL
for which alteration by a User | £ Table 37)0TFit | F1)T1 EEHEECLID VAT
who is neither an D.CONF LISt fEsR | LEEEICRESNIN., HE
Administrator nor the owner ARCOVWTIFBRESNTEE
of the data would have an F1UT1 LOBBEROEVE
effect on the operational ],
security of the TOE, but for
which disclosure is
acceptable.

D.CONF TSF Confidential Data are FREBEONSADV-FIE | YVATLEBERFZVATLER
assets for which either = , Bo¥1)T1EEMERICLD
disclosure or alteration by a -ERAY (Table TOE Ot Fa)T1HEEDERE
User who is neither an 15) . | D MFD DIEENRIP VAT

. N—=RF1ADEET e —
Administrator nor the owner PR E{LELR LEEEDIA7V M HAIEET
of the data would have an ‘B Ry FO—HF—4 | BN, RET—AE TOE RICHKR
effect on the operational REFER Fnd,
security of the TOE. — e FIAE (&1 —H—SREI B
HEICED. BB® ID &/iAT—
ROEZRTED . MFD D#24E) %
IVBRIBETHD. BRET A
TOE HIC&RESND,
VATLEBEREX1I)T(E
BENVT-H%VATLEBED
47V Mo BN LATRETH
N, tF¥1)T4EEODTT-AF
TOE HNICRESEND,
Table 6 ZDthDREE E
Designation PP Definition BARMLBREEE R &
Functions Functions perform processing, | MFD D#&E FRISNIHEDRIAEL

storage, and transmission of
data that may be present in
HCD products. These
functions are used by SFR
packages.

(FH' TOE @IE—#EE. TV
VE—thRE. AX v
BE. J7D A REEE AT
BENHTBE,
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/_E%ﬁi%g?g?ﬁ ! L) .

IART 147D /7 h

R { *,W“,, ; REEE

craTEE B y

i [
(RENGIEE |

i
|
I
\ L"ﬂf“.-.*_ﬁl'__?_' /& r___:____
T4 7 0 mE )

1
mEyrI—DERNEX | 1 AT e
EF 4. TOERET—H. | bommp--- -
BRI, LFUT(E W R
&0 74 i =
\ ______ -TOE &%%E 74
RPN FEERIDA
s ‘\ *9kI—=5 4
RERRY RI—DETN| S S s
~~~~~ - A
BTOEBETF—H | -ooooo- | O @Qﬂﬂ_@e&?z“@_“_
|PIER% ! =
_— :f Zﬁ?_;ﬁ“: PoeaFA
LDAP —/i— ne—hT—3 | N
Kerberos —/\— [ L ARE E s
1 Ba b
| —HEHSA PV \_ EgE
REEET 3 | BEU*J‘ T\= N -
'WﬁﬂziﬂT A

5 REEELRERNRNEE

F) ABMRYRI-DRICEETEI—MIIM7V MBI - N-REOERT IRy I -DE
NS —MT - AIREHNRNOEETHIN . AR BIERREN S TOE 25t LTRERRY FI—DAR
AT BIEE TOE DHEREICENBRIE SN b L RRIRERN RN DEENTIEAT L BEE
(oL,

Table 5 @ TSF 7—4(F. REBN\— FF4ADEE ., IV O—3R— KO NVRAM(& SD AEY).
SEEPROM [CRTFSN TV,
7— 7_ L/ ED’]T @ E#n‘l'@EEé-fT ’ﬂlatc_ﬂb(._lataiﬂhl,\

SIEHATD NVRAM (& SD AEY)& SEEPROM (Z(E, TSF F—=ALSNDT—AEEMEIN TSN, &
NoNFRET—HE TOE DEF1UT HEEICRER LB LD RERRDEETIRIL,

X1V TAEEDTT-AE —FHIIC NVRAM (CEEIESN S, I71ILELTIERERN— FTAADEE(C
REFESND,

3.1.2. BEI—-YIVt (Threats agents)
ASTCTRTRA4BEHEOBRI-VIVIMEREZBREETD WITNHELANLOKBENEF OETH
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N TOE OEMEICOWVTARSN TV IERAHER>CTL\BERET B,

a) Persons who are not permitted to use the TOE who may attempt to use the
TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE
functions for which they are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data
in ways for which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose
the TOE to unanticipated threats.

3.1.3. &RB (Threats)

A TOE (T 2ZE%. Table 7 (5819 %, unauthorized persons (& 3.1.2 DEBI—JIV
THHICEET S,

Table 7 FIAET—A £ TSF F—RICxTREE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to
unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by
unauthorized persons

T.FUNC.ALT | D.FUNC User Function Data may be altered by
unauthorized persons

T.PROT.ALT D.PROT TSF Protected Data may be altered by
unauthorized persons

T.CONF.DIS | D.CONF TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT | D.CONF TSF Confidential Data may be altered by
unauthorized persons

3.2. #AMat*1U71A%t (Organizational Security Policies)
& TOE HIBSF LIz HNIEE S ERO EF 10T/ A 4% Table 8 L5k T3,
Table 8 #H#EOTX1YT1 A&

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security,
Users will be authorized to use the TOE only as permitted
by the TOE Owner
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P.SOFTWARE.VERIFICATION | To detect unintentional malfunction of the TSF,
procedures will exist to self-verify executable code in the
TSF

P.AUDIT.LOGGING To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized personnel

P.INTERFACE.MANAGEMENT | To prevent unauthorized use of the external interfaces of
the TOE, operation of the interfaces will be controlled by
the TOE and its IT environment.

P.CIPHER To prevent unauthorized reading-out, the document
data and used document data in the internal HDD will be
encrypted by the TOE.

3.3. ®MREMH (Assumptions)
& TOE O3h{E. 5B, BLURIAICET BR1IZE M. Table 9 ISR T 3.

Table 9 HIREH

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment
that provides protection from unmanaged access to the
physical components and data interfaces of the TOE.
A.USER.TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow
those policies and procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and
procedures of their organization, are trained and competent to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for
malicious purposes.
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T¥a)F1xdEkAEt (Security Objectives)

AETIH, TOE tFaUT kA &t BERRREOCF T4 R A&, LUV EF 1) T4t KA EHRH

[CoWTERiR T3,

TOE OtFa1)71xt5k A& (Security Objectives for the TOE)

TOE Ot F1)T1xt%K A #t% Table 10 (CEE T 3.

Table 10 TOE t¥al)T4xt KA &t

Objective

Definition

O.DOC.NO_DIS

The TOE shall protect User Document Data from
unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from
unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from
unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from
unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from
unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from
unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication
of Users, and shall ensure that Users are authorized in
accordance with security policies before allowing them
to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external
interfaces in accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify
executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events, and prevent its unauthorized
disclosure or alteration.

O.AUDIT_STORAGE.PRO
TECTED

The TOE shall ensure that audit records are protected
from unauthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTH
ORIZED

The TOE shall ensure that audit records can be
accessed in order to detect potential security violations,
and only by authorized persons.

O.CIPHER

The TOE shall provide the function to encrypt the
document data and used document data in the internal
HDD so that they cannot be read out.
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4.2. ERAREOEX1UT xR AE (Security Objectives for the
Environment)

ERRENEF1)T1x KT 4% Table 11 (CREhT B,

Table 11 ERIEHZEOEFX1)T1 x4 KA #t

Objective Definition

OE.PHYSICAL.MANAGED | The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the
TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be
authorized to use the TOE according to the security policies
and procedures of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the
security policies and procedures of their organization, and
have the training and competence to follow those policies
and procedures.

OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are
aware of the security policies and procedures of their
organization, have the training, competence, and time to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious
purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual
patterns of activity.

OE.INTERFACE.MANAGED | The IT environment shall provide protection from
unmanaged access to TOE interfaces.

4.3. TFa)TsxEAEHER (Security Objectives Rationale)

TFITARE, EFAVTREERTRE LCAIREGHCH G TIHOED. HBNIBBEICH i

FREHDLD, HRHWNIHBEBOLF1ITA A EHERBETIHOEDTH S, TF1)T AR A EERIET
BREMREM . MMT B BB ERITMBOLF1UT( A SO GEFRZ Table 12 (SRY, Fe&t+
WIFAREERN T TR A ECEINREAESN TS LE Table 13 (CREh T B,
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Table 12 tF¥aUT KA SERNTIER. BBOCF1UT(A#H RURTHRSEH

Objectives

Threats, Policies,
and Assumptions

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

0.CONF.NO_DIS

O.CONF.NO_ALT

O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
OE.AUDIT.REVIEWED

OE.INTERFACE.MANAGED
O.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.ADMIN.TRAINED
OE.ADMIN.TRUSTED
OE.USER.TRAINED

O.CIPHER

T.DOC.DIS

Slo.poc.NO_DIS

T.DOC.ALT

<\

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

< SISES SN ]S |o.USER.AUTHORIZED
SUSTSTS TSNS S OE.USER.AUTHORIZED

P.SOFTWARE.VERIFICATI
ON

P.AUDIT.LOGGING

P.INTERFACE.MANAGEME
NT

P.CIPHER

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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Table 13 £FaUT REFEERICHIETIEF1) T4 KA EHRHL

Threats, policies, and
assumptions

Summary

Objectives and rationale

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

User Document
Data may be
disclosed to
unauthorized
persons.

User Document
Data may be altered
by unauthorized
persons.

User Function Data
may be altered by
unauthorized
persons.

TSF Protected Data
may be altered by
unauthorized
persons.

TSF Confidential
Data may be
disclosed to
unauthorized
persons.

- 28 -

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
0O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration.
0.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
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Threats, policies, and
assumptions

Summary

Objectives and rationale

T.CONF.ALT

P.USER.AUTHORIZATI
ON

P.SOFTWARE.VERIFIC
ATION

P.AUDIT.LOGGING

P.INTERFACE.MANAG
EMENT

TSF Confidential
Data may be altered
by unauthorized
persons.

Users will be
authorized to use
the TOE.

Procedures will
exist to selfverify
executable code in
the TSF.

An audit trail of TOE
use and
security-relevant
events will be
created,
maintained,
protected, and
reviewed.

Operation of
external interfaces
will be controlled by
the TOE and its IT
environment.

- 29 -

responsibility of the TOE Owner to
appropriately grant authorization
O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
0O.USER.AUTHORIZED establishes user
authorization to use the TOE.identification
and authentication as the basis for
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization

O.SOFTWARE.VERIFIED provides
procedures to self-verify executable code in
the TSF.

O.AUDIT.LOGGED creates and maintains a
log of TOE use and security-relevant events
and prevents unauthorized disclosure or
alteration.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure
that audit logs are appropriately reviewed.
O.AUDIT_STORAGE.PROTECTED protects
audit logs from unauthorized access,
deletion, and alteration for the TOE.
O.AUDIT_ACCESS.AUTHORIZED enables
the analysis of audit logs only by authorized
users to detect potential security violations
for the TOE.

O.INTERFACE.MANAGED manages the
operation of external interfaces in
accordance with security policies.
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
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Threats, policies, and
assumptions

Summary

Objectives and rationale

P.CIPHER

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

User Data stored in
the HDD will be
encrypted by the
TOE.

The TOE
environment
provides protection
from unmanaged
access to the
physical
components and
data interfaces of
the TOE.

TOE Users are
aware of and
trained to follow
security policies and
procedures.

Administrators do
not use their
privileged access
rights for malicious
purposes.

Administrators are
aware of and
trained to follow
security policies and
procedures.

- 30 -

interfaces.

O.CIPHER encrypts the document data and
used document data in the internal HDD to
disable unauthorized reading-out of them.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

OE.ADMIN.TRUST establishes responsibility
of the TOE Owner to have a trusted
relationship with Administrators.

OE.USER.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate User training.
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YRRV R—% Y FEZE (Extended Components Definition)

This Protection Profile defines components that are extensions to Common Criteria
3.1 Release 2, Part 2. These extended components are defined in the Protection
Profile but are used in SFR Packages, and therefore, are employed only in TOEs
whose STs conform to those SFR Packages.

FPT_FDI_EXP Restricted forwarding of data to external
interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of
information from one external interface to another external interface.

Many products receive information on specific external interfaces and are intended
to transform and process this information before it is transmitted on another
external interface. However, some products may provide the capability for attackers
to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of
unprocessed data between different external interfaces is forbidden unless explicitly
allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined
external interfaces before this data is sent out on another external interface. Direct
forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities.
b) Management of the conditions under which direct forwarding can be allowed by
an administrative role.
¢) Revocation of such an allowance.
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Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation
is included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received
on one external interface before such (processed) data is allowed to be transferred
to another external interface. Examples are firewall systems but also other systems
that require a specific work flow for the incoming data before it can be transferred.
Direct forwarding of such data (i. e. without processing the data first) between
different external interfaces is therefore a function that - if allowed at all - can only
be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that
allows specifying the property to disallow direct forwarding and require that only an
authorized role can allow this. Since this is a function that is quite common for a
number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP
class. However, in this Protection Profile, the authors needed to express the control
of both user data and TSF data flow using administrative control instead of
attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a
Protection Profile or too unwieldy for refinement in a Security Target. Therefore, the
authors decided to define an extended component to address this functionality.

This extended component protects both user data and TSF data, and could therefore
be placed in either the FDP or FPT class. Since its purpose is to protect the TOE from
misuse, the authors believed that it was most appropriate to place it in the FPT class.
It did not fit well in any of the existing families in either class, and this lead the
authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data receivedon
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].

- 32 - Copyright® 2014 by Fuji Xerox Co., Ltd



Xerox Color C60/C70 &zFalrs84—Twf

tX1UT1EH (Security Requirements)

AETE., tFa )T aEES. tF1UTREZEHS IV EF 1) T ZEHRIUONTERR T B,
BE. AETHATIRENERLUTOELEITHS,

- YJI1Hh

A

E =

Key Operator

BHEEEOI-Y-ZAN R UIRETOERHEE. HR
NI, BRIV M T HR4E

SA

SA O1—Y—BEEN AN LIZREE TOE R EE, HERNYDA,
BRIV MIHTHRE

U.ADMINISTRATOR

Key Operator, SA O1—4%—EREEN DI UK BE THE AR
B BRAYIA, ERTVU MO T B4R 1E

U.NORMAL — & F A& (U.NORMAL)D1—H—EREEN A T LR BE T D)
EXHeE. HERRVIA BRIV M T 51R1E
U.USER U.ADMINISTRATOR, U.NORMAL ®1—4%—REEN RN L
TARREETOEARKERE. BRRVIA, ERTVY MR TR
- ATIIHb
£ &
Mailbox Personal Mailbox. Shared Mailbox D#F#TH3.

Personal Mailbox

—h&F A& (U.NORMAL). SA HMEANBIICERTESRYDA,

Shared Mailbox

FRTOFAEBEN LB LTHEATESRYDA,

Store Print/Private Print

TUUB—HERE(CH VT, FIRIT—3ZT IVR— AL TR LEZEY
bYTT—R%. MFD ORERN— FT4ADEEIC—BEEIEL.
SRERESNe— MR FI AEMRE) IRV EDIER T B THIRIZ 6
WBIBdTIVIGE.

Used document data
stored in the internal
HDD

MFD OREN— FTAADEBICERSN®R. FIANMERTLI?
1VZBIBRENSD, REN—-FTAADEERNICIFT 2803 5%
FLTLBREOXET S,

Document data

—h&FIFAZ&E (U.NORMAL). SA #* MFD OIE—#gE. T4

—HRE. AF v —HEE. JrDAMREE R AT HRRIC. MFD RED
EEBTIETCHEZREFEREZEOT . ML TXET AL
KT,

Security Audit Log

WD, FEDY, EDLIBEREITODNELVIERPEERRGAAV
(BIZIZEEPEREE. 1-Y—1RFLBE) %, B EINE

T_go
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- BRI

A

E =

send scanned data

AF v UEXET B BNICRIREISAPY N FTP H—N
— A=Y —=N—=_SMB % —=)\—, J7DA(BERE)NEIET
oJuta

retrieve

BRRYIANOXET - RETRAHNTEE
* EN
-CWIS BoRIREDFATY ADIDAR— b

modify the behavior

1Y —FREEEE (K. SVER) . BRET)Y MERE (FRAE R K EF
DEFE. BIFR). NEBRY F)—DF—REHEEGRII A K. 15
SIEAR). N-RFF1AVERT I LEEHERRE(LESRE
# . E2Z%1E#R. On Demand Overwrite &), LiRk—bH
HEE(VATLEEEDH . FIAE)DHRFEVOER

modify TOE RET—ANKRELEEHLULF1UT(EBHE(FIRAEH A
53R, HEE(C ST IR AEEAIER)OEE
- ERAUT EH

AR

—1= =
EFE

General User role

— & FI A& (U.NORMAL)H TOE ZFIFA T 3MRICHETHER
ERY

SA role

SA N TOE &R AT 3RICLELERERT

Key Operator role

HHEEEN TOE 2R AT IRICLELGERERT

User identifier

General User identifier. SA identifier, Key Operator
identifier DT THD

General User identifier

— &% A& (U.NORMAL) Z&# AIFREE T %72hDd 11— —1ID

SA identifier

SA % R A T B TchDd 1 - —1ID

Key Operator identifier

W EEEEMAIR TSI -1ID

User identifier for each
function

AE—#RE. TUVA—HRE. A v —HEE. TPDABERECHIS L
7D Rela 1Y — 15K . EAHIROIFH

Owner identifier of
D.DOC

BRRYIA, TFAR- TV FADXET—RICHIGLET I
ARRER 1—Y'—1F#R

Owner identifier of
D.FUNC

HRNYDAICH IS L7 D AR REG 1— Y — 15k

- NNERDIVTATA
£ &
Key Operator MFD O E Y TOE EF 1) T/ HREDR ERITOEERE,
SA(System B EEE HDMIBEICER SN SA BPHDY MERLT

Administrator Privilege)

CENTE, MFD O#MEEY® TOE tF1UTAHREDEREZ
ITIEEE,
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U.ADMINISTRATOR
(System Administrator)

Key Operator & SA O#F5.

U.NORMAL (General
User)

MFD OOE—#EE, AF v —tEE. TPDAMBES LU TIVE—
HeeERATE,

- OO FAE
£ FR E&E
The Fuji Xerox's standard | Bt POvIAREDESHRAEKTIITVALT. EEFFICHER
method, FXOSENC N,
AES FIPS 2B EOESIEZITVALT. N\"—RF1ADT—2D

ESEEESEICERINS.

Access denial due to
authentication failure of
system administrator ID

VAT LEEE 1D AR FTERIHUCE LB, #B4E1
RIVTIREIRIET/ A LIS DR IE R (T30, F2
Web 7305 TRAKDEROUIN /1 AZTRIERFERZ(T
fH33<B 5815,

Data on use of password
entered from MFD
control panel in user
authentication

TOE FBRET—HATHN., RIKNRIDHDFREERED)NATD— K&
F#REDF 3N/ T DIER,

Data on minimum user
password length

TOE RET—HTHN. SA/—RFRED/NAD— FEREFRD
R/ FHOER

Data on key operator ID

TOE BRET—ATH. HMEEE R DIHD ID HH.

Data on key operator
Password

TOE EQ}F-Ej__ Q_C%O %WMIE%EUHEG)TU)@/YRU I"'IH
#

Data on SA ID

TOE &% F—ATHD. SA HRID=HD ID 53R,

Data on SA Password

TOE BRET—ATHN. SA RELDTHD)SAT— FiFHR

Data on General user ID | TOE (RET—4THN. —fi&F|FAE (U.NORMAL):EAI D=8
? ID &R,

Data on General user TOE :RET—ATHN. —ixFIFAE(U.NORMAL)FZZEEDT8

Password DN — FEER

Data on access denial
due to authentication
failures of system
administrator

TOE BRET—ATHN., YATLEEE ID AL MICERT
SHEEDH B/ EHDIFHE KRB R IFHR

Data on Security Audit
Log

TOERET—HTHN., L\, N EOLIBIEFREITOILMEL
SERVPEELBANVMBIZSEFLHEREE., 1- -1
BE)E. BHFCERT SHREDHE R/ EDIER.

Data on User
Authentication

TOE SRET—HTHN. MFD OIE—#RE, AT —HERE, 7
)71*% E&U?’UJ’S‘—*&ﬁE’E*UFﬁT@WL\ :l._-'j- nnL.\l:lIEIH
HICTEREAL T EEDF R/ BB LUREDFEHR.
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Data on Store Print

TOE BRET—HTHN., TIV T -RZERICTIAR- TV
MCBRSEINEIRISES D DR E H .

Data on Internal Network

Data Protection

TOE BRET—HTHN, AE Ry I -V EICHFEETEINET—
B, EFIVTAEEATTABLU TOE BRET—RELVVIRIE
THERETHEHICHIST 5 —RHBESLEETO R
DA/ ENBSLURENFEBRHLVEIAZE. FBARA/MESE
INAD— R, #8520 FIER,

il

Data on Customer
Engineer Operation

TOE BRET—HTHN. DAY —IV I Z7EEHIRIEENE
2/ BADERETRTF)I AT - FOIFER.

Restriction-
Data on Hard Disk Data | TOE ZRET—ATHD. N\—FTF1ADEBE T —IESL#EREC
Encryption BRI DHERED B R/ B DB REBE S L F—1EHR.

Data on Hard Disk Data
Overwrite

TOE BET—ATHN. N—RFFIAVERT I LEETHEMY
HEICRAR T D1 EED B X/ |’MDIEFIHRE L EFEEIER. &
Uf On Demand Overwrite #8ENH 3/ BEOEHRE B
EEEH,

Data on date and time

TOE BRET—ATHD. 3A LY —V/YI -84 LER EHBHER
HERZT-THD.

Data on Auto Clear

TOE BRET—ATHI RENRIA—MUPHREDF =/ &
DELUDIT7RREDIEHR . HLU CWIS OF— M7 HEEDH
N/ EHDER.

Data on Self Test

TOE BRET—ATHD. BCTAMEREDE R/ EDDIEH.

Data on Report Print

TOE BRET—ATHN., Lik— M N HEREDRE IFH.

6.1. tFa1UT #EEEH (Security Functional Requirements)

A TOE W2 T 3 F 1T BB E LI F LRI T3,
A STT. FRATIHEEHO—ES. Table 14 [CRT,

Table 14 #EEH—8

BEREEHIVR—2 Vb PP ZE3K SR AARE PP EDE
FAU_GEN.1 Audit data generation Yes TOE IZ&HNH1ET Auditable Event &
BRpICEER, :EMLTLVS,
FAU_GEN.2 User identity association | Yes PP oZERERZL
FAU_SAR.1 Audit review No _® SFR MEMICEDVATLEERED
FAU_SAR.2 Restricted audit review | No HICEEODTT-ADH H U EER IR
#“y%,
FAU_STG.1 Protected audit trail No O SFR MiBMICENEEEDT F—4
storage Z. FEBHIBRPHENIRET D,
FAU_STG.4 Prevention of audit data | No 0 SFR M:EMICENEEENT W m#F(C
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tF2YFrE— 9k

BEREEHIVR—2 Vb PP Z3k FIRARE PP EDE
loss BOTzBFIC, R A VEEOJICHLL

BEEAINVIMELEEETD,

FCS_CKM.1 Cryptographic key No COSFRODEMICENREN-FT1AD

generation KENT-HZESIET S,

FCS_COP.1 Cryptographic operation | No

FDP_ACC.1(a) Subset access control Yes Attributes. Operations. Access
Control rule (3 PP Ofgit =5 L.
EhIZTOE [CHNHET Delete. Modify
DEEDFMILEIREDEMZL T
Do

FDP_ACC.1(b) Subset access control Yes Access Control SFP % TOE [chh
BTERLTIVS,

FDP_ACC.1(c) Subset access control Yes Attributes. Operations. Access

(PRT SFR Package) Control rule (3 PP ®fgii =5 FL.

FDP_ACC.1(d) Eh(C TOE [CHNHET Read DIEED

(SCN SFR Package) FHEIEZELTLVS,

FDP_ACC.1(e)

(CPY SFR Package)

FDP_ACC.1(f)

(FAX SFR Package)

FDP_ACC.1(q)

(DSR SFR Package)

FDP_ACC.1 (h) Subset access control No Z0 SFR MEAICELD D.FUNC 0k
BX. &$%® Access Control SFP %
TOE [ZHNHETEEH LTS,

FDP_ACF.1(a) Security attribute based | Yes Attributes. Operations. Access

access control

Control rule (3 PP ®iE i ZE5| AL,
EhICTOEICHNHET Delete. Modify
DR EZ ML CIREDEMZELTL
%,

- 37 -

Copyright® 2014 by Fuji Xerox Co., Ltd



Xerox Color C60/C70 &zFalrs84—Twf

HEEEEHIVR—2R Vb PP ZE3K SLIRAARE PP EDE
FDP_ACF.1(b) Security attribute based | Yes Attributes. Operations. Access
FDP_ACF.1(c) access control Control rule (3 PP Ofgii =5 AL,
(PRT SFR Package) EhIC TOE [CHNHET Read DigE%
FDP_ACF.1(d) HHMEL TS,

(SCN SFR Package)
FDP_ACF.1(e)
(CPY SFR Package)
FDP_ACF.1(f)
(FAX SFR Package)
FDP_ACF.1(g)
(DSR SFR Package)
FDP_ACF.1 (h) Security attribute based | No Z0 SFR MEMNIZED D.FUNC M4k
access control . &80 Access Control SFP %
TOE [ChHhETEHRLTLVS,
FDP_RIP.1 Subset residual Yes TOE [ChhETEIF LTIV,
information protection
FIA_AFL.1 (a) Authentication failure No ZM SFR @L?JD(CCI:O#%!%HZMIE%E{’
FIA_AFL.1 (b) handling il SA BB RKICLZ 7oL
#E?’:T*%i%’ﬁ*&’é?m@k?’éo
FIA_AFL.1 (c) Authentication failure No Z0) SFR @L?JD(:J:U—H%IJ%%‘E"“
FIA_AFL.1 (d) handling FIE. SA FREEMFRRE K BRBFIC, Avt—
JERRULUINAT—FOBAAEER
THMAEZ IR T D,
FIA_ATD.1 User attribute definition | Yes TOE [ChhETEF LTINS,
FIA_SOS.1 Verification of secrets No TOE [ChhETEIF LTIV,
FIA_UAU.1 Timing of authentication | Yes TOE [ZHHETEIFLTIS,
FIA_UAU.7 Protected authentication | No _ SFR M:EMICELNEREET74— R\
feedback ER¥EITB,
FIA_UID.1 Timing of identification | Yes TOE [ChhETEIFLTIVS,
FIA_USB.1 User-subject binding Yes TOE [ZHNHETEIF LTS,
FMT_MOF.1 Management of security | No Z SFR MEMICENTEF1UTAH#ERED
functions behaviour BEZ. VATLEBREZFICREY
Z
FMT_MSA.1(a) Management of security | Yes X1 TAHBHOEE®REIZ TOE (CH

FMT_MSA.1(b)

attributes

HETEMF LTS,
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BEREEHIVR—2 Vb PP Z3K FIRARE PP EDE
FMT_MSA.1(c) Management of security | No 1) BHOEEZ TOE [CHHE
FMT_MSA.1(d) attributes TEIRLTLVS,

FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)

FMT_MSA.3(a) Static attribute Yes TOE [CHNHETEIF LTS,
FMT_MSA.3(b) initialisation
FMT_MSA.3(c) Static attribute No TOE [CHNHETEEB LTS,
FMT_MSA.3(d) initialisation

FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)

FMT_MTD.1(a) Management of TSF Yes TSF F—A01gEYAME TOE [CHNE
FMT_MTD.1(b) data TR LTS,
f=#2L FMT_MTD.1(b)l& D.Conf ®
H
FMT_SMF.1 Specification of Yes X1V T1EEEEDUANE TOE [CH
Management Functions HETEERLTLVE,
FMT_SMR.1 Security roles Yes TOE [CHHETEIF LTS,
FPT_FDI_EXP.1 Restricted forwarding of | Yes PP hoZEELL
(SMI SFR Package) | data to external
interfaces
FPT_STM.1 Reliable time stamps Yes PP hoZERERZL
FPT_TST.1 TSF testing Yes TOE [ZHHETEIFLTS,
FTA_SSL.3 TSF-initiated Yes TOE [CHNHETEIFFLTLVS,
termination
FTP_ITC.1 Inter-TSF trusted Yes PP hoZEERZL

(SMI SFR Package) | channel

6.1.1. Class FAU:

FAU_GEN.1
Hierarchical to:
Dependencies:

FAU_GEN.1.1

Security Audit

Audit data generation
No other components.
FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the
following auditable events:
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- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of:
minimum, basic, detailed, not specified] level of audit; and
- [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not
specified]
- not specified
[assignment: other specifically defined auditable events]
- all Auditable Events as each is defined for its Audit Level (if

one is specified) for the Relevant SFR in Tablel5;

Table 15 Auditable Events of TOE and Individually Defined Auditable Events

Relevant SFR

Auditable event

Audit level

Additional
informatio
n

Actions to be audited
(defined by CC)

FAU_GEN.1

There are no auditable
events foreseen.

FAU_GEN.2

There are no auditable
events foreseen.

FAU_SAR.1

Successful
download of audit
log data.

<Basic>

None

a) Basic: Reading of
information from the
audit records.

FAU_SAR.2

Unsuccessful
download of audit
log data.

<Basic>

None

a) Basic: Unsuccessful
attempts to read
information from the
audit records.

FAU_STG.1

There are no auditable
events foreseen.

FAU_STG.4

None

a) Basic: Actions taken
due to the audit storage
failure.

FCS_CKM.1

None

a) Minimal: Success and
failure of the activity.

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information
(e.g. secret or private
keys).
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FCS_COP.1 None - - a) Minimal: Success and
failure, and the type of
cryptographic operation.
b) Basic: Any applicable
cryptographic mode(s) of
operation, subject
attributes and object
attributes.

FDP_ACC.1 — — — There are no auditable
events foreseen.

FDP_ACF.1(a) deletion of <not Type of job | @) Minimal: Successful

Mailbox. specified > requests to perform an
operation on an object

FDP_ACF.1(b) Job completion covered by the SFP.

and cancellation b) Basic: All requests to

of Print, Copy, perform an operation on

Scan, and Fax. an object covered by the
FDP_ACF.1(c) User name, job SFP.

information, and c) Detailed: The specific

success/failure security attributes used

regarding in making an access

execution of Store check.

Print.

FDP_ACF.1(a) User name, job

FDP_ACF.1(d) information, and

FDP_ACF.1(f) success/failure

regarding access
to Mailbox.

FDP_ACF.1(g) User name, job

information, and
success/failure
regarding access
to Mailbox.
User name, job
information, and
success/failure
regarding
execution of Store
Print.
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FDP_ACF.1(h)

Creation of
Mailbox.

FDP_RIP.1

There are no auditable
events foreseen.

FIA_AFL.1(a)
FIA_AFL.1(b)

Authentication
lock of system
administrator

FIA_AFL.1(c)
FIA_AFL.1(d)

Authentication
failure from
control panel and
CWIS.

<Minimal >

None
required

a) Minimal: the reaching
of the threshold for the
unsuccessful
authentication attempts
and the actions (e.g.
disabling of a terminal)
taken and the
subsequent, if
appropriate, restoration
to the normal state (e.g.
re-enabling of a
terminal).

FIA_ATD.1

There are no auditable
events foreseen.

FIA_SOS.1

Registration of
user and changes
in user
registration data
(password)

<nhot
specified >

a) Minimal: Rejection by
the TSF of any tested
secret;

b) Basic: Rejection or
acceptance by the TSF of
any tested secret;

¢) Detailed: Identification
of any changes to the
defined quality metrics

FIA_UAU.1

Success/failure of
authentication

<Basic>

Attempted
user
identity

a) Minimal: Unsuccessful
use of the authentication
mechanism;

b) Basic: All use of the
authentication
mechanism.

c) Detailed: All TSF
mediated actions
performed before
authentication of the
user.

FIA_UAU.7

There are no auditable
events foreseen.
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FIA_UID.1 Success/failure of | <Basic> None a) Minimal: Unsuccessful
identification and use of the user
authentication identification

mechanism, including the
user identity provided;

b) Basic: All use of the
user identification
mechanism, including the
user identity provided.

FIA_USB.1 Registration of <hot None a) Minimal: Unsuccessful
system specified > binding of user security
administrator, attributes to a subject
and changes in (e.g. creation of a
user registration subject).
data (role) b) Basic: Success and

failure of binding of user
security attributes to a
subject (e.g. success or
failure to create a
subject).

FMT_MOF.1 Changes in <Basic> None a) Basic: All modifications
security function in the behavior of the
configuration functions in the TSF.

FMT_MSA.1(a) | Registration of <not None a) Basic: All modifications

FMT_MSA.1(b) | system specified > of the values of security

FMT_MSA.1(c) | administrator, attributes.

FMT_MSA.1(d) | changes in

FMT_MSA.1(e) | registration data

FMT_MSA.1(f) | (ID, password,

FMT_MSA.1(g) | access right) of

FMT_MSA.1(h) | system
administrator,
and deletion of
system
administrator

FMT_MSA.3 (a) | None <Basic> None a) Basic: Modifications of

FMT_MSA.3 (b) the default setting of

FMT_MSA.3 (¢) permissive or restrictive

FMT_MSA.3 (d) rules.

FMT_MSA.3 (e) b) Basic: All

FMT_MSA.3 (f) modifications of the initial

- 43 - Copyright® 2014 by Fuji Xerox Co., Ltd




Xerox Color C60/C70 tzFzlr+4—T7wf

FMT_MSA.3 (g)
FMT_MSA.3 (h)

values of security
attributes.

FMT_MTD.1(a) | Changes in <hot None a) Basic: All modifications
registration data | specified > to the values of TSF data.
(ID, password) of
system
administrator,
and in the setting
of security
functions

FMT_MTD.1(b) [ Changes in
registration data
(ID, password) of
system
administrator

FMT_SMF.1 Access to system | <Minimal> | None a) Minimal: Use of the
administrator required management functions.
mode

FMT_SMR.1 Registration of <Minimal > [ None a) Minimal: modifications
system required to the group of users that
administrator, are part of a role;
changes in user b) Detailed: every use of
registration the rights of a role.
data(role), and
deletion of system
administrator

FPT_STM.1 Changes in time <Minimal > [ None a) Minimal: changes to
setting required the time;

b) Detailed: providing a
timestamp.

FPT_TST.1 Execution of Self <Basic> None Basic: Execution of the
Test and the test TSF self tests and the
result results of the tests.

FTA_SSL.3 Log-in timeout <Minimal > [ None a) Minimal: Termination
from remote. required of an interactive session
Log-in timeout by the session locking
from control mechanism.
panel.

FTP_ITC.1 Failure of the <Minimal > | None a)Minimal: Failure of the
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trusted

Communication
within a specified
period of time,
and client host
data (host name
or IP address)

required trusted channel
functions.

b) Minimal: Identification
of the initiator and target
of failed trusted channel
functions.

c) Basic: All attempted
uses of the trusted
channel functions.

d) Basic: Identification of
the initiator and target of
all trusted channel
functions.

FPT_FDI_EXP.1 | —

There are no auditable
events foreseen.

FAU_GEN.1.2

FAU_GEN.2
Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_ SAR.1:
Hierarchical to:

The TSF shall record within each audit record at least the
following information:

- Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;
and

- For each audit event type, based on the auditable event
definitions of the functional components included in the PP/ST,
[assignment: other audit relevant information].

[assignment: other audit relevant information]

- for each Relevant SFR - listed in Tablel5: (1) information as
defined by its Audit Level (if one is specified), and (2) all
Additional Information (if any is required);

User identity association

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the
TSF shall be able to associate each auditable event with the
identity of the user that caused the event.

Audit review
No other components.
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FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:

Dependencies:

FAU_STG.4.1

Xerox Color C60/C70 tzFzlr+4—T7wf

FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorized users] with the
capability to read [assignment: list of audit information] from
the audit records.

[assignment: authorized users]

- U.ADMINISTRATOR

[assignment: list of audit information]
- all log information

The TSF shall provide the audit records in a manner suitable
for the user to interpret the information.

Restricted audit review
No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records,
except those users that have been granted explicit
read-access.

Protected audit trail storage
No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail
from unauthorized deletion.

The TSF shall be able to [selection, choose one of: prevent,
detect] unauthorized modifications to the stored audit records
in the audit trail.

[selection, choose one of: prevent, detect]
- prevent

Prevention of audit data loss
FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

The TSF shall [selection, choose one of: “ignore audited

events”, “prevent audited events, except those taken by the
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FCS_CKM.1

Hierarchical to:
Dependencies:

FCS_CKM.1.1

FCS_COP.1

Hierarchical to:
Dependencies:

Xerox Color C60/C70 tzFzlr+4—T7wf

” \\

authorized user with special rights”, “overwrite the oldest
stored audit records”] and [assignment: other actions to be
taken in case of audit storage failure] if the audit trail is full.
[selection, choose one of: “ignore audited events”, “prevent
audited events, except those taken by the authorized user
with special rights”, “overwrite the oldest stored audit
records”]

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage
failure]

- no other actions to be taken

Cryptographic Support

Cryptographic key generation

No other components

[FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

TSF shall generate cryptographic keys in accordance with a
specified cryptographic key generation algorithm
[assignment: cryptographic key generation algorithm] and
specified cryptographic key sizes [assignment: cryptographic
key sizes] that meet the following: [assignment: list of
standards].

[assignment: list of standards]

- none

[assignment: cryptographic key generation algorithm]
- the Fuji Xerox’s standard method, FXOSENC
[assignment: cryptographic key sizes]

- 256bits

Cryptographic operation

No other components

[FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction
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The TSF shall perform [assignment: list of cryptographic
operations] in accordance with a specified cryptographic
algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes]
that meet the following: [assignment: list of standards].

[assignment: list of standards]

- FIPS PUB 197

[assignment: cryptographic algorithm]

- AES

[assignment: cryptographic key sizes]

- 256bits

[assignment: list of cryptographic operations]

- encryption of the document data to be stored in the internal
HDD and decryption of the document data retrieved from the
internal HDD.

User Data Protection

The Security Function Policy (SFP) described in Table16 is referenced by the Class
FDP SFRs in this clause.

Table 16 Common Access Control SFP

Object Attribute Operation(s) Subject *Access
control rule
D.DOC attributes Delete U.USER Denied,
from Table | - Delete the document except for
17 data in Mailbox and his/her own
Private Print documents
- R1
- R2
Delete U.USER Denied
- Delete the document
data except for Mailbox
and Private Print.
- Register the document | U. USER - R3
data to the Mailbox
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Object Attribute Operation(s) Subject *Access
control rule
D.FUNC | attributes Modify; Delete U. USER Denied,
from Table | - Modify and delete the except for
17 data his/her own
function data
- R4

*Details of Access control rule

R1: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Mailbox is permitted.

R2: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Private Print is permitted.

R3: When the owner identifier of D.DOC matches the user identifier, operation to
register the document in Mailbox is permitted.

R4: When the owner identifier of D.FUNC matches the user identifier, operation to
modify and delete the Mailbox is permitted.

Table 17 SFR Package attributes

Designation Definition

+PRT Indicates data that is associated with a print job.
- User identifier

- Owner identifier of D.DOC

+SCN Indicates data that is associated with a scan job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+CPY Indicates data that is associated with a copy job.

- User identifier
- Owner identifier of D.DOC
+FAXIN Indicates data that is associated with an inbound

(received) fax job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+FAXOUT Indicates data that is associated with an outbound (sent)
fax job.

- User identifier
- Owner identifier of D.DOC
- Owner identifier of D.FUNC
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+DSR Indicates data that are associated with a document

storage and retrieval job.

- User identifier

- Owner identifier of D.DOC
- Owner identifier of D.FUNC

+SMI Indicates data that is transmitted or received over a

shared-medium interface.
- none

FDP_ACC.1 (a)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (a)

FDP_ACC.1 (b)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (b)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- Common Access Control SFP in Tablel6

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of users as subjects, objects, and operations among
subjects and objects covered by the Common Access Control
SFP in Tablel6

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- users as subjects, TOE functions as objects, and the right to
use the functions as operations in Table 18.
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Table 18 Function Access Control SFP

Object Attribute(s) Operation Subject | Access control
rule
Copy - User identifier - Copy operation from | U.USER | When the user
(F.CPY, F.SCN, - User identifier for | control panel identifier for
F.DSR) each function the function
Scan / Network | - User identifier - Scan operation to U.USER | matches the
Scan - User identifier for | Mailbox from control user identifier,
(F.SCN, F.DSR, | each function panel operation of
F.SMI) - Send the scanned the function is
data from control permitted.
panel to user client,
FTP server, Malil
server, and SMB
server
Fax - User identifier - Send the scanned U.USER
(F.FAX, F.SMI) - User identifier for | data to remote fax
each function from control panel
Print - User identifier - Print(*) the U.USER
(F.PRT, F.SMI) - User identifier for | document data in
each function Private Print from
control panel
Mailbox - User identifier - Mailbox operation U.USER
Operation - User identifier for
(F.DSR, F.SMI) | each function

*Job abort for Print function is restricted to the control panel.

FDP_ACC.1(c)
Hierarchical to:
Dependencies:

Subset access control

No other components.

FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(c) The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- PRT Access Control SFP in Table19

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the PRT Access Control SFP in Table19.
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Table 19 PRT Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule
D.DOC | +PRT Read U. USER Denied, except for his/her
Print the document own documents
data in Private When the owner identifier
Print of D.DOC matches the user
identifier, print operation is
permitted.

FDP_ACC.1 (d)
Hierarchical to:

Dependencies:

FDP_ACC.1.1 (d)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- SCN Access Control SFP in Table20
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the SCN Access Control SFP in Table 20

Table 20 SCN Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule
D.DOC | +SCN Read U. USER Denied, except for his/her
- Send the own documents

document data to

server

FDP_ACC.1 (e)
Hierarchical to:

Dependencies:

FDP_ACC.1.1 (e)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]
- CPY Access Control SFP in Table21
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[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the CPY Access Control SFP in Table 21

Table 21 CPY Access Control SFP

Object

Attribute(s)

Operation Subject Access control rule

D.DOC

+CPY

Read This package does not specify any access

control restriction

FDP_ACC.1 (f)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (f)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- FAX Access Control SFP in Table22

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the FAX Access Control SFP in Table 22

Table 22 FAX Access Control SFP

Object | Attribute(s) Operation Subject Access control rule
D.DOC | +FAXIN Read U.USER Denied, except for his/her
- Retrieve the own documents
document data in - When the owner identifier
Mailbox of D.DOC matches the user
identifier, retrieval operation
is permitted.
+FAXOUT Read U.USER Denied, except for his/her
- Send the own documents

document data to

fax

FDP_ACC.1 (g)
Hierarchical to:
Dependencies:

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control
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The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- DSR Access Control SFP in Table 23

[assignment: list of subjects, objects, and operations among

subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the DSR Access Control SFP in Table

23

Table 23 DSR Access Control SFP

Object | Attribute(s)

Operation

Subject

Access control rule

D.DOC | +DSR

Read

- Retrieve the
document data in
Mailbox

U.USER

Denied, except (1) for
his/her own documents or
(2) if authorized by another
role or mechanism if such

functions are provided by a
conforming TOE

- When the owner identifier
of D.DOC matches the user
identifier, retrieval
operation is permitted.

FDP_ACC.1 (h)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (h)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 24

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects in Table 24
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Table 24 D.FUNC Operation List

Object Attribute(s) Operation Subject Access control rule
D.FUNC | - User identifier Register the U.USER When the owner
- Owner identifier | Mailbox identifier of D.FUNC
of D.FUNC matches the user

identifier, operation to
register the Mailbox is

permitted.
FDP_ACF.1 (a) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 (a) The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- Common Access Control SFP in Table 16

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of users as subjects and objects controlled under the
Common Access Control SFP in Table 16, and for each, the
indicated security attributes in Table 17

FDP_ACF.1.2 (a) The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the Common Access Control SFP in
Table 16 governing access among controlled users as
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subjects and controlled objects using controlled
operations on controlled objects

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- In the U.ADMINISTRATOR process, operation to delete the
documents in all Mailbox and all Private Print is permitted by
On Demand Overwrite function.

- In the U.ADMINISTRATOR process, operation to delete the
incomplete document data at Copy, Scan, Fax, Print job is
permitted by Job Deletion function.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18
[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
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attributes].

- users and list of TOE functions and the security attribute(s)
used to determine the TOE Function Access Control SFP in
Table 19

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- [selection: the user is explicitly authorized by
U.ADMINISTRATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions
[assignment: list of functions], [assignment: other
conditions]]

- [assignment: other conditions]

- rules specified in the TOE Function Access Control SFP in
Table 18

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects]

-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].
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[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
-none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- PRT Access Control SFP in Table 19

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the PRT
Access Control SFP in Table 19, and for each, the indicated
security attributes in Table 19.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the PRT Access Control SFP in Table
19 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects

based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
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subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- SCN Access Control SFP in Table 20

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the SCN
Access Control SFP in Table 20, and for each, the indicated
security attributes in Table 20.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].
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[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the SCN Access Control SFP in Table
20 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- CPY Access Control SFP in Table 21

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
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attributes].

- the list of subjects and objects controlled under the CPY
Access Control SFP in Table 21, and for each, the indicated
security attributes in Table 21.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the CPY Access Control SFP in Table 21
governing access among Users and controlled objects using
controlled operations on controlled objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
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objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- FAX Access Control SFP in Table 22

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the FAX
Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assighment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the FAX Access Control SFP in Table
22 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].
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[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- DSR Access Control SFP in Table 23

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the DSR
Access Control DSR in Table 23 , and for each, the indicated
security attributes in Table 23.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the DSR Access Control SFP in Table
23 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
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based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 24

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the D.FUNC
Access Control SFP in Table 24

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].
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[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the D. FUNC Access Control SFP in Table 24

FDP_ACF.1.3 (h) The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

FDP_ACF.1.4 (h) The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].

- none
FDP_RIP.1 Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of

a resource is made unavailable upon the [selection: allocation
of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the
resource from]
- deallocation of the resource from

[assignment: list of objects]
- none

6.1.4. Class FIA: Identification and Authentication

FIA_AFL.1(a) Authentication failure handling
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No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- key operator authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication (with local authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
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FIA_AFL.1.2 (b)

FIA_AFL.1 (c)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (c)

FIA_AFL.1.2 (c)
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[assignment: range of acceptable values]
- [assignment: positive integer number]
-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled.

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- U.NORMAL authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-1

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- have the control panel to display the message of
“authentication was failed” and to require reentry of the user
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FIA_AFL.1 (d)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (d)

FIA_AFL.1.2 (4)

FIA_ATD.1
Hierarchical to:
Dependencies:

FIA_ATD.1.1
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information. The TSF shall also have Web browser to reenter
the user information

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication(with remote authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-1

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- have the control panel to display the message of
“authentication was failed” and to require reentry of the user
information. The TSF shall also have Web browser to reenter
the user information

User attribute definition

No other components.

No dependencies

The TSF shall maintain the following list of security attributes
belonging to individual users: [assignment: list of security

attributes].

[assignment: list of security attributes].
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FIA_SOS.1

Hierarchical to:
Dependencies:

FIA_SOS.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

Xerox Color C60/C70 tzFzlr+4—T7wf

- Key Operator role
- SA role
- U.NORMAL role

Verification of secrets
No other components.
No dependencies.

The TSF shall provide a mechanism to verify that secrets (SA
password and U.NORMAL password when local authentication
is used) meet [assignment: a defined quality metric].

[assignment: a defined quality metric].
Password length is restricted to 9 or more characters

Timing of authentication
No other components
FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions]
on behalf of the user to be performed before the user is
authenticated.

[assignment: list of TSF mediated actions]
- storing the fax data received from public telephone line
- storing the print job delivered from user client

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated actions
on behalf of that user.

Protected authentication feedback
No other components
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to
the user while the authentication is in progress.

[assignment: list of feedback]
- display of asterisks (“*”) to hide the entered password
characters

- 69 - Copyright® 2014 by Fuji Xerox Co., Ltd



FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Xerox Color C60/C70 tzFzlr+4—T7wf

Timing of identification
No other components.
No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions]
on behalf of the user to be performed before the user is
identified.

[assignment: list of TSF-mediated actions]
- storing the fax data received from public telephone line
- storing the print job delivered from user client

The TSF shall require each user to be successfully identified
before allowing any other TSF-mediated actions on behalf of
that user.

User-subject binding
No other components.
FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes
with subjects acting on the behalf of that user: [assignment:
list of user security attributes].

[assignment: list of user security attributes]
- Key Operator role

- SA role

- U.NORMAL role

The TSF shall enforce the following rules on the initial
association of user security attributes with the subjects acting
on behalf of users: [assignment: rules for the initial
association of attributes].

[assignment: rules for the initial association of attributes]
- none

The TSF shall enforce the following rules governing changes to
the user security attributes with the subjects acting on behalf

of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes]
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6.1.5. Class FMT:

FMT_MOF.1

Hierarchical to:
Dependencies:

FMT_MOF.1.1

Xerox Color C60/C70 tzFzlr+4—T7wf

- hone

Security Management

Management of security functions behavior

No other components

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: determine the
behavior of, disable, enable, modify the behavior of] the
functions [assignment: list of functions] to [assignment: the
authorized identified roles].

[selection: determine the behavior of, disable, enable, modify

the behavior of]
- disable, enable, modify the behavior of

[assignment: list of functions]

-List of security functions in Table 25
[assignment: the authorized identified roles]
-the roles listed in Table 25

Table 25 List of Security Functions

Security Functions

Operation

Roles

Use of password entered
from MFD control panel in
user authentication

enable, disable

U.ADMINISTRATOR

Access denial due to
authentication failure of
system administrator ID

enable, disable

U.ADMINISTRATOR

User Authentication

enable, disable, modify the
behavior

U.ADMINISTRATOR

Security Audit Log

enable, disable

U.ADMINISTRATOR

Store Print

enable, disable, modify the
behavior

U.ADMINISTRATOR

Internal Network Data
Protection

enable, disable, modify the
behavior

U.ADMINISTRATOR

Customer Engineer
Operation Restriction

enable, disable

U.ADMINISTRATOR

Hard Disk Data Encryption

enable, disable

U.ADMINISTRATOR
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Hard Disk Data Overwrite

enable, disable, modify the | UUADMINISTRATOR

behavior
Auto Clear enable, disable U.ADMINISTRATOR
Self Test enable, disable U.ADMINISTRATOR

FMT_MSA.1 (a)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (a)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- Common Access Control SFP in Tablel6
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17

[assignment: the authorized identified roles].

- the roles listed in Table 26

Table 26 Security Attributes and Authorized Roles

Security attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query U.ADMINISTRATOR
modify
delete, creation

General user identifier query U.ADMINISTRATOR
modify
delete, creation
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Owner identifier for D.DOC (own
document data in Mailbox)

query, delete,
creation

U.USER

Owner identifier of D.DOC (all
document data in Mailbox)

query, delete

Key Operator

Owner identifier of D.DOC (all delete SA
document data in Mailbox)
Owner identifier of D.DOC (own | query, delete, U.USER

document data in Private Print)

creation

Owner identifier of D.DOC (all
document data in Private Print)

query, delete

U.ADMINISTRATOR

Owner identifier of D.FUNC
(Personal Mailbox)

query, delete,
creation

U.NORMAL, SA

Owner identifier of D.FUNC
(Personal Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC
(Shared Mailbox)

query, delete,
creation

Key Operator

FMT_MSA.1 (b)
Hierarchical to:
Dependencies:

Management of security attributes
No other components.
[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (b)

The TSF shall enforce the [assighment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- TOE Function Access Control SFP in Table 18,
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete ,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 18
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[assignment: the authorized identified roles].
- the roles listed in Table 27

Table 27 Security Attributes and Authorized Roles(Function Access)

Security Attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete, creation

User identifier for each query, modify U.ADMINISTRATOR

function

FMT_MSA.1 (¢) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (c) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- PRT Access Control SFP in Table 19

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 28
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Table 28 Security Attributes and Authorized Roles (PRT)

Security Attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete, creation

Owner identifier of D.DOC (own query, delete, U.USER

document data in Private Print) creation

Owner identifier of D.DOC (all query, delete U.ADMINISTRATOR

document data in Private Print)

FMT_MSA.1 (d)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (d)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- SCN Access Control SFP in Table 20

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 29

- 75 - Copyright® 2014 by Fuji Xerox Co., Ltd



Xerox Color C60/C70 tzFzlr+4—T7wf

Table 29 Security Attributes and Authorized Roles (SCN)

Security Attributes

Operation Roles

Key operator identifier

modify Key Operator

SA identifier

query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify U.ADMINISTRATOR

delete,creation

Owner identifier of D.DOC (own
document data in Mailbox)

query, delete, U.USER

creation

Owner identifier of D.DOC (all
document data in Mailbox)

query, delete Key Operator

Owner identifier of D.FUNC

(Personal Mailbox)

query, delete, U.NORMAL, SA

creation

Owner identifier of D.FUNC

(Personal Mailbox)

query, delete Key Operator

Owner identifier of D.FUNC

(Shared Mailbox)

query, delete, Key Operator

creation

FMT_MSA.1 (e)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (e)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- CPY Access Control SFP in Table 21

[selection: change default, query, modify, delete,
[assignment: other operations]]

- none

[assignment: other operations]

- none

[assignment: list of security attributes]
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Hierarchical to:
Dependencies:

FMT_MSA.1.1 (f)
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- none
[assignment: the authorized identified roles].
- none

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- FAX Access Control SFP in Table 22

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 30

Table 30 Security Attributes and Authorized Roles (FAX)

Security Attributes Operation Roles

Key operator identifier

modify

Key Operator

SA identifier

query, modify
delete, creation

U.ADMINISTRATOR

General user identifier

query, modify
delete, creation

U.ADMINISTRATOR

Owner identifier of D.DOC (own
document data in Mailbox)

query, delete,
creation

U.USER
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Owner identifier of D.DOC (all query, delete Key Operator
document data in Mailbox)

Owner identifier of D.FUNC query, delete, U.NORMAL, SA
(Personal Mailbox) creation

Owner identifier of D.FUNC query, delete Key Operator
(Personal Mailbox)

Owner identifier of D.FUNC query, delete, Key Operator
(Shared Mailbox) creation

FMT_MSA.1 (g) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (g) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- DSR Access Control SFP in Table 23

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete,[assignment: other operations]
[assignment: other operations]

- Creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 31

Table 31 Security Attributes and Authorized Roles (DSR)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
delete, creation
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General user identifier query, modify U.ADMINISTRATOR
delete, creation

Owner identifier of D.DOC (own query, delete, U.USER

document data in Shared Mailbox) | creation

Owner identifier of D.DOC (all query, delete Key Operator

document data in Mailbox)

Owner identifier of D.FUNC (Shared | query, delete, Key Operator

Mailbox) creation

FMT_MSA.1 (h) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (h) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- D.Func Control SFP in Table 24

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 32

Table 32 Security Attributes and Authorized Roles (D.FUNC)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
delete, creation
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General user identifier query, modify U.ADMINISTRATOR
delete, creation

Owner identifier of D.FUNC query, delete, U.NORMAL, SA

(Personal Mailbox) creation

Owner identifier of D.FUNC query, delete Key Operator

(Personal Mailbox)

Owner identifier of D.FUNC query, delete, Key Operator

(Shared Mailbox) creation

FMT_MSA.3 (a)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (a)

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the, [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- Common Access Control SFP in Tablel6

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 33

Table 33 Initialization property

Object Security Attributes Default
D.DOC Owner identifier of D.DOC Creator’s user identifier and
D.FUNC Owner identifier of D.FUNC | available user identifier

FMT_MSA.3.2 (a)

FMT_MSA.3 (b)
Hierarchical to:

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization
No other components.
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Hierarchical to:
Dependencies:

FMT_MSA.3.1 (c)
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FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- TOE Function Access control SFP in Table 18

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- permissive initialization property for basic functions such as
copy, print, scan, and fax as the default of security attribute.

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- PRT Access Control SFP in Table 19

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34
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Table 34 Initialization property

Object

Security Attributes Default

D.DOC Owner identifier of D.DOC Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (c)

FMT_MSA.3 (d)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (d)

FMT_MSA.3.2 (d)

FMT_MSA.3 (e)
Hierarchical to:
Dependencies:

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- SCN Access Control SFP in Table 20

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
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FMT_MSA.3.2 (e)

FMT_MSA.3 (f)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (f)

FMT_MSA.3.2 (f)
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The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- CPY Access Control SFP in Table 21

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- permissive

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- FAX Access Control SFP in Table 22

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Owner identifier of Mailbox which receives the fax data from
public telephone line

The TSF shall allow the [assighment: the authorized identified

roles] to specify alternative initial values to override the
default values when an object or information is created.
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FMT_MSA.3 (g)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (g)

FMT_MSA.3.2 ()

FMT_MSA.3 (h)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (h)
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[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- DSR Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- D.Func Control SFP in Table 24
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[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 35

Table 35 Initialization property

Object

Security Attributes Default

D.FUNC Owner identifier of D.FUNC | Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (h)

FMT_MTD.1 (a)
Hierarchical to:
Dependencies:

FMT_MTD.1.1 (a)

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assignment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- TSF data listed in Table 36

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, [assignment: the authorized identified
roles except U.NORMAL]]

- U.ADMINISTRATOR, Key Operator

- 85 - Copyright® 2014 by Fuji Xerox Co., Ltd



Xerox Color C60/C70 tzFzlr+4—T7wf

Table 36 Operation of TSF Data

TSF Data Operation Roles
Data on key operator ID modify Key Operator
Data on key operator Password modify Key Operator
Data on SA ID query, modify, delete, | UUADMINISTRATOR

creation

Data on SA Password modify U.ADMINISTRATOR
Data on User Authentication query, modify U.ADMINISTRATOR
Data on use of password entered | query, modify U.ADMINISTRATOR

from MFD control panel in user
authentication

Data on minimum user password | query, modify U.ADMINISTRATOR
length

Data on Store Print query, modify U.ADMINISTRATOR
Data on Access denial due to query, modify U.ADMINISTRATOR

authentication failure of system
administrator

Data on Security Audit Log query, modify U.ADMINISTRATOR

Data on Internal Network Data query, modify, delete | U ADMINISTRATOR
Protection

Data on Customer Engineer query, modify U.ADMINISTRATOR
Operation Restriction

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Encryption

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Overwrite

Data on date and time query, modify U.ADMINISTRATOR
Data on Auto Clear query, modify U.ADMINISTRATOR
Data on Self Test query, modify U.ADMINISTRATOR
Data on Report Print query, modify U.ADMINISTRATOR

FMT_MTD.1 (b) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (b) The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assignment: list of TSF data] to [assignment: the
authorized identified roles].
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[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- list of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL in
Table 37

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated].

- U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated

Table 37 Operation of TSF Data

TSF Data Operation Roles
Data on General user ID | query, modify, delete, U.ADMINISTRATOR
creation
Data on General user modify U.ADMINISTRATOR ,
Password U.NORMAL
FMT_SMF.1 Specification of Management Functions

Hierarchical to:
Dependencies:

FMT_SMF.1.1

No other components.
No dependencies.

The TSF shall be capable of performing the following
management functions: [assignment: list of management
functions to be provided by the TSF].

[assignment: list of management functions to be provided by
the TSF]
- Security Management Functions listed in Table 38

Table 38 Security Management Functions Provided by TSF

Relevant SFR Management Function Management items defined by
CC
FAU_GEN.1 Management of data on Security There are no management
Audit Log settings activities foreseen.
FAU_GEN.2 - There are no management
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activities foreseen.

FAU_SAR.1 Management of data on key a) maintenance (deletion,
operator and SA (ID and password) | modification, addition) of the
group of users with read access
right to the audit records.

FAU_SAR.2 - There are no management
activities foreseen.
FAU_STG.1 - There are no management
activities foreseen.
FAU_STG.4 none a) maintenance (deletion,
Reason: The control parameter of | modification, addition) of actions
audit log is fixed and is not to be taken in case of audit
managed storage failure.
FCS_CKM.1 - There are no management
activities foreseen.
FCS_COP.1 Management of data on Hard Disk | There are nho management
Data Encryption activities foreseen.
FDP_ACC.1(a) |- There are no management
FDP_ACC.1(b) activities foreseen.

FDP_ACC.1(c)
FDP_ACC.1(d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
FDP_ACC.1(h)

FDP_ACF.1(a) |- Management of user identifier a)Managing the attributes used
- Management of owner identifier of | to make explicit access or denial
D.DOC based decisions.

- Management of owner identifier of
D.FUNC

- Management of function and data
on Store Print

FDP_ACF.1(b) |- Management of user identifier

- Management of owner identifier of
function

- Management of data on Store
Print
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FDP_ACF.1(c)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of data on Store
Print

FDP_ACF.1(d)
FDP_ACF.1(f)
FDP_ACF.1(g)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of data on Store
Print

FDP_ACF.1(e)

none
Reason: there are no additional
security attributes and is not
managed.

FDP_ACF.1(h)

- Management of user identifier
- Management of owner identifier of
D.FUNC

FDP_RIP.1

Management of data on Hard Disk
Data Overwrite

a) The choice of when to perform
residual information protection
(i.e. upon allocation or
deallocation) could be made
configurable within the TOE.

FIA_AFL.1(a)
FIA_AFL.1(b)

Management of data on access
denial due to authentication failure
of system administrator

a) Management of the threshold
for unsuccessful authentication
attempts;

FIA_AFL.1(c)
FIA_AFL.1(d)

none
Reason: The function is fixed and is
not managed.

b) Management of actions to be
taken in the event of an
authentication failure.

FIA_ATD.1 none a) If so indicated in the
Reason: there are no additional assignment, the authorized
security attributes and there are no | administrator might be able to
additional security attributes to be | define additional security
managed. attributes for users.

FIA_SOS.1 none a) the management of the metric
Reason: The metric is fixed and is | used to verify the secrets.
not managed.

FIA_UAU.1 - Management of data on use of a) Management of the

password entered from MFD control
panel in user authentication.

authentication data by an
administrator;
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- Management of data on key
operator, SA, and general user

( password)

- Management of data on user
authentication.

- Management of data on minimum
user password length

b) Management of the
authentication data by the
associated user;

¢) Managing the list of actions
that can be taken before the user
is authenticated.

FIA_UAU.7 - There are no management
activities foreseen.
FIA_UID.1 - Management of data on key a) The management of the user
operator, SA, and general user (ID) | identities.
- Management of data on user b) If an authorised administrator
authentication. can change the actions allowed
before identification, the
managing of the action lists.
FIA_USB.1 none a) an authorized administrator
Reason: action and security can define default subject
attributes are fixed and are not security attributes.
managed. b) an authorized administrator
can change subject security
attributes.
FMT_MOF.1 Management of data on Customer | a) Managing the group of roles

Engineer Operation Restriction

that can interact with the
functions in the TSF;

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)

none
Reason: The role group is fixed and
is not managed

a) managing the group of roles
that can interact with the
security attributes;

b) management of rules by
which security attributes inherit
specified values.

FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)

none
Reason: The role group is only a
system administrator and is not
managed.

a) managing the group of roles
that can specify initial values;

b) managing the permissive or
restrictive setting of default
values for a given access control
SFP;

¢) management of rules by which
security attributes inherit
specified values.
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FMT_MTD.1(a)

- Management of data on Customer
Engineer Operation Restriction

- Management of data on Report
Print

a) Managing the group of roles
that can interact with the TSF
data.

FMT_MTD.1(b)

none
Reason: The role group is fixed and
is not managed

FMT_SMF.1

There are no management
activities foreseen.

FMT_SMR.1

none
Reason: The role group is fixed and
is not managed

a) Managing the group of users
that are part of a role.

FPT_STM.1

- Management of time and data.

a) management of the time.

FPT_TST.1

- Management of data on Self Test.

a) management of the conditions
under which TSF self testing
occurs, such as during initial
start-up, regular interval, or
under specified conditions;

b) management of the time
interval if appropriate.

FTA_SSL.3

- Management of data on Auto
Clear.

a) specification of the time of
user inactivity after which
termination of the interactive
session occurs for an individual
user;

b) specification of the default
time of user inactivity after
which termination of the
interactive session occurs.

FTP_ITC.1

- Management of data on Internal
Network Data Protection.

a) Configuring the actions that
require trusted channel, if
supported.

FPT_FDI_EXP.1

none
Reason: The role and transfer
conditions are fixed and are not
managed.

a) Definition of the role(s) that
are allowed to perform the
management activities;

b) Management of the conditions
under which direct forwarding
can be allowed by an
administrative role;

¢) Revocation of such an
allowance.
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FMT_SMR.1
Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

FPT_FDI_EXP.1
Hierarchical to:
Dependencies:

FPT_FDI_EXP.1.1

FPT_STM.1
Hierarchical to:
Dependencies:
FPT_STM.1.1

FPT _TST.1
Hierarchical to:

Dependencies:

FPT_TST.1.1

Xerox Color C60/C70 tzFzlr+4—T7wf

Security roles
No other components.
FIA_UID.1 Timing of identification

The TSF shall maintain the roles [assignment: the authorized
identified roles].

[assignment: the authorized identified roles]
- U.ADMINISTRATOR, U.NORMAL, key operator, SA

The TSF shall be able to associate users with roles, except for
the role "Nobody” to which no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

Restricted forwarding of data to external interfaces
No other components.

FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

The TSF shall provide the capability to restrict data received on
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assighment: list of
external interfaces].

[assignment: list of external interfaces]
- any external interfaces

[assignment: list of external interfaces]
- any Shared-medium interfaces

Reliable time stamps

No other components.

No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
No other components.

No dependencies.

The TSF shall run a suite of self tests [selection: during initial
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start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment:
conditions under which self test should occur]] to demonstrate
the correct operation of [selection: [assignment: parts of TSF],
the TSF].

[selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test
should occur]]

- at the conditions [assignment: conditions under which self
test should occur]

[assignment: conditions under which self test should occur]
- at initiation under which self test is set

[selection: [assignment: parts of TSF], the TSF].

- [assignment: parts of TSF]

- TSF executable code

The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF
data], TSF data].

[selection: [assignment: parts of TSF data], TSF data]
- [assignment: parts of TSF data]
- TSF data (excluding audit log data, and present time data)

The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF],
TSF].

[selection: [assignment: parts of TSF], TSF]
- [assignment: parts of TSF]
- TSF executable code in program ROM

6.1.7. Class FTA:TOE Access

FTA_SSL.3
Hierarchical to:
Dependencies:
FTA_SSL.3.1

TSF-initiated termination

No other components.

No dependencies.

The TSF shall terminate an interactive session after a
[assignment: time interval of user inactivity].
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[assignment: time interval of user inactivity]

- Auto clear time can be set to 10 to 900 seconds on the
control panel.

- Login timeout from CWIS is fixed to 20 minutes.

- There is no inactive time with printer/fax driver.

6.1.8. Class FTP: Trusted Path/Channels

FTP_ITC.1
Hierarchical to:
Dependencies:

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

Inter-TSF trusted channel
No other components.
No dependencies.

The TSF shall provide a communication channel between itself
and another trusted IT product that is logically distinct from
other communication channels and provides assured
identification of its end points and protection of the channel
data from modification or disclosure.

The TSF shall permit [selection: the TSF, another trusted IT
product] to initiate communication via the trusted channel.

[selection: the TSF, another trusted IT product]
- the TSF, another trusted IT product

The TSF shall initiate communication via the trusted channel
for [assignment: list of functions for which a trusted channel is
required].

[assignment: list of functions for which a trusted channel is
required].

- communication of D.DOC, D.FUNC, and D.CONF over any
Shared-medium Interface
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tX1)FT(RIEEH (Security Assurance Requirements)
Table 39 [CEF1UT1REEHERLRT D,
A TOE OFFHMEREEL NIUE EAL3 THd, EBMUEZELF1UT(RIEIVR—RV ME, ALC_FLR.2 T#H
D,
Table 39 tXa)T1{RIEEH
REEDIA RELAVIR—RV b
ADV_ARC.1 Security architecture description
ADV: Functional specification with complete
Development ADV_FSP.3 summary
ADV_TDS.2 Architectural design
AGD: AGD_OPE.1 Operational user guidance
Guidance )
AGD_PRE.1 Preparative procedures
documents
ALC_CMC.3 Authorization controls
Implementation representation CM
ALC: ALC_CMS.3 coverage
Life-cycle ALC_DEL.1 Delivery procedures
support ALC_DVS.1 Identification of security measures
ALC_FLR.2 Flaw reporting procedures
ALC_LCD.1 Developer defined life-cycle model
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE: ASE_INT.1 ST introduction
Security Target | ASE_0OBJ.2 Security objectives
evaluation ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE_COV.2 Analysis of coverage
ATE: ATE_DPT.1 Testing: basic design
Tests ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
AVA:
Vulnerability AVA_VAN.2 Vulnerability analysis
assessment
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6. 3.
6.3.1.

PrIUT R REEREET YT R R A ORI EE, Table 40(CE2itTE, CORTRTAED, HFa
UTAHBEE N, D<ED 1 20 TOE tXa1UT R AHICHISL TS . FeF X1 )Tt KA &
B EFIUTAHRBEE R ICLNREESN TL\S1R#LE, Table41 [CEEiR T 2,
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tX1)T1EHER (Security Requirement Rationale)

TX1UTHEREEHARHL (Security Functional Requirements Rationale)

Table 40 t¥aUTHREEHELTAUTRIERA SO SRR

Objectives

SFRs

0.DOC.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_ALT

0O.CONF.NO_DIS

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED

FAU_GEN.1

FAU_GEN.2

S| < |0.AUDIT.LOGGED

FAU_SAR.1

AN

FAU_SAR.2

FAU_STG.1

FAU_STG.4

FCS_CKM.1

FCS_COP.1

FDP_ACC.1 (a)

FDP_ACC.1 (b)

FDP_ACC.1 (c)

FDP_ACC.1 (d)

FDP_ACC.1 (e)

FDP_ACC.1 (f)

FDP_ACC.1 (g)

NN ENIENEN

FDP_ACC.1 (h)

FDP_ACF.1 (a)

FDP_ACF.1 (b)

FDP_ACF.1 (c)

FDP_ACF.1 (d)
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0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_ALT

0O.CONF.NO_DIS

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.SOFTWARE.VERIFIED

O.INTERFACE.MANAGED
O.AUDIT.LOGGED

FDP_ACF.1 (e)

FDP_ACF.1 (f)

FDP_ACF.1 (g)

< | S| N[0.DOC.NO_DIS

FDP_ACF.1 (h)

FDP_RIP.1

FIA_AFL.1 (a)

FIA_AFL.1 (b)

FIA_AFL.1 (c)

FIA_AFL.1 (d)

ST S

FIA_ATD.1

FIA_SOS.1

FIA_UAU.1

\

FIA_UAU.7

AN

FIA_UID.1

FIA_USB.1

DN N N N N N B N B N B N RN

FMT_MOF.1

FMT_MSA.1 (a)

FMT_MSA.1 (b)

FMT_MSA.1 (c)

FMT_MSA.1 (d)

FMT_MSA.1 (e)

FMT_MSA.1 (f)

FMT_MSA.1 (g)

NIENENENIEN

FMT_MSA.1 (h)

FMT_MSA.3 (a)

FMT_MSA.3 (b)

FMT_MSA.3 (c)

FMT_MSA.3 (d)
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O.PROT.NO_ALT

O.CONF.NO_ALT

0O.CONF.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT
O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

FMT_MSA.3 (e)

FMT_MSA.3 (f)

FMT_MSA.3 (g)

< | S| N[0.DOC.NO_DIS

FMT_MSA.3 (h) v

FMT_MTD.1 (a)

FMT_MTD.1 (b)

FMT_SMF.1

FMT_SMR.1

AN NN B NI BN
AN N B NE RN
SN TX X

FPT_FDI_EXP.1

FPT_STM.1

FPT_TST.1

FTA_SSL.3

FTP_ITC.1

Table 41 L¥1UT4 R EAEHICLIF1) T4 BEBEZ (IR ML

TXaIT R E

TFIT R E AR AL

O.AUDIT.LOGGED
(BEEAXY bOECERE
REISNIZTDER)

O.AUDIT.LOGGED (3 TOE R - tF21UT4ICRNBI1 RV bOOT Z4ERL -
L, EROBVARELRHR - RS EBCH KA HTHS,
AeF2UT AR AHERERTHEHICE,

FAU_GEN.1 [CLNEERRAIAY MR LTEF ) TABEEOT TN E RS
ns.

RIELT L0 ER IR TERICINERRIFETHS.

FAU_STG.4: E¥1UT(4BEEQT TS0 M HIIE E THIIEM. EFIE
ENRICANIESN D,

FCS_CKM.1:BESRERDKBISEERFICIS LS
FCS_COP.1:BESLDKERIF YT AT—ARELTERIGEND

FMT_MSA.3: 774V ME. JL—ILOZEE (T

FAU_GEN.2, FIA_UID.1 [CINBEERRERE. TORACLBLFAED

- 98 - Copyright® 2014 by Fuji Xerox Co., Ltd




Xerox Color C60/C70 tzFzlr+4—T7wf

TXaT R &

THIT R E AR AL

HAEERICREE R T,

FPT_STM.1 (C&D TOE O OEELIAYIERNT, EEMRIAY bedt
(CR4 LARYTHEE BN (CRE RSN S,

L EDtF1) TR EHCIN R A ERBTENTES,

O.SOFTWARE.VER
IFIED

(VIMII7 LMD
1R3L)

O.SOFTWARE.VERIFIED (& TOE BE&®MX{71— FOBHRIDFIEZIR
HIIRAEKHEHTHS.

AEF1UTARAHERERTHEHICE.

FPT_TST.1(C&D TSFE4TI- FELU TSF T-ADT L ZREET 572D E
ETAMEREEREENRCRE LRITI SN TES,

L EDEF1) TR EHRICINR RS SHERBIZT ENTES,

O.INTERFACE.MA
NAGED

(BB B—D1—AD
E1E)

O.INTERFACE.MANAGED (FtFaUF4R)I—(CH->THERS VA—T1—2R

DREFEEETIRRAHTHD,

AKeF1 )T R RAHEERT NI,

FIA_AFL.1(a)ICkDnHt & 2 & SRS DR AL R BRBF(C. FIA_AFL.1(b)IC&LD

SA DB R BT (AR R FRRLRF ) ICEREE R BRIC LD 7D EAE B B $5 DEREEIC

KB ULIZE . BiR OFF/ON K" B(ZRD, EHE UK BEC,

FIA_AFL.1 (c)ICEN—AFI A& SRELRF DFRAE K BUBF(C. FIA_AFL.1 (d)IC

&0 SA SRELRE DERAE S BB (S EREREERF ) (. /S AT — ROVIE LKLV B DAY

t—IJRRLC. NAT—FOBANEEKRT S,

FIA_UAU.1.FIA_UID.1 [CINEELG—RAAEBESLVVATLEEEEH

BT BIHIC. CWIS ADT7HEABIC 1Y — R RN ITHND,

FIA_UAU.7 [CEN1—H—FBREICRLCEREE 71— R)WDIIRESN B DT, /TR

J— ROiFRRIEEAIFS,

FTA_SSL.3 (LD, CWIS [c—
BRMEEKRTS,

TIUR—RSANEDEYaVvE R BT TICERNBEEEBICEY aVERTT

%o

FPT_FDI_EXP.1 (ZED4 &R VA—T1— AW DDZIET—ADAE LY FT—DHA

DFAIENBVEREZHIRT B,

LU EDCFIUTHBEEHICEDR KA ER/ZTENTED,

ERROPI AN EMSSBATAVEDUPL

0.USER.AUTHORI
ZED

(—RRF AELEESE
0 TOE f# D)

O.USER.AUTHORIZED (3 TOE OfE A% § 381, HAENEF1)T1
RUY—(CRHOTHERRZ T 5 SN THN. ZDFRILEH A ERHD XK A EH THD,
REF1)T4R R A EETRTHHICIE.

FDP_ACC.1(b). FDP_ACF.1(b)IcN1—H—# IR EEMHETHET. 3
ASNEFIREDH CEREEENIRIEZEF T T,
FIA_AFL.1(a)lcENHi & 2% S SE DR S BRBS(C. FIA_AFL.1(b)ICdD
SA DEBEE sk BB (AR SREEES ) (CRRAI A BRICLB T I EAE B B S OREEIC
KEULIZEE . BiIR OFF/ON A E(CEN. EfG LI E =A<,

FIA_AFL.1 (c)ICED— iR I F & SRR D3R 5TE S BUBF(C. FIA_AFL.1 (d)IC
&0 SA REERFDEREE S BABS (S EREREERS) (S, “INAD— FH IE LKIE LV B DAY
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TXaT R &

THIT R E AR AL

t—IBRRULC. AT FOBAAEEKRT D,

FIA_ATD.1. FIA_USB.1 [CIDiMEEERE], SA RE. —BFAER
B|EMEIFTRIEICED, BRI SN AEDOH (CHT I M EEINL T,
FIA_SOS.1 (2D, SA t— & FIAEZEDR/INNNAT—FREFIET S,
FIA_UAU.1, FIA_UID.1 [CINESLE—BAAESLVVATLEEE RS
AT RO, BENRILDODOTHEARIC - — A FREENTHN D,
FIA_UAU.7 [C&D1—H—8REECRIL TR 71— KSR ENZD T, /SR
D—ROiRBIEITFS,

FMT_MSA.1(b)IC&NEF1UT/ BHDELENOE . RZE. HIR. (EREEE
ECE

FMT_MSA.3 (b)Ic&NE LT 74 MEEEET 3,

FMT_SMR.1 (LN EESE . SA, VATLEEE ., —RFIHEOERENTH
BFEINT, 20X BINBEER FoND,

FTA_SSL.3 (CENBENRIVC—ERFFEOT7IE AN TGS (FIRENRILD
BREEDUZLEFRIIZERT D,
UEDtF1UT BB B HICEDR R A S ERZT ENTES,

0.DOC.NO_DIS
(FIREXET-530
T ERTRE)

O.DOC.NO_DIS ¥ TOE ## R0 LA ERRKENMS User Document
Data Z5F3 X KA EHTH.

AKeF1 )T R RAEHERRT NI,

FDP_RIP.1 [CEDAEBN— FTFAADEBICEESNZFAEFHAXET 0. L
AIOERONBZFIATELRT S,

FDP_ACC.1(a),FDP_ACC.1(c), FDP_ACC.1(d), FDP_ACC.1(e),
FDP_ACC.1(f), FDP_ACC.1(g), FDP_ACF.1(a),FDP_ACF.1(c),
FDP_ACF.1(d), FDP_ACF.1(e), FDP_ACF.1(f), FDP_ACF.1(g) ,
FIA_UID.1 [C&NI1—H—BAIEEETHET, SFaISnNizFIAEBEOHIC.
User Document Data QiEE%HA[ T3,
FMT_MSA.1(a),FMT_MSA.1(c),FMT_MSA.1(d). FMT_MSA.1(e).
FMT_MSA.1(f),FMT_MSA.1(g)lc&ntF 1T EBHOBVNEHE , RE.
HIBR. ERNZEET D,

FMT_MSA.3 (a),FMT_MSA.3 (c),FMT_MSA.3 (d),FMT_MSA.3
(e),FMT_MSA.3 (f), FMT_MSA.3 (g)lc&NBEILF74)l MEE S ET 3,
FMT_SMR.1 [CINHEMEEE . SA. VATLEEE ., — A AZEO®RBTH
Ban T, t0&EINEEM ToNB,

FMT_SMF.1 (C&D TOE £¥1)T1EEHEEZ I ATLEEEBENRETS,
FTP_ITC.1 [CLD TOE & IT FOAD MDA ER %Y FO—H L &N 5 User
Document Data 2 ZEh o RETHHIC. BIET—AESLTOMIVICH G
33,

LU EDCFIUTBBEBEBICEDR R A S ER/ZTENTED,

0.DOC.NO_ALT,
(FIREXET-H20

O.DOC.NO_ALT (&, TOE ##ER DR WARIERZHS DB User Document
Data =3 xR A E#HTHD.
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TXaT R &

THIT R E AR AL

FEHRSHRE)

AKeF1 )T R RAEHERRT NI,

FDP_ACC.1(a). FDP_ACF.1(a), FIA_UID.1 ([C&D1—Y—#HI==EET S
CET, HFaSNEFBAEDHIC, User Document Data DIZEEHFAT T3,
FMT_MSA.1(a)lcdhtFaUT(BHEORIVAEDE. R E. Ik, EREEE
33,

FMT_MSA.3 (a)lc&D@tI BT 74 MEZEET 3,

FMT_SMR.1 [CINHMEEE . SA. VATLEESE . —RFIAEOREIH
BaEnT. z0REINEEM ToND,

FMT_SMF.1 (C&D TOE CF1UT1 EBEEEZ VY ATLEEENRH TS,
FTP_ITC.1 [C&D TOE & IT FOAYD MEDAERRY FJD—H L &N % User
Document Data #ZBh H{RE T 27H(C. BIET—HEELTOFIUTH IS
33,

U EDCFIUTHBEBHICEDR KA S ER/TENTED,

O.FUNC.NO_ALT
(R AEEET 30
TEHSHIRE)

O.FUNC.NO_ALT (. TOE ##R DB WA EB KRS DB User Function
Data Z=FdX KA TH3.

AKeF1 )T R RAHEERRTHENHICE.
FDP_ACC.1(a),FDP_ACC.1(h). FDP_ACF.1(a),FDP_ACF.1(h),
FIA_UID.1 [CED1—HY - ZEETHET. EFaISNLFIAEZDOHIC.
User Function Data Qig{E%E7rI 9%,

FMT_MSA.1(a) ,FMT_MSA.1(h)[CdDtF1UT BHOBLEHE . K.
HIBR. ERNZEET D,

FMT_MSA.3 (a),FMT_MSA.3 (h)IC&D@EI BT I4IL MEEE BT S,
FMT_SMR.1 [CINEMEERE. SA. YVATLEERE . —RFAIRAEZEORETH
BaEnT. z0REINEEM ToND,

FMT_SMF.1 (C&D TOE EF1 T4 EBEEEZ VAT LEBENRET S,
FTP_ITC.1 [C&D TOE & IT FOAD MEOAERRY M- L& N% User
Function Data #Z BN bRETILHIC. BIET-ABEELTONIVICHET
%,

U EDEFIUTBBEBEHICEDR R A S ER/IZTENTES,

0.PROT.NO_ALT,
(TSF F—HOFRE K
ShiRE)

O.PROT.NO_ALT (¥ TOE ##ERDHB VAR IER RSN TSF Data &57%xt
EKHEHTHD.

AF1UT R RAHEERTIEHICIE.

FIA_UID.1 [CEN1—T—#ANZEET I LT, BFRISNLE VAT LEBELZT
[C. TSF Data O {EZzEFaIT 5,

FMT_MOF.1 [C&N 1) T HEEDEMERE L BLUBBEDEEIX. VAT L
BEELZFCBELTCNSDT, YVATLEEEL(FHIHIPREIND,
FMT_MTD.1(a)lC&N 1T HEEDHRERE (L. VAT LEBEZFICR
ELTLBNDT, TOE FBRET-ADKRER. YATLEBELFICHIBRENS,
FMT_MTD.1(b)Ic&N—fgFIFE ID OREG. VAT LEBELFHAEICR
ELTWS,
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TXaT R &

THIT R E AR AL

FMT_SMF.1 (&N TOE 1) T HEEN EEBBEEDR TR, YATLEEEA
BtT3,

FMT_SMR.1 [CINHEMEEE . SA. VATLEEE ., — A AEZEO®BTH
BFSnT, 20ZENEEF TN,

FTP_ITC.1IC&N TOE & IT 704D FREDRERRY FD—D E %N % TOE 3% 5E
TREERENORETIENIC. BET-IBSLTORIICHET B,

L EDEF1 )T BB S ICIDR R A ER/ LT ENTED,

0.CONF.NO_DIS,
0.CONF.NO_ALT
(TSF F—5DFEK
ShBLURERTR
7€)

0.CONF.NO_DIS, O.CONF.NO_ALT (£ TOE %#[ENHG AR IERLRE# vk
Shh b D.CONF &5F3 5 KA # THD,

A1) TR RAMEETRT DI,

FIA_UID.1 [C&N1—Y—#AIEEET S ET, BFRISNIZRIABLIFIC,
D.CONF D#{EzEFrI 7%,

FMT_MOF.1 [CENTEF1UT(HBEDEMERFLL . BLUBBEDREX. VAT L
EEELFICBELTVNBDT, YVATLEBELZ(FICHEIND,
FMT_MTD.1(a)IC&NEF1)T1BREDHEBEER B, VAT LEBELIFICR
FELTLSDT, D.CONF OFILVENE ., EIE. YATLEBEFLIFTHIEBIN
%,

FMT_MTD.1(b)ICEN—fEFIAED ID E)SAV—ROHREF. YATLEEELE
FAHEICRELTS,

FMT_SMF.1 [C&D TOE €F 1) T/ HEEDEERREDR T Z . BFAISN/ZFI A
BENRETS,

FMT_SMR.1 [CENEEMEERE . SA. VATLEEE ., —RFIAEORE|IH
Ban T, t0&EINEEM ToND,

FTP_ITC.1(ZED TOE & IT FOAD MDA ERRY FI—D EETRNZ X171
BEEOJT—3BLU D.CONF ZEBhHIRETZHIC. BIETAESLTO
FVIERTET B,

LU EDEFIUTHBEEHICEDR R A S ER/ZTENTED,

O.AUDIT_STORAG
E.PROTECTED

O.AUDIT_STORAGE.PROTECTED (B &L HEEREDL VDL - HIBR-
EENOTFIRNKAEHTHD,

AEF1UTI R RAHERRTHLEHICE.

FAU_STG.1 [CLNEEEOT TP/ VICHEMEN TS X1 T(BEENY T4 %,
FEBHIBRPHRENLRET S,

FAU_STG.4 [CLNEEOTNEMRICIE1ZEFC, REE VM LAY T TN
NEEENTE EEEHIRLT HLLWEEIRV M, BEEOT 771 BT
%

L EDEF1) TR CINM R AR ERBT ENTES,

O.AUDIT_ACCESS
.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED (3B B FREHRNMERDHEIEICLTD
#. BEMBEFIVTHERERANT B AHICHMEINIIIICTIRMERAEHTH
3o

AEF1)T4 R RAEHERETHHICE,
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TXaT R &

THIT R E AR AL

FAU_SAR.1 [CIDEFRISN TS VAT LEEEX EEOT 771 o0+
UT41BEENT T -0 H H U EEE IR T 5.

FAU_SAR.2 [CIDEFRISN TS VAT LEBEUSNOEENTIANDT7IEAZ
#it93,

L EDEF1) TR HCINM R AR ERBT ENTES,

O.CIPHER

O.CIPHER [ZREN— FTAADEEICEFEIN TS XET 2. FIRFEH X
ET-REROH UTHEIHRIGVLIC, REN—- FT/ADEE LICEHET
NHTHEESILTIREAEHTHS.
AEF1UTI R RAHERRTHEHICE.

FCS_CKM.1 [CIDNIEE SNz 256 EVMDEE S RRICHEST, SR ERS
ns.

FCS_COP.1 [C&NRHONEES I TIXLEE SRR T, XET—IERED
N=RTAADEBENEET HRCHESE SN, i H UFCES1ESh3,

U EDEF1)T BB S CIIM R A S EMICT ENTES,

6. 3. 2.

IREFMHEOREE (Dependencies of Security Functional Requirements)

TRIVTHEREEGMRTFELCV SRS LR FRRERHR UGV HERE S RFEFRN
ENBTERMBEN B VRLE, Table 42 (L2 T B,

Table 42 tFaUT/HEEEHIVIR—2 Y bOEREFM

WREEHIVR—2V b

REFHEOEEEEHIVR—F Vb

BEUHBIVERET

mELCOVSES  (REMEBELTCVEVEHEZOESE

FAU_GEN.1

Audit data generation

FPT_STM.1 -

FAU_GEN.2
User identity
association

FAU_GEN.1
FIA_UID.1

FAU_SAR.1
Audit review

FAU_GEN.1 -

FAU_SAR.2
Restricted audit
review

FAU_SAR.1 -

FAU_STG.1

storage

Protected audit trail

FAU_GEN.1 -

FAU_STG.4

data loss

Prevention of audit

FAU_STG.1 -
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

BEUBIUEHLTH WEULCLVDESE KEMEHERELCVEVEGCZOIE S
FCS_CKM.4:
FCS_CKM.1 E5#(E MFD OFEENRF(CAE SN, DRAMFEH 14
Cryptographic key FCS_COP.1 AED)CHEMEND, COREERE MFD AMADER
generation UM T OEHRTADT. EEREHETIVNEN
Y= A
FCS_CKM.4:
FCS_COP.1 &5 8#(E MFD DEENFFCAE RS, DRAMIEH 4
Cryptographic FCS_CKM.1 AED)ICHEMEND, COREE R MFD AMADER
operation UM OEHRTADT. EEREHETIVNEN

LA

FDP_ACC.1(a)
Subset access control

FDP_ACF.1(a)

FDP_ACC.1(b)
Subset access control

FDP_ACF.1(b)

FDP_ACC.1(c)
Subset access control

FDP_ACF.1(c)

FDP_ACC.1(d)
Subset access control

FDP_ACF.1(d)

FDP_ACC.1(e)
Subset access control

FDP_ACF.1(e)

FDP_ACC.1(f)
Subset access control

FDP_ACF.1(f)

FDP_ACC.1(g)
Subset access control

FDP_ACF.1(g)

FDP_ACC.1(h)
Subset access control

FDP_ACF.1(h)

FDP_ACF.1(a)
Security attribute
based access control

FDP_ACC.1(a)
FMT_MSA.3(a)

FDP_ACF.1 (b)
Security attribute
based access control

FDP_ACC.1(b)
FMT_MSA.3(b)

FDP_ACF.1 (c)
Security attribute
based access control

FDP_ACC.1(c)
FMT_MSA.3(c)

FDP_ACF.1 (d)
Security attribute

FDP_ACC.1(d)
FMT_MSA.3(d)
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

BUHBSUEHLT MELCLSEH (KEMHEZERLCVEVEHEEDIE S
based access control
FDP_ACF.1 (e)

FDP_ACC.1e)

Security attribute
based access control

FMT_MSA.3(e)

FDP_ACF.1 (f)
Security attribute
based access control

FDP_ACC.1(f)
FMT_MSA.3(f)

FDP_ACF.1 (g)
Security attribute
based access control

FDP_ACC.1(g)
FMT_MSA.3(g)

FDP_ACF.1 (h)
Security attribute
based access control

FDP_ACC.1(h)
FMT_MSA.3(h)

FDP_RIP.1
Subset residual
information protection

3L

FIA_AFL.1
Authentication failure
handling

FIA_UAU.1

FIA_ATD.1
User attribute
definition

3L

FIA_SOS.1
Verification of secrets

3L

FIA _UAU.1
Timing of
authentication

FIA_UID.1

FIA_UAU.7
Protected
authentication
feedback

FIA_UAU.1

FIA_UID.1
Timing of
identification

3L

FIA_USB.1
User-subject binding

FIA_ATD.1

FMT_MOF.1
Management of
security functions

FMT_SMF.1
FMT_SMR.1

- 105 -

Copyright® 2014 by Fuji Xerox Co., Ltd




Xerox Color C60/C70 &zFalrs84—Twf

WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

behavior

FMT_MSA.1(a)

FDP_ACC.1(a)

Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(b) FDP_ACC.1(b)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(c) FDP_ACC.1(c)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(d) FDP_ACC.1(d)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(e) FDP_ACC.1(e)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(f) FDP_ACC.1(f)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(q) FDP_ACC.1(qg)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(h) FDP_ACC.1(h)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1

FMT_MSA.3(a)
Static attribute
initialization

FMT_MSA.1(a)
FMT_SMR.1

FMT_MSA.3(b)
Static attribute
initialization

FMT_MSA.1(b)
FMT_SMR.1

FMT_MSA.3(c)
Static attribute
initialization

FMT_MSA.1(c)
FMT_SMR.1

FMT_MSA.3(d)
Static attribute
initialization

FMT_MSA.1(d)
FMT_SMR.1

FMT_MSA.3(e)
Static attribute

FMT_MSA.1(e)
FMT_SMR.1
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HEEEEHIVR—RV b IREFHEOBEEEHIVR—R VT
BEHBIUVEHAT MELCLSEH (KEMHEZERLCVEVEHEEDIE S
initialization
FMT_MSA.3(f)

] i FMT_MSA.1(f)
Static attribute —
e e FMT_SMR.1
initialization
FMT_MSA.3(q)

] ) FMT_MSA.1(qg)
Static attribute —
e e FMT_SMR.1
initialization
FMT_MSA.3(h)

. . FMT_MSA.1(h)
Static attribute —
e e FMT_SMR.1
initialization
FMT _MTD.1

FMT_SMF.1
Management of TSF —
FMT_SMR.1
data
FMT_SMF.1
Specification of
UL
management
functions
FMT_SMR.1
. FIA_UID.1 —
Security roles
FPT_STM.1

o 3L
Reliable time stamp
FPT TST.1

- 3L
TSF testing
FTA_SSL.3
TSF-initiated BUL
termination
FTP_ITC.1
Inter-TSF trusted BU
channel
FPT_FDI_EXP.1
Restricted forwarding | FMT_SMF.1
of data to external FMT_SMR.1
interfaces

6.3.3. TFIVT(RIIEHIRM (Security Assurance Requirements Rationale)

This TOE is Hardcopy Device used in restrictive commercial information processing
environments that require a relatively high level of document security, operational
accountability, and information assurance. The TOE environment will be exposed to
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only a low level of risk because it is assumed that the TOE will be located in a
restricted or monitored environment that provides almost constant protection from
unauthorized and unmanaged access to the TOE and its data interfaces.

Agents have limited or no means of infiltrating the TOE with code to effect a change,
and the TOE self-verifies its executable code to detect unintentional malfunctions. As
such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures
that instructions and procedures for the reporting and remediation of identified
security flaws are in place, and their inclusion is expected by the consumers of this
TOE.
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TOE Ef4E# (TOE Summary Specification)
AETIE, TOE BB T3 LF 1T (OB HHAR OV TRA T B,
t¥a)T71888E (Security Functions)

Table 43 (2 TOE t#1U5 (et b 17 (BAEEHORTERT
AETHITTS TOE tF1UT (AL 6.1 BICRBINZ LFUTAREEREB LT EOTHS,

Table 43 TOE X1 18aet X 1T B BEE DXL B R

¥ UT1HERE

TSF_USER_AUTH

TSF_IOW
TSF_CIPHER
TSF_FMT
TSF_CE_LIMIT
TSF_NET_PROT
TSF_INF_FLOW
TSF_S_TEST

)T EEEH
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1
FCS_COP.1 v
FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
FDP_ACC.1(h)
FDP_ACF.1(a)
FDP_ACF.1(b)
FDP_ACF.1(c)
FDP_ACF.1(d)
FDP_ACF.1(e)
FDP_ACF.1(f)
FDP_ACF.1(g)
FDP_ACF.1(h)
FDP_RIP.1 v

SIS S S ShrsE Fau

AN

AN N N N N N N AN AN ENANEN AN RN
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t¥a) 18R

¥ TIHERE RS

TSF_IOW

TSF_CIPHER

TSF_FMT

TSF_NET_PROT

TSF_CE_LIMIT
TSF_INF_FLOW
TSF_S_TEST

TSF_FAU

FIA_AFL.1(a)
FIA_AFL.1(b)
FIA_AFL.1(c)
FIA_AFL.1(d)
FIA_ATD.1
FIA_SOS.1
FIA_UAU.1
FIA UAU.7
FIA_UID.1
FIA USB.1

SN S S S S S S S SIrsE USER_AUTH

FMT_MOF.1
FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)
FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)
FMT_MTD.1(a)
FMT_MTD.1(b)
FMT_SMF.1

FMT_SMR.1

NENENENENENEN AN

NENENENENEN AN ENENENENEN

FTA_SSL.3

AN NHENEANAN

FTP_ITC.1
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tXa1UT#EEE
=
) = 5 =
o | < s | 9|k
w | = [a ™ )]
s | L E JI 2B e | A
Sl o || &|lo|&|lz| 28| wn
B . %I %I &I &I &I 5 5 &I &I
FPT_FDI_EXP.1 v
FPT_STM.1 v
FPT_TST.1 v

LT TIEE TOE a8 aECRAL T ZEE R IS T2 ¥ T B BEE (LD WVTERBET B,

1.1.1. N=FFT4ADERT AL EETHEWEE(TSF_IOW)

N—FFAADERT AL EETHERKER. YV ATLEBEICINVATLEBEEE-FTERESNEIN
—RFAAVERET AL EEHEMBER T ISR, JE—HEE. TV, 2AFvF—#EE. RVD
—D2AFvIBERE. D7D ABEDE V3T DT T RIC. ABIN—FTAAVEBCEBINLFIAZHXE
T=RIER LT, AEBN\— RTAADEBOXET—HEiEZ. 1 EFLE 3EDLEFCLINEETS, TN
FEESHOFERAREICEUT, NEOHEEETEBETIGEL. CX1)T RERELETIEEEEE
LTWB=HTHD,

WD EEZEETIEEIF. LETHEROBHE1EEL, EX1)TREZEBETSESE. £E
THENEHE3EET S, 3EOLEEEHERKG. 1EICHEATLERERET IS, LNREG
FEEEERM(HEEE)THS,

SHIC, VATLEBENRE UEBRIFE LI a7IME R CERXETHIBRLTLESEEETS(ON
Demand Overwrite ##g),

(1) FDP_RIP.1 Subset residual information protection (Y7t FEFIEHRIEE)
TOE F& VTR THRODLEEHEREOHEELT, LEEEE 1 E("0(EN)"ICLE LEE)E.
3 E(ELH-ELE-"0(EN) LR L EE)DBERNE KD FLRERN— T AVEELIC, LEE
BEFEOFAFHINET-IN—EEHES, TOE BHFIC—EEFIVILT HERTOFAF
HXET-HINEFEETIHEE. LESHELEBEETTS,

1.1.2. N—=FT4ADERT-IES1L1#ae(TSF_CIPHER)

N=FTAADERT -SESEEEL. VAT LEEE(CLN VAT LEEEE-FTERESNEIN-FT
AADETET IS EMARERE J(CHEL ., JE-#EAE. TUVA—HERE. A v —HEE. Xv D —DAFv

VHERE. D7D AR RE B R RE D R IR AR SR E R CRERN - FTA AV R EICEENSIXET AN S

L1735,

(1) FCS_CKM.1 Cryptographic key generation (BS54 mK)
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TOE [FYAT LEBECLNRESNEIN-FT(ADERT IB S —12ERAL. EBRICE
TEOYHAZELED FXOSENC AR TIVTUXLICELT 256 BV b DRSS BAREITI(TN\—FF4AD
ERTABRSEF-IPRLTHNL. FUBESEIERING), BH FXOSENC AX7ITUXL
[F. +ABEMEERLEF1PETITIZALTHS,

(2) FCS_COP.1 Cryptographic operation (RE&S121E)
TOE BREBN—FTAADEKEICXET—AZEE I SKRIC. EERFICHES R ER(FCS_CKM.1)(C
SNERLUE 256 EY M ROEESHE FIPS PUB 197 [CETJCAES ZIVIVALEICINXET—AD
BESILZ1TI. FRBRUZXETIEHAHTIZELRKIC, EEIFFICAERMLEZ 256 EVvFRD
EE#E AES 7ILTUZXLICENEBILEITI,

7.1.3. 1—4Y—FERE4EE(TSF_USER_AUTH)

1 —Y—FREEHERE(L . BF RSN EDFIABLITIC MFD O REZE AT SHERERFIZESTZHIC, 12

ENRZIV, FIAEDZA7Y b0 CWIS Hho1—H—ID 1Y —)N\AT— FE A W SBTHAIEREE T 55
BETHD,

MFD Fz[S B0 —N—-(CEHFIN TS 1-F—1FmeF AL T, FBEEIT.

A-HF—EROBRAEICLOT. RD 2 &N HD,
a) ARIKEEE
ARFREEE . TOE MICEER LIz —1EREE AU CGRELEEE1TY,

b) s ERERE
NERDEREEY — NN —(Cxt UTEREE R 1T, TOE RIC1—H—1EFRIFBHFINTOEL,
SVEREREEIE . S ERDEREEY —/\—(LDAP % —)\—. Kerberos H—/\—) TEEIN TS 1-HY—1F
|EFALT, RT3,

AN R LERIAEDOH N T L OBEEEER T 8EE D,
a) AKBENSRIVTHIEISN D HE
:t“—ﬁé“b TPDAMEBEGEIE) . AFvUEE. Ry RI—D2AX v HRE. BRRYD AR EMEE. TV
BE(T)UA— RS N TOR B BN ENE G CTHIENRIEFICIRME)SRIVTERILT )
b) CWIS THilfEsnd48E
BHAKEORTR. Va7 KE-BEOR T, HRRNVIANODOXET -2 UEE. 771 ILIERE(C
L3y M RE
c) HMABIFAT7VDTIVE—FIANEERTDHEE
FMAFEIFM7VLOT—H%, MFD WEIRAI e — YRk E 58 (PDL) TR SN ZENRIT—4(C
EHU TOE [T —3EEET DB (TFM1X— UV MEEE).
FABENFIABEBIZAT7V DT IE— RIANTRIIEEERE VKBTI MERETBE.
MFD [32{E7—3%EY YT TF—RICEHR(TIVR—X)LTA—HY—ID CeD T4 K= TV bEL
THEN—RT1ADICEFET D,

FEABREIRERNBLUIATLEBEEDF(7V Mo TOE EX 1T HEREDSREBRTELEE
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ITIERERFZEILHICIATLEEE ID EAAT— FZA NS THBIRIETIEDTEHD.

(1) FIA_AFL.1(a) Authentication failure handling (uLnIESEE&E#(DHS(O?&L\)
TOE (Y ATLEBEE— RATHEATRHIC. VATLEBEDRIIZ1TO0. FREARFDFREL KK
HISHEREEIRIE LTS, MBS ID BB ERE L. PVEAEB R THRESNTS 5
EIDERFEREIET DL, BIENRIVTIIERUIE/ A LN ORELZ I (T, Web 7357
FTH MFD RADEIRD UM/ % AFTREAHEER R FF<B3,

(2) FIA_AFL.1(b) Authentication failure handling (523 %E&H#(DHS(U?&L\)
TOE BYATLEBEE- RTIEATBHIC. VATLEEENDRILZTOH . FRELRFDEREE KL
CHEEEIRH LTS,
ARRFREERF(C SA @ ID BREE R MR L7V EAEB R THRESN TS 5 BID:ERKKISET
e BIENSRITIERUIE/ A LN DRERZ(HFHE<HED, Web F50HTH MFD AANDE
RO/ 1% AF CRREHREIRZ (T4 3,

(3) FIA_AFL.1(c) Authentication failure handling (FREE&EXFFDEIDIRLY)

TOE (& MFD O#EE%E AT 21, FMIAZFEOI—Y B %TON. ELL—MRFAENRELE
NAT—Fe—BULEBWMEE . RIENRI TR RN T BTN EDAvE—IERRLTI—F—IFHR
DBEANEEKRTS,

Fe Web I599TEBANEEKRT S,

(4) FIA_AFL.1(d) Authentication failure handllng (FREE K BRBF DERDTRLY)
TOE (3 MFD O#gERER T3 HIIC. FIRAFOI—Y—RELE1TOH. S ERERRERFIC SA W'k E Lz
NAT—RFRE—BUBMEE R, RENRIVTR"RBEENF RN EDOrAvE— IR AL —1F
MOBANEERT S, Tt Web I35 TEBANEERT S,

(5) FIA_ATD.1 User attribute definition (FIH&ERBEEE
TOE I EEE . SA BLU—BFIAZEVRIEERZLEFITS,

(6) FIA_SOS.1 Verification of secrets (MZ DKL)
TOE (& SA. — &R ABE D) AT— FEREBICR/IXFHICELBWNEEIIREEEST T3,

(7) FIA_UAU.1 Timing of authentication(ZREEDH13IY)
FIA_UID.1 Timing of identification(ZAIDA13Y)

TOE (342451 RV FIAEDZA7V b Web 7578 ZE U T MFD #acDIREZEF AT 3 3A1(C. ID
ENAT—REAHNSBT, AAENEID ENAT— A, TOE B ET—ACEEFZKINTS)IIAT— RE
HME— BT B EEREET D, BEE(FIA_UAU.1)EEAI(FIA_UID.1)(3., BIEFICEITINER - 32
SEDE AN LR DA IR ENEF IS,

FMAFEIFAMT7Y M DOTUY 3T TIE, TOE (AR ET(C. YaT5ETET S,
DREHENODIFDADZEICONTIE, TOE [, BAIFRAIE T, 77IAT—EZELREBRYIA
(CH&HHT B,
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(8) FIA_UAU.7 Protected authentication feedback({R:&sNni=71— /D)

TOE (31— —FBEERFIC, SAD— FZIRTHIC, NAT—FELTANSNEXFHEREHD ** X

FE ARENRID Web TIVHICRTT SHRERIRB T 5,

(9) FIA_USB.1 User-subject binding(®IB&-H7ITHMES)
TOE [3FBEESN 7z ID hotM BEIRE . SA BLU—BFIABEOREIEY T ITH MIEINLS TS,

(10)

FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.1(c). FMT_MSA.1(d).

FMT_MSA.1(e). FMT_MSA.1(f). FMT_MSA.1(g). FMT_MSA.1(h)
Management of security attributes(tF¥aT/EBHEDEE)

TOE [t Table 44 O&Y., t¥1UT4BIEDERFZI—H —FREHARIC DRI RSN LR AZ(C

HRT 3,

Table 44 t¥a)T1BHEDEE

tX1)T1EH 1B &E
MW EERE AR WE HHEEE
SA B AITEHR FLEDHE. HZE. HIFR. | BBEESE.
ERK SA
— A% FI A& R 1R R BLEDE. HZE. HIFR. | BBEESE.
YER SA
PEBEICKI IS T % & A 1R R BOEhE. &% M EEE.
SA
D.DOC(AANBEBRYIARNDFAXET—R)ICx | FLWEhE. Bk, /R | —RFAAE.
i3 BT & HA R SA. WE
HE
D.DOC({AHBRYIANDAAXET ) | FLEhE. BIkk. ER | —MRFIAE.
N Y=l R g SA. W E
HE
D.DOC(HRBRAYIANDIATOXET—H)IIHIG | BLWEDHE. HIBR HWERE
JIRAEEHANER
D.DOC(HEBRYDARADTATOXET—HR)CxIE | SA
ER =g L
D.DOC(FFAR—= IV MRDFFEXET—A)IC | BLWEahE. HIbR. 15pk | —RFAAE.
XIGT BT A EHAIIER M EEE.
SA
D.DOC(FFAR—=F IV FRDTARTOXET—A) | BLWEhE. Al W ERE.
(CxF T BFTE I AIER SA
D.FUNC(E ABRREBRYDR) LT ERREERA | MUOEHE. #HIbR. 1B | —RFAAE.
EE SA
D.FUNC(E ABERYDR)CKIGT2FEEHA | BLEDHE. Bk HHEEE

GE
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D.FUNC(HRBREBRYIR)CHISTSAEEHA | FMOEHE. BIBR. fFL | BEERSE
GES

(11) FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—420D &)
FMT_SMF.1 Specification of Management Functions (ZEH#EEDIETE)
TOE FFREESNEZE S LR AEFEOH . NAD—FEEETE1-—F—1 8- J1— A% #H T3,
HmEEED)\A) - FREIHBEEEIC. SADISAT— FRE M EEEL SAIC, —ikFF
BEONAD—FERER. VATLEEEE—RIAERANCHRERIND,

(12) FMT_SMR.1 Security roles(t¥1J711&Zl)
TOE B#HMEERE. SA. VATLEBEESSLU—BRFIABEOREIEMHFL. Z0RBNZELLFA
HICEEERMITTNS,

(13) FTA_SSL.3 TSF-initiated termination (TSF #2&(Ct3#T)
TOE (& Web 75oHhn CWIS [C—ERE(20 7)) 07O AN EWME & (EATM1 VY (EREIEYYaY)
D)7 VBRI EERT D,
FIARENRIDD—ERFRE(10~900 M TEHREAEE) DR N E NS E S, BEIRILDEEHLD
U7ENERAEEARS.
TIVA—= R4 NREDEYYaVvEREFET . TV MOBERLBEREELICEYYaVER T T3,

(14) FDP_ACC.1(a). FDP_ACC.1(b). FDP_ACC.1(c). FDP_ACC.1(d).
FDP_ACC.1(e). FDP_ACC.1(f). FDP_ACC.1(g) . FDP_ACC.1(h) Subset
access control (Y7t 7Dt A%IE),

FDP_ACF.1(a). FDP_ACF.1(b). FDP_ACF.1(c). FDP_ACF.1(d). FDP_ACF.1(e).
FDP_ACF.1(f). FDP_ACF.1(g) .FDP_ACF.1(h) Security attribute based
access control (E¥1UT4EBHICLS 7D AHIE)
TOE (X Table 45 [TTRTEHD, I—H—EBEEHEEEICLD MFD OEARRETHIIE—., T7DUA, AFv
VT O EHE A ERRE SN R AE(CHIBR T 5,

Table 45 EAREREADTY DT AH|{H

HRE FFRISNDIRIEERRAN FAE
JE—Hae HREICHIC T P AEHA FMEF AEBAIFHRS—HL | HREEE
ZEE . BENRIDbOIERENFFRIENS, SA

A%y —HEEE. WEEICKIG T 2R AEBAEREF AEREFRS—BL | —RFARE
FVRD=D2A%vY | IBE . BENRIDLOHEBRRIDINDAF v BES LR

Hee ERRIVDODFIREDSA7Y b FTP ¥ —){—_ Mail —/\
—.SMB Y —=\=ADAFvU T —REENFFRISND,
TP ALRE HEREICKRT I 3 F A BRI B R FI A A RN — L

ZEA . BIERRIDDDEFIFPDANDAF Y T—REET
BIENFHFRISND,
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HRE RSN BIRECHRA FRAE
TIUB—tRe. B | BEECHIS T SR AEHAIFREF AEHAFHN—2HL
RiINYDARE ZEE.FIRBEDFMTMODTIY T —RETIAR-+T)

YIRE. TV T -RROXET SO HERYI
RXET-AOROE LAFFEI NS,

TOE (& Table 46 [IRTESN., MIRAE T —INDREEH A ZREESNIRAECHIRT 3.

Table 46 FIAET-3NOT7O A1

FRAET—H

SR SN IR ECRA

FRE

AFXyUT—4

Table 47 BEAHEED 7L AR T AT SNZAFYY 3T
WERTEINBE AF v T30 FTP H—)\— Mail —/\—,
SMB #—N—ADXENEFRISND,
BESNZAFTvUT-AMEE R, YVATLEBREN VI TELT
POXET-HEHIRTHILUNDI-F -1V —TI( AIE
M DBIEIFEFRISNIILY,

HREEE
SA
—RFIRE

Table 48 EAEEDT AR TH A SNEIFPIATITH
RITENBE MFEIPIANDIPHAT B X ENFRISNS,
EESNLZIPIAT—ADEER. YATLEBENIITET
POXET-HEHIRTHILUNDI-F -1 VE—-TI( AL E
<\ MOBIEIFEFRISNIILY,

HHEEE
SA
—HRFIAE

J3TEITHOX
2754

D.DOC (Cx IS HFT A & H A 1FEHREF A E H A F RN —
BUEZE. JE— A%vY ., I7DA TV DI TERITHD
XET-HDOHIFRORENFHFR NS,

HHEEE
SA

HERYDIA, #
BRYDARND L
E7-48

D.FUNC(FRTOFRIRYDR)ICHIST 2FTH H BRI EHRE
FIREHANFRN—BLUGE . IXNTORBRYIADELE
EHIBRMEFRISN S,
D.DOC(HEBRYDARNDIRTOXET—R)ICHIETSFH
HHAFREFAE AR FERN—BULE S IXNTORRE
RYDARDXET-ANE . MO L. HIFRDFFI SN,

HHEEE

D.FUNC(B ABRBRYDR) IR ST SR A & H A HEREF
REHANERN—BUES . BAARRRYDAMEELH!
BROZFRISND
D.DOC(BRBRYIANDIRAXET—8)CH LT SR AE
HAFHREF REHIFRNS—BULS S BERAYIAR
DAAEXET -0 H. MO L. BIBRNEFRISNS,

—HRFIAZE. SA

HAIFREESNE VAT LEEE(IL. On Demand Overwrite
HEREICLD D.DOC(HEBRYIANDITARTHOXET—H)DH|
BROEFRI SN,

HHEES
SA
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FRET—H RSN IRECIRA FRE

T34AR=+7J) | D.DOC(FFAR- IV FADTRTOXET )T | HBEEE
FROXET—H | SETAEHANFEREFIAEHINIFHRN—BULIEE. T34 | SA

K=V FHDTRTOXET—ZDEIRI. BIBRAZF Al SN
%o

D.DOC(FFANR= IV MDFREXET ) IS DR | —iRFIAE
FEHRANEREAAFRANERN—BLEZE. MR-
TV MADOFREXET—ADENRI, BIBRNEFRIEND,
AR SN Y ATLEEE(L,. On Demand Overwrite | #EEE
BEBEICED D.DOC(FFAR— MV FADTATOXET—H) | SA
DHIBRNEFRIEN D,

TOE (3 Table 46 [CRTEHN, 1I—Y—-REEREICLDBRBINVI A, TI3AR— UV bOEREZFREES
NEFAECHRT S,
TPDARET-RAE TN TRERYD AT BT, 5id H VIR ZFREESN LRI REICHIRT S,

BEETUY MEBE(TFM1R— MUY ME

MFD TI 734 RX—= UV MERFIDEREZITV. FIRBENRABEIZAT7V DTV —F54INTER
SIEBERTE VKBTIV METETSI5E . MFD [FEIRIT—A%EY My T T—RICE#R (T

R=X)LTA—YHY—ID CEDTFAR—= UV PELTRHREIN— FTA AV EBIC—BETET D,

FE CWIS ho1—H—ID ENAT—FEA AL, BEEZ(ICRABEIZA7V MADT71 VB EICENTY

VMETRETZBEEEZFEICI—Y—ID TEDTFA K= TV ELTRERN— RTAADEBIC—KE

EIhd,

FMABE—BEREINLTIV N —IEMHERETBHIC. MFD OFRE/ RN L1—H—ID &/SA0—
REA AL, BEESNBHE1I—H—ID I[CHIELETVY MFEDUAMZIITH R RSN, FIAFE DR
MADENRITETR. EEBIROE RN AT EEER D,

BRRYD AR AR

BIERRRENTVRBVIIT ETPDAR— FOOHBRINYIAICAF v U T —RETPOARIET —H &N
3’5:&73"‘1"“'@%5

AF v T —REBRBRRYIAIHEMNT BICE, FIAEN MFD O#FE)/IRILHGI—H—ID £E1—H -1
AD—FEAASET, BEESNBEAT v U HBEDFI AN ET REICHD R IRILDOAF Y U IETRET D
CECEN IIT WREiaESH D REN\-FTAADKEICETET D,
TPDAZET—REHBNYIAICRERMTHIHE (R —REALRITHT . AREBFERREENLT
BB F D 0EON CRIEIFPIARET 3035, £ ERICHEBRNVIAEEELCREBI7IAZ
ET-INENENEESNZE BN AICEBMICHR NSNS CETRIAEEL S,
FLRERCEDFEBRVIARI D IEAIBEBTED TR TDIPIARET —IERBRVIAIEM TS
ENVAIRECHD,

FHESNE1-Y-ID CEOBEABRRYIAR. —MFIRENMEE/ RV, CWIS po1—-H-ID &
NAT—F&AAT3EMFD @RERICEFSNZI—F—ID &NAT— FR—T B0 EFIvoL. — ¥
LEim B 0H BEEN I URYD AR DT - EHER T et al Reeiz. Bt L0ENRI . HIFRDE1E
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MR BEETS B,

1.1.4. YATLEBECF1IIT(EEHKEE (TSF_FMT)

VA7 LEBECF1ITEERAEL. SO EORAEAEIGERER LI, VAT LEE
HE-FAOTUEREVRT LEBEOHCHIRLT, HASNEYAT LEREOHIRIE/ R LBLY
VA7 LEBEDFATY M5 TOE tH1UT (DS BEREEBETEREH TS,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥1UT/H#EED 55 F
VWOERE)
FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—30EE)
FMT_SMF.1 Specification of Management Functions (EE#EEDTE)

TOE (33 AN REESNE VAT LEEEDH(C, TELD TOE tF1 T HAE(CRIR TS TOE RET —
ANSREBRTELE. BLUSHKBEEOR N/ ENERETH 1YV TJ1-A&RHT S,
FEINOOMEECED, BRSNS TF1UT(EEEARREIRET D,

BAENRIDLIITEED TOE tFX1)THERENDREES R, RELEZITIENARETHS.,

- N—FFAADERT AL ETHEKENEREEZSHL. BY/EN. LEZEBOEREETD

- N—RFYRADEBERT IS BEEORTEESRL. A3/ ENOHREEITD

s N—=RFFAADERT IS EF—DREET

- RENRIDODFREIFRFDONAD - MEADKEESEL. B/ EBNDEREEITD

- VATLEBERIAXRRICLIZVICAERHRELZSRL. AN/ EM. EERBOHEZIT

- BMEESE ID &IAD-ROEREET) HHEEEDH AT

- SA. —f&FIAE ID OREESEL ID EAT—FOREEITD | RARABHDH

- A-HY-)AT—R(—REFIAEE SA)DR/DMIXFHERESBUREEZITY  RKERIAHFOH

- NERYII—DT R EMEED SSL/TLS BIEDHREESHEL. B/ BB LUHMAHEROEE
'

- RERRYRI—DT—RREMEED IPSec BIEDHREESHL. AN/ EHHLUFHMEBEROZEE
o)

- AERYII—DT—RREREED S/MIME BIENHREEZSHEL. B/ BB LUHMBEROERTE
)

- On Demand Overwrite H$EENEE 2SR L. B3/ EBNSSUVHIBREFZIDEEE Z1TD

- A-Y-RAEEDREES R L. AR/ N R/ BB LUHMEBEROKEZITD

- BRETVUMEREOREES B, BE/HRIOREET

- Bft.BRIESRULEREEZTD

- BENRIA— M) THBEDR EESRU. A3/ BN LUV 7HROFREZIT

- BETAMEREDREZSRL. BN/ EYOREET)

- LR—MEHDZREESHEL, VATLEEERE/FIABEDEREEZIT

FEVATLEBEDIATY Mo Web F50HEEUT CWIS HEEICED. TEED TOE EX1UT(HkE
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NHREESRL. RELERETOCNAIRETHS

- WWEEE ID E\AV-FOREEITY HMEEEDH FTHE

- SA, —FIAED ID REESHL. ID £AAV—- FOEREETD

© VATLEBERERRICLS VI AEERREES R, A/ ED. EERIHMOKREEITI

- A-Y-NAD-R(—KRFAEL SA)DR/NXFRFIRESRUREZITY  AKERFOH

© ERVT EENT RO EES R LAY/ BHOREETD
(BB, e T BEEOTT-AERTRYINDTIARTFAIVT, YATLEEBEDS(T7VF PC
ECHYYO0—- RS BHIENATEE, )

© RERRY D -DT-SREMEED SSL/TLS BIEDREESRU. A/ EMHLUFHMITROKE

11

© AERYRD=DT—A{REWAED IPSec BIENREESR L. B3/ ENSIVFHMBEROZEE
15

© RERYRD-DT—S{REMEED SNMP BIEDRTEESE L. A/ ENSLUFHMIFRDRTEE
15

- RERRY D -DT-SREMEED S/MIME BIEDREESEL. A3/ EIBSLUHMFBERDORTE
&1

- X.509 FEERERERY/7y7O0—R/AD00—- K93

- On Demand Overwrite #aENEREZS R L. AR/ BHHLUVHIRFLIDEREZITO
- A-Y-FREIREEDEREES B, RAFREL/ S EREL/ BB LU AIBEROZREEITD
- CWIS #— M) )7HBEEDEREES R L. AR/ BUOREEITO

(2) FMT_MSA.3(a). FMT_MSA.3(b). FMT_MSA.3(c). FMT_MSA.3(d).
FMT_MSA.3(e). FMT_MSA.3(f). FMT_MSA.3(g). FMT_MSA.3(h)
Static attribute initialization (E8IEE#HA1E)
TOE [FEAXBRETHDIAE— L. TUUA—HERE. AXvF—HeE. J7DAMEECR LEF1UT( B
DT 74 MEELTEMBEF I ZERET D,
7= D.DOC. D.FUNCICEALEFa)T1BHDT 74 MEEL T, FREFHAIIEIRIC. FERLEZFI A
FHHAEREF A TRELG R AERAEREZRTES S,
F72 D.DOC (779 A%ZE) ICEALEF YT/ BHEDT 74 MEEL T, 77DAT =R (AREHRT—3)
EZETIHBRVIAORBEEHANIEREHRTET S,

(3) FMT_SMR.1 Security roles(t¥a1)7/1&%)
TOE BH#MEESE . SA. VATLEHEORE ZHIFL. TORBANEEZ LB AACEEMITL
%,

1.1.5. DAMNR—IVIZT7iEEHIR#RE (TSF_CE_LIMIT)

NANI—IVIZTIREHIREREE. DA —IVIZTRIVATLEEE CX1UT1 S IEBEE
(TSF_FMT)ICRET 3R ENSBHLUEENHRBVLIICHANR-IVIZPOVATLEEEE—F
ADEEZHIRTSHEETHS,

COMEEICED DA —IVIZPICLB R ELE RN HELES,
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(1) FMT_MOF.1 Management of security functions behaviour(Z¥a1UT/#EED 55 F
VWOER)
FMT_MTD.1(a) Management of TSF data (TSF 7—20NE&E)
FMT_SMF.1 Specification of Management Functions (EEH#EEDIETE)
TOE [FFBEESNE VAT LEBEDH I, BIE/SRILE CWIS MDA M-IV IZ 7R VEHIBRHEREIC
92 TOE RET NS RMEBRTEL R (KEDH N/ ES)DLHDI—F -1 3—J1— A %171
EIGH
FLCOBBECEINERSNZ LF 1T B MR RIRE T3,

(2) FMT_SMR.1 Security roles (£¥1)7/% %)
TOE BYATLEBEORENZHFZL. ZO®RENEZIATLEEE(CAEM TS,

1.1.6. t¥1UT1EEOTHEE(TSF_FAU)

VT EEATHEEL., YVATLEBECINVATLEEEET - FCRENIEEOTRE IICH
L\, TARTO TOE FIABCH LT, LV, N, EQOLIBEREEITNELVDERPEERAIANY MHIZ
[FIEELEREE, 1-Y-1R4ELE)E. BHRRIILHOTF1IIT(EEOTHAEEZRTTS,

(1) FAU_GEN.1 Audit data generation(B&7—434%mk)
BEET-HIDERE. EBINEEERRIAY MY BEEOVICRRFINDIEEZRIATS.

Table 47 [CBEEENT DF#MZRT

Table 49 BE&EOJ DA

BEBEOTHFRAAVME. LTORERT—AEHICEREFRIND, :

Log ID:EEENY#E A FELTORELES (1~60000)

Date: Bft7—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®LFhh)

Time: KZl7—4(hh:mm:ss)

Logged Events: /XY F&FR (FRK 32 HIDEEXFSI)

User Name: FIRA&E & (X 32 HIOEEXFS)

Description: 41XV MCEATENAEDERA (&KX 32 HIOEEXFITHMIEI TRSEBOIL)
Status: 1AV FOMIEBFERE LLIREE (K 32 HTOEEXFIITEHEMITEESEROCY)
Optionally Logged Items: @ R7FI1E H LSMCEEOTARESNDBINER (P70 MEAIE
H]®E)

Logged Events Description Status
TINA ADIREEE L
System Status Started normally(cold boot)
Started normally(warm boot) )
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Logged Events Description Status

Shutdown requested

User operation(Local) Start/End

Scheduled Image
Overwriting started
Scheduled Image
Overwriting finished
Self Test Successful/Failed

Successful/Failed

Successful/Failed

1—Y—E35r

Login Successful, Failed(Invalid
UserID), Failed(Invalid

Logout
g Password), Failed

Login/Logout .
Locked System Administrator

Authentication -
Detected continuous (KBREIHLRTF)
Authentication Fail

EENY—ZHE

Audit Policy Audit Log ‘ Enable/Disable
JITAT—HA

Print 1C leted, C leted

Copy ?mp ete ! omplete

Scan with Warnings, Canceled
Job Status . | by User, Canceled by

ax
i 1 Shutdown, Aborted,
Mailbox
{ Unknown

Print Reports
TIMAREER

Adjust Time

Create Mailbox™! Successful/Failed

Delete Mailbox ™
Switch Authentication Mode | Successful
Change Security Setting (GREEBHRF)
View Security Setting Successful

Device Settings

TN 2T —INDT I

Import Certificate
Delete Certificate

) Add Address Entry )
Device Data Successful/Failed
Delete Address Entry
Edit Address Entry

Export Audit Log
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Logged Events Description Status

Failed
(FOPLEBEZEERT)

Communication Trusted Communication

*1)Mailbox [FFHBERYDAERT

(2) FAU_GEN.2 User identity association(F| & #5158 DRI EF(7)
TOE BEZEINEEERRIAY FMEEOTI7MIARIRT . ZORRELG-EFI AE ORI
1ERICREE T TTERRERLTLVS,

(3) FAU_SAR.1 Audit review (BE&ELE1-)
XA TAEEOT T RICRERINTEITATOERE. A HERIEERIT S,
FE"TEARIPAWVELTRETB"ELODBTRDORIVNHD . COMBEICEINEF1)T(BEEOT T 4%,
STRYINDTFARTPAIVELT, Aov0—- RT B EN KD, TFIUT(EENT T84V 0—
R 28T, Web 505 EFIBATBHEIIC, SSL/TLS @EEEMICHESNTOEIFNEELEL,

(4) FAU_SAR.2 Restricted audit review([REEZ&ELE1-)
X TMERENTT-A0HHELE, RSNV ATLEBEDHICBRET %,
EXIVTFABEEONTTAINOTOEAR. VAT LEBEN Web 50T DA ERTIRET. BE/ RV
ho7PHtEAT3EFHEEBN, YATLEEEN Web 750 & ELTTOEADTA Y LTUWEITNIE.
VATLEBEORI(OTM1V)RICERTTEEICES,

(5) FAU_STG.1 Protected audit trail storage({fRESN =B & FEHIHEHH)
EFIVTAEENT T—R3EH H U EEDH T, AlBRERES EM AR FELLB FELBRSAP
BENIRESN TS,

(6) FAU_STG.4 Prevention of audit data loss(BE&T—5#8%0D51E)
X1 TAEEONT T AN ERCE 1. RVE VM LAV T TR RSN EEE T AL EEL
T HULVEET-ANMERTBIELGERSNS,
EBROTRERDIRY ME B4 LAY FEIC NVRAM [CIRFSN 50 #(SELEES . NVRAM £
OOJ% 50 HEALLT—20774 V(AT TEEOTI7MILIEFES)ELT, REBN— RTAADEEA
HREEZLT. &K 15,000 DAY MeRFTRENH KD, 15,000 42823 EEE. —B S
WA LAV T CERRBFSNEEENT 71D DIBREE LT, DIRLTIAY MR &SN 3,

(7) FPT_STM.1 Reliable time stamps(&{EERM LAV T)
EBRNLEERIRINY MEEEOTI71IARET BEFC. TOE AT IOvDEEEIC LS54
LRV TeRITT DA Z IR T 2,
BETDEREZLEBIL TSF_FMT (CEND VAT LEBEDH N AIEETHD,

1.1.7. RERRYI—=HT7T -5 {RFEHBE(TSF_NET_PROT)
RERRY FD—DT7 -3 REEWEER, YATLEBECINVATLEREE-FTHRESNIZTE 4 207
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AFIEREDERICLD. RERRY FD—DT—S{REREN IR SND,

(1) FTP_ITC.1 Inter-TSF trusted channel (TSF & {EEFv=RIL)
TOEETOE FEEEEHE IT H AR TEF17ET—AEENMRISNIFEFLBEETOMIIUTLD.
XE&7—4(User Document Data). BLUHERYIA (User Function Data). E¥1U74/&
ENJT-9HLU TOE BETHERETIREEZIRHE TS, COBREBEBEFrRIVE. thOBEEFY
RIVEREBRICKBISN ., Z0iH R ORIESNIZH AN B LURERREN D, BIETI2RETIHE
HheHE->TUVD,
B{RMIZIE TOE ERAEDFAT7Y b, =)D Web (CLZ@IE. TUVA—FS1NDEIE. .
E-mail ®&E. 2V MI—DAF vV D@EIE. MIB DBIEZRETIHEETHD,

a) SSL/TLS 7akail

YATLEBECINYAT LEEET— FORESNEISSL/TLS BIEICHL. WERY M- L%
FNBIXET—A, EFX1T1EEBEOT TP TOE RET—H5RETE—DELT. EF17HT—4
BIEMMREEENS. SSL/TLS 7O RIS LTV,

TOE 353 HAAEICLD . SSL/TLS H—)\—F7(3 SSL/TLS H34 7Y beLTBIET BTN H X
3. = SSL/TLS FOMIUCHETBIECLD, & TOE EUE— MEDT—SBIER . BHEPHEN
ORANRET RN KD, BENGORER, TROMBEECIBIET A5 EIL TR
SHOTEHRT?, BB SRIETLIIVDERIBRICERSN ., MFD RADEREVITH. 3t
YAVDR T ERBTERT B,

» TLSv1.0/ TLSv1.1/TLSv1.2 FOMILELTE RSN ik B OrE 5§
BHFMICE, FROBESIEAM— bOENIDRIRENS.

SSL/TLS OEESALAL—F HLEBES A/ BY4X NWwoaAR
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Ev i SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 EvF SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evhk SHA256

FHSANMODIREENX. SSL/TLS BEFEETO MO HMAC(Hashed Message
Authentication Code - IETF RFC2104)#4aEEE T3 EICLH TEIRT S,

Web D347V b ET SSL/TLS BIEZAMICTIE. D317V M oDERIE HTTPS 2@ LT, 218
LEBIINIEBLEL, SSL/TLS @&{ElL. IPSec, SNMPv3 | S/MIME &ty 7Py /9 %R0, 3D
ATLEBEN LX) TAEENT T %S V0—- RFBHICEDICERESNTOEITNEGSE,

b) IPSec 7OkrdJL
IATLEBELCINIATLEBEE- FTCERESNEZIIPSec BIE IICH L. RERYMI—DEZR
NIXETA, LX) T EEOTTAP TOE BRET HERETS—DELT. tF17BT 5@
ENMREEENS. IPSec 7ORICHEL TV,
IPSec 7ORILIE. TOE EYE— FETED LTI IPSec BIEEITONEL VT, MR PIES7)LT)
ALBEDNIA—REERTILHD. EX1)TATPVII-DaVDMHEILET D, 7Y II—YavDfEL
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®EESNEHED IP 7 RLAROETOEET -5, TOE OFEIR OFF FlEUty bENdET
IPSec ) F5VAR—ME—RICEDIESESNSD, BHESRETYIVORRIBFRICERSN., MFD K
ROERZTIMTED., FRBEIaVDR T ERFFITHRT 5.

-IPSec 70O IJJL(ESP:Encapsulating Security Payload)eLTAE RSN EfHGEDIE S H
BAMICE., TROEERBEARE W1 AKXOMBHFENHEORINHIIEIREND,

HERES A/ B4 Nyoa1AR
AES/128 Evh SHA1

3Key Triple-DES/168 Ewk SHA1

c) SNMPv3 Forail
VATLEBECINVATLEEEE- FTHRESNELISNMPY3 @EIICHEW., Ry I—DEETO
FL®D SNMP &I T30, £F1UT1VY1—Yav®—2ELT. SNMPv3 70 +UUCR L TLY
3. SNMPv3 FORJUIE IETF RFC3414 THRESN TS L, F—A0BEELOHBLT . &
SNMP Ayt— I %R T HHICFERSINS,
COMBERE TR, B/ SAT— RETFM 8 Y— (BB L)/ SAT— FOm A%, TOE EUE— Y
—N—=0OmAICeyrPyIUEBINEELEN, FENAT—REHIC8 XFULTERULLBINEEL
LY,
SNMPv3 DFBREIF SHA-1 \wY1B#ZEERAL., FBS1Eld AES 2EHAT5., BHESREE
D3V NEAIEFFICERK SN, MFD KIEAQOERZUVIM TN, FE a0 TERBFICHET S,

-SNMPv3 7ORLELTE SN S B O 5 5

HBERES A/ BEY(X N1 AR
AES/128 Evhk SHA1

d) S/MIME Z7Ookail
VAT LEBE(CEINIATLEBEE— FTEHESNLIS/MIME BE IR, RERYMI—DEL
USNERY M) —D EERNIXNET—HERETEI—DELT. CF17HBA-IILBEENMRIIENS.
S/MIME 70U LTV,
S/MIME BEBA—ILDiEZIEWEEICED. HEEBF AN TEBIETIIHEDA—IERERFIR L TO
XET-ADEEESR, £t S/MIME BRAA—ILDEZIEHEEICLD, XET-ADZEPRSVERHIE
EE-R
BEESRBEA-ILOESLRBEICERIN. MFD XMEADEREVIMT2H. FLEA-ILOES
LR TERBFISERT S,

S/MIME 70O VELTERSNS A —ILEE S LDz D @ RIS S A X

HBERES AR/ BT
3Key Triple-DES/168 Evw b
AES/128 Evwhk

AES/192 Evwhk
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| AES/256 £y b

S/MIME 7O PVELTERENSA-IERBDTZHDNY V1A

Nyoa AR
SHA1
SHA256

1.1.8. AVI7AA—=Yay70—tFa1)74#8E(TSF_INF_FLOW)
A07A*A—=2avIA—tF1)T1#EE(L . external interfaces(S4V &M VA—TJ1—A)&
Shared-medium interfaces(R &SRy FI—D)RICHFEEFAISNBLVBIEEHIR T 2H4EETHD,

(1) FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
TOE (&, SRV A—J1— AN 0 Z (TN T —IE MBI RERRY I —INERIEX T HEEHIR T

S TECRENERIT S,
NERAVB—T1—-2 SMI(R#ERFY D—5) DB 1E TR BE
USB(7/\1R) TIVIT—BZERAVI-TI—-ATHN. . DIV F—T1—2

ADEREFEFRIEN LN,

CGE: TV b IaT BT R= TV IAETESND)

77D AR—F/USB(RAL) | EH®D USB 1 3—J1—A TV FO—Jh— FEEHRINTNSD
7HAR—FEREUT TOE [CRECPHEAT R TET, A%
BEEEBRBERNERY ) —DETT—2Z(TESBLOT, 2
REFORZENRZEVLLRERT —AEAEBRY FI—DiE
EITiELII,

Ethernet T MF—REZE LG &R MMDM 2 A—T1— ANDERE S EF
AIENILN,

D1 —F—HEFREIFATY MY —N—hbZIETE
t(ata!F_Ié'n'CL\TcL(\ BnikendcEldizly,

CGE: TV b IaT BT R= T IAETESND)
MAZBEDIM7 M oE R REIHRREZELLGE. 1T
SRELHEREN SN EREREEICER ESN TLVBE. TOE (358 A ZRAEE R
% LDAP %—/\—ZFz[x Kerberos H—)\—A#%{ET 3,

BAENSRI 1B’1E) Y*)bb‘B@’f%ﬁE‘fﬁFﬁ(C(iM\?u&EU R b{LIZ\E_CW)é o
NERETBHEEEETELY

J_—*f—ﬁ]%ﬂf*ﬁﬁ ENSMEREREEICERX ESN TLVSE. TOE (3347
i 'IH#E’E LDAP H— N— 357_(; Kerberos H#— N— Al%‘[na-
o
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1.1.9. BETAMERE(TSF_S_TEST)

TOE (§, TSF E4T2— FBLU TSF T-ADFTEE M EREL T HLHDE S TA MEREERITT HZEh'A]
BETHD,

(1) FPT_TST.1 TSF testing (TSF 7AkF)
TOE [3#2Eh#FC NVRAM & SEEPROM ) TSF F—A% S OMEE R A L. EHEEHIRE N FRIVICT
I—ERTT D,
EEVEEDTT—4. BEtOBRBT—2INLICEEENEBIVEHEEORBF LG,
F72 TOE FESFICE D TAMEBEN SR E SN TLVSE, Controller ROM OF 194 LEFHE URR
ENEE—HTINEHERLEBHFERERIUIIF-2RTTS,
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8. ST B&EE-FHEE (Acronyms And Terminology)

8.1. HB&EE (Acronyms)
A ST [CHIIBREEELIFICHATS,

iE EERNB

ADF BHEREfEEDEE (Auto Document Feeder)

CC JEV9347)7(Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—17408—2y MF—EA(CentreWare Internet Services)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SFEREEL NJL(Evaluation Assurance Level)

FIPS PUB K EDEFRIFIRLIBIZLED H MR ¥ (Federal Information Processing
Standard publication)

IIT E& A H3—3F)(Image Input Terminal)

10T E{&H H58—3+I)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 413 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LT AAEY(Non Volatile Random Access Memory)

PDL R—JgBk E5&(Page Description Language)

PP 70752370774 )L (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥a1YUTs# 858t (Security Function Policy)

SFR t¥a)TH#BEZE 4 (Security Functional Requirement)

SMTP BFA—)LEETFOMIIL(Simple Mail Transfer Protocol)

SOF HEBESSE (Strength of Function)

ST t¥a1)748—5v(Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE %17 1##E(TOE Security Function)
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8.2. FHi& (Terminology)
AR STCHBITHAEZLUTICERBATS,

A ST CORE EENE
AF vy /29I —=DA | TOE DE4EI\RILHS TOE ROFEBRYDAN, FxykD—D
Fvy (SMB/FTP/SMTP 7O FL)EEHBRT. NVIVDOEFIAINSF—, FTP H—)\—,
(Scan / Network | A=)l —N—AEiErE{E RN I 8E, £LFERFICPDF, TIFF, JPEG £ADZE
Scan) B EN AT BE,
HRERYIAEERAANEAF YU XEPTPIAXEE TOE NICRFETRI5FT
BEA D2 D-t.

FERFET LI THCRBRYIAICHEMSNEXEEXY ) - EDIVE1—
ShbERNHH T CENRTRETH S,

BTV MEREERMICERETHETEE TV MIEMTED, E=E(CR
NI BVXE . EBEEBLEZH NLZWMES(CH AT—5% TOE AIC—BF

EETIVb ) - g —

E?ﬁb BRI FRELR(CH NZERIR T HHEEE, END FF1AV MEREDIEET
(CHEEMOBEVDEFIAY M ANERTES,

N1 TOEN® Web *)‘—H—'C'W) FMABEDSATY ) Web I35 &N LT, TOE

A Fh (CxtTHIRAERERR . ML E. XEORDHEH U/ENRIZERNTEIY—EATH
%,

-t WI

TTEACWIS) | cWis 4. Windows OIS Web F55 4T FIT 3 LN TES.

1—-Y—-32% TOE O&#EEZE AT 2R1IC. FIRAE DA Z1T>C TOE OF| FAZEE(CHIR

(User ENMNTBEHDHERETHD.

Authentication) | AMKZBEIEENERREIND2ODE—FH BN, EBLNDE— FTENMET B,

:ﬂ’ial £ TOE 01— %—23F% MFD [c B8 UE 1~ Y~ HE M AL TR S A
:E_ Fo

Authentication)

f;:“;“;te TOE 01— —REFEAM BRREE Y — ) — (B8R U 1— Y — SR B AL T30

. EEETIE-F,

Authentication)

LEFHE s R — " _ —

(Hard Disk Data REBN— FTAADEE EICEBSNEXE T AZHIBRTBRIC. ZDT—5%E

. EBEEET—ACLEETEIEETRT,

Overwrite)

On Demand AEN— RFTAADEE LICEBSNEZXETAZYI17IET. BRI EE

Overwrite ITICENEIRR L., SHIC EEEEETHHEE,

e e R—UFB E 5B (PDL) CRBRBSNEENIRI T —AZ 4T L. Ev by T T—ARICE

JVR—AHERE
TIATARR | s,

FAVIR—AHEREICED, R—U s EEE(PDL) CRER SN T -S54 L. EY
pRYTT—RICERTEE,

VATLEBEE-F | —&FHEEN MFD O#EeZR AT SHET— FEFRIC, DATLEEEN
(system TOE OfERIRIEICENE T, TOE HIFDENMEERE® TOE 1) T1HEEE

TAVR-X
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A ST CHRAE EEANE
administrator EDNSR/EHE O, REBOERZITOEIMEE—F,
mode)

BAENRIVBELY CWIS hoflt #EFELBLRET—E DR RN EA LI

— My PR
A= FOUTHER . EBMICRIENDT 7Y NN BB THE . B TRILOB AT — FUP

(Auto Clear)

B DER E N AT BE

AAMNR—IVIZT

(Customer MFD ORSF/MEEZITIIVIZT

Engineer)

rgg = WEELE. TOE if:(atﬁ'fésgzéﬂ?l,\%’oEE(CZ:E?;%E&”&E? U'E?’Jt]?’é

(attacker) BETHd, WBEICF, RBESNFIAETEIHIN, ZOERKRZRBLTIIEA
IHELEINS,

BENRI

MFD DIRMEICHERRIY ., VT B9FNRINTAATVAREESNEZ)I R,
(Control Panel)

_In: | =A77
BARBISTY | s ma R T 3H51 7Y b

|~

V25 LEEE V25 LEBENFIRTIIATIE, VA7 LEEEE Web T35 ERL
D347k MFD (Cxt LT, TOE B ET —ADHERLEEHZEITI.

—BCHSATY AR

Ug"_’j}zi’ YFEE | TOE OB E LB 7Y Y- ER T

—REFREISM7V b LDT—5%, MFD W EIRAIREBRN—J ek 558
(PDL) TSN T —RCE#TZYIMITITT, RIAED APV FTE
AY%.

TIVB—FIM4N
(Printer driver)

MFD W IRAIREBA— YRR §55(PDL) THERSNET —4, EIRIT—3(Z.

ENRIF—4 A .. "
Rl TOE OFIVfi— XHEETE Y FYy T F—AICE B EN S,

MFD Z# Y%\~ FOI7 12y METITONSEENDIS, XY REEDL AR

#5057 —
w3 AL TEIESNBT 5,

AE-HBEICINFRBRAINLET 2. BLUTIUA-HEECIDFIRED (7Y
EvrbeyTT—4 MMDEESNTENRI T — 3T IViR— A RE TR UL T2, EVhIvTT—
53 B AR TEGERLTREN- FTAAVEECIHE NSNS,

REN—-FTAADEENLOHIBRELE LGS . EEFEROBIBROEETR
J. TNH5, XET-ANREN-FT1ADEENGHIBRSNIZZ & ST
REN—RTAADE | SEEFWMOBIRSNZ 0. SREBRICHIBRSNTEXET-R(CHLTTIERT
BN H0HIFR BEFHELTEE, UNULXET-HBERRDIZENTOEIREERD, XE
TABMARE HEBT IR UREICEEAINSETHRAFHI XETHE
LTREN- FTAADEEICTES,

(Original JE—HRET IIT NoDFHEHAH DI REBDIXERRE ., EELBEEZTRY,
document)

- — i FIFAEHL MFD OOE—#8E. T)UA—HERE. AF v —HEEE. J7DABERE
XETH

EFATIRRIC. MFD R @B T2 CHERIFERZEOT A%, BILT
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& ST COmE

EHNE

XET-RERTLTD, XETARBLUTOREMNEEND,
IE—HEEEFE AT IRRIC, IIT THAAFEN, IOT THIRIENREY by ST —
B,

TIVA—HEEEFIATRMRIC. —RFIABED M7V Mo ESNBEIRIT—4
BLU. NETAVR—AULEERERINZEY YT T4,

AF v —HEEERIRTIMR(C, IIT hoikAAFNAEN— FT(ADEB(ICE
B3ty ey TIT—4,

PO ARBEEFI AT BRRIC. LIT Mo A A ENEREFHISEIETIEY Y
T7—4. BLU. BEHRMEFENZEL IOT THIRISNSEY YT T—4,

FRFEHXETH

MFD ORERN— FT14AD: *%(Cﬁia'éﬂf-fﬁ FIANMET LI7MIVIZHEIBR L
B REN—FTAADEERICR, T-3EBREAFL TV REOXET S,

1T EEDTT

EEPERER, 1-F—1@24RE . TIMANTRELVEEELRERE. M1
DUTRIGGE)D L TESLE L, TEDRER 1ELVOB KX THRRIICEERLEED,

—MROSA TPV EBLUY—N-FB—RFIBEDSM 7V MAICER SN TS,
TOE OHREICHRDI LN DT 5,

AEBRY ;D —DZHRNS TOE DHEEEICHENZILUNDT—A,

TOE &

ks
fil
NT]
&

TOE (L& THER SN TOE [CBIL TR SN T —ATHN, TOE O tFaY
TARRECHEE 2SR RRIEDHIRTET o
NIE TSF T—A0—ETH. BRI TEDT—HTHS:
N—FTFAADERET A LEERW. \—FTAADEBEET - HESLER. YA
TLEBEFER. DA IV I ZPREGIRER. AK SR HOZEEERD
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