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2014/8/4 | 1.04 | F20PY R T LFIHBIFER %k INFE FH CEERET—A2IFAIILOREL (HIRR) BE
- REY—N—DRELEBE
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1. ST #%ER
1.1. ST 318

« ST4 : bizhub C3110/ineo+ 3110
BRHIE Y 7 N =T
A6DT30G0116-999
X2 VT4 X —5F > |

«STX—T 3> ¢ 111
- Rk A : 2015%E1H14H
- fERkE D A=A IR St P

1.2. TOE S8

- TOEA # . HARGE
bizhub C3110 / ineo+ 3110
EIREEY 7 h =T
e
bizhub C3110 / ineo+ 3110

Control Software

- TOE&H! : A6DT30G0116-999 (TOEi#ID#HM : 2> hrn—J7—7 7 —L0=7)
- BEE Do A= Rt
1.3. TOE #i &

AREITIX TOE fR], TOE OfERAFER OFE 22X 2 U7 A BEEEIZSOWTHHT %, 728, TOE
OF|ABREE . BiEEEEIC Wi, 148k 5,

1.3.1. TOE MDFEHRI

bizhub C3110 / ineo+ 3110 &%, =t —, U b, AF vV OFEETHR SN a=3 )
NARASHRRMIET 2T OV EAETH L, (UUT, 2T XTORPRE LT mfp &FEFRT
%,) TOE NEH S5 mfp 1X. —fRAIRA 7 4 ABRBEIC RSN 2R EERLTH D,

TOE T % bizhub C3110/ineo+ 3110 2K Y 7 D =7 L%, mfp il = > b re—F— LoD
SSD i2& - T, mfp BEROEVEZHAEHET 2MAALI Y 7 v T =7 Th 5,

1.3.2. TOE DEAAE. RUFXELEX 1) T 1 #EE

TOE %, mfp RED/ K NVRFR v b T —7 D2 AT 2 B ERIEALE, Wi T — % O B
mfp OEMERIKZHIET 2 “bizhub C3110/ ineo+ 3110 &(AHI#H Y 7 v =7 TH 5,

TOE 1%, mfp (ZFRAF S AU DHEEEME D E O VRFE X RE E D ZR B I T D IRGERRE 2 1211k~ 5, i,
TOE 134 ff EEXHEHKICHI-72HEST XL L, HDD OFT X TOT — X Z522ICHZE L, mip
TR - ) — ZRHITHEICHIHT S Z LI L o T mfp ZFIH3 28OS RIFIR OB, k2 HEk
D

7238, mfp ® HDD WIZIRE SNHT X TOEBE T 7 A VK OSAT— R EX, TOE X - T
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HDD [ZEFEZATLRIIE b, BEIND ZEnPlahd,
1.4. TOE &gk
1.4.1. TOE OF AIZEEFRT 5 ADEE
TOE 2M&# S 2 mfp OFJFIZEES 2 A\OEEIZ U FIZERT D,

o TEHE
mfp OEFAEHEIT O mfp OFAE, mfp OMEEHE, =2 —VF—0EFHEEITH, (BRI, &
T4 ANDHEEBOPNLRHEND AN Z OxREZH S Z LN EESND,) BB, BHEED
Ty MEIBuilltrin 7 v N TH D,

& H—ERXRIVT=Z7F
mfp OIRSFEELZAT O FIHFE, RFRONEIEN 254, mfp OB, SREEORSFEEEZIT ),
(—ficix, 2= ) VRS LRE L, mfp @f%ﬂ"ﬁ‘“‘]i2%??5E&JL::H:@*EQ%75)
MESND,) Y=t R P=T7O7 vy MM, Built-in 7 47> hThH D,

o 1—+H—
mfp ORI EFF A SNI-FHAE, (—RIZIE, 47 40 ANOREEB R ENBREESND,)
BEE. ROV —bE R PV=7F, a—P—IZITEENR,

o mfp ZFAT HHBOELEE
mfp WREINDA T 4 A% EETHMMBMOTLE, mfp OFERAEHELITHEHE L TMT D,

Z Oz, TOE OFHFEH TIZ2R2WAA TOE 27 7 B AFRER A E LT, A7 4 ZARITHAV T 5
Nl EBBES D,
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1.4.2. TOE QIR HIE B

TOE OWE#HEIL. UTOY 7 =7 THD,
cayhp—5—757—hw =7 (SSD IZ1EE)
TOE 121 OS (Linux) D& EN TV 5,

F72, mip (Z
“‘A?I?zf)ﬁﬁﬁqéo

1.4.2.1. MIREE

TOE 23 #&# S 2 mfp OFIH 3,
(CTHE SN D FHICHOWTHE S

X TOE UsrD 7 7 —Ah 7 =7 & LT, Engine, Panel. Scanner. Boot fl{#IEdD 7 7

ME SN D AR RHBREE 2 X 1187, 7LV FICHI RS

ZFI74R

a1—4—:954FUkPC

IC h—FK)—4%—

EEE V54T PC

°
® mfp 1347 1+ AW LAN /- LT
® L —H— % mfp IZEEFINI
O)Jﬁm\ TOE |
%
°
ALBRITERT 5,
® 47 ¢ AN LAN B4 v b U —
FEEPR O, SMERy T —2 5 mip |
N5,
°

EREDI 747 FPCICHEf SN2 IC h— RV —&—F, 2—%—0D IC 1 — NI

7]‘7427\] LAN (&, ZA v F o T NTEOFRI, BRI D

1 mfp OFIRREDHI

F7 4 ZANEDOFR v hU—27 L LTA T 4 AN LAN BFET 5,

7747 hPC EEfHEIN, AT —XBEZITZ D,
ChH—FR)—F—%EALCmfp 2FHATLZLNTES, =

I IT =T 4T 4 THDIC H— RV —F— L LT mfp OFHEFFT

% S

7 BT RGBT AT U — VBN LT&%?ET%S%%
WCRET DT 7 A& 5 72D OmMY) iR ENMTD

%J‘L«

RERELTT7 4 ADEHIZL

T, WSR2y P =7 BEMNEH STV D,
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IrO—5—7—4LTJIF
1.4.2.2. BIFIRE (0s)
*TOE LS DT 7—Li9 7 (Engine. Panel.,
Scanne)
mfp [IC h—F)—F —R 54 /83— -
mip F#IT,O—5— \
SSD
Ethernet < > CPU RAM ASIC
NI —RYL) I
F/INMA USB < > NVRAM 7oV E)

RAK USB

A
A 4

» *TOE LS DIT7—L HDD
=7 (Boot Hll{HER)
Ayt—TT—RIGE

IC h—FR—45—

LI

IC h—F

A y A A
y A \ 4 \ 4
- X ‘RErFazvb Tyos—
BR AR apERLYER 1=k
A A A
v v v
BIEE B 4% 4%

K 2 TOEIZEART A/ \— KOz T7HERK

TOE 2EMET 272 DIZa B2 mfp LD/ N— N7 = TEREOHR A X 2 127”7, mfp filffl2 > ho

— 5 —|% mfp AENITHEZ AT H4v, TOE (3% 0 mfp il hv—5—Ed SSDIc= > hr—
T—T7 7 =L T BIFEL, BEIRD ON 2722 LR RAM (B 2 2B\ Tk, TRAM) & %50)
e — REnEET %,

LIFIZIEM 212 TREND mip filfl= > b —7 — LR 2 N— D =7, mfp filifl=> k

O—S—¢t A B —Tx2— A OoN—R7 = T7IZOoWTHHT 5,

RAM
HDD ORF B H S5 B B8N RE S D,

TJovyiatrt)
TOE LA @ Boot fllfHE DA 7 V=7 ha— R, A vt—UF =X ERRE S D RRIEBEIA,

HDD (\\—FF4RXY K54 7)

BT =2 N7 A LTRE S A, =—%—ID, IC 71— K ID, =—#— 2T — K|
Secure Print /XA U — R ERREIND, TRTOWEBT 7 A NN AT — Rie B, BEib
LTHREESNS, HDD X, A7 a =Y L LTCRIEEN D, HHEOHEEESR TH 5,

NVRAM

AfEREMEA T Y, TOE QMBI I D mfp ODEMEIZB W TRk~ e EME N REE S b
FLEELA, NVRAM (21X, BEENRAT— R, CEVXAU— K, SNMP XA TU— R FE{LY—
ROBRE S D,

1 Customer Service engineer DIEHR, F7-. CE I H—E 2= V=T OBRHKTHHEHRIND,

Copyright © 2014-2015 KONICA MINOLTA, INC., All Rights Reserved.
9/83



Confidential

bizhub C3110 / ineo+ 3110 £MA&#H/ZF I 7 tF1|T18—0 vk

A%
By FRIERT 4 AT VA LT o H—RAL—bF— A by T H— @EEOL Y2 *—
Exi 2T mfp ZBEMET 272D OFHa Ly ha— LT A 2,

mfp ZENESE D72 ODOEFRAAL v F,

Ethernet
Ethernet £%f5i 1 » % —7 =— AT /XA A, 10BASE-T. 100BASE-TX. Gigabit Ethernet % # 7" —
]\O

F/34 X USB
mfp RRDHBLAMNZH D0 — N TT IV N T 57200 HR— |k,

ARk USB

mfp OXFNZH D USB "— bk, TOE O7 v 77—k, USB A ¥ —7 =— A LT-
USB AE U DHOHIMB HWIEAF ¥ LIeT — X ZRAFT 25 Z ENHEE, 7k, ZORRBIE W
A Fp ZIEAR ST (28R &35 Secure Print, Scan to HDD, MOV ID&Print (3& £ TV 72
AN

Fio, ICH— RV —F—%fd b itk T, 2—HF—XICH—FEZFHLTmfp 277
BATBHZ ENAHE, IC 1 — R Y —F —ZRIFEOHEBEIZ LY mfp ITITAEEEH ST, A7 =3
YR—=VTH D,

AxvFaizy b EHERREZEYES
WO, BEAEGRAIRY ., BT — X IIEBTH-ODT A A,

Ty —a=yt
mfp filflz s be—F—nbHRfEREND & HIRAICEHS S 2B T — % 2 FEZEIZHRS
BIDDT A A,

SSD (Solid State Drive)

Flash Memory Drive Té %5, TOE Tk % mfp &HIH Y 7 ho =728 T b2 te—F7—7
T 2T DA TV ha— R TOEUND T 7 —A T =7 Th% Engine, Panel, Scanner
D77 =Lz TDAT Y=y ha—FR, ICH— RU—F— KT A —7g ERRE S5 e Bi
(L8

ASIC (Application Specific Integrated Circuit)
LB M 24T O o IR SN EREI, £/, Bitg 2 HIRIY 2 BRI EHgR O R & a0
DFFEEDLIL BT 9,

ICh—F

T AF 7 WA — RIOEERERER IC T v ) #HOIAKL, [HFREGLEETE DK,

IC 77— KX, TypeA. Felica, HID Prox ® 3 fENEHCTE 5, 772 L, EHHF O mfp T H
TEBICH— KNI 1FEOATHD,

ICH—F)—5—
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mfp EEHENMEMNT 527 747 > b PCICEST 5 IC 71— REFGHID 12 OHER,
IC 77— R® TypeA. Felica i AU-201, HID Prox IX AU-201H 2 fEH TX 5,
ICH—RU—=F—F, A7 var =L LRt N, NHEOHKKERTH D,

@ ICHh—K)—F—FS4/1—
ICH—FRY—=F—IZT 7 BEATDIOD RTA/3—,
ICH—FRY)—=Z—=RIA =T, ICH— FOFHH, KOICH— K —=F—={ZxE L7z R AN
—HBETH D,

¢ VSATF7UFPCEDY I DT
LIFZ, TOERHCHEMAT 22 747 FPCOY 7 MU =T ON—V a3 U EIRT,
A) EEEH
(1) Windows 7 Professional SP1
(2) PageScope Data Administrator (PSDA) with Device Set-Up and Utilities
Ver. 1.0.06000.03221
(3) PageScope Data Administrator (PSDA) Ver 4.1.25000.12271 (7F'Z 7' A )
(4) Internet Explorer Ver.10
(5) Mozilla Firefox Ver.27.0.1
B ICH— R —=¥—FZA,— (AU-201 I) AU-201_V2.1.02000
(NIC A—RU—&—FKZA,3— (AU-201H i) AU-201H_V2.1.0000
B) =—¥—H
(1) Windows 7 Professional SP1
(2) Internet Explorer Ver.10
(3) Mozilla Firefox Ver.27.0.1
(4) printer driver : Windows Printer Driver KONICA MINOLTA C3110 PCL6
v1.0.0.0 / XPS v1.0.1.0
(5) Windows Scanner Driver KONICA MINOLTA bizhub C3110 (TWAIN R 7 A /X—
v1.0.1.0)

1.423. HA4HF VR

(5]

e bizhub C3110 SERVICE MANUAL SECURITY FUNCTION
e ineot+ 3110 SERVICE MANUAL SECURITY FUNCTION

e bizhub C3110 User's Guide [Security Operations]

e ineo+ 3110 User's Guide [Security Operations]

[ H Ahi]

o H—bER¥=a27/ EXxaUT HEEMR bizhub C3110

o —Y—XHA K ®F=V 7 ¢ HiEMH bizhub C3110

1.4.3. TOE MOiRERIEEHE

FIHE X, "FZA7 747 PCbRy hU—27 %4 LC TOE OEF#EEHHT 5, L
Tk, EARRE, FIHE CTH 22—V — O BIRRGERE, FHEE N RIET 2 EHEHE, —v X
TV =T BREET A V=T e I ER SN TIC Ny 7 T T v RCEME
THRRER DA 5,
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1.4.3.1. EARHERE
mfp (21, AL LTat—, UV b ZAX v E Vot BIRICET 247 4 AT —2 DT
DO—HEDOEEENFIET D, mip Hlffl = ha—F SO T NS, AL EE L ET — % 2l
TrANMCERL, ar—, UM, AF Y COEET 7 AT HDD 1288535, (2947~
N PC LD Y NEIRT 7 A Wik, EEOEBAETOND,) BEtR 7 74 vix, HIRIHE -
FEEHOT—2 & LTE#BRI, BBO mfp filffl= s e —F =S OT A R TRk SN D,
ab—, TV, AXy OB EBW T RIS SR T 7 A T, B T i PR
WZHIBRT %,
abt’—, PV, AF Y UREOEMEIL, a7 VW) BN TEHE I, SRANLDIERICK
D, IFEN5Ya 7 THRLE ERNVEDEE, BEOFIENITZ D,
TOE N2 2 5T A HEEIZ. ATy KO T U v FDO—# (Scan to HDD. Secure Print.
ID&Print) DOl %17 5,
UUTIREAKECRBNCEX2 Y 7 0 LERTOHETH D,

® ID&Print #iE
K*&ﬁ?’%”’sﬁﬁ%#ﬂﬁﬁ XETHE, WEOTY N T — 2 EZHIRFHEIREE T HDD I2fR& L, IC
— Ry —=H—bDa—H— uﬁk/”a'JnuJb&&ﬁﬁTEﬂﬁU%ﬁ5*%%%0 FIRRENRR<EL, T b
ICARBEREOEMERED B 2 5513, BEEIZ X DFHREN & 256 & FRICEMET 2,

® Secure Print #8E (7238, Z DHEREIZ T A 4 v A ETld[Secured Job) & 9, )
7Y v b7 —& LT Secure Print /N AU — REZAF L2856, BT 7 A VA2 HIBISHECIREE T
RE L. S ORIRIER & XA T — FAINT K0 A FEATT 5, £lo, ZOT7—F2D—
EHRRIE, TRTOa—F—HFEN5,
INEV 7747 8 PCO6DOTY > MTIAIZEBWT, BEEOEWTY > b —4 03, HI
SNTAREE T ORI HAF IR AR B D aREMESC, ORI iviATe nlREM: &2 BEFR T 5,

® Scan to HDD e
AF v ENT WG T —F e —F —{FER L 4 HDD ISR E 4 %, =—H¥—(%. HDD (/%
%W, Private (FA%) F721% Public (ABR) & LCHiET — X 2{£E+ 52 LN T& %, Private
L LTT%%éﬂf:ﬁ@?*‘? (Scan to HDD Data) %, 7 747+ s PCo2H D 2—H—ID &
INAT— RADIZE Y, SBAGERENKIIT A L4 v rn— K, &R, HIBRNFHFAISN D,
nLvrs o447 b PC MWHDOHE T a— RTAEIZB T EEEOEWAF ¥ LT HDD IZ
RS SR T — 2 03, A SRR WRIAFEICRIET 78 A S5 alREtE & HEbR T 5,

® HDD Hf S{LIERE
mfp OEBIRFICHE S84 AR L HDD ICEZIAENAIEB T 7 A NONRAT — R EOT — X %
W5k d 5, £7-, HDD 26 aiA 4 & X1 3EFT 5,

1.4.3.2. 2 —H—R5FH4EE

TOE %, mfp ORI EZFFAI SNT=MMETH DL 2—F =L FICHIRT 5 LN TED, Xy MY
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AR BIRREEDS Al HE
> [CH— REHERALRVIDNEIREIND & IC I — REHEH L72RBIRRREIX T 720
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AKST ST % PP IR,
23. RXyr—UFR

A ST &, RiENy 7 —  EAL3IZH AT 5, BT HRGE= R —F o FEEREIT 7R\,
24. 5EEN

e Common Criteria for Information Technology Security Evaluation Part 1:Introduction and
general model September 2012 Version 3.1 Revision 4 CCMB-2012-09-001

e Common Criteria for Information Technology Security Evaluation Part 2:Security functional
components September 2012 Version 3.1 Revision 4 CCMB-2012-09-002

e Common Criteria for Information Technology Security Evaluation Part 3:Security assurance
components September 2012 Version 3.1 Revision 4 CCMB-2012-09-003

e Common Criteria for Information Technology Security Evaluation methodology September
2012 Version 3.1 Revision 4 CCMB-2012-09-004

o FHHFIE 20124F9H N— =131 UGTH4R EHRRE1.0/R)
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e ID&PrintData (ID 7YY k77 AI)

ID&Print (& ¥ HDD LIRS N DT 7 A /L

2—H—NEX LT mfp ® HDD k(2% T % Secure Print Data, Scan to HDD Data, & O
ID&Print Data # fRi#Xf5 L LT, THLSOEHE 7 7 A MATRGER S & 13D 70,

72%. Secure Print Data, ID&Print Data OFIRNZISVNTIL, A —RIE7Z mfp DN S 4L, £
DARIE7R mfp ([Z8EK ST L E > T EBRAIRRT 2&BUCH 2. mfp ORET—% (IP7 KL R
E) HEERFEICERTEZ2W0WE TR ERDH S, > Tmfp O%E (IP7 KL A2 LE) 1 TREIK
IR REEE L L CEET D,

F72, UFDOTSF 77— ¥ Z{R#ENBEEL T DH, WAT— RIBERBEROLSANLHR#EL, 22—
P—iBE R, IC 1— FE®R, KOEGEET ¥ RNVORET — X ITH I AN IRET S,
° /\OZU_ F
NVRAM EIZBERSNDEHF /AT — K, CE/XATU— R, SNMP /AU — K,
HDD k24t En 52— — 27— K. Secure Print /$A 7 — K,
o I—H—HAIER
HDD EIZGk S 415 = — P —illhiE .,
o IC h— FiE#R
HDD ElZ&§k S 2—H—D IC 71— FiE#,
e EBEBEFYIRILORET—4
NVRAM ([ZRE S5 BIEET ¥ RVORET — 4,
e MWBILT7—F
> NVRAM hiZEGRENHK5 5T — K,
¥ WEE LT — KX, B2 U7 4 38 UEREDN N e AR, EEEE ORI T 7B ANRFFA[ &
N, BXF=2 T o bEREA AT 5 Z LIc kY, BHEALESDIESLT — R~D7 7 & A
DIHERE & L TRt SN2 &, SFRIC K 2 EERERE I T E /20,

—J7. mfp Z U — ZRHE, FEEL THANKT LB CHBEOBENSIRE SND T — 22\
FHICEEN 2 5A 1. I HDD I0EFET 255955 —%, KNUO'NVRAM IZIRE SN TWBH R
ET — X ORI ATEENE 2 ST 5, Mo CZOBEBIILLTOT =X 7 7 A NN SR LT 5,
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e ID&PrintData (ID 7YY kT7AIL)
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o HHKBIZHLIDITOEEBIFAIL
FIRIBICH D Y 2 T OWiHE 7 7 A )L C HDD 77— Z SEIICIAET DB~ 7 A )V
o REEB/ITFAIL
Secure Print Data. Scan to HDD Data. ID&Print Data LIAMZ HDD 5 — # fEI I fRE S b
W7 7 A L
e HDDREFEBZRI7AIL
— AR HIBRERE (7 7 A VEBRSEIROHIER) 7210 TIXHIBR S vz, HDD 7 — & ik 7% AT
TB577 AL
o EBBEEIFAIL
7V 2 MBI T 7 A VBRI W T HDD BicAR SN =T R T )T =2 T 7 AL
o EEENZXT—F
NVRAM |[ZRE SNAEHE D NNAT — K
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NVRAM EIZEEkSNHHE5EY — R,
o I1—HY—HAFER
HDD (28 S D o — B — DRk R
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HDD & Snb 22— —D /XA T — K
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HDD IZfRE S5 2 —H—D IC  — FE#
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NVRAM [ZfRE &5 SNMP O/8A T — R
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HDD IZf#% =5 Secure Print D/S AT —
e EEBFYRILOERET—4F
NVRAM |28 &2 @ HT ¥ RV ORGET —F
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NVRAM [ZfE S5 mfp OF%ET —H
e RBETSFF—4
7 7 A VEHRTE OB TIEHIBR S vy, HDD 7 — Z fEIICERAF LT D TSF 57— 4

3.2. BiR&H
AHiTIX, TOE OF|HBREEICE T 2 aitedctb2i#%n L, @I 5,

AADMIN (‘EBEDABHEHE)
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P—E AT V=73, BEONERHE LTHAI SN —#HOIEEICBWT, BEEFS 1T
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AT 70,

A.NETWORK (mfp @Ry k7 —% Efms4)
TOE N ## SN 5 mfp % BT 547 4 AN LAN 3R~ b U — 27 L SN DAL, 4
oty hT—27 6 mip ~7 7 EATE2R0,

A.SECRET (R#Z1R$RICBET 2 EASEH)
TOE OFFIZBWTHHA SN ALK/ AT — RiZ, FHE, 2—¥— E—E R V=70
IR L7V, F72. ST — FIZEHEN SRR LR,

A.SERVER-MNG (&Y —N—IZBT 3 ERAEH)
TOE OFIFICB W T & D DNS Y— 3 — %, BEEIC X 0 Wage et 523 i & b 1o & B
ha,

3.3. E®/
Aficik, TOE OF|F & TOE FIABREICB W CHEE SN A EE AR L, #8335,

T.DISCARD-MFP (mfp M) —R:E#), BEZE)
U —2&H, FT7ITBEE L oo mfp BRI I NTZGEG, EELZF->72FHD, mfp NO HDD,
NVRAM % #9452 L1125 Y. Secure Print Data, Scan to HDD Data, ID&Print Data, #F
BREBIZH LY a 7OEBRT 7 A v, REBEBRT 7 A /v, HDD EAFHEE 7 7 1 L, BEEE7 7
A /v, HDD <> NVRAM k| \—;ﬂ/ﬁ::éﬂfb\ﬁ_'—"r’ff%%/\x J— R, SNMP /SR T — R =2—HF—ik
BlEHR, 2—HP— 2T — R BE{LU—F, IC #— R, Secure Print /XA 7 — K, mfp ®
RIET —H rﬁjfaiﬁ\?ﬂ’%/l/@faﬁ? X 5&A7 TSF 7 — 2 BT 5,

T.ACCESS-DATA (—H—#HBE%FIF L /= Scan to HDD Data ~DARELZT I R)
BE AR BEREEEFolia—V =B, 7747 b PC 2N L T2 —F —NHAFTAT
% Scan to HDD Data (27 7 & A L, HDD IZf#%& S 7= Scanto HDD Data 2 # 7> u— R9° 5
Z Lk, Scan to HDD Data BN &EEIN 5,

T.ACCESS-SECURE-PRINT (a—H—##8E# FIM L f= Secure Print Data, ID&Print Data ~DOF
ERTIER)
EEEROTEHESCER R loa— =2, "3, ICH— R —X—% L HHEZFTIN
720> Secure Print Data, ID&Print Data ZFlk3 % Z £ 12k ¥, Secure Print Data, ID&Print
Data N&EFEIND,

T.UNEXPECTED-TRANSMISSION (BBESNMREADIEE)
EEAPFFOTHEREREZRoToa— =0, "XV ER7 747 PC %I LT TOE N#EAX
N5 mfp IZERESIND mfp ZiBT 27200 Fy NU—IFREELEE L, AERBO mfp 72 ED
TUT AT LBV TAR$ TOE B A X115 mfp DRET —4 (Rendezvous 7'V ¥ —4%4 (7
FAT L FPCOI), IPT RLA (%)L, 77T hPC) 72&) #F%ET D,

TACCESS-SETTING (¥ ol T4 ICBRT AHBEREEHDFAEER)
BEAR OB CEEE T2 —F =N XV EN L TEex a2 T ¢ 38 LIEREIC BRI 57
EERLTCLEIZLICLY, X2 T 1 EENEDLEND,
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T.BACKUP-RESTORE (/Nw o 7w Fife., Y X F7HEEOFELMER)
HEAFOEREE LRIt~ =B, 774 TV FPCEN LTI T v HEE, U A b
THSEEA AR IEICHE 42 Z 212X Y, Scan to HDD Data N T 5, F72/3A U — REDOFEM:
DHDHT—HBRM L, mfp OFFE (IP 7 RLARE) RUSASIhD,
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LT\ HDD T%Aéﬂfb\éﬁ“ﬁf®ﬁ1%7 74’11/%3/\2 J— R EFos—42n Eé‘z?é?hé
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WS, A7 4 ANTHER Y NU—7 OB F 27 SEERTILMHRITZ 0, K ST TlE, A7 4 A
W LAN ECTOEBITAEOESEZEE LRV, Hikotx =V 7 H#t&fiH L7z TOE % =
UT 4 BB AMET 5, FRICRTEIC COR LTZEBMEN BB SN D TOE 75 5(5 S B (R 504 e
(T 5 % 2 7 REEICHIET S,

LIFIZ TOE ZFIHT 2 CGEA SN B2 U7 4 &2 L, 3T 5,
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OF BB Y22 U T o 5B TV TR T 5, UUTF. TOEDYEX= 5 ¢ %585
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41. TOEDtF 2 T4 xtEHE
AEiTIL, TOE Ok X = VT ¢ 55K FEHIOWTHEBI L, @A 5,

O.REGISTERED-USER (R Z#AIsh-2—F—DFIA)
TOE 1., BEFIZLDEHFRIHE - THFA SN -2 —F—721512 TOE B E# 7= mfp OF
MZEFAT5, £72. SRUERELZ —CEREBELR2VWE S — &Y b9 5,

O.SCAN-DATA (Scan to HDD Data 7 % t X 4l )
TOE X, 794 7> F PC %4 LT Scan to HDD Data ¥ 7> u— %, &HE KOOI X
Niza—F =TT 5,

O.SECURE-PRINT (Print Data 7 % + R i)
TOE %, 7Xx/, IC #— KU —%—%4 L T Secure Print Data, ID&Print Data ®HIR %, #F
ﬂ‘éﬂfcnh—-ﬁi_k‘ﬁ,&z§$m‘_§_éo

O.CONFIG-A (¥ a2V T 1L #eE, BB T— FHEEDREICERT 2HE~DT7 U £ X HIR)
TOE X, FHE I FICLL FIOR T REOBEL T[4 5,

X a2 VT o BEFERE O EICBIR T D HRE

- HDD W5 5 LHERE (RE 5LV — F) O EICREFRT DHkRE

O.CONFIG-B (mfp DF/ET—FIZET 2BEE~DT7 U £ RFHIR)
TOE |%, HHE 7L FIORTHEEEDOBIELZ FF AT 5,
* mfp ORET — X 2T HH&EE

O.CONFIG-C (/Sy 47 v T, VR FTHE~NDT Y EXHIR)
TOE 1%, BHE I FICRTHERED B EZFF Al 5,

« R 7Ty THERE

- U R T HERE

O.CONFIG-D (BEEEF v RIVBERTET — 2 DRTEMBE~DT 7 £ XHIR)
TOE IX. BEEZFICLL NIRRT D BER ]I 5,
c BETET v R VEERERR BT — ¥ D% ERERE

O.OVERWRITE-ALL (£F7—4 LEEHE)
TOE (%, mfp N® HDD &7 — X fHikIZFe gk S 41TV 5 Secure Print Data, Scan to HDD Data,
ID&Print Data, f#HIRREICH DY a 7 OWBE 7 7 A v, REEIE 7 7 4 /L, HDD FEfFE (G~ 7
ANV G T 7 A L RO a—F— EEHEDEBE L7z NVRAM EOEHE N2 T — K SNMP
NATU— R, HDD L®a2—H%—s"ATU— K Secure Print /XA 7 — | NVRAM L@ mfp D&%
ET—H2 EEHET ¥ XV OBRET — X, O HDD OF — & f8i2 ftdk ST B 2 —H —ik i
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tHH. IC 1 — NI, fF TSF 7 — 2 2 /I TE T 5,

O.TRUSTED-PATH (B{EFEF v RILOFIA)

TOE X, TOE 527 7472 F PCICEESNDHOUTOER T 7 A VE, SEHET v 2L EL
THET AR A2t 5,

<TOE 72627 547 N PCIZEHESNLIEET 7 AL >

Scan to HDD Data

O.CRYPTO-HDD (HDD DR§S1k)

TOE /%, mfp ® HDD WICEEZAENDI TR TOEBE T 7 A LR/ AT — Rip EOT — X & {fi#
THO, BEE LT — RE2EH L CHSEZAR L, BT 7 A L0/ A T — R EOF — X O
AR MBS 2T OB Z R 5, 7o, BT — NI LTk, EZMRGEET 2 BE6E 2 Tt
T 5,

42 BERBREOLX 1) T 71K AH

AEITIE, TOE OEMAREDOY X2 U7 4 W IFFHIZHOW TR L, fiHT 2,

OE.FEED-BACK (RESNIBHE I —FN\v O ZT57FTU5—23Y)
BEEIL, BHEELI2—F =N T4 T F PC 5 mfp 127 7B AT HBICIE, BEEE S
AT — R, 2—HPF— 27— K, SNMP 2T —RIZxt LT, fR#EEINT=7 1 — v 7 248t
THT AV r—a v EFIHEE S,

OE.SESSION (Dt v a0 T)
BHEIL, 22—V —IZx LTI E & £ S 1 5,
« 7747k PC %4 L7 Secure Print Data, ID&Print Data ®#:{E, Scan to HDD Data @
BEOK TRIIu T U N EEERTIT D,
BTHEFIX, NIORTEAZ T 5,
« 7747 hPC &I LIZEHE T — ROEHREEZEIER TRICE 7T 7 NMUEEIT I,

OE.OVERWRITE (£7—4 EEZHEMIEDRETT)
BHE T . mfp & U — ZRH, BETAHREFAPKRT LEBA R L 2—F—DFENSRE SH
T — 2 NHEIICEN D5 E1E, &7 — 4 EEIHEERELFEITL, 22— —XH A R~ T
WS b — RE2HIBRT 5,

OE.ADMIN ({E¥8 TZ5EEHE)
mfp ZFI T 5O EEE L. TOE N E#H S5 mfp OEFICB W TR b - &E 2 H3EIC
FAITTH N A EHE IR ET D,

OE.SERVICE (H—ERI VL =_7DREE)
TOE ORSFEIAKIET 256, mfp ZF AT 2 kO ELE £ 721 3EE 1T, RTFEIE1T D
Eb LARSTER R T 5, IRSTEICIE, RERTTAZ LARWEEZWHTT 5, 77, RT1EES
DIEHOBESFEALDOY — A D=7 Th D Z & & ASFEEORNTE BE NS /0 fiE A & % il
LT, BEENMETFIEXIILBR D,

OE.NETWORK (mfp Q&7 5+ v FT7—H&REK)
mfp ZFIHT 2O EEH T AR Y hTU—27 5 TOE B S5 mfp ~D 7 7 & 2 %k
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Wid D7l 7 AT U — e EOMERZRE L T, MO ORIER AR Z I T 5,

OE.SECRET (MZERBODEAY)LEE)
BEEIL, 22—k LT RO R &2 Fi S8 5,
« 22— — X2 T — K Secure Print /XA U — RZRET D,
« 22— P — 2T — N Secure Print /XA U — NIZHERIFIRE/ M E A R E LRV,
s =P RXRAT— FOMELEEEIT I,
CEBHENZ P RRAT— REET LEGAE, mONICET ST 5,
BHEEIX, UTIORTERZFEwRT D,
CEHFENSAT— K SNMP /XRA T — R LY — RICHERIFTREZRE 2 5% E L 72V,
cBPRHZENRAT— R, SNMP 2 U — R, bV — RE&RET 5,
CEPHE AT — R, SNMP SR U— ROBEEZEEAITH,
=R VT RNEHERRAY — REEE LEGAEE, HONIINAT - REEET S,
=Rz V=T70E, BNIORTENZFE T 5,
« CE AU — RIZHERI AT BE R 2 5% E L 72\,
«CE/XRU— REfUET 5,

OE.SETTING-SECURITY (%2 F 1 &b BEEDBIERE)
FHEIX, TOE OFEMHIZH 2> T HDD Ko LEEDREE B I L2k, X = U 7 ¢ @ik
BEOREEAMET D,

OE.CRPTO-NETWORK (v kT —9 OREEILEH)
mfp ZFIHT2MBOBELEIL. 7747 s PCHE TOEIGEEEINAUTOEBR Y 7 A L%
R D72 OIC B Sl E R ORI S 2 i BT 5 70 & VI S S ARG IR R &2 FE T 5,
<TIFAT FPCHL TOEIWCEESNDEE T 74 1>
Secure Print Data
ID&Print Data

OE.ICCARD-READER (IC h— K1) —&—D&#%)
mfp (2B WTC IC 71— FEEFIHT 256, BEEEITA L A cii#fisnz IC h— Y —4
—Z A5,

OE.IC-CARD (IC 11— FORRAEH)
mfp ZFHT 2O F(LE 1L, IC I — 2RI T 52546, UL FIORTERZEiiSE 5,
KRR CRIAT D OICHIT LI IC I—FRE, ZO IC h— FOFANHFA SNDHIE LN —H
—~fifHd 5,
c 2— WX LTIC 71— ROMA~DOGEE, §5 422800, HAFOEHARMIES 5,

OE.SERVER-MNG (&H—/\—([ZHT 2 EREH)
BT, TOE OFIHICB T DNS —_"—%FH+ 258481, 0OS, Y7 by =TDkx=V
TARTEEAT D, VA NVARREITH IR E, = _"—%@HYNERT 5,
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43. X2 T 4 RERAHER

431 HEM
BITRS, BEl. RO OE X2 ) 7 4 idt & 2 U T 0 iR ORSBGRZ FEITRT,
X2 U T AR TEHND R & 1O EORHESM:. EEL MikovX2 VY T 40 FEHTRIS L

TWHZEZRLTND,

x 1 AHREH. BE. BBOEF 1) T4 ARITHIT S EF 1) T4 AKRAHDESH

AREY - BHEL -
Hgotxa ) 71 At

NINAY'VY

IDINYISY

MHOMLIN'Y

13403S'VY
ONN-HIAHISY
ddIN-advosia’ L
V1va-SsS3doov'l
INIHdd-3dNO3S-SS3I00V'L
NOISSINSNVYH1-d3103dX3aNN'L
ONILL3S-SSTOIV'L
FH01S3d-dNAOVE'L
ddH-SS300V'L
V.1VAd-NOILVOINNNINOD'd

XU T 4 WKL

O.REGISTERED-USER LK
0O.SCAN-DATA o
O.SECURE-PRINT o
O.CONFIG-A o L)
O.CONFIG-B o
O.CONFIG-C o
0O.CONFIG-D o
O.OVERWRITE-ALL o
O.TRUSTED-PATH o
0O.CRYPTO-HDD L)
OE.FEED-BACK
OE.SESSION
OE.OVERWRITE o
OE.SETTING-SECURITY L
OE.ADMIN o
OE.SERVICE o
OE.NETWORK [
OE.SECRET L
OE.CRPTO-NETWORK o
OE.ICCARD-READER
OE.IC-CARD
OE.SERVER-MNG ()
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4.3.2. BREHICRT B+ 01
BRIk T DX 2 ) T 4 %EHFEHC OO TLL FICHAT 5,

® AADMIN (EEE®DAEH)
AREMIT, EHENEEL RV EE2HEL TV,
OE.ADMIN %, mfp #FHT MO EEED mfp ZFHT LB TEHEOBIT 5 AY
FEHFIEET D700, FHEOEEEN TR IND,

® ASERVICE (4—ERI V=7 D ANKEH)
AREMIZ, V=RV V=T RRIERITAEZITDRWVWI EEZEEL TV 5,
OE.SERVICE i3, TOE %3 A7 % ##kiZ. TOE OS2 4 5k IR ERITAZITHh RN
B LIRS LR T 52 &0 KOMRSTFIEEDRNCERE N — A= V=T ARKANT
HDHI L EHNEAETHERT 2L, HHEMEFERIILRI ZLEHELTEBY ., A%
TRIX R SN D,

® ANETWORK (mfp @Ry b7 —2% BEfEsH)
REMIL, IMBE Yy T = DO ARKEEEZHDOEIC L DH B EnfTbhanZ L2 EELTW
50
OE.NETWORK (X /8% T —2 06 mfp ~D7 7B A %MW+ 572027 7 A4 T 7 4 —)b
REDHRERETHZ LICE VNN DRIEBRAOHIEZHELTEBY . AEIHTHRE SN
%o

® ASECRET (WEIEHICEEI 5:ERASEH)
AL, TOE OFFAICB W THEASNAE /AT — RABHEE  2—F— LOCE L VIR
L72WZ EEBEL TS, T2, LV —FREFEELVIRE LAV EE2BEL TV D,
OE.SECRET 1%, BHE N2 —HP —|Z% L T Secure Print XAV — K, a2—HF— 27— K|ZH
TOEMBAELERSEDL Z E2BEL, BHENEHE AU —R, SNMP "2U— K s
EU— RICBET 2EARNZERT 22 2HELTEY, =Rz V=7 CE RATU—
RIcBI+ 2R Z LT 2 2 L2 MELTEBY ., AR sns,

® A.SERVER-MNG (&Y —/\—[ZBd 5ERAEH)
AEMX, TOE OFHICB W THERA SN DK — =03 EHE LV EUICERINR TS 2 &%
HELTWD,
OE.SERVER-MNG /%, DNS #—"—%F|HT 2546, BHENEF—"—D 0S8, Y7 U=
TOEXa2 VT4 RNy FEEHTHZE, KOTANVARREIT) I EOEASRMEEZHE L T
D, AEIIFHRREEND,
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433. ZRI®T B+
BBIRPIT 2% 2 U T 4 JRSGEHZ OO TLLFICHHAT 5,

® T.DISCARD-MFP (mfp @) —REH, EZE)
AEL, TOE Z R4 A0 5 EIL S 7z mfp X 0 IEHRIRM 2 ATREMEZ2 480 LTV 5,
O.OVERWRITE-ALL /%, TOE 78 HDD ®»4 5 — # f#iff, & NVRAM Off @& FHH T& 72 <
T5ELTEY, mp BEMLESNDANE Z OBEELZ FATT 52 L2 Xk - T, BEOATREM IR E
b,
OE.OVERWRITE i, &2 mfp & U — RiRH, FEHT 57 ERHABK T LIZEA 7 Sffko
BEENDIRE SNDHT — 2 DWEMICEN 2 5512, &7 — % EEZHEKELZRITT5 2 &,
K ORa2—P— A RiZft>7T O.CONFIG-A I[Z X VEFEAL Y — R HIBRT 5 Z RN EREN 5
7=, T.DISCARD-MFP OO A REMERREEN D,
o TARERBITHaxtiEh T b,

® TACCESS-DATA (a—4—#&E%RIALT-Scan to HDD Data NDFRIELTFT I R)
KRB IL, 22— =KL EFE L7z Scan to HDD Data (25t L T, Scan to HDD ##EZFIH L T
RIE72BEN TN D AlREEZBE L TV 5,
O.REGISTERED-USER %, FHZFIZLDEH IR > TH A SN2 —F =721 23, TOE
DEEHE SN mfp ZRIHT 52 EE2FFAT L. SRV EEE —ERMBEL 2 A — R Y |
T5LLTHY, 512 0.SCAN-DATA |2 L > T HDD N ® Scan to HDD Data D& 7 > o — R
BER, BEE . KO SN —F =72 ICHIBR S i, BEOTREMEIIBH I N D, F2,
OE.ICCARD-READER IZ X W EHENH A X AC#E SN2 IC A — R —F—%fEHT 25 2
X > TEBOAREM TR SN D,
OE.FEED-BACK /%, #HAMN, BHEEZIZ2—Y =BT IFA4T7 2 FPCOL mfp lZ7 7 A
THEIZ, ANSNAHRAT—RIZH LT, RSN 74— KRy 7 2R 7 7Y r—
U EFIAESESE L TEY ., 72 OESESSION 2LV 7 54 7> F PC 24 LT #E& T
X, v 7Y N AERNEREN D -0, T ACCESS-DATA OB D afREME I S %,
OE.IC-CARD (%, mfp ZFIHT 2MBMOEMLHED, IC — ROFANFAIENHIEL N —H
—~FfT Al a—HF—ITK L TIC I — ROMA~DOEE, §54221 L, Rkt %
RIESE D 2 EngEREND 720, T ACCESS-DATA O 80D AT REVE NI S 5,
Weo TARERBIT HoRtpiEn g,

® TACCESS-SECURE-PRINT (2—H—###E4FIF L1= Secure Print Data, ID&Print Data ~DRIERFT V&
A)
AEEIT., = — W —kEEZFIH L 7= Secure Print Data, ID&Print Data (2 %f L TAIEZRER/EN
T TLE ) R EE L TV 5,
O.REGISTERED-USER %, FHHEIZ L 5 RUHE > THFAl S iz 2 —F—7217 23 TOE 23
BHEINT mfp ZRAT 52 L 2T L, SR EEL —ERFMEBELRVWEF— Ry b
HELTEBY, 512 0.SECURE-PRINT (Z &> T, Secure Print Data. ID&Print Data MO
TERFFR SNz —F =7 ICHIBR SN D 729, BREOAREMHEITR S 5,
%7-. OEICCARD-READER (C L W EHENH A X v AT &Sz IC H— R U — & —Zfii ]
T 52 LI E o TEE O TREME TR S D,
OE.FEED-BACK /%, BHEN, 22—V =07 T4 7 hPCHH mfp IZ7 7 AT HEIC, A
HNEND/RAT—RIZH LT, H#ESNTT 4 — w7 28525770 r—y a VAR E
HHELTEBY, 72 OESESSION (LY 7 T4 7>k PC A LIEBER THRIZIZe 777 b
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THEMANERIN D720, T ACCESS-SECURE-PRINT D& B D AIREM: SR S 5,
OE.IC-CARD (%, mfp ZFHT 2O T(EE N, IC I — ROFIANHFA SNDHIE LN —
— T H 2L, == LT IC 1 — ROMA~DEE, S5450E L, ko k%
WESE5 2 EREREND 720, TACCESS-DATA D# D I REtE S S 41 5,

o TARERBITHaxtiahTn b,

T.UNEXPECTED-TRANSMISSION (BESNHREADIEE)

AL, mfp DT FLRIZERT 2%y NV —VREXZAREICETEINTLE D wlRerE2 88
LTW5,

ZHUZ% LT O.CONFIG-B 12X ¥ . TOE 78 mfp D% ET — X ([R5 % E 2 T 5% 8 %
BEEICHIRT 2 & LTRY ., REBOAERIIRESND,

OE.FEED-BACK (X, BHEMN I FA4A T F PCHE mfp ICT7 7B AT HERIC, AMTEND X
T—RIZx LT RSN 74— R VR ET 277V r—rva VEFIHT E LTRY,
F£7-OE.SESSION(Z LV 7 547 v FPCHEA LI-HER THRICIZn 77 v M4 AN ER &S
578, TUNEXPECTED-TRANSMISSION D& a D il HEMEA R ZE S5,

o TARERBUIHaxtiah T,

TACCESS-SETTING (%2 VT« ICEART A BERTELHDOFAELEER)

AEBITEX 2 )T 4 ICBMRT DR EOMIEREA LT INDH Z LICLY, X2 U T ¢ HiEN
b SN D alREMEZHE L T D,

O.CONFIG-A 2LV, —#HOEX =2 VT ¢ ICBET 2R EMEL T 2% 2 U 7 ¢ @{bikE
DORE, MO HDD B SAVSRED R E Z S HE IS5 L LTEY . BEOTREMENRE
b,

OE.FEED-BACK (%, BHEMNZ A4 7 F PC L mfp IZT7 7 B AT HERIC, AENRBH /34
T— Rk LT, RSN 7 4 — R 7 2T 277V r—ra U EFHT L E LTEY,
¥ 7= OE.SETTING-SECURITY |2 LV % #% 5 HDD B2 ke 0B 4 Aot L1-t%. E% =
U7 4 BALSREOR EEF ML LT ECRIAT 2 Z gk ans 729, T ACCESS-SETTING
DB DO REVENRE I NS,

W TARERBIIHrRPiEn T,

T.BACKUP-RESTORE (/Aw & 7w TH#ste, JR F7HEEOFRELFER)

KRBT NNy 77 v THEEE. U A MTHBERARIEICHA SN Z 12XV, Scan to HDD Data
IR T 2 AREMER & D, XA T — RERUEMEO H 5T —Z PR T 5. mfp OE (IP 7 R
L 272 E) DI A EINT-HER.. Secure Print Data. Scan to HDD Data. ID&Print Data 23
W 2Rt 2 E L T 5,

O.CONFIG-CIZ &V, Ny 77 v 7HRE. U A N THREOFIH Z2EHE 2 IS 75 LTE
0. BEOFHREENRE S D,

OE.FEED-BACK (%, BHEMN I A4 T F PCHhHH mfp 7 7 AT HEIC, ATTEND /A
T—RIZX LT, RSN 74— NN 7 BT 27 7V r—2a U EFIHT 5 LTED,
F7-0OE.SESSIONIZ LV 7 T4 7> FPCEAN LIEEEK THRICITu 77 7 b 53EHA A TR S
578, T.BACKUP-RESTORE D& D AREVENRE SN D,

o TREBUIHaxtiah T,

T.ACCESS-HDD (HDD ~DAREHFT It X)

AL, mfp @ HDD WIZEZIAEINDITXTOEB T 7 A NN AT — Rig EOT — X Tkt
LT, HDDIZARIEEIZLT 78 ATHZ LI LD ERBEORREEZIEEL TS,

O.CRYPTO-HDD (%, W5tV — &AL TS84 LR L, T X TOEBGET 7 A L08R Y
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— R7p DT —%% HDD WIZEZATLRIRE L L, EFICHAHTRHIE ST 5720, &
DORIEEME TR S D,

Fio, BEBALY — RISk LI E 2 RGET 572, ZE O TR S5,

o TREBRBITHoxttEhTng

434 #BOEF) T4 ARITHT S50
MO 2 U T 0 FEHIHET A X2 U T o B HEHC DWW T TFICEB 3 3,

® P.COMMUNICATION-DATA ([ 1%774»0)1:?\—177;;51:.

KRR DO =2 U 7 4 F7EHE, IT BEEREIC TEZAE S D REMLD S WEIE 7 7 A /L (Secure

Print Data, Scan to HDD Data. ID&Print Data) 22\ T, MEMZFEET L7201, ELW

MHPEAMEEEND SR LB AT S, EIEK S T2 Z L HEL TV,

O.TRUSTED-PATH 2LV, TOE 22527 FA4 7> k PCITEEINHE M TH D Scan to HDD

Data 2% LT, TOE 72627 547k PC L \Wo B OEEFEIZEWTIEE LWEFEE & oI

EEET vy xRS A0, MO X2 ) T 4 HEBNEBT S, £ EEET v orUERE

RET —HX DOFREILX O.CONFIG-D 12 Ly, HHEHEICHIBEINTWD

OE.CRPTO-NETWORK (2 & ¥V mfp #fIHAT 2O EHE L. 7 7/1’ 7 s PC 5 TOE 12

aéréﬂé Secure Print Data, ID&Print Data Z RS 572012, 5105 B a0 U Fnis
mAERET O, W, WSAMIEREFEET 5720, HkotXx= ) 7 4 &2 R—

LTWb,

OE.FEED-BACK (%, BHEMNZ 747 N PCIO mfp (IZ7 7 B AT HEEIC, A)Shd A

FIZH LT, RSN 74— RNy 7 2t 27 7V r—va UERHT 2L LTED,

itOE.SESSIONkJQ NI I7A47 2 NPCEIT LICEER THRIZIZ 77 U M4 2@ NERS

o7, MO X 2T ¢ F#tE YR — hLTmé

Mo TAMBEO X2V 7 1 FEHE, ERTIH20ICH0TH D,
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5. isERaVR—R2 FERE
5.1. YhiRHEEE U R— R > b

& ST Tl BRI D LV R—% o b & B OERT B, Al T BIEEFOBINE, T
LI EROHEMIIU T OMY T 5,

® FAD RIP.1

FIHET =2 K ONTSF 7 — % ORFEREIRET HZ LA ERT DX 2 7T A REEATH D,

> RO EMN
FIHET =2 & TSF 7 — % OFFIERRELHET 20BN B DD, R HERREOBLR
ET 52X 2 U7 o BEREERIX, FIHET —XI1Zxtd 5 FDP_RIP 7 7 X U LAY 5
RN, ARESRZW- T2 % 2 U T ¢ BERESERIIAELE L2V,

> @WHALE=Y 5 X (FAD) DEH
FIRET —# & TSF 7 —X OX[72<, WGFOT—2 DX VT ¢ il Lo EikiTk
VW Ko THLWY T AZEFRZ LT,

> @BRALIZ7731 (FAD_RIP) O¥H
FDP 7 7 2@ FDP_RIP 7 7 X U FHHT2NEZFIH LT, TSF 77— ¥ £ THLEEILIEL
2D THDHIE, 2077 IV ER—TUVEEH LT,

5.1.1. FAD RIP.1 DEE

o VS RE
FAD : &7 — % Ofri#
WSFR D E R : FAD (Functional requirement for All Data protection)

o IS ADFE
DY T AR, MET —%, TSF T — % OB Ri#d 25 2 LICEET 282458 5
T IUNEEND, AETIZ1 207 7 I U N FEET D,

— &7 — ¥ OBA@IRE (FAD_RIP) ;

® J7IDABEL
77 Y (FAD_RIP) (X, HIBrS - @n L 77 v A& T, LOBIOFMHET —4% ., TSF
T—HICHEE CENTEEGA/IE, VY —RCEENDI VDR T =X LW TH D Z L A RAET
HMEVEZOWTH] D, D7 7 VL, mERRICHIBR E 72 i3 S 723, TOE WNIZ £ 72454E
T AAREMEDN B D IEMICKT T D IR#E L ERT D,

® JIUR—F FDLANILFIT

| FADRP  2F—s0BEEHREE | 1 |

FAD_RIP.1 : TBREYRIHERIER O 2T — X OFRAFEHRIMRA#E) 13, TSF ICL-> THIE SN 5 5E
BT AMMET =2 KOTSF 77— O 7 v b, BRRZREERERICEWT, EORED
EDRIFHRNRBFIHTE RN & & TSF BMRFET 5 Z & 2 2R T 2,

| &I . FAD_RIP.1
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FRENDEHT 7T 4 BT 4137320,

B5% : FAD_RIP1

X a7 BEET — X AMREFAU_GEN)D PP/ST IZEENTHIUE, UFDOT 7 v a v ARG
Ths:
a) B BRI EREE T O I RAEHBAIE # 2 & e A

FAD_RIP.1 AR HERFRDOET— 2 DERFHERRE
TR TR . AL

&KEN . L

FAD_RIP.1.1

TSF i%. UTFORAHET —F R ONTSF F—F 2545 (B Bna92 B DL THEREAR] [TBWT,
BIRIZEI D Y CTONZLETIDO EDBERONBBRATERL T3 & 2RELRTIER B RV [Eif: 7/
FEF—ZRNTSF =—4DJ X P,
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6. EXxal) T EH

ARETIE, BX=2 VT B OWTRRT D,

<SGRLLEZEIZDOVT>

TOE (o8l Snb X2 U T ¢ e 20k 45, RESEa o R—x > M, CC /78— | 2
THESNTWALOFEEHFHL, 7V bE—0OL 02 HT 5, CC/— bk 2 (Zrd Sy
FLWEMEMEIL, CC/i—h 2 EHALRWT L& Hiax L THRBI LT 5,

F7o, REEEAa R —3 2 MI, CCR— 3 THEEN TWHIOXEHEFEHL, 7L HFE—D
HLOEMHT 5,

<tFal) T EEEEHE “RE OBTRAE>
UTFTOEIBROFIZBNT, £ XU v 7 HOR—/)L R TRINDERLIT, “BIM”, F720F “BIR” &
NTWDLZEERT T H—FA4 L TRENDPXDEZRICHENEETAZ Y v 7 HOR—/L KT
IRENDLERELIT, T H—F A4 SNEFEIEHS “FEL” ShTnbZ Eamrd, Z-UL0%IC
FEIUT T TR ENDE B, Y= M IEL” SN TEHIN TS Z EERT,

<EKEMHEDOBRRAE>

MO BWTIRIMT T “( )7 SR REnsFuE, ASTICTHEHAENS X2
VT 4 BSREEME DT NV ER L, BEOEX 2 )T A BN FET I b0~ [ 2
LC#EYT D, £7-ASTICTHEMAT D HEDRVMEFEETH 5541, FFEIANIC T “WH L2
WLk FERR LTV A,

I, BX 2 VT A REEFIZ CC/R— M 3 THESNTWVWS EAL3 O/ Ny r—U %A L TR
0. BALIZHT DRFE2 AR —F3 2 FOBM, @R S13 7o TRy, £072H, A ST
TIIAREE A OERGFHICBEI T 28I T 20,

<FEOEZE>
ARETHM 2 HEEZ U TITRT,

*® 2 SFRTCHERAINIAEOEE

FAzE T

FAE B FIREZ— B ET DB,

XA @M FIRAEX AT BNEBEDH AT THDLIPL—F—DX A7 Th
DINERFET DB,

2—4—ID a—HW—&—FIZEET S ID,

Z—W—ID DR BHENT T4 T h PCHHa—Y—ID 28K T 5,

2 —H—ID O BHENT FA T K PChHrHa2—H—ID 20 ET D,

2—HF—ID DOHIER BHENI T4 T2 PChrba—Y—ID ZHIRT D,

2—H#—ID D% BEHENRSIANLET —F FEEHERELZEH L C2—F
—ID Z{HET D,

Z—HF—ID OfVWE bt BWHEENY FA4 T b PCHrHa—Y—ID Zfndby (RN
777 5,

22— —=IDDY AT BEHENI TAT L FPChrba—Y—ID %2 U R 715,

IC 71— R 1ID IC 17— FD 1D,

IC 77— R ID D%k 2= —DOFHIFIEIC, IC A— FEFHATE 2 L 52T DHEE
PHT 55 -
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EE

BHEN T AT PC 25 IC 71— R ID Za—H—|ZHHT
R D,

IC 7 — N ID OHIEx

22—V —OFFBFRFEIC, IC A— FEFHTE 5 K 92T DHkAE
AT 555 -

BHENI T4 T b PC hH2—H—ZifH< IC #—F ID
ZHIRT 5,

IC #— R ID ®#HE

22— —OFBIRFEIC, IC H— FEFMATE L L 5123 586
2T %G

EHRENNSINANO 2T —F LEESHEREZHEN L Ta—¥
—\ZA S IC =R ID ZEET 5,

IC 71— R ID OfffvWAibt

22—V —OFFBFRFEIC, IC I— FEFHTE 5 K 92T HkAE
ZHEHAT 554
BTHENT TA T PC 5 IC 71— R ID 2f0nEbHE (X
v I T w7 T 5,

ICH—FIDDY AT

Z—YP—DFBIFRFEIC, IC A— RZFHTE 5 & o2 d ke
T 555 -
WEENY AT v b PC b a—H— 2 < IC #— K ID
EUANTT D,

Scan to HDD Data J&:

Scan to HDD Data O {ELZFF Al SNz —Y—% 4 ET DB
4,

Secure Print Data &

Secure Print Data O {EZHFA I SNz2—V—2/KHET IR
‘rio

ID&Print Data @

ID&Print Data OEEZE ] SNz 2 —W — 2 FFET 2 Bt

ek U — K

HDD I 58RI T 5V — K,

HDD L& & iHEeE

EHAE PR L7 — 2 HESEICHED, 2330 b HDD D4
7 —Z e L E XA D,

NVRAM #JH{bH6E BHLE R RF LB NVRAM OEBEE /X2 T — K SNMP /¥ %
U— R, @EHET ¥ FARET —F . mfp OFET — & 2 HH1L
T HHERE,

CE AU — | P—ERAT V=T ONRAT— R,

CE 27U — Rz

PR =T BARARANE CESAT— RERET 5,

PR NRAT — R

EEHDNAT -,

RSP )R AT — RS

EHENT FAT b PCOLERE AT — REeW L+ 5,
PRI U TRRRANSEHE RRAT — RERE (7]
Wik 435,

EEHE AU — ROyt

BWHE N SNRI Ky NI =7 nbeET —F LEE WHEREE A
AL TEHE 2T — RE2PH+ 5

SNMP /AU — K

FHREDNAV =R, MIB A7 Y =7 MIHT 27 78 A%1T
SHEMHENL/IAT—F,

SNMP /=2 U — R

FHEN T A4 7 F PCHE SNMP XAU— REHES D,

SNMP /R 2 U — KDL,

BTHEENSFIVNLET — X LEXHEEELFH L T SNMP
RAT— REHIET 5,

Z—HPF— 2T — R

T F—DRAT— R,

PR 2T — NI

EHENR I FAT L FPCHa—F— AT = RERET D,

L AP AT — KDY A R T

WHEN FAT b PC b2 —H— AT =K% R NT
35,

S F A DI — AT — FORIE

BHEAEN Na2—Y =07 T4 T~ PC ba—V—HHFD
— PR T — R WL+ 5,
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S
an

EE

=P — 2T — FOW &bt

FHENI 74T b PC Ha—HF— 2T — RFEWED
T (NI Ty T5,

=P =R T — FDIHE

BHENRIANS LT — 4 FEIWHERELZFHL C2—9
—/RAU— R&EHEET D,

Secure Print /XA U — K

Secure Print Data ®/X AU — K

Secure Print /XA U — KD &Gk

=Y =7 F 147> k PC )5 Secure Print Data & IRl
% L7-B5. Secure Print /SA U — R&BET 5,

Secure Print /XA U — RDiEE

BTHENASRRANSET —F FEXHEMELE A L T Secure
Print SRR U — F%&{EET 5,

Yo a UER

a—Y— FHENRXY FT—IREATT 7 A LB, #kBI3R
S a R HERRT A,

EgiEass

r&ﬁ%‘%uu uEﬂqé%Hbo

= — P —F8RE

o —— AR DAL,

SNMP /R & 7 — REBI4RE

SNMP /"2 U — }‘%'fﬁﬁﬁ LT'@&@%%WL thEj—ZD*/%é

IC 51— Rk

IC h—FHFROFREICLY, =2—F—ID ORDLVIZIC H—F
ID % o — ¥ —f@BINCRIH 2 2 & 23T & DH6E,

ID&Print HRE

PRANINS D2 — P —iBBIFRFEAE, b LIXIC H—RY —4
= b O — W —FRIILCHIRI 21T o HhE,

VAT LA— KUy R

ANFVEEEZ ABINIC e 277 U BT D,

VAT hA— Ny MO

EHEDRANINNSE VAT LA— )y MR ZRET D,

FEHT ¥ RIVEET —H

TOE &7 747 ks PC & DMIZE VT, Secure Print Data,
K X Scan to HDD Data #t & = 7 ICIEZIET DT OICRET
DT —H,

BEHET v RIVEET —HF DEE

EEENASINVPOET —2 LEESHEEREZMN L CEEE
F¥RVRET —F 2HET D,

Scan to HDD Data

IR lg*f“ﬁle\*? UHEREA R LT, “Private” %33
IRLCHDD IZERE LT — 4,

Scan to HDD Data ®&# 7> ma— K

=W =017 47 kPCH 5 Scan to HDD Data 2 % 7 > 1
— N7 %,

Scan to HDD Data @ —&# 7R

BRE R N2 —HF—»NT 547 k PCH 5 Scan to HDD Data
D—EEFRT D, B, 22— —DEAIT, XFAhbE —E
EFRAT D,

Scan to HDD Data /X 77 v 7

EHENY T4 7T FPCH» 5 Scanto HDD Data /3w 7 7 v
7 (Fournm—KR) 5,

Scan to HDD Data D #il[&

a—W =%, 7 FA4 T PC 5 Scan to HDD Data
ZHIBRT 25,
EEEMNZ T 47~ PC 25 Scan to HDD Data & HI&4 %,

Scan to HDD Data D2

EERE N RZAN ST — & FEXEMEEZ M L T Scan to
HDD Data #{H+£9 2,

Secure Print Data

7747k PC LV a—F—EIRIEREZFIH LT, Secure
Print XA U — RZ&Af17 CTOE IZEE LT — 4,

Secure Print Data ®—& R

2 — P =23 )L B Secure Print Data D —& &2 FR~9 5,

Secure Print Data ®FIk

2—P =23 % )L 5 Secure Print Data ZHIRI$ 5,

Secure Print Data ®iHZ

BHED RSN LT —F FEXHEEELEH LT Secure
Print Data Z#1H%E9 5,

ID&Print Data

2747 FPC &Y a—F—3HIERE D ID&Print #EHE 2 Fll
HLT, TOEIZEGF LT —4,

ID&Print Data ®—&FK R

=P =33 H 5 ID&Print Data D—& &2 F£Rr1 5,
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M

EE

ID&Print Data O

2 —HP =235 L h 5 ID&Print Data ZHIFI4 5,

ID&Print Data DI

=P =% 5 ID&Print Data 2RI 5,

ID&Print Data ®{H%E

BHENRZ AN ET — X LEXHEHELZHERL T
ID&Print Data Z14E3 5,

mfp OFRET — X

mfp ODREWCEFET 5 —#HORET —F (IP 7 KL X,
Rendezvous 7'V v ¥ —4),

mfp DRET — ¥ DR E

R

BEEENNSINVERT FA4 T~ PCH 6 mfp ORET —F %
FRET B,

mfp DR ET — & OHIHUL

BHENSENL oy NI =T b eF —F L EX R
LT mfp OFET— 4 2045,

Secure Print Data OFHAZFFr/ S /-2
P

Secure Print Data O/ XA U — R& 51~ T\ A —H—_
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6.1. &2l 71 HREEH

6.1.1. EEEYHR— bk

FCS_CKM.1 BSR4

FCS CKM.1.1

TSF 1%, AT OIEI:: gD Y 2 FICBET 5, FESNIW S8 AR T VT Y X L[EIN: 587
T Y XA EHRE ST SRR [RI SR> T, WA AR L R iEe 5w,

[BIfd: gD U X P
% 8 EERLE F¥- - T/TJ XA - BRDOEHR IZFEE

Gt s Bdg stk 7= XA
(& 8 KEELFE 1E% - 7TV A - BEDEE IC708

(Bt mg 544
% 8 EERLE F¥- - T/TJ XA - BRDOEHR IZFEE

TrBERE L
& . FCS_CKM.2 or FCS_COP.1 (FCS_COP.1). FCS_CKM.4 G#f L7\
* 3 WBERER £ -7LJUXL-BEOHER
BEEDYRE EERERTILTY XL B R
FIPS180-3 SHA-256 - 256bit
FCS_COP.1 EEERE
FCS_COP.1.1

TSF 1. [BIff: D U X MICEBT 5, BESNEREE T I LB 77 XAl LG
F B RN e > T, [BIfl: BFEHRIED Y X Mo FAT LR TR 530,

[BIfS: gDV X ]
I# 4 BEEHE T1hTJ X4 - BR - lEEBRIEDBIR IZ508

(BNt 457 =Y 4]
[# 4 BEHE THTY XL - R - ESHEOBIR (DR

I A
(% 4 BEHE THTY XL - R - IESHEOBIR (DR

IR BB A ED T % M
(% 4 BHRE THTY XA - ST - BHREOIF) (<R

TLbE R : 2L
&KFE : FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1 (FCS_CKM.1), FCS_CKM.4 G#Ef L72\N)

x4 BEERE TILIVXL-BE-BSREOCRR

BEDY R 27T XL EEHEE EEREORRE
FIPS PUB 197 | AES - 256 bit « HDD IZ(RE XN SZ T RTDEL T 7 A LN T

— PR EDF—% D HDD & X ALIEDIESE
«HDD IZ(RE XN B TR TDEE T 71 /LN T
— PR EDF—5 D HDD FE4MH L BEDE S

6.1.2. FIEE T —2 RE

FDP_ACC.1[1] VA RWEE ¥ L]

| TR AL
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RFHE :  FDP_ACF.1 (FDP_ACF.1[1])

FDP_ACC.1.1[1]

TSF %, [BIff: #7222 f, 77522 f BONSFP THRPONS YT 0 fEF 7 2 | EDHE
DU X PR UClEIR: 72 & X SER % ki L 72  huidie H7e 0,

(il 722 b 4722 b ROSFP CRPASY 7w 2 F 247w 2 NPOMED Y 2 P
[ 6 2—VP—F—72 Ml BEJR P (EE

[kit: 72 & 24 SFA :
2= =B T E X

RE5 A—HF—TFT—4TF70RFH BEURX

HITxH k AITzH k 1BR1E
FYFES X2 Scanto HDD Data | - 0>z —F (R» pU—28EH)
(=2 —HF—DHE) « —BFH; (NRAFEH, R> P T—28EH)
- BB (ONFAFEH, K> P T—2#BH)
FIFES X2 Scan to HDD Data | « N> 27> (R FU—2#EH)
(BHZE DHE) - —BFHR (Ry FU—2FH)
< HIBE (R P U—2FEH)
< HE (NFAFEH)

FDP_ACC.1[2] VA RWEEFS L]

TR oL
IR :  FDP_ACF.1 (FDP_ACF.1[2])

FDP_ACC.1.1[2]

TSF 1%, (BN #7222 b, 7522 b, RONSFP TRPIWSYV T2 fE 7= 2 FEDMHRE
DY 2 Mkt UCLEIR: 72 & X5 SFA % 3466 Ui hude 5720,

By #7222 b, 47522 b ROVSFP THRPASY 72 oG 72z 2 MEDHIED T X P -
/5 6 PrintData 72 EIH# #BET X b (2558

[t 72 & X480 SFP -
Print Data 72 & X #/#

% 6 PrintData 77 A%l #BEVRX b+

HIoxH b A0z H k BR1E
FFE S X2 Secure Print Data - B (/SR EE)
(2 =S —DHE5) - —EHR (RAEE)
ID&Print Data E (S RARER)

- KR (PR EEH)
- —EFr (NFREEH)

FIFE S X2 Secure Print Data < HBE (ONFEAAEH)
(BHEHEDEE)
ID&Print Data < HE (NFEFEH)
FDP_ACC.1[3] VA RWEEFS L]
THRIREE oL
R7FHE . FDP_ACF.1 (FDP_ACF.1[3])
FDP_ACC.1.1[3]

TSF 1%, (BN #7222 b, 7522 b, RONSFP TRPIWSYV T2 fE 7= 2 I DMHRE
DY 2 Nkt UCLEIR: 72 & X5 SFA % 3466 Ui ude 5720,

it #7220 b, 4722 b ROSFP CRPAS Y 7P =2 f & 472 =2 MEOBED Y X P -
7 7 REHBET 7 EXHH BIEYX P IS8

(Bt 72+ X4 SFA -
REEH T o+ X HH

Copyright © 2014-2015 KONICA MINOLTA, INC., All Rights Reserved.
371783




Confidential

bizhub C3110 / ineo+ 3110 £MA&#H/ZF I 7 tF1|T18—0 vk

x7 XEBETIVEAGE BEUYRL

H$ITozH k Iz H b B
FFE S X2 mfp DRET—F cRE (IPT FLR : WRAFEH, F> P T—2 8L
(BBEDEL) Rendezvous 7'V > —4 : X F T —2#EH)
- L (N2 EEH)

FDP_ACF.1[1] X2 )T BEICKD TV EXGE

T : L

R7FE :  FDP_ACC.1 (FDP_ACC.1[1]), FMT_MSA.3 (FMT_MSA.3[1])
FDP_ACF.1.1[1]

TSF X, L FD[EIf;: NS e SFP FIZHENn TSNS 7>z 2 N7 =2 pO U X ROE4
(ST 5, SFPIEtEF= U 7 7 [@l1E, F o/t SFPEEF = U7 ¢ BHEDE G iz 2n—1z
HASNWT, A7 V=7 Mt LT, [EIf: 72 & 2 5# SFA % 3205 L7207 iE 6720,

(I A& SFP FICENW THBISA SV 722 NG 72z POV XA, ROFE 41T 5,
SFP ffi#t = V7 1 G, Fid SFP Bf#EE F = V7 7 [FHEDEpif i Sihe2rn—2]

<YPIx2 pF> <Y Tz FEHE>
FFE S 22 S SR BHE

- FlFE B
<Az ;> <F 7z FEMK>
Scan to HDD Data = Scan to HDD Data [E1#

(&Gt 72 & X #)# SFP -
2 — P —F— 7 X

FDP_ACF.1.2[1]

TSF L., fl S 7 =7 FefIfHEIN/TAT V27 METOBERTFEINEINE IDERET D720
2 ROHANZ I LT blev: (BN #lsiey =722 P EHHSHzES 7= 2 MET,
I eA 72 2 FICK T B I RIFIC /T 55 7 2 & X 2 5P S35,

LB IS e 7 22 2 P EFIISHET T2 2 YT BISHh a7 2 MK T 3HE SR
R EIC T3 7 2 & X 35T 3 HA)
<Scan to HDD Data (Z4}7 5 #EE#&I#1 >

cFFES X2, VT2 MEMEDFFE B —FT B34 T 2 FEMED Scan to HDD Data
B F#FD Scan to HDD Data iIZXL T, #r>no— 532 EBFTINE, (K> FT—28H)
cFIFE SR 2, VT2 MEMEDOFIFEEE S —FT B34 T 2 FEMED Scan to HDD Data
B %2 Scan to HDD Data IZ5f L T, —EBZr~T 3L, RT3 2BFAIRE, (R
B, X» FU—28H)

FDP_ACF.1.3[1]

TSF X, ROBIMBAL, (B EF=z VF oy BIEICESN T 72 2 MEHT B 72 pOT 27X
FHIENE AT SN IESNT, AT V=27 MIFH LT, 7 V=7 FOT 7 'R EBRIICER L
THEZR 570,

(BN = VT g IS DT Tz 2 MR T S92 DT 2t X F AN FE 955
CFFES X2, T FEMEDS R BN EREEDEE. Scan to HDD Data D— B,
w2 Ty (Frr—F), HBRBRET S EFTIRE, (Ry FT7—2 =)
CFUFEZ RN, Tz FEHED SR BEREREEDEL, Scan to HDD Data #/HE#HET 5
S EEHFASIhSE, (NFAFEH)

FDP_ACF.1.4[1]

TSF 1%, ROEMRA, (Bl F= VT BUHEICESN T T2 MNEHT B T2 pOT7 27X
BRI AT ZHANCIESNC, AT V27 MR LT, 7V FOT 7 & A% RIS L7
TR 570,

(Bt &= V7 [BIEICEDN TF T2z 2 NEHT B 7 2 pDT 2 R E IR 738
2L
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FDP_ACF.1[2] X )T BEICKD T EXGHIE

T : L

R7FE :  FDP_ACC.1 (FDP_ACC.1[2]), FMT_MSA.3 (FMT_MSA.3[2])
FDP_ACF.1.1[2]

TSF (X, LA F D& REHESEP FIZEDTHISA SV 7= N7z fD Y X b ROE4
(Z5T 5, SFP Bt F = V7 7 fG#E, F /217 SFP Bt F = 17 7 JGHEDE G i e 27—
HASNWT, 7V =7 Mot LT, [EiIff: 72 & X4# SFPA % F5i L7 T 670,

(B REH/z SFP FIZBED THIBIS SV 72 x 7 p &G 7z 2 DY X b, ROEFE4IZXHET 5,
SFP Bt = U7 1 G, /% SFP#EL F =2 Y 7 1 JGIEDOEFINTITEh/rn—]

<YPIx2 pF> <Y Tz FEHE>
FFE S 22 S SR BHE
<Az ;> <F 7z FEMK>
« Secure Print Data = Secure Print Data /B1%
- ID&Print Data =  ID&Print Data [BF#

[BIf): 72 & X %) SFP
Print Data 72 & X HI#

FDP_ACF.1.2[2]

TSF i, flSn/eY 7 V= b EHBESNTAT V=7 MEATORIERTFEN LM E I NEPET D720
2 ROHANZ I LT blev: (BN #lEiey =722 P EHHSHzES 72 =2 MET,
I A7 2 FICK T B I RIFIC /N5 5 7 2 & X 2 5T S35,

[BIft: ISP 7 o P EIS AT 2 MET, ST x 2 MK S SR
JEHIEIC RT3 7 2 X 35T 3 HAN : 2

Y7x 2 FEMED IR N2 — DS

<Secure Print Data (Z5}7 5 #E#I#1 >

c FIFE S X2, B 5ubS Secure Print Data & — B HNERIET S Z EBFHINSE, (NF/AFEH)

« WWRIVEER TA T E#17% Secure Print /X U — R& Secure Print Data B34 2 L T, Secure Print
INR T — RDFRAFIZEE) L I=FWFE X X 2 (2, ZD Secure Print Data DEIIFF T XA S, (VR4
#E)

<ID&Print Data (=317 5 BB IERIH >

cFYFES X 20, IC Z— F ID Ik o THEHISHAE, b LS INEAIZE o TRAFS A2 —F—ID

& &89S ID&Print Data E1#® ID&Print Data ZHIf, HIER, —EZrEHETS = EPFTIAS,
(R AFEH)

FDP_ACF.1.3[2]

TSF 1%, ROBIHA, (BNt F=z V7 BHICESNH T T x 2 N T EY T2 pOT 2 X
FHURANCZFA] T B3N EASNT, A7 V27 MK LT, 37 V=27 vOT 7 A RIICEHA L
THEZR 570,

(Blft: = VT G SN TS T 2 N T SV 7 2 DT 2 X BRI TS 82H)
CFYFEZ X2, Tz NBHED IR BYEREEEDEE,. b 55 Secure Print Data,
ID&PrintData #5575 = EBFATIHh S,

FDP_ACF.1.4[2]

TSF 1%, ROEMRA, [B: F= VFr BHICESNHTH Tz 2 MNEKT E T2 pO T2 X
BRI AT BN SN T, AT V7 M LT TPy hOT 7+ 2 RIICHS LA

FHER B R,
(B F= V7 FIICHED T 7z 2 MNEHT SV 72 2 f DT 2t X ZBIRAN a7 S AN -
L
FDP_ACF.1[3] XU T BEICKD TV EXHIE
TR L
R . FDP_ACC.1 (FDP_ACC.1[3])). FMT_MSA.3 Gi#ifi L7
FDP_ACF.1.1[3]

TSF (X, LA F OIS REf/z SEP FIZEWTHIHSA S V7= N 7= fDY XA ROF4
IS5, SFPBEtF= V7 1 B, F/o/% SFP Bt F = I 7 ¢ [BHEDE FiffiT iz 2 n—2
HASNWT, 7V MU, [BIf: 72 & X ## SFP % Fhi L7 iz 5720,
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[EIff: REf SFP FIZENDTHISH Y 72 NG T2 PO TR A, BONELIZHST S,
SFPBi#E T F= U7 ¢ g1, FEid SFPEE T F= U 7T 1 [GIEDE Fiffi Sie2n—

<PFTCr2s p> < BTl FEHE>
FUYFE S R 2 = KR EH
<A Tz ;F>

- mfp DRET—F

K A7x 2 MEMEIE, TFELRY,

(& 72 & X758 SFP :
RIEGH T 2+

FDP_ACF.1.2[3]

TSF i, flflshict 7oy b EHENT=AT V=7 NHATOBIERTFENLINE I DERET D7D
2. WOBANZE FhE L d e biev: (BN #xhezy 7> =2 P EHBSHES 72 2 MET,
HE I/ 7 2= 2 PICK TS X ISR 98 7 2 X 2 5T 3 HA,

[BIfy: B SV 7 2 N EHI ST 2 MY T, ST 2 M TS SR
JEHEIZ 93 7 2 & X 3 5P F 3 B -
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FIA_UID.2[3], FIA_UAU2[3lic kv, <"FUBEHTT 72T 5FHE., KORy hU—7#%

HTT 7 AT 50MER, FIHZHRESNc2—F—Th o 2 & ZMBIREET 5,

FIA_UID.2[3lic kv, IC H— KU —F—&HTT 7 AT 2F0HEN, FIRAZHFT SN2 —W

—T%é*&%%%#é

PRAEIZIX, FIA_UAU.TIZ XD 7SV EDO AT SCFREERICARAE SNTBE 7 4 — RNy 7 & L
\%EY%% L. L2 VR — T2,
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[T AFRRE) . [REREL 72\ ) & Vo o 2 — W —F8RE oI E, FMT_MOF.1[2lic kv | &
ﬂ%ﬁﬁﬁ%ﬂéhéoit\vaﬁmwm#ﬁﬁéntﬁm\HCﬁ—P%ﬁmfémfm
H— R+ —HF—R2AT— REEHT 5], [IC h—FEHHLZRW EWVWo7z IC — KR
X, FMT_MOF.1[2lic L v, EFEEZ TSN D,

FMT_SMF.1 2 & ¥ = — % — 38R EE D& B, )SZU“IC 7J— I\“Fx"&%%ﬁ’;@ﬁ%mf@% TR 5,
FIA_SOS2I2LY ., Xy b7 & RA L2 —F—3GEHIBWTHAEIN S v ¥ 3 UEHN
ERENT, Z0®y v a UERMEH SN D,

<HRRRRRES N2 —W—Dt v a OFBIC L/ B>

RBRFES Lz — P —Dk v g VOFHERRIL, SRunbr s A v LSS, BAIRRGES
Nicea—H—ntya N, FTASSL3ICEV, ET IV T4 TDOEEF AT LA — Rty K
R 2 LT T 22 LIk T, RbBERty v a rOfff 4 EHT 2L NEIZ L
TWb, VAT LA — )ty FFBOZEE L, FMT MTD.1[3i2 L » BHEFICHIBE SN 5,
FMT SMF.1 2LV v A7 54— Ut v MM OE A E T IR 5,

<2 — P —OFRIRFEE RO E BRI M TE 7 T >

FMT_MTD.1[1ic £V | = — % —FBRED F KU [T /31 AFEGE) DIBIRE N TV DHEHAITE N T,
TP BEREREIC T ) 22— — AU — ROYHIEEIIEHEE 2 ST &5,
Floa—HP—FREDO HFRIT [T 31 AFERE] DBERIN TV DEHA, 22—V =Btk 52—
F—ID OBERL, FMT_MTD.1[8]ic kv, KO (IC »— FEENMEH SN L5E) 22— —IC
AT S5 IC 1 — R ID o %$kiL, FMT MTD.1[131ic L 0 EHEICHF T EN D,

& Lz —H—ID OFIERIZ. FMT_MTD.1[10]ic £ v \ K X —+H—ID Ok Z 1%, FMT_MTD.1[3]
WX EBEICHTFA END, 22— =TT Hivd IC 77— K ID OFIkRIZ, FMT_MTD.1[13]

DEBFEICIFT S NG,
FMT SMF.1 2 kY 2—H%—ID, 2a—H%F— 2T — R IC #— R ID OE R4 5 PR 1T 5,

FIA_SOS.1[8lic XV, =2—H— AU — KOWENKRIES D, FMT_MTD.1[2lic XV, =—¥
—RREDO FHKUT 734 AFRFE] MBI SN TWAEHE, 22—V —HHDOa2—HF— 2R T—FKD

BRI —V— R OEHEHZIZHIR S D,

FMT_SMF.1 (2 LY 22— % — "R T — ROF % 2 —F — L OV A 23

<EHEIZEX 2 TR T 57O E R B>
= set.admin &M

<Y —bEARATLL V=T X 2 TICHERFT 572010 BE A g >
= set.service =M

<BEPRDOT- D DEE|, E RG>
:ﬂ%%ﬁ%ﬁﬁﬁpmiFMTSMRH]Li@%@%kLT\FMTﬁMRHQKiblwﬁw
L LUTHEFF ST, FORBINEEM T S5,

OB OBREEENE-SNAZ LICE ., KX 2 VT o xR ST S5,
O.SCAN-DATA (Scan to HDD Data 7 % & X i)

AKtxaUT 55 58HE,. Scan to HDD Data loxf+ 57 7t 2%, WHE. ROFTINT-
Z—F—FFICHIE L TEY . 727 RAHIEICBRT 2 BN LETH S,
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< a—W—F—H T 7+ ZHlfE >

a—P— L LTH#BERES NS & FIA_ATD.1, FIA_USB.1 IZ X W FIHEZ 2728 27 @tk &
FIRF BIESBEA T S5, FDP_ACC.1[1], FDP_ACF.1[1lic X v flH#E % 2 7 1%, FIHEE
PEEFFDH, 2L e —E3 % Scan to HDD Data J& % % #-2 Scan to HDD Data (Zx} L T—E IR,

HIBR, ZROX T a— RBRF N5,

<a—P—F—XDOEH>
Scan to HDD Data @47 ¥ =7 F@tElZ, FMT MSA.3[1Jic LV . %45 — X 288k LTm 22—
H—ID BNRESIND,

<BHHEEVX 2 TICHERFT 5 - DIc e B e >
= set.admin &M

<Y —bE R V=T X 2 TICHERTT 2 72 DI E A B >
= set.service &

TN HEROBREEMRR - IND Z LIZEY ., KieFx 2 U T 4 R GEHTM S D,

O.SECURE-PRINT (Print Data 7 % & A &)

KXo T %K ITEHL, Secure Print Data, ID&Print Data (2% 2 F# &5 LT\ 5

% 7" Secure Print Data (22 CT&H 5 A, Secure Print Data OFI %, FFra] S/ o —H— f_
FICHIR L CTERY . 727 B AHIENCREGR T 2 BN METH D,

< Print Data 7 7 & Al (Secure Print Data @7 7 & AHlf#) >

—P— L U CHAGRGESILD &, FIA_ATD.1, FIA_ USB.1 12k v, FIHE X A7 12 27 @k
MNEREATIT 55, FDP_ACC.1[2]. FDP_ACF.1[2]iz & | Secure Print Data (25 L . FIRI,
—ERREBENT TSNS,

Secure Print Data #FIfl3 521X, %@ Secure Print Data OF|H & Sz —V—Th 5D
WERH 503, FIA_UID.2[4], FIA_UAU.2[4]ic XV, % ® Secure Print Data OF|f % 7 7] &
ﬂf_ﬂ- P—ThdZ L EHIFIAEIND,

FRREIC I, FIA UAU TIZED "RV EDOAN) LT EBIRE S NTRBIET 4 — RNy 7 & L
T, BEXFEZKL, Bitx R — M5,

Secure Print Data ®4 7 ¥ =7 Fatkid, FMT_MSA.3[2] X ¥ Secure Print Data 0% EkEEIC
Secure Print /SAU— KR E 2 L TW5,

<Secure Print /XA U — F‘O)Mfi>

FMT MTD.1[6lic X v | Z3EICF]H &35 Secure Print /XA U — ROBERIT 2 — — 7215 128 A]
Eh b, FIA_SOS.1[4]iz & » Secure Print /XA U — RO WE IZMIEE N5,

FMT _SMF.1 {2 X ¥ Secure Print /X2 U — ROEH 2 o — W — (T t4 5,

I ID&Print Data IZ2W T TH 55, ID&Print Data OHIMZ . #F el Sz —F—7=1 12l
[RLTEY, 7272 AHIENIBHRT DREEMERMLETH D,

<Print Data 7 7 & A#l##l (ID&Print Data @7 7 & A#l{#H) >

WL UTHBIRRGES NS & FIA_ATD.1, FIA_USB.1 12k v ., FIFHZE X A 7o 27 @ik
MNEEAHT 55, FDP_ACC.1[2]. FDP_ACF.1[2lic kv . FIH%Z# " 7= ID&Print Data
WZxF LT FRL, HIBR, —BEERREIERTFISND,

Copyright © 2014-2015 KONICA MINOLTA, INC., All Rights Reserved.
60 /83



Confidential

bizhub C3110 / ineo+ 3110 £MA&#H/ZF I 7 tF1|T18—0 vk

ID&Print Data 472 = 7 M@ElElx, FMT _MSA.3[2] X ¥ ID&Print Data @& $EiFIz 22—
—ID RNEZHNTWVWS,

<ID&Print #8E DO Eh{EE HE >
ID&Print #EEDENVES HIZ,. FMT _MOF.1[2lic kv . EEEFFICHIEESN TV A,
FMT_SMF.1 |Z & ¥ ID&Print HhE D& H 24 BLE (42 5,

<EHEE VX 2 TIHERFT B 72 DI GBS B >
= set.admin 2

<H—VERZU V=T Y F 2 TITHERF T 5 72 DI B2 B >
= gset.service &R

< KHEHOT- O OEE, R >
BB AT O %&ENT, FMT_SMR.1[2liIc X v &##E L L, FMT_SMR.1[3]ic kX ¥ ==—H—
L LUTHERF SN T, FOEEINEEMST SN 5,

TN HEEOBREEEDRR TSNS Z LITLY, KieFx = U T 4 R FEHTM - S D,

O.CONFIG-A (% a ) Ta5&{bige. ST — FHBREDERTEICEFRT 2HE~NDT VRl
FR)

AKX U7 o5 KL, B2V 7 ¢ (bR IR T 2 E 2 BHEE ICHIBR L TR Y, &%
TEMEEEICR L CT 7 B AZHIBRT 2720 DEEMBMLETH D,

<EF 2 VT g WILEREORERIERIIR, HDD K B{LHSHRE O B Ei IR >

HDD i 5{bRSRE D45 11, EifER E1E. FMT_MOF.1[11I1c X v FHE ST S5, BERE
DOFE, FIA_SOS.1[6lIc &V | KBS bV — ROMEDPRAES L, IR E DR, FAD_RIP.1 (K=
BV —R) Itk ., ey — FRHIBRS LD,

FMT_MOF.1[4ic X 0 FHE LI &b 2T — & FESHEEHEEZFH L2V 7«
ALHSREDEIE 2 S T, X 2 U 7 ¢ ibife IR, SifEs% e, FMT_MOF.1[1lic L v &
HELTICHTEND, IIERTICE Y. HDD B E{LHSREDORIANHIR S, ZIREREICE Y.
HDD HF S bAERE DRI A DS FF ] S 415,

FMT_SMFE.1 12XV &&=V 7 ¢ iifuife &, HDD K B{bitE (KB{bv— ) OFHE2%E
HE R D,

<KD OFEE, S ERE
:n%%@%ﬁﬁ&%m FMTSMRH] KT VEHE L L CHEEF ST, Zo&EIBE AT
Y IR

<EHEE VX 2 TICHERFT B 72 OIS B A g >
= set.admin &

<H—VERZU V=T Y F 2 TITHERF T 5 72 DI B 2 g >
= gset.service &R

CHOHEBOMBRBEMENMI-IND Z &2k, KXV T oxtilsHAzsh 2,
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® O.CONFIG-B (mfp OFRET—Z BT 2EEADT Yt XHIB)
AKXV T 45 HEHE, mfp ORET — X ICERT HRELZEHEEICHIBL TR, REK
HRICKT L TCT 7B R ZHIIRT B0 OFEMDBMLETH D,

<mm®§ﬁ?—&’%ﬁ¢éﬁﬁﬁﬁ>

FIA_ATD.1. FIA_USB.1 iIC L W FIH#E % 2 712 27 @R BRI 55 & FDP_ACC.1[3].,
FDP_ACF.1[3lic kv, %IJH%%‘&Z& L. mfp ORET — XX 2R ERIE. VA N7 BIENFF
5,

<MIBA 7Y x7 Mk D7 77 ANZLBR B>

mfp OFRET —ZIE. MIBA 7 V=7 & LTHHFEETD72D, SNMP I XL 257 7 &2 H IR
NUETHD,

FIA_UID.2[2]. FIA UAU2[2lIc kv MIBA 7Y =7 M7 7 ® 2T A3RAENERE TH D
Z L ERIRERRET 5,

FMT_MTD.1[3lic L W SNMP /X2 U — FOZEHE %, R ICHIIR S 5, FIA_SOS.1[2]ic

SNMP /{2 U— FOMWEBPHEES NS,

SNMP /XA U — REGERED FROE T CE 2 %&%EL, FMT_MOF.1[2]ic X v | EHE 72 12
[Rxid,

FMT_SMF.1 (2X Y SNMP /X2 T — ROFEL, KT SNMP /X2 U — RBGEGE D& B 4 & B s
Wi 5,

<KEHOTHDOEE], EHERE
ZHHERAIT O &EHNL, FMT_SMR.1[2]IC L 0 FHE & U CHERF S LT & O&FIH B
b,

<BHHEEZVX 2 TICHERFT 57D E e >
= set.admin &M

<Y —bE R V=T X 2 TICHERIT 2 72 DI B i >
= set.service &

TN OEROBREEMRR - SND Z LITEY ., KieFx 2 U T 4 R GTEHTM - S D,

® O.CONFIG-C (IN\y o7y i, YR FTHRE~DT YV XHIR)
KXo )T 4 RRGEHIT, Nv 77 v 7HRE. VA MNTHEREZEHEICHBLCRY, &Rk
BlIZXLTT 7R %%UB&T%)%_&JODH%E##MET%‘@

<Ny T w7 U AT HERE D ERIERIFR >
FIA_ATD.1.FIA_USB.1 iZ X W FIHFE X A7 2% 27 @A T o s & FIREX 271X
- FDP_ACC.1[1]. FDP_ACF.1[1]iz £ v Scan to HDD Data
EXRRELT, Ny 7 v (Fyru—R), Hikk, KO—BERREBEERTFAIIND, BT
- FMT_MTD.1[1]ic L Y 22— — AT — R
(=P =T RUTTT S, ZZREE BRI SN TV B I5E)
- FMT_MTD.1[10]ic & Y =—+4"—ID
- FMT MTD.1[13lic X » IC #— FID (IC #— FEERENME ] S 5 58)
EXRT—H & UTEBEICY A NTEERFFRI S LD, FMT_MTD.1[5IC L ¥ = —H—
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NAT— R (17 AR DPRESN TV DL 5E), 2—%—ID, IC 74— F ID (IC &1 — ¥
REDNMEN SND5HE) Oy 77 v 7HE (TRbLRWEDE#ERE) NEREZIT TSN
50

FMT SMF.1 (2 LY 2—H%—ID, 2—H%— 2T — R IC #— K ID OF A EFHFT RIS 5,

<BEFRDOT- D DOEE|, EPRESEE
:ﬂ%%@%ﬁi&%m:FMTSMRH]& WL U CHR AN T, T OEEDEEM T
YR

<EHEE VX 2 TICHERFT B 72 DI B A g >
= get.admin &M

<Y —bPRZ U IV=T B F a2 TICHERT D7 DI LB e B >
= gset.service &R

CHOHEBOMBRBEMENMI-IND 2 &I2kY, KXV T xRNz sh 2,

ocmwmo(%EE%V*»%%EE?—@wﬂi&%«w77txﬂm)
Ao VT o R RITEIL, SEET v FVEREICE T 2R EEEHEHEICHBL TRB Y, ZEHK
HRICK LT 7B X ZHIIRT B0 OFEM B MLETH D,

< BT v R RER ET — ¥ OEAEHI R >

EEHET ¥ RAEBED 5D TV OETRE, Fik, RO#EERE X, FMT_MOF.1[3lickv ., &
BEL TSNS,

FMT_SMF.1 12 X ¥ @ {E#ETF v RS RE O B &2 S LA (2Rt 5,

<BEFDOT- D OAEE, EERE
:m%%@%ﬁ5&%&:mnﬁMRﬂ] FVEHE L U CHEFEF ST, 2 O&RE DB AT T
5hd,

<EHEIZEX 2T ICHERT 51O E R B>
= set.admin &M

<HP—ERZU V=T X o TICHERFT 5 72 DI B2 A >
= set.service &M

CNOHEBOBRBEMENHIZSND Z IR, Kexa U T xRNz h D,

O.OVERWRITE-ALL (£T—4 LZZFHXK)
KXo VT kKI8T, HDD O4&7 —Z i, K OFIHE P E L7 NVRAM _EORERE
WAEFHTERITDLELTEY, BHEARATRIZTATEODHEEHENPLETHD,

< BT — X EEXEEKEE, K OBEERIR >

FAD_RIP1 (Bs584t vV — F#&%<). FMT _MOF.1[4]. FMT_MTD.1[1]., FMT MTD.1[9] .
FMT MTD.1[10]. FMT _MTD.1[11]. FMT_MTD.1[12]. FMT MTD.1[13]. FDP_ACC.1[1].
FDP_ACF.1[1], FDP_ACC.1[2]. FDP_ACF.1[2] . FDP_ACC.1[3]. FDP_ACF.1[3lick v, =
NORRETHERPERETORT —F FPEZBIEICL > TURIO EDFRONE B HHATE 2
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<FTDZLEHRIET D,

FMT SMF.1ic kY a2—H—ID, =—HF— 20— EHEF AT — K, Secure Print 7SA U
— R, SNMP “z27U—F, IC #— F ID, HDD L& X{4EMAE. NVRAM 0 LRE D& %4
BEE IR S,

<BEHOT-DOKRE, EHEERE
:n%%@%ﬁiﬁ%m:FMTSMRH]& BHE L UCHEEF ST, ORE ) EE A
YR

<EHEE VX 2 TICHERFT B 72 DI B A g >
= get.admin &M

<Y —bP RV =TEEF a2 TICHERT D7 DI LB e B >
= gset.service &R

FoTREX 2V T RG-S D,

O.TRUSTED-PATH (B{EEEF ¥ #ILOFA)

KXo UT 05 % F#E, Scan to HDD Data OEEICBWTEEET v V2L THE L
TEY, AEHET v RVICBERT 2EGBLETH S,

FTP_ITC.1 i%, o & {EH IT #5206 0ZERIE U TREBT v X2V 2 AT 5L LTED,
Scan to HDD Data ®2EEICEMA SN 5,
ZOMREENRIC ko TAREF 2 U T 4 KR TN SN D,

set.admin (EBEZ X 17ICHBFTH-OIRELEHDOEY )

<EHLE ORI GE >

FIA_UID.2[2], FIA_UAU.2[2liIc kY. "X ARHTTY 7 82T 5FHE, KOy MU —7 %
m177t1¢6ﬂ%%#£@%T%5 & RERRET S,

FREICIX, FIA_UAU.7T (12X D, 7V EO A CFHEERICRE S IVTZRGE 7 4 — KXy 7 &
T, BEXTZEL, @Rz R—h+5,

<FRFRRESNT-EHEDOE Yy v a L OEH>

RBIRRRE S NI EHE O v v a VOFHERHIL, ~FZAhbr A o LA, BAIRGES
TEBREDOEy v a o), FTASSL3IZEYD T 7T 4 7DEEV AT LA — MU & MEFH
DB T D ERTTHZLICE-oT, At v a Ok 2 BT 5B 2 NIz LT
Ho 2B, VAT AA— RV Ey MRERIOET L, FMT_MTD.1[3]ic X 0 EHEHEFICHIE SN D,
FMT_SMF.1 2LV v A7 54— Uty NEHOEB 2 E 8 12T 5,

<EHEOFRIEEROE B &>

REPE AT — RiE, HASOSHHK;D&Eﬁ@ﬁéMéOik\mASOS2K;U\*y
U —27 M LI ERERIEICB W TR EN DBy v a UEERPAER ST, 20y v a
%ﬁ#ﬁ%éhéoﬁﬁ%AZU~P®%Em\MﬂjﬂDﬂﬂmiw\mﬁ%&@ﬁ—fx

TUVETICHIBRS LA,

FMT_SMF.1 12 LV EEE /AT — ROFHREAEHE, h—b Ao V=728 i3 5,

<EKEPDOT-HOEE, EEREERE >
INSEHEAZLT O KENL. FMT_SMR.1[1iIc X v —tRrz =7 & FMT_SMR.12lic L V&
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HFICTHER ST, 20EENEEMIT bl b,

> setservice (WF—ERIVP 7% EXa7IC#BFT5-DITRELE#OEY )
<H—bBRT V=T OFFBIFERE >
FIA_UID.2[1]. FIA UAU2[1lick Y, 77 AT HHHEN Y — LR V=T THDHI L%
FOERRET 5,
FOREIZIE, FIA_UAU.7 12L&V, "RV EO AT SUTFHEEEICRE S NTZRGET 4 — RNy 7 b
LT, REXTEZERL, @itz HR— 15,

<HP—ERZL V=T ORFIEROE I &>

CE "ATU— K&, FIA_SOS.1[1]ic kv, ERHIEIND, CE NAT— ROEHEL
FMT_MTD.1[7lic kv, +—v 2z v=TIZHIRENn 5,

FMT_SMF.1 12X Y CE RRAU— NOELTOEHZ — A= V=T (|2t 5,

<BEEOT-DOKRE, EHEMERE >
BB AT O &ZENL, FMT_SMR.IMIICE VS —b Rz P=7 L LCHiFF SR T, 2o
EINBHEM T S5,

® O.CRYPTO-HDD (HDD ME§S1E)
AKX UT 4 xR EFEHI, HDD WICEZAENDLI TR TCOEB T 7 A LA T — R EOT
— 2 RiETHE L TEBY, B LICBERT 2 E NN ETH D,
FCS_CKM.1 {2 &Y., FIPS180-3 @ SHA-256 7 /L2 U X A%&FIH L, WbV — R o i St
(256 bit) ZARKT 5,
¥, WEEHEL, —REICHER MO & D EEERICAAET 208, NN T 7 B AT 5 LENE
< HEIWIZHEIE SN D 128, WA BET D 0BT,
FCS_COP.1 2k v, FIPSPUB 197 ® AES (K558 : 256bit) ZF|/H L T HDD WNIZHEZIAE
NDETXRCOBBT 7 A NN AT— R EOTF— X 25k + %, £REHICLY, HDD N
MNHTRTOEEE T 7 A VLR AT — R DT —H birHTRICEST 5,
INHEBOMEENH-SNDZ LIk, Aexa VT o (RGNS 5,

6.3.1.3. T¥ a1 ) T 1 HEEEHDKEFLE
X a7 RS = AR — R b ORFRR Z FRITRT, CC /38— b 2 THIE S DM

il S TR ST 2RI 2FEMR) Oficz 0Bl 25k + 5,

® 13 tXaUTsHEZGHIVR—RY FOKERR
N/A : Not Applicable

A ST DHEEEH CC/8—F2
3 : \' 71N
aViR—32 b DIRFEHE K ST [2H 1T B 1KRFREZ
FCS_CKM.2 or FCS_COP.1 | FCS_COP.1
FCS_CKM.4

<FCS_CKM.4 Z i H L7V B >

FCS_CKM.1 HDD DI 5ALITfE A S 2 W B8 E, —Re IO
b HFBFIRICFET 223, ML T 7 B AT HME
NS BB SN D 720, BEEEZEET 2 LEME
[ESA4AR

FDP_ITC.1 or FDP_ITC.2 or | FCS_CKM.1

FCS_cop.1 FCS_CKM.1
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A ST DHEREE M CC/X\—Fk 2 o
aVR—R2 b DIREFHE A ST I2HE 1T 5 &EFFEER
FCS_CKM.4 <FCS_CKM.4 Z3#EH L 72V B >
HDD DS S 2 5 S8 d, — RISt o
b HFBHEIRICFET 223, DT 7B AT HME
NES BN SN D -0, BEEEEET 2 LEE
[ESAqAR
FDP_ACC.1[1] FDP_ACF.1 FDP_ACF.1[1]
FDP_ACC.1[2] FDP_ACF.1 FDP_ACF.1[2]
FDP_ACC.1[3] FDP_ACF.1 FDP_ACF.1[3]
FDP_ACC.1, FDP_ACC.1[1].
FDP_ACF.1{1] FMT_MSA.3 FMT_ MSA.3[1]
FDP_ACC.1, FDP_ACC.1[2]
FDP_ACF.1{2] FMT_MSA.3 FMT_ MSA.3[2]
FDP_ACC.1. FDP_ACC.1[3]
FMT_MSA.3
FDP_ACF.1[3] <FMT_MSA.3 Z i H L 72\ B >
AT NEMERFE LW, REMHEEAT D
WBEMET 720,
FIA ATD.1 2L N/A
FIA_SOS.1[1] 2L N/A
FIA_SOS.1[2] 2L N/A
FIA_SOS.1[3] 2L N/A
FIA_SOS.1[4] 2L N/A
FIA SOS.1[5] 7L N/A
FIA_SOS.2 7L N/A
FIA UAU.2[1] FIA UID.1 FIA_UID.2[1]
FIA UAU.2[2] FIA UID.1 FIA_UID.2[2]
FIA UAU.2[3] FIA UID.1 FIA_UID.2[3]
FIA UAU.2[4] FIA UID.1 FIA_UID.2[4]
FIA_UAU.1 FIA_UAU.2[1]. FIA_UAU.2[2]. FIA_UAU.2[3].
FIA_UAU.7 FIA_UAU.2[4]
FIA_UID.2[1] 2L N/A
FIA UID.2[2] 7L N/A
FIA UID.2[3] 7L N/A
FIA_UID.2[4] 2L N/A
FIA USB.1 FIA_ ATD.1 FIA ATD.1
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1[1] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1[2] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1(3] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1{4] FMT_SMR.1 FMT_SMR.1[2]
FMT_MSA.1, IEAPR 1 AT
FMT_SMR.1

FMT_MSA.3[1]

<FMT_MSA.1 ZiEH L2 WEH >

Scan to HDD Data 47 ¥ =7 h@Ebtix, =—%—ID
EHIC—HLTCWDIRERD D, Lo TREDX A I
TR G2 XL, ZofMoEZ 4 I I
TZORMENEE SN2 0BT R <, FHBEHFIIR
EThD,

<FMT_SMR.1>
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A ST OHEEH CC/X\—Fk 2
5 TIZHI %
avER—%2k DIREH K ST [2H 1T K FHEZ
FMT_MSA.3.2[1]0Effid72 LTH 5D, FMT_SMR.1 1%,
AR L TRESNTWAIKREETH Y, > T
JADLBEPED 720,
FMT_MSA.1, M & A LR
FMT_SMR.1
<FMT_MSA.1 Zi#H L7\ Bl >
Secure Print Data &1 :
Secure Print Data D47 ¥ =7 F@EMEIX, Secure Print
NAT—=RThDHID, REOXA IV T THNREG 25
N E <, FoMoEELX A I 712 TZ ORMEMED
ERINDMEM T, FHEAIARETH D,
FMT_MSA.3[2] ID&Print Data J& 1k :
ID&Print Data D47 ¥ =7 F@Eiix, =2—¥—ID TH 2
T, REOXA IV T TEBRGZoRNIX L, D
fOBEIEZ A 2 v 712 T OBYEENEE X A VBN
<, BHEREIAETH D,
<FMT_SMR.1>
FMT_MSA.3.2[2]0%Iffid7 LTHh 5D, FMT_SMR.1 1%,
ERICHBLTRESNTWAEGEETHY ., t-> T
DO LEYER 2,
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1[1] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1[2] FMT_SMR.1 FMT_SMR.1[2] . FMT_SMR.1[3]
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1[3] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1{4] FMT_SMR.1 FMT_SMR.1[1]. FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1{5] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1[6] FMT_SMR.1 FMT_SMR.1[3]
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1[7] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[8] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[9] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1{10] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1{11] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[12] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[13] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 2L N/A
FMT_SMR.1[1] FIA UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]
FMT_SMR.1[3] FIA_UID.1 FIA_UID.2[3]
FTA_SSL.3 L N/A
FTP_ITC.1 L N/A
FAD RIP.1 L N/A
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6.3.2. T¥ 21 T« RAEEHIRH

A TOE (X, TOE ZFIHT H2EREICE N THoREhME 2 RAET AR H 5, A TOE HE# s
A5 mfp (X2 EERL CH L7720, BREER. TOE XFHIHKS < 7 A MRS ST
5k AR BBERE S B B MR H T DI 2RO Z LA ETH D, F RO
., TOE OERAEE, X 27 REMTFREPWMONTWD Z ENEEND, > THUZRIRIEL
~OLREREE D EALS OEIRIIZ S TH B,

R, PRIEBEMKIFME DT, Ny 7 —Y Th D EAL DI TWDHTD, ¥ THDHELT
R U2,
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7. TOE E#yit#k

TOEDtx =2V T 4 HEEM L VEINAITOED X2 U 7 1AL U TOR 4ICT—E45R
9, ALEREEME, BRIROEIZ THAT 5,

=® 14 TOEDtEFx) T HEERTRERBINFO—FE

No. TOE Ot ¥ =V 7 ¢ ffE

1 | FADMIN WL NE

2 | FADMIN-SNMP SNMP & H# B

3 | FSERVICE P —t R E— NHfE

4 | FUSERAUTH o — Y — WG RE

5 | FUSERDATA o —Y—F — H e

6 F.PRINT Secure Print #4E. ID&Print #HE
7 | FOVERWRITE-ALL a7 —X FEXHEKE

8 FTRUSTED-PATH EIEET ¥ L ikRe

9 | FCRYPTO-HDD HDD I 51k B nE

7.1. FADMIN (EIEE#EEE)

7.1.1.

FADMIN &3, xR0ty T —27 W67 78 24 5B HEE— RICBIT 58 a3 785
MEVEHE AT ROEFTREDOEX 2V T ¢ FEEEE L WO T EBE N BET 2 —#HoEX 2 U
TAERETH D, (B, TRTOEN SRV E DRy NT—7 OBITHIEFELTAIREIRERE & ) )
L TIERV)

EIRE A SRR RE

BHEE— R~OT7 7 BRAERIZKH LT, 77 AT HRHENEBRE TH D 2 L 2B L UGEE
T2, W K OFREEDN R LT A BB EE— R~DOT7 7 B A ZFFAI L, KW L2818 EE T
— R~DO7 72 RAEELRT 5,
® Xy hU— MDA, HHA ID 2 TAdmin] TH D Z L Ziknl L., &EHE ORE ) BEE

fFirens,
® £ 15 [TRENDIF Y TV X —InDLRAEHENRAY — NIZX VT HEHETRIEA B =X L

T 5,

> Xy NU—IMWH07 78 A% U CEBEERIMRZ T, BHE AU —-REFHOEy v a v

FHREFM Lo, FEEIEA 1 =X L5277 5,

> 7 ha ST T, 1000 Eot vy g UEREAAR L TRIET S,

O BENRINAMNOEANENDIEHENRAT—RDT 4 — Ry 7120%, AT SCF e E I PR ST
iR,

Pl iz kv FIA_SOS.2. FIA_UAU.2[2]. FIA_UAU.7. FIA_UID.2[2]. FMT _SMR.1[2]73 %&£
b,
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& 15 NRT—FRIZFHINEZT YS9 32—LiTH

e Hi% e

CE S27—F 8 #7 BARGEF 94 LT & BINATRE
(P&, %%, iLH)

ASCII =— F : 0x20~0x7e
BEHENSAT—FK 0x22 () IEEIRTE 0,

a—HP— 2T — R 8 Hill k BIKAF 93 SCFEDOHF ) GBI ATHE
(&, #. i)
ASCII =— R : 0x20~0x7e
0x20 (Space). 0x22 (7) TN TX 72\,

Secure Print /AU — | 8 #t ARG FE 93 SXTFDOH D 5 IRPUFTHE
(T, %, L)
ASCIT =— R : 0x20~0x7e
0x22 (7)., KN 0x2b (+) [T TX 220,

SNMP /82T — R 8AMTLAE BIKEE 90 LD s 5 3R AT HE
« Privacy /XA U — K (T, %, L)
+ Authentication /XA U — R ASCII =— K : 0x20~0x7e

0x20 (Space). 0x22 (7). 0x23 #). 0x27 ().
KOV 0x5¢ (Backslash $£7213%) I3E8IRTE 720,

7.12. EEEBE—KFKOA—+OT 7o FEE

BHHE— NI RAEEOT 7B AR T AT LA — R Uty NEERILL RS 004221 F
(T 7o -80E, HEICE ST — Rea s 7w 15,
PLEIZX Y FTA SSL.3 RNFEH N5,

7.1.3. EHEE— FIZTIREHt & h B H4AE

BEHEE— F~D7 7 ZAZRICEB W CE A BRRREMAE IS L 0 VEFEE & L CRAIRRRES LD
&L FIHE S A7 128 27 JBIERBEEMT v, T OBRMESHER SN D, BEHE & L CROIRRREN AL
LI E DI, LLT O#EME, BREEOFIHNFF AT S5,

FIA_ATD.1, FIA USB.1 /% ERRIC LV FEBIN D,

7.1.3.1. EEE/NRRT—RKOLEE

HHRESNIEHENZAT — FREEZHTZ L TWAHRE, BHET 5, ZOMEEIL. 7SR LiE
DHDREEETH 5,
Z OFEREIX, FEE OBRBIEHERFT 5,
PR E SN EHENAT — RIIUL FOME &ML TWD 2 & EZRIET 5,

> & 15 ODEHENRAT — RIOURINAHHE,. ¥ 77 F—0 bRk S b,

> 1O0F v 77 X —THERINR,

> BUERRESNAMEE —E L7220V,

BSEDRAT — REF L, BHEE Ly — PR V=T ORICHFA TS, —E AT =TI
KT DEHEDONRAT — REF L, 7.3.2 1TR7,
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EROMEEIZ LY, BEHERE TH 2EHE /AU — FOEMHERE LRI 5,
LI Ebic XY FIA_SOS.1[1], FMT_MTD.1[4], FMT_SMF.1, FMT_SMR.1[21»3 %8 s %,

7.132. A—H—DHE

® o — Gk (22— PGB : T AFRIEICB W TR H SN D 22— P —DH)

S R —2 %N L Ca—+—ID 2R EL. :L**ﬁ%/\x U— R&EBE (15754 RFEEEI N TE
ENTVWBHHE) LTa——ngEshsd,

7. IC h— FREAZFEHAIT 25815, *y N —2 %0 L C2—P—1TffAHF IC 41— R ID %
RIET D,

FLSEESIND 22— — "R T — NI TOME 27 L TWD Z & ERAET 5,

> K 1B O—W— AT — RIRINAHHE, ¥ 77 X = ORI,

> 1ODF ¥ 77 X —THERI N,

[ ] :L*"H-"ﬁ”%é (:L%',j_%%}ggiji_t Varaxt AR 7%1/‘(*'“% éﬂél%"j‘“‘)
2w bV =2 % L Ta—%—ID #HIBRT 5,

® :’-_“H“—ID @%E (:’-_“H‘ w,_,pfl:jiJ(: 7‘/\/1’ AT iSI/\"Cil“Eﬁ éhé:’-_ﬁ“—@%‘)
Xy b —=2 %N LTCa—V—ID #LET 5,

® IC 71— R ID Ol (2o—W —EF = T35 ZFEE, 72 IC H— FEENFHEN L =2 —
— D)
Fv bU—7 %) L Ca—W—1ZfA < IC 71— R ID #HIBRT 5,

@ 11— Y — RXRAT—ROEF (2—HP =R : T ZZFECB W THA SN D 22—V —DH)
Fy =2 % L Ca—Y— AT —RKEEHTH, HLIFEESNDZ—HF— 2T — R
UTDOWEZMIZ LTS Z & BT 5,
> £ 15D —HF— AT — RIUORINHHER, F¥ 77 X =00k S,
>1o®%%?&&~f%mén@wo

> BUERRESNAMEE —E L7720V,
ZORE (22— — AU — ROERE) 1T, =2—VF—DEFNEHRFT 5,

2—W— 2T — FOEFEZRE LRLoOMiIX, FEEORIIHAIT5, 2—F—BHFO=2—%
— XAV — KL, 22— —BHITHLH T D,

LL®%%’iD\Mﬁ% ECHDLa—F— AT — FOEHIERE, 2—F—HHDOZ—HP—x
— NERERE, = — % —ID OB HRE. KOV IC 7 — N ID OEIHERE A f2it T 5,
LLt_i@IHASOSJ[LFMTJﬂmthFMTAHDJBLFMTAHDJBLFMTJHDJBL

FMT MTD.1[10]., FMT MTD.1[13]. FMT _SMR.1[3]. FMT _SMF.1 nEH I %,

7133 :L“*'H: utun *%E 0)%’4
Z“‘Y rNO—7 %ij\L/T :"‘—“H‘ wqu*ﬁL% T%UT@uquﬁﬁ%&ﬁﬂ”é
® 73 A ZFRGE : mfp 2&%15"(#@55!&?51—?‘_/\%‘7 R 2R3 2RFE =
® uunﬁbfib‘ mfp %f%”ﬁﬁﬁ—é:l‘—‘ﬁ' %uunﬁbfcﬁb\jﬁﬁ

LTI, 2—W —HiEIcB I 52X 2 ) T A BEED S L T VOEBRO R EZRT,
® [%fEEd %]
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> [T, ZFEFEI DS TRRRE LR W NICREEZ EE T D,
® [ZEET D)
> rubﬂ,[EIJf£l/\J 75‘[:_)’—7/\/(qum & EX %%Eﬁ‘éo

FROBREILX, FHEOLIHFT D,
FalkoBgEEIC L v | EHEERETH D o — W — R RE D B BE O BB RE A PRI T 5,

Pl Rk v FMT_MOF.1[2]. FMT _SMF.1 NEHEN 5,

7134. A— AT 7 FMEREDETE

RENVEN LT A — a7 v MERE JABRET —Z CHHVAT LA — M)y MR %
PURIZ R 3 IRp Rl TRk Ed 5.
® AT AL — Uty MNEH :1~9 7%y

ZOREL, BEEOHH AT D,
LRI LY, FEEETHDL VAT LA — MUty MR OEHEEREZ RIS 2,

PLEIZ X v FMT_MTD.1[3], FMT_SMF.1 R3EH S b,

7135 3y T —U DEE
NP, Xy DU —=7 %I LT, LTORET —¥% ODREBIEEIT I,
® mfp DRTET — X IR T D —#EDFRET —4% (AP 7 KL A, Rendezvous 7'V v ¥ —4%E)
<IP7 KL A (ORF)b, Xy b T—7BHOM T H 5% E #hE
* Rendezvous 7'V v % —% (R NU—Z78KHE DI 5% E R EE)

\

ZOREIL, BEHEOIH AT D,
L kiz X v FDP_ACC.1[3]. FDP_ACF 1Bl EH EN 5,
7.136. \v 9Ty T, VR FTHEEDET

BHENRAT—FK, CE RAT—FZBEWNT, HDD IZRE SNDIBRTET — X2 v T v 7, U
ANTT 5,
Xy FU—=7 %N LT, 2—PF—="2T =8 (53 ZGRIE) BRE STV DHEE) .
a2—H#—ID, IC #— FID (71 AL, KOVNIC I — R+ —HF— 27— R BRE S
TWAHEE) 2Ny 7T v 745,
Xy hU—2 %4 LT, Scanto HDD Data %/ Nv 2/ 7 v~ (¥Fyonm—FR) 45,
Xy NT—=2 &N LT, 2= =AU —F (T3] AR DRE SN TWDHE)
2 —H#—ID, IC #— R ID (IF /34 ZAFBEE] . M ONIC I — R+ —HF— "2 T — N R E S
TWAEE) ZV AT 5,
s Xy FI—=TEN LT, T_TD Scan to HDD Data D —& &% F =4 5,
« X*v hU—2 %4 LT, Scan to HDD Data % Hlx9 5,

EREOMREIE, EEE ORIIFFAT D,
FIROMRRIZE Y, FEHEETH L2 — Y — 2T — FNOFHHEE, = — 1 —ID OE iR, &
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W IC % — K ID OFBIERE & F2 9%,

Pl kic X v FDP_ACC.1[1].FDP_ACF.1[1] .FMT MTD.1[1].FMT MTD.1[10]. FMT MTD.1[5]
. FMT MTD.1[138]. FMT SMF.1 RNFEH 5.

7.1.3.7.SNMP /AR J— KDZEHE

Sin==d

SNMP /XA T — K (Privacy /XA 7V — K, Authentication /XA U — R) ZEHT 5, FHLIEE
S5 SNMP AU — RRLUTFOGE 272 LT 5 2 & ZREET %,

Z ORI, BHEORREZMRT 5,

® X 15D SNMP AU — RITRENDHHTE. F¥ 77 2= d,

® 1 ODX ¥ TV X —TH SN/,

® FUERRE INLDHMEE —HE L7z,

ZOEFIL, BEEORIHT D,
R OBEREIZ LV . EFERE TH D SNMP /X2 U — RSB EE A 1 {k4 5,

LI EbiC XY FIA_SOS.1[2], FMT_MTD.1[3]. FMT_SMF.1, FMT_SMR.1[21»3 %8 s %,

7.1.3.8. SNMP /AR ) — RERETH4RED R TE

S U —27 %4 LT, SNMP /X2 U — REBFHEEEIC BT D#%GE % [Authentication /XA U

— KA F721Z TAuthentication /XA U — K H - Privacy /XA U — ] [ZRET D,

ZOFREIL, BHEHE O AT D,
R OBEREIZ LV . EFREERE T D SNMP /S 2 U — RERZFHERE O 5% B RE 2 (i 5

PLEIZ X v FMT_MOF.1[2], FMT_SMF.1 REH N5,

7.1.3.9. BIEFETF v RILEEREDEE

Fy U= %4 LT, SSLITLS (2 & 2 &5 T v RABERERET —F ZRET D,
® (SIS E (EENE 7 ADZLH)

U

® SEHT ¥ RAAKREDENE « fFILBE

FROBRER, BHEDOMIFFAT D,
EaOFEREIC LV | EEEEETH D mEET v R VEREOEEKRE 2 $E T D,

Pl Rk v FMT_MOF.1[3]. FMT_SMF.1 NEHEN 5,
7.1.3.10. ¥ a1 Y) T o 5&{b#EE. HDD RS S1EBEREICREE S S #HE

<X VT o iR bikeE>
EERENBET 2% 2 U T 4 BLBEREOBUE IS BT DEREIZLL T O Y,
® X = U7 ¢ SR{LEERE DEIERRE

NENVESLT, BF 2T 0 BuRED AR, B ZRET HHRE,
® HDD Pl ~7 +—~ v MliE
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NENVEN LT, HDDIZT7 7 A Vv AT A CTRIHT 2 E T — % OWIHEZ E X AT, =
LT 4+ —~ v FPOFETITHEN, BF =2 U T ¢ i8bBERE DR E & BN+ 5,

o 7 —X FEX{HEMEE
NRENVEN LT, &7 — % FEZEEOFEITICLY , BX 2 V7 ¢ bR DR E A BT 5,

Z OMREIT, EHEE ORICTFAT D,
EROBREICL Y, BEEETH L EX 2 U T ¢ ILBERED B PR A 2t 2,

YL Eiz X FMT_MOF.1[1], FMT_MOF.1[4], FMT_SMF.1 nEH I 5,

<HDD 551 ERE >
EEE N ERMET 5 HDD B S bHERE O EITLL T O v,
e HDD H%%flﬁ%%ﬁb@%{’ﬁ%ﬁﬁ
NNV ES LT, B b Y — RO ERGE L BIEZ R ET SR, KO ST — ROHIFR &)
1@@1?&%&73*@“6#& fiE

ﬁ%ﬂﬁy_f‘v@ﬁ:ﬁg>
FAET — FOSEREX, UUTO#EY ThHo,

x 16 BSET—FRICFRASINDIFYSI I8 —LHMH

RES Hr ¥r375—
Wby — 1 20 #7 BARA R 95 ST tho & BIUATRE
(e, &, i)
ASCII = — I : 0x20~0x7e

> R 16 OB BALY — RITRSINAHE, v T 7 X —M oINS,
> 1 O0X% % T 7 X =TI,
> [A—SCFEFED B THERL S 7,

LT — FiE, BT DRFE OMEPREES LD,
0)1‘}3% X, EEEDORITFF AT D,
iR oOBgREIZ LV FEEERE TH D HDD i S LHERE O & B RE 2 2k 9~ 5,

LLEIZ X v FIA_S0S.1[5]. FMT MOF.1[1]. FMT SMF.1. FAD RIP1 (BE{kv— F) 23 5EEH
b,

71311 &T—3 LEFHEMED TR

27— FPEZHEEROIATIE., RHX Va0 L TEEEDORIZHIRT 5,

BT — X FPEXHEEREOFITICL T, HE, Pk 7T —2 1%, IT.7ICRE#H SN D,

B, 22— =R T— FOWEEL, = —F =it R fT/\4’7\uunEJ NER SN TWDHEAIC
FR2,

F7-. IC 11— K ID 0)?‘%’%‘ I, 22—V —FRE U T A ARG PIBIR I N TV DS, 2o
IC 71— FH%H 75)%”?@ SINDHHEEICIRD,

iR oBgREIZ L0 | EER “C&')%f) HDD E#EXHEMEEDE EERE. NVRAM wIHI{LASRE D
PRFRE :L—“H‘—/\X U— ROEFHERE, BHE AU — FOEHERE, =—3—ID D& FHEEE.
Secure Print /XA U — ROEHEFE, SNMP /XX U — ROFHEAE, K OVIC & — K ID O BRE
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Ziettd 5,

Pl kic X v FDP_ACC.1[1]. FDP_ACF.1[1]. FDP_ACC.1[2]. FDP_ACF.1[2]. FDP_ACC.1[3].
FDP_ACF.1[3] . FMT MOF.1[4] . FMT MTD.1[1], FMT MTD.1[9] . FMT MTD.1[10] .
FMT MTD.1[11] . FMT MTD.1[12] . FMT MTD.1[13]. FMT SMF.1 BNFEE I 5.

7.1.3.12.IC — FHFRORE

[FRA RFFEIDRESNHTWEEETHD, IC I — FH#EAZHEHT 2881, xRy hUV—2 %
MLTC, ICH—RNFRXEHET D,
® ICH—F A2 L7=IC 71— FDOIC — RIDIZ XA HFIHTE 5 55K
e IC 7J~ K+ —P—R2U— R HEAEEZHZ L2 IC A—FD IC #— KR ID & 2—H—s3A

IZ X BBERRE BRI Cx 5 H=

° IC 7J— REMH LW IC I — FEREZMH L2y
B, BX 2 U T b — RBEDRGEIL. 73 AR KO TIC 71— R+ —HF— X7 —
R MREEIND,

FREOBEIL, EHEDOIFFAT D,
EROBRRIZL Y, EEERETH L IC I — FEREOE IR RIS 5,

Pl ki kv FMT_MOF.1[2]. FMT_SMF.1 AEH SN 5,
7.1.3.13. ID&Print #EHE D E

F v NT—27 %4 LT, LLFO ID&Print HREOEIEE— REHRTET 5,

® ID&Print H#EI{EE— K (ID&Print #4EEH A %h)
7747 h PC EVEEFEINDTY » hTF—XIZBWT, @ OHINELE CTORIBZER BT H
ni=%ma<cb, 7V b5 —4 % ID&Print Data & L T8 281{EE— K

® [D&Print fEEBEE— N (ID&Print HHEAS %))
7747 FPCLOVEEEIND T Y v b7 —XIZBWT, ID&Print Data & L CEERERNT
bhi=Baos, 7Y v M7 —4 % ID&Print Data & U CEET H8/EE— R

EREDRRIE i\ BEE DT D,
FROERRIC LY | FEERE CTd 5 ID&Print HERED B EERE A f2 LT 5,

PLEliz kv FMT_MOF.1[2], FMT_SMF.1 REH N5,
7.2. EADMIN-SNMP (SNMP &EIEE#8E)
FADMIN-SNMP & X, 7547~ k PC 7»5 SNMP ﬁuﬁﬁ LCHy NT—2 %N LT 7 &2
ICRBWTCEE 2k BERE L GRBIFRGE S M- B A 12 IC % v b U — 7 OREMREDERIEZ A
HeXa2 VT A HEEETH D,

7.2.1. SNMP /AR — K2 & BRI R EEHE RE

SNMPZHAWTxRy b= %t LCMIBA 7Y =7 MIT 7B AT HFAENEHETHD Z
L% SNMP /XA T — KT ctO"Cn?IL)QL}DJIJwLAnE—g—Z)O nﬁ%”&@nunﬁi)xﬁ%bf_ j: Ai@%@’f&%l R4
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HAFT O, MIBA 7 Y27 M7 7 BRXEZFFAIL, RILTEGAIEIMIBA 7 Y =2 MZT 72 A
EHELT D,

® HERFE AT B 0IZ, SNMP X2 T — K& H L CikRl3 5,

@ £ 15T RENDEFXF YT X =575 SNMP 2T — RIZ L VAT S SNMP B3 A =X

LT %,
> Authentication /XA U — RO A, F£7ziL Privacy /XA U — F & Y Authentication /XA U — R

B z=FMT %,
> SNMP O5E1E, Bt v v a VERICEDEHBERIEA W = A L2 0T HEO® v

3 2 SNMP X2 U — RFIHT 5,
PLEIC X v FIA_UAU.2[2]. FIA UID.2[2]. FMT SMR.1[ 2] FEH I 5,

7.2.2. SNMP #FIf L I- EE#aE

PLFIORTHRIEERIZEB VT SNMP /R AU — RIZ L 5 BIERAEEREIC L 0 . BHEE & L ClRBIR
EEND & FIFEZ A 7124 A7 B BEEAT Hiv. %@)ﬁ%ft«mw@%ﬁéﬂéo EEE L LCEkB
IV LB A DA, LT OMRE, MEEOFRIHANETT SN,

FIA_ATD.1. FIA_USB.1 3 EFTIC kv EHRHEND,

OESRNER/I)E S
Fy F =2 %N LT, UTORET—F OREBIEEZIT I,
> mfp OFRET — X IZBHRT 5 —HOHRET —4 (IP7 FL A, Rendezvous 7' U ¥ —4%)

ZOHEREIL., BEE ORI RT D,
PLEIc kv FDP_ACC.1[3]. FDP_ACF.1[B]»FEH N5,

@ SNMP /SR — KDZEE
ZORERE (SNMP /XA T — ROEH) (X, EFEE OKE 2 HEFFT 5,
F v b —27 %4 LT, SNMP /X2U— R (Privacy /A7 — ., Authentication /X2 U — R)
EEETDH, HrLSRESND SNMP NAT— RRLLFOME 2T~ L TWA Z L E2REET 5,
> & 15O SNMP "R U — RITRINAHHE, ¥ 77 X —D0 Ok IiLs,
> 12o0F% ¥ 77 X —THK IR0,

ZOEFEIL, BEEOHRIFFAIT D,
JF@FA% REIC LD, HEERE TH D SNMP N2 U — FOEHEERE 2 1L 5,

LI ki X v FIA_SOS.1[2]. FMT MTD.1[3]. FMT _SMR.1[2]. FMT SMF.1 NEHEIN 5,

@ SNMP /SR 7 — RERFFHREDERE
T hU—27 %A LT, SNMP R AU — NG RE 5EREF % TAuthentication /XA U

— K] F721% TAuthentication /XA T — K H Prlvacy INAT— R ZRET D,

ZOREIL, BHEHEOLIH AT D,
R OBSREIZ L v | EEREERETh D SNMP /S 2 U — REHGFHERE O & PR BE 2 42k %,

Pl Rk v FMT_MOF.1[2]. FMT_SMF.1 NEH SN 5,
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7.3. ESERVICE (¥ —EXE— FHEE)

FSERVICE &%, SFANDLT 7B AT 5P —ERE— RIZBI 5 — 2T V=7 il5l5RG
HEHE, CE XA U — ROLEFRLEHE NAT — ROLEFREOE X2 )T ¢ HEEREL VLo 72—
AUV REET 5 —HOE X2 VT A HETH D,

731 Y—ERI L D=7 HAIRIHAE
NAAPEY =B AT = N ~DT 7B AZRIZH LT 77 B AT R HE L — Az V=T

THDH I EEMAR OGRS D, ik R OGEGEN R L2358 1%, — A o V=7 O&E ) BE
ffFohn, y—ERAE—RK~OT7 7 EBREZFTL, KR LEEGEIT—ERAE— R K~OT 78X %2

lzzl:‘é—éo

@ J—bE RV =TOfMMIE, V= RE—F~DT I B RAEERT B ODEREELIT - T2HIZ
AT B,

@ X 1B RENAFY T/ X —0nEBCENAT— RICXVIFIET S CERIEA 1= X L& itft
j‘éo

> F—ERE— ROBGITRRIANLDT 7B ADIRIZI B0, Hligty s a  EHRIzLS
CEFIEA D= AL HEMH L Ligw,
® BENRINANBASEND CENRNAT—FDT 4 — Ry 7 121%, AN CFHERICBE X Ta
T,
L EIC & v FIA_UAU.2[1]. FIA_UAU.7. FIA_UID.2[1]. FMT SMR.1[1I3FEH N5,

732. U—ERE—FIZTIEt S h B H#EE

F—ERAE— FADT 7 AZRICEN T —E AT V= 7 BRI £ 0 — A=y
V=7 & LTHBIRIES NS & U FORIEORBAFET SN 5,

OCE/NRRT—FDERE
ZORE (CE XA T — REF) X, —bE AT V=7 O&REIZHRT 5,
PR E SN D /NAT — RRE AT L CWaEE, BHET 5,
> FHEESND CE/SATU— RIFLLFOREZH7- L TVWD Z L E2MRiEd 5,
%X 15 D CE AU — RIIRESNDHME, v 727 F—bHERIN5,
1ODX % 77 X —THERINZN,
BUERESNDHMEE —H L7220,

STOEFET, P RTL =T ORICTHAT S,
EROBREIZ LY, HEBRETH D CE /XA U — ROEHEREA 2 5,

PLElic X v FIA_SOS.1[1], FMT_MTD.1[7]. FMT_SMF.1. FMT SMR.1[1]RZEH SN 5,

Q@ EBENRT—KFDLE
ZOMRE (FHEE SAY — RER) 13, BEE OREIZHERT 5,
EHENRT—RZERET D, FIHREINLIERE ATV — RIUTOMEZH LTS Z
EERRGET 5,
> £ 15 DEHENRAT — RIOREINAHHEL,. ¥ 77 X —0 ok S b,
> 12o0F% ¥ 77 X —THK IR0,
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> BUERESNDEE —E L2,

BEEDNAY — REFRL, FHE LY —ERATY VST ORICH AT 5, HHE T 5 EEE
D/RAY— RAERFE, 7.1.8.1 17
OB KD | HEEIETH 5 HEE AU — ROFEEEL RIS 5,

PLEIZ X v FIA_SOS.1[1]. FMT _MTD.1[4]. FMT_SMF.1. FMT_SMR.1[21}3FEH 5,

7.4. FUSERAUTH (o—4Y—3&25i#aE)

F.USERAUTH &%, mfp OsfeEZFIH T 2I12H72 > T, =— W —%iBERAET 5, mﬁ~k
FRICE Y IC I — Kb 2 —F — &5 £ 72133 B AT 5, 2B Nz —H —
F.USERDATA <° F.PRINT 72 & OEFEDOHH 2 7] D, T /34 AFRIERFIC mmﬁw_féﬁé
NDL—P— 2T — FOEFMERE 2 1R 5,

:%%%%%GﬂgmmxmjmmmT&E@%%@%%)«@77tx£ﬁmxw1n%ﬁ%
FRBIGEREMSREIC L D . 22—V — L U CGRIGERES D &, FIAE X 2714 27 @ik, R BYEMS
BEELA 1 %irb %@Eﬁmﬁ&%éhé Z—W— L U THBIRRREN KD L7256 DA, LLT O#AE,
BEREDFIHNFFRI S D,

LIk kv FIA_ATD.1, FIA_USB.1 REH S5,

7.4.1. A—H5—H AR RE

Scan to HDD Data. Secure Print Data, K OV ID&Print Data ~®7 7 & AERIZIBWNT, 2—
P—Th D L EHBIET D, WWBGREEN K Lo aid, = —F—O&EDEEEA T 5 i,
F.USERDATA X O* F.PRINT OF|H &ZFFr 35, £/, 9%5& L72%461% FUSERDATA X O FPRINT
DOFHZELT 2,

WESI DR 100 Fﬁt EoT, SFOMIILEmET .

ETER,
£ 17 2—5—2iAK. ICH—FARKIZK BH7
IC 71— R
=SSR = [C #— K} [1C #— K+ [MC H— R&EEH L2
2P RRAT— K
(534 A ZHGE @ @ ©)

® o — YR U T 3 AFEFE SR E STV D,

Db LIFOMPHEESINTWDEHEEIE, »ES7 IC #— K23 HDD IZ8gk ST\ 5 IC 1 —
RID ZRFF L TWD Z L Z#AIT 5, #AlESN7ZIC H—RIDIZXk»> T, =2—%—ID #4ET
%,
QONERESNTWAEAIE. A &nz2—%—ID 2 HDD (28 sh T\Wb 2 —%—ID ThH 5
ZEEFRIT D,

M., Fv NT—Z7REAOEAIL, OPFREINTNIHELFELTHD,

:L_‘ﬁ‘ @utup i uT@uAquﬂfi%iﬁiﬁo
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® K 15 [TRENDIF YT/ HL—0bRRDHA—YP— ATV —RNILY, 2—P—%2Fif+ 52—V
—PBREA I = X L E T D,
> Xy NT—=IN6D7 78 A% L Ta—Y—fBiFkiE, 2—P— 12U —=RLEHotr vy
a UIEREFIHA L, 22—V —FEA D = X L5429 5,
> 7 ha LS T, 1000 Eot g UIERE AR L CRIET S,
O BEHERFNINHBANEIND =P — AT = RDT 4 — Ky 7121E, AT SUFHEE R BRI S
TEIRT,
LI ki X v FIA_SOS.2. FIA_UAU.2[3]. FIA_UAU.7. FIA_UID.2[3] . FMT_SMR.1[3]%3 %%,
b,

742 :L_-ij: ngkﬂlluhnﬁ f*)‘ ’( /' }DH-%)T FDOT'-? I\*ﬁ

HBAFRRES N — Y —=N7T 7 Ah A7 hA— Y & v MEEELEM O 0O 8EE 2T 41T
ot a . BEIMIC o — P —3RRBIEERE K 2 1 > (= —V — OFRBIFRRER S & ki L T\ 5 IR EE)
mourZT Y b5, ZOKEIR, SRAVBREORTH D,

PLEICE Y FTA_SSL.3 ANEB I D,

7.4.3. A—H— /AT — KDL EHARE

F v b= BEATHIGEES L, 22—V —fBFEE R A A > ~DOT 7 B ARFFA S ND L, AN
DA—H— AT — REEFETH I ENHFRIND,

PR ESN D2 —F =AU = R TOMEETHZ L TWA5E. BET 5,

> £ 1502 —HF— AT — NIIRINHHE, ¥ 77 =00k IN 5.
>1o@%%?7&~f%ﬁéhﬁwo

> BUERE SN DML ﬁbﬁw

ZOBEREIX, 22—V —D&EIEHERT S,
Lt@%b_i@\ﬁﬂ%bf%én~%—ﬁxU—F@%@%%%%&¢éo

Pl iz &b FIA_SOS.1[3], FMT_MTD.1[2]. FMT_SMF.1, FMT_SMR.1[3] 3 EH I 5,

7.5. FUSERDATA (A—H—T5—4 #8E)

FUSERDATA i, fiI#FF SNz ——ThH b LRI S NT-a—F —Izxf LT, %%
2 —H— Scan to HDD Data OKFEENEEZFTFA] 357 7 & AHIEREEEICBIR T2 —HEDO X2V
TAREOZ L TH D,

<Scan to HDD Data 0 & §%>

® Scan to HDD Data D #H# & &R /EICB VT, Scan to HDD Data 47 ¥ = 7 FEMEICIT
BEZ Liza—Y —0a—H—ID #HET D,
PLEICX 9 FMT MSA3[1IRFEHREIND,

%

4k

7.5.1. Scan to HDD #%8E

Scan to HDD Data 2% 3 % 7 7 + R #il I aE
2 —YP—OBBFRFEREIC L v . X AV @ik E RIHF RN RIAE # A 7 (BT 6D, DX
A%, FIAERME — ﬁ('ﬁ‘éﬂ“7\\“/\\r_7 ~JEM: % 52 Scan to HDD Data (125f L C—E&FRKR (X
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FIVREH, 2y NU—Z8H), Fvre—FK (xy hU—7&H), HIBR OSFUEHE, *v U —
JREHE) BT 2 EEHFAIEND,
L kic kv FDP_ACC.1[1]. FDP_ACF.1[1]IFEH EN 5,

7.6. FEPRINT (Secure Print #8E. ID&Print #45E

F.PRINT & 1. Secure Print #%6E. &% OV ID&Print #$fEIZ BT 2 X2V T 1 HRETH D,

FAZFF SN2 ——Th s LiBIREAE S L7z 2 —F— 2% LT /3% L5 5 @O Secure Print
Data ~® 7 7 & A% LT Secure Print Data OFIHZ &l SNiz2—H—TH D Z & =iGE
ZREF% 12 247% Secure Print Data OFIRIZZF R[4 2 7 7 & A HIHEEH %TET b5,

FFHETF SN2 —F—Th s tHMRES N2 —F —lZxt LT, NEXANnHO
ID&Print Data ~D 7 7 & Z2|ZxF L THE2— PV —2RB e L7z ID&Pnnt Data OFIRI, HIER % FFr]
T 57 7 & AHEERE & 1R T 5,

7.6.1. Secure Print ¥&E
Secure Print #RE~D 7 7 & AERIZIB W T2 —HF —ikBIIREAEMREIC L V. = —H— & L ClAY
FRRES D & FIHE Z A7 28 A7 J@tEps Bt f%ﬂ\ %@Eﬁﬁ)n’ﬁﬁféhéo 2—H—L LT
FRFEREDS R E) L7235 DA, LLTF OBME, BEREORIHNFFI S5,

LN OB, = — Y —DRITH AT 5,
D Secure Print /AR 7 — F(Z & % 5B #4%HE

R ZFFrsnNza2——Thsd Z ENFHMFRRES LD & /3% /)5 Secure Print Data ~®

77 AERIZH LT, 77‘!22#6*”%%%% Secure Print Data OF|H Z7Frl &z 2 —

ﬁi—f“%é Z L ETRAGREET B, PRSI L7256 13 %% Secure Print Data O 7 7 & X & #F

" L. PRGEIZRAL L7255 E 1 Secure Print Data 7 7 £ X &G T 5,

> Secure Print Data ®41~|Jﬂ% EEFR & —YF =0t 2=V =B LENLTT 7k
A % B3R % Secure Print Data ORI ERIEE AT - T2 FFICHRBIT 5,

> R IBIIRENDX ¥ T 7 X —0 5725 Secure Print /XA U — K2 &LV FBFET 5 Secure Print
Data §8FEA 71 = XA L E T 5,

> Secure Print OFHII NN MNEDT VB ADIRI 5720, ARty v a VIFRICKD
Secure Print Data #FEA W= A L &EME L LR,

> HBEARZLB AT E A Secure Print 7S A TV — KD 7 4 — R 71213 NS SCFEHEE
R S 2 T,

PL Bz &V FIA_UAU.2[4], FIA UAU.7, FIA UID.2[4]3FEB I 5,

@ Secure Print Data IZ% 9 % 7 & & X Fl 0% EE
2 — P —DOFRBIFLIEIC KT T 5 & . Print Data 7 7 & A HIEINEE L T, TXT® Secure Print
Data iIZkt L C, —&EEREFA[T 5,

Secure Print Data OFEFEICAKEIT 5 &, LA F D Print Data 7 7 & 2§ EET 5,
> FIZEZ A7 1%. Secure Print Data 1Z5f L CHIRIZ I &5,
Pl kiz kv FDP_ACC.1[2], FDP_ACF.1[2]3FEB 5,

) Secure Print Data M & $314He
Secure Print Data DGKFERICIBWC, FIAZFHF SN2 —H—L L THEBFEIESIND &
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Secure Print /XA U — R %% L 72 5 Secure Print Data & 28T 52 L 23045,
FRoOMEEIZ L . EHMAEETH D Secure Print /XA U — ROEHBERE 22445,

PLEIZ XY FMT_MTD.1[6] . FMT_SMF.1 REHH S5,

> Secure Print /XX 77— KOREE
gk S 7z Secure Print /XA U — RN TFOFM 2732 & 2MaEd 5,
IS5 TRLIEXF Y7724 —ThHDHZ &
120X % T 7 X —THERI NN &
PLEICX v FIA_SOS. 14X FEH EN 5,

» Secure Print /XA U — RDT5
Secure Print Data OB $ERIZISV T, Secure Print /XA 7 — F@’*ﬁ ZHER SN D RREEDS

56 745 &, Secure Print /XA U — K% %% Secure Print Data ([ZFRET 5,
PLEICE D FMT MSA3RINEHREND,

7.6.2. ID&Print #4#E
ID&Print BEEE~D T 7 & AERIZEB W Ca—V —ikBIEFRGEEREIC L ¥ . = —H— & L CilkpIEEz

Shd &, FEZ 27128 27 @I EEst T 50, %0))%%73%@%33%60 a—HF—L L TR
PRED LD LT G DA, LU T O#E, BEREDFIHNFFRI S5,

LIF ORI, 22— —DHRITFFA T 5,

@ ID&Print Data (2%t 9 % 7 4 & X Hl{E#aE
2 —Y—OFBIEFRAEIC I T A & . LLTF® Print Data 7 7 & A HIEEMEST 5,

> FIREZFEZ 2713, FIEERMLE —F+254 7 27 MNattsdE-> ID&Print Data (2xF L CHI

Wl BIER, —ERRNFTEIND,
Ll kiz X v FDP_ACC.1[2]. FDP_ACF. 12| EH EN 5,

@ ID&Print Data () & $3 14
ID&Print Data O&GGERICEW T, FIAEZHFA SN2 —F—L L CHRIGES NS &

ID&Print Data 23 &k S5,

> 2—H#—ID OftE
Bikd 52— —0 22— —ID % ID&Print Data (ZFRET 5,

PLEIZ XY FMT_MSASRINFEHR S D,

7.7. FOVERWRITE-ALL (£7—4% EEZHEHER)

F.OVERWRITE-ALL & i3, ﬁﬁfi%‘@%fﬁ’]ii?ﬁ%ﬁf’ﬁ 2LV, HDD O&7 — X fl D7 — 7 3
BZ EEEHELFETT H LT NVRAM (ZRE STV AH /3R Y — REDOREMZ LT 5,
HEEITEUE T 2 &5 A iU\TOD DT&%%)

<HEIN LXK : HDD>
® Secure Print Data
® Scan to HDD Data
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ID&Print Data
FHEIRIEICH D Y a T OWEIgR 7 7 A v
REBIR T 7 A v

HDD A7 REgR 7 7 A v

H R 7 7 A v

2 —H#—ID

2= RAT — F

IC 71— K ID

Secure Print /XA U — K

517 TSF 7 — %

<HEEN B3R : NVRAM>

o FHHH NRNAT— R

® SNMP /X2 7 — R

® SEHT v RNRIET — X < HIHHEIRRBIZMT O AFE L2 VWO TIHE SIS,
® mfp DHRTT — X

HDD (2 EXATrT —%  EXALEER EHES UL, FADMIN CBWTRESN DI BT —X
EEEHEEEOMESTA (F 18) IS L THEITEND, BB, AEOEITIZBNTEX2 Y T
LSRR DRR E TSN 72 5, (FADMIN ICBIT A X 2 U T ¢ 3L EE D BIERR E DL S R)

Z OEEIR., BHEE OLIFFAT B,

LI EIZE Y FAD_RIP1 (Bf oMbV — F&BR<) NEBEND,

® 18 2T —SDLEEHEEDIATELEZTDAHE

A FEXEINDET X XA T L ZDERF

Mode:1 0x00

Mode:2 i = L% = 0x00

Mode:3 0x00 = OxFF = &l = ik

Mode:4 &L = 0x00 = OxFF

Mode:5 0x00 = 0xFF = 0x00 = OxFF

Mode:6 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = fl#

Mode:7 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = O0xFF = 0x00 = 0xFF = 0x00 = 0xFF = 0xAA = il

7.8. FTRUSTED-PATH (S8 7F ¥ = JLHEEE)

FTRUSTED-PATH &%, TOE & 27 54 7> b PC [T Scan to HDD Data (TOE 22527 54 7
Y FPC~DF T a—F) ZEETIHEIC, SSL /X TLS 7u 2L 2@H LT, &E#ET ¥
RNV EER, MOVEBRT 5HETH 5,

WEIX, 7277947 FPCHHLOERIZEVEIET S,

PLEICE Y FTP_ITC.1 NEHREN D,
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7.9. FCRYPTO-HDD (HDD EF&1bt6E)

F.CRYPTO-HDD & /&, mfp @ HDD WNIZHEE 7 7 A W/ AT — Rig EOFT — X 2 EXIATRRC
AT D70 DIERETH D,

<HDD s Bt D lE 584k >

® bV — K& L C.FIPS180-3 |2 & » THHE SIS SHA-256 7 /L3 Y XA %fEH L. HDD
WCEZAENDITRTOEB 7 7 A VRN AT— R POT— %2 5b, HEET57-00
256bit & DK F#EZ £ T D,
i 2#tiE, mfp OFEEA ON(Z Lz, AkEh s,
PLEICE W FCS_CKM.1 NEH SN 5,

<HDD D551k, H5>

® HDD [CEXAEFNDI TR TCOEBE T 7 A LAY — R EOT — X 25t T 572D 5
#t (256 bit) (2L Y, FIPSPUB197 Ik » THEESND AESICL > T, D5 —4 % HDD I
EX AR B L E N5,

® HDD 7ot HEND TR COEBT 7 A VRN AT— R EOT — X 2l 5T 520D
#t (256 Dbit) 2LV, FIPSPUB197 k> THEENS AES L~ T, £DOF—4% % HDD »»
DIt TR S S LD,
PLEIZX Y FCS_COP1 REHREND,
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