JISEC

B

A

CRP-C0497-01

"?-‘iCommon Criteria

s

AT A s
AHE W ER

HFEZME (RAES)

Fr25%3R7H (ITFREE3444)

Eo nIE%"?

C0497

Etl?.\ E.I.T: EF' Al

Fv/ oA EH

TOED &

Canon imageRUNNER ADVANCE C350/C250 Series 2600.1
model

TOED/N—P 3 >

1.0

PPES&

IEEE Std 2600.1-2009

BEY SRAE NNV T—2

EAL3 RUSEBMMDRIED v R—% > FALC_FLR.2

%A

I/ oSt

AR D&

AT (FEHREARIEH FHRteXa ) 74 5HMEE

FFEEOTOEIZ DWW T O, IFTDO LB THDHIZ L EZRIELI-OTHRE L £,

VR 2842 H 25 H

FATASER
XV T2 — FHREF2V T 4R
HivERE LE o

Wl

“Ei\{t
i

MRS : [ITe X =2 V7 ¢ iR OGERER EDOEARRE] TED D TiLDHKEIC
HESWCTEE S vz,

DO Common Criteria for Information Technology Security Evaluation

Version 3.1 Release 4

@ Common Methodology for Information Technology Security Evaluation

Version 3.1 Release 4

PR - B

[Canon imageRUNNER ADVANCE C350/C250 Series 2600.1 model ] 1. M NZATEE NG #H
MLPRHEERSAE S E O DIT B F =2 U 7 ¢ FEREHE T T 2 ZURFHITHE W, ED b/ HikgIZ A<
FRAh 252 \%E@%ﬁ%#%ﬁtbto



CRP-C0497-01

B R
T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 BRAEZN S 7m0 ettt ettt 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
1121 B E TR 2 U T AR IRITEE oo 2
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BT TENME ¢ovevieieeeceeeteeeeeet ettt ettt ettt ettt ne e 3
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
e SR R G 5 2 LSOO SRRSO 6
3.1 B U T A BEBE T BT oottt 7
311 B E B DU T ABERETT B 7
B L1l BT oottt ettt 7
3.1.1.2  BIBITHT 28X 2 U T A BEREST B oo, 8
3.1.2 OB X2UT 4 T EEXF 2 U T ABERETEE oo 9
3.1.2.1 RO B 2 U T £ TR e 9
3.1.2.2  MBOEX2 VT o HEHIXT 28X 2 U T A BEEET & 10
4 BIHREAE & FMFTH D BAREIL oottt enne 12
4.1 R OB BT D RIHE IR oo 12
4.2 TEFBRBE LA oottt eas 12
4.3  GEFABRBEICISIT DTOERIH ...cooeeeieeeeeeeeeeeee ettt 14
SR A A L 1 = i oY I < SOOI 15
5.1 TOEBEFRE T2 TR L PEER oot 15
5.2 ITERBE oottt ettt ettt ettt ettt ettt eaens 16
6 BUETRIT B 2 A LB ettt 17
AR BENT X D BT S I L O T vttt 19
T1 BB ..ottt bbbt 19
T2 BT T oottt ettt 19
7.8 R FEREMET «.ooooeeeeeeeeeeeee ettt aeas 19
T BELT R ettt ettt n ettt 20
TA L BAFEFET A D ettt 20
T.4.2 G TENTT A R ettt 23
T.4.3  FHEEIR AT A B ettt 26
7.5 BB IZ DU N T ottt ettt ettt eanas 29

T8 B ettt ettt ettt et et et e ea e et e et et e et e ete et e ate et eateeeeaaes 30



CRP-C0497-01

O L 2 B B A N - OO 30
8 FBRIETEME cvovovvevereeeeee ettt ettt ettt ettt ettt a et ettt 31
8.1 R RTEAE R oottt ettt ettt senas 31
8.2 T B TH oottt ettt ettt ettt et et et et e et et eae et ete et reneeseaas 31
O BB T ettt 31
10 BFHd U T 4 Z 0 B oottt 32
TL B oottt ettt ettt enaee 33

12 B ettt et e et e e e e et e e e e et e et e e aaeearaeaas 35



11

111

1.1.2

CRP-C0497-01

EREN

ZOFRREHREEX, XY/ A SHABA% L7 [Canon imageRUNNER
ADVANCE C350/C250 Series 2600.1 model /3>—>" = > 1.0) (LL'F [’KTOE] &
W9 ) IOV T A PTIEHERBIRRSHE Bt x2 ) 7 M= (UL TR
B Ev9,) B 284E 2 HICE T LEIT X2 U T 4 iHliicxs L, ZOAE

DGR A WL TH LIV VHRASICHET 5 L L b2, A TOE 2B
ERFOMEFTCHET I LeF 2 ) T o ERERIET 200 TH D,

zt\‘muumil?&l:l%@u)h i 2&%0)1#}%%?3@6'{2%: U 5:/( 5“*’?7 ]\ (JJ\‘FI—STJ
LW B E NV, BHIAKTOE Ot o U T ¢ MEREEE, (REFEEK OV
O+ PEDORRHLT, ST IZBWTHBINTWD,

AGRREHREEIL, A TOE #EAT HESE ., MO REEEZmiE CEEL T
Wb, Kﬂuuﬁi& i\ KTOE ﬁ)@é\ﬁé{%ﬁﬁgﬁ: ﬁ/)b\f;uunﬁfi%%ﬂ#j*%)
OTHY ., @D ITHEZD S DERIET H D TIER NI EITHE I,

STl R 2 R E
K TOE OfRE, HEHSRMOMELZ LI FIORT, sbllix 2 EUBEEZSHROZ L,
BREE/NwHr—

K TOE ORFE/ N 7r— 1%, EAL3 X ONBMOMRGE= > AR —> > ALC_FLR.2
Th D,

TOEE XY T 1 HEetE

AR TOE (., 2 —#EE. 7'V > MERE. %{5(Universal Sendi¥EE. 7 7 7 A
HERE, A v X —F v F 7727 A (LUF 1 7727 2] L\W9H) HiEEL2 RS T
CHENESHE (ULF TMFP) £\W9H,) Thab,

A TOE X, MFP [l ® Protection Profile T& % IEEE Std 2600.1-2009 [14] (L4
FPPIE W9 ,) TERENTWAEX 2 U T A BEEERICHOWT, BRI T
HFTRCOEX=2 )T HEREEMZWET 522 ) 7 o RE ARt 5,

INHDOEX 2 YT o HEREMEIC DWW T, Z OGO G ME L ZEO EMEEIC
DOWTHREE N v r— Y O TR 23 T 7=, A TOE 23MEE 3 5 &8 M OHiHe
WZOWTIFREO B0,



1121

1.1.2.2

1.13

CRP-C0497-01

BREEX2) T EKAH

A TOE IZ, UTOEBAZMEL TR, ZATHIT28F 2 7 1 Higx 12
92,

TOE OR#EZEETHIMHAED LET —Z KNt Fx 2 U T o EEICEET S
F—%1%. TOE O#fERL, TOE RNHRBEEINTWEHRY NT—7 FOBETFT—Z ~
DT IR >T, REICEBENTZVUSALEINTEDTIEERH D,

D TOE I, %ﬂﬁ)@%ﬁ%ﬁ%Fﬁ@TEiﬁ it LB S AZPET 5720
WFRAE, 77 & A, WS LEOY X2 U T o REZIRHET D,

BREH EHREY
A SR, RO &5 2 e ORI T 9% 2 & 2 ET D,

A TOE I%, TOE OWERRGERR0A  H 7 == ANRRIERT 7 8 ANbIRES
DEIBBEEICREINDGZEEZMAEL TS, 72, TOE OEMIZH - > T
TA 2 ALEHe > THYNCERE L, fERFEE L 2T hide b,

REFHE

RO & 72 HEkBIERFET. 7V > FY g TOARICITEA S,
Vo b a7oBATHERATL o s a /L BESFENEIEZHZ TWTEH, ZFD
7ok ::'/I/@uﬂ@/%ljnuu iﬁﬂfﬂﬁ@ﬂ%%f%éo



1.2

1.3

CRP-C0497-01

Bk Sy

WAEREBANEE 5 IT B % =2 U 7 ¢ 5#l - SEREMIEICES & /Ai%i% 1T &
F 2 U T o G K& OFRRERIEE O AR [1], TIT ® % = U 7 1 FBGEHICBE4 5%
R (2], TIT v =2 U 7 o GPEEBIAGE S (T B 2 2Rk F ) [BlICHIE sz
WNAIZHEV, FHEREREIC K > T TOE (2 B8 % BERe 2 AE M OPRAEEAFIZ IS\ T
IT %= U7 ¢ a2 320 S hv, Pk 28 47 2 HIZ58 T LTz,

_$ 1& @ n'b\

RREREBAIE, FMBERE AMERR L 72 A R S (131, %%iii e OB 2% 7F
ﬁﬁ%%ﬂ%@&b A TOE OFHli 23T E O Tt X 1T - TITHOALIZ 2 & i
LkoTOE®§mﬁcc(MHMdikiwnnm)&U{EM(UMUﬂ@w#m
20 IZHRS L CGHEUNCER SN TN D Z & 2R L, il Mt o k-
TAREREREELERL L, RAHEEZK T Lz,



TOEZ A
ARTOE IZ. UTOLBVIEN IS,

TOE4 #5 :

model
N—T=ar: 1.0
BAFEE xv oAt

CRP-C0497-01

Canon imageRUNNER ADVANCE C350/C250 Series 2600.1

AKTOEIZ.UUTFDOY T by =T N=FKU =T ROTA L ADPLBESND,

#2-1 TOEMER S

TR B!

(Fnsg - JE3C4 ) LUF OWF i OMFPAL,
Canon 1imageRUNNER ADVANCE | ® iR-ADV C350F
C350/C250 Series ® iR-ADV C350iF

® iR-ADV C350i1
® iR-ADV C350
® iR-ADV C250iF
® iR-ADV C2501
® iR-ADV C250

KEDOT VT 7y M~23FIT [F)
NEENDHHEIEL. MFPARIRIZZ 77
AR—RNRNEEND,

M) WEENHHEE. MFPAKIZE
MOT A AREGEND,

(Fn 344 F5)
iIRFADVE*x=2 U7 4 —F v b« J1 for
IEEE 2600.1 Ver 1.00

(LA )
iR-ADV  Security Kit-J1 for IEEE
2600.1 Common Criteria Ver 1.00

[Canon imageRUNNER ADVANCE
C350/C250 Series| MOl 7 k
VT kOkEXFa2 VT4 =%y FTA
ARG END,

(Fn>C46 #0)
HDD7 —#I5{k¥ v ~C
(Canon MFP Security Chip 2.01)
(P4 FR)
HDD Data Encryption Kit-C
(Canon MFP Security Chip 2.01)

HDDIZHAH S LD 7 — & BRI 7
k570D NN—FKu =7,




CRP-C0497-01

AR

wiie

(Fn>c4 #7)

A—s3— G3 FAX "— R + AN1
(&AL FR)

Super G3 FAX Board-AN1

MFPIZEEE TS 7 7 7 AR — K,

FE 5L LiFE T /L (LI F OMFPA(K)
ITEECE TN D,

® iR-ADV C350F

® iR-ADV C350iF

® iR-ADV C250iF

(FA3C « 3L H)

Access Management System

HE Y 7 h 2T ICEENTWAET Y
t AFIEEEZ AT HT A4
ZO

JERH X TIIMFPAKICEEHETE £
b,

B3R - FRAE A Z T TR TOE Th 5 Z & &, FIFEIZUL FOFIEIC L - T

WTDIEWTE D,

HA K A SN FIEICHE > T, MFP O#EE/ SRV Z#E L ClEji 12 2%
RENTZ TOE ORERLSL DOk pIIE R A2 Wi+ 5,

—HRORE AT, AT O X 9125 2-1 IZRLH L 72 FR & 135470 Z @l 1 s 2R
SND, WHEROMEETIEZ DN THNA X ADRLMESRT DL ER D D,

[Canon imageRUNNER ADVANCE C350/C250 Series ] . 3 2-1 O#iA
\Z& 5 MFP AEOBIEL ORBOT LT 7y b 1~2 CFERRWLFRRE
REND, RBROTNT 7y b 1~2 LFNRT 7 7 7 AR — RRBINO A
7va i MFP AROREY L3I ERE N5,

(B 21X iR-ADV C350iF Th i, #fE4 [HR-ADV C350), KE®D [i) I
ST 2BIMD T A & ZADLFR, RO FI IIHIET DT 7 7 AR — RO

EMDFRRETR D, )

MR-ADVtEX=UF —F v k +J1 for IEEE 2600.1 Ver 1.00] %, i
VIR TONR—arb X207 40—F%y NI BV ADFERDRE

NETR D,




CRP-C0497-01

txal) T4 A

ARETIE, AR TOE WEBUZKHTLT D7D Lct ¥ 2 U 7 ¢ BEREH #1508
WOEx 2T 4 i ERAT 5,

TOE I%. 2 B°—f&RE. 7 U o MERE. A% v U REREZE D MFP #2420t L <8
D, FHEBEOLET =X ENEONN— KT 4 AT EBEICERE LY, Xxy hU—7
N L TCHRIHZE OMROEFES— 00 L0 L2 T 2EEZA LTV 5D,

AKTOE 23S 725 PP L, HEHEW LD F 2 7 ¢ fERSCEED A
EENROONIBRELZEELTRBY, ZORETVHELEINDS X2 U T ( HEGE
FHEZHEL TS,

TOE |%, MFP gE&4EH3 D2, PP CERSNTWHEF =2 U T ¢ e
fEafililzd = U7 A HREL M 5, TOE ORI 58 x =2 U 7 ¢ HEEICIE,
FIME OBBIFEREL T 7 & A, N—FT 4 A7 EEOEET — 2 Ok &
T—HHIRREO FEEHE, BEEET R haVERGENTEY, (REEETH
LRHEDOLET =2 RO HX 2 T AITHETLRET —Z R, AECREESH
VRS AENTVTDHZ L ekt 2,

728, TOE 1%, fEAICBE L CUL FOZEEZAEEL TV D,

- UNORMAL
TOENEM 2 = v —Fkie, 7'V » MR, A% v eSO TOEDF|H
%‘?&)50

- U ADMINISTRATOR
TOEDtF 2 U 7 4 RED R IE 21T 9 729 D KR 72 HE (R % £ >TOE D F|
METH D,

« TOE Owner
TOE& FE DR, TOEDEMABREDO X = U 7 ¢ iR T#t 0 EHICHT
RO ET-ITHBETH B,

F7-. TOE OFEEFEIILL FTOLDOTH S,

» User Document Data

FMHEZEOXET—4,

* User Function Data
TOEIZ X » THHE SN AFHAF O LE T — 20V a 7ICBET H1EH, 7
Uy FOEREL ) MRENEEND,



CRP-C0497-01

+ TSF Confidential Data
X2 U T A EETHEAINDT —ZDOH T, mettEMmEERKRD SR
DT —H, FIREONRAT— R, RNy 7 A&, BEEn /7 BNEEnd,
IR, RIHEDBIERTRE/R A V¥ 7 = —ARFELRW D, & F
AL7RUN,

+ TSF Protected Data
XV T EECTHRAIND T —Z DR T, BeREETRRDLEND
T4, FHEOWANEROMERERENE END,

3.1 XU T e E

TOE 1%, 8. 1.1 IZRTHEICHHI L, 3.1.2 17Tk X 2 U T ¢ Fét 42T
TEX= T o HfEx BT 5,

3.1.1 ERELT) T4 ¥EERE
3.1.1.1 Zr

ATOE ¥, &3 VITRTHEEAME L, JHUTHITT DHEEZHA D, Zhb
OBEIL. PPICER STV AL DL L Th 5,

#®3-1 BETIEHR

(GRS (I

T.DOC.DIS User Document Data may be disclosed to unauthorized
persons

T.DOC.ALT User Document Data may be altered by unauthorized
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T.FUNC.ALT User Function Data may be altered by unauthorized
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T.PROT.ALT TSF Protected Data may be altered by unauthorized
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T.CONFE.DIS TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT TSF Confidential Data may be altered by unauthorized
persons
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“all-in-ones,” and other similar products.

1777 A

e PR ORDOVICA L F—F v N L CT7 77 A E
DIEZIEEATI AL A= N T 7 T ADI L,

TOE Owner

A person or organizational entity responsible for
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security policies.
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authority to manage some portion or all of the TOE
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effect on the operational security of the TOE, but for

which disclosure is acceptable.
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