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\
(T EEEYEFTETTA

SRR N — 7 |

o

SNERA BT A
53 BiEFERE

HDD#; 51k
o

K 1-3 TOE DimIEAEEE

1.4.4.1. EAKHERE

LUFIZ, TOEDFAEARMERE 2 FLik ¥ 5,
(1) FIRIHERE
747 M6 LAN 8 H L TAZ LIZFIRIT — & & FIR 5 BE6E.

(2) A% e
FIRAZIZ L DBE I OBEEIZL - T, XE (&) Z2HAH-> TLET 7 AV EERK
ERAY; 1R

(3) = v—HknE
MHFIC X DEE RO OBIEIC L > T, 30E () ZaiAialito THiAa- 1o mlig 248
GHIR 2% HEEE,

(4) 77 7 A¥k&HE
HECE L FEAIAATINR T 7 7 ATEET HHERE (7 7 7 AEEHEE) BN 7 7 7 X
WO ICEEZIETHHEE (7 7 7 A EHEE) .
TOE 1T 0EAZR L T Z Mk, TOE RSN TWALEEL 77 7 2AXETH 2
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EHLHED, TOEICERMENTVWALETTZ 7 7 AREARERLDE T 7 7 ARELEL VI,
Fo, T AZELECEIITOE NICERE L, FIRl, HIBRT2Z N TXS,
o Ty U AULIEHERE
MLEB LV 7 7 AEELEL BRI IO 7 7 7 ZAEBIZEET HIEEE,
MCCEITBRIERIA DS OBEIC L > TAX Y U L7 7 7 AEET D, 7 7 7 AE[ECE
ITBAERINADE DEMEIC L > TT7 7 7 AFET D,
o 77U AZ{GHERE
ST 7 7 A B ERERERE N L CSCEEZET 2 HEE

(5) CEDLRAF LY H L DOBRE
TOE WICXXEZEM L. FWLCEZ Y B HERE,

6) EEAT 4T A X7 = — AFKHE
TOE OFIHEMN 7 747 h PCH5 TOE % U E— MNMET D720 OMRE, T4 ¥ R
LMo THRED Web 77 07 7 U r—3a L% % 4 A =L L, TOE &% LAN #H
T T Do

1.4.4.2. £¥ 21 T 1 #EE

LITFIZ, TOEOE® X = V7 ¢ BEREAE LR 5,

(1) FBFERERERE

TOE #FIH L X5 & 325FNTOE OFrRHETH LD E 5 Mo a—HP—L LN AT— R

WL > THFEL., TOE OFRAIAZE TH S Z E MR TE 7254612 TOE OF|H 23 a4 %1%
BE, MREETIEICIZAREREE & AMEE - — N —FREER B V) | ﬁﬁ%@%%@bw RE LI- R TR
FET 5,

AHEREITIT, BBV NAT — REANT DB ASAY — RE L I =T TERT D
HHEEDNE EN D, S DI, M LRI B B EEICE L2 G & ISR 2 v v 7
A=A TN AXU—F®ME%%%¢5K®£E%#%EﬁLb BELFNRAT — RO
T DS Bl 72 LT2 /R AT — RIE2T 2 58k DHIE N AR REIC & £ 5,

(2) LRECET 7 & A Hikkbe
PR BIFRREERE CRRRE S 7= TOE OFFAIFIAFZ IR LT, TORAZFOHKENR LTEZD
NIMETR E 7 13 HFE OB & SCEO R E SO CER SCE~OBRES TR 2 HERE,

(3) I FH 7 thill B il ) 6% i
Ak BIFRAEAEHE CRERE X L7 TOE OFFRIFIAE 2k LT, ZOFHZE D%EE xﬂ/f’a‘uza
AT BRAEMERR F 72 13RI B I 5 2 S VT B EHERRIZ LSV T FIRIBERE. A % v L HEHE
E~%%\77&1%%\I%®%ﬁ&WDML%®%%\ﬁﬁf%474y&7i~x%%
DOFEZRTF AT HHRE, BL O, EITHOY 3 TI0E EN D ER LELSN O STEA~DEIEDH
%4 D HSHE,

(4) HDD;B{ikhe
HDD (Zek &SN TV AHT — X Z RN HIRH#ET D 72012, 25 25 D HEE,

(5) Hidrm ke
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TOE OB LOEXa VT ¢ ICBHET5HS (LIF, BEFGLWI) or s % HEFE
WELELDICEAr 7L LTk L, kL EEn /2GR T ‘éﬂ&iﬁfhsfﬁa“‘é*% o a
A 713 TOE N HDD (ZEHT 2 A3, BRI 2SRRI 70 - 72 35 A1 B 1 ;)’z“ffz L
=N-T, VardoxMMeEll (Ao Z7oBMbIThRy) £iidkb i< é:i‘%ﬁéﬁéht%ﬁﬁ
kA~ LEEEXZITY, SHIC, e LEER o ZI3EHE S TICHEAE L, HIROBIEE A
T 5,

(6) FRAFIE WY EHhE
TOE NOHIBRENT-XE, —HNRELLWVIXFOMAICH LT, BEDTF—4% % &
ETHZLICLY ., BEEROBFRHEEZRATGE &9 56

(1 v U —7 B RERRE
LAN FIHRFIZ R v b U — 27 EOEIIC X D5 1FRIF AV ZBEd D86, 7 7147 F PC &
MFP DM OBET —4# . INFREEY —/3—, DNS #—/3—_ SMTP #—/3—& MFP DD
WET =& 25T 5,

(8 BT Mkfe
HDD =Lk fE. B E{b YV — R 5N TSF EfTa— RN IEH THDH Z & 4 MFP OfLH)
W (CHRFET DR RE,

9) BX= VT ¢ EEHE
AR R RE CRRAE S 7z TOE OFFrTFIHEICR LT, ZDOFAHEOEENH L TH AL
NTHMERIZEASW T TSF 7 — Z Ik T 2 8ERB KO % 2 U 7 1 14 b@fpéib\ R 2 il
e SRaAY 15 =N

QOB A > & 7 = — A5y BfebkTE
USB A v H 72— RAZENNHA L Z T2 —ANSD A% FDEE Shared-medium
Interface ~RET 2 Z LN TERWESICL, £7o, EBEEREIFR2 G LAN ~DRAZBIET 2
HRE, EAEEIBIZOWTIIANEH|E 7 7 7 A%(5 L ZBZWIHEDOAIZIRET HZ L2k b
AR D DRAZ I L, ZE7 7 7 ADEEEEEE T2 Z L1 L 0 EEEREERD D LAN ~
DIRAZE[IET 5,

1.4.4.3. fil[R

PITFIZ, 281 SN DHEREZ D NS T & e W RE 2 Sk 3%,

- FTP{E. SMBi%{E. WebDAV.(E, IP7 R L AFAX, A v #—% v FFAX, PC-FAX%/E
RN v 7 Re 8 STIZHIZE S L TW R WD R v 7 A

- SNMP#ERE

- DPWS# &

- LPDEE

- RAWE/Jfi

- USBr— W VEHRETOT Y o EkRE

AN AEY (FIRI, SCERA. :11:“*)

kXl %43(.5. RAE& 7 U v b, BF5{EPDFLSL O 7Y > MEEE (77 > REEREIX Z Ol
FRIZ &V | 8E O ETEUEHEX#??XO?{LK ACTHLRIAE T N LELE L TREFESND)
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1.4.5. TOE OF AE

TOE OF|f# (UUSER) UTO X chEENS,

Table 1-1 Users

Designation Definition
U.USER Any authorized User.
(FFAIFIHE)
U.NORMAL A User who is authorized to perform User
(— R HH) Document Data processing functions of the TOE.
U.ADMINISTRATOR U.BUILTIN_ADMINI [ A User who has been specifically granted the
(EHF) STRATOR authority to manage some portion or all of the TOE

(BV b A EEEE) and whose actions may affect the TOE security
U.USER_ADMINIST | policy (TSP). Administrators may possess special

RATOR privileges that provide capabilities to override
(22— Y —EHE) portions of the TSP.

»*U.BUILTIN_ADMINISTRATOR, U.USER_ADMINISTRATORIZ S\ TiX1.4.7THFEEZ SR
1.4.6. REEE

8% pE1X. User Data, TSF Data, Functions T& 2,
1.4.6.1. User Data

User Data (ZFF Al FIHZE DMERT 2 0, FFAFIAZEO-DICEHR S, TOE BX% = U7 ( #EHED
BB B2 52700 T — 2 Th b, User Data (UL TFTO L O ITHFEIND,

Table 1-2 User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually stored data created by the hardcopy device while processing an original

document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data % TOE 23MERE T 272>, TOE HIZIEK ST — % TH VY, TOE OEEIZE A 5 2
HTF—RTohb, TSFData IZUAFDO L HIcH¥EEN D,

Table 1-3 TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
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Administrator nor the owner of the data would have an effect on the operational security
of the TOE, but for which disclosure is acceptable.

D.CONF

TSF Confidential Data are assets for which either disclosure or alteration by a User who
is neither an Administrator nor the owner of the data would have an effect on the

operational security of the TOE.

A TOE T 9 TSF Data & LA FIZR7T,

Table 1-4 TSF Data

Designation

Definition

D.PROT

A — kUt MR-

HEim 77 7 MR

FRRIE S B B e o

PRAYT — RAR e B

TR AN 05T — 42 FRIAERMER, NA T — FAR—EEEE)

A — N —FRRERET — #

IR SRRE DR ERE I AR BRIREH

Rp 22 1

Ty b= HRE (SMTPH—"—0DIPT KL A, A—  E&5%, MFPOIPT KL 2%)
EESERE (X — VI X DEE D5 E%E)

RAT— IR

ZE7 7 7 ADERICHET S
User ID

Permission Role

Allocation Role

Role

£

e

D.CONF

0y A RAT— R
KE{tv—FR
sBOX PASSWORD
DOC PASSWORD
o=

1.4.6.3. Functions

2.3.2 SFR Package functions (275 3 #41E,

1.4.7. FAE

K ST THEHT D HFEOERELERT D,

Table 1-5 FiE

Designation Definition

Allocation Role

FIRECEEMT b2 B, MFPOBEREZ FITT LRI D,

Box Type

Ry 7 2O,
T2V T A LERY 7 A B ATV ZERY 7 A NAT— P&
{EPDF Ry 7 A, FBIE& TV bR T A, Ty A VT« Frm—
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YT I~k

Ry 7 ANH D,

Copy Role

A= FETTE &AL

Data Administrator

I TAT LV MPCOLEBMEREEITOILOOT SV r—a )7
]\O

Data Administrator
with Device Set-Up and Utilities

B EOMFPIZKIST 2 EHEHT NA RAEHRY 7 vy =T, 777
A Y7 b =T T dData Administrator D ELENAS A HE

DSR Role

T — % ODHDD~O{RAFE, HDDIZIRFE SN TWE T —X OFiAH L, fw
ENTE HEE,

Fax Role 77 U AEBREE AT TE HEE,
FTP%1E AX vy LT —HE, ara—X—TRRDT77AWVIIEHEL T,

FTPY— \—Z7 v 7 m— N3 SRR,

HDD7 — % I3 & Hil BRE&RE

HDD L5 —# % 3 & BB D HEHE,

HDD 7 — % L3 = HIEREEAE O B

HDD7 —# L& HItk I W TR 28RS (HELR) &

X EHERE ET DB,

Permission Role MFPOBEREIZ BEAT T v 5 Bk,

Print Role 74T FPCOLT Y > hEFETTEDHE]

Role U.USERD##,
U.NORMAL, U ADMINISTRATOR % ¥ , U ADMINISTRATOR %
& 5 IZU.BUILTIN_ADMINISTRATOR &
U.USER_ADMINISTRATORIZ 733 5,

Scan Role AX v EFLTTE HHEE

SMB:1E A¥xy LT =%, AV Ea—X—TRXDH7 7 A /VICEH LT,
Ao —F =Y —N—D I T 4V F —~EE T DR,

User Role TV ARy Ly, A= T IR XET7ANVORGFLE VST

PAE 2 FAT T D BRIC L E A ek,

U.BUILTIN ADMINISTRATOR
(BEL b A EPE)

U.USERMD7&,
HOPUOTORIZEE I N TV HEHE (B KA EFEE) I2oH
fF 5 &5 5%El,

U.USER_ADMINISTRATOR
(2 — )

U.USERD#&HEI,

U.ADMINISTRATORIZ & - T G- s 5 4%El,
U.USER_ADMINISTRATORH DA v & 7 = —Am b1 7 A T
THIET, ZORETORIENRTE DL DI D,

TEOM G - BIRP AR TH D Z L LR ORIV E IR &
U.BUILTIN_ADMINISTRATOR & [F] C,

Web Connection

Sy hNU—7 bDar v a—2—TWeb7 7 U ZiEE LMFPORE
ERORIEMERR 2 T 2 72 O OF4RE,

WebDAV {5 AX ¥y U LT —HF%, avCa—F—TWR D77 A /VITEHLT,
WebDAVH— N—{27 v 7’ r— KT 5 HHE,

AR s FAXARERRE O &2 L7oE7 A8k, E-mail & W o 7ok 5 0% FILH
LT, 2= ) VEBRASHENRIET ZMFPO YR — b ¥ —¢
i#{E L, MFPOBMERE, EIRIEE ORISR EZEHT 5, oM E
WIS C TR — 2 GBI N —0F%, SREFK, MEZH» S
P—ERAT V=T OIRERE) ERT 5,

A—rUVEY b 04 HPIC,TORESNIZA— NV &y MEFETT 72203720

A EBINICr 7T Y N DR,

F— bVt MR

EEENRET DM, ZORMPRE TS L BBRICe 7T M
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YT I~k

Do BAE I D DEIER RS,

Yas

N— Ra b —dEE ISR SN D RO A7, B—0E 2 2 7131
AR EOLELAZNHTE 5,

TR )T o EmEBE

X2 U T ABEDSDENICERT IR EL X 2 7 R EIc— &%
TE L DORRIE & HEFET DHEBE, Z OBBEER AR > T D T LTk Y
Xy NI —27 %4 LIZTOED EHHERE, v b U — 7 R EEFHHL
BERE, IZRRZWIERRIC XL HREL T 2 EOFIABEE L Zhv, F72I3FIA
DOFRIZESE BN R R SN D IEN REEOE T ORI & EEm m A &
REN, BREMOEE (EFHELTNIATARE) 2175 X2V T+
SRR E T B,

X )T E
(SECURITY DOCUMENT)

7547 FPCAIL Y RAT — RBHEE & 4L, TOENITRIFE 172X

Ho

tFa T LEARAT—F
(DOC PASSWORD)

X2 VT 4 LBICREINTNAH/INAT— R,

INAT — RAR—E a4 B

EHLE DR ET D BIE,

Ry 7 ANAT— REAAENTZ/ARAT — ROk LR — BN
COBMEIZET D EUER Y I A~DT 7 ARKIEEND,

X2 VT 4 XLEBARRT = REANINT/NAY — RO LR —
AN Z OMMEICET S X2 VT 4 LE~DT 72 AREIEX
b,

TrAVT «F U=y T A

WEE (BAF, o) 7)) 2R EL TR EHENEHT IR Y 7 A,
BIESNTNWDELEEZ Ry 7 AR H (HIRL, 2#E) BRI, &E
SNTAEENFHINE N D,

VARV EVE IN; 1z

TOER 7 747 > FPChLEFEENTa—H —ID, B /A L /RAT —
R, HIRT — % 2% AL HkRE, =—%—ID, m /A /RAU—F
2 & DREBIGERE ) L Te 558 D BHIRT — 2 %50 AL D,

Ry A

LEERFETDEHODT L7 R,
RSN LD XLEICFEBRLELETTOY a TICEENLILENH D,
Ry 7 A& LELRE BIET D ZEBRHRDFME R R S,

Ny I ANAY — R

Ry 7 A ST /RA T — K,

(BOX PASSWORD) U.ADMINISTRATOR 72 NEE T 5 /82 U — K % §;12sBOX
PASSWORD & #7,
2 —4#—ID FRAFICHZ 25N T D5+, TOEXZ OBk v FHE %
(User ID) ¥rET D,

SNER Y — N —FEREREE, = —F—ID AN — " —ID TR S D,

22— —ID— R 0 - iR

—HEFI AL Y — Y —IDIc Lk om VA U EREILTH L
fiRbR . —RERI AR IE 2 fRERT D 2 &,

DA WK, HERO M5 IR T 21T 5 HE,

o — P — R
o R

TOEDOF|HHE #583ET D H&HE,

AfEZEE (INTERNALLY AUTHENTICATION) & A4 g3 — N—3REE
(EXTERNALLY AUTHENTICATION) o 2 ffEH % %,
U.BUILTIN_ADMINISTRATORIIAKRZRAE D A TRAE S L 5,

o — W —FRRED & B RE

FOREST . (ARRTBRE,AMES Y — /X —38RE) DRE 21T O BERE,

=74 Vg

TOEIZBWT, 22—F—IDEr /A /3R T— R X o TRAIFEREE
FTTDH L,

0y A L RAT— K

TOEIZu 7' A T B72DD/SAT— K,
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YT I~k

(LOGIN PASSWORD)

B LT — K

HDD DO BALIC B W THERAT 3580 ARRICB W THAT 55—
%, TOEIIK LY — FEMHA L CEBE £m87T 5,

SRS — N —FRRERET — #

SERFRAEY — N—IZBT AR ET — & SN — =D FTE T2 R A A
VR ERET)

BEAy o A B AE it v iR OB DRRE 21T O HRE,

B o BRRE Bedrm 7 & IS5 HHkne,

P TRRE D R E AL L MR BRI W L RAERKBERABFEMICET S Z LT LY
U.BUILTIN_ADMINISTRATORDFRAEN 1 v 7 SNT=HEICa v 7
DEERE D F TOREM,

B RRRAR » 7 2 A=V TG FHFHEN D DOERTY 7 7 AEE) LIoWLELEHE
T LR 7 A,

REHET ¥ R LHERE LANZRHR L TRV ERY 357 — 4 2155k L CRET H6E

ST v VR B RE

R T v FARRE D EATDIE A, SSLITLSH— /N — R H-0mE 575
KOEHZAT O HERE,

FRAFIE HH E A AE HDD7 —# L#EZHIBREEREIC L W HDD o7 — & ZHilkR3 S e,
2 15 RZI O, BRI RERNEE LS. ZORZIHERIER R 71

RS D,

HEhwe 77 7 hIEfH

EHENRET DM, ZORMARET S EBEMNICa 7T U M
%, Web Connection23 x5,

tviog oK TR

Ty va v EBBNICK T T D6,
HafE %L, Web Connection. Data Administratoric->\C%#
FN—ERMBERB Z bttty v a v AHBMICK TT 5,

PEE& 7Y o M RE
(AUTH PRINT)

Ry RT—7 FDay Pa—F—hbibE SN a—F g AT —
R&fES XEETY F?‘Eﬁ%éﬁtﬁik L CIRAES 2 HEhE,

FOREAR IR B i

R DSROE S 2 BMEL, e U 72 RRRER MBI Z OBMEICIE T D LR
FEREREDS T 7 ézhé

T2 T — R

SMERTRFE ST Dy
WHRAT— K,

2B\ T HIEIRRRERFIC AT 3 2 B A NEB L T

B

RS

LY H LD RERD (EDSRICEDEIEORE L7 5) 305K,
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1.48. Ryo R

TOE D2t 3 248 v 7 RZH>W TRk T %5, TOE iﬁ?@@*ﬁ@‘f v 7 At 5,

(2B ZIER v 7 ADOFHRICIE S B TH 208, BMEXNVEIIB T2 ERELT LY —ET
HHO TRV, 2, 2L %rmf/7x&k%Tﬁ#ém__kﬁﬁbt@ﬁ®$y7x
PISMIEER T&E 220,)

Table 1-6 L RATLRYIR
Ry 7 ZDFEHE i
X2V T4 XERY Y | X2 )T XEMEESNDIR v 7 X,
A
M AE Y ZIER Y 7 2 | FAX ZE30H (ERCE) BREEShDI Ry 7 2,
BRI A B ) SZIERREN ON CRE STV D AT, 215 CHEITRH A £ Y
ZER Y 7 AARES VD, il A Y Z{57% 71X UADMINISTRATOR

AT I,
/AU — K5t PDF K54t PDF (BA< & &2 RAT—=REANTHEHIITEREEIN TS PDF
Ry A TrAN) BRETLIRY I A, XBEHEELTCRAYV—RKANTHI LT

W SCEOHIRME R R S,
nuuﬂz&7)/]\_j‘/7x uuuﬂz&7)/]\%% Tj{%ﬁ"ﬂ%ﬁéhé/_‘k‘/yx

Table 1-7 #geRvHI X

Ry 7 2ADOFEE
TrAVT o Fon— | BEFELEXET—% (FEEXE) ICAM BAR7 74V 7 HF BSOS
NSV S L CHIRRS KO ER TE 2EHENEHT 2R v 7 X,

2. Conformance claims
2.1. CC Conformance claims

ASTix. LLF®DCommon Criteria (LAFE, CCLFET) e T 5,

CC version : Version 3.1 Release 4
CC conformance ¢ CC Part 2 extended, CC Part 3 conformant
Assurance level ¢ EALZ2 augmented by ALC_FLR.2

2.2. PP claim

ASTiX, LLTFOPPICEET 5,

PPA PR/ : U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std
2600.2™-2009)

N—Ta v - 1.0

1) APPiXCommon Criteria Portal (Z## =4 TV % [TEEE Standard Protection Profile for

Hardcopy Devices in IEEE Std 2600-2008, Operational Environment BJ (Zi#& L, 2>
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CCEVS Policy Letter #20] &7z LTV 5,

2.3. Package claim

ASTiL. LLFDSFR PackagelZiE &9 %,

+ 2600.2-PRT
+ 2600.2-SCN
+ 2600.2-CPY
+ 2600.2-FAX
+ 2600.2-DSR
+ 2600.2-SMI

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version

Date

Title

Package version
Date

8]
8]

==

o> o> o o> o> op

A
bLE:]

2.3.1. SFR package reference

2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

1.0

March 2009

2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

1.0

March 2009

2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

1.0

March 2009

2600.2-FAX, SFR Package for Hardcopy Device Fax Functions,
Operational Environment B

1.0

March 2009

2600.2-DSR, SFR Package for Hardcopy Device Document
(DSR)

Storage and Retrieval Functions, Operational
Environment B
1.0

March 2009

2600.2-SMI, SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment B

1.0

March 2009
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2.3.2. SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

FEDSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultaneously accessed by

multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the

function is associated with that particular data as a security attribute. This attribute in the TOE

model makes it possible to distinguish differences in Security Functional Requirements that

depend on the function being performed. The attributes that are allowed, but not required in any

particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a shared-medium interface.

2.4. PP Conformance rationale

2.4.1. PP ® TOE &Rl & D—E M EE

PP xfge L+ 8 OfMBIE, N—Favr—®#EECI T, HCD: E9)TH5H, HCDIF, »~—F
AbE—NEETOHNT F—DIEBRT BN (RAXr ), TUXNLEE N~ R —T 3 —AZ
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3. Security Problem Definition
3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:
a) Persons who are not permitted to use the TOE who may attempt to use the TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE functions for
which they are not authorized.
¢) Persons who are authorized to use the TOE who may attempt to access data in ways for
which they are not authorized.
d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these
threat agents.

3.2. Threats to TOE Assets
This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons

T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons
Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons

T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons

T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE

Owners in this operational environment but for which it is not practical to universally define the

assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security, Users will be

authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

To detect corruption of the executable code in the TSF, procedures will exist

to self-verify executable code in the TSF.
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PAUDIT.LOGGING To preserve operational accountability and security, records that provide an
audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

PINTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its IT

environment.

PHDD.CRYPTO The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions
The Security Objectives and Security Functional Requirements defined in subsequent sections

of this Protection Profile are based on the condition that all of the assumptions described in this

section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A. ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization,

and are trained and competent to follow those policies and procedures.

A.ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with

those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives
4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective Definition
0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized disclosure.
O0.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alteration.

0.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users, and shall
ensure that Users are authorized in accordance with security policies before

allowing them to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in accordance with

security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and security-relevant

events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO

The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT

environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged access to

TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the

non-IT environment of the TOE.
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Table 4-3 Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides

protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to
use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.
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4.4. Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are

mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Objectives
celellelelelelelelelelelelelzlzlzle s
o la [a £ w | ¢ f ¢ B |t f f f ¢
oodwoo%coc§>>>5wg>>c
Qozozzmuz'ﬁuudddmm_qbufn
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g |=
o |
T.DOC.DIS v vV |V
T.DOC.ALT v vV |V
T.FUNC.ALT v vV |V
T.PROT.ALT v v |v
T.CONF.DIS v vV |V
T.CONF.ALT vV |V |V
P.USER.AUTHORIZATION vV |V
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING (4 vV | v |V
PINTERFACE.MANAGEMENT v v
P.HDD.CRYPTO v
A.ACCESS.MANAGED v
A. ADMIN.TRAINING v
A. ADMIN.TRUST v
A.USER.TRAINING v
Table 4-5 Sufficiency of Security Objectives
Threats. Policies, Summary Objectives and rationale
and assumptions
T.DOC.DIS User Document Data 0.DOC.NO_DIS protects D.DOC from unauthorized
may be disclosed to disclosure.

unauthorized persons. O.USER.AUTHORIZED establishes user

identification and authentication as the basis for

authorization.
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OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.DOC.ALT

User Document Data
may be altered by

unauthorized persons.

0.DOC.NO_ALT protects D.DOC from unauthorized

alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC.ALT

User Function Data may
be altered by

unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized
to use the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization to use the TOE.
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OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.SOFTWARE.VERIFICATION

Procedures will exist to
self- verify executable
code in the TSF.

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,

and reviewed.

O.AUDIT.LOGGED creates and maintains a log of
TOE use and security-relevant events and prevents

unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,

deletion, and modifications.

OE.AUDIT_ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide

appropriate access to exported audit records.

OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are

appropriately reviewed.

PINTERFACE.MANAGEMENT

Operation of external
interfaces will be
controlled by the TOE

and its IT environment.

O.INTERFACE.MANAGED manages the operation
of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation
will  be
TOE.

controlled by

O.HDD.CRYPTO encrypts data stored in HDD by
TOE.

A.ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A.ADMIN.TRAINING TOE Users are aware of | OE.ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes responsibility of
use their privileged the TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A.USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to
follow security policies

and procedures.

the TOE Owner to provide appropriate User

training.
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5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision
2, Part 2. These extended components are defined in the Protection Profile but are used in SFR
Packages, and, therefore, are employed only in TOEs whose STs conform to those SFR Packages.

5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces I—

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized

administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role
¢) Revocation of such an allowance

Audit: FPT_FDI_EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.

Rationale:
Quite often, a TOE is supposed to perform specific checks and process data received on one
external interface before such (processed) data are allowed to be transferred to another external

interface. Examples are firewall systems but also other systems that require a specific work flow
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for the incoming data before it can be transferred. Direct forwarding of such data @.e., without
processing the data first) between different external interfaces is therefore a function that—if

allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this i1s a function that is quite common for a number of products, it has been

viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and TSF
data flow using administrative control instead of attribute-based control. It was found that using
FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this

functionality.

This extended component protects both user data and TSF data, and it could therefore be placed
in either the FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors
believed that it was most appropriate to place it in the FPT class. It did not fit well in any of the
existing families in either class, and this lead the authors to define a new family with just one

member.

FPT FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: list of external interfacesl from being forwarded without

further processing by the TSF to [assignment: /ist of external interfaces).
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6. Security Requirements

AETIEH, BXx 2V 7 4 BHEIZHOWTRBT S,

6.1. Security functional requirements

ZOETIE, 41 ETHESN X2 T o K G#2FBT 57200, TOEDEX =2V T ¢
BEREEE A LR35, Zed, BX 2 U T o BREE/FIL, CCPart2 ICHEDE X 2 U 7 ¢ BEREE)
5. 81T %, CCPart2 ICHESN TV ARWVWEF = U T ¢ HEAEZE1Z. PPAEEE Std 2600.2-2009)
WCHUEDIEE X 2 U 7 e E 6. 5IHT 5,
<tFalT1HEEHARE ORTAEE>

UTORBOHFIZEBENT, A=V N TRINDREEIL. PP CREMEITGFEME L2 L 2R,
AEY 7 AOR = FTRIASEL, A ST TEIMN, FHIFBINENTND I & ETRT,
T —TFA LV TREINDIFTLDERFUWEE TA Y 2 HOR— FTCrRINSELDL, 7

YE=T A SHIRESCEFTAA ST TR ST o Z & 2R, 7 VL ORITHRIMT T TR
SNHHETIE, YAEREEMEAAR ST THIR L"SN T S TWnWd Z L 2R,

6.1.1. Class FAU: Security audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

Hierarchical to No other components

Dependencies : FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

- All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events
[selection, choose one of: minimum, basic, detailed, not specified]

not specified

[assignment: other specifically defined auditable events)

nL

The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (Gif applicable), and the
outcome (success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1) the
information as defined by its Audit Level (f one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information)

[assignment: other audit relevant information|
nL

Table 6-1 Audit data requirements

Auditable event

Relevant SFR | Audit level Additional Details

information
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Unsuccessful use
of the
authentication

mechanism

FIA_UAU.1

Minimum

None required

- Failure of login

The reaching of
the threshold for
the unsuccessful
authentication
attempts and the
actions (e.g.
disabling of a
terminal) taken
and the
subsequent, if
appropriate,
restoration to the
normal state (e.g.
re-enabling of a

terminal).

FIA_AFL.1

Minimum

None required

CFRFEOfE 1L

R~ K

Unsuccessful use
of the
identification

mechanism

FIA_UID.1

Minimum

Attempted user
identity, if

available

- Failure of login

Use of the
management

functions

FMT_SMF.1

Minimum

None required

Use of the management functions

Modifications to
the group of
users that are

part of a role

FMT_SMR.1

Minimum

None required

TEELTOZ—YF—D T N—T1T
B LR WD TRSERIT R,

Failure of the
trusted channel

functions

FTP_ITC.1

Minimum

None required

Failure of the trusted channel

functions

Changes to the

time

FPT_STM.1

Minimum

None required

changes to the time

FAU_GEN.2

FAU_GEN.2.1

User identity association

Hierarchical to

Dependencies

No other components
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.
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FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4(1)

FAU_STG.4.1

Audit review

Hierarchical to : No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users| with the capability to read
[assignment: list of audit information] from the audit records.

[assignment: authorised users]

UADMINISTEATOR

lassignment: list of audit information]

Table 6-1 i7" EE 2

The TSF shall provide the audit records in a manner suitable for the user to interpret the

information.

Restricted audit review

Hierarchical to No other components

Dependencies : FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records, except those users that

have been granted explicit read-access.

Protected audit trail storage

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.

The TSF shall be able to [selection, choose one of- prevent, detecfl unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of- prevent, detect]

prevent

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZ B DIHRIC 70 0 7EREDBIED [ EZEEZEIE ) ICRE
SHEREET, BEBABFPIRIIZ220 72 555,

[selection, choose one of: “Ignore audited events

» o«

, ‘prevent audited events, except those
taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]

ignore audited events

[assignment: other actions to be taken in case of audit storage failurel
g TDFEL
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FAU_STG.4(2)

FAU_STG.4.1

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_GEN.1 Audit data generation

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZFEBF DS 720 FEREDBIEDS [ LB EFFA]) IZRE
SHERRET, BEBABF DI 220 72 556,

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

»

taken by the authorised user with special rights”, ‘overwrite the oldest stored audit
records’]
overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failure)
nL

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation

Hierarchical to  : No other components.
Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption)in

accordance with a specified cryptographic key generation algorithm [assignment:
cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of
standards].

[assignment: cryptographic key generation algorithm)]

refer to Table 6-2

[assignment: cryptographic key sizes]

refer to Table 6-2

[assignment: list of standards]

refer to Table 6-2

Table 6-2 Cryptographic key algorithm key size

list of standards

cryptographic key generation algorithm key sizes

=0 X VB AR Y =% //N% HDD Ki584ER T VI U X A - 256 bit

FCS_COP.1

Cryptographic operation

Hierarchical to No other components
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..FCS_COP.1.1

Dependencies [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

The TSF shall perform [assignment: list of cryptographic operations] in accordance with
a specified cryptographic algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:
[assignment: list of standards].

[assignment: list of cryptographic operations]

refer to Table 6-3

[assignment: cryptographic algorithm]

refer to Table 6-3

[assignment: cryptographic key sizes]

refer to Table 6-3

[assignment: list of standards]

refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES - 256 bit HDD Or5E1k

FDP_ACC.1(a)

FDP_ACC.1.1(a)

6.1.3. Class FDP: User data protection

Subset access control

Hierarchical to No other components

FDP_ACF.1 Security attribute based access control

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8, Table 6-9) on the list of users as

subjects, objects, and operations among subjects and objects covered by the Common

Dependencies

Access Control SFP in Table 17 (the Iist of users as subjects, objects, and operations

among subjects and objects covered by the Access Control SFP in Table 6-4,Table
6-5,Table 6-6,Table 6-7, Table 6-8, Table 6-9).

Table 6-4 Common Access Control SFP

Object Attribute Operation(s) Subject Subject Access control
Function | Object Attribute rule
Attribute | Attribute

D.DOC | +SCN User ID Delete U.NORMAL User ID User ID 3 —% 9
+CPY D6 OB RAEE
+FAXOUT AT 2,
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2T E— Tk

D.FUNC | +PRT Box Type Modify U.NORMAL User ID Box Type 23&%F
User ID Delete 2T 4 CERy
7 ATROVEA.
User ID 3 —% 9
26 DDH L
A2,
Box Type Modify U.NORMAL DOC Box Type 23&%F
DOC Delete PASSWORD 2 VT 4 3ERy
PASSWORD 7 ADLEIT
DOC
PASSWORD 75—
BT 25 A I HE
it ) AR
+CPY User ID Modify U.NORMAL User ID User ID 3 —% 7
+SCN Delete 2356 DL A
+FAXOUT AT S,
+DSR Box Type Delete U.NORMAL sBOX Box Type 7354l
+FAXIN sBOX PASSWORD AEVZERY 2
PASSWORD AT sBOX
PASSWORD 78—
BT 558 T HE
e S e N
+DSR Box Type Modify U.NORMAL sBOX Box Type 237 7
sBOX Delete PASSWORD AV T - F N
PASSWORD —Ry 7 AT
sBOX
PASSWORD 78—
T 558 1 THE
e S R N
Table 6-5 PRT Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute | Attribute
D.DOC +PRT Box Type Read U.NORMAL | User ID Box Type 23EF =V
User ID Delete T A LER Y 7 AT
WA, User ID 73—
H9D5HDODOHEMEE
AT %,
Box Type Read U.NORMAL | DOC Box Type ¥ =V
DOC Delete PASSWORD | 7 ¢ 3LER v 7 2D
PASSWORD 412 DOC
PASSWORD 23 —#3
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2T E— Tk

R~ Eeiie Y (ot
%)

o

X Box Type (Zxt)is L T DOC PASSWORD 23} 5 & T 5725 Box Type & 2T 5 Z & TRET 5,

Table 6-6 SCN Access Control SFP

Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID A —%¥ 2% %
Modify DOHIRE AT
5o
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +CPY User ID Read U.NORMAL | User ID User ID 3 —#79 % %
DO Il 2 FF A3
%
Table 6-8 FAX Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | + FAXIN | Box Type Delete UNORMAL | sBOX PASSWORD | Box Type 733 A &
sBOX PASSWORD | Read VEZER Y 7 ZGEIT
sBOX PASSWORD 73
—ET 25 A I BREE
AT D,
+FAXOUT | User ID Read U.NORMAL User ID User ID n—#7 5%
Modify DDIHBNEZEFFAT
%
Table 6-9 DSR Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute | Attribute
D.DOC | +DSR Box Type Delete U.NORMAL sBOX PASSWORD | Box Type 287 71 U
sBOX PASSWORD | Read T T N—=Ry T

2 DA sBOX
PASSWORD »—%9~
DA E R TR

%

o
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YT I~k

Box Type i) X €
VEER Y 7 ADE
IZ sBOX PASSWORD
B—ET D56 1HRIE
AR5,

FDP_ACC.1(b) Subset access control

FDP_ACC.1.1(b)

Hierarchical to

Dependencies

No other components

FDP_ACF.1 Security attribute based access control
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access

Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right

to use the functions as operations (the list of users as subjects, objects, and operations

among subjects and objects covered by the TOE Function Access Control SFP in Table

6-10).

Table 6-10 TOE Function Access Control SFP

Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Function) | Attribute
F.PRT Permission E1T U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object ™
Permission Role =& A
TWoHEH, HEREEDELT
et o R PN
F.SCN Permission FAT U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object @
Permission Role % & A/
TW2 GG, HREDFAT
IS D,
F.CPY Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A/
TWDIGE. BiEDFEAT
A2,
F.FAX Permission E1T U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object ™
Permission Role =& A
TWoHEE, HEREEDELT
et L R RPN
F.DSR Permission FAT U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object @
Permission Role % & A
TW2 GG, HREDFAT
IS D,
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FDP_ACF.1(a)

FDP_ACF.1.1(a)

FDP_ACF.1.2(a)

FDP_ACF.1.3(a)

FDP_ACF.1.4(a)

FDP_ACF.1(b)

FDP_ACF.1.1(b)

Security attribute based access control
Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (¢the
list of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9 and for each, the indicated security
attributes in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8,Table 6-9) .

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: rules specified in the Common Access Control
SFP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document
Access Control SFP in Table 6-4, Table 6-5, Table 6-6,Table 6-7,Table 6-8 Table 6-9

governing access among controlled users as subjects and controlled objects using

controlled operations on controlled objects) .
The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].
lassignment: rules, based on security attributes, that explicitly authorize access of
subjects to objects]
- UADMINISTRATOR /37X T®» D.DOC, D.FUNC D735 AT5E
« +FAXIN DE M &#F2F X TP D.DOC, D.FUNC /i 5H D FAX FI55F+>E/r7
BT Eizd VF# T Delete 75 EE
The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly deny access of subjects to
objects].
+ sBOX PASSWORD D&z 7 3 F—Ea1# 755 1~8 WNIZ BT 5 BBEE FE A5 2 IE DB
MEIZZE L B, SR 2 I~NDT 2 R EHELET B,
-DOC PASSWORD D&z 7 37— al$ 05 1~3 NIZ 517 5 B BEE RIE AJBE2 IE DS
CELEHE HFrF2 VT XE~DT R EELT B,

Security attribute based access control
Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
Iist of TOE functions and the security attribute(s) used to determine the TOE Function
Access Control SFH.
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FDP_ACF.1.2(b)

FDP_ACF.1.3(b)

FDP_ACF.1.4(b)

FDP_RIP1

FDP_RIP.1.1

[assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP]

the list of users as subjects and objects controlled under the TOE Function Access
Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10
The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
U ADMINISTRATOR to use a function, a user that is authorized to use the TOFE is
automatically authorized to use the functions [assignment: list of functions],
[assignment: other conditiondl].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOF is automatically authorized to use the functions
[assignment: list of functions|, [assignment: other conditions]]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts (receives a fax document)in the role
U.ADMINISTRATOR: [assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects).

lassignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objects].

nL

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

zL

Subset residual information protection

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from] the following objects: D.DOC, [assignment: Zist of objects].
[selection: allocation of the resource to, deallocation of the resource from]
deallocation of the resource from

[assignment: list of objects].

zL

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

Authentication failure handling

Hierarchical to No other components
Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: /assignment: positive integer number], an

Copyright ©2015-2016 KONICA MINOLTA, INC., All Rights Reserved
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FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

FIA_SOS.1(1)

FIA_S0S.1.1(1)

administrator configurable positive integer withinlassignment: range of acceptable

values/] unsuccessful authentication attempts occur related to [assignment: /ist of

authentication events).

[selection: /assignment: positive integer number/, an administrator configurable positive

Integer within[assignment: range of acceptable values])

an administrator configurable positive integer within/assignment: range of acceptable

values/

[assignment: range of acceptable values]

1~3

[assignment: list of authentication events|

2o NR T — NIZ LS5

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: ist of actions].

[selection: met, surpassed]

met, surpassed

[assignment: list of actions]

2o o NR D — NIZ L BRRAEDIELE

<BEEIFD =D DIEIE>

U BUILTIN_ADMINISTRATOR DRI DL E : TOE DEBHNEEE1T 5, (BN S E
BEZFRAF DR EEE I R EIZRIE I3 T B R 2 BB 5 12
SRR BE R T P B, )

FALH (U.USER_ADMINISTRATOR % 57r) DL : FRAFFIEWLRE TR

U ADMINISTRATOR iz J: 3 FRAERRLIa15 D7 B 5E DFELT

User attribute definition

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: /ist of security attributes).

[assignment: list of security attributes).

User ID

Allocation Role

Role

Verification of secrets

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall provide a mechanism to verify that secrets (22 > /NI 7 — F, &F= Y
T XENZX T — ) meet lassignment: a defined quality metricl.

[assignment: a defined quality metric]
< fr# 8HTLLE
o XFHE : 94 LFLL LD F 56 BRATHE
A @ F—DXFEEN TEBEIH TR,
O XEETS58E. BREDEPFHERESN TN SMELEELLRL,
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FIA_SOS.1(2)

FIA_S0S.1.1(2)

FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

Verification of secrets
Hierarchical to No other components
Dependencies : No dependencies
The TSF shall provide a mechanism to verify that secrets (57 Y — F) meet
[assignment: a defined quality metricl.
[assignment: a defined quality metric]

< Hr¥ 2047

- XFHE : 83 XFLLLDH 6 FZRATGE

R @ F—DXFEN TEEIHTOR,

O FETSHE FREDEPHEEREINTVSELEELZL,

Timing of authentication

Hierarchical to No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: Zist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE) on behalf of the user to be performed before the
user is authenticated.

lassignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

AEFRAEIZ I 1T B 2 — P —FJFELE KRB DR

772 REE

TOE DQERERL & VFFFEDRE

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

Protected authentication feedback

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]
A EREXFET—F 1 XFEIZ %7 DFF

Timing of identification

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall allow [assignment: Zist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE) on behalf of the user to be performed before the
user is identified.

[assignment: Zist of TSF-mediated actions that do not conflict with access-controlled
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FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Functions of the TOE]

FRFRALNZ 51T B 2 — S —FUJFIE L S E DR

Z 72 AEE

TOE D QERERLE S VFEFREDRE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: ist of user security attributes].

lassignment: list of user security attributes).

User ID

Allocation Role

Role

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes).

[assignment: rules for the initial association of attributes]

zL

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes).

[assignment: rules for the changing of attributes)

nL

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behaviour

Hierarchical to No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: determine the behaviour of,
disable, enable, modify the behaviour off the functions [assignment: /ist of
functions) to [assignment: the authorised identified rolesl.
[selection: determine the behaviour of, disable, enable, modify the behaviour of]
modify the behaviour of
[assignment: list of functions]

¥z VT BIERE

« 2 — P —FRIAFREEE

« HDD 7— % _|- 2 Z piet
- B 7 JHEEE
« BASHET¥ F/AEGE
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[assignment: the authorised identified roles].

UADMINISTRATOR

FMT_MSA.1(a)

Hierarchical to

Dependencies

FMT MSA.1.1(a)

Management of security attributes

No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the_ Common Access Control SEP in Table 17 (Access Control SFP in

Table 6-4, Table 6-5,Table 6-6, Table 6-7,Table 6-8,and Table 6-9),[assignment: access
control SFP(s), information flow control SFP(s)l to restrict the ability to [selection:

change default, query, modify, delete, [assignment: other operations]] the security

attributes [assignment: list of security attributesl to [assignment: the authorized

identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

zL

[selection: change default, query, modify, delete, [assignment: other operations]]
Refer to Table 6-11,Table 6-12
[assignment: list of security attributes)
Refer to Table 6-11,Table 6-12
[assignment: the authorized identified roles)
Refer to Table 6-11,Table 6-12

Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Operations
Attribute Roles
Common Access Control SFP | User ID Nobody Any operation
PRT Access Control SFP
SCN Access Control SFP
CPY Access Control SFP
FAX Access Control SFP
FAX Access Control SFP Box Type « U.ADMINISTRATOR | Box Type M8 2 €V %15
sBOX PASSWORD Ay 7 2D AEIZ sBOX
PASSWORD ®
Modify
Delete
PRT Access Control SFP DOC PASSWORD Nobody Any operation
DSR Access Control SFP Box Type U.ADMINISTRATOR Box Type "7 7 A U7 -
sBOX PASSWORD FUNR—=Ry 7 ADHEIC

sBOX PASSWORD ®
Modify
Delete
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Box Type
sBOX PASSWORD

U.ADMINISTRATOR

Box Type 2358 A€ V13
Ry 7 208 E12 sBOX
PASSWORD @

Modify

Delete

Table 6-12 Management of Subject Security Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute

Common Access Control SFP | User ID U.ADMINISTRATOR Create

PRT Access Control SFP Delete

SCN Access Control SFP Modify

CPY Access Control SFP — REFI 45 1k

FAX Access Control SFP fiEBR

DSR Access Control SFP

PRT Access Control SFP DOC Nobody Any operation
PASSWORD

FAX Access Control SFP sBOX Nobody Any operation

DSR Access Control SFP PASSWORD

#sBOX PASSWORD (% U.ADMINISTRATOR #3373 5. DOC PASSWORD 3 /EE N AT G&

E) 1%,

FMT_MSA.1(b) Management of security attributes

Hierarchical to

No other components

[FDP_ACC.1 Subset access control, or

Dependencies

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1(b) The TSF shall enforce the TOE Function Access Control SFP, [assignment: access
control SFP(s), information flow control SFP(s)l to restrict the ability to [selection:

change default, query, modify, delete, [assignment: other operations/l the security

attributes [assignment: Iist of security attributes| to [assignment: the authorised

identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

2L

[selection: change_default, query, modify; delete, [assignment: other operations)]

Refer to Table 6-13, Table 6-14

[assignment: list of security attributes)

Refer to Table 6-13, Table 6-14

[assignment: the authorised identified roles)

Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Attribute
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Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
TOE Function Access Allocation Role U.ADMINISTRATOR Delete
Control SFP Modify
Table 6-14 Management of Object Attribute
Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation
Control SFP

FMT_MSA.3(a)

FMT_MSA.3.1(a)

FMT _MSA.3.2(a)

Static attribute initialisation

Hierarchical t No other components

FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9), assignment: access

control SFP, information flow control SFH to provide [selection, choose one of:

Dependencies:

restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP

zL

[selection, choose one of: restrictive, permissive, [assignment: other property/ default
values for security attributes that are used to enforce the SFP.

[assignment: other property]

refer to Table 6-15

The TSF shall allow the [assignment: the authorized identified roles) to specify
alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles)

nobody

Table 6-15 Characteristics Static Attribute Initialization

Access Object Function Object Default values for Object
Control Attribute | Attribute Security Attribute
SFP
Common D.DOC +SCN User ID User ID of UUNORMAL who
Access +CPY created the left Object
Control +FAXOUT
SFP D.FUNC | +PRT User ID User ID of UNORMAL who
+CPY created the left Object
+SCN
+FAXOUT
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+DSR Box Type | sBOX PASSWORD FTV s SORGERBT 7 AY
+FAXIN VT FUNR—Ry s A A
FTYVZER Y 7 ADOWTRNHOY
. Y%A v 7 2D Box Type &
sBOX PASSWORD
PRT Access | D.DOC +PRT Box Type | User ID NRAY — i L PDFIZ L 54
Control D.FUNC 7Yz 7 DA, Box Type 1%
SFP /RAY — RiE5{t. PDF &> 7
A, RIE& TV v MLk s ATV
=7 bOHBE, Box Type 1735
&7V MRy T A,
User ID 137U & F&FAT LT
U.NORMAL @ User ID
DOC PASSWORD FTT el "X YT 4 E
DA Box Type X =V 7 ¢
XER v 7 A2, DOC PASSWORD
347V FOERRFHZAT &
NN AT— R
SCN Access | D.DOC +SCN User ID User ID of UUNORMAL who
Control created the left Object
SFP
CPY Access | D.DOC +CPY User ID User ID of UUNORMAL who
Control created the left Object
SFP
FAX Access | D.DOC +FAXOUT | User ID User ID of UUNORMAL who
Control created the left Object
SFP +FAXIN Box Type | sBOX PASSWORD FTVxl NOREFETROR Yy 7 A
(TR AEY ZERY 7 X) DO
Box Type & sBOX PASSWORD
DSR Access | D.DOC +DSR Box Type | sBOX PASSWORD FT T2l NORFREDOR Y 7 A
Control (A VT e FoN=Ry
SFP AFETNTHREI ATV ZER Y 7

A) @ Box Type & sBOX
PASSWORD

#Function Attribute (347 V=7 NEAERT 28 (V> b, AXr o d) TS LT E SN D72
ORBICEEMN G SN D Z 1370,

FMT MSA.3(b) Static attribute initialisation

No other components

FMT_MSA.1 Management of security attributes

FMT MSA.3.1(0)

Hierarchical to

Dependencies:

FMT_SMR.1 Security roles
The TSF shall enforce the TOE Function Access Control Policy (TOE Function

Access Control SFP), [assignment: access control SFP information flow control
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FMT MSA.3.2(b)

SFA to provide [selection, choose one of: restrictive, permissive, [assignment:

other property/l default values for security attributes that are used to enforce

the SFP.

[assignment: access control SFP, information flow control SFP

2L

[selection, choose one of: restrictive, permissive, [assignment: other property]]

[assignment: other propertyl

Refer to Table 6-16

The TSF shall allow the [assignment: the authorized identified roles] to specify

alternative initial values to override the default values when an object or

information is created.

[assignment: the authorized identified roles)

nobody

Table 6-16 Characteristics Static Attribute Initialization

Object Object Characteristics which restricts access only to Subject which any
(TOE Function) | Attribute of the following attributes
F.PRT Permission Role Print Role
F.SCN Permission Role Scan Role
F.CPY Permission Role Copy Role
F.FAX Permission Role Fax Role
F.DSR Permission Role DSR Role
FMT_MTD.1 Management of TSF data
Hierarchical to : No other components
Dependencies: : FMT_SMR.1 Security roles

FMT MTD.1.1(a)

FMT MTD.1.1(b)

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: change default, query, modify, delete,
clear, [assignment: other operations]] the [assignment: list of TSF datal to [selection,
choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment: the authorized
identified roles except U.NO. 1.
[selection: change default, query, modify, delete, clear, [assignment: other operations/]
refer to Table 6-17
[assignment: other operations/
refer to Table 6-17
[assignment: list of TSF datal
refer to Table 6-17
[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the
authorized identified roles except U NORMAI]]
refer to Table 6-17
The TSF shall restrict the ability to [selection: change default, query, modify; delete,
clear, [assignment: other operations/] the [assignment: list of TSF data associated with
a U NORMAL or TSF Data associated with documents or jobs owned by a U NORMAI)
to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, the U NORMAL
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to whom such TSF data are associatedl].

[selection: change default, query, modify; delete, clear, [assignment: other operations/]
refer to Table 6-18
lassignment: list of TSF data associated with a U.NORMAL or TSF Data associated
with documents or jobs owned by a U NORMAL]
refer to Table 6-18

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the U NORMAL to
whom such TSF data are associated]]
refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
U.BUILTIN_ADMINISTRATOR ® = 7' > »3 | U.BUILTIN_ADMINISTRATOR Modify
AT — R
Kby — K U.ADMINISTRATOR B

Modify
IRFZI 1 U.ADMINISTRATOR Modify
F—F V& MEFH U.ADMINISTRATOR Modify
B#ha 77 w7 kR U.ADMINISTRATOR Modify
FRRES R E B B i U.ADMINISTRATOR Modify
AR E1 % (U.BUILTIN_ADMINISTRATOR | U.ADMINISTRATOR Clear
LISt)
PNAT — FAR—EK (Bl il U.ADMINISTRATOR Modify
AT — FAR—EK Bl U.ADMINISTRATOR Clear
INAT — REK U.ADMINISTRATOR Modify
I — N —FRAER ET — ¥ U.ADMINISTRATOR Rk
Modify
PR FRRE O B RS (- iR rike ] U.ADMINISTRATOR Modify
Ty NI — 7 RE U.ADMINISTRATOR Bk
Modify
EAEF R E U.ADMINISTRATOR B
Modify
Table 6-18 Operation of TSF Data
TSF Data Authorized Identification Roles Operations
UNORMAL ®»r 7' A /XA TU— R U.ADMINISTRATOR B
U.ADMINISTRATOR Modify

YRENAT — NI T b fe
—#— (UNORMAL)

Role

U.ADMINISTRATOR

U.USER_ADMINISTRATOR
DAY 536 JOHIBR
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FMT _SMF.1 Specification of Management Functions

Hierarchical to No other components
Dependencies: : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: list of management functions to be provided by the TSH.
[assignment: list of management functions to be provided by the TSF
refer to Table 6-19

Table 6-19 list of management functions

management functions

U.ADMINISTRATOR (= & 5 &% = U 5 ¢ 5Lk & 0 & FLkEAE
U.ADMINISTRATOR |2 & % = — —8GEMSAE O & BLFE AR

U.ADMINISTRATOR (2 & 5 HDD 7 —# 3 X HlBHSAE O BhER TR RE
U.ADMINISTRATOR |Z & % B4 1 7/ 48 BREERE

U.ADMINISTRATOR (T & % &5 #HTF v RV & Bk hE

U.ADMINISTRATOR (Z X % = — W — & HjkhE

U.ADMINISTRATOR iz & % UNORMAL o = —+—ID > — e s 1k - fihikiéne

U.ADMINISTRATOR iz & % UNORMAL D & 7' A L /8 AT — R DGR - L H R
UNORMAL IZ LD HE DR 7 A L /RA Y — RO HREEE
U.BUILTIN_ADMINISTRATOR (2 L2 HE D v 7oA L /XA T — N OZE HEEEE
U.ADMINISTRATOR (Z & 5Hf 5TV — KOBRTE - 2 FHEHE
U.ADMINISTRATOR (= X % B2l 1% 2 o0 25 F R AE
U.ADMINISTRATOR (2 X 54—+ VU & v FEEE O FRERE
U.ADMINISTRATOR i X 5 BEia 77 7 NRERE D2 R GE
U.ADMINISTRATOR (Z X % #3FE SRR 015 B il oD 25 R AE
U.ADMINISTRATOR (Z & B 4MBY — /N —BFEEE T — ¥ DXRGk - 28 THEARE
U.ADMINISTRATOR T & % & B GRAE O B ELE 1L MRBR IR O 28 T i e
U.ADMINISTRATOR (Z & % /8 A& U — R —Ek (a5 00 114 A e
U.ADMINISTRATOR IZ L 5 /%A U — RAR—F[mIE Rl 0 25 Rk RE

U.ADMINISTRATOR |Z & 2 #8GEARMEE GEHELISL) OV EHRE

U.ADMINISTRATOR T & % /32 U — FHFIZS FRERE

U.ADMINISTRATOR IZ & 5% v b U — 7 5B DXk - 78 HHHE

U.ADMINISTRATOR | X % 25{5 56 50 0 %k - 25 S RERE

U.ADMINISTRATOR i 1247 ¥ =7 bEFx =2 U7 1 @M (User ID, BoxType. DOC PASSWORD #%Bx<)
D B EE

U.ADMINISTRATOR IZ L 5 ¥ 7 V=7 hEFxa )7 4 B (22— —EHEEIC L 5EROMER, =—HF—ID
O—HEF AL - 75k, sBOX PASSWORD, DOC PASSWORD %< ) D% HiHEAE

U.ADMINISTRATOR (= & % Role (U.BUILTIN_ADMINISTRATOR ® Role % <) D& HLkEAE

FMT_SMR.1 Security roles
Hierarchical to No other components
Dependencies: : FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
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FMT_SMR.1.2

Nobody, [assignment: the authorised identified roles|].

[selection: Nobody, [assignment: the authorised identified rolesl]

Nobody

The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

Restricted forwarding of data to external interfaces

Hierarchical to No other components

Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

The TSF shall provide the capability to restrict data received on any external Interface

from being forwarded without further processing by the TSF to any Shared-medium

Interface.

Reliable time stamps
Hierarchical to No other components
Dependencies: : No dependencies

TSF shall be able to provide reliable time stamps.

TSF testing
Hierarchical to : No other components
Dependencies: : No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up, periodically
during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurl] to demonstrate the correct
operation of [selection: [assignment: parts of TSHF, the TSH.

[selection: during initial start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment: conditions under which self test
should occurl]

during initial start-up

[selection: [assignment: parts of TSH, the TSH

[assignment: parts of TSF]

HDD Ig5-EREEE

TSF #Ef7=—F

The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSF1, TSF datal.

[selection: [assignment: parts of TSF1, TSF datal.

[assignment: parts of TSF]

BT —F

The TSF shall provide authorised users with the capability to verify the integrity of
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stored T'SF executable code.

6.1.7. Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
Hierarchical to No other components
Dependencies: : No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time

interval of user inactivityl.
[assignment: ¢time interval of user inactivityl
c BRIENFADEE, T— PVt MERIIZE o CRESI I S
« Web Connection D&, B2 7D FERIIZE > TRE I LSRR
+ Data Administrator D44, 60 %
« TYLH FFAN—, T 7 I RADEE, IaFgt g AR
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of
D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security assurance requirements

Table 6-20 lists the security assurance requirements for 2600.2-PP, Protection Profile for

Hardcopy Devices, Operational Environment B, and related SFR packages, EAL 2 augmented by

ALC_FLR.2.
Table 6-20 IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.1 Basic design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment AVA_VAN.2 Vulnerability analysis
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6.3. Security requirements rationale
6.3.1. Common security requirements rationale
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives

SId ON'DOd’O

LTV ON'D0d 0

SFRs

LTIV ON'LOYd O

LTV ON'ONNA O

SId ON'ANOD0O

LTV ON'ANOD'O
AHZTYOHLAV'EHSN O
HIATIHA HIVMILAOS O
AIHDHOTLIANV'O
OLdAYD'ddH O

THDVNVINHOVAYHLNI O

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4(1)
FAU_STG.4(2)
FCS_CKM.1 P
FCS_COP.1 P
FDP_ACC.1(a) P| P P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1
FIA_ATD.1
FIA_S0S.1(1) S S S
FIA_S0S.1(2) S
FIA_UAU.1
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FMT _MOF.1 S S S S S S
FMT_MSA.1(a) S S S P P P
FMT_MSA.1(b) P
FMT_MSA.3(a) S S S
FMT_MSA.3(b) S
FMT_MTD.1
FMT_SMF.1 S S S S S S S S S S
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Objectives
o © | o o o o o o o S| o
) g | = ac) Q Q = wn
S olc |=m | |& & 5 S Dé %
Q Q| z @) z z = = 3 O | O
Z z | 9 = = = & = < = | e
o clz |2 |z |z |z |2 |5 = | =
SFRs 'o > 1° [° |° |° |S Z | = Q|5
lEle|elgle|E |22 |85
5= |® |5 |8 |E = = |
S |2 |2 |°
= > =
5 (w)
FMT_SMR.1 S S S S S S S
FPT_FDI_EXP.1 P
FPT _STM.1 S
FPT TST.1 P
FTA_SSL.3 P P
FTP_ITC.1 P P P P P

Table 6-22 Sufficiency of security requirements

Objectives

Description

SFRs

Purpose

0.DOC.NO_DIS,
O0.DOC.NO_ALT,

O.FUNC.NO_ALT

alteration

Data from
unauthorized

disclosure or

Protection of User

FDP_ACC.1(a)

Enforces protection by establishing an

access control policy.

FDP_ACF.1(a)

Supports access control policy by

providing access control function.

FIA_UID.1 Supports access control and security
roles by requiring user identification.
FMT _MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(a)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.
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0.DOC.NO_DIS Protection of User FDP_RIP1 Enforces protection by making residual
Document Data data unavailable.
from unauthorized
disclosure

O.PROT.NO_ALT, Protection of TSF FIA_UID.1 Supports access control and security
Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of
alteration security functions behavior.

FMT_MSA.1(a) Supports access control function by
enforcing control of security attributes.

FMT_MSA.1(b) Supports access control function by
enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the
use of trusted channels for
communication of data over
Shared-medium Interfaces.

0.CONFE.NO_DIS, Protection of TSF FIA_UID.1 Supports access control and security
O.CONF.NO_ALT Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of
disclosure or security functions behavior.
alteration FMT_MSA.1(a) Supports access control function by
enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of
Normal Users and
Administrators to
use the TOE

FDP_ACC.1(b)

Enforces authorization by establishing

an access control policy.

FDP_ACF.1(b)

Supports access control policy by

providing access control function.

FIA_AFL.1

Enforces authorization by requiring

access control.
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FIA_ATD.1

Supports authorization by associating

security attributes with users.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.

FIA _UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA _UID.1 Enforces authorization by requiring
user identification.

FIA_USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT _MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(b)

Supports access control function by
enforcing control of security attribute

defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR 1 Supports authorization by requiring
security roles.

FTA_SSL.3 Enforces authorization by terminating
inactive sessions.

O.INTERFACE.MANAGED | Management of FIA_AFL.1 Enforces authorization by requiring

external interfaces

access control.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces management of external
interfaces by requiring user
authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA _UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT _MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes

by requiring functions to control

attributes.

FPT_FDI_EXP.1

Enforces management of external
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interfaces by requiring (as needed)
administrator control of data
transmission from external Interfaces

to Shared-medium Interfaces.

FTA_SSL.3 Enforces management of external
interfaces by terminating inactive
sessions.

O.SOFTWARE.VERIFIED | Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.

FAU_SAR.1 Enforces audit policies by providing
security audit record.

FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.

FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes
by requiring functions to control
attributes.

FPT_STM.1 Supports audit policies by requiring
time stamps associated with events.

O.HDD.CRYPTO The encryption of | FCS_CKM.1 W58 Rk
data FCS_COP.1 w51k

FIA_S0S.1(2)

WD b & LD T — % OME ZRGE
ERAE

FIA_UID.1 Enforces authorization by requiring
user identification.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
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by requiring functions to control

attributes.

FMT_SMR.1

Supports authorization by requiring

security roles.

6.3.1.1. The dependencies of security requirements

xR T AR = AR — R b ORFRR Z FRITRT, CC /38— b 2 THIE S DM
2 SRV E . TR STICB T 2 EAFBIFR ) OMICZ DHE 27 b ¥ 5.

Table 6-23 The dependencies of security requirements

A ST OHREEH CC/i—Fk 2 e
S oA— s b DIRTEE A ST I2H 1+ Bk EER
FAU_GEN.1 FPT_STM.1 FPT_STM.1
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1
[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1
FCS_CKM.4 <FCS_CKM.4 % L72 W\ E R >
- 58X HDD OF — % i 5{b$ 5 7= DI 5
FOS CKM.1 LoOTHY, EIRON H#ﬂ:ézﬁi_éhéo AR S N
- R AT VITHEMSND D, YT 7|82 T 5T
AUE 72— AR L CRELT, EHREICBW T
AT Y ~OYET 7 ABRFIREND Z Eb, s
EEA H LI,
[FDP_ITC.1 or FDP_ITC.2 FCS_CKM.1
or FCS_CKM.1] <FCS_CKM.4 % L72 B >
FCS_CKM.4 - 58X HDD OF — % i 5{b$ 5 7= DI+ 5
FCS COP.1 LoOTHY, ERON H#ﬂ:ézﬁi_éhéo AR SN
- R AEVITHEMSND D, YT 7|82 T DT
A B 72— AR L CRELT, EHREICBW T
AU ~OYET 7 ARFIREND Z Eb, W%
EEA D LI,
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT_MSA.3 FMT_MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)
FDP_ACF.1() FMT_MSA.3 FMT_MSA.3(b)
FDP_RIP.1 L 2L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 oL 7oL
FIA_S08S.1(1) 7L 2L
FIA_S0S.1(2) 2L 2L
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
FIA_UID.1 L L
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
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AR ST DHEEE CC/8—F 2
. ST Iz %
2o ti—g b it & ST =817 sikeHiR
FMT _SMR.1 FMT_SMR.1
FMT_MOF.1 FMT _SMF.1 FMT _SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)
FMT MSA.1(a) FMT _SMR.1 FMT _SMR.1
FMT _SMF.1 FMT _SMF'.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)
FMT_MSA.1(b) FMT SMR.1 FMT SMR.1
FMT SMF.1 FMT SMF.1
FMT MSA.1 FMT MSA.1(a)
FMT_MSA.3(a) FMT_SMR.1 FMT_SMR.1
FMT MSA.1 FMT_MSA.1(b)
FMT_MSA.3(b) FMT SMR.1 FMT SMR.1
FMT SMR.1 FMT SMR.1
FMT_MTD.1 FMT SMF.1 FMT SMF.1
FMT SMF.1 2L L
FMT SMR.1 FIA UID.1 FIA UID.1
FPT STM.1 L L
FPT_TST.1 2L L
FTA_SSL.3 L L
FTP_ITC.1 L L
FMT_SMF.1 FMT_SMF.1
FPT_FDI_EXP.1 FMT_SMR.1 FMT_SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial
information processing environments that require a moderate level of document security,
network security, and security assurance. The TOE will be exposed to only a low level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that
provides almost constant protection from unauthorized and unmanaged access to the TOE and
its data interfaces. Agents cannot physically access any nonvolatile storage without
disassembling the TOE except for removable nonvolatile storage devices, where protection of
User and TSF Data are provided when such devices are removed from the TOE environment.
Agents have limited or no means of infiltrating the TOE with code to effect a change, and the
TOE self-verifies its executable code to detect unintentional malfunctions. As such, the
Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws are in

place, and their inclusion is expected by the consumers of this TOE.
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7. TOE Summary specification

TOEDtX =2V F s MEEEM L VENNETOEDEX o U T +#EEDO—& % Table 7-1 1277,
I, BRI THRBAT 5,

Table 7-1 TOE M+t¥a)Ts#RED L FREEAF

No. TOE Ot = U 7 ¢ HhE
1 FAUDIT =
2 FHDD_ENCRYPTION HDD % 5/ A%HE
3 F.ACCESS_DOC BRCET 7 & ARG
4 F.ACCESS_FUNC 1L il SR il e e
5 F.RIP FRAEG B £ pk e
6 FI&A Ak BRI B
7 F.SEPARATE_EX_INTERFACE | #M1 > % 7 = — 25y Bt e
8 F.SELF_TEST HO7 A MRe
9 FMANAGE B ERRE
10 | FSEUCRE_LAN v b U — 7 {R#ERE

7.1. FAUDIT (& 0% ##e)
FAUDIT (3E&Eve 72 BT L HICHEG LEEEr V2% S A - BBROOIRET D,
7.1.1. 5B OV ESHEE

— X HEEREE: : FAU_GEN.1, FAU_GEN.2
TOE XL T w7 2T 5,

Table 7-2 E&&O4

=2 %4
By o 7 IS HERE O B A FLO H R
B v 7 HUSHERED R T HROH G
o7 R S BTV x s MBI
SHAE( || HRORER () « RI

FRAEE LR B B DO

Table 6-19 D% FRHERE D
o MU — 7 &4 LIl ORI
RFZI T D ZE T

712 . BEEOYJLE 2 —H#EE

— XSt HHERESME - FAU_SAR.1, FAU_SAR.2 . FAU_STG.1

TOE 1 XE&E&Er 7 OWEZEEILT 5 L & bIZHiA M L & HIFR%Z UADMINISTRATOR O ZZ iR
4%, TOE (% UADMINISTRATOR (A1 7% 7 Z A 7> bk PCIZHiAH L, Bl 56 %12
g B L L HiICEAEn S OREEBIET D,
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7.1.3. BEE A

— XS HHEREEY: « FAU_STG.4(1). FAU_STG.4(2)
TOE (3B w 7% TOE N® HDD ([ZHART 5 23, BTN FARZ 72 > 72356 DU OB 21T
Do
(1. TETEEEE) CREINTVWDLIEHE
Va7 0%t EEER L, BEEEEOBMNEITDIR,
Q). TEEXH] IRESHTWHIES
Kb EIn-ERRHE~LEXT 5,
(1. (Q»#&E 1L U ADMINISTRATOR 37 9,

7.1.4. BIERER A LR R > THaE

—  XST opEeSE - FPT_STM.1, FMT_MTD.1

TOE (37 v v 7 #re% A L, U ADMINISTRATOR (2%} L T TOE DR % 22 89 2% e & f2 ik
T 5, RAF®ROZFEIZ FMT_MTD.1 (1 XY U.ADMINISTRATOR O A3 A€ Td 5, TOE 1E27
By JHERRIC R D S A LA Tl n JAMRICRITL, BEhn s & LTRET 2,

7.2. FHDD_ENCRYPTION (HDD KES{t#sE)

— xS B kgREEE - FCS_CKM.1, FCS_COP.1, FIA_S0S.1(2)
TOE |Z HDD [ZfRfE SN T WD T — X ZIRIRD S IR#ET 5 -0 56 24T 5, R 054k L
TAIY XNFLLTFOM®Y Th D,

(1). EBEEH
=B NVHRESHAREENRET 2= /)% HDD B 5#AER T VT AL LY
W a2 kT 5, (HEEdREIX, 256 bit)
W 541X, UADMINISTRATOR 2% E L=k 5V — K& b LI L TART 5 2 & ¢ TOE
B [E A O 4t a AT 5, BEEby — FIZUTOMEZiE-Tb00RE2ZIFAND,

> Mtk 2047
> TR ;83 UL EOH B EIR AT HE
> HHI

< [\ OXLFERET TR ST,
> BETLHHAE, BREOMENBEREINTHDHMHEEEHE LRV,

(2. BE7IITVXL
Table 7-3 (/R TR T /LT U X A,
Table 7-3 HDD FES{t#rEICEITABEET7ILTIX L
BEER BET7TA Y XA
256 bit FIPS PUB197 IZ#EIL 9~ A B{LT /L2 Y XA (AES)

7.3. FACCESS_DOC (BREXZE7 Y t XHFlE#kEE)

—  %HST A HREEM: - FDP_ACC.1(2), FDP_ACF.1(a)
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2T E— Tk

TOE FHH ATV ZER Yy 7 AL T 7 AV T « FUN=Ry 7 AXELEMT D, EHIN
EXEEAR v 7 ZORME (ZHITEEER v 7 AT ET D XEORE L B Eh D) 2ZRLTT 7
T RFIEE RE (BlEE, ~—TOHIBRZ &) BRI, FAX A5, A —/VkEE2FEMT D52 LN T

&5,

IR v 7 ZNICERICET 27 7 £ AR ONE 2757,

Table 7-4 Y ATLRYIRAAXEDIRE

RNREZAPZS

Ry 7 ARNIEOEME

Modify

read

Delete

AT ZE
Ry 7 A

FAX 25 XEDBRIF SN D, FAX %
831213 sBOX PASSWORD 73+

Hanz,

box_passwd

box_passwd
or
U.ADMIN

Table 7-5 YATLRYIRARNAXEDEEDFHHM

Ry A

Ry 7 ANLEOBRIEDFEM

E

FAX 2%f2

A —LE(E

SR AT Y ZAER v 7 A

O

O

O

% U.ADMIN : U ADMINISTRATOR 23 fEr[gETH DL Z L 2 FE T,
box_passwd : SBOX PASSWORD & —#4 5 /%20 — R&2 AN LT BAICHRERETH D =
LEFRT,

Table 7-6 #EERYI RN EIZHT S1R4E

Ry 7 A

Ry 7 ANOICEITHT D #E

modify

read

delete

Ty A VT e FN—

RfF &7 D.DOC IZ

sbox_passwd

R 1L sBOX PASSWORD sbox_passwd sbox_passwd or
. P S, U ADMIN
Table 7-7 BEERYI RN EICH T HEEDEEH
Ry 7 ANOICEICKHT 2 BEOFEM
Ay R _ _
[EL FILJl FAX %15 A —)Lik(E
T AV T U=
O O X O
v J A

% UNORMAL : UNORMAL R #fErlRE CTH H Z L 2K T,

U.ADMIN : U ADMINISTRATOR 23Rl TH D Z & KT,

sbox_passwd : sBOX PASSWORD & —EH 4 %5320 — R& AN LIS ICHETRETH 5 =
LEERT,

F 7=, sBOX PASSWORD Dj#ifgid™ 25 A —E[al$ s 1~3 WNIZEBIT 5 & HE R E I RE 72 IE DO FEHUHl

ICELESEE.,
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7.4. FACCESS_FUNC (| 32 i BR i {44 g

— XIS DHREZE - FDP_ACC.1(a), FDP_ACF.1(a), FDP_ACC.1(b), FDP_ACF.1(b),
FMT_MSA.1(b)

TOE |35 BIFRRE S AL 7= FH# @ Allocation Role & #§HE™ Permission Role % bk L, & OfE Rz
L7=23->7T, FPRT. F.SCN, F.CPY. FFAX, FDSR OffER L OF I HBER LG AT T A4
X7 1~XF£§%AE@T§%VE%§¢T¢5 "B, ZhHDEMTH D Permission Role (2% 2 EfEIX T
720N, TAUC LD ERBIRERE S R X B HIFF AT SN BERE D A AT TE B,

ik%%®£ﬁ$u%$¢éDDO&]&ﬂmC(%&i%%%<o%ﬁi%KOmTH7BK§
) ATkt U CTIEBL R OBYERATRE T o D0

IRRFEIT LIEFE &3 EERS® D.DOC, D.FUNC ® User ID & A U User ID 2 oFH#E %5
7

AR NP R
L/HTODT%VE#EIHEO
- FlIl
WK TV PRy 7 A, RAT— RigER4L PDF R 7 A
ZFD7 Y v k& FELT Lz UNORMAL AEIRIATAE,
X VT GERY 7 A
BEULEICRESINLTWDIEX2 VT  CERRT—RE—ETH AT —FKE2 AL
7= U.NORMAL 723FEIRI 7T 5E,
X2 VT 4 LEANRT — N e DT 5 A —BBIE 1~3 NICEK T 5 B ERE R E FTHE
RIEOFEHAEICE LG, Y E (EX 2V T 4 XF) ~OT 78 A EESRT S, (H]
FrROGE B IAER)
- L BEa—
BIE& TV v bRy 7 A
FO7Y 2 b &EFEIT L UNORMAL 237 L & = —HBE,
X VT 3GERY 7 A
VEULECRESNTWDEIEX2 VT A LEASART—RE—HTHATU—FE AL
72 UNORMAL N7 L E = —7[HE,
- HIlBR
AE& Y v bRy 7 A XA T — RIFE{L PDF R v 7 A
ZFD7 Y v k& FELT L7 UNORMAL & U.ADMINISTRATOR A3HIFRATHE,
X2 VT LERY 7R
BHULEICRESINLTWDIEX 2 VT f CERRT—RE—ETH AT —FKE2 AL
7= UNORMAL & U.ADMINISTRATOR 7 HIIB& AT HE,
- D.FUNC DOimtE
RAE& TV » bR v 7 A
ZDT Y N EFELT L UNORMAL (TR 7 b, A —/N— LA OFREED AEE,
c 2%y rOEE
T B a—NAlfE, 7L B2 —IREETIXLL F DOEREN A HE,
- D.FUNC Otk
FDOAF ¥ & FELIT L7 UNORMAL (3~ — P HNL CRIED A HE,
- D.DOC D
FDAF ¥ &G T L7 UNORMAL (X ~— VHNL TOHIFR A EE,
MAANTZFRGT —Z XA =LV TEE LD, Ry 7 RARGFELED T2 ERHEKD,

(
(
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TERHLRENELD Z LD INZTDEAELLT OERIENATHE,
- HilBR
Z DA X ¥ UEEZFEIT L2 UNORMAL 5 L O U ADMINISTRATOR (3% D EER/FH DY
a 7 EHIRT B ZENTE B,
s a b — DS
LT O#AE3 ATHE,
- Fl
%O v — %327 L7z UNORMAL 2:HIR A 6E,
- L BEa—
FDavr—x%EfT L7 UNORMAL A7 L ¥ = —HJHE,
Fo, U2 —RETIILL T OEIED FEE,
- D.FUNC Otk
Z DAt —%317 L= UNORMAL [Z_— Y CH D 2 MEEd 5 2 & 23 Al fE,

- HilBR
%02 ¥ —% %47 L= UNORMAL % X (8 UADMINISTRATOR 1% 02 = 7 % Kl T %
ZEMTED,

« T 7 I AZEOEE
U.USER IF%EH DT 7 7 ADF v /LD A EE,
77 7 A%z Lz D.DOC IR v 7 AR IES N5,
« 77 I AEEOLAE
T LB a— AR, LB 2 —IREETIXLL T O#IEN FTHE,
- D.FUNC DOiRmiE
DT 7 7 AFEE & FELT L7z UNORMAL (34— VP HAL THEET 5 2 & 23 Al fE,

- HIBR
DT 7 7 AFE & FIT L7 UNORMAL % L O U ADMINISTRATOR (3% D 5 7 A Hll Bk
TLHLIENTE D,

- D.DOC DffFtE
FDT 77 AEEEFLT LT UNORMAL (-3 — B TOHIRR AT,

7.5. FRIP (BR¥F1EHEEHEE)
7.5.1. —BT— 2 HIBR#EE

— X B HREEE ) - FDP_RIP.1
TOE (X HDD EOHIBR & 7= 30E, —FRSCEDH D2 WVIXZOW okt LT, EEEHIBRE £ T
T5Z L THRAFEROBARZ LT 5, AEERIZLLTOX A4 I 7 TIITIND,
(D). 7V bRAF YR EDT a TDET, (ZIkE
Ua TIEATHICER SN D R SUED D \WVITE OB T 2 IR S,
(2). HIBRERIEFATIE
FREE SN CEEZHIRT 5,
(3). HEIRA VR ICERAFIE WOFET DRE
(1), QOHIBRFATHICERNA 7 SN THIBRDNE T L TR L TRAERN/TFET IHA. &
A R EN S 2 HIBRT D,
EEXICBWTEZ AT —4, EXALEEIE, HDD 5 —% EE& X YIRS E OB ER EHEEIC
& - T U.ADMINISTRATOR 2 ET 5, AIHERFXE & T ONFIFLLTOMEY THh D,
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Table 7-8 —BT—A2 LEZHIBRBEEDEN{ERE

BRIE WE (EEEXESNET—Z A7 LZODIEF)
Mode:1 0x00 T[] F#x
Mode:2 0x00, OxFF. 0x61 DJIEIC I35 & 247V s B 2 #iaE

7.5.2. T—A E2H|R#EE

— KIS DH%REEE . FDP_RIP.1, FDP_ACF.1(a)

U.ADMINISTRATOR (X HDD LO#i{gT —# % &7 — X fHIRIC 3T 5 EEEZHIBREZ EITT 2D
ZENHIKD, JL HDD FOSCETHIR S RS RO BRAAIE SN D, EEXICEND
TEXIALT—4, EBXADEENL, HDD 77— % EEXHIBREREOBIERR EMEEIZ L - T
U.ADMINISTRATOR 75);5%*@“50 AREZRRRE & Z ONEIZLLFOMEY Th D,

Table 7-9 T—A2ELHIBREEEDBIERE

N LEXINDLGT X XA T EZD)EF
Mode:1 0x00
Mode:2 Gl = &3 > 0x00
Mode:3 0x00 = OxFF = fL¥ = Wik
Mode:4 #l#k = 0x00 = OxFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = 0xFF = &3k
Mode:7 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = 0xFF = 0xAA = ik

7.6. FI&A (GBAIGREIMAE

—  xH&T 2HREEF « FIA_AFL.1, FIA_ATD.1. FIA_SOS.1(1). FIA_UAU.1, FIA UAU.7,
FIA _UID.1, FIA_USB.1. FTA_SSL.3

TOE £ TOE ZFIH L X 9 &Té%b)ﬁTﬂfﬁ%“(%é & 2RI A B IS U 7 Rl RERENS
o THREEL . #FAIFIHE &l SN2 F 72100102 TOE OFIHZFFAI§ %, #nFEiEeneIL. TOE
H & DSBIRRRE 21T 9 AMERAE ST &AM ORR .:E*JL%/\**%{E)EH@“ZD%JK*JL**/\“‘M AT RS FAE
T2, MY —N—FRRESARDGEIIAT SN Te 2 — Y =R ZANRRAE Y — A —10ik D | IRE ST
FEERIH LT AN ENTca—F =AU = RS AER L ca—F—gIC L 2E S 2R 27> TH
FIIRED LTe S A\ ZRRRER S, 185 2N R L T2 56 (S RERERIL &l %

FAIRERE (77U & b Y a 7HRARZER<) 12 U.BUILTIN_ADMINISTRATOR,
U.USER_ADMINISTRATOR, ZALLIS DWWz IR L TITUV, (B3 % & £ O Role 2356 &
o,

Table 7-10 A

FRGE ST = B FRRE KD RITZ Al RE 72 Bl SFR
Zo— W —F| R (AR BE O R
NS o e FIA UID.1
s —rs—aag | 277 X FIA_UAU.1
! " | TOE oikiefeidds X OForEniiE -

¥ WEEST A OREIL U ADMINISTRATOR 7317 9 o ARFREEST 2 &AM — S —78
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AEH RIS 2 RRICA N T D LN TE D, WMABANTR> TWDHEA. F
MEZLIZEL DR AT % D)% UADMINISTRATOR 23k &7 5,
U.ADMINISTRATOR 73t J7 O FRFEST i i % FI6E & 5% & L= R A 3R A #H
B & N RRGEREC A BRI 5,

F7-. TOE ZASI EN/Z/RAT— K& “%” L LTHERT S, FIA_UAU.7,

FRBFRREN T L2556, YA HE 21T 2 7 v+ A12id User ID, Allocation Role. Role

ZHEE 45, FIA_ATD.1. FIA USB.1

S 62, TOE IFGRGECMHHT 232U — REZLL N OME LT b DOICHIRT 5 2 & T, 5®ED
ﬁwsz%%m RESNDZ LEEIET S,

Table 7-11 /SRR —KERE

P ESs SFR
=/ V4 TOE X FRE DR 2M -T2V — ROZEZ T AND FIA_S0S.1(1)
INAT— N - M 8HTLLE

< SCFFE 94 SUFRL B R B FEINATRE
-HEN O AT TRER S ILTTVLARNY,
@ EHT A, BEHEBOENBERTEINTHDHEE AL
AN
B, NAT— ROR/IMITEITEBE NRE BHLL ETRITFIUE R 580
T2,

Fio, WRENKIG LT %6 TOE XL OB 21T 5

Table 7-12 FEREARBFFDONE

PO ALBH SFR

=8/ i L 72 FREE LA 78 . U ADMINISTRATOR 233% & L7 flIC# L7284 | FIA_AFL.1
INAT— K FRRE AR LT D,

XD U.NORMAL & L COEFEAM A% & U.USER_ADMINISTRATOR & L T
@9&9& ORFERBEEIIHE SN D, T72bb, 2—F—ANUNORMALE LT
nsA4rL&H e UTRERCARB (1E) L, KET T,
U.USER_ADMINISTRATOR: LT > L&D & LTRIEICK (1
B) L72BA. 2—V— AORIERIEEII2E & 725,
U.ADMINISTRATOR (Z & %% Tfhﬁ@fﬁﬁ & o Tl L 7= 7RG R 3

DX EMZ B2 2RI > -G8 biliE e EIET 5,
U.BUILTIN ADMINISTRATOR@E}S FEAME IR L 72 BA X TOED AL #E
AT S 2 & T, RENLER) & F LS GERE O B EAR L ARPRIE IR ISR E &
TV 2 R 2 B % G (R 2R3 5, LA OBE T, FEEEE IR
RET72  U. ADMINISTRATORAS FRFF IR EIE O BABAEZ FIT 5 2 &
TR E I 2T 5,

I, BFGEEN -2 —F —OEMEN —ERFE 2\ (FBELENRE L7222 e, 20
vy varEKTT %5, FTA_SSL.3

Table 7-13 ®EEtvia>v DT

Copyright ©2015-2016 KONICA MINOLTA, INC., All Rights Reserved
72176



bizhub C368/bizhub C308/bizhub C258/bizhub C236DN/bizhub C230DN/bizhub C225DN/ineo+ 368/ineo+ 308/ineo+ 258

YT I~k

PSES

Tyva KT

fi#

Bl xor

AEEEIC L DN T T
LT, A—FVEv b

F— Uty MEHEIE LS AR IR
EESN TRy, EHHENLEARE

RIS & o TIRIE S LD HF
RaE L% a

IRHEEARIC K DRHENT T | BEie 77 U R 5 TR R
LTt ABIRZ T U~ | ESNTEY, BHEENET A6
R & o THIE ST
R L 7= 5 a

Web Connection

RACERMEIC K DR E T | eI E
LTHh b, 60 arig L7z

o

Data Administrator

TYH KT AN INHIZHOWTIE, ERINTZABDZ
J7T7A AT DSBS, MBOSE TR T &5
72, ®talit v g UiERn,

BB, 777 AZEOLA B RV TALE
ZAT AT OFBEERBIFRFEN T AL 5,

KEBGRNFHRO Z T o — Fip EH 2 29 508 2 5 8 L 7 k]

7.7. FSEPARATE_EX_INTERFACE (44 >4 7 = —X 2 BEERE)

— s d HHEREE: - FPT_FDI_EXP.1

TOE IXEFERIFRD O D ATMERE 7 7 7 A%A5 L B2 WHERRICIRET 5 Z & 12 L 0 BEREE#R)
DORANZEHIETHEEBIZZET 7 7 AOBEBEHEELEEELL TS, SHICUSBA V¥ 72—
BETIERA BT 2= ANED AT EZ D FE F Shared-medium Interface ~#55d 25 Z L 1X T
RUVEIE L 2o T D,

7.8. FSELF_TEST (B2 7T X hHgE)

—  XIST HEEREEME - FPT_TST.1

TOE I3 EH OF —Z 2N L T v . EIF ON Bk BT — R4l - CUHMAE T — 2 D
TEEEITH, ZHICEY BRIEHOT — 2 N ELLEF SN L 2MRTHZ L THRE{EY— KD
SERMEERFET S & & I HDD K S{LESRE O IE# 8hE 2 MGE+ 2R 2 12Mt+ 5, & 512 TOE 1%
B ONFRRZHIE Y 7 ho =7 Oy v affizitBi L, L TCWAEED—HEMiET52LT
TSF FE{7a— ROEEMERIET 5, Kb U — RFARLNCHIE Y 7 b7 = 7 OseetERirc sy
TEEMOERP B S5 6 . TOE ZBESR B EL KRR L, BIEEZZTHT 7220,

7.9. FMANAGE (%317« EIEHER)
— XS AHEBEEEME - FIA_SO0S.1(1). FMT _MOF.1. FMT_MSA.1(a)., FMT_MSA.1(b).
FMT MSA.3(a). FMT MSA.3(b). FMT MTD.1. FMT _SMF.1., FMT_SMR.1

TOE (3L T D& BEEERE 2 1R L5,

Table 7-14 EIEMHEE
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YT I~k

B RE

P

BEE

a7 LR E O HFKRE

X a VT g bR EDOA N, M
IMEEIT 9,

U.ADMINISTRATOR

:L—'H: Aoy uJ‘.E*)%% OD%E%ﬁE

AREST DR IEZAT Do

U.ADMINISTRATOR

HDD 77— % b2 & HIRHEERE O Bl
VEFX TEFERE

HDD 75— % EE&HIRIEEE O E
FHE (Mode OFRE) %179

U.ADMINISTRATOR

i o 7 PR

B Zii R OB EOBGE (B
SEE S BEEFEA), EAe 7 &
AL - HIBRZTT D

U.ADMINISTRATOR

mE T v VR B RE

WEH SR E (@IS0
ZEH)

U.ADMINISTRATOR

ot — R

TOE ~® 2 —F—DXgx, 21— —
DOHIER, BYE (HERR) D%k - A -
HIBR 24T 9,
SMERFRREST DG WIEIERRERFZ
BHENEHT HFM AR T — K%
W5 Z & T TOE 22—V — % 4%
Ihb,

U.ADMINISTRATOR

JEMED W LAk EE

TOE |32 D.DOC B XU D.FUNC ®
X2 U7 ¢ BME%E Table 6-15 (27
L@y Pk 5, Zopwkix
INLOAT V=7 FOERKHIE
v, ZOYEHBLERIZ A AT S
BEBEIFTFTE L7,

%72 TOE |2 F.PRT.F.SCN, F.CPY,
F.FAX. F.DSR ®J&4:% Table 6-16
DY YT 2, ZoPEHkIZZ
NoOA7T Vs NOAERFHCEZ
2N, Z ORI CALERIZ A AT D%
RRIZETE L 722\,

L

U.NORMAL ® 1 7' A 2 /R AT —
R DA% BE

UNORMAL a7/ A N A T — K
DEEREIT I,

U.ADMINISTRATOR

UNORMAL O 7' A L /SA T —
K oyZE M

UNORMAL ® 1 7 A /RAT— R
DEFEZAT D,

U.ADMINISTRATOR

HEDNRAT — REETT 5,

U.NORMAL

U.BUILTIN_ADMINISTRATOR
DA RAYT — REFRERR

HEDONRAT—REERETD,
(U.BUILTIN_ADMINISTRATOR
DINA T — RIZOWTIL TS H R
IZHIHMER R E SN TWDH T, &
TE DHERRIZZ2N,)

U.BUILTIN_ADMINISTRATOR

K E{b T — FORE - L HHEHE HDD H; 5{tAkfe CEA 3 AR5 58 | U ADMINISTRATOR
DHEERDT—HTHDHIEELY
— REBRE - £ET 5,
W15 R D 25 S R B R A B E T 5, U.ADMINISTRATOR
A— b Uty MR O E G A= Uty NERIOEEZITH U.ADMINISTRATOR
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YT I~k

(T3 AT R MM 23 3 e ST

WD T2, BREOREREIL R ,)
HEha 77 7 N O 2 F AR BEho 77 v M OEE %175, | UADMINISTRATOR
(L35 R R L R ME 23 B E S T
WA=, BREDHEREIX 2 ,)
R RIE SR B B e oD 25 S R B AR BB A E TS 5, U.ADMINISTRATOR
(WA 8 AR E SN TND 70
BEDBEREILR,)
SRR — N —FRAERR E T — & DX | SMTGRREY — N —ICB T 2% E7 — | U ADMINISTRATOR
#k - 2T RE 2 (N — =R T D FAA
VAT EEET) OXEk - BREET
7,
EHE RREO B EER L ARERIF 00 | A I TR O MAFEL I fRFRIF 22 | U ADMINISTRATOR
PALE: T BT %, (LG (5 4)
DBESNTNDHTD, BREDOHERE
F720,)
PRAT — RA—HKE B OEEHEEE | SAT— RA—H5%HE5T 5, | UADMINISTRATOR
THICEO Ry 2 ADT I & REEL
DRI N D,
NRAT— RAR—FEHEBEDOLEE | SAT— FAR—HEHEEEZEE S | UADMINISTRATOR
HghE %, (WIWIE 3 MRRESNTWAT
B, BREOHRRIT AR ,)
AR (BEEELIAN) O | RERERREEE (B LN 402 | UADMINISTRATOR
PR T5, 2KV BEHEREDO e v 7
DIRBREN D,
RAT — FHRI O EHERE PRAT — R OFRE - AL %175, | UADMINISTRATOR
Xy NU— I REDORE - BFEMH | Xy U —23E (SMTP ¥ —-3—_ | U ADMINISTRATOR
HE DNS #—_—D P 7 FL A, R—
&S, MFPOIP 7 RL A,
NetBIOS 4. AppleTalk 7'V > %4
H) OBRE - EEELITH,
BSOS DRk - SRR BEFERTE (A— ML D%ED | UADMINISTRATOR
SETESE) DBER - BEEEITO,
FTVxl hexa T 4 Bk FTV s bexa )T 4 Bk U.ADMINISTRATOR
(User ID, Box Type., DOC (User ID, Box Type. DOC
PASSWORD # <) D& HHEARE | PASSWORD %Z[#<) OZH - ik
2179
BT beXa )T 4 B Y7Vl hXx a2V T 4B (= | UADMINISTRATOR
(22— —EFHERICLA2EHD | —VF—FHERIC L 2EHORI5:,
%4, sBOX PASSWORD, DOC | sBOX PASSWORD, DOC
PASSWORD #[2<) O HEARE | PASSWORD %Z[%<) OZH « Kk
2179
Role D& BEEHE U.USER_ADMINISTRATOR ®f} | U.ADMINISTRATOR
HBIUHIBREIT O,

F7V=7 beFa VT 4 BIED

BHIZA T2/ FOHIBRTH D, ATV =7 MRHIBREND &
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FOFTV 2l MBS TWEEBEDHIBRS D,
BB, Y7V beXx2 YT 0 BETH D sBOXPASSWORD, DOC PASSWORD D#fE, 4
TV bOEX2 T 4 BIETH D UserID, Box Type, DOC PASSWORD O#{/EIZTX 72\,

Table 7-15 X2 T4 XE/NRT—FEEHHE

(el A
X2 VT 4 UEFEARRAY— | TOEIFLTOMEA M2 T /SAV = RDAhEEX 2T 4 LEAART— L
NE B R LTI AND,
Higr o SAHTLLE

SCFAE ¢ 94 SUFLL B O D 5 IR AT RE
KAl FA—OXFRET TR S TO R,

7.10. FSECURE_LAN (% k7 —4 @{EREHEE)

—  XETHEKREZAT ¢ FTP_ITC.1
TOE 1% IT s & O(E 2B\ TS Lilf5 217 9, TOE 223 2 5bidf(Z 3L T o@my T

bo, (B¥=VT 4 BEERENAENREE)

Table 7-16 TOE AT HESILEE

BE5E v k= BET7TALTY XA
7747 > kPC | TLSv1.0,TLSv1.1,TLSv1.2 | 3DES(168 bits), AES(128bits, 256bits)
SMEBFRALY —/3— | IPsec 3DES(168 bits). AES(128bits, 192bits. 256bits)
DNS #—/3— IPsec 3DES(168 bits). AES(128bits, 192bits, 256bits)
SMTP #—/3— IPsec 3DES(168 bits), AES(128bits, 192bits, 256bits)

Lk
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