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1.4.5. TOE O F|AE

TOE OFH#E (

U.USER) LT Lo icnEand,

Table 1-1 Users

Designation Definition
U.USER Any authorized User.
(FFeIR )
U.NORMAL A User who is authorized to perform User
(— R H#E) Document Data processing functions of the TOE.

(EBLE)

U.ADMINISTRATOR | U.BUILTIN_ADMINI

STRATOR
(EJL b A EFRE)

U.USER_ADMINIST
RATOR
(— =)

A User who has been specifically granted the
authority to manage some portion or all of the TOE
and whose actions may affect the TOE security
policy (TSP). Administrators may possess special
privileges that provide capabilities to override
portions of the TSP.

*U.BUILTIN_ADMINISTRATOR, U.USER_ADMINISTRATORIZ DWW TiX1.4.THFEZ SR

1.46. REEE

RF#EPEIX. User Data, TSF Data, Functions Td 5,

1.4.6.1. User Data

User Data (Z5F Al FIHE 2MERT 2 2>,

PRI OT-OIC/Eish, TOE £% = U 7 4 BKRED

BEIC B A 52 T — 2 Th b, User Data (ZUA FDO L oINS,

Table 1-2 User Data

Designation Definition
D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually stored data created by the hardcopy device while processing an original
document and printed hardcopy output.
D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data I3 TOE 23MERT 5% 7>,
HF—H2Th%, TSF Data IZLLFD L 5124y

TOE JHIZEp S ie 7 — 4 ThH V. TOE O#EAEICHEL 5 2
Hahs,

Table 1-3 TSF Data

Designation

Definition

D.PROT

TSF Protected Data are assets for which alteration by a User who is neither an
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Administrator nor the owner of the data would have an effect on the operational security
of the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who

is neither an Administrator nor the owner of the data would have an effect on the

operational security of the TOE.

A TOE T#: 5 TSF Data #LL FIZRT,

Table 1-4 TSF Data

Designation Definition
D.PROT F— kU &y MEFH
HBEhe 77 v MREH
PRI R B B i

RAT — FAR—E a5 R

T2 AR b o T — 2 GRAERMIEEL, SR — RAR—EE %)

GNER Y — N —FRRER ET — F

A PR FRRIE OO A 1 R e R

R ZIE

Fv =7 E (SMTPH— N—DIP7 KL A, K— hEFZE, MFPOIPT KL A%)
REEFIERE (A — T L DE(EDFENE)

PRAY — RI

ZAE 7 7 7 ADEEIZET S
User ID

Permission Role

Allocation Role

Role

iE

2

D.CONF 0y NAT— R
W5y —R
sBOX PASSWORD
DOC PASSWORD
=

1.4.6.3. Functions

2.3.2 SFR Package functions (2753 HERE,
1.4.7. A&

A ST CHEMT 2 HFEEOE®REZERT D,

Table 1-5 FAiE

Designation Definition
Allocation Role FIHECBEAM T 55 B, MFPOMEEE 7T DI EN D,
Box Type RNy 7 AR,
X2 VT 4 LER Y7 A REIATYZER Y 7 A NRT— i
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{tPDF Ry 7 A, BiE& TV bRV T A, T A VT« FoX—
Ry 7 AR5,

Copy Role

A —zZATTE H5%H,

Data Administrator

I I7A T FPCIOLEBREREEZITHOZDOOT IV r—r a7
R

Data Administrator

with Device Set-Up and Utilities

BEEOMFPICHIST 2 EHEMN T AA ZEHY 7 v =7, 77
427 U =7 Th bHData Administrator DL B 53 Al HE

DSR Role

T —4% OHDD~ORTFE, HDDIZRFINTWL T — X Ot L, i\
ENTE HHEE,

Fax Role 77 7 AMKRER FAT T E HBHE,
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X EERE IET DHERE,

Permission Role MFPOHEREIZ BEAT 1 B2 R,

Print Role 74T FPCOrHT Y » F & FLTTE H&E],

Role U.USERD#E,
U.NORMAL, U.ADMINISTRATOR» &% ¥ , U ADMINISTRATOR (%
& 5 ZU.BUILTIN_ADMINISTRATOR &
U.USER_ADMINISTRATORIZ 4355,

Scan Role A%y R FITTE DHEE,

SMBi% (5 A¥ LT —F %, arEa—4—THxD7 7 A MIEHL T,
AU 2 —H =R = N—DIF T N F—~EET DIRRE,

User Role TY M AFXyy, A= T I A XET 7 ANDORFE VST

BRREZ FAT T DRI B 7 Bk,

U.BUILTIN_ADMINISTRATOR
(BEJL b A EFRE)

U.USERD 7%,
HONUOTOEICEEI N TWAEHE (B KA UEBE) I2oH
5 &5 54E,

U.USER_ADMINISTRATOR
(2 P BH)

U.USERD &,

U.ADMINISTRATORIZ & » Tt & & 5 15E,
U.USER_ADMINISTRATORH DA v & 7 = — A0 b a7 A i)
THIET, ZOREITORENRTE L LIRS,

BRI O G - BIBRP R TH D Z L LBIERMEOHR W Z R E
U.BUILTIN_ADMINISTRATOR & [F] U,

Web Connection

Fv hU—7 FDas B a—%—TWeb7 5 7 #%HE LMFPO# E
IR OURTETERR &9~ 5 7= 8D DI BE,

WebDAV (5 AXy U LT =S, arva—4—TWAD7 7 A WIZEHRLT,
WebDAVH— R— (27 v 7 u— K4 5 HEE,

Rk EE FAXAREE O 29 LioET A8t Ermail& W o 7o B 5 X2 5
LT, a=h I VXS nilE+T 2MFPOY R — b2 — &
W{E L. MFPOBEIRIE. FIREEOKSREREEHT 5, FonH
WIS UCl e — 2 GBI b — 03k, dReEE R, MbERE S
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il R N gy A I TORESINTA— M By NERTT 7 BAXAR 700
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7747 FPCRIE D NRAT — R EE S, TOEPITRAE S 1723

(SECURITY DOCUMENT) &,
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(DOC PASSWORD)

INA T — PR BRI E

B DR E T B BRME,

By V7 ANRRT— REANENTR T — Rk L AR — B
ZORMEIZET D EYEAR v I A~DT I AR SN,

X2 VT 4 LEARRT—REATINT/NAT — RO L e R —
HEHER ZOBEICZET D X2 ) T 4 LE~DOT 7 B AR X
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Tr7A VT «FUN—Ry T A

REL (AAF, F oY 7)) 2R E L TR ERENEFRT IR v 7 A,
TRAFSN TV D LEZR v 7 2 HE0 13 (FIR, #E3) B, &E
SNBSS,

PR AEVEIN; i

TOENR 2 547 » FPChrHLFEEENTca—Y—ID, =7/ A L /RAT —
Ry FIRIT — % 23210 Ao ikRE, = —¥—ID, v/ A /AU —F
(2 & D RBIREREDS BN L 72356 O AHIRT — % 25217 Ao,

Ry 7 A

WELRFTDHZODOT 47 RV,
ﬁﬁéhéii ITERECEEETTOY a TICEENETENH 5,
RNy 7 AT . SCEERLE, BMETAZ LR AIFIAEN R D,

Ry 7 ZANAT— R

ﬁyﬁz_ﬁﬁéhtAxU—Fo

(BOX PASSWORD) U.ADMINISTRATOR 72 NEE TE 5 /32 U — R % f£1Z2sBOX
PASSWORD & #EH7,
a2 —%—ID FIREICHIZ 2 DTV 5i%kB11, TOEIXZ ORI X v FIAH %
(User ID) FET D,

SMERY — N—FREERHE, 22— —ID+E Y — N —ID THERL S 1L D

2 —F—ID— BRI =0k - iR
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o P
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B
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1.48. KRy o X

TOE N4 2R v 7 2Ic oW TR 925, TOE IZLLFTOREDOR v 7 A &4 5,
(RBZNIEAR Y 7 ZAOBBICESS SETH L0 BEAARVEICB T AERELT LY —ET
58D TIER, F72. THUSMIEREAR v 7 AR EBIFET LN ISR LIZFEEOR v 7 %

PISMIAE T 7Z2\0,)
Table 1-6 L ATLRYHIR
Ay 7 ZADFEH A

X2 VT4 XERy Y | vFa )T 0 LEPMEEFEENDIR Y 7 2,

A

W AEYZERy 7 X | FAX ZEXE (BRI ﬁi1%fémz>f~y&x
il AT U ZAERED ON IZRESHTND ZAGSCEIL RS AT
ZER Y 7 ARFIND, Tl AT ;Jaa&ff 1 U.ADMINISTRATOR
DT

/XA T — K5 5{t. PDF 51t PDF (B & ZIWZAT—REANTD LI ICHRESN TS PDF

Ry s A TrAN) ERET DR Y 7 A, XEBEHEL TIAT—=FANTHZ LT

EE3& 1R 3N PPN
uqu&7)/}\T/yx nLnE&7J/}‘%‘% ch%ﬁ’{%ﬁéﬂéfﬁ/yx

Table 1-7 #geRYH R

Ry 7 ADFEE
TrA VT e Fon— [ RELEXET—% (BREXE) (A A7 74 ) 0 7 FBOE G E
AN/ ML CEHIREB K ORERTE 2EHENEH T ARy 7 X,

2. Conformance claims
2.1. CC Conformance claims

ASTix. LA F?DCommon Criteria (UL, CCEFET) @A T D,

CC version : Version 3.1 Release 4
CC conformance ¢ CC Part 2 extended, CC Part 3 conformant
Assurance level :  EALZ2 augmented by ALC_FLR.2

2.2. PP claim

ASTIEZ, L FOPPIZEAT %,

PP4 BRG] : U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std
2600.2™-2009)

N—T g 1.0

1) APPiZCommon Criteria Portal (Z##H X1 TV % [IEEE Standard Protection Profile for
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Hardcopy Devices in IEEE Std 2600-2008, Operational Environment BJ (Zi#& L. 7D
TCCEVS Policy Letter #20] Hiili7= L T\ 5,

2.3. Package claim

ASTiE. LA FDSFR PackagelZ &9 %,

+ 2600.2-PRT
+ 2600.2-SCN
+ 2600.2-CPY
+ 2600.2-FAX
+ 2600.2-DSR
+ 2600.2-SMI

2.3.1. SFR package reference

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version

Date

Title

Package version
Date

o> o»> op op op op

B B B BB

2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

1.0

March 2009

2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

1.0

March 2009

2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

1.0

March 2009

2600.2-FAX, SFR Package for Hardcopy Device Fax Functions,
Operational Environment B

1.0

March 2009

2600.2-DSR, SFR Package for Hardcopy Device Document
Storage and Retrieval (DSR) Functions, Operational
Environment B

1.0

March 2009

2600.2-SMI, SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment B

1.0

March 2009
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2.3.2. SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultaneously accessed by

multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the

function is associated with that particular data as a security attribute. This attribute in the TOE

model makes it possible to distinguish differences in Security Functional Requirements that

depend on the function being performed. The attributes that are allowed, but not required in any

particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a shared-medium interface.

2.4. PP Conformance rationale

2.4.1. PP ® TOE &Rl & D—E MR
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PP 235 & o8- GofHIL, ~— Fav—2&&E@I T, HCD:F95)Tho, HCDIX, »~— K
AE—LEET VAN T = LIERT DN (RAF¥x ), TUXNLEEN—RIaE—T5—AC
BT 50 (IR, EFEHREN L CN—Fabt—XELZEETLIN (7727 RA), ~"—FKat—
LEOBMEFERT S (a—) T520IEHATIHMLTH D,

HCDIZ HIZIE U CE O B DMk CHRE S, BEEAILIET 2720 —RT 4 A7 T4
TRMDO AR MEFLE S AT L, RFa Ay b — R ZBMLTVWE LD L H 5,

A TOE OfEjliZ MFP T& 5, MFP 1L, ;BIN%EE 5 T HCD 2228 2 2. HCD 28
BT DEABRL T D, Ko T, ATOE FRHiX PP @ TOE & —~EH L TW5D,

242 PPODEF AV TAREBEEF L) T A WKRAHED—EMRTR

P.HDD.CRYPTO & O.HDD.CRYPTO MiE/N
PHDD.CRYPTO |ZHDD [Zfl#k SN 5T — X DSt 2R D 5 b D TH O EHBREIZH0D
filfEH7-22% D TIE2< TOE Z#l#3+ 2D TH b, O.HDD.CRYPTO (FiE/1 L 7= OSP
WZXIET D H DO TINGEHARREICO D DHNZHT-2 DO TFERL< TOE ##HlKT25 LD
ThD, LIEBN-5TST X TOE i2xf LT PP & RIZELL EOHIRZFRE L, TOE O HBREIZH L
TIX PP LAZEDOHIEEZFELTEBY ., PPICH LTRSS EZIT L VKR TS D &0 ) 210
729,

243.PPOEFXF) T4 EHELED—EHEE

A TOE @ SFR 1. Common Security Functional Requirements & 2600.2-PRT. 2600.2-SCN,
2600.2-CPY, 2600.2-FAX, 2600.2-DSR., 2600.2-SMI 225725,

Common Security Functional Requirements (%, PP 2f5E 3 5448 SFR TH Y .2600.2-PRT,
2600.2-SCN, 2600.2-CPY, 2600.2-FAX, 2600.2-DSR. 2600.2-SMI X PP 234573 5 SFR Package
MHBERLIZBEDOTH D,

AST DX VT 8T, PP OEXa U7 ¢ BT L TEM, BEARMIELTWLERR® D
23, PP EIT—BLTWD, IFIZ, B8N, Bl TnafEpre, 26 PP & —HLTWHH
EERCRY (A R

Common Access Control SFP

PP IZ+FAXIN @ g% -2 D.DOC @ Delete, Read ¥ & TN D.FUNC @ Modify. Delete (Z
B4 27 72l ZERL TWDH28, TOE 82 fEH D FAX #fE0F ¥ U E/EHIRENT
BOTHTHIT) 2N TE, 2LV EZEF DO FAX @ D.DOC, D.FUNC IZHIFRE 5,
LxL7e2 5 Z1id D.DOC, D.FUNC @ Delete # BN L7 TlI 2 < BEF v BT EE
9 Delete THV, mr L L TCREkINLM, ZENET LIRITR v 7 RITHRFES L DSR
Access Control SFP OXt& L 72 VR#ESNDHZ L5 PP OEREZEAR D LD TR, £z,
ZEFD T 7 7 2D DFUNC ® Modify #1795 Z I3 TE 722\, ZiUd PP XV HIRAY 72T 7
T AFETH S,

TOE (3+SCN ¥ L O+FAXOUT @ &4 % £> D.DOC @ Modify (232 7 7 & Al % &
FLTWD, ZHiE PP TIHRERSNTWARNVWLDOTH LN, TORNRIT—VHEN TOHIER
% D.DOC OFiA# Tdh 5 UNORMAL IZHIRT 5 HDTHh 5, PP Tid Delete (2R3 57 7
T AFEIAER SN TWSHD TOE 1 PP LEBED T 7 & ZHIHIIIN 2 < — Y B T D Delete
MEREZTRMAE L TV AN, 203 TIEY5% D.DOC OFTAE & ICHIR I TR Y, PP DT 7 & Al
1 SFP OlIRZ#EMT 5 XL 972 b D TIHRW,
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FAU_SAR.1, FAU_SAR.2, FAU_STG.1. FAU_STG.4(1), FAU_STG.4(2)? &0
A TOE NEAEn V7 #RFEHT 57-DIC, PP APPLICATION NOTE5 & X Ot PP
APPLICATION NOTE7 (Zf¢\vy, FAU_SAR.1, FAU_SAR.2, FAU_STG.1. FAU_STG.4(1),
FAU_STG.4(2)% B9 %,

FCS_CKM.1, FCS_COP.1, FIA_SOS.1(2)®iE
& TOE % Objectives & L T O.HDD.CRYPTO ZBEMLTEY ., TNITE bR -T
FCS_CKM.1, FCS_COP.1, FIA_SOS.1(2)%EBMT 54, Ziix, PP NMEETH X2V T
A BHEONFEZELZT HHDTIHR,

FDP_ACF.1(@»>— &1

PP ® FDP_ACF.1 (a)iZ his/her own documents/ his/her own function data D ~D7 7 &
AT 5T 7 AHl#E SFP # %L L C\Wb, K TOE i D.DOC, DFUNC k&% =1
T A RIECH L OWTT 7 B Rl 23 272 O i, TOE (ZfrfF&i 5 D.DOC, D.FUNC (2>
WTIIRESINTZT A L7 P TEDLIRy 7 RIRFEL, Ay 7 AT 27 7 & AHIHEIC &
S>THFEA Yy 7 ZND D.DOC, D.FUNC %#{Ri#T 5, "AU— RTRESNTR Y 7 AHE
N EIT, Ry 7 ANRAT =R TR#ESNTEY, Ry 7 AR — RE2EHE L
TWAFIHE (K TOE TIEEHE) 2%i%A v 7 AWN® D.DOC, D.FUNC ® owner & i
D, T RAREEB IO,

FIA_AFL.1. FIA_S0S.1(1). FIA _UAU.7 @3B
AARZRFEIIA TOE NFEET o pETH S, + 2 T, PP APPLICATION NOTE 38127V,
FIA_AFL.1, FIA_S0S.1(1), FIA_UAU.7 #:B84 %,

FMT_MOF.1 @B

TOE i3t ¥ =2V 7 ¢ 58{bik & & AT D8BTS L OVENIC T 2 8RE 2 K>, TOE ¥t % =
V74t E2ANCLEEREBETCEHNT L2220 A XL ATROTED
FMT_MOF.1 i3t * =V 7 ¢ #fbi% & DL HF %2 UADMINISTRATOR ([ZHIfR9 5 Z & T, AIE
WX )T LR ENRESINDZ EE2BILELTHWEHOTHY PPREET S x2 Y
T A BEIRONEZEEL T HH D TR,

FMT_MOF.1 ¥ FTP_ITC.1 ICB T 2 KR O VIC 2 — ¥ — B iE 0 & # %
U.ADMINISTRATOR (ZHI[R 5 Z & T, HIMEREN AR EIZEI TSNS Z EEIEL TS G
DOTHY, PPREETLHEX 2V 7T 4 BHEOAREELELTHHDOTIEAR,

HDD 7 —#% L EXHIREEEOE 2 BV OBFHEITRFIE W2 R#ET 2 EESHIBREEEDOED
BOEEHETLILOTHY, PPREETLI2EX 2V T 4 BHORAREEETHHOTIER,

EEAMREDOIR D BOOEHITES o ZTHREOEMELEHT L0 THY , PPEET St
X2 VT A BEHONFEEZELT 55O TR,

FMT MSA.1(a), FMT MSA.1(b) & x5 5%+ 0 R4
TS OREREEM: LS T OISR PP LB SN, ZIUIAR v 7 ZAD @M Y TSF
TR IESLEF 2V T A BHEORZAVSEHIANTSF T —ZZDHDODIR{ZNRLH I AL
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FIRRDOFERZ LT Z b X =2 )T 0 BYEOEHEN TSF 77— 2 ORELFE CHP - 21 % b
DO THY PPHIRETL2F2 ) 7 4 EEONELZEETHH DO TIER,

FMT_MTD.1 & x5 J5 &t Bf%

TOE O&# %% Td %5 U.ADMINISTRATOR i U.BUILTIN_ADMINISTRATOR &
U.USER_ADMINISTRATOR (250 &%, U.BUILTIN_ADMINISTRATOR (Z& &5 72> U
TOE [ZHEINTWDHIEHE (BN A VEHE) ICORTH5EINIHZETHY
U.USER_ADMINISTRATOR /% U.BUILTIN_ADMINISTRATOR # X ¢
U.USER_ADMINISTRATOR IZ L » Tt G &N d&EI TH D, Zibide HIZ TOE OFIHE
%EITH Y . UADMINISTRATOR & U.NORMAL DHERR DA EEIC FET % & D TiE72< . PP
WIRETHEX2 U7 A BHEONRELEETDHHO TR,
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3. Security Problem Definition
3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:
a) Persons who are not permitted to use the TOE who may attempt to use the TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE functions for
which they are not authorized.
¢) Persons who are authorized to use the TOE who may attempt to access data in ways for
which they are not authorized.
d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these
threat agents.

3.2. Threats to TOE Assets
This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons

Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE
Owners in this operational environment but for which it is not practical to universally define the
assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name Definition

PUSER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures will exist
to self-verify executable code in the TSF.
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PAUDIT.LOGGING To preserve operational accountability and security, records that provide an
audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

PINTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its IT

environment.

PHDD.CRYPTO The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions
The Security Objectives and Security Functional Requirements defined in subsequent sections
of this Protection Profile are based on the condition that all of the assumptions described in this

section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A.ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization,

and are trained and competent to follow those policies and procedures.

A. ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with

those policies and procedures.

A ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives
4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective Definition
0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized disclosure.
O0.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users, and shall
ensure that Users are authorized in accordance with security policies before
allowing them to use the TOE.

O.INTERFACE.MANAGED The TOE shall manage the operation of external interfaces in accordance with

security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and security-relevant

events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO

The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT

environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged access to

TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the

non-IT environment of the TOE.
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Table 4-3 Security Objectives for the non-IT environment

Objective Definition

OE.PHYSICAL.MANAGED The TOE shall be placed in a secure or monitored area that provides
protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized to

use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.
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4.4, Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are

mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Objectives
slelslelzlzlelelalelelslelelelglele s s
g la [a ¢ ®n > ’ £ t B | f f f £
oodwoo%qoc§>>>zwg>>c
alelz|olz(z(=zlz (=285 |lc|lclc |2 |z |E |8 |2 |&
z1zICIZIZIZI2 |22 |E (2|8 |22 |2 |5 |8 |E |E |B
S|o |z |z |z |z |& | Sz |IE|IE|E =2 |2 |2 |2 |2
Sl [CICICICISIE|E o |Z el |2 (5|8 |2 (5|5 |5
F;Eﬁ;ﬁ;U»mem@EHog_m?omm::
Threats, policies, and SN R R g % g é g o % g = |2 = E DE> % =
] [w] > 9] > > = =
assumptions S = E Q |» 5 z |z |» % = |9
=HISHI= ERENERERENE S|
o |2 el =) Q (@ |»
o = |3 = =2 |Q
o |z o (O |H
3 |8 .
8 I=
=5 |=
S |©
T.DOC.DIS v vV |v
T.DOC.ALT v vV |v
T.FUNC.ALT v vV |V
T.PROT.ALT v vV |V
T.CONF.DIS v vV |v
T.CONF.ALT V| v |V
P.USER.AUTHORIZATION vV |V
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING v Vi iv | v
P.INTERFACE.MANAGEMENT v v
P.HDD.CRYPTO (4
A.ACCESS.MANAGED v
A.ADMIN.TRAINING v
A.ADMIN.TRUST v
A.USER.TRAINING (4
Table 4-5 Sufficiency of Security Objectives
Threats. Policies, Summary Objectives and rationale
and assumptions
T.DOC.DIS User Document Data 0.DOC.NO_DIS protects D.DOC from unauthorized
may be disclosed to disclosure.
unauthorized persons. O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.
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OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.DOC.ALT

User Document Data
may be altered by

unauthorized persons.

0.DOC.NO_ALT protects D.DOC from unauthorized

alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC.ALT

User Function Data may
be altered by

unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

0O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized
to use the TOE

O.USER.AUTHORIZED establishes user

identification and authentication as the basis for
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authorization to use the TOE.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.SOFTWARE.VERIFICATION

Procedures will exist to
self- verify executable
code in the TSF.

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

PAUDIT.LOGGING An audit trail of TOE use | O.AUDIT.LOGGED creates and maintains a log of
and security-relevant TOE use and security-relevant events and prevents
events will be created, unauthorized disclosure or alteration.
maintained, protected, OE.AUDIT_STORAGE.PROTECTED protects
and reviewed. exported audit records from unauthorized access,

deletion, and modifications.
OE.AUDIT_ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide
appropriate access to exported audit records.
OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are
appropriately reviewed.

PINTERFACE.MANAGEMENT | Operation of external O.INTERFACE.MANAGED manages the operation

interfaces will be
controlled by the TOE

and its IT environment.

of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation

O.HDD.CRYPTO encrypts data stored in HDD by

will be controlled by | TOE.
TOE.

A.ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A.ADMIN.TRAINING TOE Users are aware of | OE.ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes responsibility of
use their privileged the TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A.USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to
follow security policies

and procedures.

the TOE Owner to provide appropriate User

training.
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5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision
2, Part 2. These extended components are defined in the Protection Profile but are used in SFR
Packages, and, therefore, are employed only in TOEs whose STs conform to those SFR Packages.

5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT _FDI_EXP.1 Restricted forwarding of data to external interfaces I—

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized

administrative role.

Management: FPT FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role

¢) Revocation of such an allowance

Audit: FPT_FDI_EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.

Rationale:
Quite often, a TOE is supposed to perform specific checks and process data received on one

external interface before such (processed) data are allowed to be transferred to another external
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interface. Examples are firewall systems but also other systems that require a specific work flow
for the incoming data before it can be transferred. Direct forwarding of such data (i.e., without
processing the data first) between different external interfaces is therefore a function that—if

allowed at all-—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this is a function that is quite common for a number of products, it has been

viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and TSF
data flow using administrative control instead of attribute-based control. It was found that using
FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this
functionality.

This extended component protects both user data and TSF data, and it could therefore be placed
in either the FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors
believed that it was most appropriate to place it in the FPT class. It did not fit well in any of the
existing families in either class, and this lead the authors to define a new family with just one

member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: list of external interfacesl from being forwarded without
further processing by the TSF to [assignment: list of external interfaces).
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6. Security Requirements

KETIE, X274 B IOV TRET S,

6.1. Security functional requirements

ZOETIE, A1 B THESN . EX 2 T R A Z2EBT 57200, TOEDOEX =2V T ¢
BEREE AR 35, Zod. X =2 U T 4 HREE(FIEX., CCPart2 ICHEDE X2V 7 ¢ FEEEEE)
5. 51T %, CCPart2 IZHE SN T\t F 2 U 7 ¢ MAEZE X, PPUEEE Std 2600.2-2009)
WCHEDILEE X = U 7 A BEEEH1 O, 5IHT 5,
<tFaTHBEEHRIEFOBRRAE>

UTORBOFIZBNT, A=V RCRENDRELIL, PP T EITFMLE L L 25RT,
AE8Y 2 HOR—/ RT3 BEZET., R ST TN, FIT98 IS TWD Z & E2RT,
T E—FGA LV TRENDIRXDERIIFMEE TV 2 HoR— FCrREIRBHELL, 7

VE—T A ENTRXEETAA ST TSR SN TWnWAB Z L 2o d, 7L O%ICIEIMTT TR
ENDEFIT, YHEEEMFNA ST THuE L" SN TSN TWD Z L &7,

6.1.1. Class FAU: Security audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

Hierarchical to : No other components

Dependencies : FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:
- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

- All Auditable Events as each is defined for its Audit Level Gf one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events]
[selection, choose one of: minimum, basic, detailed, not specified]

not specified

[assignment: other specifically defined auditable events]

2L

The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1) the
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information)
[assignment: other audit relevant information|

2L

Table 6-1 Audit data requirements

Auditable event

Relevant SFR | Audit level Additional Details
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information

Unsuccessful use
of the
authentication

mechanism

FIA_UAU.1

Minimum

None required

- Failure of login

The reaching of
the threshold for
the unsuccessful
authentication
attempts and the
actions (e.g.
disabling of a
terminal) taken
and the
subsequent, if
appropriate,
restoration to the
normal state (e.g.
re-enabling of a

terminal).

FIA_AFL.1

Minimum

None required

- FRREDE 1L
EFARREA~DIE IR

Unsuccessful use
of the
identification

mechanism

FIA_UID.1

Minimum

Attempted user
identity, if

available

- Failure of login

Use of the
management

functions

FMT_SMF.1

Minimum

None required

Use of the management functions

Modifications to
the group of
users that are

part of a role

FMT_SMR.1

Minimum

None required

#TEE L TCO2—F =D T N—T1T
FEAE LR WO TESERIT 0,

Failure of the
trusted channel

functions

FTP_ITC.1

Minimum

None required

Failure of the trusted channel

functions

Changes to the

time

FPT_STM.1

Minimum

None required

changes to the time

FAU_GEN.2

FAU_GEN.2.1

User identity association

Hierarchical to

Dependencies

No other components
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.
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FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4(1)

FAU_STG.4.1

Audit review

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: list of audit information] from the audit records.

[assignment: authorised users]

U ADMINISTRATOR

[assignment: list of audit information)

Table 6-1 IZ~d &2

The TSF shall provide the audit records in a manner suitable for the user to interpret the

information.

Restricted audit review

Hierarchical to : No other components
Dependencies : FAU_SAR.1 Audit review
The TSF shall prohibit all users read access to the audit records, except those users that

have been granted explicit read-access.

Protected audit trail storage

Hierarchical to : No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.

The TSF shall be able to [selection, choose one of ' prevent, detecfl unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of. prevent, detect]

prevent

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

i«

The TSF shall [selection, choose one of: “gnore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the oldest
stored audit records’ and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZFEBFI I 72 2 7ERFDBIEDS [ LE&ZEIE) IZRIE
SNEREE T, BEEEALBRIHHIE 220 T 8.

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

”» @

taken by the authorised user with special rights”, ‘overwrite the oldest stored audit
records’]
ignore audited events

[assignment: other actions to be taken in case of audit storage failurel
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FAU_STG.4(2)

FAU_STG.4.1

P g T DZEL

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_GEN.1 Audit data generation

The TSF shall [selection, choose one of: “gnore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the oldest
stored audit records’ and [assignment: other actions to be taken in case of audit storage
failure] if the audit trail is full (BrZSFEBF DTN 7 o 7EREDBIED | EZEFF ) IC8E
SHEREE T, BEEABFIHIIC %o 75 E).

[selection, choose one of: “Ignore audited events”, “prevent audited events, except those

”» o«

taken by the authorised user with special rights”, ‘overwrite the oldest stored audit
records’]

overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failurel

2L

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation

Hierarchical to  : No other components.
Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption) in

accordance with a specified cryptographic key generation algorithm [assignment:
cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of
standards].

[assignment: cryptographic key generation algorithm)]

refer to Table 6-2

[assignment: cryptographic key sizes]

refer to Table 6-2

[assignment: list of standards]

refer to Table 6-2

Table 6-2 Cryptographic key algorithm key size

list of standards

cryptographic key generation algorithm key sizes

a=J 3 JVE SRR a=43 /% HDD K 5EmRT VT Y X A + 256 bit
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FCS_COP.1

.FCS_COP.1.1

Cryptographic operation
Hierarchical to No other components

[FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

The TSF shall perform [assignment: list of cryptographic operations] in accordance with

Dependencies

a specified cryptographic algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:
[assignment: list of standards].

[assignment: list of cryptographic operations]

refer to Table 6-3

[assignment: cryptographic algorithm]

refer to Table 6-3

[assignment: cryptographic key sizes]

refer to Table 6-3

[assignment: list of standards]
refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES - 256 bit | HDD O#5 51t

FDP_ACC.1(a)

FDP_ACC.1.1(a)

6.1.3. Class FDP: User data protection

Subset access control

Hierarchical to No other components

FDP_ACEF.1 Security attribute based access control

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6, Table 6-7, Table 6-8, Table 6-9) on the list of users as

subjects, objects, and operations among subjects and objects covered by the Common

Dependencies

Access Control SFP in Table 17 (the list of users as subjects, objects, and operations
among subjects and objects covered by the Access Control SFP in Table 6-4, Table
6-5,Table 6-6, Table 6-7,Table 6-8 Table 6-9).

Table 6-4 Common Access Control SFP

Object Attribute Operation(s) Subject Subject Access control
Function | Object Attribute rule
Attribute | Attribute
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D.DOC +SCN User ID Delete U.NORMAL User ID User ID 38—~
+CPY L850 DL
+FAXOUT GG AR

D.FUNC | +PRT Box Type Modify U.NORMAL User ID Box Type »3tE%*

User ID Delete 2T CER Y
7 ATIROVEGA
User ID 28—~
Db DOOHENEE
A9 5,
Box Type Modify U.NORMAL DOC Box Type »3tE%F
DOC Delete PASSWORD 2 VT 4 3ERy
PASSWORD 7 ADGAENT
DOC
PASSWORD 78—
T D50 THE
T 5,
+CPY User ID Modify U.NORMAL User ID User ID 3 —% 9
+SCN Delete LY56 OHEEE
+FAXOUT A9 5,
+DSR Box Type Delete U.NORMAL sBOX Box Type 73 5#il
+FAXIN sBOX PASSWORD AEVEZERNY Y
PASSWORD AT sBOX
PASSWORD 73—
B4 o eI Bk
T 5,
+DSR Box Type Modify U.NORMAL sBOX Box Type 87 7
sBOX Delete PASSWORD AT e F N
PASSWORD —Ry 7 AT
sBOX
PASSWORD 7>—
T D50 T HIE
T 5,
Table 6-5 PRT Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute Attribute
D.DOC +PRT Box Type Read U.NORMAL | User ID Box Type 23tEF% = U
User ID Delete T4 ER Y 7 AT
WA, User ID 23—
BT 5 b 00 EEE
GG AR
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Box Type Read
DOC Delete
PASSWORD

U.NORMAL

DOC
PASSWORD

Box Type ¥ =V
TUAXER Y 7 ADY;
412 DOC
PASSWORD 73— %7
LG AT EER T
Do

HBox Type IZx%fit> L T DOC PASSWORD 235 &N T\ b 7= . Box Type &5 = & THRIET 5,

Table 6-6 SCN Access Control SFP

Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute | Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID A —E¥ 2% %
Modify D DHIBNEA TS
Do
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute Attribute
D.DOC +CPY User ID Read U.NORMAL | User ID User ID 3 —#9 %%
D DHEAEZ T
Do
Table 6-8 FAX Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute Attribute
D.DOC | + FAXIN Box Type Delete U.NORMAL sBOX PASSWORD | Box Type 235 X &
sBOX PASSWORD | Read VEERy 7 AHBEIC
sBOX PASSWORD 73
—ET 25 E T EE
GG AR
+FAXOUT | User ID Read U.NORMAL User ID User ID 3 —%H7 25 1
Modify D DHEAEZ T
o
Table 6-9 DSR Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute Attribute
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D.DOC

+DSR

Box Type
sBOX PASSWORD

Delete
Read

U.NORMAL

sBOX PASSWORD

Box Type N7 7 AV
N/ RV A

DA IZ sBOX
PASSWORD 73 —%r3
DG E B ER T AT
Do

Box Type 237l X €
VEAER Y 7 2054
IZ sBOX PASSWORD
M—ET D5 1T BE
ZFFRIT D,

FDP_ACC.1(b) Subset access control

FDP_ACC.1.1(b)

Hierarchical to

Dependencies

No other components
FDP_ACEF.1 Security attribute based access control

The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right

to use the functions as operations (the Iist of users as subjects, objects, and operations

among subjects and objects covered by the TOE Function Access Control SFP in Table

6-10).

Table 6-10 TOE Function Access Control SFP

Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Function) | Attribute
F.PRT Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 75 Object ™
Permission Role % & A/
TWD GG, RO FT
ZEFRY D,
F.SCN Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™
Permission Role = & A
TWHEE, HRED FAT
ZFFRT D,
F.CPY Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™
Permission Role =& A
TWoHE., EREDFET
ZEFRT D,
F.FAX Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 75 Object ™
Permission Role % & A/
TWD GG, HWREDFIT
IR D,
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F.DSR

Permission
Role

U.NORMAL

Allocation Role

Subject @ Allocation
Role 75 Object @
Permission Role % & A

TWDHE, HIEDIAT

ZFFAY D,

FDP_ACF.1(a)

FDP ACF.1.1(a)

FDP_ACF.1.2(a)

FDP_ACF.1.3(a)

FDP_ACF.1.4(a)

FDP_ACF.1(b)

Security attribute based access control
Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (the
list of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8 Table 6-9 and for each, the indicated security
attributes in Table 6-4, Table 6-5,Table 6-6, Table 6-7,Table 6-8,Table 6-9) .

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: rules specified in the Common Access Control
SFP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document
Access Control SFP in Table 6-4, Table 6-5,Table 6-6,Table 6-7,Table 6-8 Table 6-9

governing access among controlled users as subjects and controlled objects using

controlled operations on controlled objects) .
The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly authorize access of
subjects to objects]
« UADMINISTRATOR /37~XT?» D.DOC, D.FUNC D573 F6E
« +FAXIN D gt 2 #-259~To» D.DOC, D.FUNC |2Z(57# D FAX #5#F+ > t/Ld
B Eick VF#TB Delete 73F6E
The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly deny access of subjects to
objectsl.
+ sBOX PASSWORD D #fz 73 ~—Z[B455 1~3 ICB 1T 5 B BEE ZE FJBE/R IE DB
BICE L EBE LYFR Y I Z~DT 2 EREHEET S,
«DOC PASSWORD D:#fz 73 F—EIE4A5 1~3 PIZF 17 5 B PEE 3 E 7] g5/ IE DB NE
IZELEHE, HFEEF2 YT 4 XE~NDT 2 ERXEHEET S,

Security attribute based access control
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FDP _ACF.1.1(b)

FDP_ACF.1.2(b)

FDP_ACF.1.3(b)

FDP_ACF.1.4(b)

FDP_RIP.1

FDP_RIP.1.1

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
list of TOE functions and the security attribute(s) used to determine the TOE Function
Access Control SFH.
[assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP]
the list of users as subjects and objects controlled under the TOE Function Access
Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
U ADMINISTRATOR to use a function, a user that is authorized to use the TOF is
automatically authorized to use the functions [assignment: list of functions|,
[assignment: other conditionsl].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functionsl, [assignment: other conditions]]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts (receives a fax document) in the role
U.ADMINISTRATOR: [assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objects].

zL

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects).

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects).

2L

Subset residual information protection

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from) the following objects: D.DOC, [assignment: list of objects].
[selection: allocation of the resource to, deallocation of the resource from]
deallocation of the resource from

[assignment: list of objects].

zL
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6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

FIA_S0S.1(1)

Authentication failure handling

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive integer number], an

administrator configurable positive integer within[assignment: range of acceptable

values/l unsuccessful authentication attempts occur related to [assignment: Zist of

authentication events).

[selection: /assignment: positive integer number/, an administrator configurable positive

integer within/assignment: range of acceptable values]|

an administrator configurable positive integer within[assignment: range of acceptable

values/

[assignment: range of acceptable values/

1~3

[assignment: list of authentication events)

B4 NR T — FIZ LB EREF

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: ist of actions].

[selection: met, surpassed]

met, surpassed

[assignment: list of actions]

B2 NI T — N2k B RAEDIELE

<BEEIRD7E D DERIE>

U BUILTIN_ADMINISTRATOR DA DS : TOE DEBLFEE1T 5, (EBLEHE
BAZ FRAF DRI EEL I FEBRIFIIREIZRE X To SR & #EA 4 12
JEBRABE TR P B, )

FhLift (UUSER ADMINISTRATOR #5ir) DHE - RAFEILE KB TR

U ADMINISTRATOR IZ J: 3 7RG IEI$ DI EHERE D EfT

User attribute definition

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: /ist of security attributes].

[assignment: Iist of security attributes).

User ID

Allocation Role

Role

Verification of secrets

Hierarchical to : No other components
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FIA_S0S.1.1(1)

FIA_S0S.1(2)

FIA_S0S.1.1(2)

FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

Dependencies : No dependencies

The TSF shall provide a mechanism to verify that secrets (727 > /NI D — F, EF= Y

T X &N X U — F)meet [assignment: a defined quality metricl.
[assignment: a defined quality metricl
< Hr¥  : 8HTLIE
s XFH : 94 TFLLEDF 5 ZHRFTRE
A D [FA—DLFEEN TEEIR TR,
O FET L85 BEREDEPFHERESH TOIEEEELARL,

Verification of secrets
Hierarchical to No other components

Dependencies : No dependencies
The TSF shall provide a mechanism to verify that secrets (HBEE/ET— F)

[assignment: a defined quality metrid.
[assignment: a defined quality metricl
#2047
o XFRE - 83 KFLUEDF 56 IR ATBE
A D [A—DXFEEN TEEIA TR,
O FET L85 BEREDEPFHERESH TOIEEEELARL,

Timing of authentication

Hierarchical to No other components
Dependencies : FIA_UID.1 Timing of identification

meet

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the

user is authenticated.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled

Functions of the TOE]

BLERAEIZ I 17 B 2 — F—FFE I L DRERR
Z 72 RRE

TOE DQRERRF L KT EDRE

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

Protected authentication feedback

Hierarchical to : No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Iist of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]

A EREXFET—F 1 XFEIE “*7 DFT
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FIA_UID.1

FIA _UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Timing of identification

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is identified.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

FLFRGEIZ I 1T B 2 — F—FYF L K BE DI

Z 7 2 RAZE

TOE DRERR IS S VETEDRIE

The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: Iist of user security attributes).

[assignment: list of user security attributes).

User ID

Allocation Role

Role

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes).

[assignment: rules for the initial association of attributes)

2L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes.

[assignment: rules for the changing of attributes)

zL

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behaviour
Hierarchical to No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: determine the behaviour of,

disable, enable, modify the behaviour off the functions [assignment: /ist of
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FMT_MSA.1(a)

FMT MSA.1.1(a)

functions) to [assignment: the authorised identified rolesl.
[selection: determine the behaviour of, disable, enable, modify the behaviour of]
modify the behaviour of
[assignment: list of functions]
¥z YT BIERE
« 2 —F—FRAFHEEE
« HDD 7= — % k&2 HfrieE
- BB o R
- BIGHT v B
[assignment: the authorised identified roles].

U ADMINISTRATOR

Management of security attributes

Hierarchical to No other components

Dependencies : [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP in
Table 6-4, Table 6-5,Table 6-6,Table 6-7, Table 6-8,and Table 6-9),[assignment: access
control SFP(s), information flow control SFP(s)] to restrict the ability to [selection:

change_default, query, modify, delete, [assignment: other operations/] the security
attributes [assignment: list of security attributes] to [assignment: the authorized
identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

2L

[selection: change default, query, modify, delete, [assignment: other operations/)
Refer to Table 6-11, Table 6-12

lassignment: list of security attributes

Refer to Table 6-11, Table 6-12

[assignment: the authorized identified roles)

Refer to Table 6-11, Table 6-12

Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Operations
Attribute Roles
Common Access Control SFP | User ID Nobody Any operation

PRT Access Control SFP
SCN Access Control SFP
CPY Access Control SFP
FAX Access Control SFP
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FAX Access Control SFP Box Type « U.ADMINISTRATOR | Box Type 38| £ €V %15
sBOX PASSWORD Ry 7 AD%AIC sBOX
PASSWORD o
Modify
Delete
PRT Access Control SFP DOC PASSWORD Nobody Any operation
DSR Access Control SFP Box Type U.ADMINISTRATOR Box Type W7 7 A U7 -
sBOX PASSWORD FTUNR=Ry 7 ZADBHEIT
sBOX PASSWORD
Modify
Delete
Box Type U.ADMINISTRATOR Box Type 72358l A € U A3
sBOX PASSWORD Ry 7 AD%AEIC sBOX
PASSWORD o
Modify
Delete
Table 6-12 Management of Subject Security Attribute
Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
Common Access Control SFP | User ID U.ADMINISTRATOR Create
PRT Access Control SFP Delete
SCN Access Control SFP Modify
CPY Access Control SFP — REFI A5 1R
FAX Access Control SFP fir R
DSR Access Control SFP
PRT Access Control SFP DOC Nobody Any operation
PASSWORD
FAX Access Control SFP sBOX Nobody Any operation
DSR Access Control SFP PASSWORD

%sBOX PASSWORD i U.ADMINISTRATOR »3#% &9 5. DOC PASSWORD lX#{EEFEN AT (%

£ 4%,

FMT_MSA.1(b)

Hierarchical to

Management of security attributes

No other components

[FDP_ACC.1 Subset access control, or

Dependencies

FMT_MSA.1.1(b)

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the TOE Function Access Control SFP, [assignment: access

control SFP(s), information flow control SFP(s)] to restrict the ability to [selection:

change_default, query, modify; delete, [assignment: other operations/l the security

attributes [assignment: list of security attributes| to [assignment: the authorised
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identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

zL

[selection: change default, query, modify, delete, [assignment: other operations/)
Refer to Table 6-13, Table 6-14

lassignment: list of security attributes

Refer to Table 6-13, Table 6-14

[assignment: the authorised identified roles)

Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
TOE Function Access Allocation Role U.ADMINISTRATOR Delete
Control SFP Modify
Table 6-14 Management of Object Attribute
Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation
Control SFP
FMT_MSA.3(a) Static attribute initialisation
Hierarchicalt : No other components
Dependencies: FMT_MSA.1 Management of security attributes

FMT_MSA.3.1(a)

FMT MSA.3.2(a)

FMT_SMR.1 Security roles
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9), lassignment: access

control SFP, information flow control SFP to provide [selection, choose one of:

restrictive, permissive, [assignment: other property]l default values for security
attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP

2L

[selection, choose one of: restrictive, permissive, [assignment: other property/] default
values for security attributes that are used to enforce the SFP.

[assignment: other property]

refer to Table 6-15

The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles)

nobody
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Table 6-15 Characteristics Static Attribute Initialization

Access Object Function Object Default values for Object
Control Attribute | Attribute Security Attribute
SFP
Common D.DOC +SCN User ID User ID of UUNORMAL who
Access +CPY created the left Object
Control +FAXOUT
SFP D.FUNC | +PRT User ID User ID of UUNORMAL who
+CPY created the left Object
+SCN
+FAXOUT
+DSR Box Type | sBOX PASSWORD | A7 Y =27 bORIFLENT7 7 A4 Y
+FAXIN VI e U= R Y 7 A B A
FTYVZERY 7 ADOWNTNNDE
A YRy 7 A0 Box Type &
sBOX PASSWORD
PRT Access | D.DOC +PRT Box Type | User ID INAYU— RSk PDFIC k54
Control D.FUNC 7Y =7 FOYE ., Box Type X
SFP /NAY — Fig5{t PDF R > 7
A, BFE& TV v Mk dFTY
=7 FOF4 . Box Type (1i8i
&7V MRy T A,
UserID |7V v h&FET L
U.NORMAL ® User ID
DOC PASSWORD FT el "R F2 YT o CE
DA Box Type i3 F =V T 4
FEAR > 7 2, DOC PASSWORD
T4 TVl FOAERRHIANE
NIRRT — R
SCN Access | D.DOC +SCN User ID User ID of UUNORMAL who
Control created the left Object
SFP
CPY Access | D.DOC +CPY User ID User ID of UUNORMAL who
Control created the left Object
SFP
FAX Access | D.DOC +FAXOUT | User ID User ID of UUNORMAL who
Control created the left Object
SFP +FAXIN Box Type | sBOX PASSWORD FTT 2 NORAFREDR Y I A

(TR AE Y ZIER Y 7 Z) O
Box Type & sBOX PASSWORD
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DSR Access | D.DOC +DSR Box Type | sBOX PASSWORD FTT 2 NORFIROR Y I A

Control (Z7A VT e FUNR—KRy7

SFP AFETTREI AT ZERY 7
A) @ Box Type & sBOX
PASSWORD

*Function Attribute (347> =7 FEAERTLIHE (V2 b, AF v o2 E) G LTHHESRD T2
DRIFFICEEA 5 S5 Z i3,

FMT_MSA.3(b) Static attribute initialisation

Hierarchical to No other components
Dependencies: : FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1(b) The TSF shall enforce the TOE Function Access Control Policy (TOE Function

Access Control SFP), [assignment: access control SFP information flow control

SFH to provide [selection, choose one of: restrictive, permissive, [assignment:
other property/] default values for security attributes that are used to enforce
the SFP.
[assignment: access control SFP information flow control SFP
2L
[selection, choose one of: restrictive, permissive, [assignment: other property]|
[assignment: other propertyll
Refer to Table 6-16

FMT_MSA.3.2(b) The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or
information is created.
[assignment: the authorized identified roles]

nobody

Table 6-16 Characteristics Static Attribute Initialization

Object Object Characteristics which restricts access only to Subject which any
(TOE Function) | Attribute of the following attributes

F.PRT Permission Role Print Role

F.SCN Permission Role Scan Role

F.CPY Permission Role Copy Role

F.FAX Permission Role Fax Role

F.DSR Permission Role DSR Role

FMT_MTD.1 Management of TSF data

Hierarchical to : No other components
Dependencies: : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT MTD.1.1(a)

FMT_MTD.1.1(b)

The TSF shall restrict the ability to [selection: change default, query, modify, delete,
clear, [assignment: other operations]] the lassignment: list of TSF datal to [selection,
choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized
identified roles except U.NORMAL]]].

[selection: change default, query, modify, delete, clear, [assignment: other operations/|
refer to Table 6-17

[assignment: other operations/

refer to Table 6-17

[assignment: Iist of TSF datal

refer to Table 6-17

[selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment: the
authorized identified roles except U NORMAL|]]

refer to Table 6-17

The TSF shall restrict the ability to [selection: change_default, query, modify; delete,
clear, [assignment: other operations/] the [assignment: list of TSF data associated with
a U NORMAL or TSF Data associated with documents or jobs owned by a U.NORMAL)
to [selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the U . NORMAL
to whom such TSF data are associated]].

[selection: change default, query, modify, delete, clear, [assignment: other operations/]

refer to Table 6-18

[assignment: list of TSF data associated with a UNORMAL or TSF Data associated

with documents or jobs owned by a U NORMAL)
refer to Table 6-18

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the U NORMAL to

whom such TSF data are associated]]
refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
U.BUILTIN_ADMINISTRATOR @ w71 s | U.BUILTIN_ADMINISTRATOR Modify
AT — R
Wby — R U.ADMINISTRATOR RIE

Modify
ISR U.ADMINISTRATOR Modify
F—r Uty FEEH U.ADMINISTRATOR Modify
HEIm 77 U ERH U.ADMINISTRATOR Modify
FORIER B mI R B U.ADMINISTRATOR Modify
FRRERRIE % (U.BUILTIN_ADMINISTRATOR | U. ADMINISTRATOR Clear
LIgt)
RAYT — RAR—E R U.ADMINISTRATOR Modify
IRAT — RAR—EEK U.ADMINISTRATOR Clear
INAT — NHLK U.ADMINISTRATOR Modify
SR — N —FRRER ET — ¥ U.ADMINISTRATOR Bk

Modify
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PR TR O B E AR 1E AR BRI R U.ADMINISTRATOR Modify

Xy NU— I RE U.ADMINISTRATOR Bk
Modify

PS50 SRR E U.ADMINISTRATOR Bk
Modify

Table 6-18 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
UNORMAL ®a /A LV /RATU— R U.ADMINISTRATOR Bk
U.ADMINISTRATOR Modify

W RAT — I itz
—#— (U.NORMAL)

Role U.ADMINISTRATOR U.USER_ADMINISTRATOR
DAY 536 JOHIER

FMT_SMF.1 Specification of Management Functions

Hierarchical to No other components
Dependencies: : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: list of management functions to be provided by the TSF].
[assignment: list of management functions to be provided by the TSF]
refer to Table 6-19

Table 6-19 list of management functions

management functions

U.ADMINISTRATOR (2 £ 5 &3 = U 7 ¢ 5f{ba% E O P RE
U.ADMINISTRATOR (T & % == — ¥ —F2FEHAE O & FLik AR

U.ADMINISTRATOR (T & % HDD 7 — % 35 & HIEREERE D B ERR EHERE
U.ADMINISTRATOR | L 2 4 n 7 & #iikne

U.ADMINISTRATOR (T & % {58 T v /L& FikkaE

U.ADMINISTRATOR (2 & % = — ¥ — & B FkAE

U.ADMINISTRATOR iz & 5 UNORMAL ¢ =— % —ID O—FEf| s 1L - fifFRgRe

U.ADMINISTRATOR (= & % UNORMAL D11 7' A L /32U — R DA4k - 25 FHHgRE
UNORMAL (2 L5 HH D1 A 82T — RO FEHERE
U.BUILTIN_ADMINISTRATOR IZ L2 HE D1 7' A L /32U — RO HHEEE
U.ADMINISTRATOR |Z & B 5LV — ROFRE - 25 BHERE

U.ADMINISTRATOR | X % W15 o> 25 B g hie

U.ADMINISTRATOR (2 k54— b U & v K OZ8 FHEHE
U.ADMINISTRATOR (i L 5 HEhw 777 ¥ MRER O 28 TR RE
U.ADMINISTRATOR (T & 2 #3FE AR 0] 55 B 1 0D 22 W M RE

U.ADMINISTRATOR (2 & 4N — S —FBFERR ET — & DXk - 22T HERE
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U.ADMINISTRATOR
U.ADMINISTRATOR

12 R % E B R DRSS L fRBRINER] 0> 4 B Hk R
12 XL /820 — RAR—ZK[E15 0 14 EkhE
U.ADMINISTRATOR (T X 5 /82 U — R R — BB il o0 25 F kA
U.ADMINISTRATOR (Z & 2 585EAM IS (FEH LIS O EHEE
U.ADMINISTRATOR T & % /82 U — RELHIZE B fE
U.ADMINISTRATOR (2 £ 5 % v b U — 27 @& DXk - & FHEE
U.ADMINISTRATOR (2 & % 2556 e 0% dk - 2 HHkE
U.ADMINISTRATOR (2 £ 247 V=7 htFx =2 U7 ¢ &M (User ID, BoxType. DOC PASSWORD % <)
O PR AE
U.ADMINISTRATOR IZ L 2% 7V =7 bEXa2 )T 4 B (2 —F—FHERIC L 2EHOSR, =—HF—ID
O—HEH AL - 7Bk, sBOX PASSWORD, DOC PASSWORD %< ) D BREERE
U.ADMINISTRATOR iZ & % Role (U.BUILTIN_ADMINISTRATOR o Role Z i< ) D& HkEAE

FMT_SMR.1 Security roles

Hierarchical to No other components
Dependencies: : FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobody, lassignment: the authorised identified rolesl).
[selection: Nobody, [assignment: the authorised identified rolesl]
Nobody
FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to No other components
Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any external Interface
from being forwarded without further processing by the TSF to any Shared-medium

Interface.
FPT_STM.1 Reliable time stamps

Hierarchical to No other components

Dependencies: : No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.
FPT_TST.1 TSF testing

Hierarchical to : No other components
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Dependencies: : No dependencies

FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up, periodically
during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurl] to demonstrate the correct
operation of [selection: [assignment: parts of TSH, the TSH.
[selection: during initial start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment: conditions under which self test
should occurl]
during initial start-up
[selection: [assignment: parts of TSH, the TSF]
[assignment: parts of TSF]
HDD #5{LH#GE
TSF #£fr=—F

FPT _TST.1.2 The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSF, TSF datal.
[selection: [assignment: parts of TSF, TSF datal.
[assignment: parts of TSF]
BEET—F

FPT_TST.1.3 The TSF shall provide authorised users with the capability to verify the integrity of

stored TSF executable code.

6.1.7. Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
Hierarchical to No other components
Dependencies: : No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time

Interval of user inactivity].
[assignment: time interval of user inactivityl
« BIENFADYEE, F— Pty MERIIZL o THRES SR
- Web Connection D54, HEjn 77 D PRI L o THRES 3R
* Data Administrator D4, 60 %
« FYLH RIAN—, T I RADEE, HiFt > a ALRY
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to : No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of
D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security assurance requirements

Table 6-20 lists the security assurance requirements for 2600.2-PP, Protection Profile for
Hardcopy Devices, Operational Environment B, and related SFR packages, EAL 2 augmented by

ALC_FLR.2.
Table 6-20 IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.1 Basic design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBdJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment AVA_VAN.2 Vulnerability analysis
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6.3. Security requirements rationale
6.3.1. Common security requirements rationale
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives

SId ON'DOd O

LTV ON'D0d'O

SFRs

LTV ON'ONNA O
LIV ON'LOYd O

SIA ON'ANOD'0

LTV ON'ANOD'O
AHZTYOHLAVEESN O
THIATYHA HIVMILAOS O
aavovoTLIIdNV O
OLdAYD ' ddH O

TIHDVNVINHOVAYHLNI O

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4(1)
FAU_STG.4(2)
FCS_CKM.1 P
FCS_COP.1 P
FDP_ACC.1(a) P P P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1
FIA_ATD.1
FIA_S0S.1(1) S S S
FIA_S0S.1(2) S
FIA_UAU.1
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FMT_MOF.1 S S S S S S
FMT _MSA.1(a) S S S P | P P
FMT _MSA.1(b) P
FMT_MSA.3(a) S S S
FMT_MSA.3(b) S
FMT _MTD.1 P| P P S

o(e|e|P|d| (e

wn
wn

wn

wn
wn

28 La=H ia=R OoN k-]
=]
n
n

wn
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Objectives
o | o o o = = o o ©|©
) o | = ac =
o) Sl |2 |8 18 |& % 8 DE %
Sl elz|%1z2 |z |8 |8 |2 |&g|®
Z, z | Q| H o[ = | R | = =T P
o o |z Z, Z Z > o = = | =
SFRs ! Lo @ |2 |2o |8 |2 |& | ol|lX
S 2> | [ | [ = aQ g
2| S|E|E |2 |2 |82 |83
= |2 |8 |5 (2| |5 | &s|°
S |2 |BE|°
= > =
= W)
FMT_SMF.1 S S S S S S S S
FMT_SMR.1 S S S S S S
FPT _FDI_EXP.1 P
FPT _STM.1 S
FPT TST.1 P
FTA_SSL.3 P P
FTP_ITC.1 P P P P P

Table 6-22 Sufficiency of security requirements

Objectives Description SFRs Purpose

0.DOC.NO_DIS, Protection of User FDP_ACC.1(a) Enforces protection by establishing an
O.DOC.NO_ALT, Data from access control policy.

O.FUNC.NO_ALT unauthorized FDP_ACF.1(a) Supports access control policy by

disclosure or

alteration

providing access control function.

FIA_UID.1 Supports access control and security
roles by requiring user identification.
FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(a)

Supports access control function by
enforcing control of security attribute

defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.
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0.DOC.NO_DIS Protection of User FDP_RIP.1 Enforces protection by making residual
Document Data data unavailable.
from unauthorized
disclosure

O.PROT.NO_ALT, Protection of TSF FIA_UID.1 Supports access control and security
Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of
alteration security functions behavior.

FMT_MSA.1(a) Supports access control function by
enforcing control of security attributes.

FMT_MSA.1(0) Supports access control function by
enforcing control of security attributes.

FMT_MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the
use of trusted channels for
communication of data over
Shared-medium Interfaces.

0.CONF.NO_DIS, Protection of TSF FIA_UID.1 Supports access control and security
O.CONF.NO_ALT Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of

disclosure or

alteration

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of
Normal Users and
Administrators to
use the TOE

FDP_ACC.1()

Enforces authorization by establishing

an access control policy.

FDP_ACF.1(b)

Supports access control policy by

providing access control function.
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FIA_AFL.1 Enforces authorization by requiring
access control.
FIA_ATD.1 Supports authorization by associating

security attributes with users.

FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA_UID.1 Enforces authorization by requiring
user identification.

FIA_USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(b)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR 1 Supports authorization by requiring
security roles.

FTA_SSL.3 Enforces authorization by terminating
inactive sessions.

O.INTERFACE.MANAGED | Management of FIA_AFL.1 Enforces authorization by requiring

external interfaces

access control.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces management of external
interfaces by requiring user
authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes

by requiring functions to control
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attributes.

FPT_FDI_EXP.1

Enforces management of external
interfaces by requiring (as needed)
administrator control of data
transmission from external Interfaces

to Shared-medium Interfaces.

FTA_SSL.3 Enforces management of external
interfaces by terminating inactive
sessions.

O.SOFTWARE.VERIFIED Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.

FAU_SAR.1 Enforces audit policies by providing
security audit record.

FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.

FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes
by requiring functions to control
attributes.

FPT_STM.1 Supports audit policies by requiring
time stamps associated with events.

O.HDD.CRYPTO The encryption of | FCS_CKM.1 W55 AE R
data FCS_COP.1 51k

FIA_S0S.1(2)

Hg%%@% L kiﬁéﬁi—-y @lﬁjg%*ﬁgi
T 5,

FIA_UID.1 Enforces authorization by requiring
user identification.
FMT_MOF.1 Supports protection by management of
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security functions behavior.

FMT_MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring

security roles.

6.3.1.1. The dependencies of security requirements

X2 U T A HEREEA 2 R = POEFEREZ FRISTT, CC/3— b 2 THE SO RFNE
7. SWEE L TR ST IR 2Bk OMicE 0Bl 2k 5,

Table 6-23 The dependencies of security requirements

A ST DHEREE 4 CC/8—F 2 _
S R—% b DR A ST I2H 1+ B 1KEBFE
FAU_GEN.1 FPT_STM.1 FPT_STM.1
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1
[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1

FCS_CKM.4

<FCS_CKM.4 %M L7V B >
- Wi54l3 HDD OF — % 2 5t 4 572D M+ 5
bDOTHY, EIRONFHIAR SN D, BRI -8T

FCS_CKM1 R AT ) KBS N8, ST T 2 R B AN
AUH 72— AR LTE LT, EAREICBWL T
AT ~OYET 7 ANHIBREND Z 0D, HESE
ZET DB,
[FDP_ITC.1 or FDP_ITC.2 | FCS_CKM.1
or FCS_CKM.1] <FCS_CKM.4 %@l L72\WEE R >
FCS_CKM.4 - WS4 HDD 05 — & 2l Bl 5 =A%
FCS COP.1 %@T&@\%ﬁONﬁﬁiﬁéhéoiﬁéﬂt%m
- ATV TR SN D D, YICT 7 B 2T 54N
AUH T 2= AR LTE LT, EAREICBV T
AEY~OYET 7L ABHIRSNG Z LD, Wz
EET DB,
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT _MSA.3 FMT _MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)
FDP_ACF.1() FMT _MSA.3 FMT_MSA.3(b)
FDP_RIP.1 730 730
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 L L
FIA_S0S.1(1) 7L 2L
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A ST DHSREZ 4 CC/8— k2 .
e DT A ST 2 H 1+ B IKEFRF
FIA_S08S.1(2) 7L 2L
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
FIA_UID.1 2L 7L
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMR.1 FMT_SMR.1
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)
FMT_MSA.1(a) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)
FMT_MSA.1(b) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 FMT_MSA.1(a)
FMT MSA.3@) | gy sMR 1 FMT_SMR.1
FMT_MSA.1 FMT_MSA.1(b)
FMT MSA.3(b) FMT_SMR.1 FMT_SMR.1
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 FMT _SMF.1
FMT_SMF.1 mL mL
FMT_SMR.1 FIA_UID.1 FIA_UID.1
FPT_STM.1 2L 7L
FPT _TST.1 2L 7L
FTA_SSL.3 2L 7L
FTP_ITC.1 2L 7L
FMT_SMF.1 FMT_SMF.1
FPT_FDI_EXP.1 FMT_SMR.1 FMT_SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial
information processing environments that require a moderate level of document security,
network security, and security assurance. The TOE will be exposed to only a low level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that
provides almost constant protection from unauthorized and unmanaged access to the TOE and
its data interfaces. Agents cannot physically access any nonvolatile storage without
disassembling the TOE except for removable nonvolatile storage devices, where protection of
User and TSF Data are provided when such devices are removed from the TOE environment.
Agents have limited or no means of infiltrating the TOE with code to effect a change, and the
TOE self-verifies its executable code to detect unintentional malfunctions. As such, the
Evaluation Assurance Level 2 is appropriate.

EAL 2 1s augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws are in

place, and their inclusion is expected by the consumers of this TOE.
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7. TOE Summary specification

TOEDEF =2V F A HREEE L VELINS TOEDEX o U T 4 D —% % Table 7-1 12777,
ZEHNE., BROIEIZ T 5,

Table 7-1 TOE Mt¥ V) TsBEED R FREHEAF

No. TOE Ot ¥ = U 7 1 i
1 F.AUDIT B o Ui
2 FHDD_ENCRYPTION HDD I 5{tkHRe
3 F.ACCESS_DOC BRCET 7 & AHEEGE
4 F.ACCESS_FUNC I i R A BV RS
5 F.RIP FRAFIG SO ke
6 FI&A kR R BE
7 F.SEPARATE_EX_INTERFACE | #MifA > % 7 = — Ay BlRkfE
8 F.SELF_TEST HO7 A Mhe
9 FMANAGE E IR RE

10 | F.SEUCRE_LAN X b U — 2 (R

7.1. FAUDIT (B5& 0O #8E)
FAUDIT i3EEn 72 BE T2 L LI LEBEAR 72U S A - BREDLOIRET D,
7.1.1. EE OV EiSHEE

— XIS T o8EE2EF : FAU_GEN.1, FAU_GEN.2
TOE (ZLLFom 7 a2 %,

Table 7-2 E&O4

=5

=274

B v 7 USSR EE D B4

HE D HIK

Bifin 7 BUSHRRE DR T

FR DB H

177 A EREOSHL

V7Y MERIER

RIS 1k

FROMER (2 - K

ARRIEAS LR B D> & DIE IR

Table 6-19 D& FHRE D

Ty bU—2 &gt LizilfE ORI

R @O

712 . BEEOTLE 2—iHE

—  XHST HHEREE; « FAU_SAR.1, FAU_SAR.2 . FAU_STG.1

TOE (3t m 7 OWAL 21T 5 & & HITHiAH L & HIER%Z U ADMINISTRATOR O Z (il [R
4%, TOE i UADMINISTRATOR (Ziifim 7% 27 T4 7 >k PCIZHEAH L, BT 2 56E & 12
oL LbiclEAEr Z7ORLEEYILT 5,
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7.1.3. EEEEMLEE

— XIS T HHREE © FAU_STG.4(1), FAU_STG.4(2)
TOE [3Eift = 7% TOE N HDD (ZA&AN T % 25, AN B AN AR 2 > o356 LU T OB 24T
Do
(D). TEHEEEELE) CRESNLTVDIHE
Va7 O EEILL, BEEREOBNEZITDRY,
(2). TEHEZFFT] ICRESNLTVDIHE
&b AT S oA RLER A~ EERE T 5,
(1), (2D E !X U.ADMINISTRATOR 7317 95,

714 SIEEA A LARR D THEE

— X LR« FPT_STM.1, FMT_MTD.1

TOE /%7 v v 7 R4 A L., U.ADMINISTRATOR IZx%f L C TOE DRFZ| % 25 8 4 5 Hne & fefit
T 5, REZAEHMOZR X FMT_MTD.1 (2 kY UADMINISTRATOR OA M FIRETH H, TOE 1L~
By JHERRIC R D XA MR T w JARRICRITL, BhAn 7 & LT 2,

7.2. FHDD_ENCRYPTION (HDD R&&1btkse

— XS BAHEEEM : FCS_CKM.1, FCS_COP.1. FIA_S0S.1(2)
TOE i HDD IZRfF SN TWEHT — X Z RN O IRET 272D 52175, HHT oS8t s
TNAITY XLILLTO®EY Th D,
(1). FEEH
=B NERESARREERN R ET 2 a2 = I V¥ HDD B 5 8EAER T LTV XA LD
W odEa AT 5, (o8RRI, 256 bit)
M 58X, UADMINISTRATOR 233%E L7125tV — K26 LIC U THERT A2 & CTOE
BICEF OB SHAERT D, BB LY — RIZLFOMEEMT-T b 00HREZ T AND,

> MiEC 20 M7
> SCFAE 83 UL B HIEIR AT HE
> BAY

< F—OXFEFET TR S TR,
< BHETIHIHE BEHOENRBERESINTOLHEEAHK LRV,

(2). BET7ILIUX L
Table 7-3 IR TS T /LT Y XL,
Table 7-3 HDD BFE{LBEEICH T B2BEE7ILTVX L
SRR BE7AIY XA
256 bit FIPS PUB197 I #Ld B I 547 /L= ) X2 (AES)

7.3. FACCESS_DOC (BEXE7 Y t AHIEH#EE)
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—  XHST D HEREEL: : FDP_ACC.1(a). FDP_ACF.1(a)

TOE [ 3HH A EVZER Y I AL T 7 A VT « FUN—Ry 7 ACLEEZERET 5, THEIN
TSI y 7 A0 R (ZHUXSEA v 7 RAFET HLEOBMEE A SND) BB LTT 7
T 2 S RE (BlHE, ~—YOHIBRZe &), FI, FAX#E, A—AREELEMT L2 L0 T
x5,

PATFICAR 7 ANLEICET 57 7 2 A ONE =7,

Table 7-4 S ATLRYIARIXEDRE

. R 7 ANLEOERLE
Ny 7 A
Modify read Delete
FAX {3 CEMEFE S h D, FAX % box_passwd
A E Y ZE | . —
fE303#121% sBOX PASSWORD 73+ % box_passwd or
Ry A -
7 H&ns, U.ADMIN
Table 7-5 VAT LRYIRAAXEDRED M
. R 7 ANLEOEIED R
Ny T A — =
=il FAX %15 A — LG
R A EVZFER Y 7 A O O O

% U.ADMIN : U ADMINISTRATOR W #{EFEETH H Z L KT,
box_passwd : SBOX PASSWORD & — #5320 — R&Z AN LIS ICHRIETRETH S =
LERT,

Table 7-6 #EERYI RN E(IZH T 5%

‘ Ry 7 ANOILEITHT 2
ANDTE/EP7S
modify read delete
S 7= D.DOC iz b d
T AN T S N— friF i sbox_passw
Koy R 13 sBOX PASSWORD sbox_passwd sbox_passwd or
’ B SNB, U.ADMIN
Table 7-7 BEERYIRAXEITHT SR ED N
Ry 7 ANOICEITHT 2 BEOFEM
ANy 7 A _ _
[ Fi il FAX (5 A —ViEfE
T7A YT eF U N—R
O O X O
v J A

%% U.NORMAL : UNORMAL 23 fER[RETH D Z L 2K T,
U.ADMIN : U ADMINISTRATOR 23 ER[RETH D Z L KT,
sbox_passwd : sBOX PASSWORD & #4532 U — R&Z AN LTZSAICHRIERETH D =
LERT,

F 72, sBOX PASSWORD O:#ifgi 9™ 2% R — B 1~3 WIZE T DB HLH 5% E /I RE 72 IE DO EE il
WELEGA., Y8Ry 7 A~DT 78 A HERET 5,

Copyright ©2015-2016 KONICA MINOLTA, INC., All Rights Reserved
68/ 76




bizhub C368/bizhub C308/bizhub C258/bizhub C236DN/bizhub C230DN/bizhub C225DN/ineo+ 368/ineo+ 308/ineo+ 258/
Sindoh D422/Sindoh D421/Sindoh D420/Sindoh CM3091/Sindoh CM3031/Sindoh CM2071
tF2YTr8—5 Tk

7.4. FACCESS_FUNC (F| A% il R el 5k)

— XS DHREEME - FDP_ACC.1(a). FDP_ACF.1(a). FDP_ACC.1(b). FDP_ACF.1(b).
FMT_MSA.1(b)

TOE (F35kBIFRGE S 1L/ FI 3 @ Allocation Role & #%8E ™ Permission Role % i L, # OfERIC
L7221 > T, FPRT. F.SCN. FCPY. FFAX, FDSR OE/EB L OFICHBEBRIEEGEAT 074
77 I“—X%A‘:@@f[ﬁ%ﬁjfé BB, I DEMETH B Permission Role (23T A E{EIX T
72V, ZAUC KD EBIRERE S VR AHE LB FIZEF A SN ERED A EITTE 5,

if_r&ﬁb@%ﬂﬂ 23429 % D.DOC. D.FUNC (FERXEZR, HHELEICHOWTL 7.3 1T
iB,) XL TILL T OBERRIEETH 5,

RBEITLIEE & 13EEN% o D.DOC, D.FUNC @ User ID & [7 U User ID #£oF|H & %45
R

- 7Y NOBE
LLUF O v 6E,
- F kil
A& TV v bRy 7 A, RAU— KI5 PDF R v 7 A
FO7Y v b &FLFT L7 UNORMAL 723 HIul rIRE,
X2 VT 4 LERy 7R
VHEGEICRESN TS EX 2V T A LEARRAT—RE KT HXATU—-REANL
7= U.NORMAL A3FEIRI A H5E,

X2 VT A LEARY—FLOERT AR —BEED 1~3 W2 1T 2B BEBRE " He
IRIEDBEAEIZE LI a, HE (Bx=2 U7 4 30F) 1\0)77'122 ZHEET 5, (H
BrO%E b FER .

A

WHE& TV ARy 7 A
ZDO7Y v b EFETLE UNORMAL N 7' L B = —AlHE,
X2 VT LERy 7 A
VELEBCREINTWAEX2 )T 4 LERRTY— R —HTHXAT—-REZANL
72 UNORMAL 78 7' L ¥ = — Al g,
- HilbR
ALK TV R w7 A XA T — REF 2L PDF R v 7 A
ZDOF Y v hEFEFT L7 UNORMAL & U.ADMINISTRATOR 73 4B AT HE,
X2 VT XERY 7 A
BHULEIIREINTWDE X2 ) T A LERRT—RLE—HTHERT—-REATL
72 UNORMAL & U.ADMINISTRATOR 73 HIl [ AT HE,
- D.FUNC DOt
BIE& TV > bRy 7 A
ZO7Y v N EFELT L2 UNORMAL IZE{% S 7 b, A —/N— LA OFFEDN FTHE,
c AF ¥ UOEE
T U B a—MAHE, 7L B 2 —IREETITLLT OEAEN FTHE,
+ D.FUNC DOt
FDAF ¥ &FIT L7 UNORMAL X~ — BN TREE S A,
- D.DOC DfFtE
FDAF v &FT L7 UNORMAL X ~— VU EANL TOHIBRAEE,
HHIANTIRFET —Z I A=AV TEELEY, Ry 7 AR TFLIZV 3B ERHEKS,

(Y
(Y
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TEEREOIRENELC D Z LB D203 OLAELLT OBIEN FIHE,
- HIlbR
FDOAF ¥ UEEEFEIT L UNORMAL B8 LUV U ADMINISTRATOR 1ZZF DX ER/RHL DY
a 7 EHIRT A ENTE S,
P AV—ORE
LT O #ED vT6E,
- ElT]
Z O3 ¥ —%317 L7 UNORMAL 725HII Al fE,
« LB a—
FOavr—%x37T L7~ UNORMAL 7' L B = — A HE,
T2, T U E 2 —REETIILL T OEED Al EE,
- D.FUNC DOfmtE
Z O a b —%37 L= UNORMAL |Z_— Y HAL CH D 2 EEE$ 5 Z L 23 Al HE,

- HIBR
Z 0= —%37 L7 UNORMAL % X ) U ADMINISTRATOR (3% D 3 7 ZHIRT %
ZLENTE D,

- 77 I AZAGE O
U.USER Z=ZEH DT 7 7 ADF ¥ B/ ATHE,
77 7 A%A5 L7~ D.DOC IR v 7 AR EFEIND,
- 77 AEEOHE
T LB a =R, 7 LB 2 —IRAETIILL T O#EN ATHE,
- D.FUNC Ot
FDT 7 7 AEEEFEIT L= UNORMAL (Z— U HAL THEET 5 Z & 23 HE,
- HilBR
FDT7 7 7 AEEEFEIT L7 UNORMAL 5 X O U. ADMINISTRATOR (ZZ DY 3 7 % HIks
THZLENTE D,
- D.DOC DOiFtE
FD T 7 I AEE & FEIT LT UNORMAL [3— U HAL TOHIBRAIHE,

7.5. FRIP (BR7FIEHEEHEEE)
7.5.1. —BT— 7 HIBR¥ERE

— XIS T HHEEEELE - FDP_RIP.1
TOE X HDD EOHIBR S /=30, —Fi72R3CGEDH 5 WVIEZ OW ok LT, EEXHIRRE F1T
T 52 L THRAAEHROBFAMHZ LT 5, AERIZLLTOX A I 7 TEITIND,
D). 7V bRAXF YR EDOY a T DORET, I
Va TEITPICAER I N D 72 SCED 5 WX oW 2 HIRT 5,
(2). HIBRERAEFATIE
e SN CELZHIRT 5,
(3). BIA RIS IRAFE ML T H I
(1. QOHIBRFEITHICERNA 7 S THIBRZRE T L TB LI ERFIERNTFET 2556, &
JRA VR Z D 2 HIBRT 5,
EEXCBWTEX AL T —4%, FXALEEIE, HDD 57— % b# X HIEEE OB ER ERERE I
& > T U ADMINISTRATOR 2% ET %5, AlBERFRE & EONFIZLLTO®EY Th D,
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Table 7-8 —FT—42 LEZHIRBEEDBERTE

FHIE WE (EEZXSNhET—Z 54 7L ZDJEF)
Mode:1 0x00 T—[a] L& x
Mode:2 0x00. O0xFF. 0x61 DJEIZ b3 & 247\ it B2 MiEE

7.5.2. T—A L HIFR¥EE

— %S 2 HEREZE - FDP_RIP.1, FDP_ACF.1(a)

U.ADMINISTRATOR |3 HDD 0B 7 — % % &ie7 — 2 Sl i+ 5 L EX % £179 5
ZENRMKD, 24 HDD EOSCEITHIBR S U2 FH RO BAHA 2D, EEEITEN
TEXADLT—%, EXACHEEIT, HDD 7 —# EEXHIBRKEE OB E EMREIC L - T
U.ADMINISTRATOR /3% £ %, AIRE/ARRRE & ZONFIZLL FOMY Th 5,

Table 7-9 T—A5E£HIBRBBED BEERE

WY LEEXEINDT—FE AT L ZOIEF
Mode:1 0x00
Mode:2 Gil# = &L = 0x00
Mode:3 0x00 = 0xFF = &% = Wit
Mode:4 i = 0x00 = O0xFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = 0xFF = fli#&k
Mode:7 0x00 = OxFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = 0xFF = 0xAA = il

7.6. FI&A (GAIRREHERE)

— X AHEREZEE - FIA_AFL.1, FIA_ATD.1. FIA_SOS.1(1). FIA _UAU.1. FIA_UAU.7,
FIA_UID.1, FIA_USB.1. FTA_SSL.3

TOE X TOE #FH L & 5 T 28R ARMAETH D Z & ZFHE D LI L7 i8IS
ZE o TIRGE L. #F el RIS &l SN 7=F 7210012 TOE OFHZFFAl§ 5, .&%UM FEFREIZ, TOE
B & A3k B pft%rﬁ 9 AARGRAF ST &AM DR HE&~/\—%1%J5H?‘6%*W~—/\ FRRE ST N TFAE
T 5, Y —_—3BGEFRDGAIIAT SN — Y =4 B ANEGRGE T — =2k Y | HE I
BERICH LT A SN 2= — AT = RO SAR L2 — - L 2EZEZRB IR > TH
B U7z A SRR, S AN L7235 A IS RRRE IR & I35,

FRBIRRGE (FV v hYa 7R AR ZBRL) 13 U.BUILTIN_ADMINISTRATOR,
U.USER_ADMINISTRATOR., = UNDWNFT &R L TITV, T 5 & Z D Role BNiEH &
"o,

Table 7-10 PBEEA

S H e RIFR AR AT ATHE 72 M SFR
L E R EE D
VNN AR LR RO FIA UID.1
sz | 77 B FIA_UAU.1
"’ " | TOE ok fEeiRds L O RS niE -

% WRES RO E L UADMINISTRATOR 7317 9 o ARGRRES 2 &AM — S —F8
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AR AU G A RIRHCANC T2 Z &N TE D, MABRANTR> TV D5E. Fl
HEZLIZEL LD R &M 5 D)% UADMINISTRATOR 235% &7 %,
U.ADMINISTRATOR 75 )5 DFRGE S O M 2 vl6E & 8¢ E LRI #E SRR
B & 3 FRRERFIZ T 2 IRT 2,

F£7-. TOEIZAN SN2/ A TU—R%&E “x” L LTERT S, FIA UAU.7,

FRBRERRED AR Th L 755 YR AE ZRITT 5 7 2 ® A% User ID, Allocation Role, Role

wiEE9 5, FIA ATD 1. FIA USB.1

X542, TOEWTFRGEICHEHAT 2320 — REZU TFOREZHT-FT L OICHIBT 52 & T, MED
BWARRT— RNFREIND Z & EPIET B,

Table 7-11 /SR —F¢ERE

R G s SFR
=R O TOE I FE D&M E2T 2T /AU — FORrZZ T AND FIA_S0S.1(1)
IRAT— R < Mgk SAHTLLE

SR 94 SCFLA LI bR ATAE
CHEL O RA—0SCEE T TSR TR,
@ EFEFTLHA, EEROEMABIERESNTOAEE AL
20N,
735, SRR T — FOR/IMTEITEELE N E (8 HILL E TR TR 520
T2,

£z, WREN K L7256, TOE XL OB 21T 5

Table 7-12 FBEE&MREFO NI

PSS B SFR

=78 AV it U 72 iRGE R 81 $ A3 U ADMINISTRATOR 238% € L7 fEICZE L7254 | FIA_AFL.1
INAT — R nuuﬂié’{"‘ﬂ:ﬂﬁé
T U.NORMAL & U T ORGERKFEIZ & U.USER_ADMINISTRATOR & L T

@ﬁiﬂﬁf OFFEEMEEIIERE SN, T742bb, 22— —ANUNORMALY LT
oAy LEHE UTRIECAKR (1R) L, #iiF T,

U.USER_ADMINISTRATOR: LT 2 A v L LS5 & LCRAICEE (1

E) L7za., 22—V — ADORGERREEII2E & 72 5,

U.ADMINISTRATOR |2 & 2 3% EME DT & - Tl L 7= 38k R4
NREMEBZTIREIZ R > T2 E bR E LT 5,

U.BUILTIN_ADMINISTRATOR DFEFEHME IE L 7= 45 A 13X TOE D R B 4L 2

AT 9 LT, B O FERE FRREO R IE MR R R E ISR E S h

TV D IR & R ICRRREHE 1L 2 #RBR 3 2, LS OSGE IR, REEE LR
BEC72\ U. ADMINISTRATORZS iR R RE IS DV e 2 EIT4 5 2 &
TGS IR 2R 5,

S BT, BAIRRRE S e 2 — P —DEIEN —ERF 220y (EEEE VRE LIZRER 220 Jd, £ 0
tyvarafk 795, FTA_SSL.3
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Table 7-13 ®§EtEYIavDERT

PSS tyva KT 5

(A AR K DENTE T | A— MUy MR LSRRI
LThb, A=ty b | EENTEY, BEENET A6
KFIC K> THRIE SN DI
R L 72556

Web Connection ASEEIC L AR SE T | BEia 77 U MREMIE T8 e R 2 3%
LThb, BEImZ 7o b | ESNTEY, BHENELEAHE
RERIZ & » CIME S 7= FF

MR L7=%6
Data Administrator IHRAEIC L DT | REIZREE

LT/ b, 60 2k L7z

La
TV HE RTAR— INBIZHOWTIE, ERENTAH DR
77T A T ABREA, ERDSE T T 7D

728, XEEE v v g X,
BB, 77 I AZEOHE B RO T
ST AT O E B IFRGER T D,

KBERIF MO Z T m— Rig ERf 2 B 5 [ 4 5 8 L 72 e

7.7. FSEPARATE_EX_INTERFACE (4884 > % T = —RX 5 BHEEE)

— X HEEREZE: - FPT_FDI_EXP.1

TOE IXFEFEEIFRD O D AN HE 7 7 7 A%AF L ER2 Wi ICIRET 5 2 LI XV EEEEIFR D>
EDORAZIET D E EBICRET 77 ADEHEEELZ L LTS, SHIZUSBA 47 x2—2A
BETeNEA X T 2 — AN D AN EFDF F Shared-medium Interface ~HEET 5 Z L IXTE
ROEIE L o TV D,

7.8. FSELF_TEST (B2 7T X hi#aE

—  XIST DHEEEEM « FPT_TST.1

TOE (IMFEADT—X ZWNE L TE Y . TR ON KI5 T — Rafli» CHUHEBEHT — 2 O
BEEITY, ZHIZX Y REEHOT = NIELL BFEINT I L 2ERTHZ L TR S(LY— KD
SEARVEEMEET 5 & & b2 HDD B 5{LHSRE O EF E{E 2 MAET D HE 2 #2469 25, X512 TOE I
IR ON FEIZHIE Y 7 "o =7 Oy v affiziti L, L QWA HEED—Ha B+ LT
TSF 3272 — RO EZRFET 5, Bt U— RARLNTHIE Y 7 b7 = 7 O 52 aVEEEIC B
THEEMEOERP MM SN2 6 . TOE THBE SR ICEELZRR L, BIEZZ T 7200,

7.9. FMANAGE (%2 7« EE#5E)
— XS T AR - FIA_SO0S.1(1). FMT_MOF.1. FMT MSA.1(a). FMT _MSA.1(b).

FMT_MSA.3(a), FMT_MSA.3(b), FMT_MTD.1, FMT_SMF.1, FMT_SMR.1
TOE 1XLL T OB RE 1Mt 3 5,
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Table 7-14 & IRiAE

OFS

BRAIEE

T2 T mEEEDO AL,
LT 9,

U.ADMINISTRATOR

o — I —RREHAE OB B RE

RAEST DR EZAT Do

U.ADMINISTRATOR

HDD 7— 4 L& & Ml AED B
IR R E

HDD 7 —# EE X HISRERE DO EhE
FHE (Mode DFRE) %179

U.ADMINISTRATOR

Wt 27 BRRAE

B o Zi R O BIEOR E (RE
L LEEFRE), EAn Ve
AL - HIBRZAT D0

U.ADMINISTRATOR

ST v RV BLERRE

W B RIERE GBS R0
EF)

U.ADMINISTRATOR

Y B E

TOE ~O 2 —HF — DX Fk, = —H—
DOHIBR, B (HERR) O%ek - 2F -
HIBRZAT 9o

SMNERFRAE T R DGE | WIEFERERHT
EHENEHT AR T — R E
A5 Z & T TOE (2 —H — &4k
o,

U.ADMINISTRATOR

JEIED I LA EE

TOE {2 D.DOC 5 XU D.FUNC @
X =2 VT ¢ JEIEE Table 6-15 |27
L7 v w42, Z ok
INLOAT V= FOAERKRFECE
TV, ZOYHEHBLERIZN AT D
FEREIIAFAE L2,

%7- TOE /% FPRT.F.SCN.F.CPY.
F.FAX, F.DSR ®J&4:% Table 6-16
DY YT 5, Z ok z
NoOF 77 NOERIFIZEZ
20, ZOFHHLAEIZ A AT B
IR L 72\,

2L

UNORMAL ®u 7 A /8 A T —
R DX g% EE

UNORMAL a7 A AT — R
DREREAT D o

U.ADMINISTRATOR

UNORMAL ®u 7 A /8N A T —
NP AR =

UNORMAL a7 A v XA T — R
DEREITI,

U.ADMINISTRATOR

BEHEDNRAT— RaEET 5,

U.NORMAL

U.BUILTIN_ADMINISTRATOR
DY A NAY — RETRERE

HEDNRAT— NEEET5,
(U.BUILTIN_ADMINISTRATOR
DIRA T — RIZDUWNT I L i
WCHIHMERR E SN TN DT, &
EOREREIX 22 \0,)

U.BUILTIN_ADMINISTRATOR

5D — ROBGE - £ HHkeE HDD W AbRE TN 2158 | UADMINISTRATOR
Db L LRDT =2 ThDHHFLY
— FERE - £HT D,

Rp A R O 28 R RE PG Mz ET Do U.ADMINISTRATOR
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F—F Uty MEROLE TR F—hr Uty NEROLEEZIT5, | U.ADMINISTRATOR
(T35 TR I CHIHME AN R E ST
WA T2, BREDHEREIZ 2 \),)
HEie 77 7 MR O SR HEim 77 v NEEOEEZ175, | UADMINISTRATOR
(L3RRI R 23 3% E S C
WHTZD, BREDHEREIZ )
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