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1 ST introduction

1.1 ST reference

AHi Tl Security Target (LA T, ST EBET) Ok #z 7tk 92,

ST 4 Canon imageRUNNER ADVANCE 6500 Series 2600 model Security Target
IN—Tgl 1.08

FATH Fv /oAt

AT H: 2016/06/27

1.2 TOE reference

A CIE TOE ORI & itk 32,

TOE 44 Fi: Canon imageRUNNER ADVANCE 6500 Series 2600 model
IN—Tgl 1.0

i, A TOE (IUA FITRTY T M =7 N—Fu =T | K OTA B RpOHER S LD,
iR-ADV & =2U7 ¢—=>h-MI for IEEE 2600 Ver 1.00
A—/3—G3FAXA—R-ASI
Canon imageRUNNER ADVANCE 6500 Series

I LA TR

iR-ADV Security Kit-M1 for IEEE 2600 Common Criteria Certification Ver 1.00
Super G3 FAX Board-AS1

Canon imageRUNNER ADVANCE 6500 Series

(B, KN - 8 [EZF5\ T, Super G3 FAX Board-AS1 ([ Super G3 FAX Board-AS2 |
DHHRTRIEINTND, To T, KM -5 E TOFEE 1L Super G3 FAX
Board-AS2 | T D LR H D)

1.3 TOE overview

TOE /%, < Canon imageRUNNER ADVANCE 6500 Series 2600 model >£\ )7 VX LVE S TH D,
5 7 /L D< Canon imageRUNNER ADVANCE 6500 Series >(ZLL F D 2 DO % A AR—)L -
BEL, SMEHEEITHOZLET TOE THDH< Canon imageRUNNER ADVANCE 6500 Series 2600
model >3 52T D,

- iR-ADV tF=2U7 44— > -Ml for IEEE 2600

- I7UARR—F
iR-ADV &F=2U7 —Fvkr-M1 for IEEE 2600 (Z/%. < Canon imageRUNNER ADVANCE 6500
Series >OHIHY 7 7 =7 X2 UT 4 —F v T A B ANEENH,

A TOE @ HDD 13V L—/T NN T 4 A7 EL TR ZE N A RETH D,

T 7V AR—RIIT7 77 AR AT 272D O N—R U =7 ThD,

< Canon imageRUNNER ADVANCE 6500 Series 2600 model >/%, LA FDO#E G D Protection
Profile (LA | PP &£lE4) | BELOED PP TEEIIL TS 7 D SFR Packages TEREN TV
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TR 2T oA BRI T HIENTED,

Protection Profile

1.4

: U.S. Government Approved Protection Profile - U.S. Government Protection Profile for Hardcopy
Devices Version 1.0 (IEEE Std 2600.2™-2009)

SFR Packages

2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B
2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B
2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B

2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment B

2600.2-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment B

2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment B

7 - FFE

A ST TIXLL T OWsaE - HFEZ 9%,

Table 1 —B&EE « HEE

W& E - FHEE ?EEH

TR VA ab—pERE. 777 ARERE. 7V MMERE. 512 (Universal Send) f%AE72 & % 8
FFOE GO L, ZNOHOMEREE 35720, KAE RO HDD #fF,

HIEY 7 =7 A N—Ry =7 FEEL B 2T ABEREOHI A T DY 7 Ny =7 Th b,

B v FONAGEREERER T D= R =T DOOEDTHY, BEF— &y F %)L
MORERESIL, TVXNEERE B ET DX SN AV X —T =2 —ATH
}:)o

JE—h Ul Web 7T %7055 LAN R L CTF P2V BEEKICT 78 AL, TUXNVEERE
DOENMERILOHEZRLV 2~ OEME, Ry 7 ATkt 28 E, KRR EREN T
AAE—T 2 —ATHD,

HDD TUINEEBIIERESN D N—RTAAI DL, §ilHY 7 Y =7 BLY, (Rit
BPED RIS ND,

1777 T I AL EDEZIEEITIZO DAL T7Z7EU T, BERIR ClIel, /X —F
AT AA =R T 7T ADZL,

A A=V T 7 A FeFRA I TV ZAEIRE LS TT VXNV E BT S - Bg 7 —
&o

TURTIAA—=VT | At — TV NEDOVaT7 OIFPIAERSIL, Va7 N5E T HEREITIRDHA A

7A N —TT77 AN,
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W5 - AR

B

°—/)

T e AHIEEERE TR T 22— —DHERTHY | H2—HF =TV EHD
n—/LISBIEA T BN,

HONUDERSNTWAT 7L a— LIz DAZ L T — L ELTT 74
NRE— L TRO DN T 7 Al R AEZ 2 B LT O — V23528
WHRETH D, T 7 AN ha— LI FOr— L2305

Administrator/Power User/General User/Limited User/Guest User

Administrator =—/L & 3E BIEEREZ T H 3 DMER (& PRAEIR) 2~ -

EEHE

Administrator m—/L3ED Y THON - B EHMEREZ A T 52— —,
PP TEFIN TS U.ADMINISTRATOR,

EwA

A—H—7% TOE OREZHIML T ELBIETDIRO 22— — DR
EXRERDLEDOT —4 (BT LE) HAEDELO,

CEOBEIZIL, IR, TV, Ot — 77 I AEE AR, HIRRHY .,
a2 — P —DEEIC LY Va7 DR, AT, 52T ETO—HOMINTHNS,

TUANEERN TRV DL 2= =T —FTHY, A A=V T 7 ANETY
VIR ENOIELS LD,

AEV—51F

ZIELT=T 7O AN 770 A% TV RN T AT LRy 7 AR TEL TR <%
HEDZ &,

Ry 7 A

T IUANAEERRI BN THARIARRL T VN, 77 I AZAG LT E T CEE R
THMHE, 2=V —RyIAR TFIRARY I A VAT LRy 7 AD 3 FENFAE
T2,

XA TOE Tl 777 ARy 7 AZF L7,

S W

FORNAGOHE T e —F — 5B IAATE T LB, PC D7 U M
L BT CBAE MRESNER Y VA THY, BT LEO TV MR HETH
éo

AT BRI A

T7IAFEN =GN 77 I ARAE)—Z A5 LT B SUENRGINDR VI AT
HY, BT LEOT IV NROEERENAHETHD,

A— Lt — /N —

FOIN O CHABITETT X EE 1 77/ AR FA— R T 5
BAI BT —/S—,

Z—F— Rk —

Z—=H—ID XAV —FEDL—PF—fFHREREEL, X hT—7&2 L Ta—
P RREEATO N

Firewall Internet 2>5NES LAN ~DOBEEZBH 726 DIEE R0 2T L,

A LA —3— IRFZI % [IEfEIC A1 CHY, Internet 241 L T, Network Time Protocol Zf—~7=
KR DN E DORIZEZDZENTEDL T —N—,

NG OB TV B E T oM R B T D8~ L LRz,

fae—| bt —RE A E O E L EOR S,

(777 A] 77 ARERE AR B T HEE AL LRS-,
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W& E - FHEE B

[ 2%y | HCEE T ARIA A TRy I ANEIF T DHEBECFR A IA AT B L EE B A A—
NWTRUARS PC O T4 N — 2 K5 T DEERE A LB T DB L |k
DRZ L THHI AT L CEE ) [ ARy LRI IR Z Y,

[ZfEhLA ] [ZAEPLA | EITZE R A ~DOEE SV EDRZ
ZIERALNE, T7 IR 77V AZAGEINT-T 7 ANV — R ARAT T DR A
THY, VAT LRI ARET 7 VAR 7 AD 2 FEEENRHVET,

MREIETZ 7 ANV OF] | Ry 7 AMRGEENTZE A L ELEET e BT D B/E L EDRY

] >

VE—hUI DTG | Ry AMRGFSNT-E T LELBET DM ELZ K3 2VE—h Ul LoR%
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1.5 TOE description

TOE (., 2" —H%HE « 7'V MERE - 5{5 (Universal Send) #§RE 7 77 AMERE 1 7 7 7 AZ(SHERE - = — W
—IR I ARERE ., 7L RO A THD, TOE W& 35 U.S.  Government  Approved
Protection Profile - U.S. Government Protection Profile for Hardcopy Devices Version 1.0
(IEEE Std 2600.2™-2009) TI3 2 F OISR HER A EL T 5, (“IEEE Standard Protection
Profile for Hardcopy Devices in IEEE Std 2600™-2008 Operational Environment B” “1.1
Scope”/HD 5| )

This standard is for a Protection Profile for Hardcopy Devices in a commercial information processing
environment in which a moderate level of document security, network security, and security assurance are
required. Typically, the day-to-day proprietary and nonproprietary information needed to operate an
enterprise will be handled by this environment. This environment will be known as “Operational
Environment B.”

Figure 11X, TOE CTH5T v 4/ A< Canon imageRUNNER ADVANCE 6500 Series 2600 model >
DA T vark G UERRZ N T 256 OMMERBERE THY, MHILRVERAHL5E512I1T, BRE
BREII R DG E D55,

Figure 1 TOHILE S HE< Canon imageRUNNER ADVANCE 6500 Series >0 38 5B SR & i FHIR 15

M E

—I77OREE R EEFA L)
+——U7IRZIE

BEARER

———————J7 I REE ‘L\ %—1Lﬁj-
( ’*7_3 %% REILAN
S x|
Z D R
N >~

(/a4

B LA

Figurel {Z/R 3 X7 A0 E s B R BE Tl 7 UV SHEIINES LAN (k> TA— = — =
— W —ZFEY—/3—_ PC, Firewall |25 321 CEY ., Firewall (22> T Internet 2>5NES LAN ~DIL
BAEFHNTND, TUXNVEEEIT, B TtAAATRE T+ XEE 1 77/ ALERE ALV EREL
720 1 777 A% G LTZ0 T BT A— VY — R — 8 D, F72. PC W TEFLEEZT VN,
RAE 1 7 77 AR T HZENTE, Web 779! % PC LICA L AN—/LF 528 TF VXNV E LAY

Firewall D PC

Internet
Web 594

1 CC NIz I 57 ANREL TlX, Web 777413 Microsoft Internet Explorer 11 ZFf L 7=,
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F—MRETDHZEL ATRETH D, 72721, PC OV MNATHHAIL, #27V H—RTA/3—% PC
WA A=)V LT T 5080385, USB 77— 7 /L C PC ZE#EHHE 528 T PC MOE T CEL
TV RAFT DL ARECHD, 12721, USB #it TF V4 /L G5 PC O USB 7 /3 ALT —
AR T AL TER NI R B RICERET A,

B2, TOE (354 LY — =B B A Rpa BUAG L CREZ R 21T > 720 S oo 22— —38GE Y —
N—=LHEHE T DL TH B OIRRRERRE AR HE L 720 22L& e L L TD, ZO IO RRERE
BB W T, TUZNVEAEITLL T OMREE R 52803 TED,

- A —i&RE
HLEE Ay T Tt riA I, TV HZ0IZL0, M ELAHE T HHERETH D,
- U MERE

T VAN EERENDOE T LER PC LA ESNOE T LELMLHF TV M DR Th D,
- 177725

AL B —=F NN LT 777 AEL TEA L EEZETHHRETHD, | 77 VA ESNT=T7 7V
. ZERICTVVIENTICV AT AR v 7 RARIEEIND, RESNEZT7 7 A4 0%, HER
XY b, HE, HIBRBTE D,

- Ty AZ{EH4RE
Ty 7 AEREN LT, BFLEEZETHIHRETHD, 77 7 AZEENTET 7 A4 VT,
ZERIZTY) P ENTICV AT ARy 7 AR TFEESND, IRIESNTZ7 7 A4 VIE, BER
XY b, HE, HIBRBTE D,

- TP ARE(ERRE
ML ELE AU L TERSNIEZE A LERS PRI AV AT DRI A RIFESI TS E
A EET 77 AR ETHEETH D,

- 312 (Universal Send) ##E

L EEAF YU L TERESNT-E - LESCL—YP =R TR/ AT DRI A RAFESINTNDTE
F X E% TIFF X° PDF 7 7 ANV TEAA— /LT RLU AR PC ODIF T4 NVH — 1 777 AR LI
EETHEETHD,

- a—P—Ry s AR

ZOMBEIL, 22— PRI ANA A= T 7 ANV EARAET DR RE L 2 —H — R 7 ZADARAER 7 A
Z R HREREIC KRB TE D,

- AP TR I AN A= T A VAR T DR BE

A% FDDHHAAITE T IR, PCIT TRy AR AR E LI T T i o —
R I AARMET DR THB,

- =Y =Ry I ADRIFR v 7 2% F T D% HE
=P Ry J R RAF ST E A SCEITH L CTLL T OBAENTED,
- EBTXETVCNEE) O
- EBFEOSVR
- BTrXEORE
- ESCEOHIR
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1.6 TOE DO&iH

TOE &35 U.S. Government Approved Protection Profile - U.S. Government Protectlon
Profile for Hardcopy Devices Version 1.0 IEEE Std 2600.2™-2009) D %R A% 32 H 4 57-6
LLF D X572 TOE #4ERET 5,

TOE ORI L mERRIELFHIXLL T @y Th s,
1.6.1 TOE DO¥aY%iH

TOE [3IN—KRU =7 LV TRy =T OIS T T VX NVE G TH D, WERROFIFHIXLL T O Figure 2
(R ThH D,

Figure 2 TOE D/N\—F™9x 7Y+ 9x7

FlEY IO T
(TOE:Y Ik x7)
Canon imageRUNNER ADVANCE 6500 Series
T7YRR—F REN—FHT
(TOE:/N\—Fz7) (TOE:/N\—F™9z7)

fil# Y 7 b7 = 71X iR-ADV £ ¥ = U7 ¢ —3F > | - Ml for IEEE 2600 & L Tt 15,
AE/N— R =7 & iR-ADV £¥ =27 ¢ —F kMl for IEEE 2600 % & TT ¥ M EHEAK
LT 5,

TOE T %< Canon imageRUNNER ADVANCE 6500 Series 2600 model > X7 ¥ % VA HEAIRIC
T 7 I AR— REMBEDELDTH L,

TOE ZH§ 3 2R/ N—F 7 =7 Th5H< Canon imageRUNNER ADVANCE 6500 Series >(ZIXLL F D7
AT T3 D,

Table2 -S4 T v 7/—&

HASATYT
iR-ADV 6575/6575i

iR-ADV 6565/65651
iR-ADV 6555/65551

TOE #4357 77 AR —RIX, Super G3 FAX Board-AS1 Th2, (HLAKIMN -5 [E 235 T, Super G3
FAX Board-AS1 %, Ji7244 #R[ Super G3 FAX Board-AS2] £ L THITEIILTND, Ko T, KM -5 [E I
VNTIE, TSuper G3 FAX Board-AS2 | AL 7 VX NVE GEARIRITHA G DR HZET, 777 AR — f*
I Super G3 FAX Board-AS1 L Bl&#H1, TOE #4545,

TOEIZEENDHA X AZLLTDEY Th D,

(Fn=c4#r)

*  imageRUNNER ADVANCE 6500 Series 2600 model e~==7/ CD

e iR-ADV t&Fx=2UF ¢r—3Fvh-Ml for IEEE 2600 7 RI=ARL —HZ— T AR

e iR-ADV t&F=VU7r—Fvh-Ml for [EEE 2600 Z B NI ARNIBFHEALTZIWN

Copyright CANON INC. 2015
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(T4 )
e imageRUNNER ADVANCE 6500 Series 2600 model e-Manual CD (USE Version)
*  imageRUNNER ADVANCE 6500 Series 2600 model e-Manual CD (APE Version)

* iR-ADV Security Kit-M1 for IEEE 2600 Common Criteria Certification Administrator Guide
¢  Before Using the iR-ADV Security Kit-M1 for IEEE 2600 Common Criteria Certification

1.6.2 TOE DOipHAYEEH

TOE OimERRY&iFH %2 LL T @ Figure 3 TR T 5 (2—W— =W —F8FEH — /3 — A= LHP—s3—
PC. ZA LY —3—%5K) . TOE OtF 2T RIS X TRTEHS Thb,

Figure 3 TOE DH#$HEHER

AR —/\— A= —R— PC BA LY —R—

[ mrrnmm ||[[ wassos |

| cane—sgamne ||| cane—smmmee || || Lavr—smamme

| 2—v—mmme

| LANT — SRSkt

A A A y
SRALTEE BYXE BEFXE B %14
TOE

A

A A 4 A 4

| LANT—5{RE#EE |

BIXE
| vavmazoemmme || 1—v—mmme || wooF—smemzme | "
[ Brsavroexmmme || sasarme || EEOT | v
| B || mEoameme | N Li B
1 i i BHEOR
EaIE R y
| HDDEE S L AE |
[(revomee || zEme || =6

mee | I

' I I -

Urkghe maasmee || wome | “
A

B 1e/&R HXE HXE
v v

| = |

TOE (% 1.5 B TR LIASRRICIN X LU F O— ik Béae 2635,
- UI B&gE
=P =PEAE SR 2 T TOE Z#ELTZD, TOE 23 E/ S VICERIRLIZD T 5,
- HbRE
TOE MHCCEL M )32,
P AIA T B R
TOE M HCEE AT D,
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TOE 1%, L F O X 2T 1dtexH 95,

1.7

-j-“—‘ﬁ‘“—nun ﬂﬁ‘é
BEA D NZE->THTIZ TOE BRIHS IR WIIIZ, EY e — Y —%5R3ET 5,

Z2— W —FRGEIL, TOE W CHAET DN RRAEE IR D 2— W —FHRE Y — N —% W CEREET 54+
mBnunEzzf'H_T ]\‘@—é ﬂ‘nﬂnbn ?D nunEjiJc iKeI‘beI‘OS Hic nﬁz%b< iLDAP nunE375fﬁHl/\é

Tay RBTT 7 AR RE

RSNz — Y =D MERR AN DT D2 N A O RE R BT CER W, 2 —PF —Dr—L|Z
U CEFEMSBE D FEATHTF 5,

AT a7 T 72 A i RE

BALTZY a7 IR LT, PV ARV a7 T v BV EOERIEL Y a7 A LTz — P — (TR
60

CACPEVA e i
ZAZLT=2a7 D LAN ~DEREZ i35, 777 ATA L Z A USRI 572012, 777
A AE Va7 OEREEHIR T 5,

HDD 7 — #5218 % EE

Va7 FATRNERS NI A A= T =2 DRSNS ZEZBI<T20IZ, HDD OFEAFA A=V T
— X fE EESLUTREENETD

HDD 5 5{ikaE

HDD ##;t,50 HDD 7 — 2 ~D T 7B AT AT A0 F PXVE S AR RIZ N
SNTRFEAL T 71250 HDD ICE IS NA T R COTF — 252325

LAN 7 —Z{Ri# R
LAN 7 —#®D IP 77y hA~DA= 7 7V 7R EL T, IP 73y e IPSec (2T {b 7%
H .7 AM#ERE
FHEOEX 2T AEEEN BT ChoI ek  AZ— Ty IRRITHEET 5
At B RE

A=W —DEELEEATELIOICn 7 2L L ., HDD WIZIRAFT DHEE THY , BIRfFS iz
G o o N L Q= YN Sl fay

B\ CFEERS LD B IRFE I, TOE 2biflisivd, TOE @ HREE L, EHEREOFI . LU
FA LY —/S=BIEHE R B K2 S L CRZIR 2 28 TlRESND,

ﬁ@%ﬁb

2P — LB B GBI R T A7 O — P HRRE S A S 2 ) T RE S U BN
THDODT INARERERETHY , EHIE LA O R TBRIENRESILTND

TOE O = —#—

TOE ®=—+#— (U.USER) %, ATFTD2FHEDO 22—V —IZHFETZX 5,

2 CC FHiZ 331 57 AMBREE Tl, Kerberos 787EEL T Active Directory Domain Services | L 7=,
3 CC #HMIZRBIT 2T ANREE TIL, LDAP 587E&EL T eDirectory 8.8 SP8 ZF| L7z,
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Table 3 —Users

Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing
functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets
% PEIL, User Data, TSF Data, Functions @ 3 fiAi T 5,
1.8.1 User Data

User Data |%, = —W—|2X > TIER &5 TOE DX = VT  MEICITHEL 5 2 v
— A2 Thy ., UTO2FHEICHETX 5,

Table 4 — User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Data(X,. TOE Dt X =V T A HEEEICEEL 5257 —XTHY ., LLTO 2 FEEIZHHE
TE 5,

Table 5 —TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.
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K TOE T#¢5 TSF  Data Z#LL F® Table 6 (127577,
Table 6 — TSF Data @ E{&1t.
% A7 | TSF Data AR LRIFSE

D.PROT | =—#—%, o — - —FRBIGRAEHRE TRIH 3 % = — % — D& jI | HDD
1%
7—/ 7 7 A EEERE TR 35— — OHEFR 15 HDD
2y 77U NRY Y| vy T MERBOREHFHRTHY, =y 777 | HDD
—RXIE OFREE E e v 77 T N O E T
RAT— KRR v— | 22— =B TR T 25 AU — KO EN | HDD
IE WTHY ., /AT — FE, HEHEESCE, A
oI BE T Al O ETE H
F— bt UTEE BUERILDE Yy a2 A LT T NOREFRE | HDD
1%
B f-/REL % E A fF & ReZl D% E 1 RTC
HDD 5221 L% E | HDD 7 — ¥ 5E R H EHERERR EG M CTH »  BEsED A | HDD
I BT 2 R EIE
IPSec &% & LAN 7 — # {REKREICBET 2R EFMTH Y | e | HDD
DA /I BT 5 3R E TR
D.CONF | /S22 U — R o — Y — i HERRERE TRIA 9 % = — ¥ — O F%GE | HDD
1%
= Ml o JiERR AR SN e S HDD
R 7 AREREE WAT a7 T e ARl R AT 5, =——74 | HDD

T A VAT AR YT ASNDT 7 AHETH A
O v 7 AGEORREE =

1.8.3 Functions

Table 7 |2/~ THERETH 5,
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2 Conformance claims

21 CC Conformance claim

Z®D ST 1. LA F® Common Criteria (LA F. CC W) 1259 5,

- Common Criteria version: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL2 augmented by ALC FLR.2

2.2 PP claim, Package claim

ZOSTIZ LLFD PP ICHEA T 5,

- Title: U.S. Government Approved Protection Profile - U.S. Government Protection Profile for
Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009)

- Version:1.0

Z® ST iZ. LL F® SFR Packages 4. BINTHS,
- 2600.2-PRT jii &
- 2600.2-SCN i &
- 2600.2-CPY i A

U>

- 2600.2-FAX #E4
- 2600.2-DSR # 4

D>

IJ>

- 2600.2-NVS 1BJ)

i

- 2600.2-SMI B0

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical
document output.

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as scanners, paper-based fax machines,
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and MFPs) that perform a scanning function in which physical document input is converted to electronic
document output.

Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC FLR.2

Usage: This SFR Package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile
(fax) transmission, and a printing function in which a telephone-based document facsimile (fax) reception
is converted to physical document output.

Title: 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR)

Functions, Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR Package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.2-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL2 augmented by ALC FLR.2

Usage: This SFR Package shall be used for products that provide storage of User Data or TSF Data in a
nonvolatile storage device (NVS) that is part of the evaluated TOE but is designed to be removed from the TOE
by authorized personnel. This package applies for TOEs that provide the ability to protect data stored on
Removable Nonvolatile Storage devices from unauthorized disclosure and modification. If such protection is
supplied only by the TOE environment, then this package cannot be claimed.

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions,

Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL2 augmented by ALC FLR.2

Usage: This SFR Package shall be used for HCD products that transmit or receive User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple users,
such as wired network media and most radio frequency wireless media. This package applies for TOEs that
provide a trusted channel function allowing for secure and authenticated communication with other IT systems.
If such protection is supplied only by the TOE environment, then this package cannot be claimed.
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2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products. The
functions that are allowed, but not required in any particular conforming Security Target or Protection Profile,
are listed in Table 7.

Table 7 — SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document

facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.NVS Nonvolatile storage: a function that stores User Data or TSF Data on a nonvolatile storage device
that is part of the evaluated TOE but is designed to be removed from the TOE by authorized
personnel

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultanecously accessed
by multiple users, such as wired network media and most radio-frequency wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being
performed. The attributes that are allowed, but not required in any particular conforming Security Target or
Protection Profile, are listed in Table 8.

Table 8 —SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+NVS Indicates data that are stored on a nonvolatile storage device.

+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4 PP Conformance rationale

2.5 TOE (L. TUVINEEROEEREEETHAaY —, TV b, AF YT, 777 ADBEREIC
Nz, SCERFHERE . HDD BFB{LMERE. LAN & — 2 DOREB(LEERE A 2E T 22805, 2.2
D PP claim, Package claim

\ZBITH PP IZERE I N TUVAH T T SFR Package ([ZiHE &9 52 L 13U THD,

72%5, K ST i#A £ 795 PP (L, IEEE Standard Protection Profile for Hardcopy Devices in IEEE Std
2600-2008, Operational Environment B {Zi# &L, 7>> CCEVS Policy Letter #20 [ZEFRSNOANELE A
LD THAS,

LTI, 7 {89 T SFR Packages # @l 5 L7 PP & 2 ST Z b L T <,
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%9, Security Problem Definition (ZB§ L TiZ, PP & ST OFt#lI—EHL T\ 5,

I BT, HEEELRIZBEI LT, PP & ST % thikd 254, Table 9 DEHIZ 7 D SFR Packages &

NRTOMBEELEIZHIN LT, 51T ST TIFHREE DB NS TS,
Table 9 —PP. ST TOMSRRE X

PP_Package PP OHEREE ST DHAEE
Common FAU GEN.1 FAU GEN.1

Common FAU GEN.2 FAU GEN.2

Common FAU SAR.1 FAU SAR.1

Common FAU SAR.2 FAU SAR.2

Common FAU STG.1 FAU STG.1

Common FAU STG.4 FAU STG.4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACEF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP_RIP.1 FDP RIP.1

Common FIA ATD.1 FIA ATD.1

Common FIA UAU.1 FIA UAU.1

Common FIA UID.1 FIA UID.1

Common FIA USB.1 FIA USB.1

Common FMT MSA.1(a) FMT_ MSA.1(delete-job)
Common FMT _MSA.3(a) FMT_ MSA.3(delete-job)
Common FMT _MSA.1(b) FMT_ MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_ MSA.3(exec-job)
Common FMT MTD.1(FMT MTD.1.1(a)) | FMT MTD.I(device-mgt)
Common FMT MTD.1(FMT MTD.1.1(b)) | FMT MTD.1(user-mgt)
Common FMT SMF.1 FMT SMF.1

Common FMT SMR.1 FMT SMR.1

Common FPT STM.1 FPT STM.1

Common FPT TST.1 FPT TST.1

Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(in-job)
PRT FDP ACF.1 FDP_ACF.1(in-job)

SCN FDP ACC.1 FDP_ACC.1(in-job)
SCN FDP ACF.1 FDP_ACF.1(in-job)

CPY FDP ACC.1 FDP_ACC.1(in-job)
CPY FDP ACF.1 FDP_ACF.1(in-job)
FAX FDP ACC.1 FDP_ACC.1(in-job)
FAX FDP_ACEF.1 FDP_ACEF.1(in-job)
DSR FDP_ACC.1 FDP_ACC.1(in-job)
DSR FDP_ACEF.1 FDP_ACEF.1(in-job)
NVS FPT CIP_EXP.1 FPT CIP_EXP.1

SMI FAU_GEN.1 FAU GEN.1

SMI FPT FDI EXP.1 FPT FDI EXP.1

SMI FTP_ITC.1 FTP_ITC.1

Common - FIA_AFL.1

Common - FIA_SOS.1

Common - FIA UAU.7

NVS - FCS_COP.1(h)

NVS - FCS_CKM.1(h)

SMI - FCS_CKM.1(n)

SMI - FCS_COP.1(n)

SMI - FCS_CKM.2
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PP Ti{X, FDP_ACF.1(a)icBW T, +FAXIN ® D.DOC @ Delete, +FAXIN @ D.FUNC ® Delete (T
X9 % Subject ZZ UNORMAL & LTV 525, ST Tl FDP_ACF.1(delete-job)IZ 35V T, Subject %
U.ADMINISTRATOR & L, UNORMAL ® Access Control rule % [Denied] & L Cu\%, F£7-. PP
T, FDP_ACC.1 {28 T, +FAXIN ® D.DOC @ Read (Zxf7" % Subject # UNORMAL & LT\
%M, ST TiX FDP_ACC.1(in-job)IZ 3\ T, Read |Z%}3 5 Subject 2 U.ADMINISTRATOR & L.
UNORMAL @ Access Control rule 2 [Denied] & L T\ 5%,

3R U7z ST ORSEEE:DEI Y £11F 1% Delete <° Read RIHEZ2 Subject D#iFH % B2, UNORMAL O
7 7 & A A[HETR Object 272 < TEI 0 117 TH Y | PP OREREE M X v LHIRAYZR T 7 & A HliE 21T
) Tb A é k %%_ éo

PP TiE. FDP_ACFE.1(a)l23 T, +FAXIN ® D.FUNC ® Modify =%/ % Subject 2 UNORMAL
L LTWH A, ST Tl FDP_ACF.1(delete-job)iZF\ YT, Subject Z U.User & L., Access Control rule
% [Denied] & LTW5,

ST OREREZAFEDOEI Y AH T IF BEBEDTIH 2 £ D Subject ICHFFS RV E D IZTDFVFTITTH Y,
PP OEREZEANF L U bIIRAVRT 7 Al 21T > T\ D L F R D,

AIEOFA LY, ST TR ENTW5 SFRIZ, PP TliR &4 CWA SFR LV TEEZHF-I1TLD
HIRA ] THDH ENWZ D,

W~T, LML T 5,
- STOSFRZ#7-9 X TCHOTOEIL. PPOSFRL 7~ L TV 5

F7-. ST OREEEAEIT PP OREEEELFIL Th b,

PLEIZED, 20 ST 1X PP (2 LT, TOE (Z[RAI%LL EOHIRAZFRL . TOE OiE M EREEICFEZELL D
il BRZFRL T D,

PEs>T, 2D ST X PP Zimar & L TW\5,
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3 Security Problem Definition

31 Notational conventions

a)
b)

c)

d)

2

Defined terms in full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v") place at the intersection of
a row and column indicates that the threat identified in that row is wholly or partially mitigated by
the objective in that column.

In tables that describe completeness of security requirements, a bold typeface letter “P” placed at
the intersection of a row and column indicates that the requirement identified in that row performs
a principal fulfillment of the objective indicated in that column. A letter “S” in such an intersection
indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement name
and purpose indicates that the requirement performs a principal fulfillment of the objective in the
same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.

In specifications of Security Functional Requirements (SFRs):

1) Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

2)  Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

3) Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria
Part 2 or an Extended Component Definition, but which also must be completed by the ST
Author in a conforming Security Target.

The following prefixes in Table 10 are used to indicate different entity types:

Table 10— Notational prefix conventions

Prefix Type of entity
U. User
D. Data
F. Function
T. Threat
P. Policy
A. Assumption
0. Objective
OE. Environmental objective
+ Security attribute

3.2 Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a)
b)

c)

Persons who are not permitted to use the TOE who may attempt to use the TOE.

Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 11— Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons.

T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons.

T.FUNC.ALT | D.FUNC User Function Data may be altered by unauthorized persons.
Table 12— Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons

T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons

T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used to
provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13— Organizational Security Policies for the TOE

Name Definition
P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner.
P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF.
P.AUDIT.LOGGING To preserve operational accountability and security, records that

provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel.

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment.

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14— Assumptions

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.
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Assumption Definition
A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s

guidance and documentation, and correctly configure and operate the TOE
in accordance with those policies and procedures.
A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4 Security Objectives

4.1 Security Objectives for the TOE

AEITIL, TOE 23k LR blene X2 U7 ¢ xR et 25l 4 5,
Table 15— Security Objectives for the TOE

Objective Definition

O0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized
alteration.

O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized
alteration.

O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized
alteration.

O.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users,

and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE

O.INTERFACE.MANAGED The TOE shall manage the operation of external interfaces in
accordance with security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain a log of TOE use and

security-relevant events and prevent its unauthorized disclosure
or alteration.

4.2 Security Objectives for the IT environment

COETIE., ITEEOYX 2V F ¢ 5B HFSHCE L TR+ 2,

Table 16— Security Objectives for the IT environment

Objective Definition

OE.AUDIT STORAGE.PROTECTED | If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.
OE.AUDIT_ACCESS.AUTHORIZED | If audit records generated by the TOE are exported
from the TOE to another trusted IT product, the TOE Owner
shall ensure that those records can be accessed in order to detect
potential security violations, and only by authorized persons.
OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3 Security Objectives for the non-IT environment

ZOETE, FITREOEX 2 U7 4 WAFHIE L TRtk ¥ %,
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Table 17— Security Objectives for the non-IT environment

Objective Definition

OE.PHYSICAL.MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the
training and competence to follow those policies and procedures.
OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization; have
the training, competence, and time to follow the manufacturer’s
guidance and documentation; and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

4.4 Security Objectives rationale

KEITHE, Hx OF. Mot U7 ¢ H#t, BRSNS, TOE o2l Lttt 1 2OEF2 U T
A X FE TSNS &, FRFNLDEX2 U T 4 PR TEIDVE RIS L, EX=2UT 4K
$a i L, Bitedtt e X5 2 L2 HEET D,

Table 18— Completeness of Security Objectives

Ob

o
[}
-
-
<
(43
v

OE.AUDIT ACCESS.AUTHORIZED

OE.AUDIT STORAGE.PROTECTED
OE.AUDIT.REVIEWED

O.DOC.NO ALT
O.FUNC.NO ALT
O.PROT.NO ALT
0O.CONF.NO DIS
O.CONF.NO ALT
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.INTERFACE.MANAGED
OE.ADMIN.TRAINED
OE.ADMIN.TRUSTED
OE.USER.TRAINED

Threats. Policies, and Assumptions

| 0.DOC.NO DIS

T.DOC.DIS

\

T.DOC.ALT

\

T.FUNC.ALT

T.PROT.ALT v

T.CONF.DIS v

T.CONF.ALT v

SIS NN| O.USER.AUTHORIZED
SISISISN N[N X] OE.USER.AUTHORIZED

P.USER.AUTHORIZATION

P.SOFTWARE.VERIFICATION v

P.AUDIT.LOGGING 4AR2R2AR4

PINTERFACE.MANAGEMENT v v

A.ACCESS.MANAGED v
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A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

Table 19— Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons.

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.DOC.ALT

User Document Data may be

altered by unauthorized persons.

0.DOC.NO_ALT protects D.DOC from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.FUNC.ALT

User Function Data may be

altered by unauthorized persons.

O.FUNC_NO_ALT protects D.FUNC from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.PROT.ALT

TSF Protected Data may
be altered by
unauthorized persons.

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONEF.DIS

TSF Confidential Data
may be disclosed to
unauthorized persons.

0O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.ALT

TSF Confidential Data
may be altered by
unauthorized persons.

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.

O.USER. AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.
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P.USER.AUTHORIZ
ATION

Users will be authorized to use
the TOE.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable code in the TSF.

P.AUDIT.LOGGING | An audit trail of TOE use O.AUDIT.LOGGED creates and maintains a log
and security-relevant of TOE use and security-relevant events, and
events will be created, prevents unauthorized disclosure or alteration.
maintained, protected, OE.AUDIT STORAGE.PROTECTED protects
and reviewed. exported audit records from unauthorized access,

deletion and modifications.

OE.AUDIT ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed.

PINTERFACE.MAN | Operation of external O.INTERFACE.MANAGED manages the

AGEMENT interfaces will be operation of external interfaces in accordance
controlled by the TOE with security policies.
and its IT environment. OE.INTERFACE.MANAGED establishes a

protected environment for TOE external
interfaces.

A.ACCESS.MANAG | The TOE environment OE.PHYSICAL.MANAGED establishes a

ED provides protection from protected physical environment for the TOE.

unmanaged access to the
physical components and
data interfaces of the
TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of
and trained to follow
security policies and
procedures.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes
use their privileged responsibility of the TOE Owner to have a
access rights for trusted relationship with Administrators.
malicious purposes.

A.USER.TRAINING Administrators are aware OE.USER.TRAINED establishes responsibility

of and trained to follow
security policies and
procedures.

of the TOE Owner to provide appropriate User
training.

26
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5 Extended components definition (APE_ECD)

Protection Profile defines components that are extensions to Common Criteria 3.1 Revision 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_CIP_EXP Confidentiality and integrity of stored data

Family behaviour:

This family defines requirements for the TSF to protect the confidentiality and integrity of both TSF and User
Data.

Confidentiality and integrity of stored data is an important security functionality in the case where the storage
container is not, or not always, in a protected environment. Confidentiality and integrity of stored data is often
provided by functionality that the TSF uses for both TSF and User Data in the same way.

Examples are full disk encryption functions, where the TSF stores its own data as well as User Data on the same
disk. Especially when a disk is intended to be removable and therefore may be transported into an unprotected
environment, this becomes a very important functionality to achieve the Security Objectives of protection against
unauthorized access to information.

Component leveling:

FPT _CIP_EXP.1 Confidentiality and integrity of stored data 1

FPT_CIP_EXP.1 Confidentiality and integrity of stored data provides for the protection of user and TSF
Data stored on a storage container that cannot be assumed to be protected by the TOE environment.

Management: FPT _CIP_EXP.1

The following actions could be considered for the management functions in FMT:
a) Management of the conditions under which the protection function is activated or used
b) Management of potential restrictions on the allowance to use this function

Audit: FPT_CIP_EXP.1

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

a) Basic: failure condition that prohibits the function to work properly and detected attempts to bypass
this functionality (e.g., detected modifications)

FPT_CIP_EXP.1 Confidentiality and integrity of stored data
Hierarchical to: No other components
Dependencies: No dependencies

FPT_CIP_EXP.1.1  The TSF shall provide a function that ensures the confidentiality and integrity of user
and TSF Data when either is written to [assignment: media used to store the data).

FPT_CIP_EXP.1.2  The TSF shall provide a function that detects and performs [assignment: /ist of
actions] when it detects alteration of user and TSF Data when either is written to
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[assignment: media used to store the datal.
Rationale:

The Common Ceriteria defines the protection of User Data in its FDP class and the protection of TSF Data
in its FPT class. Although both classes contain components that define confidentiality protection and
integrity protection, those components are defined differently for User Data and TSF Data and, therefore,
are difficult to use in cases where a TOE provides functionality for the confidentiality and integrity for both
types of data in an identical way.

This Protection Profile defines an extended component that combines the confidentiality and integrity
protection for both types of data in a single component. The authors of this Protection Profile view this as
an approach that simplifies the statement of Security Functional Requirements significantly and therefore
enhances the readability and applicability of this Protection Profile. Therefore, the authors decided to
define an extended component to address this functionality.

This extended component protects both User Data and TSF Data, and it could therefore be placed in either
the FDP or FPT class. Since it is intended to protect data that are exported to storage media, and in
particular, storage media that might be removable from the TOE, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and
this lead the authors to define a new family with just one member.

5.2 FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and
process this information before it is transmitted on another external interface. However, some products may
provide the capability for attackers to misuse external interfaces to violate the security of the TOE or
devices that are connected to the TOE’s external interfaces. Therefore, direct forwarding of unprocessed
data between different external interfaces is forbidden unless explicitly allowed by an authorized
administrative role. The family FPT FDI EXP has been defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the functionality to
require TSF controlled processing of data received over defined external interfaces before these data are
sent out on another external interface. Direct forwarding of data from one external interface to another one
requires explicit allowance by an authorized administrative role.

Management: FPT _FDI_EXP.1
The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role

¢) Revocation of such an allowance

Audit: FPT_FDI_EXP.1
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often, a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i.e., without processing the data first) between different external
interfaces is therefore a function that—if allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since this is a function that
is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of User Data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both User Data and TSF Data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both User Data and TSF Data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
lead the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on [assignment: list of.
external interfaces] from being forwarded without further processing by the TSF to
[assignment: /ist of external interfaces].
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6 Security requirements

6.1  Security functional requirements

ZDOFETIL, TOE DEFx = VT HAEZ/E (Security functional requirements) (2B L TRtk 3 %,
W, 2 R—F 2 NBRBIERCHET L AV OB AD () EET, 0 IELOBRELZRTH# T
ZRLTWD,

0
2
[l

(S
1

6.1.1 =—H%— HRE

FIA_AFL.1 Authentication failure handling

E={

Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number/, an
administrator configurable positive integer withinlassignment: range of acceptable
values/l unsuccessful authentication attempts occur related to [assignment: /ist of
authentication events].

[selection: [assignment: positive integer number], an administrator configurable
positive integer within/assignment: range of acceptable values/|
* an administrator configurable positive integer within 1 to 10

[assignment: list of authentication events

o HERIAL LTV E— UL ZoTom 7o L leT

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
e met

[assignment: list of actions]
s vuvJTUL
FIA_ATD.1 User attribute definition
Hierarchical to: No other components
Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: /ist of security attributes].

[assignment: Iist of security attributes].
s a—¥—4, m—
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2
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Timing of authentication
Hierarchical to: No other components
Dependencies: FIA_UID.1 Timing of identification
The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be
performed before the user is authenticated.
lassignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]
o FUhTaT TrIARYaT 1 Ty I AT a T OFEAN

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the
authentication is in progress.

[assignment: Iist of feedback]
*

Timing of identification
Hierarchical to: No other components
Dependencies: No dependencies

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be performed
before the user is identified.

lassignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]
o INhvad Ty IAVaT 1 TrIATYaT DA

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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FIA_USB.1.2

FIA_USB.1.3
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User-subject binding
Hierarchical to: No other components
Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: /ist of user security attributes].

lassignment: list of user security attributes).
o a—HW—% wm—

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes).

[assignment: rules for the initial association of attributes].
e 2L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes].

[assignment: rules for the changing of attributes]
o 2L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time

interval of userinactivityl.

[assignment: time interval of userinactivityl.

o BRSOV AR LARVIRERDS B ERFTHI R

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time

Interval of userinactivityl.

[assignment: time interval of userinactivityl.
o UE— b UL Z#E L7V IREEDY . 15 4 [kt
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6.1.2 Ta7 RIT7 /e AHlEE
FMT_MSA.1(exec-job) Management of security attributes
Hierarchical to: No other components

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: Iist of security attributes] to
lassignment: the authorised identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]
s 2L

[selection: change_default, query, modify, delete, [assignment: other operations/)
* query, modify, delete, create

[assignment: list of security attributes|
o T—/L

[assignment: the authorised identified roles].
¢ U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(execjob) The TSF shall enforce the TOE Function Access Control Policy,
lassignment: access control SFP, information flow control SFP to provide
[selection, choose one of:  restrictive, permissive, [assignment: other property]l
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
s 2L

[selection, choose one of: restrictive, permissive, [assignment: other property/)
* Restrictive

[refinement]
*  TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(execjob) The TSF shall allow the [assignment: the authorized identified roles|
to specify alternative initial values to override the default values when an object
or information is created.

[assignment: the authorized identified roles]
*  Nobody

Copyright CANON INC. 2015
33



Canon

FEITH: 2016/06/27

FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP on users
as subjects, TOE functions as objects, and the right to use the functions as
operations.

FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: list of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP,.

[assignment: list of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFH
e objects controlled under the TOE Function Access Control SFP in Table 20,
and for each, the indicated security attributes in Table 20

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by UADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions
[assignment: list of functions], [assignment: other conditionsl].

[selection: the user is explicitly authorized by UADMINISTATOR to use a
function, a user that is authorized to use the TOF is automatically authorized to
use the functions [assignment: list of functions, [assignment: other conditionsl]

* [assignment: other conditions)

[assignment: other conditions]
e rules specified in the TOE Function Access Control SFP in Table 20 governing access
among controlled users as subjects and controlled objects using controlled operations
on controlled objects.

FDP_ACF.1.3(exec-job)  The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U ADMINISTRATOR,
lassignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects]
s 2L

FDP_ACF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].
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[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objectsl

7L

Table 20— TOE Function Access Control SFP

Object Attribute Operation(s) Subject Attribute Access control rule
- o - .
gffﬁf; %F) Object @ J& M IZ%FL T Subject
7V b +PRT Ui g7 g | VUSER | m—L Dr—/L7H% Operation Z 7 RIS 4L
- fem—/LThs
17
Object D ] - .
DBMEITK
Fope +CPY Pointer % F1] Object Ej PEL >ij L/“CE Subject
e +DSR Licvar & UUSER | m—/k Dr—/ LA Operation Z 7 A &40
P Tea—/LThd
17
. p - .
+SCN l?g;f; ZFIH Object D JE T L T Subject
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17
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6.1.3 BATaT TR

6.1.3.1

¥ a 7 HIBRIEE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify;, delete, [assignment: other
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operations]/] the security attributes [assignment: list of security attributes| to
[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]
¢ In The JOB Access Control SFP in Table 23

[selection: change default, query, modify, delete, [assignment: other operationsl]
e Table21 ® [#E] DIH

[assignment: Iist of security attributes]
e Table21 @ [security attributes] DTH

[assignment: the authorised identified roles]
e Table21 ® e—))] DIE

Table 21— Management of security attributes

security attributes e 7—
Z—H—4 delete, create, query U.ADMINISTRATOR
Ry 7 ARFEE 5 modify, create U.ADMINISTRATOR
HE DRy 7 ARFEEER 5 modify UNORMAL
FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
lassignment: access control SFP information flow control SFP to provide
[selection, choose one of: restrictive, permissive, [assignment: other propertyll
default values for security attributes that are used to enforce the SFP.

[assignment: access control SEP, information flow control SFP
¢ Common Access Control SFP in Table 22
¢ In The JOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other propertyll
*  restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles)
to specify alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles)
*  Nobody
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FDP_ACC.1(delete-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on
the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects).

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
e U.ADMINISTRATOR (%, 7XT®» D.DOC - D.FUNC D HI|FRrH " HE
e  U.ADMINISTRATOR i%. +CPY, +SCN, +DSR, +FAXOUT ® D.FUNC ®
Modify 23 A HE

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects).

[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objectsl
o 2L

Table 22—Common Access Control SFP

Object Attribute Operation(s) Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete UNORMAL | Denied, except for his/her own
+FAXOUT, documents
+DSR

D.DOC +FAXIN Delete UNORMAL | Denied
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Object Attribute Operation(s) Subject Access control rule
D.FUNC | +PRT,+SCN,+CPY, Modify; UNORMAL | Denied, except for his/her own
+FAXOUT, Delete function data
+DSR
D.FUNC | +FAXIN Modify U.USER Denied
D.FUNC | +FAXIN Delete UNORMAL | Denied
6.1.3.2 ¥ = 7HT R EEE

FDP_ACC.1(in-job) Subset access control

Hierarchical to: No other components

Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(in"job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
on the list of subjects, objects, and operations among subjects and objects covered
by the In The JOB Access Control SFP in Table 23..

FDP_ACF.1(in-job) Security attribute based access control
Hierarchical to:

No other components

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

Dependencies:

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
to objects based on the following: the list of subjects and objects controlled under
the In The JOB Access Control SFP in Table 23, and for each, the indicated
security attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
In The JOB Access Control SFP in Table 23 governing access among Users and
controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects).

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
e U.ADMINISTRATOR /%, +FAXIN/4DSR @ D.DOC ® read 73 A GE

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the
lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects).

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
o 2L
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Table 23— In The JOB Access Control SFP

Object Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for his/her own documents
D.DOC | +SCN Read U.USER Denied, except for his/her own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +FAXIN Read UNORMAL | Denied

D.DOC | +FAXOUT Read U.USER Denied, except for his/her own documents
D.DOC | +DSR Read UNORMAL | Denied, except for his’her own documents

6.1.4 ZEVa EniEpise

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles
FPT_FDI _EXP1.1 The TSF shall provide the capability to restrict data received on any

external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD 7 —#5EaiHE e

FDP_RIP.1 Subset residual information protection
Hierarchical to: No other components
Dependencies:: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of a resource is made unavailable
upon the [selection: allocation of the resource to, deallocation of the resource from] the

following objects: D.DOC, [assignment: [ist of objects].

[selection: allocation of the resource to, deallocation of the resource from]
e deallocation of the resource from

[assignment: /ist of objects].
s 2L
6.1.6 HDD K51 ki
6.1.6.1 W5 {b/i8 5hRE
FCS_COP.1(h) Cryptographic operation
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
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FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: list of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm)] and cryptographic key sizes [assignment: cryptographic key sizes| that
meet the following: [assignment: /ist of standards).

[assignment: list of cryptographic operations)
* HDD ~EZIAENDT —Z OB SALERE
* HDD 2baiAH LD 7 — % OE S H#HE

lassignment: cryptographic algorithml
¢ AES

[assignment: cryptographic key sizes]
* 256 bit

[assignment: /ist of standards]
* FIPS PUB 197

FPT_CIP_EXP.1 Confidentiality and integrity of stored data
Hierarchical to: No other components
Dependencies: No dependencies
FPT CIP_EXP1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: a Bemovable
Nonvolatile Storage devicel.

[assignment: a Removable Nonvolatile Storage devicel
e HDD

FPT _CIP_EXP.1.2 The TSF shall provide a function that detects and performs
lassignment: list of actions| when it detects alteration of user and TSF data when
either is written to [assignment: a Removable Nonvolatile Storage devicel.

[assignment: /ist of actions]
* o action

[assignment: a Removable Nonvolatile Storage devicel
e HDD

APPLICATION NOTE 1. Today many manufacturers are looking at hardware solutions such as fully encrypting
disks to meet disk encryption requirements. Some of these drives will not allow data to be written to the drive unless the
correct credentials (either the key itself or credentials required to unlock the key stored in a secure area of the drive) are
presented. Assuming that this functionality cannot be bypassed, detection of modifications is not a useful function
within the TOE and therefore it should be possible to instantiate "no action" in the assignment for the "list of actions" in
FPT _CIP_EXP.1.2, arguing that unauthorized modification is prevented by the design of the system.

Quote from [PP Guide]

6.1.7 LAN T —X{R# e

6.1.7.1 1P /X4 MHEEALAEERE
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FCS_COP.1(n) Cryptographic operation

FCS_COP.1.1(n)

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security

attributes, or

FDP_ITC.2 Import of user data with security attributes, or

FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

meet the following: [assignment: /ist of standardsl.

[assignment: list of cryptographic operations)
o LAN ~%(ET 5 IP 57 v b ORFB{LifE
o LANDOZAET 2 IP X7 v b O SHIE

lassignment: cryptographic algorithml
o Table24 @ [cryptographic algorithm] DIE

[assignment: cryptographic key sizes]
* Table24 @ [cryptographic key sizes| DIH

[assignment: list of standards)
* Table24 @ llist of standards| DIR

Table 24 — TPSec cryptographic algorithm,key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards

3DES-CBC 168 bit FIPS PUB 46-3

AES-CBC 128 bit, 192bit, 256 bit FIPS PUB 197

AES-GCM 128 bit, 192bit, 256 bit SP800-38D
FTP_ITC.1 Inter-TSF trusted channel

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

Hierarchical to: No other components

Dependencies: No dependencies

The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the

communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate

communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication

of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.
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6.1.8 HCOTAMERE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components
Dependencies: No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions lassignment: conditions under which self test should occurll to
demonstrate the correct operation of [selection: [assignment: parts of TSF, the
TSH.

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occurl]

*  during initial start-up

[selection: [assignment: parts of TSH, the TSF]
* LAN 7 —Z{RERE CRIH T 21557 L =) X L(AES. 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSH, TSF Datal.

[selection: [assignment: parts of TSH, T'SF Datal
* [assignment: parts of TSF]
[assignment: parts of TSH

. W

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.

6.1.9 BEEHoHRE

FAU_GEN.1

FAU_GEN.1.1

Audit data generation

Hierarchical to: No other components

Dependencies: FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

c) All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25 ; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified)
* ot specified

[assignment: other specifically defined auditable events]
« 7oL
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FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 25: (1)
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information].

[assignment: other audit relevant information|
. f; [_/

Table 25— Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP ACF.1 Not specified Type of job
Both successful and unsuccessful use of the FIA UAU.1 Basic None required
authentication mechanism
Both successful and unsuccessful use of the FIA UID.1 Basic Attempted user
identification mechanism identity, if available
Use of the management functions FMT _SMF.1 Minimum None required
Modifications to the group of users that are FMT_SMR.1 Minimum None required
part of a role
Changes to the time FPT STM.1 Minimum None required
Termination of an interactive session by the | FTA_SSL.3 Minimum None required
session locking mechanism*
Failure of the trusted channel functions FTP ITC.1 Minimum None required

FAU_GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components
Dependencies: No dependencies

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

4 PP Guide @ [14.1 IEEE Std 2600.1 Errata] % £
IEEE Std 2600.1(Z1%“Locking of an interactive session by the session locking mechanism” & & % 73, #55t &
Th 2 EN
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FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised usersl with the capability to read
lassignment: /ist of audit information] from the audit records.

[assignment: authorised users]
¢ U.ADMINISTRATOR

[assignment: list of audit information]
* Table25 |\ IR 7 DY A b

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detectl unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of- prevent, detect]
* prevent

FAU_STG.4 Prevention of audit data loss

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of “ignore audited events”, ‘prevent
audited events, except those taken by the authorised user with special rights’,
‘overwrite the oldest stored audit records’| and [assignment: other actions to

be taken in case of audit storage failurel if the audit trail is full.
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2 (s

[selection, choose one of: “Ignore audited events”, “prevent audited events,
» éi

except those taken by the authorised user with special rights”, ‘overwrite the

oldest stored audit records’]
e “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
e 2L

6.1.10 EHBKRE

6.1.10.1 = —¥ —EELkRE

FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_SO0S.1.1 The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric].

[assignment: a defined quality metric]
o AXFLERLFLUTONRRAY—RNE
o 3 U T A UFHEE DN
s WRIT(A~Z)Z 1 XFTLUEEDD
o FNLF(a~z)E 1 XFLUEED D
o HKTO0~9N% 1 XFTLULEDD
o TAT 7Ny RSO FEC-@[] A HS%& = { ) ><)E 1 LT EE
5
o [EHWREXT
o HIFESCFLSA DA TOILF

FMT_MTD.1(user-mgt) Management of TSF Data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other operations/] the [assignment: /ist of TSF
Data associated with a U NORMAL or TSF Data associated with documents or
jobs owned by a UNORMAL] to [selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, the U NORMAL to whom such TSF Data are associated]].

[selection: change default, query, modify, delete, clear, [assignment: other
operations/)
e Table26 ® [#afE] DIA

lassignment: Iist of TSF Data associated with a UNORMAL or TSF Data
associated with documents or jobs owned by a U NORMAL)
e Table26 ® [TSF data] DIH

[selection, choose one of: Nobody, [selection: UADMINISTRATOR, the
U.NORMAL to whom such TSF Data are associated]]
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e Table26 ® T —/)L|] DIE

Table 26— —¥ — & EH

TSF data °—/) e

a—H—4 U.ADMINISTRATOR | delete, create, query

0—/) U.ADMINISTRATOR | modify, delete, create, query
IRAT— R U.ADMINISTRATOR | modify, delete, create
HEDNZAT— R UNORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified rolesl]
*  Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which
no user shall be associated.

6.1.10.2 f g Pk aE
FCS_CKM.1(h) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(h) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes] that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithml
e Hash DRBG % #|H L7 SP800-90A (233 < GLEAM T L= U K A

[assignment: cryptographic key sizes]
e 256 v I

[assignment: /ist of standards]
s FREZRL
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FCS_CKM.1(n) Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(n) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes) that meet the following: [assignment: ist of standards].

[assignment: cryptographic key generation algorithml
* FIPSPUB 186-2 (2 A D < W54 T /LT Y X A

[assignment: cryptographic key sizes]
i 128bit, 168bit, 192bit, 256 bit

[assignment: /ist of standards)
* FIPS PUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standardsl.

lassignment: cryptographic key distribution method|
e DH (Diffie Hellman) 33X OYECDH (Elliptic Curve Diffie Hellman)

[assignment: list of standards)
e  SP800-56A

6.1.10.3 7/ A R EHHKRE

FMT_MTD.1(device-mgt) Management of TSF Data
Hierarchical to: No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other operations/| the [assignment: list of TSF
datal to [selection, choose one of: Nobody, [selection: UADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMAL]]]

[selection: change default, query, modify; delete, clear, [assignment: other
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operations/)
e Table27 ® [#:4E] OHE

[assignment: Iist of TSF datal
s Table27 @ [TSF Data] (DA

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment:
the authorized identified roles except U . NORMALII]
e Table27 ® [m—/L] DIA

Table 27— /3 A A& HEHERE

TSF Data o —)L BB

A /2R E U.ADMINISTRATOR | modify
HDDEREERE U.ADMINISTRATOR | query, modify
[PSec % & U.ADMINISTRATOR | query, modify
A —rIVTRE U.ADMINISTRATOR | query, modify
2y 7 NRY L — 3 TE U.ADMINISTRATOR | query, modify
INAT —RRY—i&E U.ADMINISTRATOR | query, modify
o= U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components
Dependencies: No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment: Jist
of management functions to be provided by the TSF).

[assignment: [ist of management functions to be provided by the TSF]
*  LLFO Table 28 (2”3 & BFEAE

Table 28— The management of security requirements

BERE Bk

A A/ RFZ R E modify
HDDSERTHERE query,modify
IPSec 7% & query,modify
A —h VT EE query,modify
2y T NRUY — 3 E query,modify
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B ERERE

BiE

IRAT — RNV —RTE

query,modify

eta=vd query, delete

T—Y—4 delete, create,query
u—/ modify,delete, create,query
IRAT — R modify,delete, create

Ry 7 ARGRER 7

modify, create

HED/NRAT— R

modify

H & DRy ARG REE 5

modify

6.2 Security Assurance Requirements

FITH: 2016/06/27

Table 29 lists the Security Assurance Requirements for 2600.2-PP, Protection Profile for Hardcopy
Devices, Operational Environment B, and related SFR Packages, EAL 2 augmented by ALC_FLR.2.

Table 29— IEEE 2600.2 Security Assurance Requirements

Assurance class

Assurance components

ADV: Development

ADV_ ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD PRE.I Preparative procedures

ALC: Life-cycle support

ALC CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC DEL.1 Delivery procedures

ALC FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation

ASE CCL.1 Conformance claims

ASE ECD.1 Extended components definition

ASE INT.1 ST introduction

ASE OBJ.2 Security objectives

ASE REQ.2 Derived security requirements

ASE SPD.1 Security problem definition

ASE TSS.1 TOE summary specification

ATE: Tests

ATE COV.1 Evidence of coverage

ATE FUN.1 Functional testing

ATE IND.2 Independent testing—sample

AVA: Vulnerability assessment

AVA VAN.2 Vulnerability analysis
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6.3 Security functional requirements rationale
6.3.1 The completeness of security requirements

Table 30 (X TOE tx =7t Rt tF 2T AR EM 2~ 7 LIcb D ThHD, ZAUTED, K%
2T AREBEE A7 EH 1 DD TOE B¥ 2T 465K T #HIH IS L CAZEERL TV,
FHEkF IR BLRE Bold /K0 (P) THL, HAR—RL TWHRHIGEIFRA (S) TRLTZ,

Table 30— The completeness of security requirements

Objectives

O0.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

SFRs

FIA AFL.1
FIA ATD.1
FIA_UAU.1
FIA_UAU.7
FIA UID.1 S S S S S S
FIA USB.1
FTA_SSL.3(lui)
FTA_SSL.3(rui)

FMT MSA.1(exec-job)
FMT_MSA.3(exec-job)
FDP_ACC.1(exec-job)
FDP_ACEF.1(exec-job)
FMT_MSA.1(delete-job)
FMT_MSA.3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACEF.1(delete-job)
FDP_ACC.1(in-job)
FDP_ACEF.1(in-job)

FPT FDI EXP.1 P
FDP_RIP.1
FPT_CIP_EXP.1
FCS_COP.1(h)
FCS_COP.1(n)
FTP_ITC.1
FCS_CKM.1(h)
FCS_CKM.1(n)
FCS_CKM.2
FPT TST.1 P
FAU GEN.1
FAU GEN.2
FAU SAR.1
FAU SAR.2
FAU_STG.1

v

wn|iglwvnlvn|= === vl < |l wnO.USER.AUTHORIZED

|l nn
il nn

0N i~ wn wn

nlnlnleln n|~w|
nlunlnl~in n~
nlnlnlin nl~
nwn wnNlin nl~
nnnRin n|~
n|lnlnleln| |~

|| v |

Copyright CANON INC. 2015
50



Canon

FITH: 2016/06/27

Objectives
2 | n
o) @) m
< et
m = =
- - |z |2 |E |3
w =235 le |3 |c|=2|> |3
= > < < A < T =8 25 o)
@) < I | I I = Q ~ @)
| \ o @) o o ) < < =
% % Z Z Z Z < E = =
! : Q = Lu <] ~ 5 = —
S22 (8888 |: |5 |8
ala |2 |E|S |2 |5 |2 |3 |%=
SFRs o |0 |o |o | o o |0 |o o | o
FAU _STG.4 P
FPT _STM.1 S
FIA_SOS.1 S
FMT_MTD.1(user-mgt) P P P
FMT_SMR.1 S S S S S S S
FMT_MTD.1(device-mgt) P P P
FMT _SMF.1 S S S S S S

6.3.2 The sufficiency of security requirements

RFETIL, LR 2l 7 AHIEEIEA TOE =) 7 X H i1 0I5 Chomita b+
50

0.DOC.NO_DIS /4, user document data 73Z&#z SAL72VNEDIT,

FIA UID.1 TO=Z—F—i#BIEHRIZEC T, FMT_SMR.1 CTEHINZo—A08ED Y THh, Zon
—IUZHADE,

FMT MSA.1(delete-job)/FMT MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (T &
Va7 xx BN BEERND T 7B AGIRT 59 212,

FDP_ACC.1(in-job)/FDP_ACF.1(in-job).

WCEBEIRIY a7 D a—H —F —H~DT 7B AR NDIHIZHIB LD, Z SN DOT a7 oo —
P—=T —=Z DT 7B ALGHEL TERLIENTHI LIV EBIND,

F7o, Vav BRI A ST user document data DFRAFIE Hi%, FDP_RIP.1 I[Z&Y 52 ESD,
E5IZ, HDD WD 22— —F —H TSF 7 —F ~Dh X A - BFZ IR T

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1(h)IZ L0 {Ri#S .,

LAN 2 £%(5 3 52— —F —% TSF T —H~DUWE A ZFEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 |[ZXWif#ESh 5,
THBICEE T A E FAEIX FMT _SMF.1 ICX» TIRHESh TD,

0.DOC.NO_ALT IZ, user document data 232X A SHU72 KIS 12,

FIA UID.1 TO=Z—F—i#BIEHRIZEC T, FMT_SMR.1 CTEEHINZo—A08ED Y THh, Zon
—IUZHADE,

FMT MSA.1(delete-job)/FMT MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (T &
DEAEZARNDIT 7R ARIRT 52KV EBS LD,

E5IZ, HDD ND2—H—F —H TSF 7 —F ~Dh X A - BFZ IR T

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1(h)IZ L0 {Ri#S .,

LAN 2 £%(5 3 52— —F —% TSF T —H~DUWE A ZFEITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 |Z X0 {fi#ES N5,
THBICEE T A E FAEIX FMT _SMF.1 ICZX» THRHESh TD,

Copyright CANON INC. 2015
51



Canon

FITH: 2016/06/27

O.FUNC.NO_ALT (. user document data 23X A S8 DI,

FIA UID.l TO—H—@BHEHRIZIGC T, FMT SMR.1 TEHEESNIZa— LR ED YL Th, Dn
— VDX,

FMT_ MSA.1(delete-job)/FMT_MSA.3(delete-job) , FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) IZ &
DEAFEARNDIAZT 7B AR 52 LI K0 EH SN D,

E5|Z, HDD NOD—H—F —X TSF 7 — X ~DU X A« ZLFE TR T

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1(h)IZ X0 {fi#ES,

LAN Z56%(5 5 52— —F —H% TSF T —H~DUE A ZFEITX LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 [ZXW{f#EZ5,

IS BT DB RS AEIEX FMT_SMF.1 ([Z&»> CTHEftEh D,

O.PROT.NO_ALT I, TSF protected data /3L A SI72N DT,

FMT_MTD.1(user-mgt) CEFH X172 FIA _UID.1 TO2—H —i#BIEHR IS T, FMT_SMR.1 CEH
Eiza— A nEIN S THIL, TOR—/UIESE,

FMT SMR.1, FMT MTD.I(device-mgt) , FMT SMF.1 (ZL5 T A 2B HEREIC LD EHEND,
E5IZ, HDD WD 2—H—F —H TSF 7 —F~Deh X A - BFZ IR T

FPT CIP_EXP.1, FCS_COP.1(h), FCS CKM.1(h)iZXh{iESI,

LAN Z256%(5 3 52— —F —H% TSF T —H~DUE A ZFE XL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 |Z XV {EZID,

O.CONF.NO _DIS |Z, TSF confidential data 73 2 F& X720 1H1Z,

FMT MTD.I(user-mgt) C/& H 4172 FIA_UID.1 TO2—H —iBIIIEHIZIET T, FMT _SMR.1 CEH
SNToe— LB Y THIL, £ORr—/VIZHDE,

FMT_SMR.1, FMT MTD.I(device-mgt) , FMT SMF.1 {CL5 T A A HEREIC L EHEN D,
E5IZ, HDD WD 22— —F —H TSF 7 —F~Dh X A - BFZ IR T

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1(h)IZ L0 {Ri#ES .,

LAN 2 5%(5 4 52— —F —% TSF T —H~DUWE A ZFEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 |[ZXW{E#ES D,

O.CONF.NO_ALT i%, TSF B 7 —# RS A SN EIIZ,

FMT MTD.1(user-mgt) CEHL 7= FIA UID.1 TO2—H —iBIEHRIZJEC T, FMT _SMR.1 CTEH!
Sz — BN G THIL, EOR—/UIEDE,

FMT SMR.1, FMT MTD.I(device-mgt) , FMT SMF.1 (CL5TF /A 2 HEREIC L EHEN 5,
EHIZ, HDD ND—H —F —% +TSF T —H~DES A @5 LT

FPT_CIP_EXP.1(h), FCS_COP.1, FCS_CKM.1(h)IZXVO RS,

LAN #3625 3 52— —F —HTSF T —H ~DE X A - ZFITHTL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 |[ZXW{t#ES D,

O.USER.AUTHORIZED %, FIA UAU.1, FIA UID.1, FIA UAU.7, FIA AFL.1 TO#BIFRFEAN =
A LZIDBEES Lo —HF — 73,

FIA_ATD.1, FIA USB.1, FTA SSL.3(lui)/FTA SSL3(ru)liZ XV —HF —D vy rar FEH I,
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (Z&L2DT 7B AHIEHNZLY | ¥EFRZ {5 S 7-BrE 2 F) H
TELHZEIZEVFEBIIND,

S51Z, FIA_SOS.1, FMT _MSA.1(exec-job), FMT MSA.3(exec-job), FMT SMR.1 (ZJVIE Y7 p2—4
—ZEET 5,

O.INTERFACE.MANAGED %, AM A ¥ —7 = — 2% &I 55 5 #FTHY ., FIA UAU.1,
FIA UID.1, FTA SSL.3(lui)/FTA_SSL.3(rui)lZ&p2—H — A ¥ —7 = —ADEFLL FPT FDI_EXP.1
(Zd&% LAN ~O#Rik 2R DAE I L > TS D,
Copyright CANON INC. 2015
52



Canon

FITH: 2016/06/27

O.SOFTWARE.VERIFIED (%, FPT TST.1 ® H .7 AMEREIZ L > CREIND,

O.AUDIT.LOGGED %, FAU GEN.1 , FAU GEN.2 ., FAU SAR.l ., FAU SAR.2 ., FAU STG.I .
FAU STG.4 |ZLDEEATHERRIC > THRIAIND, EHIT, BEET +— <y MR —F —fFife

W2 1 A 29572912 FIA_UID.1 & FPT _STM.1 |[ZL-> CHR—hEN 5,

6.3.3 The dependencies of security requirements

AREETIL, ST THERE B DARAFME AR 72 L TR EB R DWW B A 2 7R 975,

Table 31— The dependencies of security requirements

CC TERLTWS | ST Ti#ZLTH
BT CEATENS | B TEe PP =L T\ R VR
KT %
FIA_AFL.1 FIA UAU.1 FIA UAU.1 N/A (ERAFMEE 2L T D)
FIA_ATD.1 No dependencies No dependencies N/A RAFEZEGT-L T D)
FIA UAU.1 FIA_UID.1 FIA_UID.1 N/A (EAFHEA TR L T0D)
FIA UAU.7 FIA UAU.1 FIA UAU.1 N/A JERAFEZWT-LTD)
FIA_UID.1 No dependencies No dependencies N/A URAEED BRI )
FIA USB.1 FIA ATD.1 FIA ATD.1 N/A UERFFEERT-L T D)
FTA_SSL.3(lui) No dependencies No dependencies N/A RO EER L)
FTA_SSL.3(rui) No dependencies No dependencies N/A (RAFED TR 72L)
%%)Ppi?g?]'l or FDP_ACC.1(exec-job) ‘
FMT_MSA.I(exec-job) || v oot FMT_SMR.1 N/A BRTFHEET-L T 5D)
SMR. FMT_SMF.1
FMT SMF.1 -

. FMT MSA.1 FMT_MSA.1(exec-job) e o e
FMT_MSA.3(exec-job) FMT SMR.1 FMT SMR_1 N/A (KA A2 L T D)
FDP_ACC.1(exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) | N/A (KfFMEE =L TD)

4 FDP_ACC.1 FDP_ACC.1(exec-job) o
FDP_ACF.1(exec-job) FMT MSA.3 FMT MSA.3(exec-job) N/A URIF AL TD)
[FDP_ACC.1 or FDP_ACC.1(delete-job
FMT_MSA.1(delete-job) FDP_IFC.1] ) N/A RTFHEE L TD)
= FMT_SMR.1 FMT_SMR.1 -
FMT SMF.1 FMT SMF.1
FMT_MSA.1(delete-jo
FMT_MSA .3(delete-job) Eﬁ?gﬁﬁ ; b) N/A URAFHEZETH =L C1D)
- FMT SMR.1
FDP_ACC.I(delete-job) || FDP_ACF.1 FDP_ACF.1(delete-job) | N/A (&f7ME&7-L T 5)
FDP_ACC.1(delete-job

. FDP_ACC.1 ) S

FDP_ACF.1(delete-job) FMT MSA.3 FMT MSA 3(delete-jo N/A (KRTEMEAE 2L TN D)
b)

FDP_ACC.1(in-job) FDP_ACF.1 FDP_ACF.1(in-job) N/A URAFEZGT-L T D)

FDP ACC.1 FDP_ACC.1(in-job)
FDP_ACF.1(in-job) T FMT_MSA 3(delete-jo | N/A (&AFPEE 7L CT5)

FMT MSA.3 b)

FMT_SMF.1 FMT_SMF.1 .
FPT FDI _EXP.1 FMT SMR.1 FMT SMR.1 N/A URIFHEZTT-L QD)
FDP_RIP.1 No dependencies No dependencies N/A URAEEDER L)
FPT_CIP_EXP.1 No dependencies No dependencies N/A (KAFHED B R72L)

[FDP_ITC.1 or FCS_CKM.4 % F L TRV B
FCS_COP.1(h FCS_CKM.1(h X ; e s

_COP.1(h) FDP ITC.2 or - (h W BT RAM B ICAERSNBIE MDA S, &
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CC TERLTWS | ST THl/L TV E
| - 7
BEREE e B RIFMHER TG TV VRV
FCS_CKM.1(h)] T B8 A B 3 B AT RE e i L 2> T
FCS_CKM.4 %o fE> THERBHIIC NG B SRk T2 L 7 < &b I 5
1T EIEBES NS,
FTP_ITC.1 No dependencies No dependencies N/A EAFEDERARL)

[FDP_ITC.1 or

FCS CKM.4 % FiEL CU VWL
HE 58 RAM _EICAERSNERZ58H 25, E

FCS_COP.1(n) Egg—gg\f 10(rn)] FCS_CKM.1(n) T 4% Y Hj@“ LA TR 17 T
FCS CKM .4 %o fE> THERBHIIC NG B Rk T2 L 7 < &b Iy 5
- | ’ﬁ’*ff!iézhﬂ\é
FCS CKM.4 % FiEL TV VW B
FCS COPLI K58 RAM RIZARSHERAZ L2 5, F
FCS_CKM.1(h) FOS CKM.4 FCS_COP.1(h) T 542 I tHfr:kciT Al REAR RIS L 72 o T

%o 1> THERERY IR 5 SR B 2 L 722K LB I 5
s ’M:fiéﬂfb AN

FCS_CKM.1(n)

[FCS_CKM.2 or
FCS_COP.1]
FCS_CKM.4

FCS_COP.1(n)

FCS CKM.4 Z 3R CU Ve VB

5 S8 RAM _EIZAERSHERE D EHZ D, E

f:ﬁ%%iﬁzﬁ:mb HjT:k&iZ:ﬂﬁEfifgL&fﬁo“(b\
%o fEo THERBHUIC I B IR L2 L 7e < & I 5

ziﬁéé ’ﬁ’sfiéhﬂ\é

[FDP_ITC.1 or

FCS_CKM.4 % EHEL TR BE
5 58#E RAM EIZAERSIEREZUHEHZ 5, F

FCS_CKM.2 EESP,ICTIS\; {’(rn)] FCS_CKM.1(n) 7B %Af@%}:a&o Hﬂ‘ i :WHI Efoa%:_&f;oﬂ \
liﬁéé ’ﬁ‘sfiéhfb\é
FPT_TST.1 No dependencies No dependencies N/A URAEEDERRL)
FAU GEN.1 FPT _STM.1 FPT _STM.1 N/A (AT T T D)
FAU GEN.1 FAU_GEN.1 R
FAU_GEN.2 FIA UID.1 FIA UID.1 N/A (EAF AT T2 L T D)
FPT STM.1 2L 2L N/A (RAFED TR Z2L)
FAU SAR.1 FAU GEN.1 FAU GEN.1 N/A UEAFEZ 7L TD)
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 N/A (KA T2 LT 5)
FAU STG.1 FAU GEN.1 FAU GEN.1 N/A UEAFEZ 7L TD)
FAU _STG.4 FAU_STG.1 FAU_STG.1 N/A (KA 2L TV 5)
FIA_SOS.1 No dependencies No dependencies N/A (AF AT 7L T D)
FMT_SMR.1 FMT_SMR.1 .
FMT_MTD.I(user-mgt) || by SME T FMT SME.1 N/A URIFHEZTT-L QD)
FMT SMR.1 FIA UID.1 FIA UID.1 N/A JEAFEZWT-LTWD)
FMT_MTD.I(device-mgt || FMT_SMR.1 FMT_SMR.1 S
) FMT_SMF.1 FMT_SMF.1 N/A(EAFHERTRT=LTD)
FMT SMF.1 No dependencies No dependencies N/A ERAFEDOERRL)
6.4 Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial information
processing environments that require a moderate level of document security, network security, and security
assurance. The TOE will be exposed to only a low level of risk because it is assumed that the TOE will be
located in a restricted or monitored environment that provides almost constant protection from unauthorized
and unmanaged access to the TOE and its data interfaces. Agents cannot physically access any nonvolatile
storage without disassembling the TOE except for removable nonvolatile storage devices, where protection
of User and TSF Data are provided when such devices are removed from the TOE
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environment. Agents have limited or no means of infiltrating the TOE with code to effect a change, and
the TOE self-verifies its executable code to detect unintentional malfunctions. As such, the Evaluation
Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions
and procedures for the reporting and remediation of identified security flaws are in place, and their
inclusion is expected by the consumers of this TOE.
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7 TOE Summary specification
COFETIE, TOE ERIHARA LR T 5,

71 — AR
- X T A RE E £ : FIA UAU.1, FIA UID.1, FIA UAU.7, FIA ATD.1, FIA USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.3(rui)

TOE 1%, ERO2—F —ZFRIERRET 572012, 22— = 8E S LRLYE—h Ul IZBWTT V¥
/V%/E/E:\%%%ﬁéf/ﬁﬁ‘éﬁmii*"‘j‘“‘ u&%[Jntqu%g*—aAé 'fEll/ 7)/1\/97 777%/37 17772
Taz O ANITFFFILTWD, [FIA_UAU.1, FIA_UID.1]

a— Y — I, LT O2REO R R AR — T 5,
- AMEREETT A

:L"“_‘j-“‘nh AE— AR RSN WD — P —IFRAFI 2R A HlziE, = —F—
FRREY— 3 —(Z1%, Kerberos #8772 Active Directory H—/3—<° LDAP §87E 500 LDAP
==L T D,

- Pk] nu uftjit
T INA AN GRS I TS —H —E 2R 2585 =

TOE |2 —W =33 LT, 2 — P =4 « RRAU—R I THEI T/ AU HeD AN S Z2TR LT HBEL
- AR Ca—Y =4« RAT =R RE B LI5S DA — — 2B T 5, 7B/ AT —K
ATDOBED/RAT —RFF AN T 1L, * THERT 5, [FIA_UAU.7]

TOE 1%, = —W — ik BIFEREI B T 5 &, 22— —T 412 Access Control Token(LAt%: ACT)Z %179
%6

ACT LiE, 22— P —4AXr—LIINA T, a—F—Dr— LT LIZRESNTET T r—va v
HEEE~DT 7 B AMEN G ENT-AT V=7 N THD, [FIA_ATD.1, FIA_USB.1]

TOE 1%, NEARRZ AL 3R TEO T 72OIZLL T Oy 7 7D MEREZ #2192, [FIA_AFL.1]

- BELEay T UNOFFAEREISGELZG ST Y e — Y — I L Try 7 T U RS S, By
IT7IMOHFRBEHEIL. 1~10 [BI)DRINTES, (FIHEIL 3 [E])

- RELEnyZTURMEM AL, Yo —Y—0ons A28, a7 T ERIL 1-60
IINHEIRTED, (fﬁﬂﬂ;ﬁfﬁis 7)

TOE 1%, #{E xRV E—F Ul 2 — ERFMBIELZWVIRERRB TEar 7o Rsd 5,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- BRIV EERELZRUVREEDS, A — MU T RERE IS TR ESITZZ A LT 7 MR O %8,
10 -9 73/ DR &5, (FIHIEIE 2 57)
- UE—bh UL ZEELZ2V IREEN, 15 4y TRk,
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- X3 BHREE A FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_ MSA.1(exec-job),
FMT_MSA.3(exec-job), FMT_SMF.1

TOE 1%, i BFRGES N2 — Y — 2 ITENTZ ACT ONFITSU T, Ul f:ya” 177 72 AHil#H
MEREA R T 5, 2 — P —I2HKITEND ACT ODur— L OMWEbE ., B2, HI%. BNX
U.ADMINISTRATOR DAIZIRESND, ZDOV a7 FTT 72 AR 95, xS o EEIL%&
BEREZ DL DO THY , HWIZ[EE THD,

BE RNV DG DTV aT7 ZITT 7 AH#IL. ACT Ou— k3T 77— a AR o @tk
ISR Trary S TaFRIL T, Z2NLISNET 78R & 5T 5,

VE—NUIDOBEDYa7 ELTT7 7 EREIEIT. ACTDE— LD BEMHAEIZIGE TYa 7 OETEIESLT,
FNLSNIT 7B AE AT 5,

%72, UADMINISTRATOR %, T XCTOTVa7 FEITNAHETHD,

Table 32— 3 TETOT 7 RAEIHRY o —

UI 751 il Ak 2R &t e
YA V% [’V k@ Pointer U.USER Ou— VBRI 7V &7 al & | 8 x5 % 36 b
o—/L ChhH AL THATHRE
[ — | @ Pointer U.USER ®Ou— VB3 [ab’— | ZFF RISz | &l %t S 206 b
o—LThh THIETHEITHRE
(2% % LTERE O | UUSER Ou— L3 2% UTEE 1% | #1438 %275 1L
Pointer FralShizr—LThod THZLTEITARE
[ 7527 2| ® Pointer U.USER O — LR 2 LTI % | I 6 G2 275 Ak
RSN T-r— /L ThD T AL THEITARE
(%154 1D Pointer | UUSER O — LS EIET 7 AL ORI | | #4860 6 5 % 1& P4
PR ENT-r— /L THhHDH TAHZLTEITARE
MEEZ7ANVOFIH ] | UUSER Ou— LS MHRELFET 7 AL ORI | | #4860 % 52 2 15 P Ak
@ Pointer PEFRENT-r— L THD TAHZLETHEITHRE
(A% UTHRIEID | UUSER Ou— L3 [ 2% 3 UTRIEIZ | il 5t 5 215 PE1{b
Pointer FRIENT-a— /L ThD THZETEITHE
UE—h Ul [ ZMREIFE 7 7AD | UUSER ®ua— /L7 Administrator 2—/LLL | ST ]
FI A @ Pointer A%

7.3 ATV a 7T 7 & RAHIHEEE
TOE 1. 22— =0 ALV Nat —/ A% v FAX GOR A a7k LTEL FOT 7 A4
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DX a7 ezt 2,

7.31 Pa 7 DFx v ViR
- X AHEREE 4 FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT MSA.1(delete-job) ,
FMT_MSA.3(delete-job), FMT _SMF.1

TOE %, at™—/F Vo NAX Y /T 7 I ARIED a7 U FOFTETEY B TES, ZhHDyar
Da—P —Z I AT a7 EREICF DO a7 B ER LI — —& THIHE bS5,

- UNORMAL (%, Hy DY a7 OHIERH AIEE
- U.ADMINISTRATOR /T, T RTHOVa7 DYANER L ALED a7 O RN HE
Tad DX xRN, Pa oA E T AR HIRES S,

7.3.2 D a THOBEBFILE~DT 7 & A HERE
- Xt RS9 5 B BB E {4 :FDP_ACC.1(in-job), FDP_ACC.1(delete-job), FDP_ACF.1(in-job),
FDP_ACF.1(delete-job), FMT_MSA.1(delete-job), FMT_MSA.3(delete-job), FMT_SMF.1
TOE X, ENZEhDVa7 HOEFLFITH L TLL N7 72 filfllz gt 45, Znbnya7 oa—
P —ZNITATa7 AR E DOV a7 B AR LT — ) —4 THIHH LS TV d,

[V —/AF /7 7 I ARG DV a7 PO EA LE~DT 7 AHI I EE
- TOE X, at—ra7 HOE - LECKH L TGELZ R TN TE20,
=170, T #E B LU ADMINISTRATOR 1%, ELAMESLE TV AT LN TE D,

- TOE |, AXx /T 7V ARMEDO T a7 HOET LEICH LT, 7.33%5Y 3 7 — W1k
Bl DG A ERRE, HELSIRTHIENTEA,

[V a7 HOEA LE~DOT 7 A HEHEEE |

TOE 1%, FVU M oad mEASNLE FOFEF ) METIC—BHEET S, FIC, TV a7 loft 5
SNTza—Y—ZTEOT Va7 OFTaEZHEIL, LLFOT 7Rl EZEHL ThD,

U.USER %, —BHRIFLI=Z Va7 OB LEHL T, BHOZ—YF—Z LTV a7 Do —
PN B LT AIT, DL OBREN ATHE,

- TUUNT A,
- TUNOENEREET D,
- HIERT 5,

U.ADMINISTRATOR . T XRTOF VU MERTO TV a7 OB+ LEDY AN FERL, ZHIC
®FUT, LA OEAEN AT HE,
- Vad oIk T 5,

[T 7 ) A5V a7 DOEA LEA~DT 7 AHIHEHERE
TOE (X, G L1277 7R 1 77 I ARG a7 DEF L EELZOEETV T, — B I77ANVRGFT
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DHERER A T D, ZILLDE - SUENRGFINDBRTIE, BT VAT LR ARGEIND T2 VAT
LIRS I ANDT 72 ARIEH N D FEFEA LEOT 72 AFIHN G A SND, VAT LR 7 AD T+
M NIZEAESIVRNEDINT VAT LRy 7 AR U THANS 7T HTORFREE AR E T HIENTED,
VAT BIR I ADKEFER 5 ORI L., Bék, ZH T UADMINISTRATOR (Z[RESNDT-8., B+ XL
EIIZT /AT BE R 2 — Y — L UADMINISTRATOR O & Tdh b, L2 -> T, TOE 1%
U.ADMINISTRATOR Z R 7S VI B SLEOPT A LML, UNORMAL 287 ED TV MOk
15, HIBRZ CTERWIDIC T 7B AH A2 FZHL TW\D,

U.ADMINISTRATOR &, #{E SR NET 7B AT DA | BEEE 5a2 AU Eh | B SCEITK
L CLL N OEAED AT RE

- VRS,

- HETD,

- HIBRT 2,

U.ADMINISTRATOR (%, VE—h Ul BT 7 BATHIGE VAT LRy 7 ALK L CHEANIHR ESIT-
MR T &, AT LRy 7 ABERFIZ A TSN G GE R 5 N — U= D I, LLT O#EN AT fiE

- VUM TA,
- iié,fg‘é_%)o
- HIBRT 5,

[Z— W —R oV ADE L LEA~DT 7 AR

TOE [, 2t —/AF ¥y iEEVa7 OFE L LEEL, 21— — RV ARGFETHEREZ IR 5, 25
DEA L ELBRIET ORI, 22— =Ry I ZA~O7 72 AH| #2368 H S5,

ZNENO =P =Ry 7 AU THEAND 7T HIORRER B2 E T HIENTED,

Ry 7 AN EA L EERAG T ORI EE 5O ANFIARETHY, TOE [ FIELWIEREE 52 A LT
U.USER ZRAGFENTZE - LEOFTAE AL, 77 AH#2 LB L T D,

UNORMAL (%, 21—V =RV R CHFNIR E SN IEE 58, 22— —R o 7 AEERHC A IS
TRFER BB L5 E DI, 22—V —R 7 AN DA L EITRT L TLL T O#EREN Al fHE

- TUUNTD,

- TVUNREEETET D,

- TrEa—7%,

- RETD,

- HIBRT S,
U.ADMINISTRATOR (%, #{E/SRAMNET 7B AT D56 | Wb 5E2 AL, B 3CEICx
L CLL R O#fED Al HE

- UMD,

- TUCNREEEET D,

- JlEa—15%,

- EETD,
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- HIBRT %,

U.ADMINISTRATOR %, VE—h Ul 2257 7B ATHGE . B CEICHL T, FHRIERESIVZRE
Feigl, Ry ABERHZ A TSN RER B — B L1256 O A, LU OEAEN ATEE,

- TV D,

- TVUMRERETETD,
- TLbEa—75,

- XETD,

- HIBRT 2,

[y 7 2RFEEER)

RO T AT 7 B-AT DI DRERER 5 DXk, 28 N CEHHEIRZ Administrator =— /L 23EID Y4 TH
7= U.ADMINISTRATOR (2D #5225, 72720, BE BRI AT LR 7 AOKFEE 5 2L T,
UNORMAL THEH T&5,

7.3.3 EIEY g 7 —BHR AR
- XS T HHEBEE M FDP_ACC.1(in-job), FDP_ACF.1(in-job), FDP_ACC.1(delete-job),
FDP_ACF.1(delete-job)

EETa7IZid, FAX ##EEAFT v D 2 FENHY, TNENOEE Va7 I — R RF T D720 Dk
5Ya 7 —RHRIFHRELL T, XA~ —KE 1 LT L a— 130D,

(B A~ —3515

TOE 1%, ZA~—EEDORENSNI-EE Va7 DNEASNLE, FOFEEETTICHRESN- ML E
T—HRTT T2,

UNORMAL (&, —RRAFLICER Va7 I LT B D2 =Y —H LR (G Ya7 O —P =475 —
B350, LT OBERATEE,

- BEEEETD
U.ADMINISTRATOR (%, T X TO—FHR(FLIZIEE Va7 I LT, LT O#ENATHE,

- AEETETD
[T 22—
TOE 1%, 7L E 2—DRENSNTZEETVar RRASINLE, I<ICEEETICVayNEE L E A
— L CHERRB L= ITIB(E TED,

U.USER &, —HffRIFLTZFETVa7TICH LT BH D2 —HF —Z LR EVa7 Oa—F =408 —FH1L
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