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1 ST introduction

1.1 ST reference

AHi Tl Security Target (LA T, ST EBET) Ok #z 7tk 92,

ST 4 Canon imageRUNNER ADVANCE C75900KG/C7500 Series 2600 model Security
Target

N—Tml 1.08

AT v/ oAt

FEATH: 2017/03/21

1.2 TOE reference

AEHiTiX TOE O BTG H ALk 35,

TOE 4 #: Canon imageRUNNER ADVANCE C75900KG/C7500 Series 2600 model
A VeV 1.0

[, A TOE 1L FIORTY 7Ry =7 N—RU =T h bR S,
iR-ADV &% =U7 —Fvhk-Ql for IEEE 2600 Ver 1.00
A—/3—G3FAXAR—R+AS
Canon imageRUNNER ADVANCE C75900KG/C7500 Series
Canon Security Chip V2.10

LA TR

iR-ADV Security Kit-Q1 for IEEE 2600 Common Criteria Certification Ver 1.00
Super G3 FAX Board-AS

Canon imageRUNNER ADVANCE C75900KG/C7500 Series

Canon Security Chip V2.10

AL, 777 AR —ROIRFBARIILL T O I THIBIZ I 8D DT, JiES 136D
LG 7 7 7 AR —RZilE T D201 55,

A A A= $—G3FAXK—F-AS]

KN - B[] - Super G3 FAX Board-AS2

ERELS oS Super G3 FAX Board-AS1

1.3 TOE overview

TOE |, < Canon imageRUNNER ADVANCE C75900KG/C7500 Series 2600 model >\ )7 U LAH A
D, % T /L D< Canon imageRUNNER ADVANCE C75900KG/C7500 Series >(ZLL R 2 >
DI A A=) R B L, FHREEITHZLT TOE ThbH< Canon imageRUNNER ADVANCE
C75900KG/C7500 Series 2600 model >735Eh% 9%,

- iR-ADV tF*=2U7—F>}-Ql for IEEE 2600

- Iy IAR—RK
iR-ADV & F% 2UF r—F v h-Ql for IEEE 2600 (2. < Canon imageRUNNER ADVANCE
C75900KG/C7500 Series >DHIHIY 7 "y =7 BN EFN5,
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T 7 AR —RIXT 77 AR ReE A 32720 D/N—RU =7 Th b,

72%5., Canon Security Chip V2.10 |Z< Canon imageRUNNER ADVANCE C75900KG/C7500 Series >
MBS LT D,

< Canon imageRUNNER ADVANCE C75900KG/C7500 Series 2600 model >i%, UL FOEAHH O
Protection Profile (LA T, PP &£l597) . 5L D PP TEFRSN TS 7 D SFR Packages D 9 5,
2600.2-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment B Z[%< 6 ff® SFR Packages TERSILTWAEF 2T 1HREZR |, 52 RICEHT 5
ZEMTE, MAT HDD ITASME LD T X CO T — 2 &5k 9% HDD K5 5 {biaeafii 2 TV,

Protection Profile

- U.S. Government Approved Protection Profile - U.S. Government Protection Profile for Hardcopy
Devices Version 1.0 (IEEE Std 2600.2™-2009)

SFR Packages

- 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B

- 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
- 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B
- 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B

- 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment B

- 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment B

1.4 B&EE - HFE
A ST TIELL FOR&EE - FFEZE 92,
Table 1 —H&EE -
W& R - ]
TN o —HERE, 7 7 ARRE. 7V MERE, ©5(5 (Universal Send) B§REZ2 & A (f 1

RO AHWOZE, ZNOOMREZ T § 572 KA RO HDD Z£F,

HfE 7~y =7 KIEN=FU =7 EEIEL X2V T ABRE Dl 2 75 7 by =7 T D,

B L FIORNAEAREENER T A N—RT =7 OOEDTHY | BfEF— LT <Rl
MORERRESIL, TUANE O BET D LTSNS A X —T7 2 —ATH

éo
JE—h Ul Web 757 W75 LAN 28I L CF O NVEERIC T 78 AL, T2V 68

DOEWER I OMETRT a7 OERE, Ry 7 ATk 28 E, SRR ERENTX
AAH—T 2—AThH5D,

HDD T UHNAEERE BTSN DN—RT A A DL, HiliE 7 =7 B LN FRi#
BPENRAFSIND,
[ 777 TP I AL EDRSZAETATI DAL 7L T BEEEIRETIIARL A2 —%

R Z— R NI 7T ADI L,
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Firewall

Internet 2>HNES LAN ~OBEEZLH 72600 DIEE T AT L,
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WEE - FHEE B
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1.5 TOE description

TOE (., 2" —H%HE « 7'V MERE - 5{5 (Universal Send) #§RE 7 77 AMERE 1 7 7 7 AZ(SHERE - = — W
— Ry I ARERE ., 72 E B RO A TH D, TOE NiE& 925 U.S. Government Approved
Protection Profile - U.S. Government Protection Profile for Hardcopy Devices Version 1.0
(IEEE Std 2600.2™-2009) TI3 2 F OISR HER A EL T 5, (“IEEE Standard Protection
Profile for Hardcopy Devices in IEEE Std 2600™-2008 Operational Environment B” “1.1
Scope”/HD 5| )

This standard is for a Protection Profile for Hardcopy Devices in a commercial information processing
environment in which a moderate level of document security, network security, and security assurance are
required. Typically, the day-to-day proprietary and nonproprietary information needed to operate an
enterprise will be handled by this environment. This environment will be known as “Operational
Environment B.”

Figure 1 /%, TOE TH5HT X/ EH< Canon imageRUNNER ADVANCE C75900KG/C7500 Series
2600 model >DA T araGeRea iM% 6 OMERBERE THY EHLRVWEIEDR DD
LA, RERRIIR R 60395,

Figure 1 FTR)LEEE#< Canon imageRUNNER ADVANCE C75900KG/C7500 Series >D38 E % &
FHERIRE

~Usg "
RN
—A a

FUBILEEH
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[E=—
=
1 | ﬁx%
N, \E | _ « AR —/\—

N /g//'}-%( - e v mm
= e DAEE
T7 9 R%ZIE X

TP HRREIE S EE BT A——

- ,, ~ «— DrHRBE

BEAREH \
7o REE———————— on \L\ )(_1|/+j-_ \—
HOD 5 N N
( 2%, WELAN D
| L2
D 2P

\
/(o ‘3.1; @\

DPC

WebT5oH

Figurel {Z/R 3 X7 A0 E R B R BE Tl 7 UV SHEIINER LAN (k> TA— = — =
— W —ZFEY—/3—_ PC, Firewall |25 321 CEY ., Firewall (22> T Internet 2>5NES LAN ~DIL
BEFHNTWD, TUXNVEEIEIT, B TtAAATR B+ XEE 1 77/ ALERE ALV EREL
720 1 777 A% G LTZ0 T BT DI A— VY — R — e D, F72. PC W TE T LEEZT VN,
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RAE L7 77 AR T HZERTE, Web 77 W % PC LICA L AN—/LT 528 TF VXNV LAY
E—MRETDHZELATRETH D, 72721, PC BT VN EATHOH AL, WY/ Z—RTA/3—% PC
WA A=V L TE T 5081355, USB 77— 7 /L C PC ZE S T52LT PC b EF LEL
TV RFTHZEL RIRETH D, 72721, USB #f5i CF VXV GG PC R° USB 7 /A RIZT —
AR T DL TERNWIDICRERHIRET 5,

B2, TOE (34 A LW — =D IEMEZR B B2 B L CREZI R 21T 720, AN D o — Y — 8RR —
N L HEGA7 L ORI B OB GRS RE AR I L7=0 T 22 LA A REE L CUWVD, 7283, TOE 13X
HDD (2SS T X COT — &k 5135, HDD B 5L REZ i 2 T\ D,

ZOXHVBEFREMEHREICBW T, T UOXNVEEITLL T OMEEFIH 22808 TE5,
- A —ikAE
HLEE AR T THAPIAS, TV THIEIEY MOCEEZE T T 2HETHD,
- UM
TIUINEEENOE L LER PCILIRESNLEF LELMLEICTV T 2 THD,
- 177 AAEHRE

4’/57 IV LT I 777 AL L CE T LEEZIETHHIETHD, | 77V AZESNIZ T 74V
ZEFICTVAENTICV AT AR v 7 ARG EIND, RESINTZT 7 A4 01E, BER
k%mfuyb\%%\m%ﬂ?%éo

- Ty ARk

7 7 7 Al E I B UELZIETAHEETHD, 777 AZIEENTZT7 714 VX
ZAFHRRIC J/%éﬂ# VAT ARy T ARIGFEEND, RIFSINTZT 7 A VI, z%&
LEIZTV b, BE, HIBRRTE S,

- Ty Rk{EHERE

ML EEZAF YU L TUERESNT-E A LERCL—P =R T AT AT BRI ARSIV TS E
T EET 7 I ARG T HHEEETHD,

- %18 (Universal Send) #&5E

MCEA ARy U U TERESNTZEF LERCL—YP =R T A AT DR I AN RAESIN TV DE
3 E% TIFF R° PDF 77 ANV TCEFA—NLTRL AR PC DILF T4 NVE— 1 777 AP
E(E T DHEETHD,

- PRy AHRE

ZOMEEIL, 2 — P — R I ANARA—T T 7 ANV ARTE T AR L — — R T ADARAEAR v 7 A
ZRI 4 DREREIC R BIITED,

- LY IRY T ANA R DT 7 AN RAT DI RE

AX ¥ T NDFIRIANTT BT ESR, PCIC TR AR FE AR EL- B U E s — —
Ry 7 AT T DHEE TH D,

- 2Ry 7 ADRATR Y 7 2% RIF TR
SRy S ARSI T T A LT FOMRMEN TE 5,
- BAETVUNRE) OfRE

1 CC #1257 ARBRBE Tld, Web 7 774 1% Microsoft Internet Explorer 11 % FH L 7=,
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1.6 TOE DO&iH

TOE 2595 U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 IEEE Std 2600.2™-2009) D %R A% 32 H 457201
LLF D X572 TOE #4ERET 5,

TOE ORI FH L BRI &I UL FO@h Th 5,
1.6.1 TOE DO¥aY%iH

TOE [3IN—KRU =7 LV TRy =T OIS T T VX NVE G TH D, WERROFIFHIXLL T O Figure 2
(ORI ThD,
Figure 2 TOE D/N\—F™9x 7Y+ 9x7

FlEY IO T
(TOE:Y Ik x7)
Canon imageRUNNER ADVANCE C75900KG/C7500 Series
T7YRR—F REN—FHT
(TOE/\N—R™x7) (TOE:/N\—F™9z7)

HE Y 7 7 =T IXiR-ADV £¥ = U7 ¢ —% v b + Ql for [EEE 2600 & L Ciefit =i 5,
A Nn— K7 =7 & iR-ADV ¥ =7 r—F>h+Ql for IEEE 2600 % & CTT ¥ ¥ MAEAHARIK
LT 5,
TOE T& %< Canon imageRUNNER ADVANCE C75900KG/C7500 Series 2600 model > X7 ¥ ¥ /L
BEAIRIZ 7 7 7 AR — REHAGDETZLOTH D,
TOE Z Ak 9 DA/ N—R7 =7 T 5H< Canon imageRUNNER ADVANCE C75900KG/C7500 Series >
WXL F DT T o7 35,

Table2 —FZ{ T4 07 v F—&

HASA2T7vT

iR-ADV C75980KG/C75970KG/C75965KG
iR-ADV C7580/C7580i

iR-ADV C7570/C7570i

iR-ADV C7565/C7565i

TOE ZHERL$ 257 77 AR —RiZ, e IR EV L FOINCAFRN 2D, #7527 77 AR —R %7
ELT VHANEEEARIEITH A EDOELZL T, 777 AR—RE# RIS, TOE /%95,

HA: A—/3—G3FAXAR—F+AS1
KN - R[] - Super G3 FAX Board-AS2
ERCCISA O Super G3 FAX Board-AS|

TOE IZEGENDH AL L AIZLL T DY THD,
(Fnsc4#)
e iR-ADV &F¥=U7r—Fvh-Ql for IEEE 2600 7 RI=AR—X—H AR [FT6-1845 (000)]
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e iR-ADV E&F=U7 —Fvh-Ql for IEEE 2600 % 3\ NI/ RTZBHEALITZE
[FT6-1846 (000)]
. imageRUNNER ADVANCE C7500 Series 2600 model —=—#%—X7AK CD [FT6-1847 (000)]

(LA TR

¢ iR-ADV Security Kit-Q1 for IEEE 2600 Common Criteria Certification Administrator Guide
[FT6-1848 (000)]

*  Before Using the iR-ADV Security Kit-Q1 for IEEE 2600 Common Criteria Certification
[FT6-1849 (000)]

e imageRUNNER ADVANCE C7500 Series 2600 model User’s Guide CD (USE Version)
[FT6-1850 (000)]

e imageRUNNER ADVANCE C7500 Series 2600 model User’s Guide CD (APE Version)
[FT6-1851 (000)]

1.6.2 TOE DinHAYEEH

TOE OaBRY#iHH A LL T @ Figure 3 TR T4 (22— — 22— —gHFE— 3 — A—/LP—/3—
PC. #A L —R—%R<), TOE DX 2T AHEREIZ D& T/RIERSD THD,

Figure 3 TOE DH#$HEHERR

aA—H—FREY—/\— A— Lt —sN— PC B Lt—/3—
[ vmame ||| srnrme |||[ wovsoy || [| mume |

| LanF—sgmmtne

| LANF—sRiitE

| LANF— 5@t

| LANF— 5t

A A A A
AL BIXE BFXE F I
TOE
| LANT—S{REEHHE |
BIXE
| vaomaroexmmme || a—v—mmme || nopr—smemsme | "
[Asavrowmome || sarxeme || BEOVHE | v
BIXE
| i || mEvavmzme | FAX
A I BEEER
[ Tuormse || ae—mee || Rovzmee ¥
| HDDRE SL#AE |
[ revomee || wEme || zEse | I
i ! S———
Ij“:lwﬁﬁE [ maanmme || wome |
—> FA0FN
o RAERT iae IR >e

| 2 |

TOE 1% 1.5 FCaHiBA LI MEREIC N Z UL T O— Xk REA 9%,
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UT #RE
A= DR LA IO T TOE Z4EL 720, TOE 28 E ST KR LI T 5,
)k Re
TOE M CEE 9%,

Pt AIA T B RE
TOE M EFEE AT,

TOE 1%, L F DX 27 terH 95,

:L““‘]jj%wunﬂz*&
BES D NIZE S THFIZ TOE BRI HS VRN IDIC, IEY o — W —%305E 35,

:L‘—“ﬁ‘ uuu i TOE quuuﬁﬁﬂémnﬁnunftkﬂ‘i[g@i‘—#“—%uuEvﬁ“—/\‘_‘%‘fﬂqb\fuunEjaéﬂ
anunfE;i"H‘f]— ]*'é—é %nﬁnup \—io ?Z)nwﬂijiﬁ tiKerberos nEZIE)L/< iLDAP nwﬂf%ﬁﬁb\é

Va7 EITT 7 AR RE

FRRESI A —F =DM RA DT U ZNVAE BB OBREZ EAIT TERW DI, 2= —Dr—/1iZ
JEUTHTRBERED AT 27 W] 972,

BT a7 T 7 A RE

BALEYa I L T U RV a v BV EOEBVEE a7 AL 2 — — 2R
éo

ZAZ Va7 kR

ZAELT=Va7 O LAN ~D8e k&l 425, 777 ATA L 2B U= k572012, 777
AZAZT a7 OEREZ IR D,

HDD 7 — #5228 EA%HE

Tar FATRHNERSNIA A=V T = Z 3 HA SN D2 8% B<T29DI2, HDD ORAFAA—T T
—2EAE EERELTREEHETD

HDD 55 Li%hE

HDD %£§5 50 HDD 7 —X~D7 7B AT 5B UKL T D721, T DX NVAE AR FEARIRIZ N
SN LT v 7280 HDD [T IS D T X TOT —# &2 5L 75

LAN 7 —2{x#R e
LAN 7 =4 D IP /N7y b ~DA=y 77V 75 EL T, IP 23y M IPSec ICTH 51635
B .7 AM&SRE
FHEOEX 2T RN IER ThdIeEh  AF— Ny FREHRRET 5
= T

=P —DEEEE A TELIOICnT 2L KL, HDD WIZORAFTDAE THY, BIZlhfFShiz
B ARl R, T TE2I0129D

07\ ZREERSD H REE X, TOE /o ftEiud, TOE @ HFEE#IT., BEIEREORI ., H LT
HA DA — =B IEMEZ: H R BUS U CREZIRIE 22 L TR ESILD,

2 CC FHiZ 331 57 AMBREE Tl, Kerberos 787EEL T Active Directory Domain Services | L 7=,
3 CC #HMiiiz k613 %57 AMB 45 Tl LDAP #87iE& L T eDirectory 8.8 SP8 Z#I L 7z,
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- EPREERE

A= —Rm— LAk BRI 572D Do — P — B RE L A AT 2 U T o B RE A E I B A
FTHIODT NARE R THY | LHITEBE DI ITHERIRESNTVD

1.7 TOE ®D=—¥#—

TOE ®=—¥%— (U.USER) (%, LAT O 2 FIHD L=V —IZHTE 5,

Table 3 —Users

Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing
functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets
& PEIY. User Data, TSF Data, Functions @ 3 fE8¥5C&H 5,
1.8.1 User Data

User Data |, = —H#—Ck o> TERENS TOE Ot X2V T  HEEICITHE L2 5 2 7T — &
THY, UTO2FEICHETE D,

Table 4 — User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Data [Z. TOE Dt ¥ = U 7 ( fEREICHEEL2 5257 —XTHY LLTO2EEICFETE 5,

Table 5 —TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.
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A TOE T#5 TSF Data ZLL T Table 6 (27577,
Table 6 — TSF Data @ E.{&1k
Z A7 | TSF Data NE BRIFx
D.PROT | = —#—%, 2— Y — RN FRRERE E TRIH T 5 = — — @i | HDD
R
07—/ 772 AR EESRE TR 52—V — OHE[R 1 HDD
By 77KV | vyl T U MEBEOREE®RTHY, vy 7 | HDD
—RXE DOHREFE v v 77 7 MR O E T H
NRAT—=RRY v— | 2 — P —FBiHERE TRIA T 232U — Fo& e | HDD
XTE HTHY, /AT —RE, EHARESCT, A
A IZBT B HIH O ETEH
F— bt 7 TERE BERRZ VDY v g H A LT 7 bOREERE | HDD
15
H /R % HAF & B O 3% E 1 RTC
HDD E&{HERE | HDD 7 — ¥ el EHEER EfF® TH v  EED A | HDD
N/IZHAT BE T 2 5% E 1
IPSec #& & LAN 7 — Z {RERREIC BT 2R EHF M TH Y | #iE | HDD
DA NI 2 5% T IE H
D.CONF | /RS2 D — R o — W — BRI RE TR 9 5 = — % —»FREE | HDD
R
= B JHSRE TR S NS F HDD
Ry 7 ARGRER 5 BANTa7 T 72 AREHERE CRH TS, =—%—7K | HDD

T A VAT AR YT ASNDT 7 AHETH A
O v 7 AGEORREE =

1.8.3 Functions

Table 7 |2/~ THERE T H D,
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2 Conformance claims

21 CC Conformance claim

Z®D ST 1. LA F® Common Criteria (LA F. CC W) 1259 5,

- Common Criteria version: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL2 augmented by ALC FLR.2

2.2 PP claim, Package claim

ZOSTIZ LLFD PP ICHEA T 5,

- Title: U.S. Government Approved Protection Profile - U.S. Government Protection Profile for
Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009)

- Version:1.0

Z® ST iZ. LL F® SFR Packages 4. BINTHS,
- 2600.2-PRT @4
- 2600.2-SCN 34

U>

- 2600.2-CPY @4

D>

- 2600.2-FAX

IJ>

ik
- 2600.2-DSR # 4
- 2600.2-SMI B0

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical
document output.

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as scanners, paper-based fax machines,
and MFPs) that perform a scanning function in which physical document input is converted to electronic
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document output.

Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC FLR.2

Usage: This SFR Package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile
(fax) transmission, and a printing function in which a telephone-based document facsimile (fax) reception
is converted to physical document output.

Title: 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR)

Functions, Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC FLR.2

Usage: This SFR Package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions,

Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products that transmit or receive User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple users,
such as wired network media and most radio frequency wireless media. This package applies for TOEs that
provide a trusted channel function allowing for secure and authenticated communication with other IT systems.
If such protection is supplied only by the TOE environment, then this package cannot be claimed.

2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products. The
functions that are allowed, but not required in any particular conforming Security Target or Protection Profile,
are listed in Table 7.

Table 7 — SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

Copyright CANON INC. 2016
17



Canon

FEITH: 2017/03/21

Designation Definition

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs
F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultaneously accessed
by multiple users, such as wired network media and most radio-frequency wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being
performed. The attributes that are allowed, but not required in any particular conforming Security Target or
Protection Profile, are listed in Table 8.

Table 8 —SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4 PP Conformance rationale

TOE I, TYUANEEROEBERBEETHLa—, TV b AX¥ T 77 7 AOKEREIDN
. CELRATHERE. HDD M5 5birE. LAN 7 — % ORs S bie 2 2545 2 & 75>Eo 2.2 ED

PP claim, Package claim (2317 5 PP IZER I TV AT XTOD SFR Package [ZE&T 5 Z &

TEEITH D,

7233, A ST 25 A F 975 PP 1L, IEEE Standard Protection Profile for Hardcopy Devices in IEEE Std 2600

T™™_2008, Operational Environment B (Z3# &L, 2>> CCEVS Policy Letter #20 |[ZEFHXSILONELE AT

HDOTHD,

LLFIZ, 6 fll @ SFR Packages 7 L7- PP & Z @ ST Z bhi#g LT\ <,

F 7", Security Problem Definition (ZF L T, PP & ST Zthi#zd 5L, LR OSP 21U & -2DiBHIL T
WAHLAMIFRIC THS,

P.STORAGE.CRYPT
ZAUE EABREAHL CWDHOTIERL, TOE Ziil#IL Tu\% OSP THh D,

HE>T, LLFDRAL T 5,
- STOEX 2T (REERATT-T T X TOTOEIL, PPOEF 2T iR EERL - LTS
- PPOEF VT (R EE R AT T _RTCOEAREIL., STOEX 2V T 8  E#Hbm-L 0D

WIZ, Objective IZEIL T, PP & ST % I#cd5&, LLF D Objective & U & -2iBIIL TWDIEN XA
CTHD,
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O.STORAGE.CRYPTED

AN Objective & FEHL 9572, FCS_COP.1(h) % ¥ FCS_CKM.1(h)2SBMSCD, Ziubid, PP LV
TOE D55 FWZEHHIRT5H D THSH, Lo TA Objective Id, TOE ZHill#IJL TV % Objective TdhD,

o T, LA T 5,
- STOTOED T VT 155 S8t %7i 7= X CTHOTOEIL, PPOTOED ¥ =2V T (565 &b 7= L
QA

- PPOIEARREO X 2T 46K G2 7-9 T X COEARKIL. STOEHREDO X 2T ¢ %f
WRGEBI-L 0D

S 5T, BEREELMEICEAL T, PP & ST % tbikd 5L, Table 9 DLHIZ 6 D SFR Packages 7679
NTOBREEMHITH IR LT, &5IT ST TIMEREE B IS TV D,

7233, PP Package #ifl. PP OFSHEEEARIZ - ) DS FRE ST TEFTIE, 354 T 50D W EE R T,
Table 9 —PP. ST TOHSRRE Xt

PP_Package PP DHBREE {4 ST DHREE
Common FAU_GEN.1 FAU GEN.1
Common FAU _GEN.2 FAU GEN.2
Common FAU SAR.1 FAU SAR.1
Common FAU SAR.2 FAU SAR.2
Common FAU STG.1 FAU STG.1
Common FAU STG.4 FAU STGA4
Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACEF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP RIP.1 FDP RIP.1
Common FIA ATD.1 FIA ATD.1
Common FIA UAU.1 FIA UAU.1
Common FIA UID.1 FIA UID.1
Common FIA USB.1 FIA USB.1
Common FMT MSA.1(a) FMT MSA.1(delete-job)
Common FMT _MSA.3(a) FMT_MSA.3(delete-job)
Common FMT MSA.1(b) FMT MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA.3(exec-job)
Common FMT MTD.1(FMT MTD.1.1(a)) | FMT MTD.I(device-mgt)
Common FMT MTD.1(FMT MTD.1.1(b)) | FMT MTD.I(user-mgt)
Common FMT SMEFE.1 FMT SMF.1
Common FMT SMR.1 FMT SMR.1
Common FPT STM.1 FPT STM.1
Common FPT TST.1 FPT TST.1
Common FTA SSL.3 FTA SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(in-job)
PRT FDP_ACF.1 FDP_ACF.1(in-job)
SCN FDP_ACC.1 FDP_ACC.1(in-job)
SCN FDP_ACF.1 FDP_ACF.1(in-job)
CPY FDP_ACC.1 FDP_ACC.1(in-job)
CPY FDP_ACF.1 FDP_ACF.1(in-job)
FAX FDP_ACC.1 FDP_ACC.1(in-job)
FAX FDP_ACF.1 FDP_ACF.1(in-job)
DSR FDP_ACC.1 FDP_ACC.1(in-job)
DSR FDP_ACF.1 FDP_ACF.1(in-job)
SMI FAU_GEN.1 FAU_GEN.1

Copyright CANON INC. 2016

19



Canon

FEITH: 2017/03/21

PP_Package PP DHBREE {4 ST DHREE
SMI FPT FDI EXP.1 FPT FDI EXP.1
SMI FTP ITC.1 FTP ITC.1
Common - FIA_AFL.1
Common FIA_SOS.1
Common - FIA UAU.7

- - FCS_COP.1(h)

- - FCS_CKM.1(h)
SMI - FCS_CKM.1(n)
SMI - FCS_COP.1(n)
SMI - FCS_CKM.2

PP TiX, FDP_ACF.1(a)icBW T, +FAXIN ® D.DOC @ Delete, +FAXIN @ D.FUNC ® Delete (T
X9 % Subject ZZ UNORMAL & LTV %25, ST Tl FDP_ACF.1(delete-job)IZ 35V T, Subject %
U.ADMINISTRATOR & L, UNORMAL ® Access Control rule % [Denied] & L Cu\%, F£7-. PP
T, FDP_ACC.1 {28 T, +FAXIN ® D.DOC @ Read (Zxf7" % Subject # UNORMAL & LT\
%M, ST TiX FDP_ACC.1(in-job)IZ 3\ T, Read |Z%}3 5 Subject 2 U.ADMINISTRATOR & L.
UNORMAL @ Access Control rule 2 [Denied] & L T\ 5%,

R U7z ST OMEEEEAEDFI D 4171 Delete <> Read FIBE7R Subject D #iFH 2 &, UNORMAL D
7 7 & A A[EETR Object 272 < THI D 17 TH Y . PP OFEREEA: L 0 IIRAYZR T 7 & Al 21T
) Tb A é & % 2. é o

PP TiE. FDP_ACFE.1(a)l23 T, +FAXIN ® D.FUNC ® Modify =%/ % Subject 2 UNORMAL
L LTWH A, ST Tl FDP_ACF.1(delete-job)IZ ¥\ T, Subject Z U.User & L., Access Control rule
% [Denied] & LTW5,

ST DOEEREEAFDOE] D AHT X BEREDFI &2 £ D Subject ICHFF S RNK D ITTHHOAHTTH Y,
PP OEREZEANF LV bIIRAVRT 7 Al 21T > T\ D L F R D,

LIEOFA LY, ST TR ENTW5 SFRIE, PP TliR &4 CTWA SFR LV TREEZHF-ITLDY
HIRA ] THDH EWZ D,

WE~T, LR ARRNLT 5,
- STOSFRZ#7-9 4 X TCOHOTOEIL. PPOSFRL - L TV 5

F7-. ST OREEEAEIT PP OREEEELFIL Th b,

PLEIZED, 2 ST 1X PP (Z#E LT, TOE (Z[RAI% DL EOHIRAZFRL . TOE OiEMEREEICFEZELL D
il BRZFRL TV D,

Pes>T, 2D ST X PP Zimar & L TV5,
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3 Security Problem Definition

31 Notational conventions

a)
b)

c)

d)

2

Defined terms in full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v") place at the intersection of
a row and column indicates that the threat identified in that row is wholly or partially mitigated by
the objective in that column.

In tables that describe completeness of security requirements, a bold typeface letter “P” placed at
the intersection of a row and column indicates that the requirement identified in that row performs
a principal fulfillment of the objective indicated in that column. A letter “S” in such an intersection
indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement name
and purpose indicates that the requirement performs a principal fulfillment of the objective in the
same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.

In specifications of Security Functional Requirements (SFRs):

1) Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

2)  Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

3) Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria
Part 2 or an Extended Component Definition, but which also must be completed by the ST
Author in a conforming Security Target.

The following prefixes in Table 10 are used to indicate different entity types:

Table 10— Notational prefix conventions

Prefix Type of entity
U. User
D. Data
F. Function
T. Threat
P. Policy
A. Assumption
0. Objective
OE. Environmental objective
+ Security attribute

3.2 Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a)
b)

c)

Persons who are not permitted to use the TOE who may attempt to use the TOE.

Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 11— Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 12— Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used to
provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13— Organizational Security Policies for the TOE

Name Definition
P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner.
P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF.
P.AUDIT.LOGGING To preserve operational accountability and security, records that

provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel.

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment.

P.STORAGE.CRYPT*) TOEDOHDDIZFEkT 27 — ¥ 1%, BF L STV ATt 7
57800,

*) MFP |2 HDD 5 SAUBERE A FF > Z L 2R ) o —IZF oKk 2 18E Lo

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14— Assumptions

| Assumption | Definition |
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Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s
guidance and documentation, and correctly configure and operate the TOE
in accordance with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4 Security Objectives

4.1 Security Objectives for the TOE

AEITIE, TOE E LT bk d 2 ) 7 o kgt 2itd 15,

Table 15— Security Objectives for the TOE

Objective

Definition

0.DOC.NO _DIS

The TOE shall protect User Document Data from unauthorized
disclosure.

0.DOCNO_ALT

The TOE shall protect User Document Data from unauthorized
alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized
alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized
alteration.

0.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

0.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users,
and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in
accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events and prevent its unauthorized disclosure
or alteration.

O.STORAGE.CRYPTED

TOE(L, HDDIZT — ¥ & E X IATBRIZKRE B b L 72 i uid 7
570N,

4.2

Security Objectives for the IT environment

ZOETIE, ITREOYX 2V 7 4 R FHICBE L ek 5,

Table 16— Security Objectives for the IT environment

Objective

Definition

OE.AUDIT STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.

OE.AUDIT ACCESS.AUTHORIZED

If audit records generated by the TOE are exported
from the TOE to another trusted IT product, the TOE Owner
shall ensure that those records can be accessed in order to detect
potential security violations, and only by authorized persons.

4.3

OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged
access to TOE external interfaces.
Security Objectives for the non-IT environment

ZOETIE, FITEREOEX 2 U T xR FHICBE L itk 5,
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Table 17— Security Objectives for the non-IT environment

Objective Definition

OE.PHYSICAL.MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the
training and competence to follow those policies and procedures.
OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization; have
the training, competence, and time to follow the manufacturer’s
guidance and documentation; and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

4.4 Security Objectives rationale

KEITHE, Hx OF. Mot U7 ¢ H#t, BRSNS, TOE o2l Lttt 1 2OEF2 U T
A X FE TSNS &, FRFNLDEX2 U T 4 PR TEIDVE RIS L, EX=2UT 4K
$a i L, Bitedtt e X5 2 L2 HEET D,

Table 18— Completeness of Security Objectives

Objectives

OE.AUDIT ACCESS.AUTHORIZED

OE.AUDIT STORAGE.PROTECTED
OE.AUDIT.REVIEWED

O.DOC.NO ALT
O.FUNC.NO ALT
O.PROT.NO ALT
0O.CONF.NO DIS
O.CONF.NO ALT
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.INTERFACE.MANAGED
O.STORAGE.CRYPTED
OE.PHYISCAL.MANAGED
OE.INTERFACE.MANAGED
OE.ADMIN.TRAINED

Threats. Policies, and Assumptions

| 0.DOC.NO DIS

T.DOC.DIS

\

T.DOC.ALT

\

T.FUNC.ALT

T.PROT.ALT v

T.CONF.DIS v

T.CONF.ALT v

SIS NN| O.USER.AUTHORIZED
SISISISN N[N X] OE.USER.AUTHORIZED

P.USER.AUTHORIZATION

P.SOFTWARE.VERIFICATION v

P.AUDIT.LOGGING 4AR2R2AR4

PINTERFACE.MANAGEMENT v v

P.STORAGE.CRYPT v
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A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

Table 19— Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons.

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.DOC.ALT

User Document Data may be

altered by unauthorized persons.

0.DOC.NO_ALT protects D.DOC from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.FUNC.ALT

User Function Data may be

altered by unauthorized persons.

O.FUNC_NO_ALT protects D.FUNC from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.PROT.ALT

TSF Protected Data may
be altered by
unauthorized persons.

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONEF.DIS

TSF Confidential Data
may be disclosed to
unauthorized persons.

0O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.ALT

TSF Confidential Data
may be altered by
unauthorized persons.

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.

O.USER. AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.
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P.USER.AUTHORIZ
ATION

Users will be authorized to use
the TOE.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF.

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable code in the TSF.

P.AUDIT.LOGGING | An audit trail of TOE use O.AUDIT.LOGGED creates and maintains a log
and security-relevant of TOE use and security-relevant events, and
events will be created, prevents unauthorized disclosure or alteration.
maintained, protected, OE.AUDIT _STORAGE.PROTECTED protects
and reviewed. exported audit records from unauthorized access,

deletion and modifications.

OE.AUDIT ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed.

PINTERFACE.MAN | Operation of external O.INTERFACE.MANAGED manages the

AGEMENT interfaces will be operation of external interfaces in accordance
controlled by the TOE with security policies.
and its IT environment. OE.INTERFACE.MANAGED establishes a

protected environment for TOE external
interfaces.

P.STORAGE.CRYPT | HDDIZjtékd %7 —% %5 | O.STORAGE.CRYPTED (¥, HDDIZT — 4 %
3%, HXIATEICRE 56T 5,

A.ACCESS.MANAG | The TOE environment OE.PHYSICAL.MANAGED establishes a

ED provides protection from protected physical environment for the TOE.

unmanaged access to the
physical components and
data interfaces of the
TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of
and trained to follow
security policies and
procedures.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes
use their privileged responsibility of the TOE Owner to have a
access rights for trusted relationship with Administrators.
malicious purposes.

A.USER.TRAINING Administrators are aware OE.USER.TRAINED establishes responsibility

of and trained to follow
security policies and
procedures.

of the TOE Owner to provide appropriate User
training.
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5 Extended components definition (APE_ECD)

Protection Profile defines components that are extensions to Common Criteria 3.1 Revision 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and
process this information before it is transmitted on another external interface. However, some products may
provide the capability for attackers to misuse external interfaces to violate the security of the TOE or
devices that are connected to the TOE’s external interfaces. Therefore, direct forwarding of unprocessed
data between different external interfaces is forbidden unless explicitly allowed by an authorized
administrative role. The family FPT FDI EXP has been defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the functionality to
require TSF controlled processing of data received over defined external interfaces before these data are
sent out on another external interface. Direct forwarding of data from one external interface to another one
requires explicit allowance by an authorized administrative role.

Management: FPT_FDI _EXP.1
The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role

¢) Revocation of such an allowance

Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:
Quite often, a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i.e., without processing the data first) between different external

interfaces is therefore a function that—if allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
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to disallow direct forwarding and require that only an authorized role can allow this. Since this is a function that
is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of User Data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both User Data and TSF Data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both User Data and TSF Data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
lead the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on [assignment: /ist of.
external interfaces] from being forwarded without further processing by the TSF to
[assignment: [ist of external interfaces].

Copyright CANON INC. 2016
29



Canon

FEITH: 2017/03/21

6 Security requirements

6.1  Security functional requirements

ZDOFETIL, TOE DEFx = VT HAEZ/E (Security functional requirements) (2B L TRtk 3 %,
W, 2 R—F 2 NBRBIERCHET L AV OB AD () EET, 0 IELOBRELZRTH# T
ZRLTWD,

0
2
[l

(S
1

6.1.1 =—H%— HRE

FIA_AFL.1 Authentication failure handling

E={

Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number/, an
administrator configurable positive integer withinlassignment: range of acceptable
values/l unsuccessful authentication attempts occur related to [assignment: /ist of
authentication events].

[selection: [assignment: positive integer number], an administrator configurable

positive integer within/assignment: range of acceptable values/|
* an administrator configurable positive integer within 1 to 10

[assignment: list of authentication events

o HERIAL LTV E— UL ZoTom 7o L leT

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
e met

[assignment: list of actions]
s vuvJTUL
FIA_ATD.1 User attribute definition
Hierarchical to: No other components
Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: /ist of security attributes].

[assignment: Iist of security attributes].
s a—¥—4, m—

FIA_UAU.1 Timing of authentication

Hierarchical to: No other components
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Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU .7.1

FIA_UID.1

FIA _UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

with access-controlled Functions of the TOE] on behalf of the user to be
performed before the user is authenticated.

[assignment: Iist of 7TSF-mediated actions that do not -conflict with
access-controlled Functions of the TOE]
o TN T Ty IRYaT 1 T IAYa T O

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the
authentication is in progress.

[assignment: /ist of feedbackl

. *

Timing of identification
Hierarchical to: No other components
Dependencies: No dependencies
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be performed
before the user is identified.

lassignment: list of TSF-mediated actions that do not conflict with

access-controlled Functions of the TOE]

o INhTaT Ty IARYaT | T AYaT DN

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

User-subject binding
Hierarchical to: No other components
Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
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on the behalf of that user: [assignment: /ist of user security attributes).

[assignment: list of user security attributes].
e a—W—% wm—

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes).

lassignment: rules for the initial association of attributes).
s 2L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes).

[assignment: rules for the changing of attributes]
e 2L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time

Interval of userinactivityl.

[assignment: time interval of userinactivityl.

o BMEANFOVAEE L ZRVIRTBA BRE IR

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time

Interval of userinactivityl.

[assignment: time interval of userinactivityl.
o UE— b ULl Z#AELARVIREEA, 15 Syt

6.1.2 a7 ETT 7 eRHIHEEE

FMT_MSA.1(exec-job) Management of security attributes

Hierarchical to: No other components

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT_MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: Iist of security attributes] to
[assignment: the authorised identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]
s 2L

[selection: change_default, query, modify, delete, [assignment: other operations/)
* query, modify, delete, create

[assignment: list of security attributes|
e T—)L

[assignment: the authorised identified roles].
¢ U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(execjob) The TSF shall enforce the TOE Function Access Control Policy,
lassignment: access control SFP, information flow control SFP to provide
[selection, choose one of:  restrictive, permissive, lassignment: other property]l
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
s 2L

[selection, choose one of: restrictive, permissive, [assignment: other property/)
* Restrictive

[refinement]
*  TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(execjob) The TSF shall allow the [assignment: the authorized identified roles|
to specify alternative initial values to override the default values when an object
or information is created.

[assignment: the authorized identified roles]

e Nobody

FDP_ACC.1(exec-job) Subset access control

Hierarchical to: No other components

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(execjob)  The TSF shall enforce the TOE Function Access Control SFP on users

as subjects, TOE functions as objects, and the right to use the functions as
operations.
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FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: list of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFA.

[assignment: list of TOE functions and the security attribute(s) used to determine
the TOFE Function Access Control SFP
* objects controlled under the TOE Function Access Control SFP in Table 20,
and for each, the indicated security attributes in Table 20

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U ADMINISTATOR to use a function, a user that is
authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functionsl, [assignment: other conditions]].

[selection: the user is explicitly authorized by U.ADMINISTATOR to use a
function, a user that is authorized to use the TOF is automatically authorized to
use the functions [assignment: list of functions), [assignment: other conditionsl]

* [assignment: other conditions]

[assignment: other conditions]
* rules specified in the TOE Function Access Control SFP in Table 20 governing access
among controlled users as subjects and controlled objects using controlled operations
on controlled objects.

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U.ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects|
e 2L

FDP_ACF.1.4(exec-job)  The TSF shall explicitly deny access of subjects to objects based on the
lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objects]
° fcil_/

Table 20— TOE Function Access Control SFP

Ohject Attribute Operation(s) | Subject | Attribute | Access control rule
j (D)
I?(E,ijrfgr 2 Object @ J&MIZ%F LT Subject
AN +PRT Ui a7 8 U.USER | B—/L Dr—/L7% Operation Z#F A S4U
1T N 7-o—/LThb,
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Object Attribute Operation(s) | Subject | Attribute | Access control rule
Object ()] . - .
D JETEITE
0 LCPY Pointer %I Object E PEL ﬁb“(é Subject
[ae’— | DSR L g> g | UUSER | B Dr—/LA% Operation % #F A[ S 4L
i -a— /L Thb,
17,
. o B '
LSCN I?(E)ijlfgr A Object D JEMEIZXF LT Subject
[A%xr ) +DSR L oaT % U.USER | m—/L Dr—/L73 Operation % 7F A S 4L
i fer— )L Thd,
17,
- D i .
l?(i)ijrf::r S Object @ JEMIZ%F LT Subject
(7702 +FAXOUT Ui a7 % U.USER | B—/L Dr—/L73 Operation &7 A S4L
b 7-a— L ThBD,
1T,
- D B '
I?(E)ijlfgr A Object @ JEMEIZXFL T Subject
[Z 5 A +FAXIN Ui ogo e | DUSER | = Dr—/L7)3 Operation % §F A] S 4L
i fer— )L Thd,
17,
Object D . .
: Object @ J&MIZ%F LT Subject
I 7 LOF l . .
ﬁﬁﬁ 7AVOR | per i";?tf/f j‘iji U.USER | m—/L Drr— /L 7% Operation % ATSH
P fer— )L Thd,
1T,
- Object D
UE— DIz X
1)2 e %[;I;; /I/; +DSR Pointer % ¥/ UUSER | m—1 Subject MHE—/ L% Administrator
{l}fﬁj +FAXIN Lizvard| T Operation 73 AIHE,
17,

6.1.3 BATaT T exEIHEERE

6.1.3.1 = THIkEERE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,

[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: Iist of security attributes] to
[assignment: the authorised identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]
¢ In The JOB Access Control SFP in Table 23

[selection: change_default, query, modify, delete, [assignment: other operations)|
e Table21 ® [#fE] DI

[assignment: list of security attributes]
e Table21 @ [security attributes| DIH
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[assignment: the authorised identified rolesl
e Table21 ® Tm—)] DIA

Table 21— Management of security attributes

security attributes e "—/,v
a2 —Y—4 delete, create, query U.ADMINISTRATOR
R 7 AR B modify, create U.ADMINISTRATOR
HE DRy 7 ARFEEE modify UNORMAL
FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
lassignment: access control SFE information flow control SFP to provide
[selection, choose one of: restrictive, permissive, [assignment: other propertyll
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
e Common Access Control SFP in Table 22
e In The JOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other propertyl/l
*  restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles|

to specify alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles]

*  Nobody
FDP_ACC.1(delete-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on
the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT _MSA.3 Static attribute initialisation
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FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects).

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
*  U.ADMINISTRATOR (%, 9<T» D.DOC - D.FUNC DHl|Fx)3 7] 5E
e  U.ADMINISTRATOR %, +CPY, +SCN, +DSR, +FAXOUT ® D.FUNC ®
Modify 23 A HE

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects).

[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objectsl
o 2L

Table 22—Common Access Control SFP

Object Attribute Operation(s) Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete UNORMAL | Denied, except for his/her own
+FAXOUT, documents
+DSR

D.DOC +FAXIN Delete UNORMAL | Denied

D.FUNC | +PRT,+SCN,+CPY, Modify; UNORMAL | Denied, except for his/her own
+FAXOUT, Delete function data
+DSR

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete UNORMAL | Denied

6.1.3.2 ¥z 77 el

FDP_ACC.1(in-job) Subset access control

Hierarchical to: No other components

Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23

on the list of subjects, objects, and operations among subjects and objects covered
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by the In The JOB Access Control SFP in Table 23..

FDP_ACF.1(in-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
to objects based on the following: the list of subjects and objects controlled under
the In The JOB Access Control SFP in Table 23, and for each, the indicated
security attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
In The JOB Access Control SFP in Table 23 governing access among Users and
controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
e U.ADMINISTRATOR %, +FAXIN/+DSR @ D.DOC ® read 73 ] RE

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the
lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objectsl
o 2L

Table 23— In The JOB Access Control SFP

Object Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for his/her own documents
D.DOC | +SCN Read U.USER Denied, except for his/her own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +FAXIN Read UNORMAL | Denied

D.DOC | +FAXOUT Read U.USER Denied, except for his/her own documents
D.DOC | +DSR Read UNORMAL | Denied, except for his’her own documents

6.1.4 ZEVaTirbRE

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles
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FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD 7 —XEeiHEmHaE

FDP_RIP.1 Subset residual information protection
Hierarchical to: No other components
Dependencies:: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of a resource is made unavailable
upon the [selection: allocation of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: [ist of objects].

[selection: allocation of the resource to, deallocation of the resource from]
* deallocation of the resource from

[assignment: /ist of objects].
s 2L

6.1.6 HDD K B51{kifhe
6.1.6.1 Wb/ 5 HERE
FCS_COP.1(h) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: list of cryptographic operationsl in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standardsl.

[assignment: list of cryptographic operations)
* HDD ~EHEXIAENDT —F OB b#AE
* HDD bttt S5 T — & OESHAE

lassignment: cryptographic algorithml
* AES

[assignment: cryptographic key sizes)
e 256Dit

[assignment: /ist of standardsl
e FIPS PUB 197
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6.1.7 LAN 7 —Z{R&HERE
6.1.7.1 1P /"7 v MESALEKRE
FCS_COP.1(n) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(n) The TSF shall perform [assignment: list of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm)] and cryptographic key sizes [assignment: cryptographic key sizes| that
meet the following: [assignment: /ist of standards].

lassignment: /ist of cryptographic operations)
o LAN ~EET 2 IP N7 v N ORFB{L#(E
o LANDOZET D IPNT y b O SHE
lassignment: cryptographic algorithml
* Table24 @ [cryptographic algorithm| DIR

lassignment: cryptographic key sizes)
» Table24 @ [lcryptographic key sizes| DIH

[assignment: ist of standards)
* Table24 @ [list of standards| IR

Table 24 — IPSec cryptographic algorithm,key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards
3DES-CBC 168 bit FIPS PUB 46-3
AES-CBC 128 bit, 192bit, 256 bit FIPS PUB 197
AES-GCM 128 bit, 192bit, 256 bit SP800-38D

FTP_ITC.1 Inter-TSF trusted channel

Hierarchical to: No other components
Dependencies: No dependencies

FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the
communicated data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate
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communication via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 HCO7AMERE
FPT_TST.1 TSF testing

Hierarchical to: No other components
Dependencies: No dependencies

FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions lassignment: conditions under which self test should occurll to
demonstrate the correct operation of [selection: [assignment: parts of TSH, the

TSH.

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occurl]

*  during initial start-up

[selection: [assignment: parts of TSH, the TSF]
e LAN 77— (%R CHIM T 557 L3 U X L(AES, 3DES)

FPT_TST.1.2 The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSH, TSF Datal.

[selection: [assignment: parts of TSFl, TSF Datal
e [assignment: parts of TSF]

[assignment: parts of TSF]
o HEfEns

FPT_TST.1.3 The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.

6.1.9 EERJIERE
FAU_GEN.1 Audit data generation

Hierarchical to: No other components

Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
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b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

c) All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25 ; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]

* not specified

[assignment: other specifically defined auditable events]

s 7oL

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 25: (1)
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information].

[assignment: other audit relevant information|

e 2L

Table 25— Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP ACF.1 Not specified Type of job
Both successful and unsuccessful use of the FIA UAU.1 Basic None required
authentication mechanism
Both successful and unsuccessful use of the FIA UID.1 Basic Attempted user
identification mechanism identity, if available
Use of the management functions FMT SMF.1 Minimum None required
Modifications to the group of users that are FMT_SMR.1 Minimum None required
part of a role
Changes to the time FPT STM.1 Minimum None required
Termination of an interactive session by the FTA SSL.3 Minimum None required
session locking mechanism*
Failure of the trusted channel functions FTP ITC.1 Minimum None required

FAU_GEN.2 User identity association

Hierarchical to:

Dependencies:

No other components.

FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

4 PP Guide @ [14.1 IEEE Std 2600.1 Errata] % £
IEEE Std 2600.1(Z1%“Locking of an interactive session by the session locking mechanism” & & % 73, #55t &

T 5 5 AL

42
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FPT_STM.1 Reliable time stamps
Hierarchical to: No other components
Dependencies: No dependencies

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
lassignment: /ist of audit information] from the audit records.

[assignment: authorised users]
¢ U.ADMINISTRATOR

[assignment: list of audit information]
* Table25 |[ZRTEARZDU X K

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detectl unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of- prevent, detect]
* prevent
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FAU_STG.4 Prevention of audit data loss

FAU_STG.4.1

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss

Dependencies: FAU_STG.1 Protected audit trail storage

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent
audited events, except those taken by the authorised user with special rights”,
‘overwrite the oldest stored audit records’| and [assignment: other actions to
be taken in case of audit storage failurel if the audit trail is full.

[selection, choose one of “ignore audited events”, “prevent audited events,
2 i

except those taken by the authorised user with special rights”, “overwrite the

oldest stored audit records’]
e “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
e 2L

6.1.10 EHEERE

6.1.10.1 = —H —EEikkRE

FIA_SOS.1

FIA_SOS.1.1

Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric].

[assignment: a defined quality metric]

o AXFLERXLFLTONRAY—RNE

o 3 U kT D UFHEE DN

s WERUT(A~Z)Z 1 XFTLEEDD

o L F(a~z)E 1 XTFLEED D

o HT(O0~9% 1 XTLULEEDD

o TIT 7y MUSDLFO-@[):, L HS%& =~ { +¥) ><)E 1 UL EE
LR

o fEMWRESCF
o HHSIFLSN DA TOILTF

FMT_MTD.1(user-mgt) Management of TSF Data

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,

modify, delete, clear, [assignment: other operations/l the [assignment: list of TSF
Data associated with a UNORMAL or TSF Data associated with documents or
jobs owned by a UNORMAL| to [selection, choose one of: Nobody, [selection:
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U ADMINISTRATOR, the U NORMAL to whom such TSF Data are associated]l.

[selection: change default, query, modify, delete, clear, [assignment: other
operations/)
s Table26 ® [#fE] DA

lassignment: list of TSF Data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U NORMAL)
e Table26 ® [TSF data] DIH

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the
U.NORMAL to whom such TSF Data are associated]]
e Table26 ® Ta—/)L| OIE

Table 26— — ¥ —fE# B

TSF data 7 —/ HRIE

=4 U.ADMINISTRATOR | delete, create, query

u—/ U.ADMINISTRATOR | modify, delete, create, query
IRAT — R U.ADMINISTRATOR | modify, delete, create
HEDO/NRAT—R UNORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified rolesl]
*  Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which
no user shall be associated.

6.1.10.2 K585 FREERE
FCS_CKM.1(h) Cryptographic key generation
Hierarchical to: No other components.
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FCS_CKM.1.1(h) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:

cryptographic key sizes| that meet the following: [assignment: /ist of standards].

lassignment: cryptographic key generation algorithml]
e Hash DRBG % Fl|f] L 7= SP800-90A (235 < GLEER T LT Y X A
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lassignment: cryptographic key sizes]
e 256w b

[assignment: /ist of standardsl
« FERL

FCS_CKM.1(n) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(n) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes] that meet the following: [assignment: /ist of standardsl.

[assignment: cryptographic key generation algorithml
* FIPSPUB 186-2 (2 A D < W54 T /LT Y X A

[assignment: cryptographic key sizes]
*  128bit, 168bit, 192bit, 256 bit

[assignment: /ist of standards)
* FIPS PUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standardsl.

[assignment: cryptographic key distribution method
e DH (Diffie Hellman) 35X NECDH (Elliptic Curve Diffie Hellman)

[assignment: /ist of standards]
*  SP800-56A

6.1.10.3 F /31 R &R

FMT_MTD.1(device-mgt) Management of TSF Data
Hierarchical to: No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
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FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify; delete, clear, [assignment: other operations/| the [assignment: list of TSF
datal to [selection, choose one of: Nobody, [selection: UADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMAL]]]

[selection: change default, query, modify;, delete, clear, [assignment: other
operations/)

e Table27 @ [#4E] DIE

[assignment: list of TSF datal
e Table27 ® [TSF Data] DIH

[selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment:
the authorized identified roles except U NORMAIIII
e Table27 ® fa—/L] DOIE

Table 27— /N A A EHEHERE

TSF Data °—)L e

H -/ RPZIER E U.ADMINISTRATOR | modify
HDDZE2VH E7E U.ADMINISTRATOR | query, modify
[PSec 5% iE U.ADMINISTRATOR | query, modify
A= VT ERE U.ADMINISTRATOR | query, modify
2y 7T MRS — R E U.ADMINISTRATOR | query, modify
INAT =RV —RTE U.ADMINISTRATOR | query, modify
=g U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions

Hierarchical to: No other components

Dependencies: No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment: /ist
of management functions to be provided by the TSF].

[assignment: [ist of management functions to be provided by the TSF]
o LUTF® Table 28 {Z/R 3 & FRFERE

Table 28— The management of security requirements
TR RE #E
H A/ BB

modify

HDDZERTHEHRE query,modify
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EERERE 33

IPSec 5% i query,modify
F—hIVTERE query,modify
7T NR) Y — R TE query,modify

INAT —RRY—& B query,modify
= query, delete
a—H—4 delete, create,query
7 —/ modify,delete, create,query
INAT — K modify,delete, create
Ry 7 ARFHEEE modify, create
HHD/RAT— R modify

H & DR v 7 AR EE modify

6.2 Security Assurance Requirements

Table 29 lists the Security Assurance Requirements for 2600.2-PP, Protection Profile for Hardcopy
Devices, Operational Environment B, and related SFR Packages, EAL 2 augmented by ALC_FLR.2.

Table 29— IEEE 2600.2 Security Assurance Requirements

Assurance class

Assurance components

ADV: Development

ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_ PRE.1 Preparative procedures

ALC: Life-cycle support

ALC CMC.2 Use of a CM system

ALC _CMS.2 Parts of the TOE CM coverage

ALC DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation

ASE CCL.1 Conformance claims

ASE ECD.1 Extended components definition

ASE INT.1 ST introduction

ASE OBJ.2 Security objectives

ASE REQ.2 Derived security requirements

ASE SPD.1 Security problem definition

ASE TSS.1 TOE summary specification

ATE: Tests

ATE COV.1 Evidence of coverage

ATE FUN.1 Functional testing

ATE IND.2 Independent testing—sample

AVA: Vulnerability assessment

AVA VAN.2 Vulnerability analysis
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6.3  Security functional requirements rationale
6.3.1 The completeness of security requirements

Table 30 |% TOE tFx=2U7 xR it b2V TR EM 2~ v e 7 LTIcb D Th D, ZIUZED, K%
2T AHEREE VD7 b 1 DD TOE B 2UT A5 T #HIRIEL TWADZEARL TS,
T8t S EfRE Bold (RO (P) THE L, ViR —FL TV BIfRE (S) TRLT,

Table 30— The completeness of security requirements

Objectives

0.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.STORAGE.CRYPTED

SFRs

FIA AFL.1
FIA ATD.1
FIA_UAU.1
FIA_UAU.7
FIA UID.1 S S S S S S
FIA USB.1
FTA_SSL.3(lui)
FTA_SSL.3(rui)

FMT_ MSA.1(exec-job)
FMT_MSA.3(exec-job)
FDP_ACC.1(exec-job)
FDP_ACEF.1(exec-job)
FMT_MSA.1(delete-job)
FMT_MSA.3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACEF.1(delete-job)
FDP_ACC.1(in-job)
FDP_ACF.1(in-job)

FPT FDI _EXP.1 P
FDP RIP.1
FCS_COP.1(h)
FCS_COP.1(n)
FTP_ITC.1
FCS_CKM.1(h)
FCS_CKM.1(n)
FCS_CKM.2
FPT TST.1 P
FAU GEN.1 P
FAU GEN.2 P
FAU SAR.1 P

v

wn|~|ln|nl=|~| =~ n|l~w| x| n0.UERAUTHORIZED

i~ nlwn
i~ nlwn

720 Ra- R RV 0 Ra-RRVU N

ninnNln nl~
~
o
o

| nlnlgln|ln
~
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Objectives

0.DOC.NO_DIS
0.DOC.NO ALT
0.FUNC.NO_ALT
0.PROT.NO_ALT
0.CONF.NO_DIS
0.CONF.NO ALT
0.USER.AUTHORIZED
O.INTERFACE.MANAGED
0.SOFTWARE.VERIFIED
0.STORAGE.CRYPTED

SFRs

FAU_SAR.2
FAU _STG.1
FAU STG.4
FPT_STM.1
FIA_SOS.1 S
FMT_MTD.1(user-mgt)
FMT_SMR.1 S S S
FMT _MTD.1(device-mgt)
FMT_SMF.1 S S S

v | = | = | = [0.AUDIT.LOGGED

0N Nl nl~

i =~

wnigl nl~
w

6.3.2 The sufficiency of security requirements

AHECIE, ) 7 (AR TOB 27 (X IE 1T OIC 5 ThHRE LT
éo

0.DOC.NO_DIS /4, user document data 7352 SAL72 N ED1Z,

FIA UID.l TO—H—BHEHRIZIGC T, FMT SMR.1 TEHEESNIZa— LR ED YL Thi, Dn
— VDX,

FMT_ MSA.1(delete-job)/FMT_MSA.3(delete-job) , FDP_ACC.1(delete-job)/FDP_ACEF.1(delete-job) IZ &
Va7 X ¥ BNBEEE R NDIHZT 7B ZHIR 59 212,

FDP_ACC.1(in-job)/FDP_ACF.1(in-job),

CEDEIRIS a7 P Da——F —Z DT I EREARNDIHIBLIZY, ZH LSO a7 hDx—
P—=T =L ~DOT 7 ERILGHEL TERK LI T DIV ERIND,

o, Va7 BRIZ ARSIV user document data DFRAFEHIL, FDP_RIP.1 ICXV5EEIEESND,
EHIZ, HDD WD 2—H—F —XTSF 7 — X ~D FEFZ KL T

FCS_COP.1(h), FCS_CKM.1(h)IZ kWS,

LAN % 5%(5 4 52— —F —H% TSF T —H~DUWE A+ Z2FEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS CKM.2 {2V S D,
ZNBICBE T D HEEAEIX FMT _SMF.1 ([ZX-> T fkEn T 5,

0.DOC.NO_ALT IZ, user document data 232X A SHL72 KIS 12,

FIA UID.1 TO=Z—F—i#BIEHRIZEC T, FMT_SMR.1 CEHINZo—A08ED Y THh, £on
—IUZHADE,

FMT MSA.1(delete-job)/FMT MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (T &
DVEAEZ RN DT 7B AFIBR T HZ LI IV EBLEND,

IBIZ,

LAN #3625 3 52— —F —XTSF T —H ~DEX A ZBITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS CKM.2 {2V iESID,
ZNBICBE T D HEEEAEIX FMT _SMF.1 ([ZX-> T fkEn T,
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O.FUNC.NO_ALT /%, user function data 2324 A SHURNEAIT,

FIA UID.1 TO=—%—#BIEHIZIGT T, FMT_SMR.1 CEHINZo—/L3ED Y Thih, Zon
—UZHDE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
DENEERNDIZT 7B ARIRS 5282V EB I ND,

BHIZ,

LAN %#35%2(53 952 —%—F —HTSF T —H~DUX A« BFRITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 [ZXW{f#EZ 5,
ZNBICBE T AR FMT _SMF.1 ([Zk-»> TRk T,

O.PROT.NO_ALT I, TSF protected data 3L E A ZI72N DT,

FMT MTD.1(user-mgt) C&FLEH7= FIA UID.1 TO2—H —iBIEHRIZSET T, FMT _SMR.1 CTEF
Shiza— BN G THiL, TOR—/UIESE,

FMT SMR.1, FMT MTD.1(device-mgt) , FMT SMF.1 (ZX5T /A AEHBEEE I LV EHIND,
b,

LAN Z56%(5 5 52— —F —% TSF T —H~DUE A ZFEITX LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 {Z XV {f#EZ 5,

O.CONF.NO_DIS |Z, TSF confidential data 73 2 #& X720 D12,

FMT MTD.I(user-mgt) C/& H 4172 FIA_UID.1 TO2—H —iBIIIEHIZJET T, FMT _SMR.1 CEH
ENF-a— A nNE Y THN, ZTOr— I ESE,

FMT SMR.1, FMT MTD.I(device-mgt) , FMT _SMF.1 (2557 /A A EREREIC D FEELEN D,
E5IZ, HDD WD 2—H—F —HTSF 7 — X ~DEFZ KL T

FCS_COP.1(h), FCS_CKM.1(h)IZ X0 {F#ES L,

LAN #6525 T 52— —F —X-TSF 7T — X ~D X A - ZRFRITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 [Z XV {EZID,

O.CONF.NO_ALT /L, TSF confidential data 23X A SI72 DT,

FMT MTD.I(user-mgt) C/& H 4172 FIA_UID.1 TO2—W —iBIIIEHIZET T, FMT _SMR.1 CEH
SNTza— A ED Y THiL, ZOr— L IEEDE,

FMT SMR.1, FMT MTD.I(device-mgt) , FMT SMF.1 (ZL5 T A A HEREIC L EHEN D,
BT,

LAN #3625 3 52— —F —XTSF T —H ~DEX A - ZFITHL T

FCS _COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS CKM.2 {2V {iES D,

O.USER.AUTHORIZED %, FIA UAU.1, FIA UID.1, FIA UAU.7, FIA AFL.1 TO#BIFRFEAN =
A LZIDBEES e —F— 73,

FIA_ATD.1, FIA USB.1, FTA SSL.3(lui)/FTA_SSL3(rui)iZ&V 2 —HF —D -ty arBNEEIN,
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (Z&L2DT 7B AHIEHNZLY | ¥EFRZ {5 S 7-BrE 2 F) H
TEHIEIZEVFERIND,

X5IZ, FIA_SOS.1, FMT_MSA.1(exec-job), FMT MSA.3(exec-job), FMT _SMR.1 (ZJLVIE %722 —4
—ZE T D,

O.INTERFACE.MANAGED %, A 1A ¥ —T = —2&EH I 55K 5 #THY ., FIA UAU.L,
FIA_UID.1, FTA_SSL.3(lui)/FTA_SSL.3(rui)iZ&b 2 —H — A ¥ —7 2 —ADEFL FPT_FDI_EXP.1
(2% LAN ~O#iikZ a4 DHEREIC L > THILSND,

O.SOFTWARE.VERIFIED (%, FPT TST.1 ® H &7 AMEREIZL > TEHIND,

O.AUDIT.LOGGED % . FAU GEN.1 . FAU GEN.2 . FAU SAR.l . FAU SAR.2 . FAU STG.I .
FAU STG.4 ICLDEEEn T HERBIZ L > THRBSND, SHIZ, AT +—~vyMIb B o — W — e
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O.STORAGE.CRYPTED %, FCS_COP.1(h)DH 5{b/1E = HRe . FCS_CKM.1(h) D 5-#4 FLHERE I C X

STHEIENS,

6.3.3 The dependencies of security requirements

ARFETIL, ST THERE B DIRAFIE AT 72 L TV EL B D 72 W B 25Uk 575,

Table 31— The dependencies of security requirements

SEES v T TR§72L T
B CCTRRL TS | STTHRL Chalies IRARERRELC LR B
R %
FIA_AFL.1 FIA UAU.1 FIA UAU.1 N/A (KTF AL T 5)
FIA_ATD.1 No dependencies No dependencies N/A RO EER L)
FIA UAU.1 FIA UID.1 FIA UID.1 N/A UEAFEZ 7L T D)
FIA_UAU.7 FIA UAU.1 FIA UAU.1 N/A (KA A 2L T D)
FIA UID.1 No dependencies No dependencies N/A UEAFEDOERRL)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (EAFHEA TR L T0D)
FTA_SSL.3(lui) No dependencies No dependencies N/A (RAFHEDER72L)
FTA_SSL.3(rui) No dependencies No dependencies N/A URAFED BRI )
Eop T | FDP_ACCI(exec-job)
FMT_MSA.1(exec-job) — FMT_SMR.1 N/A (KA E 2L T D)
FMT_SMR.1 FMT SME.1
FMT SMF.1 -

. FMT MSA.1 FMT_MSA.1(exec-job) e s e
FMT_MSA.3(exec-job) FMT SMR.1 FMT SMR.1 N/A UERIF AL CTD)
FDP_ACC.1(exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) | N/A (FFtE&7-L T\ 5)

. FDP_ACC.1 FDP_ACC.1(exec-job) e
FDP_ACF.1(exec-job) FMT MSA3 FMT MSA.3(exec-job) N/A URAFHEZEH =L C1D)
[FDP_ACC.1 or FDP_ACC.1(delete-job
FMT_ MSA.1(delete-job) FDP_IFC.1] ) N/A (KA AR T2 L T D)
- : FMT_SMR.1 FMT_SMR.1 -
FMT SMF.1 FMT SMF.1
FMT_MSA.1(delete-jo
FMT MSA 3(delete-job) Eﬁ%—gﬁgf b) N/A (RAEMEZE - LTV )
- FMT SMR.1I
FDP_ACC.1(delete-job) | FDP_ACF.1 FDP_ACF.1(delete-job) | N/A ({KfFPEA 7= L T D)
FDP_ACC.1(delete-job
. FDP_ACC.1 ) e
FDP_ACF.1(delete-job) FMT MSA.3 FMT MSA 3(delete-jo N/A (KA E T2 L T B)
b)
FDP_ACC.1(in-job) FDP_ACF.1 FDP_ACF.1(in-job) N/A ETFHEE T TD)
FDP ACC.1 FDP_ACC.1(in-job)
FDP_ACF.1(in-job) FMT MSA FMT_MSA 3(delete-jo | N/A (&FFtEE 7L T 5)
“MSA.3 b)
FMT_SMF.1 FMT_SMF.1 .
FPT FDI_EXP.1 FMT SMR.1 FMT SMR.1 N/A A AR T2l TD)
FDP_RIP.1 No dependencies No dependencies N/A EAFEDOERRL)

[FDP_ITC.1 or

FCS_CKM.4 % FEAEL TR B :
58 RAM _EICAERSNERZUAEH A5,

FCS_COP.1(h) EBSPJCTIS\; by | FCS_CKM.1(h) T I A ) 32 LR TR i L7 > T
FCS CKM.4 %, fEo THEREHIIT I S SRR 32 L 7o < &b Iy 5
- X RETEHSN TN,
FTP_ITC.1 No dependencies No dependencies N/A RAFPEDEER L)
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Mo O P | STOmEL AR LTy Vil VR

FCS CKM.4 Z 5L Cu Ve VB
,[FI;)DPP{TTCC;O(;Y I BT RAM LIRS N BIRE WD EE A 5, &
FCS_COP.1(n) FCS CRM.1 )] FCS_CKM.1(n) f:ﬁ%%ﬁé%ﬁw Hﬁ“:éz&iKﬁf R/ E L 7o T

- ziféé ’ﬁ’siﬁ'&éhﬂ\é

FCS_CKM.4 % 3R L QU VR EE
FCS COP1 558813 RAM _EICAERRSHERZULEHA D, &
FCS_CKM.1(h) FOS CRM.A FCS_COP.1(h) f:a%%ﬁ%%:ﬁw Hﬂ':&cﬂ? Al RE7R IS L 72 > TV

%o > THERERY LTI 5 HERL IR 2 L 72 < &b I i i
liﬁ/}i ’ﬁ‘gfiéhfb\é

FCS_CKM.1(n)

[FCS_CKM.2 or
FCS_COP.1]
FCS_CKM.4

FCS_COP.1(n)

FCS CKM.4 % FiEL CU VW B

K B8 RAM _RICARSHBIREDIDEW 25, £
Y3 %%%H&V)m@‘ ki*ﬂ R L 7o TU
B, PEo THERBRUIC T BB 34 L 7e < L H iF 5
13224l ’”‘*fﬁ!ﬁénﬂ\é

[FDP_ITC.I or

FCS CKM.4 % FEiEL TV VW BLH:
5883 RAM _RIZARSHERETILEE 2 5, F

FCS_CKM.2 Egg—gg\f 10(rn)] FCS_CKM.1(n) T B B HE = LR TR L A5 T
FCS:CKM4 Z)o ?EOT%?EE"JK%%%@I%%L@< &T{)Hg‘%ﬁg
132 EIEBE NS,
FPT TST.1 No dependencies No dependencies N/A URAEHEDERARL)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (KA AR T2 L TN D)
FAU _GEN.1 FAU GEN.1 .
FAU_GEN.2 FIA UID.1 FIA UID.1 N/A (KRTEMEZET 2L TN D)
FPT_STM.1 No dependencies No dependencies N/A URAFED BRI )
FAU SAR.1 FAU GEN.I FAU GEN.I N/A (RAFVEZE 721 TN D)
FAU SAR.2 FAU_SAR.1 FAU_SAR.1 N/A (AR AT T2 L T D)
FAU STG.1 FAU GEN.1 FAU GEN.1 N/A (RAFEZ 2L QD)
FAU STG.4 FAU STG.1 FAU STG.1 N/A (AT T T D)
FIA SOS.1 No dependencies No dependencies N/A EAFEDOERRL)
FMT_SMR.1 FMT_SMR.1 .
FMT_MTD.](user-mgt) FMT SME.1 FMT SMF.1 N/A WA HEZ R T-L TD)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (KA AL T D)
FMT_MTD.I(device-mgt || FMT_SMR.1 FMT_SMR.1 P
) FMT SMF.1 FMT SMF.1 N/A UERAF AL CTD)
FMT _SMF.1 No dependencies No dependencies N/A (RAEHEDERARL)

6.4 Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial information
processing environments that require a moderate level of document security, network security, and security
assurance. The TOE will be exposed to only a low level of risk because it is assumed that the TOE will be
located in a restricted or monitored environment that provides almost constant protection from unauthorized and
unmanaged access to the TOE and its data interfaces. Agents cannot physically access any nonvolatile storage
without disassembling the TOE except for removable nonvolatile storage devices, where protection of User and
TSF Data are provided when such devices are removed from the TOE environment. Agents have limited or no
means of infiltrating the TOE with code to effect a change, and the TOE self-verifies its executable code to
detect unintentional malfunctions. As such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions and
procedures for the reporting and remediation of identified security flaws are in place, and their inclusion is
expected by the consumers of this TOE.
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7 TOE Summary specification
COFETIE, TOE ERIHARA LR T 5,

71 — AR
- X T A RE E £ : FIA UAU.1, FIA UID.1, FIA UAU.7, FIA ATD.1, FIA USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.3(rui)

TOE 1%, EHO2— —ZiRBERFET 572010, 22—V — N E/E x5 —h Ul IZBWTT V¥
NAE B E BET DRI L:L%%%OD%J@%IJMHEE%EZKT’F%) BL., SV ras Tr oA a7 1777 A
Vaz O AITFF AL TS, [FIA_UAU.1, FIA_UID.1]

a— Y — I, LT O2REO R R AR — T 5,
- AMEREETT A

:L““']j- FRRE— N — 2B RSN TN D — P —FREFIH T 2585 5, 21, = —%—
FRREH—/3—(Z1. Kerberos 734l 52D Active Directory —/3—=<°> LDAP 38 5> LDAP
==L T D,

- Ijﬂ nu pl—‘tjit
T INA A GES I TND L —H — rﬁﬁ&%ﬂ:‘”ﬂqﬁ‘éwu AEH

TOE [T —W =3 LT, 22—V —4 < SAU—R I THAHI /A D A1 ER LT IR/ E
T AR T — =4« RRAT =R REE LA DI — Y — 2 EREE T 5, 72/ AT — b
ATDEED/RAT —RTHF AR T 1%, * THERT 5, [FIA_UAU.7]

TOE 1%, = —W — ik BIFEREI B T 5 &, 22— —T 412 Access Control Token(LAt%: ACT)Z %179
%6

ACT LiE, 22— P —4AXr—LIINA T, a—F—Dr— LT LIZRESNTET T r—va v
BEE~DOT 7 ¥ AN G ENT-AT V=27 FTH D, [FIA_ATD.1, FIA_USB.1]

TOE &, RIERn 7 AL 3AT 2O 72D LA T oy 770 MEREZ 1R 35, [FIA_AFL.1]

- RELIEeYITUNOBFREBIGEL G AT Y 2 — Y —IZ L Ty T REE S, By
ITIROFFREILIL, 1~10 [FIBIRINTE5, (FIHEIT 3 [7])

BRELT-ay 7 7 MERPIE, Y 2 — T — Dl AU 28720, vy 7 7 RMER L 1-60
IINHIRIRTED, (%ﬂﬂ;ﬁfﬁis 7)

TOE (., #{E XX LU —b Ul &2 — ERFMBELLWIRENRBT L0 TV RSH S,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- BEME SRRV EEELZRUVREEN A — MU T HEBEIC CRRE SN2 H A LT T R D%,
10 -9 73/ DR &5, (FIHIEIE 2 57)
- UB—h UL Z#A/EL 72 REEAS . 15 4y ERGE,
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7.2 Va7 ETT 7 & X
- X3 BHREE A FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_ MSA.1(exec-job),
FMT_MSA.3(exec-job), FMT_SMF.1

TOE I, #kBERAES Nz — P —ITRITENTZ ACT ONFIISELU T, UL ficya” EI77 7 A Hl#
MBEARME T D, 2 — P —ITHITEND ACT ODu— LOMWEbE, &2, Hlk., BNX
U.ADMINISTRATOR DA IZMREEND, 2DV a7 FET7 7w AHIENI k5, HlE xS0 @ x 4
KEREZ DL OTHY, FIZEE THD,

BVE RV DA DYa7 AT T 72 AL, ACT Or— &S IT 7V r—a iR otk
IR TYa7 FATEFFAIL T, ZNINET 7B R E AR T 5,

VE—NUIDOBEDYa7 ELTT7 7 EREIEIT. ACTDE— LD BEMHAEIZIGE TYa 7 OETEIESLT,

ENLSIMNET 7B REFF /[T D,

%72, UADMINISTRATOR (%, X TOVa7 FEITHHETH D,

Table 32— 3 TETOT 7 RAEIHRY o —

UI 751 i ot B &t BiE
YA V% [V b D Pointer U.USER Or— VB3 FU N ZFFRIS | fil# 5t Rz 1E AL T2
nr-a—/LThA, L THATHRE,
[=t°— | D Pointer U.USER ®Ou— L3 [abt’— | ZFF S | #il i<t R E2TEMEILT5
Nr-e—LThHa, Z L THEATHRE,
[Z% ¥ L TEE D | UUSER Or— LN 2% L CEE] | flExt 241535
Pointer EIFR[ENT-a— /L Thb, Z L THEATHRE,
[ 7527 2| ® Pointer U.USER O —/ L3 [ 23 L CIE(E ] | Il R 2 TR LT 5
IR ST a— L ThD, ZETHATAHE,
[52{ZRLA |® Pointer | U.USER Oa— L3 MRAFET77ANLOF] | Hl#xt 215 MEL T 5
M EFF RSN T-r—/L Thd, ZETHATAHE,
MRIEFEZ 7ANV ORI | UUSER Ou— LN RFETZ 7AVOF| | HIHH 5 2 iE AL+ 5
@ Pointer W1 ZFF &N T-ra—/L ThHod, L THEATHRE,
[ 2% UCTHRIE IO | UUSER Oa— L3 2% UCIRAE] | st 25215 L T 5
Pointer PR ENT-a— /L THD, Z L CHEITAIRE,
UE—h Ul [Z(EMRIFET 7 AL D | UUSER ®r—/ L7 Administrator 2— | FE{TAR 1],
FIH 1@ Pointer VLA,
7.3 ATV a 7T 7 & RAHIHEEE

TOE 1. 22— =0 ALV Nat —/ A% v FAX GOR A a7k LTEL FOT 7 A4
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DX a7 ezt 2,

7.31 Pa 7 DFx v ViR
- X AHEREE 4 FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT MSA.1(delete-job) ,
FMT_MSA.3(delete-job), FMT _SMF.1

TOE %, at™— /7 Vo NAX Y [T 7 I AEEDO a7 Z L FOFETERYy BV TES, ZRHDYar
Da—PF —Z I AT a7 EREICF DO a7 B ER L2 —P—4& T bS5,

- UNORMAL i, HZy DY a7 OHIBRANATHE
- U.ADMINISTRATOR /3, §°_XTOVa7 DYAMFRLALE DY a7 OHIBRD A HE
Va7 DR, VaT IR T BRI HIBRS S,

7.3.2 D a THOBEBFILE~DT 7 & A HERE
- Xt RS9 5 B BB E {4 :FDP_ACC.1(in-job), FDP_ACC.1(delete-job), FDP_ACF.1(in-job),
FDP_ACF.1(delete-job), FMT_MSA.1(delete-job), FMT_MSA.3(delete-job), FMT_SMF.1
TOE X, ENZEhDVa7 HOEFLFITH L TLL N7 72 filfllz gt 45, Znbnya7 oa—
P —ZNITATa7 AR E DOV a7 B AR LT — ) —4 THIHH LS TV d,

[ —/AF Y /T 7 VARG DV a7 HOE A LE~DT 7 AH|EHEEE
- TOE X, at—ra7 HOE - LECKH L TGELZ R TN TE20,
=170, T #E B LU ADMINISTRATOR 1%, ELAMESLE TV AT LN TE D,

- TOE 1. AFX X /77 AEEDOT a7 HOEA LEIIKHLT, 73315 a 7 — M E1F%
Bl DG A ERRE, HELSIRTHIENTEA,

[V a7 HOEA LE~DOT 7 A HEHEEE |

TOE 1%, Vo hoard g AIndE, TOFEETV U METIC—RHRIFET D, Bio, TV a7 ot 5
SNTza—Y—ZTEOT Va7 OFTaEZHEIL, LLFOT 7Rl EZEHL ThD,

U.USER %, —BHRIFLI=Z Va7 OB LEHL T, BHOZ—YF—Z LTV a7 Do —
PN B LT AIT, DL OBREN ATHE,

- TUUNT A,
- TVNOEBREEETE T D,
- HIERT 5,

U.ADMINISTRATOR . T XRTOF VU MERTO TV a7 OB+ LEDY AN FERL, ZHIC
®FUT, LA OEAEN AT HE,

- VarvEHIRT D,

[T 7 ) A5V a7 DOEA LEA~DT 7 AHIHEHERE
TOE 1%, ZAELT=T7 77 A 1 77V AZ GV a7 DEFLEEZOEFET IV MT, — B 77 A NARGFET
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LIERER A T D, TNOHDOBE - LENMRIEINDEEICIE, BT VAT DRI AURIFESND T2, VAT
LRI ANDT 72 AFIHNZEOEEE A LEOT 7B ARIEICE HEND, VAT DRy 7 ADE AL
M NIZEAESIVRNEDINT VAT LRy 7 AR U THANS 7T HTORFREE AR E T HIENTED,
VAT BIR I ADKEFER 5 ORI L., Bék, ZH T UADMINISTRATOR (Z[RESNDT-8., B+ XL
EIIZT /AT BE R 2 — Y — L UADMINISTRATOR O & Tdh b, L2 -> T, TOE 1%
U.ADMINISTRATOR Z R 7S AL/ B SLEOFTA A LKL, UNORMAL 23+ LHEDO TV Mk
15, HIBRZ CTERWIDIC T 7B AH A2 FZHL TW\D,

U.ADMINISTRATOR &, #{E SR NET 7B AT DA | BEEE 5a2 AU Eh | B SCEITK
L CLL N OEAED AT RE

- VRS,

- HETD,

- HIBRT 2,

U.ADMINISTRATOR (%, VE—h Ul BT 7 BATHIGE VAT LRy 7 ALK L CHEANIHR ESIT-
WERER &, VAT LRy 7 ABERHC AT SN RERER 53— BL T2 h B O B LLUT O EA Al RE

- VUM TA,
- iié,fg‘é_éo
- HIBRT 5,

[Z— W —R oV ADE L LEA~DT 7 AR

TOE [, 2t —/AF ¥y iEEVa7 OFE L LEEL, 21— — RV ARGFETHEREZ IR 5, 25
DEA L ELBRIET ORI, 22— =Ry I ZA~O7 72 AH| #2368 H S5,

ZNENO =P =Ry 7 AU THEAND 7T HIORRER B2 E T HIENTED,

Ry 7 AN EA L EERAG T ORI EE 5O ANFIARETHY, TOE [ FIELWIEREE 52 A LT
U.USER ZRAGFENTZE - LEOFTAE AL, 77 AH#2 LB L T D,

UNORMAL (%, 21—V =RV R CHFNIR E SN IEE 58, 22— —R o 7 AEERHC A IS
TRFRER B — B LG8 DI, 22— =Ry 7 AN O E A LR TLLF OEREM ATHE,

- TVNTD,

- TUUMREEEETD,
- LbEa—75,

- XETD,

- HIBRT D,

U.ADMINISTRATOR %, #{E XK NANSET 7B AT 556 BiE& 5o A L7t B CEICH
L CLL T O#EN AT BE

- VUM TA,
- TUUNREELEETD,
- L a—T5,
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- RETS,
SR

U.ADMINISTRATOR (%, VE—h Ul 67 7 BATA5E ., B CEICK LT, FHIIHEREINT-KE
FeB b, NI ABERFIC AN SNTERGRER 53— B L7258 DA, LLT OEAEN FIHE

- VUMD,

- TVUMNREEEET D,
- Tl a—75,

- RETD,

- HIBRT 2,

[y 7 AWEGEE 5]

N T ANZT 7 RAT DI DRERER 5 DXk, 22 N CEHHEIRZ Administrator =—/L23EIN Y4 TH
7= U.ADMINISTRATOR (2D #5256, 72720, BHMBHIH TRy 7 ADOKFAEF 512 BIL Tl
UNORMAL THEH TX5,

7.33 EE Y s 7RI

- XS T HHEBEE M FDP_ACC.1(in-job), FDP_ACF.1(in-job), FDP_ACC.1(delete-job),
FDP_ACF.1(delete-job)

FBETa7 T, FAX B EEAT YD 2 FHEANRDHY  FNENDEE Va7 1L —RHRIET D720 D%
137 a 7 —HHREHREEE L T, [ A~—EE 1 LT L E 22— 10355,
[Z A ~—1%(3 ]

TOE |&, A~ =X EORENSNIFE Va7 BRASNLE, ZOEFEREE IR ESNIRFAE
TR RAFT D,

UNORMAL I, —FERIFL7CEE a7 I LT, BHD2—F =L LRETa7 O —F =4 ) —
L7255 aIs, LU T O v He

- BEEEETD
U.ADMINISTRATOR &, T _XTO—RRAFLIZHE T a7 IR LT, BLFOEAED ATHE,

- BEEEETD
[ LB a—]
TOE &, 7V E2a—DORENSNIZEE Va7 BRASNDLE, TICEEETICya 7V AEE T L E =
— L CHER LTt ITIAE TE D,
U.USER (%, —HRIFLICEFE Va7 LT, BHDa2—F =L EVa7 D2 —F =N —EL
7o BT, LT OB ED AT RE

- BENAEOTILEa—

- B ENEOS—VHIER

- VarZomik
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Il

74 %ZIEV a TEEEHERE

- XS 5HREE 4 FPT_FDI_EXP.1

TOE 3R ZAE LT-T — X & M D PC P — R — TRk CEAEE L > TRBL T ZELTZY
a7 D LAN ~DEEEN TE2WNIIITHI S TS,

7.5 HDD 57— ¥ Z2HE/KRE

- XS HEEEE: FDP_RIP.1

TOE NEFLERLTLVRIVAA—TT 7 A0 % HDD D OHIERT 5L, D HDD fE A B Z kT
— AT EEXTHZLICIVEA LERT VRIVA A= T 7 AV OFRIFE RO 22N B2 Ehi 5,

SERWEITIZLL FOFENS TR TE 5,
- DoD 5T E#EX
- 3EITUH LT —HTEEX
- AT LT —HTEEX
- 1 [EINULL 7 —# T LE#EX
FI-ZOREREIL, DL T OX AL 7 IZEMET S,

- VaZAE P HDD W —FFIRESND T VIR TVA A= T 7 A )V Va7 AE R L
ITPa7 WL 12 HDD 2B 5e il E1 5,

- RV ARAFS IV E T LEOHIBRHIC HDD 2 b5e 2 535,

- ZEROEIEWIC L 52 R E TERD TS 4 . TOE O EIFZ HDD 22555414
F£35,

7.6 HDD HfE{bine

TOE D=z bua—FR—FR B2 ESNS HDD 7 —4k 5 b T 71280, LT OtV 7 e 18
i,

K5 b/E S HEREIC K > T HDD I SN D 2 — W —F — X B XN TSF 7 — X DM E 2R3 D,

7.6.1 ms 5 {bliE B HeE

- X9 2HEREE A FCS_COP.1(h)

TOE %, HDD (2SS bo—H—F — X B LN TSF 7 — X OS2 TR 572012 IROI; 5
1EZ4T7v > HDD (2SN DT — 2 K% 5k 15,

- HDD ~EHZIAFNLT — &zl 5k ¥ 5,
- HDD b Hand 7 — 42218575,

WS EAEICHWORE ST VTV B SHIILL T DEBY THD,
- FIPSPUB 197 |ZH~72IAES 7 /AAYR L |
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- BEEN256 By b O S

7.6.2 5o R

- X 5BERBE 4 FCS_CKM.1(h)
TOE %, RDHARIZHE-S%, HDD 7 —Z W5 5L EE Cff 32 B8t A Ak 75,

- B EEEAE AR AT LAY X AL, TNIST SP800-90A Hash DRBG(SHA-256)12 - 3< L4k A=
T ATYR

- RSN O SR OERIL 256 Bk

RS HEOFEILLL F D X7,
- EEHFEIZ, TOE 14 FlashROM (ZASAAS VT Seed A Fi HI L CHE B84 ARk %
- TOE I3 58t& A K L7 . RAM _EICHd 5

728, Seed MG HALT v T IOLEST D FENIFHELR, £, B 5B IEAT) —THSH RAM
FlicfRFiEN D728, EBIR OFF ([ZLViEKT D,

7.7 LAN 5 — 7 {5 HhE

LAN 7 —# (R AEIT, IR 500 IT BB LOWIRIRINT 57 =T 1P /3y M AL/ 5
60

7.71 IP "> N E{bAkRE

- A AEEREE A FCS_COP.1(n), FTP_ITC.1

TOE I, IEZA 5D IT gL DBETH2—V —F —XBIOTSF 7 — X DO EM: | 52 2 VEORERD
72912, T _TO IP 2347 b IPSec 12T SA/AE 545,

- LAN ~#575 IP 27y hORE 5 LA

- LAN 2531572 IP X7y "o B4 E
SR OWDIE ST LAY XL S HI L T DL THD,

- Table24 |[Z[AIC

7.7.2 R S o HRk R

- X AREREE M FCS_CKM.1(n), FCS_CKM.2

TOE I, IROAARIZ IS E | P 37y N S L BE CHEH 3205 584 A i35,
- BEBHAE AT DT TR AL, [FIPS PUB 186-2 (2 S<HE B-HEAE K T /LY X 4
- RSN AR SO FERILM128, 168, 192, 256 Ewh]

F7- TOE 1%, LA FOIFIEIZT, IP 237y M SA VA RE DS -8 10552 {5 Je D 1T B4 2R IR S35,
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- SP800-56A DIEHE|ZH:-Sy 7= DH (Diffie Hellman) 35317 ECDH (Elliptic Curve Diffie
Hellman)

7.8 HCTT X MERE

- XS AHEREE A FPT_TST.1
TOE (%, EERFICLL T D B &7 AN E i 2,
- BFE T LAY R A(AES. 3DES)DHEETF =
- EAnSomeToys
- ST AIVXLORITA—NOFEEETF =

79 E&Eu JHEe
- XIS ITDEEBEE: FAU GEN.1, FAU GEN.2, FPT_STM.1, FAU SAR.1, FAU SAR.2,
FAU_STG.1, FAU_STG.4
TOE /&, L FOARUIRAEL BRI A m T 5,
- RE—=NTT
SRS O4N A7
- VavswT
- Y —FRREDRLEN/RAL
- mJ7vUhk
- T REPRERE ORI
- o EEREOF A
- ROER

- IPSec DRI a FENL I

a7 OB LT ThDd, HRFFHRIL TOE Mofefitsing, v/ ik ins H IRFE#ix, TOE 2 bz
fitE 5, TOE O HEERIT, FHEEOFIH . b LUIFA L — =S IERE: H B2 UL T
R+ 52 THRIESNS,

- BERE, YA AU MR R (TR
fBL, L FOAXCIOBRIZIZLL FOE B HIBEMNT 5,

- VarvsETonJZidx, var

- WREREOBEZIE, RRERA T LI — Y 4,

F2 . UE—bF Ul oEAn7 O AR — 3l A GLERE wi A LT HEEZ 1R 135, FEEEZF
A TEADE U ADMINISTRATOR DA TH D,

U.ADMINISTRATOR LIS Dz —H— (3 E—k UL 7>5 TOE 1227 A L ThEE A 17 D7 AR — M
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BEAFI 4 D2 LITTER N

YE£—h Ul C TOE (277 ®AL, (B O DIVT | A= 2— bR LA HI R T DM BE 2 #2 (k3 2,
MEREZ R TXAHDT U ADMINISTRATOR D ZTdhb,

U.ADMINISTRATOR LA D 2—F —[ZUE—F UL 236 TOE I2a /' A LT T Es a7 o /U T HERE | %
FHATHZEETET | RERSEEFHIEL TS

B ALk T KA T EDMRFFS L TIRY, M2~ 125 G 13RS i <ITS B A Rl gve L E &
EES

7.10 EHRRE
7.10.1 o — Y —E R

- XS ¢ B % BE E £ : FIA_SOS.1, FMT _MTD.1(user-mgt), FMT_MSA.1(exec-job),
FMT_MSA.1(delete-job), FMT MSA.3(delete-job), FMT _SMR.1, FMT _SMF.1

TOE I%. Administrator @—/ /L2304 CH 7= U. ADMINISTRATOR DA —H— m—)L TIEA
BTG S, Ry ARFIER 5 DB ek, ZE ., HIRO TEL a2 —V —EFHERELHIRd 5, AL, BHD
RAT—R | B ORAT DRy 7 ADOKEFER 5 1ZBL TiX, UNORMAL THAE HE TX5,

[2—W—. a—v 77 2AHEIF RO, ZF, HIkk]

=P —OF BT, 22—V —4 AT —REREL T, B L2 E Y THZETRERT D, FT-8E
Fa—P =AU =R - ma— LOEFL, 72— —%2HIRT 52 TED, 22—V —RREL
INAT —RIF/RAT —RARV L —ZEEL TWODNEINT = 73D,

2— /L2, BN ED [ R—21m— )L | X 15 ”Administrator”, “Power User”, “General

User”, ”Limited User”® 4 FEXHDT— L MEEL TS, [R—20— )L | USNOF O A% La—)L |
FVERLT DAL, 20 4 FEHE DO R— 20— /L | ERREL T, BT 2N TES,

Administrator @—/L &%, [ X—212—/1 |53’ Administrator” ChHcda— L C, EFHEREZET 5,

KTa7 FATOFF 2L E T 57 7 B ARIEE R IT, o— ST 7V r—a flR O
PAEIZ CRRESN TN D, [R=20— )L | DT 7V —a AR OFHHEIZZE T TR0y, T4
A Ia—)L ) DIT TV r—a flfR | OPEEE E T &5,

[=— A1)

a—/LfERE, U ADMINISTRATOR & U.NORMAL @ 2 FEHIZKBISFL, HERFL TWD,
- U.ADMINISTRATOR

Administrator 7—/L3ED Y THONT-EEMEREZ A T 52— —,
- U.NORMAL

Administrator @— LSO E— L NE X TH T o—F—,
7102 F A R EHERE

- XM AREREE A FMT _MTD.1(device-mgt), FMT_SMF.1

TOE 1%, BX =T A REA A I AERES 5L Table 27 DIHRKFhT A A EFEFED R TE A
U.ADMINISTRATOR DO Z[BET 5,

I, LT OBGERREZ TR BT 5,
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[/ ST —R RV — D% E]
B2 SAT —R DR E % 2 — P — RO D21, L F DL 7 SAT — RO S & 4235,
- AXFU LR XFLUTORRAT—RE
- 3 TR REET D UTAIN A B D IR
- WRKUTA~Z)E 1 XTFUEED D
- BUNF e~ E 1 XFUEED D
- HTO0~NE 1 LT EED D
- TAT 7Ry RSO SCFC-@[ ], S HS%& )=~ { Y ><)E 1 LT EED S
- EHATRESCT
HESC LIS D AT XT

(227U MRY Y —Di%E]

2y 77 NFERIE S vy 7T T MR OB E DN TE D,
- YT UNFRERK

1~10 BB TE D, (FIHIEIT 3 [E])
- T UNEH

1-60 737 B CTE D, (FIHIEIE 3 43)
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