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1 ST introduction

1.1 ST reference

ATl Security Target (UL R, ST El&97) Okl i A 5tk 975,

ST 4 Fr: Canon imageRUNNER ADVANCE C75900KG/C7500 Series 2600 model Security
Target

=T 1.09

FEATH v/ oAt

FEATH: 2017/10/05

1.2 TOE reference

AREITIL TOE OB #H4 7t 35,

TOE 44 #: Canon imageRUNNER ADVANCE C75900KG/C7500 Series 2600 model
N—Tg 1.1

Wi, AR TOE XLL FIRTY 7 =T N—Ro =T bR S D,
iR-ADV ¥ =VU7 r—3%vk-Q1 for IEEE 2600 Ver 1.01
A—/X—G3FAXH—R+AS
Canon imageRUNNER ADVANCE C75900KG/C7500 Series
Canon Security Chip V2.11

IR S PR

iR-ADV Security Kit-Q1 for IEEE 2600 Common Criteria Certification Ver 1.01
Super G3 FAX Board-AS

Canon imageRUNNER ADVANCE C75900KG/C7500 Series

Canon Security Chip V2.11

B, 777 AR —RDOIRFELFREILL T O IHITHIRIC KD B2 DD T, =S 1 TR
LGl 7 77 AR —REFZET DL ERHD,

HA: Z—/3—G3FAXAR—K+AS1

b SA RS Super G3 FAX Board-AS2

ERELIS O . Super G3 FAX Board-AS1

1.3 TOE overview

TOE /&, < Canon imageRUNNER ADVANCE C75900KG/C7500 Series 2600 model >X\ )7 U4 LA
HThHD, BEET /LD< Canon imageRUNNER ADVANCE C75900KG/C7500 Series >(ZLL R 2 >
DB A A=) R B L, FHREEITOZLT TOE ThbH< Canon imageRUNNER ADVANCE
C75900KG/C7500 Series 2600 model >73521% 95,

- iR-ADV tF=U7r—=F%v-Q1 for IEEE 2600

- TJPIAR—K
iR-ADV £F%=2VU7 s—F > hr-Q1 for IEEE 2600 (Z}%. < Canon imageRUNNER ADVANCE
C75900KG/C7500 Series SOHIEY 7 oy = 7 A& EN 5,
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77 Y AR—RIAT 77 AREEAEI T BT DAY =T T,
72%5. Canon Security Chip V2.11 /Z< Canon imageRUNNER ADVANCE C75900KG/C7500 Series {2

RS TUND,

< Canon imageRUNNER ADVANCE C75900KG/C7500 Series 2600 model >i%, LA FO#E&HEM D
Protection Profile (LL T, PP Ll897) . BL VD PP TEFSN TV 7 > SFR Packages D 9 5,
2600.2-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment B #Fz< 6 {f® SFR Packages TERIN TND X2V T 8HER ., 52 2IZEHTD
ZENTE, A THDD IS D T X TOT —F %51t 3% HDD K 5{biaEZ (i 2 T\ 5,

Protection Profile

- U.S. Government Approved Protection Profile - U.S. Government Protection Profile for Hardcopy
Devices Version 1.0 (IEEE Std 2600.2™-2009)

SFR Packages

- 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B

- 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B

- 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B

- 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B

- 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment B

- 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational

Environment B

1.4 BEEE - HEE
K ST TIILL FOMSEE - HEEZEH 35,
Table 1 —W&RE - FHFE
W58 FHEE .

T X NAEENE o —HERE. 777 AREEE. U MERE. 2415 (Universal Send) B§REZ 2 & & Ot
RO AEHDZ L, ZNOOEREE 3570, KEED HDD ZFi,

w7 v =7 K AN—RT =7 FEEL X2V T e % 55 7 Ny =7 Th D,

BB 2L FIORNEERERERS T A N— R =T DO THY, #EX— L&y F R
NOAERSIL, T VAN B ET DTSN A H—T = —ATH
60

JE—h Ul Web 7747055 LAN R L CTF XNV E AT 78 AL, T2V AR
DOEWEIR IO MERCYa~ DEE, Ry ATk 28pE, FRERERE N T
HAE—T 2— AT D,

HDD FUANABERITIERESND =R T4 A7 DL, HIHY 7 7 = T B IO i
BPEDRITSND,

| 777 A TP I AL EOLEZELATI DDA 7FL LT, BRI TlI L A X —%
IR T AA L A — RN T 7 T AD L,
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R — L CRO LT 7B AGIREZ A L LBl O — VBT 528
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Administrator/Power User/General User/Limited User
Administrator =— /L& 13 B REZ R F 32 HEFR (B BUMERR) 27 9,

(cgsita

Administrator B—/L3EI0 Y THONE IR Z AT D —H—,
PP CEFIIL TS U.ADMINISTRATOR,

Ew

2—HF 7 TOE OHEEZFIFIL CUEEZMIET HB02—F — D& R
LRBLIDLEDT — 5 (B LE) A G DETLO,

CEOBRIEICIT, F2AT, FYV b, 2=, T 7RG, A7, HIRAHY,
=P —DEIEICID a7 DR, FAT. 78 T ETO—EOLIENTTHOND,

TUINEEBN TRV DNL 22— =T —ZTHY A A= T 7 ALY
Y BRIENDIELS D,

AEY—2A5
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NS
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ERSR

XA TOE Tl 777 ARy 7 A% R H L0,

=P =Ry A

TUINAEEHE TR — P —DRIRAATZE T LERL, PC L7 U MER
L7eB A LEREVRAEENDR Y A THY B LEDOT VMR ARETH
Do

AT DRV T A

T 7Y AFEN =GN 77 I ARAEY) =S5 LT E A CENMRGFINDR VI AT
BV, B LEDOTVMOEEREDATHETHD,

A— )L —3—

FOR O CHABAT B L | 77/ AERRE A ERT 5
AL —S—,

=P —FREE—

—

2= F—ID R AT —FED2—F G BERIFL, For T — /% Jr LT
PRI — 3 —,

Firewall Internet 735 ER LAN ~DIEEZ [ 750 DHEE R0 AT 1,

A A I — R — ) 2 EME 2B TERY., Internet 24 LT, Network Time Protocol Z{# -7~
S DRI BT A X BTN TEDH— 3,

[V b B EX TV M BT DR REA B AR E S L DR &,
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W55 FRE B

[ — | o — e A LB O E L DR Z Y,

[Z77 A T 7 ARREA LB A EME NV EDRE Y,

[ 2%y | ST EZ T ARIAA TR YT AMRIF T DHERECRE A IAA TS L EA B A—
VT RLARS PC DILH T4 —E~E G T HREE EE o8 /E sx v
DHRZ L THH I AF v U TEE | TAF v UTRF IR Z Y,

[ZfEhLA] [ZE R A JEITZE P ASDEAE RV EDREZ
ZAENALNE, 77 IR T I AZAGENT=T 7 AN — BN AR AF T DA
THY VAT LRI ARET 77 AR 7 AD 2 FEEENRHOE T,

METET7 7 AN DR | R AMRIFEEINT-E A L ELEET D RE A BT D 8B 3L LR

);HJ ‘\/O

VE—hUlI EDOTIZAG | Ry ANMRGFESNTZE - CELEET DR E® T2V —F Ul LOR%

HETEZ 7 AV DF] | vy

)
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1.5 TOE description

TOE I, 2" —F¥HE - 7'V MEHRE - 2515 (Universal Send) #fE: 7 77 ABEHBE | 777 A2 (EHERE - = —
— Ry IV AMERE R EZ BRI SEA TH D, TOE NS 75 U.S. Government Approved
Protection Profile - U.S. Government Protection Profile for Hardcopy Devices Version 1.0
(IEEE Std 2600.2™-2009) TIiZLL F OISR HEREi 248 EL T2, (“IEEE Standard Protection
Profile for Hardcopy Devices in IEEE Std 2600™-2008 Operational Environment B” “1.1
Scope”HD 5| )

This standard is for a Protection Profile for Hardcopy Devices in a commercial information processing
environment in which a moderate level of document security, network security, and security assurance are
required. Typically, the day-to-day proprietary and nonproprietary information needed to operate an
enterprise will be handled by this environment. This environment will be known as “Operational
Environment B.”

Figure 1 (%, TOE Th5H7 U4/ # &< Canon imageRUNNER ADVANCE C75900KG/C7500 Series
2600 model >DA T arazEEIEZ AT L6 OMERBERI THY, A LRWRREN DD
GraZid, REREIIR LRG0 DD,

Figure 1 TUR)LEEE < Canon imageRUNNER ADVANCE C75900KG/C7500 Series > 485 X iE

FRARE
N
% s,
£ T
pc Ty
TORINEEH
N K AR Y —/—
‘>_'?,6D\ SE — A5
. XA, I-vomE——————»
s ‘N SREHAER
\ &%
P Y Y= 3
—IT7ORREE R E(BFA—L) >
) «——17HRBIE
BEAREH \
DE—— 1 e “L\ ,(_11,-&_,{_
HDD 5\
( % NEBLAN ]
w0 |

A LY I— Firewall D PC
‘ ' WebT 54

Figurel | 2R 9~ L0 E R & I ERBE Cld, 7 U2 EAHEIENER LAN (12X > TA— L — 3 — =
— P —FRREY—/3—_ PC, Firewall (20T, Firewall [ZX-> T Internet 7>5N T LAN ~D X
BATHNTWD, T UXNVEGHKIE, B TRAAALTEE T LEEY | 777 ARERE T A—VEEL
720 | 77 I AEZAG LT T BT DI A— L — N — 28§ 5, F72, PCEAWTE T LEEL TV,
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BRI N 777 AEFNHTHENTE, Web 7779 1% PC EIZA LV AN— LT HZETT OXNEEHKEY
T—MEETHZELATRETH D, 7272 L, PC BT VN TH%EE, @Y7 2 —RF4/3—% PC
(A A=V U TE 320468503585, USB 77— 7 /L C PC A EEERT 528 T PC DB &L
TV RAFTHIEL AR THD, 72721, USB it TF X NAR GG PC 0 USB 7 /A AT —
BT T DL TERWIICH BRI E T D,

2, TOE 134 A LY — =D IEMEZR H 2 B U CREZI R 21T o720, SN O 2 — W — 8RR —
IN— L E G AT L TR E OB GRS RE A R It L 720 T 22 & A REE L CUD, 7235, TOE 1T
HDD |Z¥AHS DT X TDT — %W 535, HDD M 5 birez ik 2 T\ D,

ZOIHARER EM AREECIW T, 7 VXN EHIILL T OMREE R 52803 TED,
- I —KRE
ELEA AT v T TR ia I, TV T HIEIZIY | BCEAE G T HHEETHD,
- UL MERE
TUHNEERENDOEF LER PC NOIAESNDE L H LM LEFICT VN 2R TH D,
- N T ARG HERE

AL H =N LT T 7V AEL TE T L EEZETORAETHD, | 77V A GSNT=7 7 AV
. ZERFCTVRENTIZV AT AR v 7 AR GFEEN D, BRIESNT T 7 A V%, 237
LIV b, EE HIBRNRTE D,

- TrIRRAEMERE

Ty AEREN LT, BILELZETIHHETHD, 777 AZEENT-T7 7 A4 VIiF,
ZERCT) VR ENTICVAT ARy 7 AR GEEIND, RESNTZT 74 V1L, S
LIV b, EE HIBRRTE D,

- Ty AE(EREE

L ELEZ AT L TERSNIZE A LERSL— =Ry I R AT DRI AR FSNTNDE
T EET 7 I AEE T HRERETHD,

- /g (Universal Send) #&5E

L ELEZ AT L TERSNIZE A LERC— =Ry I R AT DRI AR FESNTNDE
+CFE%H TIFF 2 PDF 77 ANV B TEFA—/LTRL AL PC O[T 3V H— 1 777 AR EIT
K5 T DHERETH D,

e -

ZOREREIX, 22— =Ry I ANA A= T T 7 ANV TR AT T DR REE 2 — Y — RV ZADRGF AR Y I A
Z R DHERE S RITE D,

- =P IR T RANA A= T 7 ANV EARATE T DR RE

AX R F DA TSR, PCIT TRy 7 AMRAFAAS T LT T A —
NI AN RATFT HIEHETH D,

- =P =RV ADRAFR v 25| T HH%AE
TP TR I ANARAF ST T CEITH L TUL FOBRIENTED,
- BT CECVUNRE) OE

L CC #Hlilc B 5T ALEREE Tld, Web 777 %13 Microsoft Internet Explorer 11 R LI,
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1.6 TOE D&

TOE M &35 U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 IEEE Std 2600.2™-2009) DEL R {1454 KB 4572012
PLUFDEH7 TOE 2% 35,

TOE O L sn PRI LA T @) Th D,
1.6.1 TOE 0ipBfl#&ipH

TOE 13/\—RU=T LY T T =TIt ST A NE AR THD, WELHIHEIPHIZLL T @ Figure 2
(R T,

Figure2 TOE M/\N—K9xF7/VIb9x7

HEY IR T
(TOE:YIbhx7)

Canon imageRUNNER ADVANCE C75900KG/C7500 Series
T7HYRR—K KIKN—RHzT
(TOE/\—FK™Hx7) (TOE:/\—KHzx7)

filli Y 7 F 7 = 71X iR-ADV X = U 7 ¢ —F% v | - Ql for IEEE 2600 & L CiEfilt &5,
A= R =7 & IR-ADV tF 2V 7 r—Fv Q1 for IEEE 2600 % & TT VX NAEAHEARK
L9 5,
TOE T& %< Canon imageRUNNER ADVANCE C75900KG/C7500 Series 2600 model > (%7 v # /L
HEEBAKIZ 7 7 7 AR— REHAEDLEZLDOTH D,
TOE %A+ DA N—R7 =7 Tih%< Canon imageRUNNER ADVANCE C75900KG/C7500 Series >
WZIZLL T DIAL T T35,

Table2 -k T A>T v 7/ —&

8RS T7vT

iR-ADV C75980KG/C75970KG/C75965KG
iR-ADV C7580/C7580i

iR-ADV C7570/C7570i

iR-ADV C7565/C7565i

TOE ZAERT D7 77 AR —Ri&, IGEHIRIZZVLL FOINAFNER2D, #8727 7 7 AR —R &
ELT VAN EEARITH A EbEDHZE T, 777 AR —REfRRISI., TOE ZH#55K 15,

HA: A—/3—G3FAXA—K-AS1
b SA RS Super G3 FAX Board-AS2
RELISf O Super G3 FAX Board-AS1

TOE IZEENAHAZ AL, D@D TH 5,
(Fnc4#7r)
* iR-ADV tFx=VU7r—Fvh-Q1 for IEEE 2600 7 RI=ARL—X—H A [FT6-1845 (010)]
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e iR-ADV tF=2U7r—Fvh-Q1 for IEEE 2600 % 3\ MIZRDHTIZI me A2
[FT6-1846 (010)]
. imageRUNNER ADVANCE C7500 Series 2600 model ——"— X% {K CD [FT6-1847 (000)]

(JE3CA4FF)

* iR-ADV Security Kit-Q1 for IEEE 2600 Common Criteria Certification Administrator Guide
[FT6-1848 (010)]

»  Before Using the iR-ADV Security Kit-Q1 for IEEE 2600 Common Criteria Certification
[FT6-1849 (010)]

* imageRUNNER ADVANCE C7500 Series 2600 model User’s Guide CD (USE Version)
[FT6-1850 (000)]

* imageRUNNER ADVANCE C7500 Series 2600 model User’s Guide CD (APE Version)
[FT6-1851 (000)]

1.6.2 TOE D3R4

TOE O PRANHEFH A LA F O Figure 3 TR T % (—H— | a— P —FGEY— /3 — | A—/bH—/3—
PC., #A LW —3—%FR<) , TOE OEF 2T A RRIZ G SE TR E D ThD,

Figure 3 TOE MD#%aEtEm

A—H—FREY—/\— A= —/3— PC B Lt —/3—

[av—mmme ||| mzume |||[ weousow ||| mwmss |

| LANF —S{R5E1EE

| LANF —S{R5EHEE

| LANF — SR EE

| LaNF—smmise

A A A A
RiEEH TIXE TIXE FEIfEH
TOE .
| LANT —4{R 5 4E |
BIXE
| vavmaroexmimee || a—v—mmmee || roor—smemzme | | "
sk
[wAvasroexmmme || serame || s@oome | IR
| B || mEvaomzme | BPXE, e
Iy I EEER
[ Tuobse || oe—mee || Kooz .
| HDDHE S # AE |
[ zevomme || meEmee || zewe | I
i | S——
@E sanae || mome |
: — TADORN
T #xE | wxE i
| — |

TOE 1% 1.5 FE CitBAL7-BEREIC N A LL F O — Xk EA 5,
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Ul #5E

Y= BNEIE L T TOE Z#ELTZ0, TOE S ERIE/ SFMCERLIZN T 2D,
Hi Ik RE

TOE 3 EHZH T17 5,

BeAIA SRR

TOE 7S#CEE AT 5,

TOE %, U FOEF 2T 1HRE2 AT 5,

:L“‘"jj"_‘wu nﬂi%
BRI D NZE > TH T TOE BRIHS WD, IEY o —Y —%38GET 5,

:L‘—'*j‘ FSREIL, TOE anunﬁﬁémngnunﬁkﬂ‘iﬁo)i‘—qj_‘—nunqu“—/\‘—%fﬁﬁl/\TuunEj*E)ﬂ‘
J‘Bnu nl“t%f“ﬁ-d‘ ]\j«é ﬂ‘nlgnuu j_%) qui_EiKerberos [ HEZIE)L< I LDAPF [T nEe’;ngHl/\é

Tad EITT 7 AHI g RE

PRES e — —DHERRIN DT XN E O RE R EIT TV, 22— —Dr—/1iZ
iU CHEFRESRE D A TAFF A5,

BATaT7 T 7 A RE

BALEY a7 IcH LT AU hevar v BV EOBER a7 AL —F— |ZHIFR 3
%)O

CACYEVA e LI
xfm L7=2a7 @D LAN ~DOREEA T 5, 777 ATGA L B U W i AT, 777
ZAETV a7 OERIEEHIET 5,

HDD 7 —47&4 1 2% nE

TaT BITRHNERSNIeA A= T =2 PHEF SN L2202, HDD DIRFAA—T T
—ZiEEAE FERELTRERHETD

HDD 575 LEKHE

HDD Z§f5 50 HDD 7 —# ~D7 7B AT HE AP D72012, T VX VE AR IRIZ N
SN AL T v 71230 HDD (ZAS IS D T _RTCOT — X & 5175

LAN 7 —X{RERE
LAN 7 —X®D IP /X7y hD A=y 77V 3R EL T IP 7 R IPSec I TR (L35
H 7 AMERE
FHEOEF VT AEREN EH ThDHIL% | AX— T v T RHIMRFET D

=T

=P —DOFFLEEE TXHI0ITnr 2L, HDD PRIZRAFTDHEEETHY, EITIRFSHI
B rian e R, R TE0I01295

7\ ZRREkSNS B FHE HIL, TOE 2 Bigfting, TOE @ HBEF#IT., EHEEREORIH . H LT
B A DLW — =D IE R H e 2 BUS U CREZI R 2 L TR ES LD,

2 CC Mz 57 AMEREE Tl Kerberos 583EEL T Active Directory Domain Services 5| L 7=,
3 CCatflilZF 57 AN B#5i Tid, LDAP @& L C eDirectory 8.8 SP8 Z AL 7=,
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- EPRRERE

A== — LAk Bl bR T 57D Do — Y — EFERE R LS 2 U T B RE D E B I CEN
FTDICODT NAREBERETHY , LB ITEBE O HBIEDNIRESHTND

1.7 TOE ®a—H—

TOE ®=—#— (U.USER) %, U FD2HEDO 22— —|ZHFETE 5,

Table 3 —Users

Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing

functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets
% FEIX. User Data, TSF Data, Functions @ 3 fi¥8 T 5,
1.8.1 User Data

User Data IZ., =—W—IZ ko> TIEKEN S TOE Ot F =2 U T 4 HREICITE B L B2 T —X
THY, UTO2FIEICHETE D,

Table 4 — User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSFDatalX. TOE Dt = U T A MBI B L2 52 57T —XTHY LLTO2FHEIZHIETE 5,

Table 5 —TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.

Copyright CANON INC. 2016
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K TOE T#) TSF Data 2L F Table 6 (277797,
Table 6 — TSF Data @ E{&(k,
&% A4 | TSF Data AR BRIFT
D.PROT | =—#—%4 a2 — YR B EGEEE TR 9 5 2 — % — 3% | HDD
T
07—/l 77 AHIEFEEE TR 35— — D HERRIE ) HDD
oy /77U RNRYY | vay T U MERBOHREEHRTHY, ny 7w | HDD
—ERTE OFFREFE v v 77 7 N O EE R
INAT— KRRV v— | 22— —BFEERE TRIH T 5 32U — R ENE | HDD
FXIE HTHY ., /SR T— NE, EATFRECT, A
A OB DI O EE H
F—h7 U THRE BERXLDE Yy a2 A4 LT 7 ORI E | HDD
TEH
H AL E HAF & B O 7% 8 1 RTC
HDD 522V £ E | HDD 7 — ¥ st 2 EHERER EH M TH v e AF | HDD
IS B3 2 3 E 15
IPSec iR E LAN 7 — ¥ (REEEIC B 23 ETEHR TH 0 | #&HE | HDD
DA NEIACIZET T 2 % EIE
D.CONF | Sz 17— | 2— W — B FR R BE TRIH 5 2 — — D FEE | HDD
15
[ o= Bl o JHSRE TR S NS S HDD
Ry 7 ARGRER 5 BATaT T e A EHRE AR TS, = —%—R | HDD
T A VAT IRy T ASNDT 7 AHECH
T5HR v 7 A mORGEE S
1.8.3 Functions
Table 7 IZRTHERE CTH 5,
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2 Conformance claims

2.1

ZD ST

2.2

ZD ST

ZD ST

2.3

231

CC Conformance claim

I%, LA F® Common Criteria (LLF, CC Ll&9) IZiE AT 5,
Common Criteria version: Version 3.1 Release 4
Common Criteria conformance: Part 2 extended and Part 3 conformant
Assurance level: EAL2 augmented by ALC_FLR.2

PP claim, Package claim

1L, LLF O PP ICIEA T 5,

Title: U.S. Government Approved Protection Profile - U.S. Government Protection Profile for
Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009)

Version:1.0

L. LA F® SFR Packages &, 1BINTHD,
2600.2-PRT i &
2600.2-SCN i &
2600.2-CPY i &
2600.2-FAX i &
2600.2-DSR i &
2600.2-SMI Bl

SFR Packages

SFR Packages reference

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B
Package version: 1.0, dated March 2009

Commo
Commo

n Criteria version: Version 3.1 Revision 2
n Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2
Usage: This SFR Package shall be used for HCD products (such as printers, paper-based fax machines, and

MFPs) t

hat perform a printing function in which electronic document input is converted to physical

document output.

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as scanners, paper-based fax machines,
and MFPs) that perform a scanning function in which physical document input is converted to electronic

Copyright CANON INC. 2016
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document output.

Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile
(fax) transmission, and a printing function in which a telephone-based document facsimile (fax) reception
is converted to physical document output.

Title: 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR)

Functions, Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions,

Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products that transmit or receive User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple users,
such as wired network media and most radio frequency wireless media. This package applies for TOEs that
provide a trusted channel function allowing for secure and authenticated communication with other IT systems.
If such protection is supplied only by the TOE environment, then this package cannot be claimed.

2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products. The
functions that are allowed, but not required in any particular conforming Security Target or Protection Profile,
are listed in Table 7.

Table 7 — SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

Copyright CANON INC. 2016
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Designation Definition

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs
F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultaneously accessed
by multiple users, such as wired network media and most radio-frequency wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being
performed. The attributes that are allowed, but not required in any particular conforming Security Target or
Protection Profile, are listed in Table 8.

Table 8 —SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4 PP Conformance rationale

TOE 1%, T VX NELGEOTEMETH L at—, FY U b, Ax v T, 77 7 AOHEEICN
Z. SCELR(THERE. HDD K55 (bieE. LAN 7 — % O S{bBREZ 2T 5 2 &b, 2.2 D
PP claim, Package claim (23517 % PP IZEFE STV 5T X T SFR Package I[Z# /T 52 &
LY TH B,

728, A ST 254 19875 PP 1L, IEEE Standard Protection Profile for Hardcopy Devices in IEEE Std 2600
T™.2008, Operational Environment B {ZiE 5L, 7>> CCEVS Policy Letter #20 I ERINONEL E AT
HDOTH%,

PLIFIZ, 6 ffld> SFR Packages % 2l L7= PP & Z @ ST Z bl L T\ <,

%9, Security Problem Definition [ZB§ L C, PP & ST ZLt#id 5L, LLTFD OSP 21U & 2iBMLT
WALIAMIFRIC TH 5,

P.STORAGE.CRYPT
ZHUT EHBEEZHIRIL TOADTIERL, TOE 2L TV OSP Tho,

P T, LA R DRAL T D,
- STOEX 2T (REERZTT-T T X TOTOEIX, PPOEX 2T EHERLIE-L T\
- PPOEFX )T iR HE TR AT - T R COEMAREIL, STOEX 2T REERLH/-L TS

KIZ, Objective (ZBI LT, PP & ST % b3 %5&, LU Objective & O & DB INL TWDIEA)NZLIF]
E‘(\‘&)éo
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O.STORAGE.CRYPTED

A Objective #FEH 4572, FCS_COP.1(h) &2 (* FCS_CKM.1(h)2BINE Tnvd, Zhbid, PP L0t
TOE O 55 FNWEHI[R 925D ThHD, Lo TA Objective 1%, TOE ZHlFIL T\ 5 Objective TH 5,

T, LR ARRNLT 5,

- STOTOED v X 2UT %K FF#1aiil=9 9 <X CHOTOEIL. PPOTOED X2V xR T #Ib =L
NQAYS

- PPOIEABEREOBX U7 4% R #2073 X COEHBRE L, STOEHRED X2V 7 1%f
FHEBWZL TS

I BT, HEEEMRICBI LT, PP & ST % thi#kd 5L, Table 9 ®LHIZ 6 {iHD SFR Packages 767
NTOMREEM IS T, &HIT ST TITHEREEEIBINSN TS,

72%. PP Package ##l, PP OBEREZLIFHRIZ - AN FEHIS IV CWDE AT, B8 T 2b DN EZ 7R T,
Table 9 —PP, ST TOMREEMILFE

PP_Package PP DHREEH ST DHREEN
Common FAU_GEN.1 FAU_GEN.1

Common FAU_GEN.2 FAU_GEN.2

Common FAU_SAR.1 FAU_SAR.1

Common FAU_SAR.2 FAU_SAR.2

Common FAU_STG.1 FAU_STG.1

Common FAU _STG.4 FAU_STG.4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP_RIP.1 FDP_RIP.1

Common FIA_ATD.1 FIA_ATD.1

Common FIA_UAU.1 FIA_UAU.1

Common FIA_UID.1 FIA_UID.1

Common FIA_USB.1 FIA_USB.1

Common FMT_MSA.1(a) FMT_MSA.1(delete-job)
Common FMT_MSA.3(a) FMT_MSA.3(delete-job)
Common FMT_MSA.1(b) FMT_MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA.3(exec-job)
Common FMT_MTD.1(FMT_MTD.1.1(a)) | FMT_MTD.1(device-mgt)
Common FMT_MTD.1(FMT_MTD.1.1(b)) | FMT_MTD.1(user-mgt)
Common FMT_SMF.1 FMT_SMF.1

Common FMT_SMR.1 FMT_SMR.1

Common FPT_STM.1 FPT_STM.1

Common FPT_TST.1 FPT_TST.1

Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(in-job)
PRT FDP_ACF.1 FDP_ACF.1(in-job)
SCN FDP_ACC.1 FDP_ACC.1(in-job)
SCN FDP_ACF.1 FDP_ACF.1(in-job)
CPY FDP_ACC.1 FDP_ACC.1(in-job)
CPY FDP_ACF.1 FDP_ACF.1(in-job)
FAX FDP_ACC.1 FDP_ACC.1(in-job)
FAX FDP_ACF.1 FDP_ACF.1(in-job)
DSR FDP_ACC.1 FDP_ACC.1(in-job)
DSR FDP_ACF.1 FDP_ACF.1(in-job)
SMI FAU_GEN.1 FAU_GEN.1
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PP_Package PP O#REE 4 ST DOHEREE
SMI FPT_FDI_EXP.1 FPT_FDI_EXP.1
SMI FTP_ITC.1 FTP_ITC.1
Common - FIA_AFL.1
Common FIA_SOS.1
Common FIA_UAU.7
FCS_COP.1(h)
- - FCS_CKM.1(h)
SMI - FCS_CKM.1(n)
SMI - FCS_COP.1(n)
SMI - FCS_CKM.2

PP TlX. FDP_ACF1@IZF\\ T, +FAXIN ® D.DOC @ Delete, +FAXIN @ D.FUNC @ Delete (Z
*xt9°% Subject 2 UNORMAL & L TW4725, ST TlX FDP_ACF.1(delete-job) I35V T, Subject %
U.ADMINISTRATOR & L. U.NORMAL @ Access Control rule 2 [Denied] & L C\W5, F£7=, PP
Tli%. FDP_ACC.1 |23 T, +FAXIN @ D.DOC @ Read (Zxf3" % Subject 2 UINORMAL & L T\
%75, ST Tid FDP_ACC.1(in-job)iZ33V T, Read |Z%F9 % Subject 2 U.ADMINISTRATOR & L.
U.NORMAL @ Access Control rule 2 [Denied] & LT\ 5,

R U7z ST OBSREZEFOEI D {11713 Delete X° Read #HE72 Subject D#iPH 2 5%, UNORMAL @
T 7 & A A[fE7e Object 272 <RIV AT TH Y | PP OFEREZAT L 0 bHIBRAYZ2 T 7 & AHill# 21T
D —(I/ A é k %z éo

PP Ti%., FDP_ACF.1(@)iZ3 T, +FAXIN @ D.FUNC ® Modify (Zxf3 % Subject 2 U.NORMAL
L LTW5 25, ST Tl FDP_ACF.1(delete-job) (23 T, Subject 2= U.User & L. Access Control rule
% [Denied] & LT3,

ST DOEREEAFDEI O A1 1L BERE DT 2 £ D Subject ICHFFS WL I ITT2HIVAHTTHY |
PP OREREZLMF LV HHIIRNZ: T 7 B ZHIHl 21T > TV D L F X D,

PLEOFBH LY, ST Ttk SN TWA SFR I, PP TR &N TWA SFR LV IR E77-13 kD
HIRA, THDEWZ D,

BT, LUFDSRAL T 5,
- STOSFRZ 7~ X TOHTOEIZ, PPOSFRL i 7-L TV 5

F7-. ST OFEFEAEIL PP O EFE:L[FIL Th D,

PLEIZEY, 2 ST 1% PP (ZHHEL T, TOE (Z[RIZE DL EOHI[REZFRL , TOE OEMHEREEICFZELL T O
HIPRZFRL TN,

TE~T, 2D ST I PP ZimiFE & L C5,
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3 Security Problem Definition

3.1 Notational conventions

a)
b)
c)

d)

€)

9)

Defined terms in full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v") place at the intersection of
a row and column indicates that the threat identified in that row is wholly or partially mitigated by
the objective in that column.

In tables that describe completeness of security requirements, a bold typeface letter “P” placed at
the intersection of a row and column indicates that the requirement identified in that row performs
a principal fulfillment of the objective indicated in that column. A letter “’S” in such an intersection
indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement name
and purpose indicates that the requirement performs a principal fulfillment of the objective in the
same row. Requirement names and purposes set in hormal typeface indicate that those
requirements perform supporting fulfillments.

In specifications of Security Functional Requirements (SFRs):

1) Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

2) Italic typeface indicates the portion of an SFR that must be completed by the ST Author ina
conforming Security Target.

3) Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria
Part 2 or an Extended Component Definition, but which also must be completed by the ST
Author in a conforming Security Target.

The following prefixes in Table 10 are used to indicate different entity types:

Table 10— Notational prefix conventions

Prefix Type of entity
U. User
D. Data
F. Function
T. Threat
P. Policy
A. Assumption
0. Objective

OE. | Environmental objective

+ Security attribute

3.2 Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a)
b)

c)

Persons who are not permitted to use the TOE who may attempt to use the TOE.

Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 11— Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 12— Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used to
provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13— Organizational Security Policies for the TOE

Name Definition
P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner.
P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF.
P.AUDIT.LOGGING To preserve operational accountability and security, records that

provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel.

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment.

P.STORAGE.CRYPT¥) TOEDOHDDIZREET 5T — # id, BF b STV AT iuid 7
DR,

*) MFP (Z HDD B SAbBRE 2 £ Z L 2R U =R OB 2 ME L

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14— Assumptions

| Assumption | Definition |
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Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s
guidance and documentation, and correctly configure and operate the TOE
in accordance with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.

Copyright CANON INC. 2016
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4  Security Objectives

4.1 Security Objectives for the TOE

ARHITIE, TOE 2RER LTI b0t X2 U7 4 R G# &7t 4 2,

Table 15— Security Objectives for the TOE

Objective Definition

0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized

alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized
alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized
alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users,
and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in
accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events and prevent its unauthorized disclosure
or alteration.

O.STORAGE.CRYPTED

TOEIZ, HDDIZT —# & E X IATBICH 5L L 722 1 huid 7e
5220,

4.2

Security Objectives for the IT environment

ZOETIE, ITREOEX 2V 7 4 kIR IGEHZBE L TiRibd 5,

Table 16— Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported
from the TOE to another trusted IT product, the TOE Owner
shall ensure that those records can be accessed in order to detect
potential security violations, and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3

Security Objectives for the non-IT environment

ZOETIX, EITREOEX 2V T 4 /EHFEHCE L Titibd %,
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Table 17— Security Objectives for the non-IT environment

Objective Definition

OE.PHYSICAL.MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the
training and competence to follow those policies and procedures.
OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization; have
the training, competence, and time to follow the manufacturer’s
guidance and documentation; and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

4.4  Security Objectives rationale
AREITIE, Hx OB, MO E X =2V 7 ¢ 7E BiESRM2. TOE 07 <Lb 1l 20Ex2 T

A RRIFHTHEMENDZ L, KOENLOEX 2 U T 4 JRFTHDEBICKHIL, X2V T 4K
Pra S L, AR 2T 5 2 L 2BRET 5,

Table 18— Completeness of Security Objectives

Objectives
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Threats. Policies, and Assumptions O O O O O O O O O O O O O O 9 O O O O 9
T.DOC.DIS v vI|v
T.DOC.ALT v vI|v
T.FUNC.ALT v vI|v
T.PROT.ALT v vI|v
T.CONF.DIS v vI|v
T.CONF.ALT viv|v
P.USER.AUTHORIZATION viv
P.SOFTWARE.VERIFICATION 4
P.AUDIT.LOGGING VI iviv|v
P.INTERFACE.MANAGEMENT 4 4
P.STORAGE.CRYPT v
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A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

Table 19— Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Obijectives and rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons.

O.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.DOC.ALT

User Document Data may be

altered by unauthorized persons.

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.FUNC.ALT

User Function Data may be

altered by unauthorized persons.

O.FUNC_ NO_ALT protects D.FUNC from
unauthorized alteration.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.PROT.ALT

TSF Protected Data may
be altered by
unauthorized persons.

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to
unauthorized persons.

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.ALT

TSF Confidential Data
may be altered by
unauthorized persons.

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.
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P.USER.AUTHORIZ
ATION

Users will be authorized to use
the TOE.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF.

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,
and reviewed.

O.AUDIT.LOGGED creates and maintains a log
of TOE use and security-relevant events, and
prevents unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed.

P.INTERFACE.MAN

Operation of external

O.INTERFACE.MANAGED manages the

AGEMENT interfaces will be operation of external interfaces in accordance
controlled by the TOE with security policies.
and its IT environment. OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.
P.STORAGE.CRYPT | HDDIZFi#kT 57 — ¥ # 5% | O.STORAGE.CRYPTED (X, HDDIZT —# %

¥ %,

EXIALBRICRE BT 5,

A.ACCESS.MANAG
ED

The TOE environment
provides protection from
unmanaged access to the
physical components and
data interfaces of the
TOE.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of
and trained to follow
security policies and
procedures.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

A.ADMIN.TRUST

Administrators do not
use their privileged
access rights for
malicious purposes.

OE.ADMIN.TRUSTED establishes
responsibility of the TOE Owner to have a
trusted relationship with Administrators.

A.USER.TRAINING

Administrators are aware
of and trained to follow
security policies and
procedures.

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.
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5 Extended components definition (APE_ECD)

Protection Profile defines components that are extensions to Common Criteria 3.1 Revision 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and
process this information before it is transmitted on another external interface. However, some products may
provide the capability for attackers to misuse external interfaces to violate the security of the TOE or
devices that are connected to the TOE’s external interfaces. Therefore, direct forwarding of unprocessed
data between different external interfaces is forbidden unless explicitly allowed by an authorized
administrative role. The family FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT _FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the functionality to
require TSF controlled processing of data received over defined external interfaces before these data are
sent out on another external interface. Direct forwarding of data from one external interface to another one
requires explicit allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role

¢) Revocation of such an allowance
Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:
Quite often, a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i.e., without processing the data first) between different external

interfaces is therefore a function that—if allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
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to disallow direct forwarding and require that only an authorized role can allow this. Since this is a function that
is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of User Data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both User Data and TSF Data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both User Data and TSF Data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
lead the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FPT _FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on [assignment: list of,
external interfaces] from being forwarded without further processing by the TSF to
[assignment: list of external interfaces].
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6 Security requirements

6.1  Security functional requirements

ZDOETIE, TOEDEF = U7 ¢ #FEZ(: (Security functional requirements) (2B L TRk~ 5,
W, I R—F% 2 FikBIERCEET L AL FADOHBAD () EEXIT, BV IR LOEBIEZ R TRREI+
L TWD,

6.1.1 =—V—FRFEMEAE

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: /[assignment: positive integer number/, an
administrator configurable positive integer withinlassignment: range of acceptable
values/l unsuccessful authentication attempts occur related to [assignment: Zist of
authentication events).

[selection: [assignment: positive integer number/, an administrator configurable

positive integer within[assignment: range of acceptable values]]
* anadministrator configurable positive integer within 1 to 10

[assignment: list of authentication events]

o BEMERINLHLLIIVE—DNUI Zfiolzu /A 3T

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
. met

[assignment: list of actions]

s BYJT UL
FIA_ATD.1 User attribute definition
Hierarchical to: No other components

Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: list of security attributes].

[assignment: list of security attributes].
o a—H—H w—

FIA_UAU.1 Timing of authentication

Hierarchical to: No other components
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Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

with access-controlled Functions of the TOE] on behalf of the user to be
performed before the user is authenticated.

[assignment: Iist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE)
o INUKNTTT TFIARYaT 1 T7IARYaT DA

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]

Timing of identification
Hierarchical to: No other components
Dependencies: No dependencies
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be performed
before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with

access-controlled Functions of the TOE]

o TNRVET T IAYaT 1 Ty I AT a T OEA

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

User-subject binding
Hierarchical to: No other components
Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
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on the behalf of that user: [assignment: Iist of user security attributes).

[assignment: list of user security attributes).
s a—HW—4 w—L

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes).

[assignment: rules for the initial association of attributes).
e L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes).

[assignment: rules for the changing of attributes]
s 2L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time

interval of userinactivityl.

[assignment: time interval of userinactivityl.

o BBV EZBRIELZRVNIRREAY BROE I R

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time

Interval of userinactivityl.

[assignment: time interval of userinactivityl.
o UE— b Ul ZHEAELZRVIREEAY 15 4yt

6.1.2 TalE{TT R HBE

FMT_MSA.1(exec-job) Management of security attributes

Hierarchical to: No other components

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT _MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)l to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: list of security attributes| to
[assignment: the authorised identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

s 2L

[selection: change default, query, modify, delete, [assignment: other operations/
e query, modify, delete, create

[assignment: Iist of security attributes]
. 2 —/)

[assignment: the authorised identified roles].
* U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFP, information flow control SFPl to provide
[selection, choose one of:  restrictive, permissive, [assignment: other property])
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
e 2L

[selection, choose one of: restrictive, permissive, [assignment: other propertyl
* Restrictive

[refinement]
*  TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles]
to specify alternative initial values to override the default values when an object
or information is created.

[assignment: the authorized identified roles]
* Nobody

FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP on users

as subjects, TOE functions as objects, and the right to use the functions as
operations.
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FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(execsjob)  The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: list of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP.

[assignment: list of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFP
* objects controlled under the TOE Function Access Control SFP in Table 20,
and for each, the indicated security attributes in Table 20

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U ADMINISTATOR to use a function, a user that is
authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functionsl, [assignment: other conditionsl].

[selection: the user is explicitly authorized by U.ADMINISTATOR to use a
function, a user that is authorized to use the TOF is automatically authorized to
use the functions [assignment: list of functions, [assignment: other conditionsl]

* [assignment: other conditions]

[assignment: other conditions]
* rules specified in the TOE Function Access Control SFP in Table 20 governing access

among controlled users as subjects and controlled objects using controlled operations
on controlled objects.

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U. ADMINISTRATOR,

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects]
e 2L

FDP_ACF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
« 2L

Table 20— TOE Function Access Control SFP

Object Attribute Operation(s) | Subject | Attribute | Access control rule
(P)(I)Dijr?t(:r %%IJ);? Object @ &M IZ%FL T Subject
(YR +PRT Ui vaT % U.USER | m—/1 MDr— /L)% Operation Z#F A &4
e - F=a— L Thd,
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Object Attribute Operation(s) | Subject | Attribute | Access control rule
i D . .
+CPY gc?ijr?t(:r S Object @ J&M:1Z%FL T Subject
rap e T Den ety U.USER | m—/1 Dr—/L7)% Operation 7 A &4
Pl 7-r—/LTHB,
17,
j ) . . .
+SCN S:ijr?tzr A1 Object @ B MIZ%FL T Subject
(A% | +DSR Ui oo | JUSER | m—L Dr—/L7)5 Operation Z7F P E4L
Pl 7-r—/LTHB,
17,
j ) . . .
S:ijr?t?r S Object @ B 1Z%FL T Subject
(7572 +FAXOUT Ui va T & U.USER | m—/v Dr—/LA% Operation Z#F A S
i 72— /L ChB,
1T,
j D . o .
g:ijr?t(:r LRI Object @ J&M:1Zx L T Subject
[ZAERLA] +FAXIN Uiy ge | WUSER | = Dr—/L 7% Operation Z 7 Af &4
P 7-a— L Chb,
17,
Object D . . .
; Object D@ MEIZxF L T Subject
r LR | : ) .
ﬂﬁﬁ774’ P sk PLO;Lth/f j’jjz U.USER |m—1 d>r—/L7% Operation Z 3 /[ &4
P 7er—/LTHD,
1T
= Object D
JE— [ . -
1)?/{%;[; Ji:;/; +DSR Pointer ZFIM | | ser | w1 Subject ®E—/L-7% Administrator
%‘TJ)EHJ T +FAXIN Li=vard £ THAiL Operation 23 7] HE,
17,

6.1.3 BWAVaT T EREIEERE

6.1.3.1

¥ a 7 HIERERE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify;, delete, [assignment’ other
operations/] the security attributes [assignment: list of security attributes| to

[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s))
* In The JOB Access Control SFP in Table 23

[selection: change default, query, modify, delete, [assignment: other operations)/|
o Table21 ® [#fE] DA

[assignment: list of security attributes]
e Table21 @ T[security attributes] DIH
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[assignment: the authorised identified roles|
e Table21 ® fm—jv] DI

Table 21— Management of security attributes

security attributes HiE u—)v
a—PF—4 delete, create, query U.ADMINISTRATOR
RNy 7 AR5 modify, create U.ADMINISTRATOR
BHE DR v 7 AREGEE 5 modify U.NORMAL
FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFPE information flow control SFP|l to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
e Common Access Control SFP in Table 22
* In The JOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other property]
*  restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified rolesl

to specify alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles]

* Nobody
FDP_ACC.1(delete-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on
the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
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FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
* U.ADMINISTRATOR (%, 9*T» D.DOC - D.FUNC DOHI|F=2 7] 6E
e TU.ADMINISTRATOR iZ. +CPY, +SCN, +DSR, +FAXOUT ® D.FUNC ®
Modify 73 7] HE

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
« 2L

Table 22—Common Access Control SFP

Object Attribute Operation(s) Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete U.NORMAL | Denied, except for his/her own
+FAXOUT, documents
+DSR

D.DOC +FAXIN Delete U.NORMAL | Denied

D.FUNC | +PRT,+SCN,+CPY, Modify; U.NORMAL | Denied, except for his/her own
+FAXOUT, Delete function data
+DSR

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete U.NORMAL | Denied

6.1.3.2 ¥ a 777 AH|HERE

FDP_ACC.1(in-job) Subset access control

Hierarchical to: No other components

Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(in"job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
on the list of subjects, objects, and operations among subjects and objects covered
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by the In The JOB Access Control SFP in Table 23..

FDP_ACF.1(in-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
to objects based on the following: the list of subjects and objects controlled under
the In The JOB Access Control SFP in Table 23, and for each, the indicated
security attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
In The JOB Access Control SFP in Table 23 governing access among Users and
controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

* U.ADMINISTRATOR (%, +FAXIN/+DSR @ D.DOC @ read 7% F fig

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
o 2L

Table 23— In The JOB Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for his/her own documents
D.DOC | +SCN Read U.USER Denied, except for his/her own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +FAXIN Read U.NORMAL | Denied

D.DOC | +FAXOUT Read U.USER Denied, except for his/her own documents
D.DOC | +DSR Read U.NORMAL | Denied, except for his/her own documents

6.1.4 ZEVa ke

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles
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FPT FDI_EXP1.1 The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD 7 —#5E&ilEieE

FDP_RIP.1 Subset residual information protection
Hierarchical to: No other components
Dependencies:: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of a resource is made unavailable
upon the [selection: allocation of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the resource from]
» deallocation of the resource from

[assignment: list of objects].
e 2L

6.1.6 HDD HE-{LH%RE
6.1.6.1 W {b/E SHERE
FCS_COP.1(h) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: list of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes| that
meet the following: [assignment: list of standards].

lassignment: list of cryptographic operations]
* HDD ~EZIAENDT —F DR SL#ERE
* HDD b EiAHEN DT — % O SHE

[assignment: cryptographic algorithml)
e AES

[assignment: cryptographic key sizes]
* 256 bit

[assignment: /ist of standards]
* FIPSPUB 197
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6.1.7 LAN 7 —Z{R7#&HkRE
6.1.7.1 IP/\7 v MIE S LEERE
FCS_COP.1(n) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(m) The TSF shall perform [assignment: list of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm] and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: list of cryptographic operations]
o LAN ~EET 5 IP 3 v b O LHEAE
o LANDOZAET 2D IP 3Ty b O SHE
[assignment: cryptographic algorithm]
e Table 24 ® Tlcryptographic algorithm) IH

[assignment: cryptographic key sizes]
e Table24 ® Tcryptographic key sizes] DIH

[assignment: list of standards]
e Table24 @ Tlist of standards| DIH

Table 24 — IPSec cryptographic algorithm key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards
3DES-CBC 168 bit FIPS PUB 46-3
AES-CBC 128 bit, 192bit, 256 bit FIPS PUB 197
AES-GCM 128 bit, 192bit, 256 bit SP800-38D

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to: No other components
Dependencies: No dependencies

FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the

communicated data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate
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communication via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 HC7AMERE
FPT _TST.1 TSFtesting

Hierarchical to: No other components
Dependencies: No dependencies

FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions |assignment: conditions under which self test should occurl]l to
demonstrate the correct operation of [selection: [assignment: parts of TSFl, the

TSH.
[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under

which self test should occurl]
e during initial start-up

[selection: [assignment: parts of TSFl, the TSH
* LAN 7 — X {RFEMEE CRIHT Al 57 /12 Y X A(AES, 3DES)

FPT _TST.1.2 The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSH, TSF Datal.

[selection: [assignment: parts of T'SF|, TSF Datal
e [assignment: parts of TSF]

[assignment: parts of TSH
s E&Rn

FPT _TST.1.3 The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.

6.1.9 EEPJKE
FAU_GEN.1 Audit data generation

Hierarchical to: No other components

Dependencies: FPT _STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
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b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

c) All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25 ; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]

* not specified

[assignment: other specifically defined auditable events]

s 2L

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 25: (1)
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information].

[assignment: other audit relevant information]

s 7oL

Table 25— Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP_ACF.1 Not specified Type of job
Both successful and unsuccessful use of the FIA_UAU.1 Basic None required
authentication mechanism
Both successful and unsuccessful use of the FIA_UID.1 Basic Attempted user
identification mechanism identity, if available
Use of the management functions FMT _SMF.1 Minimum None required
Modifications to the group of users that are FMT_SMR.1 Minimum None required
part of a role
Changes to the time FPT_STM.1 Minimum None required
Termination of an interactive session by the FTA_SSL.3 Minimum None required
session locking mechanism*
Failure of the trusted channel functions FTP_ITC.1 Minimum None required

FAU_GEN.2 User identity association

Hierarchical to:

Dependencies:

No other components.

FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

4 PP Guide @ [14.1 IEEE Std 2600.1 Errata| %%
IEEE Std 2600.1(Z1%“Locking of an interactive session by the session locking mechanism” & & % 23, #&id I A

RV AR RATN
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FPT_STM.1 Reliable time stamps
Hierarchical to: No other components
Dependencies: No dependencies

FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: list of audit information) from the audit records.

[assignment: authorised users]
e U.ADMINISTRATOR

[assignment: list of audit information]
* Table25 |[ZRTEEARZDY X K

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of- prevent, detect]
* prevent
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FAU_STG.4 Prevention of audit data loss

FAU_STG.4.1

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss

Dependencies: FAU_STG.1 Protected audit trail storage

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent
audited events, except those taken by the authorised user with special rights”,
‘overwrite the oldest stored audit records’] and [assignment: other actions to
be taken in case of audit storage failurel if the audit trail is full.

» (12

[selection, choose one of “ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights’, “overwrite the
oldest stored audit records’]

e “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
e 2L

6.1.10 FIRHERE

6.1.10.1 = —¥ —FFHEEE

FIA_SOS.1

FIA_SOS.1.1

Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric).

[assignment: a defined quality metric]
o AXTFULERLFUTFTONAT—FE
o 3 L RERET D UTHI AR E O RN
s WRKIFA~D%E L1 XFULEDD
o FNNTF(a~2)E L XTFLEE DD
o HF(O0~9% 1 XFTLEEDD
o TIT 7Ny FPUSNOSLEO-@:, M HN& )=~ +*}_><) & 1 LT RS
5
o fEHIATRESCT:
o HIEISTFLSIDETDOILF

FMT_MTD.1(user-mgt) Management of TSF Data

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,

modify, delete, clear, [assignment: other operations/| the [assignment: list of TSF
Data associated with a U NORMAL or TSF Data associated with documents or
jobs owned by a U NORMAL] to [selection, choose one of: Nobody, [selection:
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U.ADMINISTRATOR, the UNORMAL to whom such TSF Data are associated]].

[selection: change default, query, modify, delete, clear, [assignment: other
operations]
e Table26 @ [afE] DIH

[assignment: list of TSF Data associated with a UNORMAL or TSF Data
associated with documents or jobs owned by a U NORMAL)|
e Table26 ® [TSFdata] DA

[selection, choose one of: Nobody, [selection: UADMINISTRATOR, the
U.NORMAL to whom such TSF Data are associated]]
e Table26 ® m—/)L | DIA

Table 26— — ¥ —fE B R

TSF data a—) BiE

a—F—4 U.ADMINISTRATOR | delete, create, query

7 —)L U.ADMINISTRATOR | modify, delete, create, query
INAT— R U.ADMINISTRATOR | modify, delete, create
HEDONRAT— R U.NORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified rolesl]
*  Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which
no user shall be associated.

6.1.10.2 I8 HkkRE
FCS_CKM.1(h) Cryptographic key generation
Hierarchical to: No other components.
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FCS_CKM.1.1(h) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:

cryptographic key sizes| that meet the following: [assignment: list of standards].

[assignment: cryptographic key generation algorithm)
e Hash_DRBG % Fl|fl L 7= SP800-90A (23 < SLEAER T v 2 U X A
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[assignment: cryptographic key sizesl
e 256 b vk

[assignment: [ist of standards]
« HREMRL

FCS_CKM.1(n) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(n) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes] that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithml]
e FIPSPUB 186-2 IZHS < BB #AEKk 7 /LT Y X A

[assignment: cryptographic key sizesl
e 128bit, 168bit, 192bit, 256 bit

[assignment: /ist of standards]
e FIPSPUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified

cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standards].

lassignment: cryptographic key distribution method)
e DH (Diffie Hellman) 3 X ONECDH (Elliptic Curve Diffie Hellman)

[assignment: list of standards]
e SP800-56A

6.1.10.3 /31 REHHERE

FMT_MTD.1(device-mgt) Management of TSF Data
Hierarchical to: No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
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FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other operations/| the [assignment: list of TSF
datal to [selection, choose one of: Nobody, [selection: UADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMALI]]

[selection: change default, query, modify, delete, clear, [assignment: other
operations]
o Table27 ®» [#fE] DA

[assignment: list of TSF datal
e Table27 @ [TSF Data] DA

[selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment:
the authorized identified roles except U.NORMAL]]]
e Table27 ® o—/L| DA

Table 27—7 A A EHEHRE

TSF Data " — BAE

H /B3R 72 U.ADMINISTRATOR | modify
HDD5E 2 £ U.ADMINISTRATOR | query, modify
IPSec 7% U.ADMINISTRATOR | query, modify
= VTR E U.ADMINISTRATOR | query, modify
1y 7T MR — R E U.ADMINISTRATOR | query, modify
INAT —RRY T —FXTE U.ADMINISTRATOR | query, modify
o= U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components
Dependencies: No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment: list
of management functions to be provided by the TSF].

[assignment: list of management functions to be provided by the TSF]
e LUF® Table 28 |2/~ 3 & BREEAE

Table 28— The management of security requirements

EHEEE BRI
A A/ REZRR E modify
HDDSE2{H £/ E query,modify
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IPSec #%iE query,modify
F—rIUTERE query,modify
7 T RNR) L — R E query,modify
IRAT —RARV > —FRE query,modify

Edas query, delete

a—HF—4 delete, create,query

0 —/ modify,delete, create,query
IRAT— R modify,delete, create

Ry 7 ARFEE &

modify, create

HYD/NAT— R

modify

H & DRy 7 ARG RER 7

modify

6.2  Security Assurance Requirements

7T H: 2017/10/05

Table 29 lists the Security Assurance Requirements for 2600.2-PP, Protection Profile for Hardcopy
Devices, Operational Environment B, and related SFR Packages, EAL 2 augmented by ALC_FLR.2.

Table 29— IEEE 2600.2 Security Assurance Requirements

Assurance class

Assurance components

ADV: Development

ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_COQOV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment

AVA VAN.2 Vulnerability analysis
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Security functional requirements rationale

6.3.1 The completeness of security requirements

Table 30 (X TOE X =U7 xR G e X7 e B2~y 7 LIz D ThDH, ZiUZEh, £tEF%

7T H: 2017/10/05

2T SRR BN DKl 1 DD TOE X aUT 4%t FEHIRHEL TWAZEERLTWA,
FE xS BfR%E Bold (K (P) TFRL, ViR —RL TWBXHGEIFRE (S) TRLTZ,

Table 30— The completeness of security requirements

SFRs

Objectives

0.DOC.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

O.CONF.NO_ALT

O.INTERFACE.MANAGED
O0.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.STORAGE.CRYPTED

FIA_AFL.1

FIA_ATD.1

FIA_UAU.1

o

FIA_UAU.7

FIA_UID.1

FIA_USB.1

FTA_SSL.3(lui)

FTA_SSL.3(rui)

FMT_MSA.1(exec-job)

FMT_MSA.3(exec-job)

FDP_ACC.1(exec-job)

FDP_ACF.1(exec-job)

n|g|lwn|lwn|o|lolololw| o] wn| xvO0.USER AUTHORIZED

FMT_MSA.1(delete-job)

FMT_MSA.3(delete-job)

FDP_ACC.1(delete-job)

FDP_ACF.1(delete-job)

0o nwmw

0o nwmw

FDP_ACC.1(in-job)

FDP_ACF.1(in-job)

WO,V TInwwm

FPT_FDI_EXP.1

FDP_RIP.1

FCS_COP.1(h)

FCS_COP.1(n)

FTP_ITC.1

FCS_CKM.1(h)

FCS_CKM.1(n)

FCS_CKM.2

Nnunmmoinm nmw|T

nNnmmIonwm

FPT_TST.1

FAU_GEN.1

FAU_GEN.2

e

FAU_SAR.1
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Objectives
o)
6 | @ a
B < L w
N pd = [
- |- -z |28 |2 | %
n = | il 2] | (@] E > o x
= - < < a < T i i O @)
a) < | | I | = O 14 (@) i
| | (@) (@] O (@] o] <L < _] O
o o zZ =2 Z Z < w = - b
Z Z O = L T o o e = p
S 1813|1218 |8 |8 |E |5 |5 |¢
6 |la |2 |E|c|o |8 |2 |8 |2 |h
SFRs o |lo |o |o |o |o |o |o |o |o |o
FAU_SAR.2 P
FAU_STG.1 P
FAU_STG.4 P
FPT_STM.1 S
FIA_SOS.1 S
FMT_MTD.1(user-mgt) P P P
FMT_SMR.1 S S S S S S S
FMT_MTD.1(device-mgt) P P P
FMT_SMF.1 S S S S S S

6.3.2 The sufficiency of security requirements

ARETIE, BX2UTABEEEMDS TOE X7 05 W IT#H a7z 9 DI+ Th AR A LR+
60

0.DOC.NO_DIS IZ. user document data 73 %282 S3L72 ) D12,

FIA_UID.1 TOZ—H—#BIEHRIZIGC T, FMT_SMR.1 TEHEINZn—L 08804 CThh, 0o
— IS E,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) ., FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
Va7 X v AR R NDIIT 78 A IR T 59212,

FDP_ACC.1(in-job)/FDP_ACF.1(in-job).

WZEBHIRI a7 F O a— —F —Z DT AR NDIIZHIRLIZY  ZN DA OT a7 FDa—
W—TF —H DT 7B AL TERL LT T 52 LTI EBEND,

F7o, VaZ I A R &7 user document data DFEFEIE I, FDP_RIP.1 ([2XV e e ESND,
E51Z, HDD N —H—F —X - TSF 7 — X ~DZRFE XL T

FCS_COP.1(h), FCS_CKM.1(h)IZ kv ffi#si,

LAN %363 5402 —W—F —HTSF T —H ~DX S A - ZFRITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (L0 {fi#Sn 5,
INBICEE T D HEAEAE L FMT_SMF.1 Ik~ TRt T,

0.DOC.NO_ALT I, user document data 232X A S 720 Loz,

FIA_UID.1 TOZ—HF—i#BIEHRIZIGC T, FMT_SMR.1 CTEHSN-o—/LNED Y CTHhh, £0on
—JWZHEEDE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) , FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
DEAFEARNDIAZT 7B AHIR T HZ LI L0 FEBREND,

BT,

LAN #3655 9 52— —F =X -TSF 7 —H~DUEZ A - BFEITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (2 X {p#ESN 5,
ZIHIZ BT A SRR FMT_SMF.1 IC X~ TRl T a,
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O.FUNC.NO_ALT (. user function data 73X A S22 E9IZ,

FIA_UID.1 TOo—V—iBIEHIST T, FMT_SMR.1 CEHIN-o— L nE0 Y Thi, Fon
—IUNZHADE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) ., FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
DEAEERND I T 7B AFIRT 52 LI LTINS,

BT,

LAN %5525 52— —F —HTSF T — X ~DE S A ZTITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 {ZXh RS D,
TSR DB FIEREIX FMT_SMF.1 IC k- TR tEh Tuna,

O.PROT.NO_ALT /%, TSF protected data 23S ASI72 1912,

FMT_MTD.1(user-mgt) & BEX4172 FIA_UID.1 TO—F—i B HR IS0 T, FMT_SMR.1 CE#H
Enfze—AnEI Y THi, EOr— LI SE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 215 T /A A E FEREIC L EE SN D,
IHIT,

LAN %35 5402 —W—F —H-TSF 7 —Z ~DkE A - BT LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 {Z X S D,

O.CONF.NO_DIS %, TSF confidential data 73 %288 S41720 VL1,

FMT_MTD.1(user-mgt) C& FESM7Z FIA_UID.1 TO2—H—3kBIHERIZIGTC T, FMT_SMR.1 T #
ST — LB Y Thiv, EDOr—/LIEEDE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 |Z15TF A A E B REIC L EHEN D,
E5IZ, HDD ND—H—F —H - TSF 7 — X ~D T (KL T

FCS_COP.1(h), FCS_CKM.1(h)IZ Lo {fi#EsH,

LAN %3555 52— —F —HTSF T —X ~DKS A« ZFITx LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (L0 {fi#EE N5,

O.CONF.NO_ALT I, TSF confidential data 734 & A SRV DI,
FMT_MTD.1(user-mgt) T FL& 7= FIA_UID.1 TO2—H —#RIFEHRIZE T T, FMT_SMR.1 TH 2L
STz — VN ED Y THIL, FOr— LT EEDE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 |Z15 7 /A A& BFEREIC L EHEN D,
EbIZ,

LAN #i6%Z 5352 ——F =X -TSF 7 —H~DUEZ A - BFEITKIL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (L0 {fi#Sn 5,

O.USER.AUTHORIZED [, FIA_UAU.1, FIA_UID.1, FIA_UAU.7, FIA_AFL.1 TORIFRIEAD =
A LZEBRES Nz —H =23

FIA_ATD.1. FIA USB.1. FTA_SSL.3(lui)/FTA_SSL.3(rui)iIc LV —HF —D v ar NEFSH
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (ZL27 7 AHIMHNZ LY, MEFRZ fF - S T-HERE A FI|
TELZLITEFERESND,

512, FIA_S0S.1, FMT_MSA.1(exec-job), FMT_MSA.3(exec-job), FMT_SMR.1 (ZXV [F Y 7p2—
—&EHET D,

O.INTERFACE.MANAGED 3. A 1A #—T = — A& BT 5% K 5#THY . FIA_UAU.1,
FIA_UID.1, FTA_SSL.3(Iui)/FTA_SSL.3(rui)lic L p—H — A2 —7 = —ADE L FPT_FDI_EXP.1
(Zd&% LAN ~DREEZ RS DRI K> THEELSND,

O.SOFTWARE.VERIFIED (%, FPT_TST.1 ® H C.7 AMEREIZ L > CTHEBEIND,

O.AUDIT.LOGGED % . FAU GEN.1 . FAU GEN.2 . FAU_SAR.1 . FAU SAR.2 . FAU STG.1
FAU STG.4 LB/ EEEICL > TEREISND, SHIT, BE 7+ —~y MM B o —F— e
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A AR A5 72012 FIA_UID.1 & FPT_STM.1 (k> THR—h&EN 5D,
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O.STORAGE.CRYPTED (%, FCS_COP.1(h)D 5 5{t./{E 5 FERE . FCS_CKM.1(h) D = #4 Bk RE (X

S>THEBIND,

6.3.3 The dependencies of security requirements

ARETIL, ST THAREE ORI LTV Ve b IO 72 B 230535,

Table 31— The dependencies of security requirements

3 sk v = &, |7A
HesEpt SO ILTENS | ST I EEgs (AT 1 LU Vi R
RFFE &3
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A (KT 272 L T 5)
FIA_ATD.1 No dependencies No dependencies N/A (KA D R 72 L)
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A (RIF 2L QD)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A (RAFIEZ 7L T D)
FIA UID.1 No dependencies No dependencies N/A (KAFPED R 72 L)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (AT T2 L T D)
FTA_SSL.3(lui) No dependencies No dependencies N/A (AT D ER 2L )
FTA_SSL.3(rui) No dependencies No dependencies N/A (ETFHEDEER72L)
[FFDDPP—Iﬁg(lz]'l o' | FDP_ACC.1(exec-job)
FMT_MSA.1(exec-job) | cor= e’y FMT_SMR.1 N/A (RIFHEZTT-L T D)
FMT SMF.1 FMT_SMF.1
r FMT_MSA.1 FMT_MSA.1(exec-job) e S e
FMT_MSA .3(exec-job) FMT SMR.1 FMT SMR.1 N/A URIFEZ 7L CTD)
FDP_ACC.1(exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) | N/A(RIFIEZT-L T\ 5)
. FDP_ACC.1 FDP_ACC.1(exec-job) SR
FDP_ACF.1(exec-job) FMT MSA.3 FMT_ MSA. 3(exec-job) N/A (RIFHEZTRT-L T D)
[FDP_ACC.1 or FDP_ACC.1(delete-job
FMT_MSA.1(delete-job) || ~27-'FC-1] ) NIA (R AEPE A 72 LTV B)
= FMT_SMR.1 FMT_SMR.1 -
FMT_SMF.1 FMT_SMF.1
FMT_MSA. 1(delete-jo
FMT_MSA 3(delete-job) Em—gﬁéi b) N/A (AR 72 LTV 2)
- FMT_SMR.1
FDP_ACC.1(delete-job) [ FDP_ACF.1 FDP_ACF.1(delete-job) | N/A (RAFIEZT-L TW\D)
FDP_ACC.1(delete-job
. FDP_ACC.1 ) S
FDP_ACF.1(delete-job) | p\1+"\sa 3 EMT_MSA 3(delete-jo | NAURFHEZIHIZLTD)
b)
FDP_ACC.1(in-job) FDP_ACF.1 FDP_ACF.1(in-job) N/A (RAFEZ T2 L TUND)
FDP ACC.1 FDP_ACC.1(in-job)
FDP_ACF.1(in-job) EMT MSA.3 FMT_MSA.3(delete-jo | N/A(KTFIEZT 2L TV 5)
FMT_SMF.1 FMT_SMF.1 R
FPT_FDI_EXP.1 FMT SMR.L FMT SMR.L N/A (KA HEZ R 72 L TN D)
FDP_RIP.1 No dependencies No dependencies N/A (K AFFEDEER 72 L)

FCS_CKM.4 Z FIEL TU Ve Bl :

[FFDDPP_I'TTCC-;OC;f W B RAM LIS E RS BIRE D15 L1 % 5, &
FCS_COP.1(h) FCS CKM 1(0)] FCS_CKM.1(h) TR B B 92 IR AT RE e g Lo T
- XL RIEEHESN TS,
FTP_ITC.1 No dependencies No dependencies N/A (R fF DR 72 L)
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BT O o | ST oL R HeA R T LCU 2
FHE e

FCS_CKM.4 & E8EL TV Ve W ELH:
[FE%PT'TTCC-;O? W5 S RAM IS BIRA B D1 2 5, &
FCS_COP.1(n) FCS CKM 1] FCS_CKM.1(n) ity d v ) m#:a IR FTRE A IE LR > T
FCS CKM 4 %o fEo THERBI I I B8Rk T2 L 7R < &b IR 54

- IFERTE BRI TS,

FCS_CKM.4 & F8RL TV Ve L
- W8T RAM _BIZARSNERE A EEZ D, &
FCS_CKM.1(h) FCS OKMA FCS_COP.1(h) el =y g ) mﬁ”:katﬁ A RE/e A 7> T

D, PE- THERERYICHE B IRl 3 2 L7 LB I B4
T ZRIEHIN TNV,

[FCS_CKM.2 or

FCS_CKM.4 ZFEiRL TV B
583 RAM _RIZAERRSHEIRAULEHA D, F

FCS_CKM.1(n) FCS_COP.1] FCS_COP.1(n) el iR=2 7 Yo ) Hj?“ & VIR AT REZe i G & 72 > T
FCS_CKM A4 2%, P THERBINIC IS B8R 3E 2 L 72 < LB Iy Bt
s ’ﬁ’sfiéhfu\é
FCS_CKM.4 ZF kL CTUVRUWE
[FFDDPPTITch'zl or BT RAM LIC RSN B WDEEA 5, &
FCS_CKM.2 oS CKM f(rn)] FCS_CKM.1(n) f:ﬁ %’fﬁ%ﬁw) Hﬂ“ }: ;’rmﬁf Efocff%L&f;ofv\
B bi;r/\ ”f“‘%ﬁ%éﬂfh\é
FPT_TST.1 No dependencies No dependencies N/A (K AFPED R 72 L)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (AT T2 LT D)
FAU_GEN.1 FAU_GEN.1 .
FAU_GEN.2 FIA UID.1 FIA UID.1 N/A (KT T2 LT D)
FPT _STM.1 No dependencies No dependencies N/A UEAFED B 72 )
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A (ETF T2 L T 5)
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 N/A (RIFHEZTT-L T D)
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 N/A (R T2 L TUD)
FAU_STG.4 FAU_STG.1 FAU_STG.1 N/A (RIFHEZTRT-L T D)
FIA_SOS.1 No dependencies No dependencies N/A (EAFEDER 2L )
FMT_SMR.1 FMT_SMR.1 .
FMT_MTD.1(user-mgt) FMT SMF.L FMT SMF.A N/A URIFHEZ =L T D)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (KA HEZ T2 L T D)
FMT_MTD.1(device-mgt | FMT_SMR.1 FMT_SMR.1 F—
) FMT SMF.L FMT SMF.L N/A (KT T2 LT 5)
FMT_SMF.1 No dependencies No dependencies N/A (ETFIEDEER72L)

6.4  Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial information
processing environments that require a moderate level of document security, network security, and security
assurance. The TOE will be exposed to only a low level of risk because it is assumed that the TOE will be
located in a restricted or monitored environment that provides almost constant protection from unauthorized and
unmanaged access to the TOE and its data interfaces. Agents cannot physically access any nonvolatile storage
without disassembling the TOE except for removable nonvolatile storage devices, where protection of User and
TSF Data are provided when such devices are removed from the TOE environment. Agents have limited or no
means of infiltrating the TOE with code to effect a change, and the TOE self-verifies its executable code to
detect unintentional malfunctions. As such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions and
procedures for the reporting and remediation of identified security flaws are in place, and their inclusion is
expected by the consumers of this TOE.
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7 TOE Summary specification

ZOEFETIL, TOE ERHARZEFLLR 35,

71 a—¥ R
- X TAHEEE 4 FIA_UAU.1, FIA_UID.1, FIA UAU.7, FIA ATD.1, FIA USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.3(rui)

TOE X, IEHO 2 —Y —Z kRG220, 22— =2 E L2 —h Ul I2BWTT X
WA B E B ET DI ;:L*—*JL*—O)%%'JHWE%E:JW‘%) L., SV as Tr IR a7 | T I A
Pa7 OB NTHF LTV, [FIA_UAU.L, FIA_UID.1]

:L‘_‘“H“—nuu i '[J\‘FO)2$$*E@HLAHIE%_‘%‘H‘T ]\jﬂé
- AMERRREST A

:Lb‘_‘j: e HIE_H-E‘/\F‘ k—y‘kﬁéﬂ‘(b \61%4} rFl %&%*Uﬁﬁ j‘%)mu ul‘EjjJE @]Z. i :LF“H.E‘
FRREH—/3—(Z1%, Kerberos 32iE 7 2D Active Directory H—/3—=<° LDAP &GIE 5 2D LDAP
PR =Y T D,

- W nu quiJc
T A AR FRSN TN D2 — P — AR+ 2385 2,

TOE |Z2—HW—FRGEEL T, 22— —4  SAU—R I THLHI T A D AN T1HTER LT, FEEL
- A Ca— =4 SR —RINEE LT B DO — Y — 2R BGRGET 5, 728/ SR —K
AJDOBED/SAT —RTFF AR T X, *THRRT D, [FIA_UAU.7]

TOE (%, —Y —DfAIRRAEI K Eh 5L, —%—Z LT Access Control Token(LL#: ACT)& 38175
%o

ACT &%, 22—V =4 — /I T, 22— =D — L Z LICHRESNTZT TV r—ra
HRE~DT 7 B AMENEGENT-A TV =7 FTHD, [FIA ATD.1, FIA USB.1]

TOE 1%, RIEZRBRZ AL ATEMO T 72DIZLL Fouy 77T MERe 21235, [FIA_AFL.1]

- RELZry 27U MOFRBBISELE G SR Y 2 — P — I L Ty 7 T S D, vy
T U RDOFFEREIL, 1~10 BB TED, (FIHME 3 =)

- RELZmy 77U MR L, B e — Y —Dn s A AZRO IR, my 7 T U ML 1-60
’\733%@9—&'“(%% (?)Jﬁéﬁﬁ?i3 7)

TOE &, #E XL RVE—F Ul & —ERMEBFELZVWIRENRE T 2207 TV REE 5,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- BRSOV B EL ARV REEDS A — R TRERE IS TR IES I A A LT T MR O,
10 70-9 430 bR x5, (FIHAEIX 2 4))
- UE—h Ul ZELZRU IREEAS, 15 456,
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- XIS T EEE 4 FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_MSA.1(exec-job),
FMT_MSA 3(exec-job), FMT_SMF.1

TOE 1%, #AIFREES - — P —ITFATEN T2 ACT ONFITISU T, Ul FEICY a7 477 7B &
ezt 75, =2 —HF —12RITEIND ACT Or—/LOnEbt ., 2, Ik, B
U.ADMINISTRATOR DR ESND, ZDVa7 EATT 72 ARIEN 5 HilfHx S o @i i35

HEEEZ DLOTHY, HIZTHEE THD,

B SRV DA DY a7 FATT 7 AH#EIL. ACT Ou— WIS T7 7 r—a#lR )o@k
BTG Ta7 FATAFFAIL T, N LISNET 7 B R AR T 5,

VEe—hUIDOEAEDYa7 FETT 782 EIL. ACTOa— LD BHEIZEC TPa 7 OFETEIES LT,

ENLINET 7B REFF AT 5,

%72, UADMINISTRATOR (%, X CTOVa7 FEITHRAHETH D,

Table 32— a 7 EITOT 7 REIHRY o —

UI &5 il 4ot 82 & BiE
BaE L [V k@ Pointer U.USER ®oa— L3 [ &FFE | filiExt S a2 iE k32
N7r-e—LThs, ZLTTHEATHIRE,
[zi"— | @ Pointer U.USER Or— L3 [abt’— |23 A[S | fil st S a2 iE k3%
N7r-e—LThs, ZLTTHEATAIRE,
(2% % L TEE O | UUSER Da— L3 [ 23y U TEE ] | I3 &2 75 ML T 5
Pointer PRI ENTr— L ThHD, L THEITHRE,
[—757 7A@ Pointer U.USER »a— LN 2%y L CEE] | HIE xR iEH LI 2
RSN a— L ThA, ZETTHEITARE,
[Z{ZRLA] D Pointer | U.USER O— VR HEIETZ 7 AL OF] | I 5t S 2 & MHAb4 5
A1 ZTFENTzn—/1LThD, ZETHEITHRE,
MEEZ7ANVOFIH ] | UUSER Ou— L 3MREFET 7AVOF| | #l# xS &2 i HAL 45
@ Pointer HI1ZFFa&ni—a—/LThod, L THEITHRE,
(2% UTIRTEID | UUSER O — L3 23 v UTIRIE] | Bl R 215 b1 5
Pointer EFHA N2 — /L Thb, ZETTEITARE,
Ue—h Ul [ZEMRIET 7A4LD | UUSER ®a—/L7 Administrator 7— | FZ{TAR 7],
FIH | Pointer LAk,
7.3 ATV a 7T 7 & REIEHEEE

TOE (%, 22— —NEA LTV MNat™ —[2x v U [FAX DA a7 12kt U TUL T O 7 7 Al
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DX VT A EEL TR T 5,

7.3.1 Va7 DXk xR
- XS AHEREE A :FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT_MSA.1(delete-job) ,
FMT_MSA.3(delete-job), FMT_SMF.1

TOE 1%, o™ — /7Y NAF Y N T 7 I AEEDO a7 UL FTOHFETR Yy BV TES, 26D a7
Da—H—Z1ITA a7 AR ICFD Va7 AR U — Y —4 TR LS TnD,

- UNORMAL 1%, B4 DY a7 OHIER) Al 6E
- U.ADMINISTRATOR 1%, T _XTHOVa7 DUARFRR L, AEE D27 ORI AT HE
CaT DX xRN, PaT I BT 2 RIHEL BRSNS,

7.3.2 Va THOBTILE~DT 7 & AR
- @i 9 5% 8E = {4 :FDP_ACC.1(in-job), FDP_ACC.1(delete-job), FDP_ACF.1(in-job),
FDP_ACF.1(delete-job), FMT_MSA.1(delete-job), FMT_MSA .3(delete-job), FMT_SMF.1
TOE X, ZNENDYa7 FOE A LFEITK L TLL FOT 72zt 45, Zhboya7 da—
PRI AT a7 ERRICE DV a7 B U Tc e —F— 24 TN LS D,

[t —[2AF Y T 7 I AEE DY a7 PO E A LE~DT 7 A EEEE)
- TOE L, at— a7 HOE - LECKH L GELSRTHZ LN TER,
7277, T #FH B LN U ADMINISTRATOR 1%, ERAMES: 7V NEATHIZERN TXS,

- TOE . AxX X777 AEEDOT a7 FOE S LEIH LT, 7.3.3[FEY a 7 — IR
IO AEERE, HEL ST HIENTER,

[TV a7 TOBEFLE~DT 7 L AHEHEAE ]

TOE 1%, 7V hoardngASNLE  ZOFE7 Vo MEPIC—HHE ET 5, FiC, TV a7 iift b5
SINTa—Y—ZTEOT Va7 OFTaEEZHEIL, LLFOT 78 Az ZH L T\ D,

U.USER X, —FHRIFLI=Z VM ar7 OB LEICKH LT B O2—F =4/ LTV hard Da—
W= DL, LU T OBENAIEE,

- UUNTA,
- PUNOEREEE T T D,
- HIERT D,

U.ADMINISTRATOR (X, T XRTOTVUMERTO TV a7 DEF LEDV AN FKRL, ZHUUC
$HUT, LA R OEREDN AT RE,

- VarvEHIRT D,

[T 7 ARG a7 DE A LE~OT 7 AT HEERE
TOE 3. ZIELI=T7 7V Al | 77V AZAGT a7 DET L ELZOFETSV T — BT 7 A ARTET
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HHEREAE A T 5, ZNHLO B SLENRASNDBRITIX, T VAT LRI RAMRAFIND T VAT
IR TANDT 7 AGHE DO FEEEF LEOT 72 AHENCE A S D, /xﬂwﬂm) 3L
EA NI ES /2NN, VAT DRy 7 AR U CHANS 7T HT OB RER 5 AR ETDHIENTED,
VAT DRI ADKGREE 5O E, Bk, Z %L U ADMINISTRATOR [ZRESNDT-8, 1L
ElT A REAR = — ¥ — T UADMINISTRATOR O A TH D, L= - T, TOE &
U.ADMINISTRATOR Z R fFS VI ICEDOFT A E LHIWTL . UNORMAL 231 SLED TV MOk
15, HIBRE CTER2WIINCT 7B Al & FZEL TD,

U.ADMINISTRATOR (&, BAE/ SRS T 72 AT D54 Biak& 5 a2 A L7<Ed | B SCEITk)
L CLL FO#EN Al HE

- VTS,
- %’fgj‘éo
- EjIJ %ﬁ‘éo

U.ADMINISTRATOR X, UEE—h Ul LT 7 BAT DA VAT LRy 7 AR U CHANIR ESNT-
FREE L VAT DRy AR A STV RE R B 3 — B LT3 8 D -, LU F OAED Al RE

- VTS,
- %’T%j‘%)o
- EjIJ %ﬁ‘éo

[ — RV ADE L LE~DT 7 AT EERE )

TOE (&, At —/AF v AE Va7 OB T IEE, 2= =Ry 7 AR AF T DA R I, Zhb
DEALECHRIET DEUTIE, 2= =Ry 7 Z~OT 7R 2K &5,

ZNENDZ—H =Ry 7 AU THFRNS 7 HIORGREE 52 E T DI LN TED,

R 7 ANE A L ELRFETHEIRERER 5O ANIARETHY, TOE (FIELWEEE 52 AL
U.USER Z{R(FENTZE - LEOFTHH LWL, 772 Afli#A2FZBLL T,

U.NORMAL (%, —H =R o7 AZHF RN R ESNIRF R 58, 22— —R o7 ZEERFIZ A T1EH
R BN B LIS B DI 2 — =Ry 7 AN DE A SCEITRT L CTLL T OEEN FTHE

- TV TS,

- TUUMNREEEETD,
- TLEa—75,

- H=ET5,

- HIBRT S,

U.ADMINISTRATOR (&, BAE/ S RINLT 7B AT HGA . Kik& 5 a2 AN Leed &1 U=k
LCLL FOEEN Al RE

- U TA,
- TUUNREEETTD,
- Tt a—75,

Copyright CANON INC. 2016
57



Canon

7T H: 2017/10/05

- BETD,
- HIBRY S,

U.ADMINISTRATOR . UE—R Ul )BT 7B ATAEA &1 CEICH L T, RN ESNT-REEE
Fe b, R ABERFC AN SINTERGRES 50— B L7255 O A, LLT OEED FIHE,

- UMD,

- TUUNREEEET D,
- FLEa—T5,

- RETD,

- HIBRT 5,

[y 7 AWEEE 5]

NI AT 7 RAT DO DREREE 5 OBk, 2 H AN CTEHHE[RA Administrator =—/L723E0 XY TH
7= UADMINISTRATOR (ZDHA 525, 12121, BE BRI TRy 7 AOKEEE &1 2B L T,
U.NORMAL THAEE TX5,

7.3.3 5T a 7 —RHRIERERE
- xR+ A BE E . FDP_ACC.1(in-job), FDP_ACF.1(in-job), FDP_ACC.1(delete-job),
FDP_ACF.1(delete-job)

EEVa7IE, FAX EEEAT v O 2 HIENSY | TNENOEE Va7 Id—RHRF T 5720 D1k
15 a 7 —FHRIFHEEEE L T, [ A/~—RE 1 LT L a— 03B D,

(B Af~—ik15]

TOE 1%, #A~—HEORENSNIZEE Va7 DERASND L TOEEREETICRESNIRLIE
T—HHRAFT D,

UNORMAL (%, —FHRFLIZEEYa7 I LT BHO2—F —Z Lk EVa7 o —F —4 N3 —
B80T, LT OBENATEE,

- BEREETTD
U.ADMINISTRATOR X, T _XTO—HHR(FLIZEE a7 1Tk T, LU R O#EN A HE,

- BEEEETETD
[ LE2—|
TOE (F, 7V E 2a— DR ENSINTZEETVar BN EASINDE, TICEEETICva 7y NEE T L E
— L ChERRLT- 8 1T E TX D,

U.USER I3, —BFRIFLIZEE a7 I LT, B D= =L LhEVaT Oa—F =403 —FKL
723581, LT O#ED T HE,

- BIXENBEOTLE2—
- BT XENREDOR—THIER

- Yaryowik
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7.4  ZEY a TEREBRE

- XHSTAMEEEM: FPT_FDI_EXP.1

TOE 13RI ZAZ L= T — X Z B PCH— /R —|THEIE TEXOEE L > TEL T ZELTZY
a7 ®D LAN ~DIEIEN TEZ2WNIIITHIEIS TS,

7.5 HDD F—# 2L iHEEEE

- ®ISTAEEEEH:: FDP_RIP.1

TOE NEA LERLTLURIVAA—T 740 % HDD D OHIBRT 581, £ HDD fEll 4 & /e
— X T EEXTLHILCINE A LEST VRTIA AT T 7 A VO FRFTE RO 5820 F% Fhi 35,

PIH BT FOFENS TR TE S,
- DoD 5T E#EX
- BEFVHF LT —HT LEX
- 1REIZUH LT —HT EEX
- 1[I NULL ¥ —4 T k&X
FZOWREIX, LT DOXAILTIZEMET A,

- Vav BRIz HDD NI —RFCRGFEND T VR TVA A= T 7 A )V Va7 AL L
I a7 W% 2 HDD D52 il E1 25,

- R RRIEESNTZEF L EOYIEREIC HDD b5l ET 5,

- ZRARO BRI L TERIHE TE R -7 A E % . TOE O E)RFIC HDD 22bH 584 H
B RN

7.6 HDD Hi2-{LigRE

TOE Oz ha—IR—R EIZEESIND HDD 7 —4IE 5t T 7 12dD, L FOBX 27 cHRe % 12
#t92%,

S b S REREIZ X o T HDD I IS D 22—V —F — X B LN TSF 7 — X DR BEMEA TR 35,

7.6.1 i ={L/E AR

- X3 HEEE 4 FCS_COP.1(h)

TOE IZ. HDD (2R IS D — Y —F — X B LN TSF 7 —Z OB VEZ IR 572012, IROIE S
YEZ1TV HDD IR SN D T — X 2R E R 5k 35,

- HDD ~FHXIAENLT —H &M 535,
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