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Hardcopy Device A system producing or utilizing a physical embodiment of
an electronic document or image. These systems include
printers, scanners, fax machines, digital copiers, MFPs
(multifunction  peripherals)) MFDs (multifunction
devices), “all-in-ones,” and other similar products.
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TOE Owner A person or organizational entity responsible for
protecting TOE assets and establishing related security
policies.

TSF Confidential Data | Assets for which either disclosure or alteration by a User

who is not an Administrator or the owner of the data
would have an effect on the operational security of the
TOE.
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TSF Protected Data

Assets for which alteration by a User who is not an
Administrator or the owner of the data would have an
effect on the operational security of the TOE, but for

which disclosure is acceptable.

U. ADMINISTRATOR

A User who has been specifically granted the authority to
manage some portion or all of the TOE and whose actions
may affect the TOE security policy (TSP). Administrators
may possess special privileges that provide capabilities to

override portions of the TSP.
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The asset that consists of the information contained in a
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document or job to be processed by the TOE.
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