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%, > T, P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED DB TV 578 PP (Il &
LTWDEEZD,

T.DOC.DIS & T.DOC.ALT O& & DEM

X TOE & PP i, D.DOC O F7- 13k 2 TEXARNHE DERIZFL THDHA, D.DOC DiFz\ &K
SADBENEZVHIDHEIPEDS, TOE 28 TOE N O TOE 2 iE(E T A0 @E K L EFRL TWODDITH
LC. PP X TOE WN&72~>THY TOE 28 PP 28l &1L CT5,

L~T, T.DOC.DIS & T.DOC.ALT (L PP [TiEAL TWAHES 25,
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T.FUNC.ALT O& & DB

A TOE & PP CiX, D.FUNC DU ZE TELHFHFE D ERIZFIL THH03, D.FUNC DUE ADER BT
V9 5HIPAAY, TOE 23 TOE WA TN TOE 2315 32RO ERIE L ERL THDHDIZKIL T, PP 1% TOE
&> TEY TOE 28 PP 2@ &L T\ D,

FoT, TFUNCALT IZ PP ICHEAL TWWHEE XD,

PLEDZEED, R ST DX U7 BB )T 45 R FEHT. PP OBX 207 (3R 20T o %f
REEHE—HL TS,

243 PPOEXIUTAEHLO—RHETE

X TOE @ SFR 1%, Common Security Functional Requirements & 2600.2-PRT, 2600.2-SCN, 2600.2-CPY,
2600.2-FAX. 2600.2-DSR, 2600.2-SMI 75725,

Common Security Functional Requirements 1. PP 238 €3 5428 SFR THY. 2600.2-PRT. 2600.2-SCN.
2600.2-CPY, 2600.2-FAX. 2600.2-DSR, 2600.2-SMI X PP 235 E 9% SFR Package 7Hi#IRL7=H,D T
oYeR

i1, 2600.2-NVS | TOE (25 B rl RE72 AR MR B A R TFEAE LW 2D B R L2,
KSTOEFaUTF 4B L, PP DX F BRI RTLTGEI, BAEEL THOAEFTAH A, PP LT —
BLTWB, LLTIZ, B, B EL QW aERATE, ZNH0N PP E—B LTV DB HAZTEH# T 5,

FAU_STG.1. FAU_STG.4, FAU_SAR.1, FAU_SAR.2 D3i&/n

A TOE NEE 7 2R FFE LT 572912 PP APPLICATION NOTE7 |2V FAU_STG.1, FAU_STG.4,
FAU_SAR.1, FAU_SAR.2 ZiE/N9 %,

FIA_AFL.1, FIA_UAU.7, FIA_SOS.1 ®iBfn

B FRGEMSRE XA TOE ICXVEB T 57292 PP APPLICATION NOTE38 2tV FIA_AFL.1,
FIA_UAU.7, FIA_SOS.1 #8195,

T 7 I AZAG LEOHT A O

AR TOE TIEZBELIET7 77 AZE LEDOFT B DN OWT, LEOFTAMHELZ BEXINFHAEIC
T AES A5, 2L PP APPLICATION NOTE 95 (275> T 5,

FCS_CKM.1, FCS_COP.1 ™38l

A TOE IZBWTIL, BHEEZE AT AT LW R VSRR I 57 — 2R DX 2 U7 %t
W #tE LT O.STORAGE.ENCRYPTED % E3EL, 2 AaRH T 5720 ITHEEEZE {4+ FCS_CKM.1,
FCS_COP.1 &, ZIHDORERE B KT RIMRICH DIERE B FITIEMDOE T Z2 52 TODH, ZILHLOE T
X PP IZBWTROBIVTWDEREE O NEDWT N AEBIGT-L TWD,

WAL BT 2 —A~DHIRI NI 1E Wiz 2% (FPT_FDI_EXP)% 18/

AR TOE &, PP IZHEW Y, AMEA L 27 2= ADHIRES N 7 A5 (FPT_FDI_EXP) 2B I13 52 &2 kb
BB D /S — b 2 ZLBR T2,
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FDP_ACF.1(a)D— B AR HL
PP ¢ FDP_ACF.1.1(a)& FDP_ACF.1.2(a) Cli&. PP @ SFR /w7 — VI E RSN CEF HRA~DT /&
AHE SFP ZZEELL TWADITH LT, ST TIEA T V=7 b tFk 20T 4 J@M Th D SCEF IR M E
EFRSINIZLEOT 7B AR SFP 2 EA/ELL TWDH, ZHUL PP 283 I EBEL T DL O THh
2o
PP ™ FDP_ACF.1.3() ClE. LEFHREFHE a7 OT7 72 ZHIHN BT 518 MO AN A ST
T CEFREFAE Y27 OHIBRE MFP FEFIZHF Al 55725 CD,
TOE 78 MFP & BRI SCEBE M EA B Va7 OHIBRAFF ] 32013, CEIFMEFHE Va7 ([ZHIbRME
(RS> — BRI B D, 7 ABHOERE THIBR CEleoT- 8512, MFP EBEE MUATLU CHIBR TX
LINTT B0 THY, PP THETDLT 7 BAHIH SFP M4 5L D TR,
PP ® FDP_ACF.1.4(a) TlZ. SCEMHMER A E a7 0T 72 AN+ 28 MO F A A A ST
TIFA= RSP IDLENEFREF A E Va7 ~OBREEER T 5LL TV,
A= S P— %, PP TIHFFEL TRV TOE F-4 OF A TH D,
T, PP BCEEREFNAE Va7 ORI E LU THRE LRI & LIAMI T B ZF i LW 2 a4
T
L~ T, A& ST ® FDP_ACF.1(a)iZ PP ® FDP_ACF.1(a)Ziiti7-L T\ %,

FDP_ACF.1.3(b)D: BN ANZ-2W T

PP @ FDP_ACF.1.3(b) Cid, & FEEHEIR CTHMET D ——I|Z TOE #§REDBAEEFF Al T DL >TD
DIZXFL T, A ST TlX TOE #RED I TH DT 7/ A AGHERET T &7 F Rl T D L7 TN,

TOE % MFP #EEEIC, LEHMOMME Y a7 OHIBRZZHF AL TR (CCET 7 A 4# SFP.,
FDP_ACC.1(a): FDP_ACF.1(a)). ZO#E R, HIBRAICTII®H 528 TSF 1L, TOE #FE~DT 7B A% MFP &
FREICHF AL TV DH728 PP D FDP_ACF.1.3(b) DB [RIRF i 72 L TV, F2 B ahmlfin bz (E 07
DT I EAT DT 7 IV RAZAGDTO DT AL, B MR TERAET 2R L /R T 288 TED,
J->T. A ST ® FDP_ACF.1.3(b)i% PP ® FDP_ACF.1.3(b)Z7ii/=L T\ 5,

FTP_ITC.1.3 {2 D.DOC KX D.FUNC Z3&Eh TWVWAZLIZHNT
PP Tid. W{E#E& o D.DOC K& D.FUNC |26 L TIRA W EME DB BAEZRZL TORWDITHIL
C.FTP_ITC.1.3 Tix D.DOC & D.FUNC @ EHET vy 2N L TEEEZTHEL TS, ZiuE, K
TOE 73 PP JVJAW i © D.DOC & D.FUNC #{RF#EL TV HEF 25, A ST @ FTP_ITC.1.3 X PP %
=L T4,
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3 EXxal) T+ REESE

ARENT, B MO X2V T T8 R ORHREIFICOWTRER 32,

3.1 BH

A TOE ORI, K OFIABRIEICH O TRRESNDE B Z#HIL . S5, ARIFL I HEIL, TOE ©
FHEIZOWTARSN TOLIFEREZHGEHEL TR TODRHE THLLMMET 5, WBRE ITHEAL~L
DBEREN ) ZFF>F LT D,

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

XEOB~
TOE WEHL TWWDLEN, n/ M a—P—Z 5L E HDHWE, nr/ (=
— P =L T > TVDNZDLE~DT VAR ZL 2R NE I THIESNS
PH LIV,

XEOKE
TOE WEBL TWAILEN, /' fra—HF 4L E, HHWNIEL, rT A
— LT > TVDEIRFDLE~DT 7 AEREL 272 WE L Tl EEND
MH LA,

FIA#EY a7 D®RE
TOE WEHL CWARIHE a7 R, nl A a—F—ZEL720E HDHOE, v
TA =W =T o TWDENRZEOFIHHE a7 ~OT 72 AMERED T2 /20 F L
STHESNDNH LR,

TSF REFHROKE
TOE VEBEL TWD TSF ARG S, m/ A 22— P = &bl HDHNIE, 1
TA 2= = 1FTH > TNWDNZED TSF RFEEHA~DT 7B AR EZ D T/
ToTeESNDEML LAY,

TSF ME B RO
TOE BEFL TWA TSFE @D, nr A a2 —HF =L EbT20E HHNIE, v
TAva—PF—ZTHb o TWDNZED TSF ETHFIMA~OT 78 AMEREB T E 1T
JoTHIBEINA B LI,

TSF BB ROLE
TOE A& FIL T 5 TSF RETE #Y, n/ A a— =LA b1V HDNIE, 1
TA 22— =L TH > TVDENRED TSF EIERM DT 7B AMEREL 272 E I
Yo THEEND B LI,
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32 {H#ntxa)T1AH

TRROMBDOEX 2T FH#t 25,

P.USER.AUTHORIZATION FIRE O HIFRIE
TOE RO Al 22 - FIHE 72005 TOE 2R AT 52 RN TEXAHIN LT IE
VAN SYANAN

P.SOFTWARE.VERIFICATION Y7 7=T7HGE
TSF OFEFTa—RN%Z2H CHEE CEXAFEREF -0 nid b,

P.AUDIT.LOGGING Efu/pikEE

TOE /X TOE Ol fl K X 2V 7 4B BT A2 H RO A n 7 LU CRo kiR
L. BT PHEREZL 2 WEICE > TRIRHDWDT SR E SN WIITE B T&
FHUEZB720, SBICHERZ D DL DN, Z0ul ZME T30 LigiTiuiaes
fé?b \O

P.INTERFACE.MANAGEMENT A&7 =—AEH

TOE DAERA L H T = —ADMERI DL DIZFIHESNDZ EEBAS T2 . DA
27 x—A3 TOE & IT ]REZIZLY, BUNTHIEISIL TORIT IR b7,

P.STORAGE.ENCRYPTION ERigiER s =1t
TOE @ HDD TRk L TWD T —H i, B LS CORITHUE R B0,

3.3 HIREH

K TOE OF|HBRELIZ D ORI 275 B4 5,

A.ACCESS.MANAGED 7 7z &

HAHX L AHEST TOE 2L THEA FICBITDGATICREL ., HERE R -7
BRI T T B AS DS EHIBRL CTHODH D ET D,

A.USER.TRAINING FFE#E
MFP ZHEELFIT. FIHEZE DB O X 2T ARV —RF NG LBk T 5L T A %
VAESTEHE L, AAEIZZNLDORI—LFNEITHR > TODHEDET D,

AADMIN.TRAINING FHEHE
FHE IO EX 2V T AR — 02D FIEERKL CTHY, AL AT
FNEDORI —RFNEIZY >7- TOE OB/ ELUEN TEXEHLDET S,
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A.ADMIN.TRUST B CEEHRE

MFP FHLFALEE X, A L A>T DRELTEMA LRI R E LR 28 EL
TWDHDET D,
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4 X )T HWEEE

ARETIL, TOE 1Tk T 22X 27 oK G 6, AR T2 2% 207 4%t 5R 5 LRI DN T

FLIR 9D,

41 TOEMEXxa)T1wEAE

ARETIL, TOE DXV T 151 ¢t a7tk 45,

O.DOC.NO_DIS

O0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

O.CONF.NO_ALT

XEOR~R#E
TOE (X, XEPa/ (v a—WF—ZELinE, HDOWNIL, vr/ A a—P—413h
STVDENZEDLE~DT I EAMEREL 272 W F L CR/RESNDZEND, i#
T HTEERFET D,

XEOKERE
TOE %, LE N/ A a—Y =L &bl HDHVE, ns A a—F =413t
STWDENZEDLE~DT I AMEREL T2 NF L > TUESNDLZ LD, f1#
THZEERFET D,

FIRHE a7 OREGR#
TOE BFIHE Va7 B, al/ (v a—F—4%&blnE, HHNIE, vr A a—3F
—Z1Ib > TCWBNFDOR A E a7 ~DT 7 ZMERE L -7 WE Ik > THESh
LT ENOLDRHELRFLET D,

TSF REFROBERE
TOE [X TSFERFEFE WM, nr/ A a—WF =L &bl E, HDONOIE, a1 a—W
—Z1TH o TWAENED TSF PREFRA~DOT 7B AMEREZ DTN 1L > TS
NDZENLDIREZRFET D,

TSF ME B ROBATRE
TOE X TSF R IEWMMN, ur/ A a2—PF =R &L E | HHOIE, /A ra—F
— 41T o TWDENED TSF BB HRA~OT 7B AMEREZ DTN 1L > THRS
DT EMOLDIRELIRFET D,

TSF EIFROKELRE
TOE X TSFMEIEMMN, n/ A a—W =L Ebl/enE, b, ar fra—3
—Z1TH o TWDNZD TSF FAETEHRA~DT 78 AR Z S T2 72 W E T L > THES
NDZEMOLDIREEIRAET D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 32 of 78

O.USER.AUTHORIZED FI B OB IERIE
TOE IR O BIRGEE ER L, X 2T 4R — 2~ T TOE R FF A5t
72 o TR A DRI NAZ EaAREET 5,

O.INTERFACE.MANAGED TOE IZXAN AL 57 = — ARG H
TOE 13XV T 4RI —IZW s THEA L X7 = — ADEHZE T 52 RFE
T2,

O.SOFTWARE.VERIFIED YZ7N7=T7HEE
TOE 1% TSF ©FEITa—F%4 H CREE TE L0 D F B OIRMAREET 5,

O.AUDIT.LOGGED Efu/iifHEH

TOE X TOE O H K N EX 2V T AIZEET A2 HFROns 2Ry LU TRIKIZE
FRHERFL . BB 0/ D HERRZ B T2 W I Lo TR H D WE B S WIS B H
TEDHILEREET D,

O.STORAGE.ENCRYPTED iRiEHEEREb
TOE |Z, HDD (ZE&EXiATe T — &%, F B L ThBRiEk T D2 LA RAET D,

42 ERABREOEXLY T REEEH

ARETIE, EHREDO X 2T AR R T EHI W TR 775,

421 ITEE
OE.AUDIT_STORAGE.PROTECTED BERIT MG CoOBEE/R#E
MFP EH S 1E, M58 1T B AR —hESN A 0 7 DERA D F 5
DT 7 EA AR, WENGHTETNDIELERAET D,
OE.AUDIT_ACCESS.AUTHORIZED BEHE 1T MR0BERS 772 AH R
MFP BHEELH L, BEE T Ao 2R — SN BEE ey B HEREL SFIC
DIHT I EASI, AREMEDSH DX 2T (BT LE R TEDLZ LA RS D,
OE.INTERFACE.MANAGED IT REICIDINBA L 7 = — REH

IT BREEIT. TOE SN A L H T 2 —ANDEBRIN TN T 78 A% 1T 20% 230
TWBZEEIRIET D,
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422 FEITERE

OE.PHYSICAL.MANAGED #HiyE

HAX L AZHEHT TOE 2L TEMR TICRBITAGATICREL ., MRA R/
WCBEC T 7 B RSN AR A IR T2 Z L2 RAET 5,

OE.USER.AUTHORIZED  Flf#& ~DHEIRF 5

MFP B H B 1L, D X2V TRV —LFNEICHE- T, FAHE I TOE DOF)
FAMEBRZ A 59 D2 L HAREET D,

OE.USER.TRAINED F|HEZE~DOHEE
MFP EFEMEE L. I AF IO X 20T 4R —uFNEZ BT DI AX
VRIS TEHB L., FRAEBENENLDORI S —RLFINEIZ IR > TWAZEHRIET 5,

OE.ADMIN.TRAINED &EHFZF ~DHE

MFP & E(EH 1T, EHE DO X2 T AR =X DO FEZ AL TS
ZEERFET D, FDTDI, WHEFIITAL A TENLDR) L —LFEIC
MO TeRESCUE N TELIHNHE SN, TORENELH, T2 O ZFF>Z %
MFP EH B H IV ERFES L CD,

OE.ADMIN.TRUSTED {E#E CX5% %

MFP EELEALE 1L, HAF AN CEDOR R T LW F L B (L
TWDZEERFET D,

OE.AUDIT.REVIEWED =ML

MFP FELEMTE L, B2 EORESEREREL R TH720I12, WAX L ADF
MR- T, B0 O 2@ U MR CHEMEL QWD EERGET D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 34 of 78

43 EFxaVU TR ELAHIBHL

RETIE, BT 4%5E HEORIE T T, X207 o558 1. HEL-BHESMICRSET57=H0
HO . BB T A0 DOLD . HANTHEEED EX 2T 4 F#t a2 EH 4 A0 0L DO ThHD,

431 +EXa)T4rEFEAGERE

R NP ARG S §7 Wk 3 b S VN IAY: (1K 7 S UEND S 7RG IAY =7 =SS VY (e s A O AP S I o e

# 61T,
£ 6: X2V T 4 XRTERIL
o | 3
w | N
@
O
5 % o [a] 8 [a)
o |2 |5 w | W o |w
Q| w|d i< |o|2 |22 |k
| N | w o [ < || 2 |2 o | o
N - = ©] (%)) = =z < > w L a
Nzl | nls|0|2|%|% x|z | FE
[ - | | ©| W O | oo | W | o s|2|Q|2|a|Y
w252 30| TT|> o | o Qs = = |w | Z < | 2| Z
= | 2| < | < || < || E=|wu o |l ElC | Q|lu|d || W | x| <
[a) < I | | 1| E O | o) 1%} < x | © < < i = = o
odld|glglg|lg|2|T|g| 2|8 |B|e|Z2]|2]|F
z| 2| S|lelc|&|lz|glelElalalalg|2|u|E|5|5|¢8
818|35/2(8/8|58|3|5|3|=2|2|2|5|2|z/2|2|%2|3
ala|2|&|o|lo|lS|a|® |2 |alalul2|lalalb|lslald
o o o o (@) (@) o (@) (@) (@) (@) o (@) (@) (@) (@) (@) (@) (@) (@)
T.DOC.DIS X X X
T.DOC.ALT X X X
T.FUNC.ALT X X X
T.PROT.ALT X X X
T.CONF.DIS X X X
T.CONF.ALT X X X
P.USER.AUTHORIZATION X X
P.SOFTWARE.VERIFICATION X
P.AUDIT.LOGGING X X X X
P.INTERFACE.MANAGEMENT X X
P.STORAGE.ENCRYPTION X
A.ACCESS.MANAGED X
A.ADMIN.TRAINING X
A.ADMIN.TRUST X
A.USER.TRAINING
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432 tFaY T4 ¥ERARRER

DL, & X207 45K F BB Bifedctl. L OO 27 0 F# &3 Oz b
FRALE 7R,

T.DOC.DIS

T.DOC.DIS %, 0O.DOC.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJL>TxIHi T
%o

OE.USER.AUTHORIZED |21V, MFP & BREEF 1T DB 2V T 4R —LFIEIHEO R A E (2%
L. TOE ZF i+ 24R%Z 5 -2 . O.USER.AUTHORIZED (ZXV TOE (3F & Ok BIFREE 2 ERk L, &
F =27 4RV —ZhE> T TOE FIFHFF A7z - TR B 3 FRAES 115, 0.DOC.NO_DIS (240 TOE I
WEE vl A= —ZELIERNE . HONL, e A =T —ZTH > TWDERENLD SLE A~
DT 78 ZMERRE S T2 WE I L TR REN D Z LD # T 5,

INHORFIEHZEY, T.DOC.DIS IZ/HHTTED,

T.DOC.ALT

T.DOC.ALT X, O.DOC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&L>TXHL T
&2,

OE.USER.AUTHORIZED |21V, MFP & BREEE 1T/ DB 2V T 4R —LFIEIZHE R A 126
L. TOE ZF i+ 54EfR% 5-% . O.USER.AUTHORIZED (2 XV TOE I3 & Ok B8 E2 Bk L, &
X 2T ARV —IZfE>T TOE FIHFFAIIZSE7E > TR D FdiEE s, O.DOC.NO_ALT (2XY TOE
W, XERRT A= =L E2L 20 E BENIE, A a—F =L Th > TODRZDLE~D
T IR AMERE S T2 WF I Lo T EESN DB IR# T 5,

ZNHORFIENZLD, T.DOCALT ICHHLTED,

T.FUNC.ALT

T.FUNC.ALT %, O.FUNC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Zd» TxiHi
T&E5,

OE.USER.AUTHORIZED (259, MFP EH S EF 1T O BX 2V 7 4 R) o —CFNEICHEFI FHEZ 1 2%F
L. TOE ZF| i+ 54EfR%Z 5% . O.USER.AUTHORIZED (2 XV TOE I3F A& Ok BFRiE 2 ER L, &
X2 VT 4RI —IZHE-> T TOE FIHFF A2 » TR #E S RRFES D, O.FUNC.INO_ALT (2589 TOE
FRIHE a7 B, nr A a—F =270 E | HDOWIE, n/ A a—F =L FH > TODHBZEDF]
HAE a7 ~DOT 7 AMEREL 272 W EIZ Lo TR ESNAZEFR,

ZNHOXEITEHZEY, TFUNCALT (21 TED,

T.PROT.ALT
T.PROT.ALT /%, O.PROT.NO_ALT. O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2~ TxiHi
TED,
OE.USER.AUTHORIZED {250, MFP & H BT 1T/ O£ 2T 4 RY > — o FNEICHEDFI I # (2xt
L. TOE ZF| 9 5 [R% 5 % . 0.USER.AUTHORIZED (ZJY TOE |34 & Ok BIFFEAZ EsR L, &
F 2T AR —IZHE->C TOE FIHFF AN e > TR E SFRGES 115, O.PROT.NO_ALT (250 TOE
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X TSF RN, n/ (v a—P —Z 5L 7200 E | HDHVE, uF/ A a2—F—ZiTH > TODERZED
TSF (R ERA~D T 7w AMERZ L T2 N E I L > TR AESNAZ LT,

ZNHDOREFEHILY, TPROT.ALT I TX B,

T.CONF.DIS

T.CONF.DIS /%, O.CONF.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z& > Cxf#LC
&2,

OE.USER.AUTHORIZED (259, MFP E B E(EE 1T DO X207 4 R) o —FNEIHEO R # 1 26
LT, TOE #F| 3+ %He[R% 5% . O.USER.AUTHORIZED (29 TOE |3F & Ok IFRGFZ ERk L, &
X2 VT ARY T —IZHE->T TOE FIHFF AN IZHe72 - TR E 23FERES 115, 0.CONF.NO_DIS (2kb TOE
I TSF B @, 0/ A a—W—L 5t/ HHNOE, T A a—F =L 3L > TODRED
TSF BB SA~DT 72 AMERE L 12720V E 12> THIRESNAZ 1T,

ZNHOXE LY, T.CONF.DIS ICxHiTX 5,

T.CONF.ALT

T.CONF.ALT (%, O.CONF.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ~>Txf#L
TED,

OE.USER.AUTHORIZED (259, MFP & B S 1T/ DO B X 2 U7 4R o —FNEIHED FI FH# 12xt
LC., TOE Z#F| -4 24ER% 5 % . O.USER.AUTHORIZED (ZXV TOE |3 f & DRk BRI 2R L, &
2T ARY T —IZiE> T TOE R FF I Se 72 > TR E 3FRFES LD, O.CONF.NO_ALT 12kV TOE
I TSF M@, 0/ A a—W—LEbl/enaE | HHOE, /A 2—F—£41TH > TODRED
TSF RV TEHA~DT 7B AMERZ S T2/ EIC L TRESNDZ EIT 72,

ZNHOXEFEHZLY . T.CONF.ALT IZXHITE S,

P.USER.AUTHORIZATION

P.USER.AUTHORIZATION %, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ-> TxIHiCT&
Do

OE.USER.AUTHORIZED |Z&Y ., MFP B HL B FE TR OB 2V T 4R o — L FNEIZEF 1ot
L. TOE #f A3 5#ER% 5 % . O.USER.AUTHORIZED {21V TOE IZF| A& OB Z Bk L . &
%‘1)74/(21:) v \—TIE’)T TOE *l a?j 5‘67’;’)(*”%%73)“4 nﬁéﬂé

B0 LY, P.USER.AUTHORIZATION ZJESFCTX 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATION /%, O.SOFTWARE.VERIFIED (2L T T&5,
O.SOFTWARE.VERIFIED (Z£V TOE I TSF ® 3 72 —R%& B CRGECE D FRA T2,
ZOXIR I EHZ LY, P.SOFTWARE.VERIFICATION % JIESFT& 5,

P.AUDIT.LOGGING

P.AUDIT.LOGGING =g . O.AUDIT.LOGGED . OE.AUDIT.REVIEWED
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED |Zd&-> THHLTED,
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O.AUDIT.LOGGED 2V, TOE 1% TOE OfFEH L OtEF 2Tl Gons 2k LT
ARICTREAMERF L A DHEREL RV EICES> TR WVIF R ESNANIINICEH T,
OE.AUDIT.REVIEWED |24V, MFP EHLEEE 1L, Z& LORELEEREL LI o720, T4
B U ADFRIRIZHES T, Bstn s O A 2 b7 R T E i35,

—J5. OE.AUDIT_STORAGE.PROTECTED (ZkV, MFP FHELH 13, M5 1T B IC=F AR —h&
NICEEAE 7 DRI DOENLOT 72X HIBR, 241l . OE.AUDIT_ACCESS.AUTHORIZED
(X0, MFP FEEATLH 1T, @50 1T JCoX AR — =B n 7 BHEREL S FH IO R T 7B A
S, ATREMOH X 2V T BT A% RN TED,

ZHBHORE ST #HT LY, P.AUDIT.LOGGING ZJESF TE5,

P.INTERFACE.MANAGEMENT

P.INTERFACE.MANAGEMENT (&, O.INTERFACE.MANAGED, OE.INTERFACE.MANAGED (2L~
THPLTED,

O.INTERFACE.MANAGED (ZJY, TOE I X 2T 4RI —IZit> THMA L Z7 = — 2D 8 A8 B
9%, OE.INTERFACE.MANAGED (29, TOE DAMNHBA L H T = — A~DEBZ I TN T 78R
B2 1T BREAET 5,

ZNHDORF ST EHT I, PINTERFACE.MANAGEMENT % JIE5F T&5,

P.STORAGE.ENCRYPTION
P.STORAGE.ENCRYPTION (%, O.STORAGE.ENCRYPTED [Z&>TxIHi TZ 5,

O.STORAGE.ENCRYPTED (&Y. TOE % HDD IC&XiATrT — & 5{k L. HDD EICidE5{bEn
B FLERSI N AT EERFET D,
ZOXREF LY. P.STORAGE.ENCRYPTION ZJESFTX A,

A.ACCESS.MANAGED
A.ACCESS.MANAGED (%, OE.PHYSICAL.MANAGED (Z&L~>TEH T3,

OE.PHYSICAL.MANAGED (ZXW, HAX L AZfE->T TOE 2 &2 TEMR FICBITDGATICREL ., HE
[RAEFZ 22 WE IR T 7 B 2SN DS ZHIRT 5,

ZOXRRFEHZIY, AL ACCESS.MANAGED % EE TZ5,

A.ADMIN.TRAINING
A.ADMIN.TRAINING %, OE.ADMIN.TRAINED (Z&»>TiEH T2,

OE.ADMIN.TRAINED (249 MFP EHERF(LH X, BEEDMBMEO X 2V T 4R —0F DO FIEE 7K
FILTWDEINTT D, DI, BHEIITAZ L A TENLDRI Y —RLFNEITIR TR ERR
N TELIHHBESN., FORENELD ., F-FORMAZE S X912 MFP S EEE N HTE4H O,
ZORFEITEHT LD, AADMIN.TRAINING ZZEH TE5,

A ADMIN.TRUST
A.ADMIN.TRUST (%, OE.ADMIN.TRUSTED (Z&->TiEH T 5,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 38 of 78

OE.ADMIN.TRUSTED (240, MFP FHEEATLH 1L, HAX L A TEDRHEREA LW SO 7S B
HERRILT D,

ZORMEF LY. AADMIN.TRUST 2 5EHTXx5,

A.USER.TRAINING
A.USER.TRAINING |%, OE.USER.TRAINED (ZX->TiE#EM T %,

OE.USER.TRAINED (210, MFP FHEEATLH 1X. FIHE IO X2 7 4R —CFNEaE R 35
IOHAE LR THE L, AR IZZNLDOR) L —LFIEICIR > TVD,

ZOXFEITEIZIY . OE.USER.TRAINED 2 EH TX5,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 39 of 78

5 HERAVER—RY FER

ARETIE, JLIRL 7% 2 ) T RE A E D,

51 4fA 2% 7 2 —XAADHIR S h =175 EE(FPT_FDI_EXP)

TV DSBEN
ZOT77IVNE, —FHONRA L H T 2—APHH)—HDOINA L H T 22— A~DIEF RO B IR % TSF 23
HIBR 270 DB M EHRT D,

L ORELTEA DINFA L Z 72— ATHEREZIEL, ZOEREMOINA L 27 2= ANBIEETD
AT, IS 582 ERYEL TS, —J7 T, OB BEHE 1, TOE X°, TOE OAMA 27 =
— ARSI DB 2D T A ZARE T 27201 SMBA L 27 = — A BT DR ) 248 #9570
LR, DT BIRDIVEA L 2T = — AR DIABEE N TR W T — X DR, 7F &z
EHEAEN L > T RINCHF TSN A Z RO TR IES D, FPT_FDI_EXP 7 730132 OFE ORHE
MERFE T DO E RSN,

VIR —R DLV

FPT_FDLEXP: 4} 884 22 T —AA~D#HIBEN 1= 15 ERER 1% 1

FPT_FDI_EXP.1 #MHA L 57 = —A~DHIRS NI RER L X, ERSNTINBAL H 72— A TRIEL
7T —2% 69— FHOIBALHT = —ANHIEESNDRINC, TSF CHIEISV AR A1 TH T & A 2R
DIEREME AR T D, — H DI A L X T 2= A DM ~DT — X DO E RS T, §F SN EHEE R
ENC LD RIRFF Rl 2 Bk T 5,

@E: FPT_FDI_EXP.1

LIFOT 7y avid FMT IR EHEES S 2 5.

a) BT VT 4T A% FATTHIEEFFAISNAEEIDE R
b) EELE BN Lo CE BRSNS T AT SN DRI O F

c) FERTOEHEL

E#: FPT_FDI_EXP.1
T RESNDEE X G HERITR,

FRHL:

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 40 of 78

LIXUIE TOE 1%, DI A L 27 2 —ATZAGELTeT — X MDA BT 2— AN EET DO EFF a3
DRI, FFE DA LW EITOZEDESND, BlET 7 AT U — IV AT LEN, AT —2%15E
THANAFEDT —7 70 —%HRTHMO VAT AL R TH D, €D IH72(ILESN TRV T —H
D, B DNEALH T = — A TOEBEERE T, bLIFSND0, FF A S & EIC L > TOHRFFA[E
N5,

EAERE A AT |  FF Al SR EIE  N Al TR DA TR T DM AR & DM OaL R —x b
LC, ZOMREM RS ZLITF A E R snD, ZOMREIXZ <O ICH@m T 5720 JriEar R—x
URNEEFRTDHIOITA AL RREND,

CC X FDP /7 AZBWCEMEICLARHAEZE T —47n—42EZEL C\D, — T TZO ST Tk, FIHET
—&& TSF 7 —#3%2, BIEICEZ D6 ORDIZE A &S PRI D6 A R BT 502013 85, FDP_IFF
& FDP_IFC ZFEAIEL T2 BITES ZEIIANEY) THHEE 2 LD, 16> T, ZOMREMEZ RO 720
(YRR R — R M BT HILELT,

ZOYERa L AR — R NIRNHE T — 2L TSF 7 — Xl Fa R L, ZD7=% ., FDP &5 NI FPT 77 AD
WP IVNTE ED, 20 BN TOE ZEHAMNGIRET 228 THDHIH | FPT V7 RIZE O LD )3 i T
HHEBEZOND, WTINOZTATH, BEFO 7 7IVNTITIESHEE LIRNTD | AN —DDHDH 1=
7277V EER LI,

FPT_FDI_EXP.1 AL F 7 =—A~DFIFRE - G HREE%

TR 2L

TRAFME: FMT_SMF.1 & BHRE D FEE
FMT_SMR.1 &¥=U7 D&%

FPT_FDI_EXP.1.1 TSF I, [Elfd: SMEBALF 7 =—ADYRN] T T B 715 HA . TSF (k58 no st
MUIZ[BIA: MR AL 72— ADVANIZER AT A2 L2 HIBR T AR D24t L2 uidre
SYAAR

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 41 of 78

6 EXaT1sEH

AREL, VT ARREEN, B 2T AREEENE, KO 2T BRI R ~D,

6.1 tTXaUTsBEEEH

ZOETIE, 41 EBETHESN - BXF 2V T %R T8 23457200, TOE D 2T (e B4 50
RT 2, 728, BX2U T HEREE L, CC Part2 IZEDEX 2T (e E 45, 51 3%, CC Part2
ICHRESN QO 2 ) T B RE TR IL, PP I E DILIE v o) T B BE B0, 51T 5,

F72, [CCITREES NI HINT LBIREEZAT o TR 4313, [RSCF 4B TRl 9%,

6.1.1 YS5AXFAU: X)) FT1ER

FAU GEN.1 E&ETF—ZARR

ERDAGIER 7oL

TRAFE: FPT_STM.1 miEfHF A LAZ T

FAU_GEN.1.1  TSF &, L T OEA MR ELOEATLERA R TERTIERb0
) EEEMEEOREILAL T,
b) EA D[RR HERLIL L OT R TOEA G HE L
o) [BIff: £ 71TRT TOE DEEXISES],

FAU_GEN.1.2 TSF i, FEERRFIZBWVTOREL U T OEHRETEL 2T IEe b
Q) F5 A AW, FRORR], 7 V= NEITERGE Y TH5ER). FROR R (R
EJEC S A6
b) FEEEFRENNH LT, PPIST OEREZL R— R DR MR EFRDOERITIESH
7=, [Blft: FDP_ACF.1(@)ZRiIBVa7 A7, FIA_UID.1 I8 5F| HEBBIZRA T
aTonrAfra—F—4 WIM IZE5EE0OBEF R, WIM IZXD@fEL7+1F—2%
BIZRIIDBIEED IP TRLVR, LB A—NVEBIZBIDmEA—NVTRVR, gy s 7
UMRERRR], ny 2T UNERE | uy s T UMERGRE],

BEREELAR IRV DT EE A RET REEARL VL FOT 73 a(CC IZBITDHUE) L. £

kST % TOE MEEAX G LT 2F LA K 7TITRLT,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 42 of 78

KT BEENBERY X}

HEREE - EREXNRETRETIVav ERNRES
FDP_ACF.1(a) | a) #x/I»: SFP THbhrA 7V =/MNZ | MHA:

KT OEMEDOEATICH T DA LTCE | BB OIEROBIE LK T

K N SO ORI BIbA L T

b) FEA: SFP TT%Q@*L%’)ZT‘?V:?H Y ERER O T — RO T

x;;ﬂ“éi‘%f”ﬁ@%ﬁ BIF5TXTOE R 57 A O PR T
° o oERE FIR — A

C) FEMl: T BATFT =y VERIZH VG (ECTET REOLEMA—VRBOMRIE
HFEDEX YT M "

PRTE VT AR RSO T LS — S OB LT

cCEFEROBIFROBRIREE T

FRRICBITAER - FIRl- XD a—R-7
7T REAG  LERA—NVIEF T HVF
—EE - HIFR) 2, PP IZB W TROBND
BIER DY a7 ZAT I YT 5,

FDP_ACF.1(b)

a) /I SFP T NLDA TV =/ MT
XL EAED FEATICBIT DI LT BE
*O

b) HA: SFP T#&abhéﬂ‘?“/“:ﬁl\
X OEEDFATICRIT LT X TOHE
*O

C) iffll: T/ EAF v RFIZHVGIL
LFFEDEX 2V T 1B,

ME: LRV

FIA_AFL.1

a) Ei‘/J\ TE‘ZIjJa)uuu uﬁﬁ?bziﬁj—égﬁ
EA~OEE R CZENITHENTELND
T ar (BT AROE L), H LY
Thivd, EFRE~OEIF 2135
RO ),

a) f/h Y7 U ROB AR SRR

FIA_UAU.1

a) I/ BAEAN =X LD AR
STfEH;
b) JLA:
H;

c) FEHH: FIHE FRRLLLRT

FRTO TSF 773,

SRAFAH =X LDF X TOff

ATbivi

b) FA: m7 A AREDR PRI

FIA_UID.1

a) e/ PSSR E R H A
G, FIABEBRDNAD =X LD AL
155 H;
b) FAR: PRSI DFHE RS H A
Grte, MBI AD = A LOFT_TD
A,

b) FA: v/ A BAEDORKEIE R, Zh
Wi, PP B W TR O HNDBINEH T
ORI AF BN ELE T,

FMT_SMF.1

a) f/h: EERBERE O

a) /b # 25 FEEREDRLR

FMT_SMR.1

a) /N BEIO—HE/ T RHEOS
=TI HUE,
b) FEH: BEIOMHEROEH 3T,

W TN D TEREE L,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 43 of 78

HEREE BEXNBLTRET I ar EENRER
FPT_STM.1 a) fx/h: WA, a) f/h FH AR ORGE
b) ZEAH: ZA LR T DFRAL,
FTA_SSL.3 Q) F/N Biaruy AR ANCED | a) Bl A=l T oML BV ar 0
i ar DT, T
FTP_ITC.1 a) J/ AT v R VBERE D KB, a) J/h EEET v R/ EDEIE DI

b) fx/Iv: R TZ @ 5T v RV HKRE
DR L2 —7 h ORI,

c) A WEEHT v RRRED T~ T
DO,

d) FA: T _XTOEFET vV RE
DEfhRE L2 —7 > hOR,

FAU_GEN.2 F|RZFE#EB1E MO BEE T

TR
IR AFE:

FAU_GEN.2.1

7L

FAU_GEN.1 B 7 — 445k

FIA_UID.1 @Bl DZ A

WAISNTRAFOT 7 ar Bbleb LIz BB FZIIX L, TSF 13, KEEN SR FLE, £
DJFRK &7p o 7 F A OB G I B AT DR T U 2e b,

FAU_STG.1 {REIN7-BEAEIEHIE

TZRE)E:
IR
FAU_STG.1.1
FAU_STG.1.2

FAU_STG.4
AR
RAFE:
FAU_STG.4.1

7L

FAU_GEN.1 B#&5 —2Apk

TSF (%, B A FEN A S N T B AR B0 8 A R IEZRHIBRD D IRFE L 22T T 22720,

TSF i3, BEAFEN ARSI BE B RC B~ D R IER YA A BRI BhIk] CEhiEabeuy,

AT —FEKROBIE

FAU_STG.3 BT — 2 ROBNIEERF DT a
FAU_STG.1 fREEST-EE A FEBIRSAN

TSF 1%, BEAFEBR SR e o 72356 (B B EICEIEN BB ~D LEX]
LOEIT: BEEBHRBEFCELNDTOMDT 7o a it z2irb7ailiudiabin,

FAU SAR.1 EEZELE2—

TR
IR A7
FAU_SAR.1.1

FAU_SAR.1.2

7L

FAU_GEN.1 BT —X4 [k

TSF L, [Flft: MFP BEEE]A, [Fift: T XToOuSEB 1 ZEALS) DA HE5551C
LTI 7 b700,

TSF 1%, FIRE S L, ZDOM AR 42018 LT R TR R 2Rt L T gz
SYAAR

FAU_SAR2 RREEAELIE2—

LR !

7L

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 44 of 78

IRAFME: FAU SAR.1 E#&L B a—

FAU_SAR.2.1  TSF &, B/RBZRFRH LT 7 B A ARSNIZRHE 2 RE T X CORHAF AT H~
DF LT 7B AEE L L2 IR b7,

6.1.2 %4YS5RXFCS: lEBEYHR—F

FCS_CKM.1 HfE-@tAmR

TR fE: 7L

A7 [FCS_CKM.2 i 54l s, £7-1% FCS_COP.1 I 5-4%(F]
FCS_CKM.4 i 5-gahi 3E

FCS_CKM.1.1  TSFiZ, AT O[HFIf: R BITRTAEBENISET 5. faESHiE S84 T VAU X L [H]
£t & 8 ITRTHEBRAERT NVIVAL LR ESNI-RE S HE[ES: R 8 IR TR B¢
=g [ SN QN 22 v N ABA B (N e A YA AN

* 8: WE@RAERDY 2 b

FOMEHR RYE WS AR T L TY X A Ry 2

HDD I 5§ NIST SP 800-90 HMAC_DRBG(SHA-1) 256 £k

FCS_COP.1 M a3k
ERDAGIER 7oL

IRAFE: [FDP_ITC.1 X =2UT7 BRI E T —Z AR —h, Fl2lX
FDP_ITC.2 EX a7 4 BMUE ORI E 7T —2 DAL R —h, Fi2iX
FCS_CKM.1 K5 5 k]
FCS_CKM.4 i =l 3

FCS_COP.1.1  TSFI%, [Bift: & ITRIEENCEGET D, FrESIR 57 VI VXA £ 9ITR
TS T NAVR L] S HEE[EN: & IR TERE - T, [Eift: & 9iTRT
BB HRE) 2 FIT LT e b,

®9: BFHREDY X b

SRR PR %E 222 222 rE 5 HE
TITYRX A BE
HDD B4 FIPS197 AES 256 - HDD (ZE XA Te T — X DK 51l
ek - HDD MHEtiAteT — X DIE =

6.1.3 Y S5XFDP: fIEET—4R#E

FDP_ACC.1(a) 7 &y b7 7 R H#H
ERDACIER 7L
IRAFAE: FDP_ACF.1 X2V 7 ¢ BYEIC LD 7 7 e A HiliH

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 45 of 78

FDP_ACC.1.1(a) TSF IL. [BIff: R 10 ITRTHTV=IM AT V=Ib ROF T VIt T V=7 MEO
BAEDYARIZH L C[EIN: XET 7 BRHI SFP1Z 5l L7 id72b7au,

R10: BTV b ATV b, ROV T V=7 b AT V=7 FEIOEED Y R K (a)

IR E/AN R HE T v R
‘MFP EHE 7 ot 2

« Z— = AP —TmE &
 SCEAE

FIHE a7

Bk cFeHL

- HIIBR

FNZAVES/4 S

FDP_ACC.1(b) V7 &y ;77X
ERDACIER 7L
fAFE: FDP_ACF.1 &%=V 7 ¢ J@PEIc kBT 72 A i

FDP_ACC.1.1(b) TSF iZ, [Biff: £ ML ITRT YT V=, 7 V=70 ROV T2 Ih ATV =7 Nl D
BAEDVRRIT L C[EMS: TOE #EET 72 ARSI SFP1A LML 22T 1uT b7y,

KU BTV M ATV b, ROV T V=7 beFAT V=7 FNEOEEDY X K (b)

WAZAVZE /AN —RFHE T A

2 R R P —T A
VRAVE/A *MFP 77U — 3y
HRE CFAT

FDP_ACF.1(a) X =U7 4 BHEICLDT 7 EAHKIH

TR JE: 2L

R AE: FDP_ACC.1 7 &y 72 Al
FMT_MSA.3 ## 89 B AT b

FDP_ACF.1.1(a) TSF X, A FO[EIff: R 12 IR TH T VI ERITAT VI be, 2 ITRET5EF
2V7 BN ASNWT, AT Vs MEXIL T, [BIf: XET 7RI SFP1A L 72
FURZRB7R,

£ 1RV TP2r v eFTV=I X2V T 2 BHE@Q)

pag:! WAVAVEVAN: S ol r o R VYA X2 VT B
YV7v=sh | BERAHE T e A R ORS A = 4,
<FI R E
P72/ | MFP EHIE 7Tt A <FI R E
BTV | AR NP =T EE R <RI

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 46 of 78

oag| BT VI NEIA T V=T h X274 B
FTVxIN | CEER CEHHRENE
SCEFHAEVAR
FT7TxIN | FIREYaT RO A a—F— 4,

FDP_ACF.1.2(a) TSF i3, IS 7 V= MEflIS NI AT V7 MR TOBMEDRTFEN LM E DA TR
ET D11, IROBAIZ IR L 220 T2 [Eiff: R 13 TR T V=bey7

V7N OBRIEE HIET D]

£ 13 XBHFERLFAEY a 7 OBEELFIET 551

A7V | XEFEREE | BME WAL AN BAIEZHIET 2551
SCENEH +PRT HIBR — BRI #E FEAILIRN, 72770, SCEE A AL
FA=Ra =R 7 0 AT 5,
SCENEH +PRT sl | R E ufFTLfocb\ 72720, CEEREAERL
kA — R EF T o AT TS,
SCENE +SCN HIBR —F ufﬁ L7, 72720 SCEE A AR L
kA S NG E A A= S s e ] e
SCENEH +SCN sl | A FEAILIR, 72770, SCEE A AR L
Tt 7= — R A FE T aE A ZIXEF R T B,
SCENEH +FAXOUT IR — R FFRILZW, 72720 SCEE A AR L
=7 7= — R A F 7 ae A LR T B,
SCEEH +FAXOUT FHL | RFIRE FFAILZRN, 72770, SCEE A AR L
A= - — R HE vy AT,
SCEEH +FAXIN HiI B — R & FFAILZRW, 7277 L SCERE o SCEF|
A=Sis B VANMIBGFIIN T — R HE
ong Ay a—F—Z0O—KFHET
2R ZITFF A5,
SCENEH +FAXIN FeHiL | R E ALV, 72720 . SCERE o SCEF)
=7 BV AMIB GRS TS — T &
ouy Ay a—F—20—fFFHHET
I:”!ZX utFT—;*é
SCFEAE +CPY HiIBR — BRI & AL, 72770, SCEE A AL
“a¥ A Yo 3135 B = ez Nl e i e e e
SCEEH +CPY el | R HE FFATLZRWN, 72770, SCEE A AR L
A 7= — iR FE S a A TR 3B,
SCEEH +DSR HIl bR — BRI & FFAL72W, 72721, SCER o SCER)
A= BV ANMIBGFIIN T — R HE
ourg Ay a—WF—2Z40O—{ERHET
oY AT 9B,
SCFEAE +DSR metiL | AR E AL, 7277 L SCERE o SCEA)
“a¥ A FABEVAMIB RSN CWD— KR A&
ourrgAya—WF—4O—ERHE T
a2 ZIEFF A5,

Copyright (c) 2017 RICOH COMPANY, LTD.

All rights reserved.




Page 47 of 78

BAIEZHIE T DHR

FT7VxIb | XEBREE | BiE WA AN
FAE a7 LEEWE | AR — R 2 T LW, 27U fIHE a7 O®
MO E R A X UT 4 BIETHL R HE DS

L

A a—P—ZO— KA AEHE kR
WZIERF R,

FDP_ACF.1.3(a) TSF (. kO BIHH, [Elft: & 14 \TRTA T V=237 V=7 I OBIELZHIHT 5
BANCESNT, A7 V=M LT, BT P27 b0 7 7 A& RINCEF AT L2 T

ASYATAN

R 14: XEBERLFIAE Y a 7OBRELHET 2BMOFA()

P RAVEAN XEFREME BiE WAL AN BIEZHIE T 2811
SCEAE H +PRT il MFP ZEE3E | FFRI9°5,
AR
SCEAE +FAXIN il MFP EEE3E | FFRI9°5,
AR
SCFEAE +DSR il MFP EEE3E | FFRI9°5,
AR
FAZE a7 | CEEHRBEME | HIBR MFP EELE | Al 95,
DFEERL “rt A

FDP_ACF.1.4(a) TSF i%. kOENHH, [Elt: R— S NAP—F e ROEE  CEBREFIAE a7
~OBEEETTHNCE SN AT VMK LT, V7 V=2 DT 7 v AEBIRIIC
R LT T b0,

FDP_ACF.1(b) X =UT7 4 BHEICLDT 7 EAHIH

AL E:
1R AT

2L

FDP_ACC.1 %7y b7 7 Al
FMT_MSA.3 ## 89 B ATk

FDP_ACF.1.1(b) TSF 1%, L FO[Elff: & 15 \ORTH TP/ b ERIIAT P =Ibe | K2 TR THEF
2T BHEENCESNWT, A7 VML T, [BIff: TOE#EET 7B AHI# SFP]& ML

AN DR N A YA AN

15 VTV b ATV b X2 T 1 BIE(®D)

il YT E I TV = X271 B
YT | —RFIHE T ER —fRFAEFEORS A =4
K FHHEREY AR
FIHFEEE
2 S NPT T R R FEE
IV | MFP 7 U —3 gy HERERE

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 48 of 78

FDP_ACF.1.2(b) TSF &, HlI& /=97 ¥ w s MRS =47 ¥ 7 N COBRMER RS A E D g P
AT, ROBANE FHL AT U7 [BIf: R 16 [ORTAT D rhed 7
VI NE OERIEL HIE 3 B5AI].

£ 16 : MFP 77V sr—3 g v OBAEZRHIHT 53 A1(b)

FTV Ik BatE WATAVEY/A S BAIEZHIE$ 2811
MFP 77U r— g FAT — R HE T A MFP EBEE M, —FIAFE 7 v AD
FIRABEEY AN TR LI= MFP 77 )
—arDOFEITEHFRT 5,

FDP_ACF.1.3(b) TSF (. kO:BINAA], [Bift: BEEHERELCEIETZT 77 AR EWEEDOEITIX, 47
FRENBNCE SN, AT VMR LT, 7 V=l bD T 7' 2% BRI EF Al Ll
VOB YA AN

FDP_ACF.1.4(b) TSF I, OEMHH, [BIff: ZA—R—RAP—F2ERDBRE. MFP 77V —ar~
OBEERERTBNCHESNT, A7 V=M LT BT =/ hD 7 7 v A% BRI
Bl 77wy,

FDP_RIP.1 ¥ 7 EyMEHEE
ERVAGIER 7oL
TRATAE: 7oL

FDP_RIP.1.1  TSF %, [Eilft: XEOA T V27 NREIR: HHOBIROE] Y THEER]ICH W T, EIRO LLAT
DEDERONELFIH TEARLTHIEERIELRT L5720,

6.1.4 U SRFIA: #A & RE

FIA AFL.1  FBFERBEEORVFN

LR 7L

TRATAE: FIA_UAU.1 FBREDX A7

FIA_LAFL.1.1  TSFIZ, [Biff: R 17 IR TREEF )AL T, [BIC B 1~5]NICBITHEERER
TE W] BR7R IE DB [l O AR N RBRERAT TN Tz L E AR HH L2 T AR B 720,

£ 17: BEEFRDOY X b

(IS VI vt Y IR

I7AT 'k PC 715 WIM %A 425 8785
I7AT o PCINBHIRT 2B ORI A 78

JFAT 'k PC 135 PC 777 A% FI AT 5B ORI & 785

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 49 of 78

FIALAFL.1.2  RROFEGERITAE R LIz B [BIN: (TZETB)E%, TSF 13, [Blft: & 18 ITRTT72
TaELRIT IR G ,

# 18 FEEREDT 7 a v DY R b

FRRER RN E PREERERF T I ay
—F A MFP FEEZE DR ELcay 7 T MER, H LT MFP FELE MMER T A FE TR
7Tk
AR AW MFP EELE D FRE L2y 77U N, H LU MFP EFEEE 2MERR, LT
BIRDA 714 1% — ERERRIER T 5ETry 7wk
MFP & FiLE MFP B HLE MR E LTzny 7 TURER, LT A—/S— S P03 R, H L
IXEROA7IA % — ERRBT52ETrRY I T TR

FIA_ATD.1 FIEEBMEESE
LRS! L
1R A L

FIA ATD.1.1  TSF X, x ORHFICETILU TOEX 2V T4 BIHEOVANEHEEFL 2 iE 7
W [EUT: # 19 OFIEEBICE 19 OeF2 )T BIEDI R R 5]

# 19: FIHFEBOME L2t bhnkexa2 U T BHEDOY X b

FIAE X274 BIHEDY RN
— MR IR EORT A =Y =4,
- FI AR
-FI I REY A
A= NP -FIHEAEE
MFP & 85 ‘MFP EBHE O/ A a—H—4
FI AR

FIA_SOS.1 R DXL

AL L

Ak L

FIA_SOS.1.1  TSF i, SN [EIG: UTORERENCABETHIEEMAET HAN=ALERUE LT
ECASY AN

(1) EHTELFEE DT

BRI [A-Z] (26 3CT)

BT [a-Z] (26 3LF)

¥ [0-9] (10 32F)

FEISP(AN—R) 1" #$% &' ()*+,-./:;<=>2@[¥]"_"{|}~ (33
(2) Bk nIRE T

— R EDOGE

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 50 of 78

MFP & BRE ASER E T 5/ SAY — R e/ IMTER(8 725 32 #7) LA 1=, 128 #TLL T

MFP EHEE | A—/R— AP — DA
MFP & BRE D3RR E T 5/ AT — R I/ IMTER(8 725 32 #7) UL k| 32 HTLA T

(3) HiAl

MFP S BRE N RE T 5/ AT — RAEME | HEL 7= SUF RO A THERR L 72/ S AT — R D B g 2 7F
"5, MFP EHERE X, AU —NEMEES I CEHERE 1 DEMERE 2 238 B T5,

FIA_UAU.1
LRS-
RAEME
FIA_UAU.1.1

FIA_UAU.1.2

REEDFAIL T
7oL
FIA_UID.1 #RosA 7
TSF 1. FIAE DSRBIESNARNCHAE 2 RITL AT s [Eift: FIAEY a7 —EDS
B, WIM O~NVT OB, VAT LREBOBR, AV 2OBR, VAR FEROSR,
T 7 I AZAG DELTVZFF Al LT IUE e H720 0,
TSF (X, ZOFRIAHEZRITTHMOTRTO TSF 7 7 a2 a5, £F R

IZRBREDS R B T2 2 A BR U 2T e b7au,

FIA UAU.7 {REBSNERIT1—F vy

LRS!
RAE
FIA_UAU.7.1

FIA_UID.1
TZRE)E:
R
FIA_UID.1.1

FIA_UID.1.2

FIA USB.1
LR
RAFE
FIA_USB.1.1

FIA_USB.1.2

L
FIA UAU.1 FBFEDAAIT

TSF 1L, FBFEE T TV D, [Blift: FI—XFEFWIETA—F 7L TERZTEH A
FIERM L 2T uiE7e b7,

BmADEAILT

7oL

7oL

TSF V&, FHE B S D RNCF A EFEEZRATL CEITSND[EIM: FIAEZE a7 —BD
BR.WIM O~NLVTDOBR, VAT LREBOSR, AV Z2OBR, VbR E#HROB
B 77V AZBOEITIZFF AT LT iudie by,

TSF 13, ZOFRIHAFZMRAT I HMOD TSF I 77 a3 AR, 8 A 35,5123
DR N2 AN W e SN S YA AN

FRE-YT7V=INEE

7L

FIA_ATD.1 FI % 81 E 5%

TSF 1%, L FORAE X271 BiEE | ZORABEZRITLCEET 207 Y2/ M
AT e b, ([Bift: —BFIREZOnS A a—F—4 MFP EEEZE DO 4
va—P—24  FI YR, FI A&

TSF 1%, L FOFIHE 2207 1B O B O B O BLAIE | Z ORI HEZMRITLT
FET 2T VxR FE LT AUZ B, ([Fiff: & 20 [ZYRNLZBIEORY)
O BEMTICET 5 HA

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 51 of 78

& 20: BYEORYIOBEEM T IZEET 5 HRI

FIRE UAZAZEVAY FIRE X207 1B

— R —RFIHE T 1R AR EORT (o a— =4,
-
- FIFHEEREY A

A R A A /R R P =T BB A R HE B

MFP &L MFP & B 7 ot A ‘MFP EEEH Dl (v 2—H—4
FIHE

FIA_LUSB.1.3  TSF %, L FOFIAFE X2V 7 BUEA~OETELEH T2 0%, 2 OFHFEZRITLT
BVET BT V= eI ZHFE LR T U020, [BIfF 2L

6.15 YS5RXFMT: X%l F4EE

FMT_MSA.1(a) ¥ U7 BitnEHE

TR fE: 7L

TRAFE: [FDP_ACC.1 %7y h7 7w A, 721X
FDP_IFC.1 7 &y MEH 7 o —iil i)
FMT_SMR.1 E¥=2UF 1D E
FMT_SMF.1 & ERHEREDREE

FMT_MSA.1.1(a) TSF i, ¥ 2V 7 B[R R 21 OBX2VT7 BN LERIR: WEhd, .
HIBR, [BIff: FRUER]Z T2 A [BIM: R 21 OBEZFFRIT 258 HEREICHIR
T 5B CET 7 2AHI# SFP1Z Fhi L7 AuuEiabeun,

£ 21 X2V T 4 BEOFHEERE(Q)

XU T 1B BrE BRI AR HERE
V&b,
MFP 45

—fEFIAE DRy A 2—— 4, [N a

HIHRAERK

At okt YR — R A E
A= R—= R AP —Dua A a—HP —4 :i;l:/a\bﬁ‘\ AN N —

FHUERK MFP & B35

NN

MFP B # D17 AL 2 — 4 AR, 3% MFP 4 B

W

EilAYEw skt A XA
SCEE R B TR SN DEEIT L 7L

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 52 of 78

BAEZRF AT DF R E & E

X271 Bk BRIE

SCEFRI AV AR
[3CE1E g 23, (+PRT). (+SCN). TR SALOER IR L 2L
(+CPY). K ON(+FAXOUT)DHA]
SCEFIHFYAR LAYE Y ke MFP & H
[CEEHRBEMED, (+DSR)D %A i@ SCEERAVERR LT S 5% — R A
SCEFHAE VAR LAY kN s
[SCEEHR BN (+FAXIN) DB A gy MFP 347

FMT _MSA.1(b) EF=VUFsBHnEHE

TR fE: 7oL

A7 [FDP_ACC.1 Y7y h7 7R, £7-1%

FDP_IFC.1 %7t

M 7 v — 4]

FMT_SMR.1 E¥=2UF D E
FMT_SMF.1 & ERHEREDREE

FMT_MSA.1.1(b)TSF %, &Fx 2V T 1 BIE[BIf: £ 22 DEX2UT4BHEICTLERR: BWEab¥, %ZE.
HIBR, [FIfMF: BrBUERI A T2 & [BI: R 22 OBEZFFRT 28 AEREICHIR
T 5[HIfF: TOE #8887 7B AKIME SFP1Z E e L7221 AL 7eb7puy,

£ 22 X2V T 4 BEOFIAFERE(b)

X274 B #iE BAELRF AR HEXE
—FRIHE O A 2 —F—4 LAY kN MFP & Bl
HilBR,
B
SIAYEw oXta MR HE
FIIHEREY A1 LAY RN MFP & #i
Gig
SIAYew okt MR HE
el TP DB EILIEL 7L
F &2 E PR SO EREITIEL 7L

FMT_MSA 3(a) &1 B HEmI#1L
TR fE: 7L
IR A7

FMT_MSA.l B¥=2UT @it i

FMT_SMR.1 &% =074 D5
FMT_MSA.3.1(a) TSF I%, Z® SFP & Fii 27 bnoex 207 BT LT[R HIRE]T 7+

IVMEE 52 D[ SCET 7 BRI SFP)A £ L7221 iuT7eb7au,
FMT_MSA.3.2(a) TSF 1T, A7 V= MOEMMBE RIS DX, [Blift: & 23 IR THFEN RIS =%

BN T ANMEE EEEST LRI Z R E T 2ZEEFF AT LT LT B7R0,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 53 of 78

£ 23: TN MiEEEEXCTEXAFTINHBI SN I-ZE

R AVEVAN X271 B FrRr S BI S i El
SCEE R SCE B M FRE Y Wt vy gt = e
SCEEH SCEFIHEY AR MFP &
[SCEANE @B MED . (+DSR) D 53
=
SCEE SCEFIHFEYAR FRE Y Wt vy et = e
[SCE G B 2 . (+PRT) .
(+SCN) . (+CPY). (+FAXIN) .
K ONHFAXOUT) DA
FIRZEYa7 —WFAEHE O A2 | FFAENERB S BN el

—P—4

FMT_MSA3(b) #rBHEH L
LR 2L
A FMT_MSA.1 =2V (B E B

FMT_SMR.1 EX=U7 D& E|

FMT_MSA.3.1(b) TSF 1%, Z® SFP & Efi-d 57 biLs 2T ¢ @I U CPRIR: #IRIK]T 7+
NVMEZE 5% D[BIAF: TOE ¥$RE T 7225 SFP1Z i L7t iuEZebrauy,

FMT_MSA.3.2(b)TSF 1E, A7 VI MRIFHMMAERINDEE | BN TSN iR SN = & BT L),

T 74NV ME%E EEEST OB OVIIEZFE T DI LaFF TR hidZzaniauy,

FMT_MTD.1 TSF 5 —#D&EH
L E: 2L

IRAFME FMT_SMR.1 tF=UF D&%
FMT_SMF.1 & FEHERE D 7 iE
FMT_MTD.L1 TSF (3, [#iff: & 24 © TSF F—F/OUANE[RR: BV-EDE, S, Kbk, [Bifd: 5

BRI T ORENZ[EN: R 24 OFIRERFNHIRL 2T U220,

£ 2:TSFF—HDY R b

TSF 1&# Btk F 2 e
R RO A AT HLERR, S22 MFP & 8l
G % — MR A&
A= /R NP —Duy (L /RAT —K e A S A
W A= )R X —
MFP FELH Dy AL /SAT —R HHLIERL MFP & B
Ees 3% MFP 5 B
R AL RAT —R AR L WGt MFP & ¥
By 7T MERS A~ — iR E MGt & MFP & i

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 54 of 78

TSF 1&# #iE FIREEE
a7 7 07 MREHE] WA, & MFP & B
WA, & MFP & B
EH AR ORGE IR e F s NP
— XA &
IRAT — R/ MR WA, G MFP & B
IRAT — R HERE WA, & MFP & B
BE VA — e s T T MR MGt W& MFP & B
WIM A —ha 77 MREfH WA, & MFP & B
Ehnas A, HIBR MFP & B
HDD [R5 5§ BHRAERL MFP & B
BrEER ., S, lnadb | MFPEHLE
SIMIME FiJ FH %15 ., HIBR
[BIAtEretcs — MR
BrEER ., S, lnadb | MFPEHLE
AT HNE — ., HIBR
[BIAtEretcs — MR
B E—Y— WA, & MFP & B
Y IS VAt MFP ¥ B
IPsec &% & 15 WA, & MFP & Bl
HEARaE B & i@y MFP & Bl
FMT_SMF.1 EHEHEREORE
ERVAGIER 7oL
TRAFE: 7oL
FMT_SMF.1.1  TSF X, UL FTOEHEMAEE FATT DI LN TERT RS20, ([Bift: £ 25 i +8H
HERE]

# 25 BEBEORKEDY X b

TR

MFP FEEH 28D, —fRFIME OrT A 2—F = OFHRIER, FWEbt, &L, KUHIER

LRI LD, —BRI# Ons (2 —P— 4O Abi

R IR NP 12 LD AR NP — DT [ 2P —Z DN L 2

MFP & HEH 215, MFP FEEE Or s (2 o—H — 4 O HUERL

W MFP A FRE 12 LA, MFP B HRE Orr (v a—HF—4 O\ S bR Lt 4

A== RA P =2 LD, MFP EHF O s A 2—HF —4 DfWEiod

MFP B 2L A . —IRFIAZ Oar A2 _RAT— RO HNER &2

Lk —AAEICLD, — R E ORI A R AT =R OB

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 55 of 78

TR

Z s NPT LD | RS S P =D T A AT — R DI IE

A== NP — T LA MFP G BRE Ou s AL /AT — RO WL

MFP & BRFZ L% MFP B BEE Dy A 7R AT —R OB HIERK

Y% MFP FELE L5, MFP FELE Duy AL /S AT — RO E

MFP B E LD, /SR — R/ M ORIV EbE Lok 2

MFP EHLE (21D, /SR —NEME ORI WS b LA

MFP B HLEIZLD . BB VA — bl T MR O W&t L

MFP & BLE 12k A vl 2/ AT —R A D REIEO WA b Lt E

MFP EHEF LD, vy TUMERY A< — R EDO WG LW E

iz
iz
iz

MFP FHEIZLD, WIM A —hr 7 7o MEE O VG iod Lt s
iz
Iz
Iz

MFP & HE 1285, a7 T UMM OWEbhE L

MFP EHE 1285, CEFIHFVANO WG Ltk

TELER L5 R E 28D, CERHEYANORWE D LtA

MFP & HE 1285, FIHBEREV ARDO WA bE L2

Lk RAHEICL D, MY AN ORIV & O

MFP BHE 28D, XEFHEZEVANOT 74V MEDO W& bR L

MFP EFHLHZ LD, £ A H L OBWEbE Ll E

A== AP =X D A A L O WE D

—RFIAEICED, FA B -RZORWEDbE

MFP FHLE 21D, BT ORIWEbE EHIBR

MFP & B2 L% HDD K248 Bl fERR

MFP & B 1285, SIMIME Rl & G MOFHAIER, WG, &, K OHIER

—FIHE LD SIMIME FIH#E OB\ W&

MFP B HEF LD, EE 7N Z —DOFRIER. BWEhH, &, K OHIFR

— AR ICED FEETHNVE —DRNEDE

MFP EHF 215, EHEZECE - —DfWEht Lt E

MFP EHEH 12 LD, 2—V —3REEHIEDOMWEbE

iz
el
MFP EBEFE (2% IPsec s ETFHROMINE LA
MFP EHIE 215 tsRsEEDOLE

FMT_SMR.1 &F%2U74D#E|

AL L

Ak FIA_UID.1 #RlDZ A7

FMT_SMR.1.1  TSF &, & HI[BIS: —FIAE  A—/S— A — MFP BEEZHERIL 2T IUZ D72
v,

FMT_SMR.1.2  TSF i, FIHZ Z&ENBEEM T 22T LR b0,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 56 of 78

6.1.6 45X FPT: TSF DR

FPT_STM.1 ®EEFALRE T

TR fE: 7L

IRAFME: 2L

FPT_STM.1.1  TSF X, ®EHEF A LAZ T HAR P TERT TR B0,

FPT TST.1 TSF TRk
T L
TR A L

FPT_TST.1.1  TSF i, [BR: [Blfr: MFP Bl 7bho =7, FCU HIflY 7 b =7, BB SR VEIEY 7
V=T | DO EFEEE LKL 572012, IR IS EFH]E 7 ARD AL —EEITL
AR (N CA VAR

FPT_TST.1.2  TSFI, #FralfI A, [BIR: [Bift: BEaS T —2T77ANV]|O5EEMEEMRRET HRE 1 %
L AN DR e AN SV

FPT_TST.1.3  TSFix. & RIHE . (BN [BIf): BAISH T\ TSFETa—R] D2t EREET5
BE AL L2 U B,

FPT_FDI_EXP.1 #MEBAVFT7 = —A~DHIFREN - 15 HREmE
ERDAGIER 7oL
R AFE: FMT_SMF.1 ZEBEHSREDREE

FMT_SMR.1 &% =)T 4 D5

FPT_FDI_EXP.1.1 TSF (%, [Elff: #4E/ %/, LAN, BEEER] T T B/ 1E#% . TSF IZX5BMoaL
FRAEUAZ[EIAF: LAN SEERERR RS T2 LA MR T HHE 1 24 L2 i Aud e nre .,

6.1.7 YV 3RXAFTA:TOEF7Y+X

FTA SSL.3 TSFEENZIAZKT
TR E: 2L
R AE: L

FTA SSL.3.1  TSF L. [BiIft: 8B k4 —buZ 7o rREERRE, WIM F—haZ 7o RS, 7V
VE—RIAN—DODXEFTROZEET . 777 ARTAN—nbD X EFBROZ(EE
TIRICREEE a2/ T LR iUz sieu,

6.1.8 HYS5SXFTP: BiEHHN\R/F¥ 2RI

FTP_ITC.1 TSF BI&EETF vV
TR 2L
HAFEIE: 7oL

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 57 of 78

TSFIZ, Z B & oS EE IT &M, fLoEE T v 1/ BRI KBS, & D
S ORIES V=350 R OB R B DD T v RN R O HE AT 2B ETF vy L
AL L2 e b,
TSF 1%, [[BIR: TSF, oBEEH IT MRS, SEET vy V2N L GRIEZET20%
FFRILZRT AU R 570,

TSF X, [BIf: C&FH. BEEFS. AEBH, RUBEFERO LAN BREBE]DO-DIZ,
EEET YNV 2 U CRIEERMG LT T b0,

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

6.2 tT¥XxalTqRIEEH

A TOE OFFiRFEL /L iX EAL2+ALC_FLR.2 Th 5, TOE OfRFEI R — R MeF 26 (TRT, 2
IR AR AEL UL D EAL2 (IZh» TEHZSNIZa R — R bty MZ ALC_FLR.2 ZBIML7-HDTH
éo

£ 26: TOEEXx =V 7 1 RIEEM(EAL2+ALC_FLR.2)

PRAES 7 A {RAE R — R b
ADV: ADV_ARC.1  &F¥al747—%T77/F itk
Bk ADV_FSP.2 b3 =lF ¢ EHaksheftiE
ADV_TDS.1 L YN
AGD: AGD_OPE.1 FIREBAET A2 A
AL L ALE AGD_PRE.L  YEffi i
ALC: ALC_CMC.2 CM A7 LD
FATI AT VYR = ALC CMS2  TOE O—o> CM #ilH
ALC DEL.1 BT Fhoe &
ALC FLR.2 R Bt FheE
ASE: ASE_CCL.1 A R
TX2DTAA=T YN | AsE ECDA fEiEoL A — R NER
ASE_INT.1 ST HEai
ASE_OBJ.2 TX 2 VT kK ST E
ASE_REQ.2 IRELT- X2 T o2
ASE_SPD.1 X2 VT AR E SR
ASE_TSS.1 TOE T4k
ATE: ATE_COV.1 H A — D DL
7AR ATE_FUN.1  KgRET <k
ATE_IND.2 U RVAZZS NN
AVA: AVA _VAN.2 WEs5 7 AT
WeEssPERTE &

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 58 of 78

6.3 tT¥xalUTsEHEN

ARFETIL, X2V T4 BHORIE IR RS,
PLFIORT I, TR TCOEX 2T A AE BN oSN T256 . T4 X207 4%t R 5# ) TERL
7= TOE O&X 27 xR G HHTERSND,

6.3.1 BiME

TOE DX 2T xR FEHIH T DX 2V T A BE B O N ERE TR+ 2718 T, & 2705
G723, B2V T SRR BN D7 1 DU EDO X 2T 4% R ITEHIA L T D,

R 27 BXx 2T 4 ARGE & HBREE G O BEE

O.INTERFACE.MANAGED

0.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
0O.CONF.NO_DIS
O.CONF.NO_ALT
0.USER.AUTHORIZED
O.SOFTWARE.VERIFIED
O.STORAGE.ENCRYPTED

> |0.AUDIT.LOGGED

FAU_GEN.1
FAU_GEN.2
FAU_STG.1 X
FAU_STG.4 X
FAU_SAR.1 X
FAU_SAR.2 X
FCS_CKM.1 X
FCS_COP.1 X
FDP_ACC.1(a) X X X
FDP_ACC.1(b) X
FDP_ACF.1(a) X X X
FDP_ACF.1(b) X
FDP_RIP.1 X X
FIA_AFL.1

FIA_ATD.1
FIA_SOS.1

FIA_UAU.1
FIA_UAU.7

>

X | X | X | X | X

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 59 of 78

O.STORAGE.ENCRYPTED

O.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

> |0.USER.AUTHORIZED
> |O0.INTERFACE.MANAGED

FIA_UID.1
FIA_USB.1
FPT_FDI_EXP.1 X
FMT_MSA.1(a) X X X
FMT_MSA.1(b) X
FMT_MSA.3(a) X X X
FMT_MSA.3(b) X
FMT_MTD.1 X X X X
FMT_SMF.1 X X X X
FMT_SMR.1 X X X X
FPT _STM.1 X
FPT TST.1 X
FTA SSL.3 X X
FTP_ITC.1 X X X X X X

>

6.3.2 BHMEOIEZHE

PLTIZ, TOE X2 UT 4% E 7M., ki 57z TOE X2 T (SR EFIC Lo TR TEHE
AT 5,

0.DOC.NO_DIS CEDBI~R#
0.DOC.NO_DIS &, LEN, /A a—P—£ &bz, HDOVIE, v/ fra—F—Z T >
BLINEDLEA~DT I EAMEREL TN ICL > TRIRENDZ LB ExX 2 T A/ R ThH D, =
DX 2V TARIE T E2FBET DL, T EE2 I TH20ERHD,
(1) XEFRA~OT 7 EARIEEREL TEMTD
FDP_ACC.1(a): FDP_ACF.1(a)IZ&~> T, CFIF MO Uik, SCEFRBMEICLY, SCERHRE4E
B U7z — R A F 72 1S EAE O SCEFHE Y AMOBEGRS N TS — %R & 72 cF i L
EFFAIT 5, MFP B HLE | i RA— R = A — [Tt U I SCEE O F H L2 7F rTL7eu,
(2) HIBREIIZICE, — R SCEH D MNIZ DM OFEH LA
FDP_RIP.1 {2k T, HIBRSHZ 30, —Ri07e CEHDWITEDOE i OFt LA BL<,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 60 of 78

() EHWMOEZBITHEET vV EFHTD
FTP_ITC.1 |Z&L~>C, TOE %% LAN #H TiESAE T2 U E M HITREINLD,
4) X274 BEOE
By Ay a— W= U CRIREZR B ECRTERL, W&o, B, HIER), SCERIHE VAN
XU TR REZR R E(RIW A b, &) i%. FMT_MSA.L()I2k~> T, 2L DO EAEE K& O F|
FHIZFITHIFRL TV A,
LEHERA T V2B DX 2T 4B EICIE. FMT_MSA.3(@)I2&k- T, SCEH M A RS-
(2 THIRAYRMEA 2y hED,
ZNHDXRIZME X 2 VT HEREE L Ci%24 9% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)% /%3 %Z& T 0.DOC.NO_DIS ZFH T&5,

O.DOC.NO_ALT XEDKER#E
O.DOC.NO_ALT i%, XLE N, n/ A a—HF—LELTRNE HONIE, T A 2—F =4 FTb->Tn
DHNEDSLEA~DT IR AMERESL T2 WE L THEINDZ LA X 2V T 5K T #ChH D, =
DX 2VT 4RI 2 FEBTDHI21E, Freox Rz £+ 2% ERHD,
(1) SCEHEHRA~OT 7 EAREE R EL CEmETS
FDP_ACC.1(a)& FDP_ACF.1(a)IZ&~> T, SCENE OB BRCCETE M OMmAE BB )X, SR
WRMEIZEY SCEEHA R LT — R E £ B RO SCEF BV AMIBRES N TS
—EFIAFIFF AT 5, SHIZ, MFP B BRFIZHFF A 35, A—/ = AP — T3 LTI STEE
DHIBRAFF AT LRV,
(2) HIBRSIIZ3CE, — 7R SCEH D NIZOE T O EBE<
FDP_RIP.1 (ZXo T, HIBRS AV 3LHE, — R SCEHDHVNIZ DM A 2RI H TERNIDICT 5,
() HEEHMOEZFITHEET v EFHTD
FTP_ITC.1 (2L~ T, TOE 7’ LAN #&H Tk (5 T2 L EH HITRESND,
(4) EX=2U7qBEMEOEH
By A= T U CRIREZR BRI W&o, &, HIER) . SCERIHE VAN
RUTCHRERERE(fIW A b, )%, FMT_MSA.1(a)iC Lk~ T, ZNZE O EAEE R & O F|
FIZTFITHIFRL TWD,
LEFWMA TV =/ NOEF 2T 4JBMEICIE, FMT_MSA3@)IZE - T, SCEF WA E RS-
(2, T HIBRAY By RS D,
INHDOXRICHE v F 2 VT A RE L L Ci% 495 FDP_ACC.1(a). FDP_ACF.1(a), FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)% K T 5Z& T O.DOC.NO_ALT #EHLTX5,

O.FUNC.NO_ALT FIA#E Va7 DSER#

O.FUNC.NO_ALT X, fI#E Y a7 i, ar A a—F =4 &bl HHNE, /A a2—HF—4

b o TWONRZEDRIHAE Y a7 ~OT 78 AMERE BT NFIZ L > THESNDZ A< EX 2T ¢

KR CTHD, ZOEF 2V T AR KT oHE RBLT DT, TReOX KA FEMT20LERH DL,

(1) FIREYa7 ~OT7 7 Afl#EBEL TET5
FDP_ACC.1(a)& FDP_ACF.1(a)I2 &~ T, FIHFH Va7 OHIBRIL, MFP & BH L 434 HH Va7 O
HIBRMERR 26 D — XA 10 L TR AT 2, A== A Y =Tt L CUIFIHE Va7 OHl %
FFAIL7eW, M, A TOE ORI H#E Va7 Ok ik, FIHE Va7 OFIBRIZT THho,
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)

3)

FIHE a7 OEZEICREBRT YV EFIHT5

FTP_ITC.1 (2L~ C, TOE 7’ LAN R H T8 728 HFE Va7 13 k#SND,

XU BIEOEE

17 Ay a— =KL CRIBEZR B ECRTLAERL . BB teZ8, HIBR)IX, FMT_MSA.1(a)iZ
FoT, ENENOEEER R EORIAE T2 HTHIRL Td,

FHE a7 (A7 V=7 N)OEX 27 JBEICIE, FMT_MSA3@)ICE->T, FIHE Va7 24 L
7o, IR SIS,

INHDOR R E 2 X 2T BB Ti% 3% FDP_ACC.1(a). FDP_ACF.1(a). FTP_ITC.1,
FMT_MSA.1(a). FMT_MSA.3(a)Z ik 352 T O.FUNC.NO_ALT ZFEHELTE5,

O.PROT.NO_ALT TSF R#EHROULRE

O.PROT.NO_ALT IZ, TSF B ROU L% BX 2T AP HERF CEX AR BT TS5 %27
SRR TFTETHD, ZOEX2V T4 RIK T EE2FBLT 21, TREORIREERTILERHS,

1)

)

3)

(4)

TSF R TE & BL

FMT_MTD.1 {2k T /SR — R/ MR, 7 SAT —RIEHMEEE 0/ AL /R AT — R A S EF2S R
1y 7T I MEBRY A~ —FRE, vy T URNER] A2 H B B4, SIMIME FIIH#EEHR, L5741
H— B R XE—W — IPsec REEH., BARFEH]E ., BE X vA —bha s 7 MNEER]
WIM A —ha 7 7o, O — P —38GE T O H%A MFP B HLE 72 T35,
EHERED R E

FMT_SMF.1(ZX~ T, BX 27 HERRICRT L T ERE BRI I E S T D,

XI:I @ff%*fﬂi

FMT_SMR.1 (2L~ T, Frteat DRI HE ZHERF 75,

TSF RAETEHROEZEICEEET vy V2R HT5

FTP_ITC.1 |Z&> T, TOE %% LAN % H TiE%Z 15 3% TSF (REG HILIRES LD,

IO RICHEREX 2V T REEEL T4 75 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 23#/kd5Z&T O.PROT.NO_ALT #EHTED,

O.CONF.NO_DIS TSF &M DB R F#

O.CONF.NO_DIS iZ, TSF B#E MO "% | X2V T4 03 MR CEOR M HE LTI T2 8% 207
ARRITETHD, ZORF 2D T 4RI 2RI HITIE, FRROM KL I T 20 ER DD,

)

()

3)

TSF MG HOE #

FMT_MTD.1 2k T, —FIHHE DT AL /RS20 — Rk T 2 HE4 MFP 45 L5 L 24 3% — i)
HA#E A5, A== AP =Dl (L /AT — R 25§ D EE A— /R — S — [ ZFF A
%o MFP BHLE DOuy A2 SR — Rt T D8 EEA— /S — A — LM 3% MFP & B8 (2P a3
%, A a3t A EAE MFP & BLE 7210 ZFF /5, HDD R 58k 28 EE MFP & B3
EFIZEF Al 975,

BB RE D R E

FMT_SMF.1 (25~ T, B 27 HRE I L O B B B R I L i S T D,

ano)%ﬂi

FMT_SMR.1 (Z&L-> T, $rtEALH ORI B AR5,
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(4) TSF WEFHROEZEITHEEBET v V2R HT5

FTP_ITC.1 (2L~ C, TOE %% LAN #H TE32{5 95 TSF FAE G HITIR#EINLD,
INHO R E X 2V T AR E L LAY §5H FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #3#/k 4 5Z&T O.CONF.NO_DIS #EHL TED,

O.CONF.NO_ALT TSF ftBEROLLIxE
O.CONF.NO_ALT &, TSF FABIEMOUE L% BX 2T 4 D5 (ER CEARAE TSR 5%2)
TAKIKITEETHD, ZOBF 2T 43R 2 LZB 5120, FRoRREEh T o0 B R H D,
(1) TSF BEFHROE B
FMT_MTD.1 (ko T, —%FIHHE DT AL S AT — Rk 2 EE MFP A5 HLE & 24 5% — A
N HF 5, A== AW =D (L N AT =R D A — R — S — [ TFF A
5, MFP EHE Ol A2 /AT —RIZH T D8 EE A— /S — AP — L 3% MFP B BEE (27 A9
Bo Bt n 7\ T 1A MFP BB T2 ISR AT 3%, HDD W5 SO HT R IEE . MFP 4
HETHICE 5,
(2) EHREREDFRFE
FMT_SMF.12&-> T, BX 2T AHRE IS0 L O B2 B HE I3 S fE S T,
(3) HEIDFE
FMT_SMR.1 IZ&-> T, Rt ab ORI B MR T2,
(4) TSF WEBEHMOEZEIZEHFEET v VERAT5
FTP_ITC.1 (2L~ C, TOE 2% LAN #:H Tk 1595 TSF B F T A#EIND,
INHDORRICHER X2V T ML Ci%Y4 9% FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 23k 52T 0.CONF.NO_ALT 2EHL TS,

O.USER.AUTHORIZED Ff#& DORPIFRIE

O.USER.AUTHORIZED I, IE¥472F #7213 7 TOE OREREZFI T 57200 D 2V T 4R —ITHE
STHIHAE OHIRZT 58X 27T 4% R T #Th D, BlE RNV EI IRV T —7 EDIF AT NPC
5 TOE #F 35— F 3 . MFP S HLE | L RA— R — A — |2 DUV Tl FREEI R D B 420
B DRFED X 2V T AR —DBINME THD, ZOF 2T 56K e EZE 45120, Fio
DX R ZEIETHLERDHD,

(1) TOE FIMANZAIHAE 270785+ 2
FIA_UID.1 & FIA_UAU.LIZE- T, BE SNV EFZ Ry NI —2 LD 7T 47T 2k PC 5 TOE % Fl|
HALIDET2FITH LT BIFEREDM T D,

(2) FRAFERED P LT-FIHFEIZ TOE ORI HZEFFRI 975
FIA_ATD.1 £ FIA USB.1(ZL»> T, TOERSNTFHBEOREEFE~DT 7 EATEEZE SN,
PR FRAEIC AREY LR F T3 L BT B b,
FDP_ACC.1(b)& FDP_ACF.1(b)IZd&» T, #BIRRGEIZ AP L Te — A #F 12 52 Bz MFP 77
r—ar OFHMERIZHES T, Y% — BRI HE I MFP 77V —rar ORI HZFF 32,

() vl AL AU —ROfiENT & NEIZT 5
FIA_LUAU.7 IZ&o T ¥ I—UFEBIET A — RN\ LU TERRTHIET, Y AL /XA —R D
RERG IR,
FIA SOS.1 12~ T, MFP EHLE R ET D/ S22 — R D/ ML, 73AT — RO SCF A H %
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7= SAT =R OBEREFF AT 528 TRI AL AT — R OHER & N 235,
FIA_AFL.1 [2&» T, RBFERZE —ERIEHR KLU FIHF I LT, —ERE TOE ~D7 7k A
ZEFATLIRUN,
4) vIAEAETKRTTS
FTA SSL.3 Ik~ T, uZ (L REEDEIE XL HDVNTITAT b PC b4 — bl 775,
TV B —=RTAN—FINIT 7 VAR TAN—=E L EFROZE 5T TRICCET R EOas A
WA TIN5,
(6) EX2VTBEOE
FMT_MSA.1(0)IZE-> T, —fxFIfE D0 s A 22— —4 LR FAREEE) AME MFP & HLE |28~ T
FRREA, BEREFERIIE, RIS L CRAEZFF AT L2 0,
FMT_MSA.3(b)I2&-> T, BEREFERIZ il fRA 72T 7 4+ /V MEIZER E T 5,
L7eD3oC, ZNHLORIZHE X 2 U7 ABERE L Ci% 3% FDP_ACC.1(b). FDP_ACF.1(b).
FIA_UID.1, FIA UAU.1, FIA ATD.1, FIA_USB.1. FIA_UAU.7. FIA AFL.1, FIA SOS.1. FTA_SSL.3,
FMT_MSA.1(b). FMT_MSA.3(b)% 2% 3252 & T 0.USER.AUTHORIZED % EH T& 5,
72%., PP 5D SFR Package Téd 2600.2-SMI DEERE(F.SMI)iE, FDP_ACC.1(b)& FDP_ACF.1(b)
2T, TR AT 725> CODBERED H THEHSNAREEE TH D, L7223 > T, F.SMI 7 7 A
f#l% FDP_ACC.1(b)& FDP_ACF.1(b)IZ X5 T 7 AN &b THEEL TS,

O.INTERFACE.MANAGED TOE IZ XA AL F T =— R G5
O.INTERFACE.MANAGED !X, TOE 23X a7 4RI —|(THeo THEA L X7 = — ADIEAZE BT
HILE AT HEX 2T AR E H#Ch D, 2R 2T 4k E A EBR T AL, FiokFEsHE
i DMENHD,
(1) #AE XTI LAN A2 X7 = — AR RTR & 2B FREET 5
FIA_UID.1 (2L~ T, BE SNV FT Ry NI —27 LD 7T ATk PC 225 TOE ZRIHLEH TS
B OB M T, FIA_UAU.L IZE-> T, ik BISH =R & ORI THS,
(2) BAIEARFIBHDNE LAN A2 F T 2—A~DEGiE HE TR T35
FTA_SSL.3 (2L~ T, —EMRFEHEE 2V HDHNE LAN A2 X7 2—ADBIER RN A I Y3
VERT TS,
() HE AL HT = — A~ DI IRE TG HRiiE
FPT_FDI_EXP.1 Lotoﬂse{’ﬁf\zw LAN A2 47 x—A it CZE LT —4%, TSFIZX
DIBMOMBEIELZ LAN, BEEEHRRDOIBETHZEEB1IET 5,
INHORRICHE R X2 T (M EMEEL Ci%4 3% FIA_UID.1, FIA_UAU.1, FTA_SSL.3,
FPT_FDI_EXP.1 Z3#%§ 52 LT O.INTERFACE.MANAGED %% T&%,

O.SOFTWARE.VERIFIED Y7h7=7 #FE
O.SOFTWARE.VERIFIED (%, TOE I% TSF ®FE 72— % H CRGEE TED7120 DO F B ORI A IRFET 2
X2 VT AR RITETHDH, 20X 2T %R 2 EBL T 51201, FTieOxIREE T H20LERH
Do
Q) BrT7Fzvr
FPT_TST.1IC&- T, EEIREIZ MFP il 7 by =7 | FCU Y 7 b =7 | J OERAE/ SRVl E1
TR =T BIERLOY T T =T ThHZ LA TR T D,
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ORIV EreXa )T BB EMALEL TN T D FPT.TSTL 2 FERKT52L T
O.SOFTWARE.VERIFIED % %8 TX%,

O.AUDIT.LOGGED BEs#En/ iiéE
O.AUDIT.LOGGED 1, ¥ 27 4R EFEEZRFET A7 DI ERER 07 Ofigka L, IOICERRS O
S W% MFP B ZFF Al T 58X 2 U T A xR 78 Ch D, ZOtXa VT 45t R Tt EZ8 3 5121%, T
RLOX IR & F i T2 LD B D,
(1) ERusZekd s
FAU_GEN.1 X FAU_GEN.2 IZLo T, BRI RET REFRELE AN G LT REFLORAEERF D
AR e EBIZFRER T D,
(2 EEnrER#ETD
FAU_STG.1 [ZE-o THEEARZIIBENLR#ESIVL, FAU_STGA (Lo THEARRZ 77 AL
WOIRRE CER T GO ERNPEAELTZG AT, FALAZ T O W ERe 7 ZHIBRL ., HiLwv
BE 28k 75,
(3) HEEAMEREA RIS
FAU_SAR.1 I2&-> T, MFP FELE PR CEA A TEERE/ 25 A 529121, FAU_SAR.2
I2&> T, MFP EHLE LI NEE R 0/ A3t Al 2 2281132,
(4) EHETEDHEGIR AR
FPT_STM.1 [ZEo TR TEDZ A LAZ L TS, BE AR 7 1T EF R A L IEfMER
W A3 RREREND,
INHORRIC MBI X 2V TR ERE L Ti% 2 % FAU_GEN.1, FAU_GEN.2, FAU_STG.1,
FAU_STG.4, FAU_SAR.1, FAU_SAR.2, FPT_STM.1 #3524 T O.AUDIT.LOGGED %% Tx
%o

O.STORAGE.ENCRYPTED Ei&IEER 21k
O.STORAGE.ENCRYPTED (%, HDD (Z#EXiATeT —X &M 5L T DI EERAET DX 2T 15K 7
#HTH D, _@tﬂh):mﬂ%ﬁf%aafﬁa%a: I, PRt REERT20ERHD,
(1) GRS A AT D
FCS_CKM.1 12k~ B BALD =D IR SN A S D,
(2) WEEIFEET5
FCS_COP.1 12X~ T, HDD IZE/HEEIND T — XD F b3, HDD b SN T — 2 BN E &
IN5D,
() TSFF—4%EHTS
FMT_MTD.1 (2L~ C, B 58 MFP FHLH I C L > TE SN,
(4) EEREREDRFE
FMT_SMF.1(2X>C, 27 BBk L T BB B R 1 X S T,
(5) 'TXDJOD%/:FL
FMT_SMR.1 (Z&o T, ezt OFI B AR 472
INHDORRICK TR X 2T (EREEME L Ti%% 95 FCS_CKM.1, FCS_COP.1, FMT_MTD.1,
FMT_SMF.1, %X " FMT_SMR.1 #3452 & T O.STORAGE.ENCRYPTED % #EH T&5,
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6.3.3 {KEMEDIT

TOE & 2 U T AHERETL/FIC DT A ST TOIRTEHED TR R AaF 28 ITRT,

# 28:TOE X =V T 4 MEEEHFDEFESITRER

TOE &% =U7+« ERSW R ST OHFT ST DHT
BEREE M WL T i ARV
e KA
FAU_GEN.1 FPT_STM.1 FPT_STM.1 7L
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 7L
FIA_UID.1 FIA_UID.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_STG.4 FAU_STG.1 FAU_STG.1 7L
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 7L
FCS_CKM.1 [FCS_CKM.2 7% FCS_COP.1 FCS_CKM.4
FCS_COP.1]
FCS_CKM.4
FCS_COP.1 [FDP_ITC.1 F7-i% FCS_CKM.1 FCS_CKM.4
FDP_ITC.2 £7-i%
FCS_CKM.1]
FCS_CKM.4
FDP_ACC.1(a) FDP_ACF.1(a) FDP_ACF.1(a) 7L
FDP_ACC.1(b) FDP_ACF.1(b) FDP_ACF.1(b) 7L
FDP_ACF.1(a) FDP_ACC.1(a) FDP_ACC.1(a) 7L
FMT_MSA.3(a) FMT_MSA.3(a)
FDP_ACF.1(b) FDP_ACC.1(b) FDP_ACC.1(b) 72l
FMT_MSA.3(b) FMT_MSA.3(b)
FDP_RIP.1 7L 72l 72l
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 72l
FIA_ ATD.1 7L 7L 7L
FIA_SOS.1 7L 7L 7L
FIA_UAU.1 FIA_UID.1 FIA_UID.1 7L
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 7L
FIA_UID.1 2L 7L 7L
FIA USB.1 FIA_ATD.1 FIA_ATD.1 7L
FPT_FDI_EXP.1 FMT_SMF.1 FMT_SMF.1 7L
FMT_SMR.1 FMT_SMR.1
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TOE &¥%=U7 4 ERSW R ST DHT STDOHT
BRBEEI( WL T WL Ty van
IR RN
FMT_MSA.1(a) [FDP_ACC.1(a) FDP_ACC.1(a) 7L
F72IL FDP_IFC.1] FMT SMR.1
FMT_SMR.1 EMT_SMF.1
FMT_SMF.1 -
FMT_MSA.1(b) [FDP_ACC.1(b) FDP_ACC.1(b) 7L
721X FDP_IFC.1] FMT_SMR.1
FMT_SMR.1 FMT_SMF.1
FMT_SMF.1 -
FMT_MSA.3(a) FMT_MSA.1(a) FMT_MSA.1(a) 7L
FMT_SMR.1 FMT_SMR.1
FMT_MSA.3(b) FMT_MSA.1(b) FMT_MSA.1(b) 7L
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 7L
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 7L 2L L
FMT_SMR.1 FIA_UID.1 FIA_UID.1 7L
FPT_STM.1 7L 2L 2L
FPT _TST.1 7L 2L 7L
FTA_SSL.3 7L 7L 7L
FTP_ITC.1 7L 7L 7L

PUFC AR FEDRS 2 SU TOVR TH TR WIR LA FLR 575,
FCS_CKM.4 ~DRFHERRE TR H

A& TOE @ HDD KEEA{LIZ AV G AR B-8EE, TOE OEMBIIAIC MEP &BRE N ERLT-14. FD
HDD (25t Tl Al FH SN D720 BIBRESNDZ L1372\, T~ T, BEHED S5 154 -G 54 e 5
OHREEMEIIARETH D,

6.3.4 X2 T«RIEEZHIEN

A TOE IR D MFP ThD, MFP [ E—i07e A 7 4 A TSN AZEAEL THY, A TOE I
SELIEARL VL EOBURRE ) A FF OB F 1T EL TUOZeu,

F72. TOE & FHOFH(ADV_TDS.1) X ik 5L O IE Y47~ + DIZ 43 T b, SHIZ, TSF Z[alkEd
DI E T DI KBTI m OV RE N E RS, A BIOFHE ORI R4 TH D, Tebh,
— ) = — RV I B RE ) 2 R D BUREE D D DO BE A~ D RHL(AVA_VAN.2) T4 Th b,
F/-, TOE ZfkHi L CeX a7 IER 35720, 18 H B A% I3 WS 7= K e % K e S Tt &
(ALC_FLR2)IZE > THUNMEETHZLITEHETHD,

1o T, FHI I LT AN B BT DL AR TOE (KT DRl ARFEL /L 1X EAL2+ALC_FLR.2 3% T
HD,
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7 TOE Efyt#k

AET, TOE EHITAEZ X2V T AHEREITR T, IDIZ, X 2T AHERE 133 358 2 U7 (B4 RE
BT LITRT,

7.1 BEEEMEE

EAHEEIL, TOE OFEHOFESR, RN T ACBETER(LLT, BEFERLS))Ous 2EEo
7ELTCRLERL ., kLR 2R CEX AN TR THI(ER /DL E 2 —)EEETH D, fLdkl
_mﬁﬂ7 i\ MFP ré’ﬂ%‘f; meﬂbkﬁﬂfsﬁé%ﬁjﬁ‘é

FAU_GEN.1, FAU_GEN.2

TOE 1%, # 29 | RTEEA FELIRANIC, # 30 I RTEA2ZEHH % TOE N HDD (234t T 5,
a7 E B, En s EE SE e E B RS, En 7 HE L, B itk oM 75
AT —ZIEE THY, HRInZH B IL, # 30 IR TEA S/ HH A ik DA F R AR
HEeEkT A,

FPT_STM.1
TOE |%, BE&En 7/ Z5eek 35 B (A B) - RefE(FE0F0) % TOE O AT AREH NG EG T 5,

FAU_SAR.1. FAU_SAR.2. FAU_STG.1

TOE 1. MFP & E N T 7B ALT-FE D WIM OEEICEEA 2/ OF H L OB EA= 2 —%FKRT 5,
MFP EHE NEE o7 O LE TOE IZfrd 5L, TOE TR0/ %7 AMEX TR I35,

FAU_STG.4
TOE 13, i ns 7 7 A/ v 7 2B FRE T D BIR AW B IS, e DA R 2 b OB
Au/IZ EHEETD,

# 29: BEEERY X b

BEAFESR
EL A RE D BR 4G
BT RRREDHRE T
7 A AFAEDO R &SR
w770 O Bl EfEER

# 25 FRRERE DO FLEE
A BRI ORE
F—ha T INCEAE I DT
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EEER

WIM DIF{E DI

7N — A

LERMA—VELE

Ky —27% 4T LT=HIk

Fw T =% LI= PC 77/ A

SCEREROVER (BE)
SCERFROBHLUEIR], X vra—R, 777 ARG | SCERMA—IVIEE ., 7407 —2%(E)
SCEREROHIER
£ 30: BEHE0JSAADU X b
o JIHH EHXu/HE ~DORERE BRI sEEES
FROBG AR | FREEBO TOE OV2 | & 2010 T R TORRAE I
7 LHFEFOAE
FHROKT BB FERKTEO TOE OV A
:i%: 7 LRFEFOOE
jg DT B % DA
H | 77 N R EBEFEROFELERNE/ 2>
H IR £-13 TOE Ok
B R
(A1) EREESOBER(RSER
130
H1E 71 15 757 1E (IN/OUT) “WIM Did1{E
BEEIP TRL A BEEIP TRL R “WIM DI&E
T FINH —EE
Ry "I —Z &S LT=ER)
X NI =% LT PC 777 A
ﬁ Si e A— LT RL A T A— VLGOS | SCERMN A
=g HEA— LT R A
1% Ty 77 MERERE R oy 7 TN RETYy T 7 T hO B b L fiFERR
H MiEBRZ BT D720 D1
i
TN E oy 77N RI S R Q=S Ay ANl ) i S
JAva—Y—4
7T MERRSRT G E w27 7o MERRLUTZF A =8 RVANDLE eI RS
DuagAra—P—4

(*1): EEAFELNTWIM OIBE DOKB OBEEIE, fEREL TRMERLET D,
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7.2  ERAIRRIMSEE

inl | FEREAEREIL, TOE %ﬂﬁﬁLiﬁk@‘é%bﬁ?ﬂﬂﬁﬁ%‘(MFP BEE | A== AP — | RO A
ME)THDHN %%Uﬁﬁ%i) B IS L7z 5 RBRIE T e B > TRREEL | 7F rI A SIS e B 7200
TOE ORI ZFF A4 o BEThH D,

FIA_UAU.1, FIA_UID.1

TOE &, FIAHE N AN LI-ul A a—W—Z bual (L A0 — R Gl BIFRIEE 5, 72720, FI#EY
37 DS WIM O~V T OB AT LIRIEOS IR, I 2O WS b ERoOS MR,

K OT 77 A543 O FAT XA FRAEE L72< T TOE ORI HEFF 35,

R DA SRV ETZIZ7TA T b PC 35 WIM 2R 458813, n/ (v a——gLnas X
AT —RE AT D00 EHEEFR AL, AIHER T A a—F =4 al AL RAT—RE AT 5%
CHiHZ R RUEET 5,

FRBN TV A —RTAN—FT2X T 7V ARTANN=BR T D581%, TOE I35 RTA /3 —BF]
FINAN LTzl A a—HF—Zba (L RAT—REZ(57 5,

FIHEBNS AN Uz A a—F =203 — A HE . MFP EHE | 23X — /= AP =D 5|
TOE 1. FIHEN AN LIS A2 32T —RE TOE IZPOBERSN TNDT AL 78R — R 3 —E§
L ELEfERT D,

FIA_USB.1. FIA_ATD.1, FMT_SMR.1

TOE IZ., FIA_UAU.1, X TYFIA_UID.1 DG OFESR . FRREICEEI LRI & % ik S R HE %
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