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2 ATk
R ST LA FAI#i72L T,

2.1 CC A EiE
ASTBIORTOE BN EEEEETECCHONR—Vary BIOAST D CC/R—F2BIUOS—F3 EWE
M, LRtV TH D,

CC Conformance: Common Criteria version: Version 3.1, Release 4,
Part 2 (CCMB-2012-09-002) Extended, and
Part 3 (CCMB-2012-09-003) Conformant.

2.2 PP Eik
AR ST BLU TOE M@ E$ 5 PPIZLL FITR T LB THS,
® PP 4 #5: Protection Profile for Hardcopy Devices

e PP /N—’z2: 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST NIZEBWT, FRIZWTO DR RY LA HLZ PP SRS,

23 Nulr—UFk
A ST BEIOTOE 1L, o —ViiE &2 FEELR,

2.4 JEAARM
A ST BLU TOE i, PP BAEERTHLT OSMAZEL , PP O ZERIEY [Exact Conformance | Téh D,
D72, TOE FRINIL PP E—HL TN,

e Required Uses
* Printing, Scanning, Copying, Network communications, Administration

e Conditionally Mandatory Uses
* PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage

e Optional Uses
+ Image Overwrite, Purge Data
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3 BX2UT4AREE

7=
EE

AKE |, TOE DXl T ifbElrE:mT 5,

3.1 &

TOE (X135 i % Table 3.1 (2R,

Table 3.1: Z&

AR

=== =%
JASE=

T.UNAUTHORIZED ACCESS

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

WEEFIT  TOED AL Z 7 = — A% T, TOENOF|HE SrEF
—HA~T A (S, 2., £THIR) . FRRREY a7 5 —
B (AR FITHIBR) T 20b L,

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

KHEEE L, TOEDA 57 =— %@L T, TOENODTSF7 —X#~0
RIEART 7R AZAGL B LAV,

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOEDENENFF I SN I=HE . TSEORA/EENC LT, EX =T+
S i=V I T N N AT VA AR

T.UNAUTHORIZED UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

WX, TORIZARIERY T NI =27 A A=)V B LIV
v,

T.NET _COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEFE L, Ry N —JBE T = — LD EL -V 352 T,
EETOT —HZT7BALIZY, TOEO X2V T 422 E LIV
BB LAV,

3.2 kDX VT 4 HE
HRROEF2UT 1 J78H Table 3.2 1273,

Table 3.2: #EEDOExF2UT 1 8l

H R

g
FEF%

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

FIRE IR, SCEALEE K OVE B RE 2 AT 4D RNTAEIR 2 G- Sh/e
QU ERANGYAAR

P.AUDIT

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

X VT ABET VT AT TR SN IERGT, 220D
T U arOud IS, INRIT= T4 T 4 ~IEES 2T R
ANV AN
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AR

l==g==%
FEF%

P.COMMS PROTECTION

The TOE must be able to identify itself to other devices on the LAN.
TOE(Z, LAN DD T SARE LA & 2l TE2RT udiebre
Uy,

P.STORAGE _ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOENFI I SET — X £ 13 DOTSFT — 2 2 Bl A #a vl fE72 R
FRVEAR — DT NARRAFT D6 TOEIZZNHLDT /SAA E
DZDIH7eT —HEkE b 3528,

P.KEY MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

FIRHE CET — 2 EI3E OTSFT — 2 O BUHIA i A REZR R 5
PEARNL =V DD DR GO A I T 5T 5897, EXOHE, 7
N A ELE FIZOMDH DML, NIERT 7B ADLIRES
NIRTIUTIRDIRN 3D E DA — VT S Z BIRAFSILTUTRD
AR

P.FAX_FLOW

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

TOE/NRPSTNY 727 AMEREAAR ML 5856 . PSTNY 77 A[AI#ELAND
My B2 AR R 5,

P.IMAGE_OVERWRITE

Upon completion or cancellation of a Document Processing job, the TOE
shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.

BRI a7 DO T E- 139 IEOBSIC . TOEIZF DO HBLHI A ] fE72
FRHEREMEARN — DT A A EOFRAFEG T — 2% EEZHELRITHR
[ERAYBYAAN

P.PURGE_DATA

The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

TOE(Z, HERRAT B-S =B 0, RERMEREBEAN —T T A2 LD
T _RCOBE NG T DR HE T —4% e O TSFT —# % K AN H
L CERWIDINCT A2 N TEAREZ IR AL L 2T HUE e b7,

3.3 HiFESAE

TOE Offi Fi . iEF I, Table 3.3 TR T ABRENNE LD,

Table 3.3: RiHESA(E

A5

=== =%
JASE=

A PHYSICAL

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

TOE. K O'TOENRTF LT T 57 — X DMifEl A ->T-E % =)
TAN, TOEEIC > TIRIESNAZEAET S,

ANETWORK

The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

EHBREIL. LANA VAT 2 —A~DINENODERED T 72 A HTOEZ 14
HTHZLAMET D,
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TOE Administrators are trusted to administer the TOE according to site security
policies.

A-TRUSTED_ADMIN| ropaemmss | 4 (e 274 S #HT o CTORA B HIT 5L (FHHSH T
WD,

Authorized Users are trained to use the TOE according to site security policies.
A.TRAINED USERS | §FrlS-FIH#E L, A X274 5#HIE> CTOEZEH T2 I0 % E
A ZE=Z 1T TS,
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4 BX2VT xR 5§
AEX, BX 2T xR EHIB T DR IOV Tk 5,

HEHBREO X 27 %K 57 #% Table 4.1 12”7,
Table 4.1: EHBREO VX2V T 5% 78+

H P

=== =%
JASE=

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
processes.

HHBREEIX, TOE, X O TOEDMRAF £/ TS5 7 —Z DAMfEIZF
Bl X 2T 4 2R AL 2 TR B,

OE.NETWORK PROTECTION

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.

EABREE L. LANALH T 2 — A~ DEFED T 7B ADN
TOEZ RS A= DI Ry NI — X 2 )T 4 242t U2 T uiE e b7
U,

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

TOEFTH H 1L, BEENZOMEREZEESHD B IHHLZ2NEN)
ET v AVADA B E AN E AN YA AN

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.

TOEFT A # 1L, FIHE DA M2 T ¢ et BfRL . ZHUIHED )
BEFF O TONDIEZRIELRIT IF B0,

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
accordingly.

TOEFTA &L, EHHE BV A MeF 20T 78t 2 BAEL . TOEZ 1ELL
RIEL, AT —R LRSI RGE T D7D SEE DA X 2%
IG5 BaF > TWAZ EARAELAR T T2 b7,
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5 YEIREo L AR — R NEFE
A ST IZLL FOYRIEa R— R M EF T Do ZILBIX PP TEFRSNTZHLDOD—H TH D,

5.1 FAU STG EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:
FAU STG_EXT.1: External Audit Trail Storage H 1 ‘

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.
Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS_CKM _EXT.4: Cryptographic Key Material Destruction H 4 ‘

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
o There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.
FCS_CKM _EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.I(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed
are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.

Component leveling:
FCS_HTTPS_EXT.1: HTTPS selected 1]

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS_HTTPS_EXT.1 Extended: HTTPS selected
Hierarchical to: No other components.
Dependencies: FCS TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

54 FCS_KYC _EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC EXT.1: Key Chaining 1|
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FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics

of that chain.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the

PP/ST:

e There are no auditable events foreseen.
FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS _COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_ SMC _EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that

chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS RBG EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1: Random Bit Generation 1|

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
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Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of softwarebased sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: /28 bits, 256 bits] of entropy at least equal to
the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS_TLS EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS EXT.1.1 The TSF shall implement one or more of the following protocols [selection: TLS 1.0
(RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (REC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS RSA WITH AES 128 CBC_SHA
Optional Ciphersuites:
[selection:
None
TLS RSA WITH AES 256 CBC SHA
TLS DHE RSA_WITH AES 128 CBC_SHA
TLS DHE RSA_WITH AES 256_CBC_SHA
TLS RSA WITH AES 128 CBC SHA256
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TLS RSA_WITH _AES 256_CBC_SHA256

TLS DHE RSA_WITH AES 128 CBC _SHA256

TLS DHE RSA_WITH AES _256_CBC_SHA256

TLS ECDHE _RSA_WITH AES 128 CBC_SHA

TLS ECDHE_RSA_WITH AES 256_CBC_SHA

TLS ECDHE_ECDSA_WITH AES 128 CBC _SHA
TLS ECDHE_ECDSA_WITH AES 256_CBC_SHA
TLS ECDHE _RSA_WITH _AES 128 CBC SHA256
TLS ECDHE_RSA_WITH AES 256_CBC_SHA384
TLS_ECDHE_RSA_WITH _AES_128_GCM_SHA256
TLS ECDHE _RSA_WITH AES 256_GCM_SHA384
TLS ECDHE_ECDSA_WITH AES 128 GCM_SHA256
TLS ECDHE_ECDSA_WITH AES 256_GCM_SHA384
TLS ECDHE_ECDSA_WITH AES 128 CBC_SHA256
TLS ECDHE_ECDSA_WITH AES 256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1]

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK EXT.1 Extended: Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),
use a self-encrypting Field-Replaceable Nonvolatile Storage Decvice that is separately CC certified to

conform to the FDE EE c¢PP ] such that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.
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This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FDP _FXS EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE
is connected.

Component leveling:
FDP FXS EXT.1: Fax Separation 1|

FDP_FXS _EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_FXS EXT.1 Extended: Fax separation
Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_FXS _EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class
with a single component.

5.9 FIA PMG_EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA PMG EXT.1: Password Management H 1 ‘

FIA_ PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA_ PMG EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.
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FIA PMG EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: “/”, “@ ", “#”, “8”, “%”, “~", “&”, “*” “(" )",
[assignment: other characters ]];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.10FPT _KYP EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:
FPT_ KYP_EXT.1: Protection of key and key material H 1 ‘

FPT_KYP EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_KYP _EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_ KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.11 FPT SKP EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1: Protection of TSF Data 1]
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FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.12FPT TST EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST_EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.13FPT _TUD EXT Extended: Trusted Update

Family Behavior:
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This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT TUD EXT.1: Trusted Update 1|

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions |
prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires
Auditable event Relevant SFR | Additional information
Job completion / a7 DT FDP_ACF.1 Type of job/ =7 i}l
Unsuccessful User authentication / & FRAERE | FIA UAU.1 None
Unsuccessful User identification / ) F & 5% 5 5= B FIA _UID.1 None
Use of management functions / ‘& ZH#REDOF) H FMT _ SMF.1 None

Modification to the group of Users that are part of a

role /| B D—HTHAFBEIS N —TDOHRE FMT SMR.1 None

Changes to the time / FfZ|DEE FPT STM.1 None
FTP_ITC.1, .
Failure to establish session / &3 /a  FEILD K FTP_TRP.1(a), Reason for failure / X

FTP_TRP.1(b) | 7EH
Note: FIJHE DI HGUIFAERIEREG L BESN T BEEBEL T O FERELRLT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information

Software update / 7 P T T 77— FPT TUD EXT.l1 |#IH/N—T=ar

FAU GEN.2 User identity association
Hierarchical to: No other components.
Dependencies: FAU_ GEN.1 Audit data generation
FIA UID.1 Timing of identification

FAU GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU STG_EXT.1 External Audit Trail Storage (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FTP _ITC.1 Inter-TSF trusted channel.

FAU STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZE FCS ZAF

ARHITIE, PP BEDDHMZEHERIZEIHS FCS (Cryptographic Support / B 557 —hk) 7T ADHEE
fFARLIR T %, i 6.2.9,6.2.13, 6.2.14 BLV* 6.2.15 DAHITH —HD FCS B2 HD,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for
O0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [ECS—CKM2-Cryptosraphickey-distribution;-er
FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS CKM _EXT .4 Extended: Cryptographic Key Material Destruction
FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with /[NIST Special Publication 800-56B,
“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for
O0.COMMS PROTECTION, O.STORAGE _ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [ECS—CKM2-Cryptosraphickey-distribution;-er
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_ PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [
® For volatile memory, the destruction shall be executed by [ powering off a device |.

o For nonvolatile storage, the destruction shall be executed by a [ single | overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS RBG EXT.1), a static pattern [, followed by a [ none |. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard |.

FCS _COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
0.COMMS_ PROTECTION)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmportofuserdata-withoutseeurityattributes;-or
EDPIFC21 c ! » . 1 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode | and cryptographic
key sizes 128-bits and 256-bits that meets the following:
o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [ NIST SP 800-384 ]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE_VERIFICATION, O.COMMS_ PROTECTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or
EDP_IFC21 : ! » X 1 ’
FCS:CKM. 1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [ RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of | 2048
bits | | that meets the following: [ FIPS PUB 186-4, “Digital Signature Standard” |.

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A ] vsing [ CTR_DRBG (AES) |].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ | single | hardware-based noise source | with a minimum of
[ 256 bits | of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.

6.2.3 WZE FDP {4

ARHITIE, PP BEDDHMZEHERIZEIHS FDP (User Data Protection / K57 — 2 1%#) 7T ADK
AR 20k 45, I 6.2.9,6.2.10, 6.2.11 BL16.2.12 DA HITH D FDP B4R H5,

FDP_ACC.1 Subset access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,

objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table
6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none |.

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none |.
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
. Operation: Submit a document|View image or Release| Modify stored| Delete stored
Print to be printed printed output document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
) fion: Submit a document Vi di Modify stored| Delete stored
Scan peration. fot scanning tew scanned image image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
%) . \Submit a document View scanngd inage or| Modify stored| Delete stored
)peration. : Release printed copy ; ;
Copy fot copying output image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
. Operation: Submit a document, View scanned image Mod_iﬁ/ stored Delgte stored
ax send to send as a fax image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Fax Operation: Receive a qu and RVelZeevZ_{Z ;;?;‘;egjj%’; Modifj/. inzlage Delete.im;ge
teceive store it output of received faxjof received fax
Job owner (note 3) denied
U.ADMIN, U.FAX (note 4) denied
UNORMAL (note 4) denied denied denied
Unauthenticated denied denied denied
Storage / Operation:| Store document Retrieve stored  |Modify stored| Delete stored
retrieval document document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6.4: D.USER.JOB Access Control SFP

“Create” “Read” “Modify” “Delete”
Print Operation: | Create print job View p rlzgéqueue/ Modify print job|Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View SCZ) Zstatus / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
iy Operation: |Create copy job View colg J(; Sl Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
%) tion- Create fax send | View fax job queue /| Modify fax send| Cancel fax send
Fax send peration. job log job job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Fax %) tion- Create fax View fax receive Modify fax Cancel fax
receive peration:| o ceive job status / log receive job receive job
Job owner (note 3) denied denied
U.ADMIN, U.FAX (note 4) denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Create storage /|  View storage/  |Modify storage /\Cancel storage
retrieval | retrieval job retrival log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax
send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

6.2.4 WZH FIA 24

AHITIE, PP BEDHDHVMZEMEIZEII% FIA (Identification and Authentication /

PERE B2 508 T2, I 6.2.14 HIlCH —EBD FIA EERH D,

FIA_AFL.1

Hierarchical to: No other components.

Dependencies:
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FIA_AFL.1.1  The TSF shall detect when /[ 3 ] / unsuccessful authentication attempts occur related to
[ the unsuccessful user (including administrator) internal authentication attempts
Jfollowing the last successful authentication |.

FIA AFL.1.2  When the defined number of unsuccessful authentication attempts has been / met , the
TSF shall

o Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes

o Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

].

FIA_ATD.1  User attribute definition (for O.USER _AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: [ FUFE L1 4, FUFERH ).

FIA_ PMG_EXT.1 Password Management (for O.USER _[1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!”, “@”, “#”, “$7, “%”, “*”,
“&”, “FV 4, ), | no other characters | |;

e Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater;

FIA UAU.1 Timing of authentication (for O.USER I&A)
Hierarchical to: No other components.
Dependencies: FIA UID.1 Timing of identification

FIA UAU.1.1 Refinement: The TSF shall allow [

® Receive fax data from PSTN
] on behalf of the user to be performed before the user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA UAU.7 Protected authentication feedback (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication

FIA UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided |
to the user while the authentication is in progress.

FIA UID.1  Timing of identification (for O.USER I&A and O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA UID.1.1  Refinement: The TSF shall allow [
® Receive fax data from PSTN
] on behalf of the user to be performed before the user is identified.

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.
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FIA USB.1  User-subject binding (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: FIA ATD.1 User attribute definition
FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the

behalf of that user: [ FHE 2124, FlIFERE .

FIA_USB.1.2  The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules ].

FIA _USB.1.3  The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules |.

6.2.5 W78 FMT i

ARHITlE, PP BEDDHMEHRIZEI IS FMT (Security Management /| &%= U7 & H) 77 ADFHE
Ptk 32,

FMT MOF.1 Management of security functions behavior (for O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT _MOF.1.1 Refinement: The TSF shall restrict the ability to / enable | the functions [
e Initialize Private Data / Data in Machine (TN 153 & ONKBEPY 7 — 5D EJHIE)
] to U.ADMIN.

FMT MSA.1 Management of security attributes (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control
FMT__SMR.I Security roles ]
FMT_SMF.1 Specification of Management Functions

FMT MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [ query, modify, delete, | create | | the security attributes [ Security attributes
specified in Table 6.5 | to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
=y =7z . create, modify, delete U.ADMIN
PR AL Z 571 % query U.ADMIN, the owning U.FAX/UNORMAL
=g =77 L) create, modify, delete U.ADMIN
PR AEFI T E B query U.ADMIN, the owning U.FAX/UNORMAL

FMT MSA.3 Static attribute initialization (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive | default values for security attributes that are used to enforce the SFP.

FMT _MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.
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Dependencies:

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT _MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.

Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)
= o . create, delete U.ADMIN
PYRSERAEFIJHE AT —F modify U.ADMIN, the owning U.FAX/U.NORMAL
B ANRT PR modify U.ADMIN
BT = modify U.ADMIN
A 11/#£%) modify U.ADMIN
BB X EERE query, modify U.ADMIN
HEia 2 7o MNFET query, modify U.ADMIN
TR create, modify, delete U.ADMIN
BREFEV—N—FRIE create, modify, delete U.ADMIN
IPTRLRZE modify U.ADMIN
A—JL NGV —N—RIE query, modify U.ADMIN
FMT _SMF.1 Specification of Management Functions (for O.USER _AUTHORIZATION,

O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to: No other components.

Dependencies:

No dependencies.

FMT SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and

Table 6.10 ].
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Table 6.7: List of Management Functions Provided by the TSF (1)

s NHREERER A AR R DA H

HEREZL/F/SFR & PEFHE/management functions {5 /notes
FAU GEN.1 None —
FAU GEN.2 None —
FAU STG EXT.1 | Es &5/ 6{5 e D% E I SRS RE I X TLSH FH L [
FCS CKM.1(a) |None —
FCS CKM.1(b) |None —
FCS CKM EXT.4 |None —
FCS CKM .4 None —
FCS COP.1(a) |None —
FCS COP.1(b) |None —
FCS RBG EXT.1 |None —
FDP ACC.1 None —
FDP ACF.l  |None HIRAZRFF AT AE R OBLHIZRL
FIA AFL.1 None REET 7 a3 EE
FIA_ATD.1 Al %mﬂﬁ —

FIA PMG_EXT.1

o ft/NVSAT— R ROZEH

n%k%"J Pl 7 DA

FIA UAU.L o GBREY —/ S —DRGE FRERTT 7> a L[ E
o PNARFRRER] A/ SAT —R DA

FIA UAU.7  |None —
o T FRRE T DA
o SRS — N — DR TE

FIA UD.I | 'I;‘:]EE:ZE%J ﬂq;?j;g—i . BT 7S 2 X E
° Wnﬁmunﬁ*ljﬂqﬁm& /l)/gl Ojﬁﬁ

FIA USB.I  |None BTV NEMETEE

Table 6.8: List of Management Functions Provided by the TSF (2)

BERE Z{F/SFR B PEFEHE/management functions 17 /notes
FMT MOF.1  |None BB N — 7 E
FMT MSA.1  |None BB N —7 LHAZEE

BENTN—T" T 7 HIVIRGE .
FMT MSA.3 None B BN EE

FMT MTD.1  |None BB T N — 7 E

FMT SMF.l  |[None —
FMT SMR.1 | #E[RZ IV —7 D& HE —
FPT SKP EXT.l |None —
FPT STM.1 | H /LI DR E —
FPT TST EXT.1 |None —
FPT TUD EXT.l |None —
FTA SSL3 | A#ns 7T N O E —
FTP ITC.1 None —
FTP TRP.1(a) |None —

FTP _TRP.1(b) |None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

HEREZL/F/SFR & PEFHE/management functions {5 /notes
FPT KYP EXT.1 |[None —
FCS KYC EXT.1 |None —
FDP DSK EXT.1 |None —

FDP FXS EXT.l |None —
AR IR D I 2 A7

FDP_RIP.1(a) | None B CHRBRI
FDP RIP.1(b) | ]l NN OAKEN T — X O HI LD L E) —
FCS COP.1(d) |None —
FCS COP.1(f) |[None —
FCS TLS EXT.l1 |None —
FCS HTTPS EXT.1|None —
FCS COP.1(c) |None —

Table 6.10: List of Management Functions Provided by the TSF (4)

BERE ZAF/SFR ‘B PEFEHE/management functions 17 /notes
— e 7 RLAMRDE —

— o IPT KL ADFTE —

— e A JVIR[E Y — /N —DRRE —

FMT SMR.1 Security roles (for O.ACCESS CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification
FMT _SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, U.FAX, UNORMAL.
FMT SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 ¥ZH FPT %iff

AEITIL, PP INED DM ERIZESD FPT (Protection of the TSF / TSF DR#) 77 ADKEREE A%
RO %, MhiZ 6.2.9 EilZh —HED FPT EENH 5,

FPT SKP EXT.1 Protection of TSF Data (for O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: No dependencies.
FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT TST EXT.1 TSF testing (for O.TSF_SELF TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

FPT TUD_EXT.I Trusted Update (for O.UPDATE VERIFICATION)
Hierarchical to: No other components.
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Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT TUD_ EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT TUD EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and / no other functions ] prior to installing those updates.

6.2.7 WZH FTA 24

AHITIX, PP 2NEDDMZEHRIZESHS FTA (TOE Access / TOE 727 %A) 75 ADKEREE %5k
—é—éo

FTA SSL.3  TSF-initiated termination (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:

® 240 seconds or shorter, specified by U.ADMIN, for sessions via the operation panel
® 300 seconds, for sessions via web interfaces

1.

6.2.8 WZH FTP %4

AHiITlX, PPONE D HMZE FHIRIZEI3% FTP (Trusted Paths/Channels / {3 4H, SA/F ¥ %IV) 7T AD
e LR TR UNG I

FTP _ITC.1  Inter-TSF trusted channel (for O.COMMS PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS _EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1  Refinement: The TSF shall use / TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, | audit log server, fip server, mail server | | that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.
FTP_ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.
FTP _ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, fitp service, mail service |.

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS HTTPS EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
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protection of the communicated data from disclosure and detection of modification of
the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS _SSH _EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit / remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 FMHATEVZEEAT Bl
AHITIX, PP BEDDEMATEMEHBOHG | BUHIAS L Al RE/R AR MEA R — 2B b R HE
W5t 375, I 6.2.13 HilZh . AREIZR T DREREEE DO — 135D,

FPT KYP EXT.1 Protection of Key and Key Material (for O.KEY MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_ KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS _KYC_EXT.1.1 The TSF shall maintain a key chain of: / intermediate keys originating from one or

more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COP.1(f) ] ] while maintaining an effective strength of / 256 bits .

FDP_DSK EXT.1 Protection of Data on Disk (for O.STORAGE _ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK EXT.1.1 The TSF shall [ perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.2.10 A& W ZE B2 B2
REITIL. PP NEDDGAEAENE RO S PSTN 7577 A b AHRE 4 20k 35,

FDP _FXS EXT.I Fax separation (for O.FAX NET SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies

FDP_FXS EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

621147 a2k C2
KEITIE PP REDLA T ar AEROYL, Hifg FEXCRbAMEE LR T,

FDP_RIP.1(a) Subset residual information protection (for O.IMAGE_OVERWRITE)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is
made unavailable by overwriting data upon the deallocation of the resource from the
following objects: D.USER.DOC.

621247 ar ik C3
KREITCIL, PP WEDDHAE T L ar RO L | F— 205228 B AMe B4 20k 35,

FDP_RIP.1(b) Subset residual information protection (for O.PURGE _DATA)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information
content of a resource is made unavailable upon the request of an Administrator to the
following objects: D.USER, D.TSF.

6.2.13 IR~ —REA{: D1
KREITIE, PP N ED DRI —RFL LS, | HHIAS B A 72 RIERMEA R — FORE DT —4
IZ RO AERE T A 20K 5, 1T 6.2.9 EilT, | AN BT AHRE T RO —H 03D,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE ENCRYPTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM _EXT .4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in / CBC | mode and cryptographic key sizes / 256
bits | that meet the following: AES as specified in ISO/IEC 18033-3, / CBC as specified
in ISO/IEC 10116 ].

FCS_COP.1(f) Cryptographic operation (Key Encryption) (selected from FCS KYC EXT.1.1)
Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscr-data-withoutsceurity-attributes,-or

FCS:CKM.I(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM _EXT .4 Extended: Cryptographic Key Material Destruction
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FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in / CBC | mode and cryptographic key
sizes [ 256 bits ] that meet the following: AES as specified in ISO/IEC 18033-3, / CBC
as specified in ISO/IEC 10116 ].

6.2.14 38R~ —RHA{: D2
REITIL, PP NEDDEIRAR—RFEEDH S | RSN EE IC B D AR TR 230k 5,

FCS_TLS EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.
Dependencies: FCS CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS _RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS _TLS EXT.1.1 The TSF shall implement one or more of the following protocols / TLS 1.2 (RFC

5246) ] supporting the following ciphersuites:

Mandatory Ciphersuites:

e TLS RSA WITH AES 128 CBC _SHA

Optional Ciphersuites:

[

o TLS RSA WITH AES 256 CBC SHA

o 7TLS DHE RSA WITH AES 128 CBC SHA

o TLS DHE RSA WITH AES 256 CBC SHA

e TLS RSA WITH AES_128 CBC SHA256

o TLS RSA WITH AES 256 CBC_ SHA256

o TLS DHE_RSA_WITH AES 128 CBC_SHA256

o TLS DHE RSA WITH AES 256 CBC_SHA256

]

FCS_HTTPS EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS IPSEC EXT.1.4)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or
EDP_IFC2 c 1 » . 1 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM EXT 4 Extended: Cryptographic Key Material

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication
in accordance with a specified cryptographic algorithm HMAC-/SHA-1, SHA-256], key size
[ 160, 256 ], and message digest size [ 160, 256 ] bit that meet the following: FIPS PUB
198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB 180-3, “Secure
Hash Standard.”

6.2.1518& PR ~— 2 D3
REITIL, PP NEDDEIRAR—RFEEDI S | GHEET > 7T — MBS BREE 230 5,
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FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT _TUD EXT.1.3)
Hierarchical to: No other components.
Dependencies: No dependencies

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [ SHA-1, SHA-256 ] that meet the following: ISO/IEC 10118-3:2004.

6.2.16 2% 2 U7 A HRAE B/ AR HL

E. AR ST 28 E9ET5 SFR 1%, PP SHLET 5 SFR OERSEES ThH, BT B I ONEIRIZT T
56 TLTWA, £72. L RIS _5EB0  ARIEVEIC DWW CRIEIT AV,

6.2.16.1 ZX 2T HERE BAF DR IF AR L

Table 6.11, Table 6.12, 331U Table 6.13 (%, CC BLPP N IET S SFR M3l & 9 &KL
A TOE 23 2 U CWOBIR TR L Tl B L CUOVRUMETENE . 3B L OMKIENEA T [ D 1E S A=,

Table 6.11: EX=UT HEREZ/FDIKAFME (1)

BRI

FAU GEN.I FPT STM.1 FPT STM.1 — —
FAU GEN L, FAU GEN.1,
FAU_GEN.2 FIA UID.1 FIA UID.1 — —
FAU GEN.L, FAU GEN.1,
FAU_STG_EXT.1 FTP ITC.1 FTP ITC.1 — —
[FCS_COP.1(b), or

FCS_COP.1(b),

FCS_CKM.1(a) FCS COP.1(i)], FCS CKM EXTA4

FCS CKM EXT.4

[FCS_COP.1(a), or

FCS COP.1(d), or FCS_COP.1(a),
FCS_COP.1(e), or FCS_COP.1(d),
FCS_COP.1(f), or FCS_COP.1(f), B B
FCS_CKM.1(b) FCS_COP.1(g), or FCS_COP.1(g).
FCS_COP.I(h)], | FCS_CKM EXTA4,
FCS CKM EXT4, | FCS RBG EXT.1
FCS RBG EXT.1
[FCS CKM.1(a)or | FCS_CKM.1(a),
FCS_CKM EXT4 | FCS CKM.1(b)], FCS CKM.1(b), — —
FCS_CKM.4 FCS_CKM.4
[FCS CKM.1(@)or | FCS_CKM.1(a), — —
i) (LIS FCS CKM.1(b)] FCS_CKM.1(b)
[FCS_CKM.1(b)], | FCS_CKM.I(b), — —
JCs COIlia) FCS CKM EXT.4 | FCS CKM EXTA4
[FCS CKM.1(@)], | FCS_CKM.I(a),

FCS_COP.1(b) FCS CKM EXT.4 | FCS CKM EXT.4 — -

FCS_RBG_EXT.1 — — — —

FDP ACC.1 FDP ACF.1 FDP ACF.1 — —
FDP ACC.1, FDP ACC.1,
sl sl FMT MSA 3 FMT MSA 3 — —
FIA AFL.1 FIA UAU.I FIA UAU.I — —
FIA ATD.1 — — — —
FIA PMG EXT.1 — — — —
FIA UAU.1 FIA UID.1 FIA UID.1 — —
FIA UAU.7 FIA UAU.I FIA UAU.I — —
FIA UID.1 — — — —
FIA USB.1 FIA ATD.1 FIA ATD.1 — —
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Table 6.12: ¥ =2U7 (HERE B/ OKAAE (2)

s R HRELTS R %
FMT SMR.L, FMT SMR.1,

FMT_MOF.1 FMT SMF.1 FMT SMF.1 — —
[FDP_ACC.1], FDP_ACC.1,

FMT MSA.1 FMT SMR.1, FMT SMR.1, _ _
FMT SMF.1 FMT SMF.1
FMT MSA.L, FMT MSA 1,

FMT_MSA.3 FMT SMR.1 FMT SMR.1 — —
FMT SMR.L, FMT SMR.1,

FMT_MTD.1 FMT SMF.1 FMT SMF.1 — -

FMT SMF.1 — — — —

FMT SMR.1 FIA UID.1 FIA UID.1 — —

FPT SKP EXT.1 — — — —

FPT STM.1 — — — —

FPT TST EXT.I

FPT_TUD EXT.1

FCS_COP.1(b),
FCS_COP.1(c)

FCS_COP.1(b),

FTA SSL.3

FCS_COP.1(c)

FTP_ITC.1

[FCS_IPSEC_EXT.1, or
FCS TLS EXT.1, or
FCS SSH EXT.1, or
FCS_HTTPS EXT.1]

FCS_TLS_EXT.1

FTP_TRP.1(a)

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.I, or
FCS_SSH_EXT.1, or
FCS HTTPS EXT.1]

FCS_TLS EXT.1,

FCS_HTTPS_EXT.1

FTP_TRP.1(b)

[FCS_IPSEC _EXT.1, or
FCS_TLS EXT.1, or
FCS SSH _EXT.1, or
FCS HTTPS EXT.1]

FCS_TLS_EXT.1,

FCS_HTTPS_EXT.1
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Table 6.13: X =2U7T (HERE /- DIKIFIE (3)

FCS_KDF EXT.1, and/or
FCS COP.1(i)]

P tst R HRLTS Rl s
FPT KYP EXT.1 — — — —
[FCS_COP.1(e),
FCS_SMC EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(f), FCS_COP.1(f) _ _

FDP DSK EXT.1

FCS_COP.1(d)

FCS_COP.1(d)

FDP_FXS EXT.1

FDP RIP.1(a)

FDP_RIP.1(b)

[FCS_CEM.I(b)],

FCS_CKM.1(b),

FCS_TLS_EXT.1

FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.1

FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.1

FCS_COP.1(d) FCS CKM EXT4 | FCS CKM EXTA4 — —
[FCS_CKM.1(b)], FCS_CKM.1(b), — —
FCS_COP.1(H) FCS CKM EXTA4 | FCS CKM EXTA4
FCS_CKM. (), FCS_CKM. (),

FCS HTTPS EXT.1

FCS_TLS EXT.1

FCS_TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS CKM EXT.4

FCS_CKM.1(b),
FCS CKM EXT.4

FCS_COP.1(c)
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6.3 BT o REE A

IR, ARSTATERT X2V TAFEEM: (SAR) %, CC 73—k 3 DIRFEZ T ARNI ™Y, A ST I,
CC /RX—R 3 [TEFHLSI, PP ICREIREN =X 2 T AR FGET AR — R M, D FEE SAR ELCTEH T
éo

6.3.1 Class ASE: Security Target evaluation

» Conformance claims: ASE CCL.1 — Conformance claims

+ Extended components definition: ASE _ECD.1 — Extended components definition
+ ST introduction: ASE_INT.1 — ST introduction

* Security objectives: ASE _OBJ.1 — Security objectives for the operational environment
* Security requirements: ASE REQ.1 — Stated security requirements

* Security problem definition ASE SPD.1 — Security problem definition
* TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development
* Functional Specification: =~ ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

* Operational user guidance: AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support
* CM capabilities: ALC_CMC.1 — Labelling of the TOE
* CM scope: ALC CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
* Independent testing: ATE_IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA VAN.1 — Vulnerability survey

6.3.7 EX =2V T A PRAEE/ AR HL
EE0. AR ST 2315595 SAR 1%, PP 23 E T 5 SAR L5242l —H L T\,
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7 TOE ZE{AE

AE(X, TOE BX 2 U7 488 (TSF) OERTARZ LR 35281280, BX 2V 7 HEREZEA4: (SFR)
7= SNDIEERT,

7.1 BX2UT B
AHITIREIC, 6.2.1 Hioo M FAU B B2 B A 3R T 5,

FAU GEN.1/FAU _GEN.2

TSF T, B OREEILHE TN % Table 6.1 3L U Table 6.2 |ZF0h L7-EEA A b0/ HEEA T —
HELUTAKRT D,

TSF 13, B OB T 25 R AU MR A LT B AHEE /BB X OWEZI (R 43/#0) % TOE O
VAT DIy I DOLRG L, BAT — 2R T D,

TSF X, FFEDOFIHBE DR ESEIAXUNIUX, ZORHEZE O A7 A DR EZIT
SH 0o BE A AU MBS 5% 7 U=V NEBITE e L CEE AT — X235, 7272, TOE H
B NARU MR AE ST A T SYSTEM? ., 7Y = 7 MM E TR ARV A T N/A” L itdk 95,
TSF MEEA T — X ICFLE T DIE I T AN DUNT, Table 7.1 12777,

Table 7.1: BEA T —XIZFeEk T DI

AU M HIS|REVE oy ros RR e

BEADOEHE) (Audit

Start) N/A N/A O |NA

EAOKT (Audit | g N/A O |NA

End)

ATORT Job 15 o Ca T O |gTLEvaTs
Completion)

I FRRED S n7 A/ ELTAT

(I&A Failure) o O ST SCTH NA - \N/A

G o (o EMEAT SR |0 [SBILERs A4
INAT—R DT P ISAT —REFESNFIE
(Change Password) o |© REEATSRHE O our A4
PTAROER 1o |0 ERE(TIFIRE O |ER#EORT A,
(Change Login Name) = _
2—HF—DHIkR " P HIBRLI-m s A4 (B —W
(Delete user) o 1° HIEREAT -7 AIRE | O ——FEHIFROS A1 Al
MR V—7 3B . P . . N
(Add Auth Group) o |0 BIMEATST R | O BANLT-AERR NV —T"4
R O IR T % P DR N —T B
BR7N—TDIEH o |O EHEATST-RAE O BN FIHEZEDORT A4
(Change Role) B HRDOMERT V—T4
%I‘Eﬁ‘/vh—j‘]@%&ﬁ; EIN=cSiS . > .
DAF (Change Auth |O | O EWEAoRRE (O | TSR
Group Setting)

AR R 2 P

(Change Time Setting) REEATFRHE O N/A

REEOLET e REE RS R A
(Change Setting) > © RELIAIRSE © B HHEOREN

TLS {5 DAL

(Comm Failure) O |IN/A SYSTEM N/A SR DR
*EAE T A
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\__./\\s_—

TLS 1815 DI HISBHIEE D IP TRL A

(Comm Failure) SBEEMHFEDO IP TRLA

smfameamay O [N NA NA |

\——./\\———uy‘{» '%E&@fﬁﬂﬂ
BN BINENn - N

VAN oL E s DOWNEREER ID L 0%E 54

(Modify Addr Book) |©  |© SRATSTAAE (O e s i/ m s
7= NIDOWNEEFR ID
T —ALTT 4

Tr =BT T T T T T — AT T '7y?T\T]:HIJ®77—A17

'} (Firm Update) | = |© e O |=7 YA

pdate TS F—MEDT 7 — BT

T N—Ugy

*1 A_URREA HERNSO 8601 DYEIEIE A TSNS

*) BEA AT 2= AL T, #B-E RV WebR— /Ry NI — 7 DWT DR LI ND, 72720 KHTN/A?ER>THDHD

I3, N/A”ERTESND,

#3 ARUNERREFREL T B RILDOWT IR KILS LD, 72720 KPP TN/AER>TODH DT, "N/AERTLEND,

AREHIZEI TS TSF AL X7 =— AL, Table 7.2 | R T LBV THSD,

Table 7.2: FAU_GEN.1/FAU_GEN.2 |23 % TSF A Z7 =—2A

AR A BT z—A
EL A DL E) * MFDDEJRON (5 EHOE A [F1%)
RO T « MFDDEJROFF
SaT DT «FDP_ACC.1/FDP_ACF.1DTSFA 27 =—AZHEL | At —/F UL NAF /7
B FI AR 2 AT 7 AV T REREINS Y a7 B Ak

FRBEREED L |« BE XL/ WebX— D2 — W —FRGE M [ Cr Y A

TP s B SRV OFREE—R/WebX—V T, [2—F —FH ]| [2—P —UZARNND
Z—HF—DiE NN SR

car g | RIE STV OBGEE—F/Web\—C, [2— ¥ —FH] > [2—F —URNHD
R e

S 0 e | ¢ RESFL DR E T —R/Web— T, [2— P —FH] > [2—F—UZR»H
RIAVRORE | D g s

P s B SRV DR EE—R/WebX—2 T, [2—F —FH]|—>[2—V —UZANND
O
MEMRT V—T7"0 | BE SRRV DR EET—R/WebX— T, [—F —FH ][R L— 715
B0 MEPR Y IV — 7 % ik
FIRABEORET | BIESFVOREET—R/WebX—T T, [2—P—EFH]>[2—P—URANDD

DIERR T N—T
DA

a—P—ZEIE

MEMRT N—T"0 |« BE R RV DR EET—R/WebX— T, [—F —EFH ][RI L— 715
HIEDET VERRY N—T ZAEIE
o BE ROV DR TET—R/WebX—C, [V AT LR E [l E ]~ B /1
R D S T )
ARRSAORER | e, |4 LR AR R E
A TEAEDAEE o BE SRV DB ET—R/Web_X— T, FHHRENOR EEEE T

TLS i/ DX

*FTP_ITCADTSFA L #7 =—AIZHEL | FRAEY —/N—/Bi &Y — /X —/FTP¥—
— /A=A — N =L DBEEFAT

« BAE SRRV T, [T R RIR DT BUS SRR M bR % FEAT

TRVARDIR | | (et e, [7 KL RIE] [ 7 R L A )5 87 5 2 S S M 924
T =TT | BE RIS A T F U AHAT—R~BITL, 77— LU =T T 7T —aR
v 77—k 17
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FAU STG EXT.1

ARSI T — 2%, FTP_ITC.1IZHEV, Syslog 7' 2 h=/LEB IOV TLS1.2 & W CES A — /N —(2
BESND, ZOT =21 FEDBEDTHET, WA —ITHE{ STy 7 7 EBIC R F ST
Do 2Oy T FHESITIE, 4 THOEET — 22 RFT HIENTED, EET —ZDREIL, FzicT
—HINAERRES NI AT TS,

B — N~ OREN R LT L& BE SRV B Web N—V D FICEE A -V 2K
AU, T DFETEMNER Y — N —~DEELHRITT D, BEA -3, A ——
IZHHES IV QRN L L Z DR EN R LI, FHE ~OEEZ H5E T 5,

Py 7 7RI O FHEN 80%LL FICET D& MUAAEHE LISMNIRT A TERWIIITHIRE LD,
ZOHIBRIZ, o7 7RO 2D T0% A Mo T2 RE U CIEBRE D, 23 7 7 BRIk N AR, DD
PNy 7 PRI 4 T OBEE T —ZDMRAFSIVIRAE Tl Filc RS A T — 213\ 7 7
WUZRFESNT ., HIERS LD,

N7 PRI FESN B T —Z1%, FDP_DSK_EXT.1 [ZREW K S b L CIRES NS, F£7-. FIIH
FHRENFDOL T, TN TORMZ Iy 7 7 BRSNS T — AT AT HTENTE
720N,

ARFEHIZBIF 2 TSF A2 %7 =—Al%, FAU_GEN.1/FAU GEN.2 ® TSF AV X7 = —A|ZHEL S,

7.2 BEEYAR—b
AETIEEIC, 6.2.2 HiDWMZE FCS BRI BT A B2t 5,

FCS CKM.1(a)

TSF (X, K5 51815 OHERET CHODIEFREEE LT, AZHE S NIST SP 800-56B, Revision 1 @ 6.3.1.1

HiIZFLH D rsakpgl-basic 7T RSA 2 AEpKT 2, E DM E L7255 5% FCS RBG_EXT.1 12

> THERT D, TOE 134 TSF IZBIL . TOE R4 OIERECRIEMES L O B LB, HHVNIFFARESINZ

BISEEEAE /TR, ZOHET, FEE OBEICLVHIBREN D E T, NERAR —UIZRFS D,

ARFTBITS TSF Ao F 72— A%, LRI RTEBYTHA,

o FCS_CKM_EXT.4 O TSF A2 47 = —AIZHEL | FEXIFREEL I FEL 72 . 72 MFD O ON (15
ENHOE IHG[FSE)

FCS_CKM.1(b)

TSF X, B 5 lg DAL m—2alB8W T, llEHO e a ARk 35, B ag#iE, TLS #

BEATHZ Y — R — 7T 4T VN T SNDEEDOFN OIS, T — 22 S b/iE 535

TeD DKRIRGEL T — Z A ARRET DT80 D MAC $#2 510, TSFIE, FCS_RBG_EXT.1 (245 RBG TARK

SNTELEE VT, AES-128 DI 5 A — i 3555513 128 B MR D, AES-256 DE 5 AA—

N fti 9285613 256 By MR D RTFRGEA £ AL R AT —NICRF T 5, Fi2,

FCS RBG_EXT.1124% RBG TAMSIZELEZE HV T, SHA-1 DR B AL — i 358515 160

v hED, SHA-256 DI S5 AA— i 3258615 256 B MED MAC 4 /E kL, R EATY —

WIZIRAFT 2,

AREMIZEA 5 TSF A2 %7 = —AZ, FTP_ITC.1 ® TSF A2 47 = —AIZHEL 5,

TSF I%. TOE #&# &% O alke &3 O TOE 91 L% O B, AR — 82 i 23572

DXL LT, FCS_RBG_EXT.1125% RBG CHAMEIZELEE FAVNT 256 B M D HE 584 4

L AR AT —1 NICRTET 5,

ARENEIZBE 45 TSF A2 Z7 =— AL, L IR TEBYTHS,

o TOE X {EAFZE% DO AIEIELH)

o BENRNL DR EET—RT, [VAT LR E]=[EX 2T R E = E NG H L OAEN T — 2 DF)
L1 BRI A S T# . TOE % Frt )

TSF X, TOE &% & #% DO #)ElE Bk 36 LN TOE W) k% O F L #hRe 2 . WEIARL —IRAFET 57 —

HERE BT D20 DR S8 LT, FCS_RBG_EXT.1 (245 RBG CTARSNIZELEZ AW T 256

MEDAN — VA A AL, FCS_COP.1(HIZ K58 5k A W TR MEATY —1 IR fF ST

5 CIE L LTOIRRE TR AT Y —2 WITRAFT 5,
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AKBEMEIZBE TS TSF Ao ¥ 7 = — A, L FICRT LB ThHS,

e TOE & & {314 D4 [a] i &)

o BIE STV ORIEE— T, [V AT LR [ 20 FARE - AR ORI 7 — 2 0]
B 1 o0 ba 341714 . TOE Z L)

¥7- TSF I%. TOE OEJE ON HEZ . REEIME AT —2 |[TARAESIT- G BAb ST AR — A58 7.

HiL. FCS_COP.1(HiZ & 28N Bk 2 I CAR B AT ) — 1 I E ST GG B4 O L7 AL

— VA W57 /LY A L AES Rijndael THEMT 5720, TOE OFERETr £ TOM, fFEMEAT)—H

(ZRATT 20

ARERZB TS TSF A 47 2—A%, L ISR T LB THD,

e MFD O & ON (fF B HDE [HH [F)5)

FCS CKM _EXT.4/FCS CKM.4
TSF 23O LL N O8#T | RELEIR TR ITHEFES D,
o 13 FH DI B
B TOE Ozt EOHIBRZ FAT U, R E gl LT, SEPMRIFSIL O DK
ZErey MIITCLR EEETHZLICIVEFESND,
ARFNRTBITA TSF Ao Z 72— A%, UL RIS RTEBYTHA,
o BERFILDREET—R/Web _X—I T, [V AT LR E]>[EFX2U T A% E]=[SSL & E ) Dk
PRI A HIBR
o HIEHD B 3 #:
TLS 85 DU ST R REZREEE L T, SEBMRAFSI T DRI A 5 H 70 B EL I T
EEXTHILICIVEESND, T2, ERMEATY— EICHDHT-0 TOE OEFEWT CHEREL ., EES
b,
ARBMTBIFTS TSF Ao # 72— A, L FISRTEBYTHA,
« FTP ITC.1 ® TSF AL #7 = —AIZHEL TRARALT= TLS 18{E DUk
« MFD O] OFF
o SIS
EELE DME NG B OABEN T — 2 O #)#{E(Initialize Private Data / Data in Machine)% 517 L7=
e, B B LSNI=RHE T — 2 BEL N TSF 7 — N T _RTUEESNDIEND, AN — VIR E
7egl Ui, AN — VSO RS 0/AE S L QOS8R B8 [FIAR I SR B gL LTl
AL, FCS_RBG_EXT.1 12£% RBG CTAMINIZELIT 1 ] EEXTHZLICIEESND,
ARFMRTBITS TSF Ao F 72— A%, UL RIS RTEBYTHA,
o BERFILDOREET—FT, [V AT LR E]=[X 2T 43R E = [l GBS AN T —Z D
WML BRI A AT
o ARL— g
BERLEE HME AAE e OAFEN T — & O WAL (Initialize Private Data / Data in Machine)& 3217 L7z
B, B S LS RIHE T — 2B LN TSF 7 — XN T _RCOEESNDIEND, RERfEEL T
Uy RAEFMEATY —2 (TR SN TR S LS N2 AR — V8 X FCS_ RBG _EXT.1(25% RBG T4
FRSAVTZELELT 1 Bl EEX T A LIRS LD,
ARBMRTBIT S TSF Ao 272 — R, L RIS RTEBYTHA,
o BE SRV DORETE—RT, [VAT LR E]>[EX 2V T AR E] > MEAE R L OARENT —ZD
WML BRIE A 5T
F72. TOE OFEJR ON FfIE 5 S AR — V8T TOE OB IRET CARERFEE L CHubi, %
PEAEY— L2 D726, TOE OFEJRET CHREF L, EEshs,
AREMICE 45 TSF A ¥ 7 =— A1, UL FIORTEBYTHD,

« MFD OEJH OFF
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FCS COP.1(a)

TSF i%, FTP_ITC.1, FTP_TRP.1(a) 33X FTP_TRP.1(b) (IR HiE(E T —Z K 5{bD7=dIZ,
FCS_CKM.1(b)IZEVAERR LT 128 B MEF/21H 256 B MR DR B-#: L FIPS PUB 197 [ZHE#L5 AES
557 /L2 Y X L% NIST SP 800-38A (ZHEHLT 2 CBC E—R CENET HZLICLVil(E T — XDl 51k
BIOME 21T,

ARFAEIZBI T2 TSF A2 %7 =—Al%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) @ TSF A%
7 —AIZHEL D,

FCS COP.1(b)
TSF (X, TOE OaRaEEE AN Z L DR EA I IT 5B AR, FTP_ITC.1 (&AW —/ S —GiEH]
FMFEFB LU FPT_TUD_EXT.1 (2857 v 77 —MREFEIZIU T, FIPS PUB 186-4 [ZHLE S/
Digital Signature Standard Zii 7= § 8 R 75 2048 £ hD RSA 7 VXV EL T /LT YR A(DSA) & H 5
%, 7=, TOE OREARAEA 8 A2 XD E A I B 5B 4 A RITB T, FCS_CKM.1(a)ic kb
ARSIz RSA $%F 3%,
ARELEICE % TSF Ao 27 = — R, L FICRTEB0ThHS,
o TOE DfRaEEE A
o [VATLRE] X2V T A E][SSL i E NI N THERRRE I E AN AZ I TRV REE T,
TOE % f5 L&)
s Web X—U T\ [VAT AR E] [ EF 2V T 45 E]~[SSL 58 E N OHEERFEEIZIB W T, [EA]
AT
o — N —FEH ARG
« FTP ITC.1 ® TSF AL 27 = —A|ZHEL D
o 775 —MazE:
« FPT _TUD EXT.1 ® TSF A2 X7 =—AZHELD

FCS RBG EXT.1

TSF (%, DRBG 3L ES 7255 RBG %4 T, Z0 DRBG %, CTR_DRBG (AES-256)& L7
NIST SP 800-90A |29t~ THLER A LT D, ESIE 1 HDON—R =7 RX—AD /A RJF% G I, 384 B
rD T hat—%£F Entropy Input 2 DBRG (ZA /132, 24U derivation function 2 FH L720
CTR_DRBG Tho7-8, D —Ri £ nonce %)X L7220,

TSF (%, ETib~72 384 By h = bt —#UNEET 5 HAY T, ES LU T Intel Atom 7w E3845
23N 9% Bull Mountain /~—RD = 7 ELEF A ZR 2 H 35, Z0 /A XPFE(INIST SP800-90B] TV YD
Conditioning AP /N bt —2R (3, [Rambus 2012]7 2.4.1 i L 4.2 HiDO TR D 50%50 K
TNHDLHEE TEXHDT, A TOE D ES IZBIT AR/ ot —RL 50%E 15,

TSF (T, [Intel 201411ZHEV Y, 25[8] 10 ~ A7 =2fPLL EORIFET 32 [2]0> RDRAND & 4795,
LVOHFIET, #il-e b — 2 FEICE Te 32 B ML A5, 2D 1ETES Of/hor hat—
FNPADTHZ 1T, 2D 32 By MILEIZIF D el 16 By b b =g EnD, ZL T, 2D
32 B NLER A 1SS Z A M BERAER TS I IR L CL 384 BV UL ED = heE—AE 2 D,
AR5 TSF A4 7 =— A%, FCS_CKM.1(a)}3 L VFCS_CKM.1(b)?D TSF A2 Z 7 = — AT #E
Lo,

7.3 FIHE T — 2R
AETIZEIC, 6.2.3 HiD M8 FDP BRI 28 R iR 92,

FDP_ACC.1/FDP_ACF.1

TSF X, FIAE T —2BIORIHE T — X OEE~DT 78 AHil1 %17,

FIAE T —2~D7T 78 R% | fEHFRRES & B (U ADMIN), BLORIHAE T —XIA BT 58T
HEHEEREL TROTONIZRAE Y A4 —E T 2B RRES =R HE O RIZFF A 352 & T,
FIA#E T =2 ~OEEIZ DN T, Table 6.3 FBLO Table 6.4 ([ZJESWFIHABL O a7 4+ —F—
I T 7B A HR A A a3 5,
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D.USER.DOC 77 AHIENCBI4% TSF A2 %7 = —AlZ, Table 7.3 IRV THS,
Table 7.3: D.USER.DOC 77 Al BI9 5 TSF Ao X7 =—A

BRE

R

AHET 2— R

Print (Z'UF)

Create

o J7AT U NPCOLHI AL EABEIRL | TV F—RTARN—Df
E H [ 2> ER A 21T

Read

o« BB RV T [RF 2 A N7 7 AV 7 03B Create B EIZ LD — LR
ST 7 ANERIRL | B 1T

o BAE SRV T [RFa A b7 7 AV 703 BCreate B EIZ LD — /LR
SNTZT 7 ANERINL | (B2 8T 5]% FAT

« BAE SRV T [RR 2 A N7 7 AV 703 BCreate B EIZ LD — LR
SN T 7 ANE IR | [ ELZE B LU CHIRIT 214 5T

o FEOERER ICHIRIE ST

Modify

o FE KL T, [RX2 A RT 7 AU 7 ) BCreate B EIZ KD — LR
SN T 7 ANVERIRL , [(REEZE T L CHIMT D0 OiREE I T

Delete

o BB RV T [RF 2 A N7 7 AV 7 |0 B Create R EIZ LD — LR
SN T 7 AVEZINL | [HIBR] A AT

o BAE SRV T [RFa A R 7 AV 703 BCreate B EIZ LD — /LR
SNT=T 7 ANERIRL | FIRE T — 22 HIRT Dk Ex A 2L
TR 51T

* Createf{FZ FATL , B SRV DR EE—R T, [VAT LR E]—
[EX 2T AR E] [T —F VT HEE [N A N7 AV T T
—XHEOIEELZFAT FLAHEEE O L BAERTRE

Scan (A¥%¥>)

Create

s MEDDAF ¥+ —a2 =y MIFHZ 'y LT, #8#1E ST [T
WA ] LT LE a—% T (LT, AREE%E CreatefftEScl &
IFE.5%)

s MFDDAF ¥ F — =y MIfEz Y LT, [E-Mail], 7zl
[FTP/Desktop]»H7 LB 2—% 3T (LLF ., AKE{F% Createf#{ESc2
LI5S

* MFDD AF ¥ —z2=v M iifazty LT, #E ST [V
VA, [E-Mail], £72IZ[FTP/Desktop] N HANF ¥ 2 54T (LA
T KE/EA Createfi{ESc3 L5

Read

* Createff2a{EScl. F7=IXCreatet{ESc2% FE1T

Modify

* Createf{ESc2% FATtk . 7'V E 2 — A btk 2 FAT

Delete

s Create?{EScl., F7-ldCreatet2{ESc2% F1T14 . [WEIAD A LT
9], FEV By NEFET

s Createf#ESc1, F£72iECreatef/ESc2A I T4, [ —LHEH R Z
3

* Createt®fEScl. F7-1%Createti{ESc2%4 31714, E—RE/RFNHE
—REEIEZD

» Createf{ESc3% 51714 B/ SV T, [V YR, F2IX[FiAaAH
Wik & AT

o A% TR BE SOV T, [Var R [ ARy ] [ TR
FATH DV aT IO AF v FATTIERRS =V a7 2 1H/HIBR

Copy (2E™—)

Create

s MFDDAX Y —2 =y MZJFEfR 2y LT, #fE SRV T, [T
JLat’—] »H 7 LE 2—%FT (LT, AEEE Create R {EC1 LI
5)

s MFDDAF ¥ —a =y MIJFfEAZ Y LT, BfE/ SV T, [2E
=17 L a—%FT (LU AEAEE Create i/ EC2 LI 57)

* MFDD AX ¥ —2=v M Ffazty LT, #E ST, [P
A’ —], [ = hat =% T (LA T, AE{E% Createti
EC3 LI5S

Read

* Createf2{EC1. F7-IZCreatef2/EC2% 31T
o FEHMERICaY —AFET
* Createf{EC3% 31T
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Modify

* Createff{FC2A AT . 7L E 2 — B OifE & I T

Delete

» Createt{EC1., F7-lXCreate B EC2%E 51T . [FEIAD A LRE ).
[ EAE BT AT AARL LR T, FE [V ey NEFELT

* Creatett{EC1, F7lXCreate{EC2% 521714 [F— LH[ [ AR X %
e

* Createt®{EC1., F72lXCreate B {EC2% 521714, E—RF/REBHHLE—
RZEI0E 25

s CreateBFC3% F1TH . #AF SV T, [y, Foid [ —H
1E]1A 51T

o IS TR, BE SOV T[RRI IR], EiE a7 R =
VR = [TFRIFATHR OV a7 oot — 3 T TERSN -V a7 %
Ik /IR

Fax send (7 77 A%
1)

Create

* MFDD AF ¥ —=v M faa Y LT, #E SRV T, [P
NI 7T AP T Ve 2—%FT (LAF | Ai§fEZ Create R {FEFs1 &I
5)

s MFDDAF ¥ J —a =y MIffaz Yy LT [7 77 A b 7 L E =
—%FT (LAT ., A#RE%Create i /EFs2 L FE.50)

s MEDDAX ¥ —a =y MIJFfaz Y LT, #fE LT, [
NI 7 IR EIAL[T 7V R T 7 7 AFEEFAT (LN, AEL
Createfft{EFs3 & IFF-5%)

Read

o Create®:{EFsl., F7~ 1L Createt{EFs2% 51T

Modify

* Createff{FFs12 94T, 7L ¥ a—BEN LA LT

Delete

« Createf{FFs1, E7-1dCreatef{FFs2%4 I T4, [FEIAD A LIRS
T FE VY NEFELT

* Createt®{EFs1, F7=13Createf{EFs2% 31714, [ —LMHiH A2
g

» Createfi{EFs1, F7-1¥Createfip{FFs2% AT, T —RZ/RENDE
—RNZO0EZ 5

s Createt2/EFs3% 3T . BB SRV T, [V ] | FIE[FiAA A
Wik AT

o TP ARG FATE  BE RV T, [VaT R = [T 77 A= [T
IFATHR OV a7 )7 77 ARG FAT TR SV = Va7 2 1k/H]
55

Fax receive (Y 77 A

%2A7)

Create

o NERT 77 ZREDNST 77 ARG H FEAT

Read

« BB SOV T, TV ADSAE T — A UANEH D, Createf/E T
FULIeT — 2R [BHe AR 90 % F1T

BIEANFVT TV ADZAT T — 2 Y AMEHDG, Createffi{F T
BLIcT — 2 &I, [FIRT 515 54T

Modify

N/A

Delete

BB RV T, T 7 ADZAET —HVANE DS, Createfi2{E T
U7 — 2% IR, [HIBRT 515 31T

Storage/retrieval (£&
TFEOHL: REa
NI AVT)

Create

s MEDDAF ¥ —a =y MIJFfRZ Y LT, BfE LT, [T
VAR R D[RR T SARRATF] [AFX ARAT] ETAL[FF =2 A
7 7 AV 7= [AEHDDIC AT v ARTET DDA v AR A FE
17

¢ T AV TREZONICREL T, AX v, It —, FlI7 77 Ak
5% 54T

BB RV T, TV ADZAET —FVANEE NS T — X% 3R L,
[77 AV T FEAT

Read

« BE SV T, [RF2 A N7 74U 7B Createf/E CLRAFS 1L
T ANVEERL, [5T<H], 723 [EEEZ L CEIRIE 510
ORI 5AT

« BE SRV T, [REF2 AN 7 AU 7 0B Createti /E CIRIESNLT-
T ANEFRL | [EET D OEEETAT

Modify

« BE ATV T, [RX 2 A N7 7 AV T DB Create/E CERFS LT
T ANVEIRL , [BXEAZ L CHIRIT D)0 bimte s 3417
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o BE KL T, [RF2 A N7 7 AU 7 ) BCreate i/ E CHRAT-S N
T ANVEIIRL | 155 T D10 Dfmte s FAT

Delete

o BE AL T, [RF 2 A N7 7 AV T DB Create i/ E CRR A ST
TrANEEIRL, [HIBR]Z AT

s WebX— T, [77 ANV E] 2[R 2 A N7 7 AV 7D B Create i
ECHRIFSINT= T 7 AV ERINL | [HIFR]Z 5T

« BE ST, [RX 2 A b7 7 AV 70 DCreate i/ E CHRAFS L7
T ANETERL, FIRZICT — 2 2B 2% E 2 A U CE
B FAT

SRV DR ET—RT, [VAT LR E] [ 2) T4 E]—
[T =X U THE] P[RR AT 7 AU 7T =2 R DN EE
FAT (FIAZEEEE O HBAEATHE)

D.USER.JOB 772 A#ll#HINZ S35 TSF A2 ¥ 7 =—A[X, Table 7.4 |Z/r T B0 THD,
Table 7.4: D.USER.JOB 77 AHEHINZ B35 TSF Ao X7 =— A

BERE BE (Ao FTz—R
Print (ZV k) Create |* 7747 FPCIPLHINT AL EAEIRNL, TV —RTA/3—DF%
TE B DHIZ FATH% | BE ST, [RR a2 AN 7 AU 700
BT TAT U RPCOLDO ST CHR— IV REN T2 7 7 AV 23 IR L,
BN
Read |* f%f’ﬁﬂ’z‘\/m\ [Ta7 R =7V N=[ TRIEITHR O Va7 %
i
Modify | N/A
Delete |« #A/E LT, [HIRIH ], 723 [a 7 RG] = [F Vo M= T4/
FATH DOV a7 hBCreate B/ E TIERK S - Va7 & IE/HIER
Scan (AFv>) Create |* MEDD Ay —a2=vNIJFfEEY LT, B{E SRV T, [T
JVAF ], [E-Mail], F721E[FTP/Desktop] > HAN > %I4T
Read |+ #fE/ XL T, [Va7 K] -[AF v —]=[ TR/ THDOY a7
ESE SN
Modify | N/A
Delete |« BE/SFL T, [VaTd R = [AF v —]=[ FR/FETHFOYa7]
MO Createf/E CIERR S L= a7 & IE/HIBR
Copy (ZE—) Create |* MEDDAF v —a=yMIJffazty LT, #fE SRV T T
JLat’—], FoE[ar—]bar — &2 FELT
Read |* f%f’ﬁﬂ’z‘\/m\ [Ta7 R =7V N=[ TRIEITHR O Va7 %58
i
Modify | N/A
Delete |+ 2 —FAT14, iRt AAALHFITEAE ST, [V ], E2iE[=
v — k)& 5T
o BRSOV (R IR], R a 7 R = [V M= [ TR/
FATH DOV a7 hBCreate B E TIERKS -V a 7 & IE/HIER
Fax send (7727 A% |Create |* MEDDAF ¥ —a=yMIfifaL Yy LT, #1E LT, [T
%) NI 7 IR FE[I 7V AIST 7 I ARG & FAT
Read |+ f%f’ﬁﬂ’z‘\/m\ [Ta7 R =7 77 A= [ TRIFATHRO a7 %%
iN
Modify | N/A
Delete |+ 777 ZAFE % FATR . JRamt AL HFUTEAE S LT, Uy
N | FEIR[FEARIA A 1R E FEAT
s BRAESFOLT, [EEH IR I [PaT R =7 72 A= [ TR
FATH OV a7 hBCreate B ETIERR S IV= a7 & IE/HIBR
Fax receive (772 A |Create |« #{F/ SRV T, 777 ADXAT T — 2 VAN N, SR T 727 A%
Z(Z) DOZAG LT T —#28IRL, [HIRT 5% FAT
Read |+ f%f’ﬁﬂ’z‘\/m\ [Ta7 R =7V N= [ TRIEITHR O Va7 |4
iN
Modify |N/A
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Delete |N/A

Storage/retrieval (ff |Create |(PR1Fa7)

AL R * MFDDAX ¥ —a=yMIgfRZ Yy MU T, #E SR T, [
YRT AV WA D[RS T SARRIE], [A2 v A ARAF] FETE [N

N7 7 AV T 1= [AKHDDIZAF ¥ U ARAF T DO AT v AR T2 5
17 (LT, A¥EZ Createt/ES1 LM 50)

« T AV T REEONICREL T, A% YL, abt’—, £ 7 77 A%
BaFAT (CLT | KEMFEA Create iR ES2EFE5)

 BE VT, TV ADZAG T —HZVANB IO T — X & RN,
[77 AV 7 5 BT

(THLYa7)

o BE SRV T [RR2 AR 7 AU 7 ) B Table 7.3 TRtk L TD
Storage/retrieval O Create B/ E CIRIFINTZ 7 7 ANV EZIRL, [57<
FIR, E23[BEE2 2B L CHIMT 210 BRI Z F29T

« BAE SRV T, [RRa AR 7 AU 7 DB Table 7.3 TRl L T %
Storage/retrieval D Create B/ E CLRAFSIIZ 7 7 A VBRI L, [543
HINHEEEFAT

Read |(fRfFoa7)

s Createf{ES2& T4 . #E/ SRV T, [Ta7 RO, a8 —IKelX
[V R] A U RFHI[ AT T —], T 77 AR 7 77 A1 5
[THRI/FATHR OV a7 53RN

EHLYa7)

« BAE LT [Va RO, FIRIRHE[Z VR, 7 7 7 AL O 1%
(BRI A YT ], 77 7 AR(ERFL[7 72 A0 D[ THRIFEFTHO
Va7 | E R

Modify | N/A

Delete |(fR1FTa7)

* CreateB2ES12F1TH . R AAIA S I E SV T, [Vl
N NEIS SR SUSZ A AN ey

* Createf2/ES2% 3174 . AF v HE|EScanva~', 2 —WfICopys”
a7 777 AE(ERfIIFax sendYa 7 DDeletex E1T

T HLYa7)

« FIRIFEATHL | BB SqxoLC, [FRIAR AR, 723 a 7 R — 7
VR [ THRIFEATHR O a7 B Create /E CIERN S V=T a~7 &
1E/H1 B

« 77 I AL DREFELTR  BAE LT, [Pa7 R = [ A% v T
—]=[TRIIFEITH DY a7 ) bCreate B E TIERSNI=Y a7 &
1E/EIBR

« T I ARG BB SRV T, [VaT R = [ T 72 A [T REE
11RO a7 0 bCreateffVE CIER SNV =Y a7 % H 1k /H bR

7.4 R ETG
AETIEEIC, 6.2.4 DM FIA BRI ERTREZ RN T2,

FIA AFL.1

BAE AR BL U Web _X—75 TOE 28 E, F2137 747 hPC LTV A —RTAR—%4p Lt
FIR 2 4T3 DB ER SN D R /S AT — REEREIC BT i LT 3 [RIRE A&H&Lt;ﬁm il
AESZ AT EAT I, TR BRI HE AV —REay 735, By 7hbORERER DY 5 2IET UL, BE)
BTy 2 2R, bbb, FREERIEI R E 7 7 U CREEZ A AME I SR BE N BIE IR T, AE
RIINERREREC D A s D,

A2 BIF 5 TSF Ao 7 =— A%, UL FITRTEBYTHA,

o HAE/ SRV Web A2 — D o — P —FREFH [ TR Y A e E

e MFD DTV H—RTA/N—=PAL AN—/LEFL TS PC B AT
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FIA ATD.1

TSF X, FIE a7 A4 FIAERBOFHERMEEZERL, HEFFT 221 TXS,

AREHIZEI TS TSF AL 7 =— AL L FICRT LB THS,

o HENNFNVDOFEETET—F/Web X—T T, [2—WP—FH]->[2— —UANDOLL—HF —ZHGFNE
E

FIA PMG EXT.1

TSF 1LHHR & B 8RBT DRI E S AT — R DBk . BL OB AR E ORI R2T —R

DEBEATOEREELZFF D, ZOLE TV T 7y D RILF /INCF, B, BIRORFERSCF (<17,

@7, H,CRY, Y, N &, (< €y B e) INBIRDRAT —RD B E ST AND,

ARFNTBITS TSF Ao Z 7 2— A%, UL FITRTEBYTHA,

o BE NNV DR EE—R/Web ~—U T, [2— W —FH]|>[2—F —UANDPH—F —E B ER/ME
E

B/ RAT =R BT, fLAAEHEFICIY 15 CFLL RIS ERETH D,

ARELEIZEE4 A TSE A2 27 = — A%, L RIS RTEBYTHS,

o FENNFNDOEET—F/Web X—T T, [VATLHEE]>[EX 2T AR E] [/ SAT—RDOZEF )
%%/J\/\DZU }\E%Eﬁ‘%

FIA UAU.1/FIA UID.1

TSFE 1L, #E/ SRV BN Web _X— 05 TOE 28 E, F72137 747 FPC STV A —RTA /83—

N UT-HIZ LT 588, BHEE & TR & O BIFRGEET T,

TSF . LA FD Z@*Em*&%umﬁﬁﬁ%%“ ~ 5,

o NHEREREE )72 TOE AR fﬁﬁénﬂ VORI AR TR wIZER,

o XU —ZRHEE S AN D LDAP FRGEY — /S — T8 GRS QOB H S T 2R 3 25850 5
X, BHE DR T A0/ %728 T A hE,

BAE SRV BLD Web _X—0 5 TOE Z#aET 2355 | TSF 1% TOE O#AEZFF /3 2R1ICH H#E =
“4’/% FIHE AT — waotomi%wkjjégz‘z?éo PRRESCIX, Ry b — 7 EREE T AN D
H1E TOE RIEND I K b —73BGEH R AG 2 D555 1% TOE AMENIB LD TOE 1T ST
u\%:) LDAP FBFEY— R =D 95, j\j]éi’bt*[ﬂq%ﬁ7/f/%ioi0\ﬂﬁﬁ%/\%? R723, HER
ST RRRE I TR GRS CO AR IH e B BT A Z L2 IRSI-RERIE S TRGET 5, 7272, A
HENT-FIHAEZE T A2 475 TOE OFIA A E B (admin) THHE AT, FRAESEIZEH 5T, TOE AR
PR ERS IV CODRIA LS BT e GBS 52 8% TOE RIENT *ﬁpm‘é FRAE Dk B Wﬁzé
ﬂﬂ%ﬂﬂ%%‘%i&&éﬁbf: A D F, TSF (TR BIRRRES LRI ST L, 2 ORI HE 1ZEI0 Y
TONTFIHBEEBOHFAN T TOE OEAEEFTF 35, 72721, F8RESEH LDAP mftﬂz‘~/\~f ik
BIFERES LRI ﬁﬁ%‘ R BEEIDEID Y THITWRWIGA TR, — P E (UNORMAL)D i
WNC TOE O#EAEZFF 35,
ITAT VN PC BTV —RIA N =% LT HIZ 3T 35555 TSF X7V Z—RIA4/3—=00
ET 2TV F— R IA N =D EE T C AN SN RRFE T A4 BLOFIHE A
T —ROIEWEZAET D, ZIELTRIRAE R A4 BLUOFIHE SAT—R23 1o N —738GE T K
ﬁ‘ﬂfj]@ AL TOE AAENITBR GRS CO ORI #HEGET HZ 8% TOE KIEN T, Fyhy—2
ORI ﬁ MO ENIT 7 4 /VMER IR E SN TS LDAP FRGEY — N — [ RS LTS F]
MEEHREEG BT HTL% LDAP BFE— N\—TIRGET 2, 72720 ZAELIZRIE = A 4453 TOE
DFLIAAE B (admin) THLHG A1, Xy N —T38GE T RO A Z/HEH 5T, TOE ARIENIZE
FREN TVAHLIALE FEETE R E AT 52 L% TOE AN THEET 5, MEEDHE B BikSh T
FIRBEEREABLIZIGA DI, TSFIT%2(E LT CET — 2o RS =R I XA S -
FIRFET —2 L HWr L, TOE NIZKAHAT 5, LN DOEA | TSF 13328 LT CET —4#% TOE AR
PIZEE 3, EEXEEICIVEET S,
W IORRBIERGE T R EIIA X T 2 —RATRBWTH ., ik ESNARNC A SNAT 7 a3z
W, 72720 PSTN oD 7 7 7 ZAZAZIZ DWW TR, R REA T 91 TOE N7 7 VAT — 2% % 5T
HZ k%uq:j‘éﬂfb N
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ARBEZBI TS TSF AL X7 =— AL UL FIORTEBYTHD,

L4 1@%1/'5/\0;?‘/1//W6b /\O“—“/\‘@:‘L"—"H:“—wu nﬂiﬁ;ﬁfljy /r/%éﬁz
e MFD D7V A —RTA /X —=NA L AR— /L EFL TS PC 2SI Z AT
e PSTN % L CTHNER T 77 ARENS T 7 7 AT — R k5

FIA UAU.7

BAE AV CORRGERITRE, A UT2/ SR —ROSLFERE DT AZVAY (BBIFLS) 2R T D03,
AT SCFIE TR L0,

Web ~=— /Twm PATREL, 7747 U MIH L ASAT =R ERDO AN EFRET 5, ZHUL, 7747
D Web 770 —Zxt L, FIHABE NS AT LI PR CF 0 X570 TRtk 75 Ek 375,
ARFTBITS TSF Ao F 72— A%, UL R RTEBYTHA,

o H/E/ S F L /Web ~2— U0 L — W —ZRZFH Ty A B

FIA USB.1

TSF [3F AR BIREREIC LD BRAEBEZRE L., MHE v A4, FIAZEEEORHE BIEey—
T INIEESIT A,
ARBEZBI TS TSF AL X7 =— AL UL FIORTEBYTHD,

o H/E/ R F L /Web ~2— U0 — W —ZREEH Ty A

75 X 2UT G
AEITILEIC, 6.2.5 EiDMZE FMT BB 2280k A 5l 42,

FMT MOF.1

TSF XL T OEEKAEIC DWW T BB EERES IV AFEEA (UADMIN) DA 2 F7F 9%,

o {EH NIHH K AN T —ZOHIHI{L (Initialize Private Data / Data in Machine)

REMIZBET D TSF AL 77 =— A%, LLFIORTEBYTHD

o HENFILDREE—RT, [VAT LR E] [ EF 2T AR E] NG RE AN T —Z D7)
BB AT LAk )

FMT MSA.1

TSF N EEf@ﬂﬁﬁ%w‘%‘ﬂé:&tzﬁ%ﬂﬂ%%ﬁ&%ﬂ%ﬁm\ébﬁé%‘éﬁ%&: R RIFRGES N2 TON
I:IAL; nﬂiﬂel )EH% \—TLF{

ZIKE## \ZB94% TSF 4/&771~;<&:L LLITFIORTERBYTHD,

o BENIFNL DR EET—R/Web X—IC, [2— P —FH]|>[2—F—UANPLHF O —F —%
FilAY=wokcx

TSF 1%, WEFERERIAE ORI HE s A2 4 B L OF|HE % %ﬁfﬁi WA B IO HHERE

H & LA OWNERRIER FHE ORI HE a7 A4 :mt@ﬂﬂﬂ% B & WA DEERES %%IJMEé

NI B B (U ADMIN)D B ZH2 372, 7ods, ERK T DRERE iP’\]anupﬁﬂﬂﬂ%%ﬂ@ﬁﬁ DGR DI

\ZD B FRHEE I, BB DR REI LB S SN N BB ERER FH B 2 BB AR O it SN S,

AREMEIZEI D TSF AL X7 = — A% LRI RT LB Th5D,

o BE I NVDOEETET—F/Web _X—U T, [2—VP—FH]->[2— —UANDOL—P —E B GME
IE/FIHEJU \/El\b'@._/é 1) E%

FMT MSA.3

TSF 1%, WNERRRAER] 8 2 8 ek 3 20, FI|HE X EITHLATBMENR Y v —7 O HHE% User
972 H UNORMAL &9°5,
AREHIZEI TS TSF AL X7 =— AL LI RT LB THS,

o BE/ KL DR IET—R/Web X—T T, [2—P—EH] > [2— —VANNDZ—P —%H
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TSF 13, FIHE T — 22 AT 20, Zna LR UI-FIAEZ ORI & e > 42 RRE T —2 O
FIGHROPIMEL L THIV Y TH,
ARFEEIZ 42 TSF A %7 = —A%, FDP_ACC.1/FDP_ACF.1 ® TSF A2 47 =—A|ZHEL D,

FMT MTD.1
TSF i%, B H ORI HFE AT —R & AT § 5% BHRER | fkFRAES V- TONERERAEF & 128
i35,

ARBEZBI TS TSF AL X7 = — AL UL FIORTEBYTHD,

o BENIFNL DR EET—R/Web X—IC, [2— P —FH]|>[2—F—UANPLHH DO —HF —%

EIE

TSF 1%, WERFRRER| HEZ OF|HE SR — R 2B B L OHIBR T2 EEL . B & LIS O INERRERER] H
HORHF /AT —R BT/ 5E BRERE 2 LS O AT 2, 7035 1ER T DR RRI TP EREEG
R B ZFRICB 8T DRI O PR AES AL, Bl BR T DR RR I B G ST B RRGER & 2 HIBR D RF
\ZD It Ens,

AREMHIZEI TS TSF AL X7 =— AL LLFIRTEBYTHS,

o BE RO EET—R/Web X—U T, [2— —FH ][ —F — VRN — W —Z 5 E/ME

1E/HIBR

TSF %, ERCITNZ. BLF O TSF 7 — X 2 & B DR BE 2 & BE O IR T8 372,

o /WA —RE () XA A B B O AIZHRAE

o FRBIFERE T ()

H A/ (DZs)
B0 7 R E0 (WA )

H#EiaZ 7o MERE (VA DE /)
TRUANE B/ 2 HIBR)

o AV — N —FRTE BB/ HIBR)

o [P TRLARE (WE)

o A— LGV —N—FRE (FWEDOE/LE)
AREHIZES 5 TSF A2 # 7 =— AL, Table 7.5 | R T LBV TH S,

Table 7.5: FMT MTD.1 |Zf89°% TSF A X7 = —A

B RE AHT = —A

B SAT—REDEE |« BIE SKLOREET—R/Web— T, [V AT LR E] > [EF VT
A TE] [/ SAT —RDE D /INVSAT — R A B

Ak BIFERE S DA 5 « FE SRV DFREET—R/Web_X—I T, [ — P —F > [¥I%
E DG EE B H

A /IR DR RE « FE ARSIV DFREET—R/Web_—I T, [V AT LR E] - [Hlak E]
—[ B /LI E D B FEE 3% E

Bt/ 5 DR E SRV DR EE—R/WebX—I T, [V AT LR E]~[EF 2T

AR E|[EEE R | [ AL — VAR EREOIEE e a sk iE

HEyn 7 7T MEFRIORRGE |« BIE SRV ORBREE—R/Web~—U T, [ —F—FH |- [F)HIE%
ESHER S TN E R B

FTRL AR % P « BB SOV T, [T RU AR H S Sk A/ b 24T
e Web2— T, [T RL AR = [ 7 R L AR5 B s Sk 5/ &

=

FAT

FRREY— R — DR E o BE RV DR EET—R/WebX—V T, [V AT LRE]>[Fv T —
I~ [LDAPRE &> HLDAPRRGE Y — /N — 2B Gk /& 1E /I bR

IP 7 RLADRE  BE SRRV DR EE—R/Web_—T T, [V AT LR E]>[FryhT—
IRE [T bV R E ) SIPvAE % TE

A= JLIEEP— R—DFRIE |+ BE SRV DR ET—R/WebX—U T, [VAT LR E]=[Fv T —
IR E] = [V —E AR E|D[SMTP]Z 7 Dbk &
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FMT SMF.1

TSF 1%, DL FOE P RE A4,

o PERFERER] I 6k dak/HIBR

o N FERERIFHE ORI HE SAT—ROZEH
o NSRRI HE ORI AE a7 A 24D

o PERFERER & ORI A £k

o 0 G DR E
/ANVSRAT—REDEH
T FRRE D ZE
VERRY V—T DR B

H A /REZ) DR E

H &7 7 N O %

T RLURIREDOE PR

o ALY — R — DR IE

o [P T RLADFKIE

o A LiIHEH— N —DRE

DA H

{81 S AN T — 2 DU O EE)

AKBERIZEAS 2 TSE A2 47 = — A%, Table 7.6 (-9 LBV THD,
Table 7.6: FMT _SMF.1 |Zf89°% TSF A2 %7 = —2A

B EE

AHET 2 — R

P EBRRAER] A 0> B da/HII R

 BE SV DREE—R/Web_— T, [2— P —FH] [ —

—UARND D — P — 2B/ R

PNREBAEA & ORI 7 S
V—ROEE

 BE SV DREE—R/Web_—IC, [2— P —FH] [ —H

—UARNPSL—F—ZfEIE

PERRRRER & ORI A RS
A HDEH

« R SRV DR E T —R/Web— T, [2— P —F > [2—W

—UARND DA —Y —Z{EIE

PR RERER & ORI A A&
DEHE

« R SRV DR E T —R/Web— T, [2— P —F > [2—W

—UAND D — P —ZEIE

B/ ISR —REDOZEH

* FMT MTD.IOTSFA L 27 = —A|ZHELD

I FRRE T DAL

* FMT MTD.IOTSFA L 27 = —AIZHEL S

MEFR T V—T7 D% P

o« FE S L DFREET—R/Web_—I T, [ — P —FFL - [HE[RS
V=T VAR OHERR T N —T B G ME L, T3 N —T % T8

AR

A {3/ D% E * FMT MTD.IOTSFAL %7 = —X|ZHEL D
A EEIRDORE * FMT MTD.IOTSFA L ¥ 7 = —AIZHEL D
HEya 7 70 M O E « FMT_MTD.IOTSFA> ¥ 7 = —AZHEL D
15 NG OAREN T —2 D |« FMT MOF.1DTSFA L Z 7 =—AZHEL D
WU LD LB

T RL AR #R * FMT MTD.IOTSFAL X7 = —R|ZHEL S
FOREY — N— D E * FMT MTD.IOTSFA L 27 =—AIZHEL S
IP 7RLADFHTE « FMT_MTD.IOTSFA> ¥ 7 = —AZHEL D

iz

A= VIEEY — N —DRGE

* FMT MTD.IOTSFA L 27 = —AIZHEL S

728, TSF IZAN —UkE S B T 28 B BE AR I L 72\, ARL —URE B RITHE 12T D0 5T

H5,
FMT SMR.1

TSF 1%, %&ENCEIL ., #FR7 /L —" (authority groups) DOFEEEZFF D,
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FLIADMHEIRZ N—7"LU T, BEEEHER (Admin) BEXO=—F—H#EFR (User) &) DD 7 L—7

ZFH | 4% U ADMIN LT UNORMAL (ZHH Y 55, ALIADERRY N— T %A FTITHIR T 52

EIXTERR,

ZHUTINZ | EEFE BN OMHER Y V—T 2R RTRE Ch D, HEFRY NV — T ZAERK T HBE, MIAD =

— WP —HEREET NLEL T, EOEEOH D EHIRTE, £, 77V AR ET — 2 ~DOT 78 A%EB

T&D, LIz >TUFAX (T Y 3 DHERRY W — T ZAERK FTRE TH D,

BFIHAEBEZBHER T L — 1280 Y THZE, BEO, MR Vv —T 2Bk, S, F2I3HIBR 528

X, EEE ISR RETH D,

AREAEIZE % TSF Ao 27 = — R, L FICRTEBYThHS,

o BE RO EE—R/Web X—U T, [2—W —F ][R LV —TVANNOHERS V—T %
BEIE, FR37 N —7% T HEIC R

o FE NIV DOEEET—F/Web X—U T, [2— VP —FH]>[2— —VANNOZ—H —ZEIE

7.6 E{EE/LEH
ARENTIEEID, 6.2.6 BiDMZE FPT BRI BRI ARZ IR 45,

FPT SKP EXT.1

TSF (%, SRR CTH LIRS B84 V- SCCRERMEATY — 1 IR 208, BHEHEZ G2 TORNHE
\ZZ DS B8 % 358 A0 T2 D ORERE AR AL L TR, 72 AR AT Y — LI ER _E I H A
TSN TWD2 BALIZ A FTRETH D,

TSF 1%, X CTHHARN — U HEA SN 58 TR b U TR I MEAEY —2 IZPR1FL, TOE OEJR
ON HHZZDRE BAbEN = AN — DA Fi 2 HH U CHE S8 I 5 L7 U D AR — A R A
FEV—IRFT D0, BEHEZE L2 TORHBIZZNOARN — Vi E Tt A T 720 OFREZ TR L
TV, Fo, EXOARN — USRS TR L TSNS,

TSF (%, XIFRER L MAC 8% 5 Tty a5 VU TR MEATY — TR AFT 203, BEE &5 T
ETOMMAFICZO B a a3 72O OBEEZ SR L TV, Fio, 2ok a ST ETRWT
THRL CHEESNS,

TSF I%, TLS #~7 D7 T A~ —MNitAE AN — UG 58 T 5L L TEBARL — IR AF T D3, 2
DT TAR—NMitEFE AT 72O OEREATRAEL T,

FPT STM.1

TSF I%, FAU_GEN.1/FAU_GEN.2 T/RLTZEEERRANU M A7 LU TRk 5F8. TOE DA
T DI AT INEEA DAR L T H 54795,
AREZRI S TSF A2 47 = — A, FAU _GEN.1/FAU _GEN.2 ® TSF A 47 = —A|ZHEL D,

FPT TST EXT.1
TSF iX, TOE EHEFHZLL T OB 27 AT,

o TPt —JRD~/LAT A ES AAEL TUNVRWNWZ 2 RFE 95728 . RDRAND iy f &0 i L%
ITTDHZLT 256 SALDEEERESYE, ZNEIEFICHAHEDZ L2 MR T D, £7-. DRBG 7’
BEL TUORWZEZRGET D720 RIIROMEFRAARD IR LATV Y, Fidr M ST ELE D — L 722
il T

® DRBG D~ /L AT Ah: NIST SP 800-90A (ZJ:-3% | Instantiate, Generate 331 T8 Reseed DFEHEIZ D
W CBERIRET ARNEL T,

e HBA B 2[RI DT AL B S [E AN E L TN Z e RGET D728, AES ABEEEf
(http://csre.nist.gov/archive/aes/katmet/katmct.htm) D EEENfET AN E1 T,

® TSF A A—UMRRE: TSF 22957 7— AU T IZBAR NN LA RFET D720, av b —F—7
7= LU= TNy 2 (SHA-256), E DD T 7— L0 =771 E 16bit #0R AT 5(F =y 7 L)Z LD
H CRREEZTT ),

YL ED B ETANDOETE T I =T — A SR, TOE (3 Eh& kL, EIRME CEIfEE

EIET 5,
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TSF i%, /»—Rv =7 TSF &7 =7 TSF oA SIL TS, /~N—R7 7 TSF (= hee—JE
L OVHBA B 5 A THY, = bt =D~V AT AN X OVHBA B 5B OT ANMIEY, Thbg
EERCEESE THMBEDOR H AT > CD, Y7 =T TSFIE 77— AU =7 FIZFESILTEY, TSF
AA=TRRREIZEY | TSF FATa—ROERMERRGEL T\ D, E72, TOE B EDEREDHE NIST SP
800-90A 73 H L7 AMD Fiti 2 B R L CUWDA, ZHUE DRBG D~V AT ANZIDfiT=&n5, UL EDZ
LD, TSF BIELKEMEL CWDIEEERET HT-DICT AR+ 07eb D ThHEF 2.5,
ARBEEIZEIT5 TSF A 27 = — AL, UL FITRT LBV THS,

e MFD O ON ({£ENHDOHE IHE [F4)

FPT TUD EXT.1

TSF X, TOE D7 7— A0 T =V ava WG bE e A EHE I, TOE D7 7— AU =7 IIx

LT T — N BT DRE S A LA B E P |\ ZHR LT D,

TSF X, L7 7 —20 =77y 77— et 3 DR, 77T — GO 77— AU =7 OHEIEH %

FRAET % FEEALIA S B 18975, 77~A'7:72M¢<‘: \ZT7 77— L= T 77 AN D—HEL

TSN DT VXV EL DD FCS_COP.1(b)IZHED RSA BAMAEIZLVE FEio vy afié, 7

TT = RO T 7 — LT =T 2 TEEDTREEND FCS_COP.1(c)IZHED SHA-256 DG H/ Ny

P—bRIVEHSN Y2 lERAEL, TOMEN T DI LR MR TLIEICEY, 77 —2T =

7 EIEHEREET D,

ARFNRTBITS TSF Ao # 72— A%, UL NIRRT EBYTHA,

o BERFNDREET—R/Web _X—U T, [AT—HR]| [T 7—LU=T N\—Va b7 7—LbT =
TNN—=Var g bt

o BENRNINORA T F U AT R ~BATL, 77— LU =T Ty 77— N AT

7.7 TOE 77t A
AEITILEIC, 6.2.7 EiDMZE FTA EARICEET 288 A SRR 45,

FTA SSL.3

TSF I, B E v crs A (u&%'JmiE) L7eFIRFIZ DWW, B EDRZIC A By 7o M 25
eI T2, TOM PRFIIEEF TR EINRRTHY, i/ T 10 B, f KT 240 B4 43)

f HDd,

TSF I, Web ~X—TrZ Ay GRBIFRGE) LIZFIHFIZOWT, B EDOKICA By 7o M50
e AR5, ZORFIERENE 300 B (5 2R EE THD,

ﬂi%ﬁﬁ IR 5 TSF AL 47 =— AT, L FITRTERBVTH D,

o BE/ R L/Web _—U T, o — W —FEEH I DR A UTRRE CHEEYE

7.8 EEH/ANA/F vV
AHITIEELZ, 6.2.8 HiDMZH FTP ZAIZEE 9% ZRIARZ Rl ik 9%,

FTP_ITC.1

TSF 1%, &fEHE 1T &5 CHLRGEY — N — | BB — N—_ FTP ' — =B LA L — R —LD
WIEERET D720, ZTNHEMEEITOBRC, FCS_TLS EXT.1 (ZHI~7= TLS1.2 2 H L= & {EHET
YNV EN L CRIEEBMAT D, ZOW1E1E. TOE LEEHE 1T WAL DOLE LONSTHRIE T HIEN T
Do

TSF i%, LA N Orez R 328812, @BEET v L2 0 L CEEHE 1T "G EDBE 2 IG5,
.X‘/}‘U 7uuu \—-:kén%ﬁ)%”nun

o Hitn T —HDL(F

o 77 ANY—R—E(F

e E-mail %2

REMIZBE TS TSF A2 47 2— A%, LTFITRTEBY THD,
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o PRREY— X —LDiEE:
o BESFIL/Web NX— VD — Y — LR TR A B E
o EE Y — " —LDEfE:
« FAU GEN.1/FAU GEN.2 ® TSF A2 ¥ 7 =—AIZHEL D
® FTP H—/\—LDiifE:
* MFD DAX ¥ —a=vNIffaz o ME., BE XL T, [V TNV AFY ], £20F
[FTP/Desktop]| 2257 7 A /L — 3 —ik G A% ¥ L 2 94T
o BERFIVT, [RX2 AN 7 AV T D[EE T DT 7 AN — N —h(FEFAT
o A— L — R —LDi(E:
+ MFD DAX ¥ —a=vNIffaz v hME, BE XL T, [V T NVAF Y], £21H[E-Mail])»
5 E-mail i85 A¥ ¥ 2 FAT
o BE RV T, [RF2 A NI 7 AV T\ DEE T 5105 E-mail 5152 51T

FTP_TRP.1(a) / FTP_TRP.1(b)
TSFE %, LL FDXEHIZ, TOE EDEENEEH DK uE DB TIThNAZ LR FET 57260, EEHEDIEE
INAERRSNLT D,

e V7 AT RETOE D Web ~<X— LD DG 1%, 815 7 — X & SN OIRE T 2 85 G /A
TRt 578  HTTPS W{EMEEA(H 4%, HTTPS W{E1%. VE—NMEHE . £7-13UE—MIH
HNTTAT b ED Web 77 —035 HTTPS 1818 THEfi 7 52& T, TOE @ Web <X—T LD
BB T D, 7747 M BOBIRRFER L OV X CToOVE—ME/EIZ, HTTPS ®E&2 M HL TW»
DB DIHRFEITEIND,

e IFGAT LD T Y Z—RFA3—L TOE LD DIBIE L. 215 SNAEIRT — & 2 IR ) DR i
T 5 EEHEEE AT T 5729 | IPP over TLS M{ERSFEZ 45, UE—MEH A £/213UE
—NEDITAT DT TV r—ar7al o NE BT AR EE N LT, 294 T O~
Yo B —RZA73—=5 IPP over TLS {5 Tt 52 & C. TOE EDE(E =LA 5, 7747 hD
TV B —RTA R =IO FEBIERHE B LT R TOUE—MEEIL, IPP over TLS 1®E&4H FHL T
D E DR FEAITIND,

AREHIZEI TS TSF AL X7 =— AL, L IR T LB THS,
e Web ~X—7 5 TOE #VE— M
e MFD HD 7V H—RT A/ —=NA L AN— /L EFL TS PC D BHIRNZ 521 T

7.9 AL —UREAAE 1
AFTIEEIT, 6.2.9 DS &AM B ICT 2B 2 k45,

FPT KYP EXT.1

A TOE T FCS_KYC_EXT.1 (28T 28T = AL 2R D8 J8ERT 5 L AL — U Th D,

TSF (%, S5 5884 b I BT SRR AT —1 WIS ESCTRAFT 508, AR —
ATIIRAFLR N,

TSF 1%, AN AT —2 NICHERE B8 ChRE BL L7 AR —U#E2 R 17 L . TOE O FEJR ON HR 2
I S8 T B LI LD AR — D ZAE M AT ) — (IR AET DY, NEBARL —IIHRIEL 2R,

FCS KYC EXT.1

K TOE TH#EF =A/1281F% BEV (ZAN—VHETH D, AML-—V 8T, FCS_RBG_EXT.1 (245
RBG CTHRSIZELEZ FIV T 256 By MNECTAREIL, FCS_COP.1(HIZ X5 8kEH: B{ba VT,
FCS_RBG_EXT.1 [Z&% RBG THA ST ELEZ AW TAERR ST 256 B MO SR 58 T 5(k/
TS, Lo T, TSF X, T AL DFEREICIN T, 256 B ML EDEF 27 (5 E 2R L T
YN

AREIEIZEI T2 TSF A 27 = —R T, UL FITRTEBYTHS,

o TOE SR ENFZE% O YIEEH)
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o F{E KNV DOREET—RT, [ AT LRE]=[EF 2V T ARE] = [ NG BE OAEAN T —Z DA
BB b2 21T # . TOE % H )

L.

e MFD O FEJH ON (EENHOE IHS [F4)

FDP DSK EXT.1

TSF 1%, CET —#, Va7 EREBL O TSF 7 — X & BLHIA L A GE7 2 RHERIEA RN — U TH DN
AR —VITEEIAT R, 407 FCS_COP.1(d)IZHEVW I B L L ThBEE AL WAL — bt
AT BRE BT 5,

TAH L AZJEN, FIEDFNETA TOE 2T HZ8128D ., B BkiX B BIICA D bE s,
WHEIARL —IZ L, B BA LSRRI D 0D, BIRBIIZIE, N—T S a T —T NVEDT NARE
HEEIK, TOE 77— AU =7 Z AL 7o 7 — MBIk, BN, TAX L AZ RN LTI T D, K 5bE
DRIk E S ORI S — T v a s BAL T XBIS I, B B LS ESR ISR B SCE T — 4
BLORED TSF 7 — XL & E 720,

A B4 TSF A2 #7 =—A|Z, FDP_ACC.1/FDP_ACF.1 3XOFMT SMF.1 ® TSF A %7 =
—RZHEL D,

7.10 PSTN 7 7 7 A-F > "N — [ D45 B
AETIEEIT, 6.2.10 B S b= HAEE B2 12 B4 A BHHRR 2 kT 5,

FDP FXS_EXT.1

TSF X, 777 A7 ahav e W CHIE T — 2255 232G T84 C, 77 VA UF 2l LTz

WEEEIETS, ZhICEY, TOE D777 AT/F 3, TOE 23 8%f5i LTV % PSTN &Ry b7 — 27 L DD %

VNI — I TV D EARR T DI SN DD &AL,

TOE D777 AVF 1%, 777 ADFERBIOSAE DA HSIL, oD B B TIEFEHIL20,

TOE DMEft3 5777 AET AOMREIL, 77 7 AR ERBLOT 77 AZ(EO A THY, Super G3 71 b=

IBIOG3 Fabav iR —h 5,

TOE O7 77 A VF #&H CEZENTF TSN TODDIET 77 AIE T —ZDHTHY, FIHET —2D

I T FIALET —HDIHEZGTHIENTES, Super G3 7 h2/LBLUNG3 7 abaLbdto7a

h=/U(PPP Z5) %R —hL72WO T MOFIHE T — 2 %1525 T 57 DI HTHI LT TER N,

TOE 777 A VF #&H CIBIEZ1T7208S, 77 7 AEZ BT T AT ED R v =— a5 5 &G

FFNOEE SN TRARWE A IR EYIR 52T FIHE T —2OEZE DM HENLD%

i<,

ABFTBITA TSF Ao Z 72— A%, UL FITRTEBYTHA,

® MFD DAy —=a=yMIFREZ Y ME BB SRV T [ TN T 77 AL I3 [T 77 A0
77 I AEAE AT

o BE KL T, [FR2 AT 7 AV T\ DR T DD T 77 A kG2 FAT

o SN T 7 I AN DIREESNT T 7 VAT — B H AR

7.11 g EEX
ARHEITITEIZ, 6.2.11 HioA T Ta B C2 12T 2B HARZFLR 35,

FDP RIP.1(a)

TSF . L FTDEBY A A=V T —HE FEXHETD,

o Va7 LB DT-DITNERAR — N IA T — R IEENT A A= T — 2% U a7 58 T F-xT
1R EEXHEET S,

o KXo A N7 7 AU TRERBIC IO INTI AR — IR SN A A= T — X% FIHE OBEEIZLD
BIpRSABIC FEXWET S,

EEXIBWTCESIAD T — 4 BLOESAT L, SLEICEA1E EEENRT 740U GRES

FUTND, LA BB BRE N RAE SRV DR ETET—R, £/213 Web N—I T\ [V AT LR E]~[EF=

VT AR B [EEHREIND[T —F ) THERTEOREELLE LT HIENARETHDL, EXALT
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— 2%, &L 0x00~0xFF DINH1DOEZRIRT 52 LM TE D, Fo, FEZIALEHIL, 1~10 [H]

DORITHRETHIENATRET, 1A LICEXIAT T — 2 AR ETHILNTES,

TSF 1% EREOBHEREZTTE DX AL 7T EEIL, RIS THREZIRULL 22, 2N HOHE

L, HAZ L AZBNW [ Ya7 %2 THOBEREZE (Auto Clear at Job End)|EFFIZD,

AREAEICE 5 TSF Ao 27 = — R, L FICRTEBYThS,

e FDP_ACC.1/FDP_ACF.1 ® D.USER.JOB 727 AH[##IlZ 3175 Create/Delete {0 TSF A2 47
= —AIZHELD

e FDP ACC.1/FDP_ACF.1 ® D.USER.DOC 77t Xl 3317 %, Storage/retrieval @ Delete #:{ED
TSF AL Z7 2—AIZHEL D

712 F—H DN
AREITIEEIZ, 6.2.12 BiDA T ar B C3 BT 2B LR ERL b 5,

FDP RIP.1(b)

TSF 1%, /B TEEEOERITGE, WEARN —Y EIZHDHT X TORHAE T —ZBLO
TSF 7 —%% EEXWNETDH, ZOLE PR TAN — VR I D8 S84 A R L . DARTOO ST
BHEATRIE T4, ABSEEIL. £ TOE ZF Bl 5,

AREHIZEI TS TSF AL X7 =— AL, LL IR T LB THS,

o BERFNDERET—R T, [VATLRE]=>[EF 2T AR E= [ NE R OAENT —Z D)
R A VARSY IR K g o

713 AR —U s EAk 2
AFITIEEIC, 62.13 OB —AZE DI ICBIT 2 EH Ok E IR 5,

FCS COP.1(d)
TSF %, FDP_DSK EXT.1\ZfEWFIH#E T —# BLOTSF 7 — 2 %05 BALB L OME 53288, kDX
12179
o [ 5
FCS_CKM.1(b) CARLSAIZ 256 B MR OV AR Z RO 58 E VD,
o 2T I)LTY R L
ISO/IEC 18033-3 THIEIID AES 7/LTYX L BLOY ISO/EC 10116 THESD CBC E—R
WD,
AREMIZEE T2 TSF A% 7 =—A, FDP_DSK _EXT.1 ® TSF AL %7 = —AIZHEL D,

FCS COP.1(f)

TSF |%, FCS_KYC EXT.1 |[ZHEH8ERT b B L OME 5O, EFE FCS_COP.1(d) ERIERIZAT,

AREMRIZEAT A TSF A2 47 = — A%, LTI RTEBYTHS,

o TOE X ENF % O YIEIEH)

o BE RNV DB EET—RT, [VAT LR E]=[EF 2T AR E] = MENE B OARENT —ZDF)
UL ORI F24T1% . TOE % F L E)

e MFD O EJ ON ({5 FEHDE IHE [F155)

714 PRESTIRTE
AREITIEEID, 6.2.14 BiDIRIRAN—RZEMA: D2 (2R3 ERHARZTEIR 35,

FCS TLS EXT.1

TSF i%, TLS i#{§ &L T TLS1.2(RFC 5246)% 4K —h 9%,
TSF 73 TLS {5 (2B W TH AR —h 58K 5 A/ —R~X TLS_ RSA WITH_AES 128 CBC_SHA,
TLS RSA WITH AES 256 CBC_SHA, TLS DHE RSA WITH AES 128 CBC SHA,
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TLS DHE _RSA_WITH_AES 256 CBC_SHA, TLS RSA WITH_AES 128 CBC_SHA256,
TLS_RSA_WITH_AES 256 CBC_SHA256, TLS DHE RSA WITH_AES 128 CBC_SHA256 3L\
TLS DHE RSA WITH AES 256 CBC_SHA256 T2,

TSF X, FCS RBG_EXT.1 B3X N FCS_CKM.1(a)lZfEV Y, TLS #{F CHWA T — R —fE s O
BAgEA LR T2,

TSF i%, FCS_COP.1(a)iZf€\ >, TLS {5231 (5 7 — X DI 5B LOME 54179,

TSF &, FCS_COP.1(b)IZfV >, FTP_ITC.1 T~ § B ffH— N —L 0 TLS l{F 128\ T, Yr— S —FiEH
ERRFEAETTO,

TSF I%. FCS_COP.1(c)3BX TN FCS_COP.1(UIHEV, FETE Ny o ZIC LD Ay — VBT =
(HMAC)% H\ 7= TLS 152179,

AR5 TSF A2 ¥ 7 =—A %, FTP_ITC.1 @ TSE AL X7 = —AIZHEL D,

FCS HTTPS EXT.1

TSF I%, TOE LU —NMEBHH LOMD@E(E B L TOE LVE—MIHF LOROEEIC
FTP_TRP.1(a)33 X O} FTP_TRP.1(b)iZHE 7=/ SAZ 4235728 RFC2818 (T @

FCS TLS EXT.1 (ZH|»7= TLS Z'vhaL%ffi H L7= HTTPS 15 &1 375,

TSF i%, VE—MNEBEF F13VE— WJEH%L iof&f%?‘/% PC Lo Web 777 —7>5 TOE @

Web ~— L CHERLE SR DM T .TOE &279A47 >~ PC LD T TLS WIE DI T
—arwESLLUT-1% . HTTPS #13 %Eﬁﬁ%‘é
74T 2k PC 6D TOE D Web ~_— 2 BT 55 BIFRFER LT R TOYE—MEEIZH LT,

HTTPS 113 23 S5,
AEIICRITS TSF A2 47 = —Al, TICRT LB THD,

e Web ~X—75 TOE #VE— MfE

FCS COP.1(g)

TSF X, FIPS PUB198-1 |ZHE X472 The Keyed-Hash Message Authentication Code 354X FIPS
PUB180-3 |ZHIE 4172 Secure Hash Standard Z7ii7= 9", AvE—U X A V= ANEN 160 By NCHEE
160 £+ HMAC-SHA-1, £7203 Ay — VX AV 2 AMEN 256 £y b Tk 256 £ R
HMAC-SHA-256 (2160, $Ef &Ny o T2 3D Ay — VR8G5 (HMAC) &2 W28 E 2179,
N7, FCS_COP.1(e)ZHED SHA-1, F721E SHA-256 DRF 5/ o o T —E 2R&fE L, /N
vaftia it T 5,

o REN(Z[95 TSF A X7 =—Al%, FCS_TLS _EXT.1 ® TSF A 47 =—AIZHEL 5,

715 &g T 77 —h
ARHITITEIZ, 6.2.15 HiDBEIR N —RZA: D3 (2R DB ARZFLl 35,

FCS_COP.1(c)

TSF iZ, FPT_TUD_EXT.1 53X FCS TLS EXT.1 ([ZBIF 5w afEDFEIZ, ISO/IEC
10118-3:2004 (2 &% SHA-1, F£721% SHA-256 (ZHE TR By v 77— A% 5,
ARFEMIZBI T2 TSF A2 47 = —A%, FPT_TUD_EXT.1 8XWFCS_TLS EXT.1 ® TSF > X7 =—
AIZHEC D,
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8 ft&

RECHE, BB LA ERETT,

8.1 Z Pk

A ST THRL TWDIERAELL TR,

[NIST SP800-90B]

“Recommendation for the Entropy Sources Used for Random Bit Generation”,
Second DRAFT, January 2016, NIST Special Publication 800-90B

[Intel 2014]

“Intel® Digital Random Number Generator (DRNG) Software Implementation Guide”,

Revision 2.0, May 2014, Intel Corporation
https://software.intel.com/en-us/articles/intel-digital-random-number-generator-drng-soft

ware-implementation-guide

[Rambus 2012]

“Analysis of Intel's Ivy Bridge Digital Random Number Generator”,

March 2012, Cryptography Resarch a division of Rambus
http://www.rambus.com/wp-content/uploads/2015/08/Intel TRNG_Report_20120312.pdf
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AES Advanced Encryption Standard
BEV Border Encryption Value
CC Common Criteria
CM Configuration Management
CPU Central Processing Unit
DRBG Deterministic Random Bit Generator
ES Entropy Source
FIPS PUB 197 Federal Information Processing Standards Publication 197
HBA Host Bus Adapter
HCD Hardcopy Device
HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol
HTTPS HTTP over SSL/TLS
I/F Interface
IP Internet Protocol
IPP Internet Printing Protocol
IPP-SSL IPP over SSL/TLS
IT Information Technology
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code
MFD Multifunction Device
MFP Multifunction Printer, Multifunction Peripheral
NIC Network Interface Card, Network Interface Controller
NVS Nonvolatile Storage
OS Operating System
PC Personal Computer
PP Protection Profile
PSTN Public Switched Telephone Network
RBG Random Bit Generator
ROM Read Only Memory
SAR Security Assurance Requirement
SFR Security Functional Requirement
SSL Secure Socket Layer
ST Security Target
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
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