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Abstract

In manufacturing industries including automobiles, FTA, FMEA, DRBFM, etc. are broadly used as a risk extraction and management
tools. In this presentation, | would like to explain that by applying STAMP / STPA to a risk management method, we can extract and
manage hazards and risks not only from mechanical point of view but also control point of view. In addition, here we suggest a
framework which is enable us to manage not only technical risk but also schedule risk by visualizing the causes / measures / task
progress / schedule of each risk and hazard together.

Display Plant Status

GEARBOX

[ICONDENSER | (Plant Status)

GEARBOX
(Plant Status)

CATALYST

REFLUX
VAPOR

WATER
Functions
Described

REACTOR

Close WATER

Figure 3 Function of each component is described on Control Structure Diagram

Figure 1 is a Control Structure Diagram introduced from “STAMP / STPA Intermediate Tutorial”. In addition to the control command
(Open / Close WATER / CATALYST) to the controller (COMPUTER), the function of each component is also specified.
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Figure 4 In reference to guide word, UCAs and risks are extracted from control command and function respectively.

In Figure 2, the UCA for each control command is extracted (green) using the guide word of STPA and the risk (red) of each function
is extracted from the physical viewpoint (stress from the environment, component aging / deterioration) . In Figure 3, the extracted
UCAs are applied to the FMEA format, and the impact analysis (RPN), causes, measures, tasks are arranged.
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Figure 5 FMEA Table with STAMP/STPA applied

Countermeasures are taken against risks that are heavily influenced by the FMEA table and broken down to specific work tasks. By
visualizing and managing the tasks with the person in charge, the deadline, and the progress (Figure 4), it is possible to manage risks
“certainly” at the development site while balancing other schedules.
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Figure 6 Visualizing of countermeasure tasks on the whole development schedule
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