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2.1

Introduction

document describes the specifications for the block cipher SC2000. The algorithm has 128-bit
inputs and outputs and 128-bit, 192-bit, and 256-bit keys can be used.

Symbols and Notations

Notation

Basically, the following rules are used for notation:

2.2

For input/output variables, a,b, ¢, d, e, f, g, and h and these characters subscripted with a number
(al etc.) are used.

For primary variables, ¢, 7,s,t,u, v, w, z,y, and z and these characters subscripted with a number
(s0 etc.) are used.

The number of bits in a variable is expressed by each variable superscripted with a decimal
number enclosed by parentheses as a(*). For 32-bit variables, the number of bits is omitted as a.

A bit within a variable is expressed by a variable a subscripted with a decimal number as ao.

(4)

For example, second highest bit of variable a is expressed as a; .

A list or an array of variables is expressed by parenthesized variables each of which is separated
by a comma such as (a,b,c,d).

For a list or array of variables such as (a,b), a is called the first entry, and b is called the second
entry.

A table is expressed by its name followed by []. For example, the extended key table is expressed
as ek[].

Lowercase characters are used to express the name of a table of variables; uppercase characters
are used to express the name of a table of constants. For example, the extended key table is
expressed as ek[], and a 4-bit S-Box table is expressed as S4]].

A function is expressed as ‘output variables = function name (input variables)’. Tables can be
used as input/output variables.

A number without a prefix expresses a decimal number, and a number prefixed with 0x expresses
a hexadecimal number like as 0x01234567.

Operators and Operator Symbols

XOR is the exclusive-or of two variables and expressed as @ & b, and in figures, expressed as &.

AND is the logical product of two variables and expressed as a A b, and in figures, expressed as
A.

OR is the logical sum of two variables and expressed as a V b, and in figures, expressed as A.

NOT is an operation that inverts all bits of a 32-bit variable and expressed as b, and in figures,
expressed as b.

ADD is an operation that applies modulo 232 operation (a + b (mod 23?)) to the result of
addition of two 32-bit variables and expressed as a H b, and in figures, expressed as H.



e SUB is an operation that applies modulo 2%? operation (¢ — b (mod 2°?)) to the result of
subtraction of two 32-bit variables and expressed as a Hb, and in figures, expressed as B.

e MUL is an operation that applies modulo 23% operation (@ x b (mod 23%)) to the result of
multiplication of two 32-bit variables and expressed as a ® b, and in figures, expressed as X.

¢ Rotate left one bit is an operation that rotates a 32-bit variable left by 1 bit ((ag,a1,---,a31) —
(a1,a2, -+,a0)) and expressed as a <1, and in figures expressed as <.

e A repeat operation is expressed by ‘for’ statement like as the C language, where 7 and n are used
as loop variables.

A conditional branch is expressed by ‘if’ statement like as the C language.

2.3 Endian

Big-Endian is used as Endian, where the highest bit is the 0-th bit. For example, a(*) = 10 is expressed
as (a$,a{",a$" o) = (1,0,1,0).

3 Data Randomizing Specifications

3.1 Encryption Function

Explanation

The encryption function executes encryption. The encryption function consists of the following three
functions: I function, B function, and R function, each of which has a (32 bits x 4) input/output.
Among these three functions, the I function XORs the key and the B and R functions stir the data.
The encryption function for a 128-bit key consists of 14 rounds of the I function, which XORs the
key, and as data randomizing, 7 rounds of the B function and 12 rounds of the R function, totaling 19
rounds. The encryption function for a 192-bit or 256-bit key consists of 16 rounds of the I function,
which XORs the key, and as data randomizing, 8 rounds of the B function and 14 rounds of the R
function, totaling 22 rounds. Each function is executed in the order of I-B-I-R X R - - - repeatedly. For
two consecutive functions, the output (a, b, ¢, d) of the function in the preceding round is passed to the
next round as the input (a,b, ¢, d). However, for two consecutive R functions, the output (a,b,c,d) of
the function in the preceding round is passed to the next round as the input (¢,d,a,b). For a 128-bit
key, fifty-six 32-bit extended keys are used; for a 192-bit or 256-bit key, sixty-four 32-bit extended
keys are used.

Syntax
(e, f,g,h) = encrypt(a,b,c,d,ek[ ], KeyLength)
Input
a,b,c,d : 32-bit data
ek[ ] : 32-bit extended key table
KeyLength : Key length(128/192/256)
output

e, f,g,h : 32-bit data



Processing
50,10, u0,v0
sl,tl,ul,vl) = I_func(s0,t0,u0,v0, ek[0], ek[1], ek[2], ek[3])

= (a,b,c,d)
$2,12,u2,v2) =

( )

( )

( ) = B_fune(sl,t1,ul,v1)

(83,13,u3,v3) = I_fune(s2,12,u2,v2, ek[4], ek[5], ek[6], ek[7])
(s4,t4,ud,v4) = R_func(s3,13,u3,v3, 0x55555555 )
(s5,t5,ub,v5) = R_func(ud, v4,s4,t4, 0x55555555 )
(s6,16,u6,v6) = I_func(sh,t5,ub,v5, ek(8], ek[9], ek[10], ek[11])
(s7,t7,u7,v7) = B_func(s6,16,u6,v6)

(58,18, u8,v8) = I_func(s7,t7,u7,v7,ek[12], ek[13], ek[14], ek[15])
(89,19,u9,v9) = R_func(s8,t8,u8,v8, 0x33333333 )
(10,%10,%10,v10) = R_func(u9,v9,s9,19, 0x33333333 )

(529,129,u29,v29) = R_func(s28,128,u28,v28, 0x33333333 )
(30, 130,u30,v30) = R_func(u29,v29,s29,¢29, 0x33333333 )
(s31,231,u31,v31) = I_func(s30,t30,u30,v30, ek[48], ek[49], ek[50], ek[51])
(32,132,u32,v32) = B_func(s31,¢31,u31,v31)
(s33,133,u33,v33) = I_fune(s32,132,u32,v32, ek[52], ek[53], ek[54], ek[55])
if (KeyLength! = 128) {
(s34,134,u34,v34) = R_func(s33,33,u33, v33,0x55555555 )
(535,135, u35,v35) = R_func(u34, v34, s34, 134, 0x55555555 )
(836,136,u36,v36) = I_func(s35,t35,u35,v35, ek[56],ek[57], ek[58], ek[59])
(s37,137,u37,v37) = B_fune(s36,136,u36,v36)
(538,138, u38,v38) = I_fune(s37,37, u37, v37, ek[60], ek[61], ek[62], ek[63])
(e, f,9,h) = (538,138, u38, v38)
} else {
(e, f,g,h) = (333,133,u33,v33)
}

Configuration
The following lists the entire configuration of the encryption function. Symbols used in the configu-
ration are as follows:

| Symbol | Meaning |
(in) Input
(out) Output
I I function
B B function
R5 R function with mask = 0x55555555
R3 R function with mask = 0x33333333
- Straight connection (a,b,¢,d) — (a,b,c,d)
X Cross connection (a,b,c,d) — (¢,d,a,b)

Configuration for 128 bit key:

(in)-I-B-1-R5 X R5-1-B-1-R3 X R3-1-B-1-R5 x R5-1-B-1-R3 X R3-1-B-1-R5 X R5-1-B-1-R3 X R3-1-
B-1-(out)

Configuration for 192/256 bit key:

(in)-I-B-I-R5 X R5-1-B-1-R3 X R3-1-B-1-R5 x R5-1-B-1-R3 X R3-1-B-I-R5 X R5-1-B-1-R3 X R3-1-
B-I-R5 X R5-1-B-I-(out)
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Figure 1: Encryption function (128-bit key)



3.2 Decryption Function

Explanation

The decryption function executes decryption. The decryption function consists of the following three
functions: I function, B! function, and R function, each of which has a (32 bits x 4) input/output.
Among these three functions, the I function XORs the key and the B~! and R functions stir the data.
The decryption function for a 128-bit key consists of 14 rounds of the I function, which XORs the key,
and as data randomizing, 7 rounds of the B~! function and 12 rounds of the R function, totaling 19
rounds. The decryption function for a 192-bit or 256-bit key consists of 16 rounds of the I function,
which XORs the key, and as data randomizing, 8 rounds of the B~! function and 14 rounds of the R
function, totaling 22 rounds. Each function is executed in the order of I-B~!-I-R x R - -- repeatedly.
For two consecutive functions, the output (a, b, ¢, d) of the function in the preceding round is passed to
the next round as the input (a, b, c,d). However, for two consecutive R functions, the output (a,b, ¢, d)
of the function in the preceding round is passed to the next round as the input (¢,d, a,b). For a 128-bit
key, fifty-six 32-bit extended keys are used; for a 192-bit or 256-bit key, sixty-four 32-bit extended
keys are used.

Syntax
(e, f,9,h) = decrypt(a,b,c,d,ek| |, KeyLength)

Input

a,b,e,d :  32-bit data

ek[ ] : 32-bit extended key table

KeyLength : Key length (128/192/256)
Output

e, f,g,h : 32-bit Data
Processing

if (KeyLength! = 128) {
(s38,138,u38,v38) = (a,b,c,d)
(537,137, u37,v37) = I_func(s38, 138, u38, v38, ek[60], ek[61], ek[62], ek[63])
(836,136,u36,v36) = B~!_func(s37,t37,u37,v37)
(535,135, u35, v35) = I_func(s36,136, u36, v36, ek[56], ek[57], ek[58], ek[59])
(s34, 134, u34, v34) = R_func(s35, 135, u35, v35, 055555555 )
(s33,133,u33,v33) = R_func(u34,v34, s34,134, 0x55555555 )

} else {
(s33,133,u33,v33) = (a,b,c,d)
}

(s32,132,u32,v32) = I_func(s33,133,u33,v33, ek[52], ek[53], ek[54], ek[55])
(s31,131,u31,v31) = B~ _func(s32,132,u32,v32)

(s30,130,u30,v30) = I_func(s31,t31,u31,v31, ek[48], ek[49], ek[50], ek[51])
( ) =

( ) =

— e’ e e S N’

529,129, u29,029) = R_fune(s30, t30, u30,v30, 0x33333333 )
528,128, u28,v28) = R_func(u29,v29,529,129, 0x33333333 )

R_fune(s10, 110, w10, 10, 0x33333333 )
R_fune(u9,v9,9,t9, 0x33333333 )

(9,19,u9,v9) =

(s8,18,u8,v8) =

(s7,17,u7,v7) = I_func(s8,18,u8,v8, ek[12], ek[13], ek[14], ek[15])
(86,16, u6,v6) = B~'_func(s7,t7,u7,v7)

(s5,t5,ub,v5) = I_func(s6,16,ub,v6, ek[8], ek[9], ek[10], ek[11])
(s4,t4,ud,v4) = R_func(sb,t5,ub,v5, 0x55555555 )
(s3,13,u3,v3) = R_func(ud, v4,s4,t4, 0x55555555 )
(s2,12,u2,v2) = I_ func(s3 3, u3,v3, ek[4], ek[5], ek[6], ek[7])
(s1,t1,ul,vl) = B~!_func(s2,t2,u2,v2)

(s0,10,u0,v0) = I_func(sl,tl,ul,vl, ek[0], ek[1], ek[2], ek[3])

(e (

, f,9,h) = (s0,10,u0,0v0)



Configuration
The following lists the entire configuration of the decryption function. Symbols used in the configu-

ration are as follows:

‘ Symbol ‘ Meaning ‘

(in) Input
(out) Output

I I function

B! B~ function

R5 R function with mask = 0x55555555

R3 R function with mask = 0x33333333

- Straight connection (a,b,c,d) — (a,b,c,d)

X Cross connection (a,b,c,d) — (¢,d,a,b)

Configuration for 128-bit key:
(in)-1-B='-1-R3x R3-I-B~1-I-R5 x R5-1-B~1-I-R3 x R3-I-B~1-I-R5 x R5-I-B~'-I-R3 x R3-1-B~-
I-R5 x R5-1-B~'-I-(out)
Configuration for 192-bit or 256-bit key:
(in)-I-B71-I-R5 x R5-I-B~'-I-R3 x R3-I-B~1-I-R5 x R5-1-B~'-I-R3 x R3-I-B~'-I-R5 x R5-1-B~ -
I-R3 x R3-1-B~'-1-R5 x R5-I-B~1-I-(out)
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Figure 2: Decryption function (128-bit key)
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3.3 [ function

Explanation
The I function is given four 32-bit variables and four 32-bit extended keys as inputs, and it outputs
four 32-bit variables. Each input data is XORed with the extended key. The extended key is input
only to an I function.
Syntax
(e, f,g,h) = I_func(a,b,c,d, ka, kb, ke, kd)
Input
a,b,c,d : 32b-it Data
ka,kb,ke,kd : 32-bit Extended key data
Output
e, f,g,h : 32-bit data
Processing
e=adka
f=bkb
g=cPkc
h=dokd

P+—ka P+—kb P+—ke P+—kd

e f g h

Figure 3: I function
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3.4 R function

Explanation

The R function is a Feistel-type data randomizing function having four 32-bit variables as the input
and the output. The R function inputs the third entry and the fourth entry (¢,d) of the input data
and the constant data mask to the F function, and it XORs the two outputs from the F’ function with
the first entry and the second entry (a,b) of the input data.

Syntax
(e, f,9,h) = R_func(a,b, c,d, mask)
Input
a,b,c,d 32-bit data
mask 32-bit constant
Output
e, f,g9,h 32-bit data
Processing
(s,t) = F_func(e,d, mask)
e=aPs
f=bot
g=-c
h=d

R a b d
32| 32 mask 32 32
|
<> 32 32 !
Mo 32 F—func 32 ®
\\w
32| 32 32 32
A
e f h

Figure 4: R function
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3.5 F function

Explanation
The F function is given two 32-bit variables and constant as inputs, and outputs two 32-bit variables.
The F function processes two variables with the S function and the M function respectively and then
processes the two outputs with the I function.
Syntax
(¢,d) = F_func(a,b, mask)
Input
a,b : 32-bit data
mask : 32-bit constant
Output
c,d : 32-bit data
Processing
s = S_func(a)
s = M_fune(s)
t = S_func(b)
t'= M _func(t)
(¢,d) = L_func(s',t', mask)

a b
F 32 32
S func S func
32 32

M func M func

32 32
L_func <« mask
32 39
A A
c d

Figure 5: F function
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3.6 S function

Explanation
The S function is a 32-bit input/output nonlinear function. The S function splits the 32-bit input
into 6 bits, 5 bits, 5 bits, 5 bits, 5 bits and 6 bits. The 5" function then looks up the 6-bit S-Box table
S¢ with the original 6 bits if there are 6 bits; it looks up the 5-bit S-Box table S5 with the 5 bits if
there are 5 bits. The function then aligns individual outputs in the same order to generate 32 bits.
Syntax
b= 5_func(a)
Input
a : 32-bit data
Output
b : 32-bit data

a

32

S

sIEIEIEIRIE)
132

b

Figure 6: S function

Processing
q® = (ag,...,as5) /*Extract 6 bits 0 to 5 of a*/
(5) = (ae,...,a10) /*Extract 5 bits 6 to 10 of a*/
®) = (ay1,...,a15) /*Extract 5 bits 11 to 15 of a*/
(®) = (age,...,a90) /*Extract 5 bits 16 to 20 of a*/
(5) = (ag1,...,a25) /[*Extract 5 bits 21 to 25 of a*/
v(®) = (aze,-..,a31) /[*Extract 6 bits 26 to 31 of a*/

~ o 3

2

q'®) = Sﬁ[q(G)] /*Look up the 6-bit S-Box S¢*/
r/(5) = ,5‘5[r(5)] /*Look up the 5-bit S-Box S5*/
s'06) = 55[5(5)] /*Look up the 5-bit S-Box S5*/
#(5) = 55[t(5)] /*Look up the 5-bit S-Box S5*/
') = 55[u(5)] /*Look up the 5-bit S-Box S5*/
v'(®) = Sg[v(®)] /*Look up the 6-bit S-Box S¢*/

(boy---,bs) = ¢'® /*Store 6 bits in bits 0 to 5 of b*/
(bey...,b10) = () /*Store 5 bits in bits 6 to 10 of b*/
( )= ') /*Store 5 bits in bits 11 to 15 of b*/
(bigy--.,b0) = ') /*Store 5 bits in bits 16 to 20 of b*/
( ) =u'®)  /*Store 5 bits in bits 21 to 25 of b*/
(bag,...,b31) = v'(6) /*Store 6 bits in bits 26 to 31 of b*/

14



3.7 M function

Explanation
The M function is a 32-bit input/output linear function. The M function considers the input as a
vector of 32 entries of 1 bit and multiplies it with the M-table as (32,32)-matrix of 1 bit.
Syntax
b= M_func(a)
Input
a : 32-bit data
Output
b : 32-bit data
Processing
b=0;
for (i =0;7 < 32504+ +) {
/* If the i-th bit of a is 1, XOR b with the i-th row of the M-table */
if (a; ==1)b="0b3 M[i]
}

Yo
|a0a1a2o...... a31|>< :|b0b1b2.l..... b31
M matrix b

32x32x1bit

Figure 7: M function
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3.8 [ function

Explanation
The L function is given two 32-bit variables and a constant as inputs and outputs two 32-bit variables.
The L function outputs two data by processing 2 input values (a, b): (1) (¢ AND constant) XOR b
(2) (b AND (NOT of constant)) XOR a
Syntax
(¢,d) = L_func(a,b,mask)
Input
a,b : 32-bit data
mask : 32-bit constant
Output
c,d : 32-bit data
Processing
imask = mask
s = a A mask

t = b A imask
c=s53Db
d=1t%a

a b
32 32
mask A A\ mask
MDe .
32T ?32
c d

Figure 8: L function

16



3.9 B/B~! function

Explanation

This function converts four 32-bit inputs into thirty-two 4-bit values with the 7" function, each of
which is processed with the 4-bit S-Box table S4. This function then recovers the output values into

four 32-bit values and outputs those values with the 7! funciton. The B~! function uses S4i, which
is the inverse of the 4-bit S-Box table 94 .
Syntax
(67 f7 g7 h) = B_func(a7 b7 C7 d)
(e, f,9,h) = B~ _func(a,b,c,d)
Input
a,b,e,d :  32-bit data
Output
e, f,g,h : 32-bit data

Bt b fBY O OfO§
T func T func

4] 4] 4 4 4] 4] 4 4

® e 00 00 ® o0 0 00 E

4| 4| 4| 32 S-Boxes 4 4| 4| 4| 32 S-Boxes 4
T *func T func

ooy ooy

e f g h e f g h

Figure 9: B/B~! function

Processing
B_funec: B~'_func:
(50(4),51(4), ...,331(4)) = T_func(a,b,c,d) (50(4),51(4), ...,531(4)) =T _func(a,b,c,d)
104 = S4[s0(4)] 104 = S4i[s0(4)]
114 = §4[s1(4)] 114 = §,4i[s1(4)]
311 = §4[s31(4)] 3114 = §4i[s31(9)]
(e, f,9,h) = T _func(t0®, 1114, .. 131(4) (e, f,9,h) = T _func(t0®, 1114, .. 131(4))

In the program implementation, the 7 and T~! functions can be written as a loop by merging them
as follows:

17



B_func:
for (i1 =0;7 < 32504+ +) {
/*begin T-func*/
s = a;
0 i
( ) — b,
( ) — ¢
( ) — d;
/*end T-func*/
1) = §,[s¥]
/*begin T~1-func*/
(4)

e; = 1y

fi =1
gi = 1"
h; = tgl)

/*end T~'-func*/

18

B~ _func:

for (¢ =057 < 3254+ +) {
/*T-func*/
(4) _

Sy = a;
0,
sgl) =¢
&y
1) = §4i[s()]
/*¥T~1-func*/
€ = t( )
Ji=1 @
9i = t( )



3.10 T/T-' function

Explanation
The T function considers four 32-bit values as a (32,4)-matrix of 1 bit. The T function converts the
matrix into the transpose, a (4,32)-matrix and then converts it into thirty-two 4-bit data values. The
T~ function is the inverse function of 7. The T~! function considers thirty-two 4-bit data values as
a (4,32)-matrix and then converts the matrix into the transpose, a (32,4)-matrix and then converts it
into four 32-bit data values.
Syntax
(50(4), s14) .. 531(4)) = T_func(a,b,c,d)
(e, f,9,h) = T™' _func(t0® 11 . 131(4))

Input

a,b,c,d 1 32-bit data

0,11 4314 . 4bit data
Output

s0W 514 s314) . 4bit data

e, f,q,h :  32-bit data
Processing

T_fune:

80(4) = (80(()4)750£4)75024)7505’)4)) = (G’O’bo’co’do)

(4)

31(4) = (31(()4),8154),819),813 ) = (alablacladl)

s314 = (s31{! ,5315 ), 53109, 531Y) = (as1, ba1, ea1, da1)

T _fune:

e = (eg,€1,...,€31) = (tO(()4),t1(()4), ,t31(()4))
J = oy frsees far) = (100,110,131 ()
9= (90,91,-,931) = (tog ),tl( ) ,t3lg4))
h = (ho,h1,.... ha1) = (104", 114" ),_._,t31g4>)

T == m o T_l e e
a—’:ao::af'az"””" ‘a3]| £ .tég)lt()(‘;):té;):tdg):
bbby e eee By o 1T
c—>.00::c:'°2"""" ot WCIN :t 0! 4): ;1). o1

d_’do" 1d2d31 f

117 } .
64) fl) é4) s3 i4) !

1312113 f‘;. 3 ﬁ?t3i;‘. 3 f"

T

e f g h

Figure 10: T/T~! function
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4 Key Schedule Specifications

4.1 Entire Configuration of Key Schedule

Explanation
The key schedule generates fifty-six 32-bit extended keys (for 128-bit key) or sixty-four 32-bit extended
keys (for 192-bit or 256-bit key) from the secret key. The key schedule is a function consisting of the
intermediate key generation function and the extended key generation function. For a 256-bit key,
the key schedule splits the 256-bit secret key into eight 32-bit user keys uk[0],...,uk[7]. The highest
32-bit of secret key is set to uk[0] and lowest its 32-bit is set to uk[7]. For a 192-bit key, the key
schedule splits the 192-bit secret key into six 32-bit user keys uk[0],...,uk[5] like as 256-bit key,
then the function expands the 6 user keys to 8 user keys by uk[6] = uk[0] and uk[7] = uk[l]. In
the same way, for a 128-bit key, the key schedule splits the 128-bit secret key into four 32-bit user
keys uk[0],...,uk[3], then expands the 4 user keys to 8 user keys by uk[4] = uk[0], uk[5] = wk[1],
uk[6] = uk[2] and uk[7] = uk[3]. From the user keys uk[], it generates the intermediate keys imkeyl]
with the intermediate key generation function and then executes the extended key generation function
to generate 32-bit extended keys ek[]. As a result, fifty-six extended keys are generated for a 128-bit
key, and sixty-four extended keys are generated for a 192-bit or 256-bit key length.
Syntax
(ek[]) = make_keys(uk[], KeyLength)
Input
uk| ] : 32-bit user key table (4 for128-bit key, 6 for 192-bit key, 8 for 256-bit key
KeyLength : The length of the secret key (128/192/256)
Output
ek[] : 32-bit extended key (56 for 128-bit key, 64 for 192-bit or 256-bit key)
Processing
if (KeyLength == 128) {
uk[4] = uk[0]
uk[5] = uk[1]
uk[6] = uk[2]
uk[7] = uk[3]
} else if (KeyLength == 192) {
uk[6] = uk[0]
uk[7] = uk[1]

}
(af J,6[ ][ ],d[ ]) = make_imkeys(uk[ ])
(ek[ ]) = make_ekeys(a[ ],b[ ],¢[ ],d[ |, KeyLength)

4.2 Intermediate Key Generation Function

Explanation

This function generates twelve 32-bit intermediate keys from eight 32-bit user keys.
Syntax

(a[ 1,8 ], [ ],d[ ]) = make_imkeys(uk[ ])

Input
uk[] : eight 32-bit user key
Output
al ,b] ],¢[ ],d[] : Intermediate key tables (three for each table)
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Processing
for (1 =0;71<3;i++){

ali] = M _fune(S_func((M_fune(S_func(4i)) B M _func(S_func(uk[0])))®
(M _fune(S_fune(uk[1])) X (¢ + 1))))

b[i] = M _fune(S_fune((M_fune(S_func(4i + 1)) B M_func(S_func(uk[2])))®
(M _fune(S_func(uk[3])) R (i + 1))))

c[i] = M _fune(S_fune((M_fune(S_func(4i + 2)) B M_func(S_func(uk[4])))®
(M _fune(S_funec(uk[5])) X (¢ + 1))))

d[i] = M _fune(S_fune((M_func(S_func(4i + 3)) B M _func(S_func(uk[6])))d
(M _fune(S_func(uk[7])) X (¢ + 1))))

4i uk[0] uk(1] 4i+1 uk[2] uk[3]

| S_func || S_func || S_func| | S_func || S_func || S_func|

|M_func | |M_func ||M_func | |M_func | |M_func | |M_func |

H i+l Hoi+l
- =
S_func S_func
qi] i={012 bli] i={0,12}
4i+2 ukl4] uk[5] 4i+3 uk[6] uk[7]
| S_func|| S_func|| S_func| | S_func|| S_func|| S_func|

|M_func | |M_func | |M_func | |M_func | |M_func | |M_func |

H i+l ~H i+l
D+ D~
S _func S _func
[i] i={0,1.2} di] i={0,1,2}

Figure 11: Intermediate key generation function
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4.3 Extended Key Generation Function

Explanation

This function generates fifty-six 32-bit extended keys from twelve 32-bit intermediate keys for a 128-bit
key; and also generates sixty-four 32-bit extended keys for a 192-bit or 256-bit key. The symbol |a]
means the largest integer not grater than a.

Syntax
(ek[ ]) = make_ekeys(a[ |,b] |,¢[ 1,d[ |, KeyLength)

Input

al ,0[ ],¢[ ],d[] : Intermediate key tables (3 for each table)

KeyLength :  The length of the secret key(128/192/256)
Output

ek[] : 32-bit extended keys (56 for 128-bit key, 64 for 192-bit or 256-bit key)
Processing

if (KeyLength == 128) num_ekey = 56
else num_ekey = 64
for (n = 0;n < num_ekey;n + +) {
s=mn (mod9)
t=(n+[n/36]) (mod 12)
X = Order[t][0]
z = Indez[s][0]
Y = Order[t][1]
y = Indez[s][1]
Z = Order[t][2]
z = Indez[s][2]
W = Order][t][3]
w = Index[s][3]
ekln] = (X[z] <) BY[y]) @ (((£]z] «1) BW[w]) «1)

}
Xy Yy Order (abcd) Index (i)
t | XY ZW S|IXy zw
Olabcd 0/000C
l1|(badc 111111
2|lcdab 2|12 2 2 2
3|dcba 3]0101
4 lacdb 411 2 1 2z
5|bdc a 5/2 0 2¢C
6 |cabd 60 2 0 2
71dbac 71101 C
ek[n] t=(n+n/36J) mod 12 8ladbec 82121
9|bcad
s=nmod9 10lc b d a
11|d ac b

Figure 12: Extended key generation function
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5 Table

The following shows the tables used by functions for the cipher:

5.1 Data Randomizing

Sel64] = {47,59,25,42,15,23,28,39,26,38,36,19,60,24,29,56,
37,63,20,61,55, 2,30,44, 9,10, 6,22,53,48,51,11,
62,52,35,18,14,46, 0,54,17,40,27, 4,31, 8, 5,12,

3,16,41,34,33, 7,45,49,50,58, 1,21,43,57,32,13};

Ss[32] = {20,26, 7,31,19,12,10,15,22,30,13,14, 4,24, 9,18,
27,11, 1,21, 6,16, 2,28,23, 5, 8, 3, 0,17,29,25};

S.[16] = {2, 5,10,12, 7,15, 1,11,13, 6, 0, 9, 4, 8, 3,14};

Ssif16] = {10, 6, 0,14,12, 1, 9, 4,13,11, 2, 7, 3, 8,15, 5};

/* M-Table */
M[32] = {0xd0c19225,0xa5a2240a,0x1b84d250,0xb728a4al,

0x6a704902,0x85dddbe6,0x766ff4a4,0xecdfel28,
Oxafd13e94,0xdf837d09,0xbb27fab52,0x695059%ac,
0x52a1bb58,0xcc322f1d,0x1844565b,0xb4a8acf6,
0x34235438,0x6847a851,0xe48c0cbb,0xcd181136,
0x9a112a0c,0x43ec6d0e,0x87d8d27d,0x487dc995,
0x90£fb9b4b,0xa1f63697,0xfc513ed9,0x78a37d93,
0x8d16c5df,0x9e0c8bbe,0x3c381f7¢c,0xe9fb0779};

5.2 Key Schedule

Order Index

t | X Y Z W S|xX y z W
0Ola b ¢ d 00 0 0 O
1/b a d c 111 1 1 1
2 lc d a b 212 2 2 2
31d ¢ b a 3]0 1 0 1
4 la ¢ d b 411 2 1 2
5|b d ¢ a 512 0 2 0
6 |c a b d 610 2 0 2
71d b a ¢ 711 0 1 0
8 la d b ¢ 812 1 2 1
9!b ¢ a d

10/ c b d a

11|d a ¢ b
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6 Speedup Techniques

This subsection describes the techniques to speed up the cipher. The optimum processing can be
realized by selecting a speedup technique corresponding to the platform on which the cipher is imple-
mented.

6.1 Data randomizing
6.1.1 Aligning tables

In the explanation of the S function in Section 3.6, 5-bit and 6-bit S-box tables are looked up by
(6,5,5,5,5,6). However, executing the table lookup by (6,10,10,6) or (11,10,11), which isobtained by
jointing two consecutive S-boxes into a new one, speeds up the operations because the number of table
lookup is reduced.

6.1.2 Composing functions

In the F function, the S function, the M function and the L function are executed individually in
this order. However, the S and M functions can be composed because both functions execute table
lookups. In this case, creating the table S5_M(5-bit input, 32-bit output) or Sg_M (6-bit input, 32-bit
output) by composing two tables can reduce the number of table lookups, leading to a speedup of
operations. Also, creating the table S5_M _L(5-bit input, 64-bit output) or Sg_M _L(6-bit input, 64-bit
output) by composing the L function can realize a further speedup. The technique can be used with
the table composing described in Section 6.1.1. In this case, a table such as S10-M or S11_-M_L is
used.

6.1.3 64-bit processing

Speedup of the I function and the R function can be realized by collectively executing 64-bit processing
of two pairs of 32-bit input/output values instead of processing of four 32-bit input /output values. For
the I function, the number of key table readings can be reduced. For the R function, 64-bit processing
can be realized by composing the S function, the M function and the L function as described in
Section 6.1.2.

6.1.4 Bitslicing

The B/B~! function can execute Bitslicing by expressing the S, table in logical form. Bitslicing
enables an aggregate processing of thirty-two S-box lookups, leading to calculation speedup. For
example, the B and B~! function can be expressed in logical form as shown in the following:

Syntax
(e, f,9,h) = B_fune(a,b,c,d)
(e, f,9,h) = B~ _func(a,b,c,d)

Processing
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B_func() B~ _fune()
t1="> tl=cad
t2=aVvd t2=t1Vb
t3=cEt2 t3=12% ¢
t4 =11 ANt3 t4=1t3ANa
e=dotd th=¢
6=1t2de 16 =1t5Vb
tT=a®b 17T=1t65d
t8 =16 V{7 e=171Ht4
f=cot8 18 =a 16
t10 =c A t3 19 =18Vvd
t11 =116 t10 g=196b
t12=chp t4 t10=cD g
113 =16 A t12 t11 =110V t4
h=1t7&113 t12 =111 A ¢9
t15=cVh f=tl26e
g=1t11¢t15 t13=166dg¢g
t14 =13 A t1
h=t14% a

6.2 Key Schedule
6.2.1 Preliminary calculation of constants

The intermediate key generation function includes a part that processes the constants (47,47 + 1,4¢ +
2,41+ 3) {¢ = 0,1,2} by using the S function and the M function. Since this part is independent of
the key value, preliminary calculation of the twelve values such as M _func(S_func(47)) can reduce
the amount of calculation.

6.2.2 Reuse of values

The intermediate key generation function includes a part that processes the values uk[0] to uk[7] by
using the S function and the M function. Since this part is independent of the key value, saving
the calculated value of M_func(S_func(uk[0])) to M _fune(S_func(uk[7])) can reduce the amount of
calculation because recalculation is not required even if the 7 value is updated. Using the technique
and the preliminary calculation of the constant described in Section 6.2.1 can reduce forty-eight
calculations of § function and M function to twenty.

6.2.3 Alternate processing for multiplication

The intermediate generation function has multiplication, but only multipliers 1,2 and 3 are provided.
Therefore, using additions in place of multiplication may sometimes speed up the calculations.
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7 Test Vector

This section lists the intermediate keys, extended keys, and intermediate value test vectors for the
128-bit key in the cipher. The values after processing each function are indicated here.

KEYSIZE=128

KEY=0x00000000000000000000000000000000

InterMidiateKey:

A[0]=0x1E13B607, A[1]=
B[0]=0xFFECA80A, B[1]=
c[0]=0x968A7468, C[1]=
D[0]=0x79FA438A, D[1]=

ExtendedKey:

0x8037CF49, A[2]=0xT7A1DC8C8
0xF2062F0C, B[2]=0x224A06EC
0x064C0837, C[2]=0xDF864B05
0x937B7E58, D[2]=0xE4ABD855

EXKEY[0]=0x5A215E97, EXKEY[1]=0x2511C596
EXKEY [2]=0x005B7B29, EXKEY[3]=0x05038ED3
EXKEY[4]=0xD6AC0212, EXKEY[5]=0xFF7F916B
EXKEY[6]=0x91685E19, EXKEY[7]=0xF529FOED
EXKEY[8]=0xFB2704AA, EXKEY[9]=0x12399574

EXKEY [10]=0xB3EO65AB,
EXKEY[12]=0x1D1F4FE9,
EXKEY [14]=0xD19B0A98,
EXKEY[16]=0xD8EEBBBS5,
EXKEY[18]=0x409687CF,
EXKEY [20]=0x12FCEC43,
EXKEY[22]=0x77507089,
EXKEY [24]=0xCEA35202,
EXKEY [26]=0x56E2D16B,
EXKEY [28]=0x6F5A3D80,
EXKEY [30]=0x75F71B60,
EXKEY[32]=0x3226E7FB,
EXKEY [34]=0x1D42352C,
EXKEY[36]=0xA7392344,
EXKEY[38]=0x3C317191,
EXKEY [40]=0xEC4CB923,
EXKEY [42]=0xAF7CCC12,
EXKEY [44]=0x8B60307F,
EXKEY[46]=0x920D093E,
EXKEY [48]=0x5B41E2ES5,
EXKEY[50]=0x12E28AB1,
EXKEY[52]=0x830E156C,
EXKEY [54]=0xB8D8C053,

EXKEY[11]=0x7AF0674C
EXKEY[13]=0xDOCB45B9
EXKEY[15]=0xD80DDC82
EXKEY[17]=0xA5A601B4
EXKEY[19]=0xECBA0704
EXKEY[21]=0x57728321
EXKEY[23]=0x9954BAB1
EXKEY[25]=0x22F904B3
EXKEY[27]=0x49F5CF61
EXKEY[29]=0xAOE27CAB
EXKEY[31]=0x0893A481
EXKEY[33]=0x71A8BC68
EXKEY [35]=0xD383B20B
EXKEY[37]=0xBCC151C8
EXKEY[39]=0x41AFC455
EXKEY[41]=0x4813D88F
EXKEY[43]=0xE16A317F
EXKEY [45]=0x86C032C0
EXKEY[47]=0xA244E311
EXKEY [49]=0x4D08C78C
EXKEY[51]=0xB8F8B742
EXKEY[53]=0x5D757A55
EXKEY [55]=0x286BB72E

PT=0x00000000000000000000000000000000

Encrypt

I :0x5A215E97 0x2511C596 0x005B7B29 0x05038ED3
B :0x5F6BAEBB 0x7F238044 OxA5CDE028 0x7F30CB41
I :0x89C7ACA9 0x805C112F 0x34A5BE31 0x8A193BAC
R5:0x62F7FCOC 0xB31028AA 0x34A5BE31 0x8A193BAC
R5:0x6D990BE6 0x4A4C5B16 0x62F7FCOC 0xB31028AA
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:0x96BEOF4C
:0xCF685F7F
:0xD2771096
:0xE42994F4
:0xA1248C59
:0x79CA37EC
:0xB47E840B
:0xA6826848
:0xE3DFED88
:0xC3192C59
:0xODBA7ESB
:0x3C5BCCO2
:0x5301F112
:0x8A48F64F
:0xCAD86200
:OxF8FE8SFB
:0x2F10C6B2
:0x8829E5F6
:0x86C215CB
:0x33CAE854
:0xDF865177
:0x313EC90E
:0xBASEF971
:0x0A182874A
:0x78CDCB6D
:0x238C2988
:Ox79EAAFCF
:OxFAE4BAA3

0x5875CE62
0x0FC84888
0xDFO030D31
0x01FOE344A
O0x85E78E06
0x20418FB2
OxFDOOE8C4
OxAA726BES5
Ox45AEO1FF
OxEA3FF103
0xC8C6F5BO
0x40C1870C
O0xEO023FBA7
0x9CB676B1
OxFB78A8DF
0x8AD0O14B7
Ox65E5502E
0xD92401E6
0xC234FC75
0x849E683C
0xCC8DBOB3
0xF6552C2C
0x70951EEC
OxF53200CF
Ox865DE218
0xCB552594
0xE607BE95
0xBB72C4CO

0xD1179937
0x78D47833
0xA94FT72AB
O0xA94FT72AB
0xE42994F4
0xA4BF133B
0x6B34AB67
0x1C64DBEE
0x1C64DBEE
OxE3DFED88
0xB53D3CE3
0x7240B788
0xO7B7ACES8
0xO7B7ACE8
0x8A48F64F
0x970AC363
0xC2243A2F
OxFE154BBE
OxFE154BBE
0x86C215CB
0x29BED9D9
OxOAADB211
0x98A0BB2F
0x98A0BB2F
0x0A18287A
0x18FAA2CB
0xD86164F6
0x60BOA4AS

OxCOEO4FE6
OxDESDC1AE
0x06501D2C
0x06501D2C
0x01FOE344A
OxED4AE44E
0x100BCB3A
0x895F718B
0x895F718B
Ox45AEO1FF
OxOC5BCESE
0xC45CBOA6
0xCCCF1D27
0xCCCF1D27
0x9CB676B1
0x4F35C4BA
0xA2019005
OxE3AE5450
OxE3AE5450
0xC234FC75
0x235ECDOA
O0x19CBF595
OxBB8F1684
OxBB8F 1684
O0xF53200CF
0x4DCAB78D
O0xECD91C1C
0xC4B2AB32

CT=0xFAE4BAA3BB72C4C060BOA4A5C4B2AB32

Decrypt

I
B
I

I
B
I

I
B
I

I
B
I

:0x79EAAFCF
:0x238C2988
:0x78CDCB6D
R3:
R3:
:0x313ECO0E
:0xDF865177
:0x33CAE854
R5:
R5:
:0x2F10C6B2
:0xF8FE85FB
:0xCAD86200
R3:
R3:
:0x3C5BCCO2
:0xODBA7ESB
:0xC3192C59
R5:
R5:

O0x98A0BB2F
OxBABEF971

OxFE154BBE
Ox8829E5F6

0xO7B7ACES8
0x5301F112

0x1C64DBEE
0xA6826848

O0xE607BE95
0xCB552594
Ox865DE218
OxBB8F1684
0x70951EEC
0xF6552C2C
0xCC8DBOB3
0x849E683C
OxE3AES5450
0xD92401E6
Ox65E5502E
0x8AD0O14B7
OxFB78A8DF
0xCCCF1D27
OxEO23FBA7
0x40C1870C
0xC8C6F5BO
OxEA3FF103
0x895F718B
OxAA726BES5

0xD86164F6
0x18FAA2CB
0x0A18287A
0x0A18287A
0x98A0BB2F
OxOAADB211
0x29BED9D9
0x86C215CB
0x86C215CB
OxFE154BBE
0xC2243A2F
0x970AC363
0x8A48F64F
0x8A48F64F
0xO07B7ACE8
0x7240B788
0xB53D3CE3
OxE3DFED88
OxE3DFED88
0x1C64DBEE

O0xECD91C1C
0x4DCAB78D
0xF53200CF
0xF53200CF
OxBB8F 1684
0x19CBF595
0x235ECDOA
0xC234FC75
0xC234FC75
OxE3AE5450
0xA2019005
0x4F35C4BA
0x9CB676B1
0x9CB676B1
0xCCCF1D27
0xC45CBOA6
OxOC5BCESE
Ox45AEO01FF
Ox45AEO1FF
0x895F718B
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:0xB47E840B
:0x79CA37EC
:0xA1248C59
:0xA94F72AB
:0xD2771096
:0xCF685FTF
:0x96BEOF4C
:0x6D990BE6
:0x34A5BE31
:0x89CTACA9
:0x5F6BAEBB
:0x5A215E97
:0x00000000

OxFDOOE8C4
0x20418FB2
O0x85E78E06
0x06501D2C
0xDF030D31
0x0FC84888
0x5875CE62
0x4A4C5B16
0x8A4193BAC
0x805C112F
0x7F238044
0x2511C596
0x00000000

0x6B34AB67
0xA4BF133B
0xE42994F4
0xE42994F4
0xA94F72AB
0x78D47833
0xD1179937
0x62F7FCOC
0x62FTFCOC
0x34A5BE31
OxA5CDEO028
0x005B7B29
0x00000000

0x100BCB3A
OxED4AE44E
0x01FOE344A
0x01FOE344A
0x06501D2C
OxDESDC1AE
O0xCOEO4FE6
0xB31028AA
0xB31028AA
Ox8A193BAC
0x7F30CB41
0x05038ED3
0x00000000

PT=0x00000000000000000000000000000000
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