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https://support.microsoft.com/en-us/kb/245030
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HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥SSL 2.0¥Server
"DisabledByDefault"=dword:00000001
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥SSL 3.0¥Server
"DisabledByDefault"=dword:00000001
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥TLS 1.0¥Server
"DisabledByDefault"=dword:00000001
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HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥TLS 1.1¥Server
"DisabledByDefault"=dword:00000001
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HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥SSL 2.0¥Server

"DisabledByDefault"=dword:00000001
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥SSL 3.0¥Server

"DisabledByDefault"=dword:00000001
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥TLS 1.0¥Server

"DisabledByDefault"=dword:00000001
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥TLS 1.1¥Server

"DisabledByDefault"=dword:00000001
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HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥SSL 3.0¥Server

"DisabledByDefault"=dword:00000001
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥SSL 2.0¥Server

"DisabledByDefault"=dword:00000001
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4 il @ Strict-Transport-Security
flE : max-age=31536000; includeSubDomains
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| max-age=31536000; includeSubDomains
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Cipher Suites in TLS/SSL (Schannel SSP)
https://docs.microsoft.com/en-us/windows/win32/secauthn/cipher-suites-in-schannel
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TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P521
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384
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https://www.nartac.com/Products/I1SCrypto/
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TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256,TLS_ECDHE_RSA_ WITH_AES_128

_GCM_SHA256,TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_RSA_
WITH_AES_256_GCM_SHA384,TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,TLS_DHE
_RSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA2

56,TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256,TLS_ECDHE_ECDSA_WITH_AES 2

56_CBC_SHA384,TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,TLS_ECDHE_ECDSA

_WITH_AES_128 CBC_SHA,TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA,TLS_ECDHE_
ECDSA_WITH_AES_256_CBC_SHA,TLS_ECDHE_RSA WITH_AES_256_CBC_SHA,TLS_D
HE_RSA_WITH_AES_128 CBC_SHA,TLS_DHE_RSA WITH_AES_256_CBC_SHA
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TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_RSA_WITH_AES_256
_GCM_SHA384,TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256,TLS_ECDHE_RSA_
WITH_AES_128_GCM_SHA256,TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,TLS_DHE
_RSA_WITH_AES_128 _GCM_SHA256
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TLS_DHE_RSA_WITH_AES_128 GCM_SHAZ256,TLS_ECDHE_ECDSA_WITH_AES_128 G
CM_SHA256,TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256,TLS_DHE_RSA_WITH_A
ES_256_GCM_SHA384,TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE
_RSA_WITH_AES_256_GCM_SHA384,TLS_RSA_WITH_AES_128 GCM_SHA256,TLS_RS
A_WITH_AES_256_GCM_SHA384,TLS_DHE_RSA_WITH_AES_128 CBC_SHA,TLS_ECDH
E_ECDSA_WITH_AES_128 CBC_SHA256,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA2
56,TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA,TLS_ECDHE_RSA_WITH_AES_128_
CBC_SHA,TLS_DHE_RSA_WITH_AES_256_CBC_SHA,TLS_ECDHE_ECDSA_WITH_AES_
256_CBC_SHA384,TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384,TLS_ECDHE_ECDS
A WITH_AES_256_CBC_SHA,TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,TLS_RSA_
WITH_AES_128_CBC_SHA256,TLS_RSA_WITH_AES_128 CBC_SHA,TLS_RSA WITH_A
ES_256_CBC_SHA256,TLS_RSA_WITH_AES_256_CBC_SHA
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https://www.ipa.go.jp/security/ipg/documents/tls_server_config_20200707.pdf
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