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186 VI rIOI7EHMOMBEEOIMKEWIZET SEFREADXE

. YVIrII7HROMEHEOIEWNCET IERZEEEALS

VIO I7EGOMEHEEOIIRWLICET SEEEZEE L LT, IS0/IEC
29147:2014 (vulnerability disclosure). ISO/IEC 30111:2013
(vulnerability handling processes) h\#R#&bEchE L1=,

Sk, HABRDOARU AN T O—NIILEBEERAZRSBEICIE. ChoDE
FAREICH T SEMNEFVET, AKX, BAORAEEHZFICEL
T. BEEANSHEEMEXISICET 2MBAICOVWTHAZERSIAIGEE. N
VAL L TCEBMZEICKHE LT AH - A ZEITo- TSI L AT L L
T. ABLGEENEONDILEEZONTET,

Ff-. BEOHRBEDARHR) O—Z2RKTEH LT, KERBOHHERFD
MRBVEAFTEFT,

2. EFBEEOME

ISO/IEC 29147:2014 XV 7 b I 7ERIZHFEDHIERE (BREAKE. £
SAVHY—ERBESE 4 (VSR fEAVE 4 DHSR) F£xiEd., U
T IRUE] EWVS,) DOIEFHEEICEAT A EDODY EY GHEM L DHESE
HIZBEHT HBEHMDZE. 1 —HICHT HMEBEREKDT FNA P VEHRE) %
HMELTWLWET, —A. ISO/IEC 30111:2013 (IR F DN TOHHETFERRIKZLY
D70t R (MHEHEDKRIE. BEHEENKORAKESE) OIEHEFRBLET,

NoDEFRZROEICRLET,
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(HFT : ISO/IEC 29147:2014 % JTIZ4ERK)

3. FEHRtFxa) T4 BHER/NA—rF— v TEEREEDRERZ

INLOEREZEEE. BFREX2) T BHER/NA— b —>y TORMEHA
LHBLT, KELFEOFREBEEIHYFEFEA. LEA-T, FHREXFa )T
1 BEEZERNN— F—29THARSA4Y (UTF PHAESA2) £
5.) IR THESEMHZMYZ O TULBIRN AL ERIZEICHIGT S &HT
HETY,

f=1= L. ISO/IEC 29147:2014 ~DXIGIZDLNTIE., ML LANJLTEEIT AN
EFEENEHINTVWET, I T, REHTIE, PHA FSAVITHELT
WBRUAHISO/IEC 29147: 2014 IZHHIEL K S5 LT HIGRICEETREE
HIZODWTHELFET,
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LTI, ShoDFEMIZDOLTEHRBALET,

1N #5409 —ERX
ISO/IEC 29147:2014 12812 A2 54 o —EX | IZ2DOWTOEE %5 H

LET,
%8 nE
3 Terms and 3.4 online services
definitions service which is implemented by hardware, software, or a

3 AEELESR

combination of them and provided over a communication |ine or
network

Note 1 to entry: The vendor of an online service may also be
referred to as a service provider. Online services are similar
to products in that both are primarily software systems. Two
main distinctions are that a service often appears to users as
a single instance of software and that users do not install,
manage, or deploy the software, but they only use the service
A F US4 Y—ER

N—FOIT7, YILOI7. RIFZTOEAEHLEICK>TEES
. BERKEIERY FO—OBHBATREREINSIY—EX

FE1 AUSAUY—ERDARUAE, Y—ERTONA FEER
heZéEHb, AU Y—EREERIE. MEBELBLEICYT L
DIFVATLTHDHIEWVLWOIRTUTWS, MBEOELGEWNL, —
EXEA—HFITESTIDDY I RITITDLSIZRZDENIR
ELA—HREYIENIITOA VR =)L, BE, XIZERAZT
¥, Y—ERXEZFATLHEITEVNS0THD,

5.5
Vulnerability
disclosure
process
summary

5.5 MEssMEL
Ho7OotExm
EZ8

5.5.4 Release phase

The vendor deploys the remediation. In an online service, the
vendor deploys the remediation and documents the event.

55,4 27z —X
RUFEHRHEKRERRAT 5. 72054 0 H—ERDFE. NUAExEK
ZREAL. TOBRITOVTXEILL CTREHELTHET %

(HFT : ISO/I1EC 29147:2014 % JTIZ4ERK)

KD IAFHDEENDS, AUFAVH—ERDEEEICF. V50 REE
E.ECE—NLBEE, YV IYAM MNEEBENEENET, 05109 —E
ADHZE. PHA R4 U EIIRHERDERULDOEMAHEROTLELA P,
LML, o540 —ERBEEMNMTSHADERT ISO/IEC 29147:2014 %t
IZRYBTIEE. BBENREEALEZIEIZOVT, XELEHELT

2pdLy TR ZERLTLADITTIEAL,
B EAANERFEREEOEENREL-FAEENHIBEIE. ZREEEHILET E-0. AK%E

BELTLS,
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BRYZENLEENTT, SHIZYVSYREEEDEE. BEOIABRE~ADSE
BLEEEL. YVIFYIT7OEHIZOWTIIEZFICEAMT A ENEETT,

(2) MRBHEARKRY >—
I1SO/IEC 29147:2014 &1+ 5 THRFEMEARAKRY) o—]1 [TOWTOREZSIA
LET,

& - & atSS

6 Vulnerability | 6.1 General

disclosure Vendors should define their responsibilities in the
policy vulnerability disclosure policy. Vendors should publicize

considerations | their vulnerability disclosure policy or point to an existing
6 a5/ BA7R | public vulnerability disclosure policy.

Jo—IZBAd 5 | 6.1 HIE

R RUBF, BRBEARKR) O —IZBIT2EEEZEET IVELDH
b5, NUAE. BEDOEHEEAMKRY >—F0KT S, £ LLIE,
BEO—RMAEHRBEARKR) S —2RITBELH D,

6.2 Minimum policy aspects
A vendor should create an overall vulnerability disclosure
policy, but they may choose to publicize only select sections
if the internal policy contains sensitive information. A
vulnerability disclosure policy should, at least, include
information about the fol lowing.

a) How the vendor would |ike to be contacted
Vendors who adopt a policy of vulnerability disclosure will
typically offer a security website or page. This website/page
provides information on the vendor’ s accepted method(s) for
receiving vulnerability information from a finder.
Contact information might include one or more of the

fol lowing:

1) E-mail address; (ffI5RIZEEK)

2) Phone number ;

3) Web form.

(UTFTE2 A MILDAHIRFE)
b) Secure communication options
c) Setting communication expectations
d) Information that would be useful when submitting a
possible vulnerability report

e) Out-of-scope services

f) How submitted reports are tracked
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6.2 VERDOR) —DER

RO FRBELRAR) O—FFKET HH. R —I MG TER
FECILEHDHO. 2RATIDEZEDO—FHEZIFELTEHKLY,
RESEHELARRY O—F, PECLELUTOREREZED D -
a) EQXINITRNUATEZLTRLLD
MESSERARRY O—FHAT IR AL, —RYICEXF2)T4D
DY A FOR—DERET L, SOV THA M R=DEFER
ENOMBHEIEREZIET HE=HITNUEANEHI=-H%K GEHAEN)
[CEET A1EHmEIRILT 5, MEEEE. RO—IEBEBLULEHD &
MEFELLY:

NDEFA—ILTEFLR

2) BEEES

NHTTIA—L
b) EXaT7H@EEATa
c) PEINDPYEY DA
d) MeSEHEBONLIEHEZTOBITKRILDOAREELH L 1EHR
e) SEENDY—ER
f) BHEZESHL>TEMT 5N

6.3 Optional policy aspects
A vulnerability disclosure policy may contain multiple
optional elements.
a) Credit to finder
b) Synchronized public disclosure
c) Distribution
6.3 AT aF iR —DER
MESEMARR) O—IZE. BEROAF T a VEREZEHTH KL,
a) EFRBEDUR
b) —HARD R
c) B2

(HFT : ISO/I1EC 29147:2014 % JTIZ4ERK)

PHARSA T, RUFICHRBUELAFR) D—DEREZROTLEEA
A, ISO/IEC 29147:2014 TI&, MEBUELRARY) S—ZRKET S &P, TD—
MEzAFIT A EZROTVET,

LMo T, RUFHEoMDERT ISO/IEC 29147:2014 IS IZER Y #L

- RS ARARY O—ERKEL, TO—M"E/RATEHL

- EBHARRY O—I2lF. RUFTADERAE. X2 T7HEEA T3
V. PRSNDPYRY DA, ESEEERDONIEHETSRICKRID
ATREEN H AR, SEENDY—EXR, BHEESP-TEMT 50 %S

W ECETORATANENHAH L VAR DL H D=0, RTEHEBRITHMTT B,
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HbHZE
NEFENFT, FTERVIADERAEFILRATILENHSTLELI, F
f=. MESEHELRRY O—D—MZELRAT S LICKY . KEENSEEMRBEMN
NEITHohAaREELEFEYET,

THIT, BHHEONBBES MEOR L FDBRBT HERICABEINATINS
T—REBZoNSH. T3 LEGEORIEICOVTEHLMNEHEET LT
BLRETLL I,

Q) MDD ZE
I1SO/IEC 29147:2014 (& 1+ 5 THeFEMEDZME] [COVWTOEREZSIALE
ERS

7 Receipt of 7.3 Acknowledgement of receipt from finder or a coordinator
vulnerability | The vendor should respond to a vulnerability report within the

information time period specified in the vendor’ s vulnerability
7 ME55141E#R | disclosure policy. It is recommended that an acknowledgement
D24 of receipt of a vulnerability report be provided to a finder

within seven calendar days.

1.3 HREEBOREKEN L DZREDMHER

RUAE, BEDOMEEEARKRY O—0Fh THRE L-HRLAIIC, |
BHEOREIZHNT S, MHEMREHZZELI-E0ERE. KREIIC
XLETTBHLURIZITS ZEMNERESIND,

(P : 1SO/I1EC 29147:2014 % JTIZ4ERK)

ISO/IEC 29147:2014 > T2%H] 1F. EDABRICFERET. HICRELEE
ERIETHEEZIELTCVET, &AM, IPATIE, ZIELEEZHRRAEIC
BIET D RIEERK] EWSERAHYFIA, ChAERELFET., CDED
BERETEALITARIITI CENEENFE T,

Liz> T, RUAHRISHDERT ISO/IEC 29147:2014 3 F(ZH Y #A 2>
BE. T, BBELRARY O—CBIY, ERECRHEKEN SHRBEDREH
ERITHFERANNLGEOZRAET AL, TDOLT, RBUHEDEHZREL
=BRICIE. RIELEEZ THLURICRET A ZEABELLGY ET,

B, A, EAGEORBRBOIRRIE, G LWATREENHDID T,
BEMNDLETY,

(4) RS
ISO/1EC 29147:2014 [2H 15 THREIARU S| [2DWWCTOEREEEZ5IALET,

=

=8 AR
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5.4
Stakeholders
5.4 FIEMR
&

5.4.3 Intermediate Vendor

An intermediate vendor gets a subsystem from a vendor and uses
it to supply a system or service (or a combination of both) to
a user (or another intermediate vendor). Typical examples are
the fol lowing:

a) system houses that use a PC and an operating system to add
their own healthcare administration software and sell the
combined system to a medical doctor (maybe together with a
maintenance contract) ;

b) telecommunication providers that supply a mobile phone
together with a service contract.

5.4.3 RS

FRERVA(E, RUAMLYITVRATLEAFL, ThEF-L-TIUR
TLXFY—ER (RITEAHADEAHAEHE) 21— (RIItbD R
RNUR) ICR#ET S, BEMNLGHITIEIRDELSBEELDOLHS :

1) PCXHOOS EBHDAIWRTTERY I b T7EEHE. gL
VAT LEEMICKRTET S (RFRML—MICIRHTEHILE) VR
S NAYY.S

2) ERBEARLY—EXZNEELE TRET IBESTESE,

7 Receipt of
vulnerability
information

1 HESE1EIEHR

= A
O34

7.5 On-going communication with finder

Vendors should evaluate the reported issue and make a
determination whether it represents a vulnerability or not.
The vendor should inform the finder and coordinator, if
involved, on the results.

An intermediate vendor should check whether it can decide on
the potential vulnerability on its own or needs to involve the
vendor it got the related subsystem from. If another vendor
needs to be involved in the decision and if this delays the
response, the intermediate vendor should inform the finder
and/or the coordinator about this fact and about the further
processing

1.5 HRELDETHOPLYERY
RUFIEEHEZT-FEEFM L. MBESEENZT I THRUONZHIETL
BEINIEESHEWN, RUFE, FHRIZSOVWTEREIC (H LIRS
MEE L TONITRFEEEICE) MoE 5,

PR A (X, BEMZHRBHEICEAL TCTEETHETESH., BEET
BYITVRTLEEALEARUAEZEEZADBLELRH LM, BRELAE
FTNIEE ST, HORVFDEEEREL L, ZOOHICEZHIE
n3iG5E. PFRRVAFRRES LU/ XIFABREICZDEERLS
BOEHAHIZDWLNTHSE S,

(HFT : ISO/I1EC 29147:2014 % JTIZ4ERK)

PRIND S LE, 1—FEHEEEET BNV FOMIAET 5 FTH

Y, Sler ¥ 5 —AZATHIHEEL. HARAHNVIH

ZETLHEELHY

FY. EAF, BHARBT ST Y b T+ —LLETRHD/NA— b F—H Y —
EXZT2>TWAT7T—RIBZETHEEZAONTT . KFEDAVFITHEAY
FERDARMENH A=, PFRNVEIADEF(F, REMIZER DT EHEA
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NDEFLEZDIENTEFET, AI—FPREEHNCRZIDDIEFHRN AL
DT, TNONHIETRERMEAZREICT S EITEREVZET,

PHA RSA4UTIE, THERUA] #2BELTHELT., dERUAITKRO S
NAHEJIGIZDOVWTHHARL TULWER A,

LML, RUEAASAMDIEBAT ISO/IEC 29147:2014 TG ICER Y D 1EE
21X, RUAE, FERVATRO NSt (MESFEORBEOLIY 721+, it
DRUFELEDFBZTS L. RAEE - ABRBBEICHARRREESEOEDAIC
DWTEHRAT S &) ITRYMBO ZENEENFT,

2L, RV AL L THOR UV TDBEMZERSIBE. TNLICBHODM
BURMCEEZEHATLIDEHL <. ERICEIRMICEZERFTTDHITEEFLII LN
ZWEEZONTT, TNTH, VI3V RFEEZIZELH-TIK, /A= b F—mIT
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£E 2 RBHEAEKRY) O —DEH

MESSEABEARY) o —I%. 1SO/IEC 29147:2014 @) Annex B ®” B.1 Sample
vulnerability disclosure policy” [ZHITRESNTULEM, BRIZCERSDA Y
IHLBRENTVEEFIERONS, UTIZTENLDSEFZERT,

BmCisco; “Security Vulnerability Policy”
http://www. cisco. com/web/about/security/psirt/security vulnerability p
olicy. html

BmIBM; “Report Security Vulnerabilities”
http://www-03. ibm. com/secur ity/secure—engineering/report. html

BmMicrosoft; “Coordinated Vulnerability Disclosure”
http://technet. microsoft. com/en—us/security/dn467923. aspx

M Salesforce. com;
[E— LA T7A—R + Ky b LDMEEHERER >—]
https://www. salesforce. com/ jp/company/disclosure. jsp
[Force.com ISVEFa )T L Ea—]
https://developer. salesforce. com/page/JP:Security Review

BHAARDX,; THESEHFERNFYTR) O—]
https://cybozu. co. jp/company/security-policy/

WA EER;, TEIZITIL—TICH TR RMEHEIFROBARIOELR ]
http://www. hitachi. co. jp/hirt/publications/hirt—-pub10008/index. html

WGMO R/\7R;  THESSMEER&HIE )
http://pepabo. com/contact/vulnerability_reporting/
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TEGEAFEERITIC, EHEEAREBROEZELVAROFIRICOVTAHEHZ
TTEHTT,

(T4 MEEED-OOMHEMERGHA K1 °
DI THA MEEERITIC. 7 TH A FOMHEERROBES OIS
WDFIEZBRNT HEMTY,

(794 MEEBEEDO-ODORBERGHA K] ©
VI THA FOBEICRDIARITIS.MARTIEMARIZDTFTY T THA b
DIEBFUEREDRA » FEBNT HEHTT,

X2 ) TAIBELED-HOMBERGHA K1 ®
TERFICEVWTHERVATLDEF L) T+ EEZELT HAMEITIC, e
MRHRDERNGTEZ R ERBNT HERTY,

MH# S X T LRAED-OOMEHEMEREHA K1 B3 "°
THOTZ U MIBHHHHRATLOEA - BERAZT5CX0RER - &
BEOARITIZ, £F2 T4 AROEBENSEBN T HEHTT,

(BEE&E ]
TR AFRBFERFESESTETAES VI VI 7HRFOMRBIEREER
H]ICRHT D EUIRIRTE
BER YT oI 7EFREHEEFRNIRELE] [TELESI, FIIZED
LbNT-&RTY,

M&ERtEEX )T BHER/—bF—2 v TORBN

- iSRRI A RDE MBS -1

FHREF1) T4 BPERN— b F—2 v THA RS VOB ERELT
ERRLTI=EHTY,

15 https://www.ipa.go.jp/security/vuln/index.html
16 http://www.meti.go.jp/policy/netsecurity/vul_notification.pdf
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[Nnformation Security Early Warning Partnership
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