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H s RE: Confirmation of balances - wiz—2 (HT---

T - BRE AT Q ERURMEZEADLTIEW

RE: Confirmation of balances

Dear Customer,

I am checking to see if there are any updates regarding the payment as we currently need to provide you
with updated information as the bank 1s conducting an ongoing audit on our accounts. Contact us
immediately with the total outstanding amount with due dates and corresponding invoices, respectively.

NB: Kindly defer any payments that need to be settled on our old accounts to avoid credit errors as we
currently need to provide vou with updated bank details.

If payments has already been made kindly advice with swift copy for confirmation.

Your immediate reply will be ughly appreciated.

Regards

I I - cEE- 20 2021/02/17

W

4 WBEEMGESN-RAD I —IL
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® Cosmic Lynx: A Russian Threat Hits the BEC Scene (Agari)
https://www.agari.com/email—-security—blog/cosmic—lynx—russian—bec/
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https://www.ipa.go.jp/security/announce/2020-bec.html
15



https://www.ipa.go.jp/security/announce/2020-bec.html

5 959FY—ERANDFEFTIEAX
AL H, J-CSIP SR (ENEE) NEZHUL TV SaaS B DHISIRH—ER(UTF. 95985 —
ER) XL, EHOBREEZE THEENRET IV EREIToEWIERIZEAH 1=, REIZDLTIE,
KEICEHON=ERDNETIEATO P PRLADM, WEOFOIZDOULVT J-CSIP NTIEHREEZ
1T-oTLNBS,
AETEIHBEOFOICONT. HRIRETOHFAIZEON-EETART 5,

51 HEEDHKN
REHZBITEHEOLEDFENIZDONTE 6 TR,

®7 77 F¥—ExE I
DF—R%EHE EARLENEZKNT S
759 RH—EZ

759 FH—E
AtoT—%

TY TR RN

@M >a—*v bR
TEICT 7R

OVPNEE O FRAE & 2258
L. BAR SOy b

— O AREILT 4R EAPED
: o ~y hT7—2
SEALE D ¥ 7
v bT7—=7 b1 @BHAMED Y b T —7
VPN =l %%EE’CD}EDE'U'—/\’\TﬁJG
- %]_ ézJ?IE'U’—/\\\ X L EIL; DE%KE&

WEEE

@FALEY — D777 FF—EZ~
TIHAY BT ORIAIEEE LI

6 HEBORN

KEZHIFTBENMAICHDIRIET—IARETIERT B0, B LEIZRESN TLVS VPN 2
BIZHL. AL DHETAFLULEIIEREE VDRI ZEBLE (D) BAREDRYENT—IIZBA
LB E (. ZI2H5 WAN TEBESKL TOSERTEDR YT —YITRBE SN TLSEREE Y —/\Tx
L. ASHhDFETAFLEZERDOFASEDORIERZAVDTRIEEHL (Q) . FRBEEH—/\N5o5%
RH—EZAANTHERTEE=HDERDEEFREZZRLI=-(D),

GELZREEREAVD. BB LM A—RYMEBRTYIIVR Y —EXAANTREIZTIEAL(@) . 75
DR —ERLO—EFDT—2EHFWMLI=Z(®),

16



5.2

5.3

RETIEADBRH

AETIH. I959RH—EZAANDRETIVERIZEWNT, HEZFFHABADO RV LT —HERBHET . E
BAA—2 IS T I ERAL TV, BHRIBETEE (IS VRS —EXRANDTIERIRREER LTS
U, RELERITINODTIERAZRALICETHREL-,

F . VTVF Y —ERNDFRELGTIERIE HEBEDEBERAOCVMNILAFICELSLDOTIEGL FIAE
DERDBIEREFEAL TN O, RET7IERATEL TERIBHSNERED IP PELRIZDLY
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FEH
BEPRAEZZLIHC LTI FBLETITIETADER (B FBELEHETHLOTIERD
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" REDYAN—BREOKRREZHEFA. BEBOERAYAN—tEF )T OEEDRILIZET 5 TEM
EEITVWFET (BEFEEXSE)
https://www.meti.go.jp/press/2020/12/20201218008/20201218008.html
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Microsoft Exchange Server D=7 Bt E AL - &
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BRI E TEDHMNT= User-Agent IZDULNT, RIZERT,

£ 1 BASh-KEBRHH

4 AJIREY—ILOFERICE T 5B ERFE
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# 8 BIEM 7= User-Agent

e

User—Agent

Mozilla/5.0 (Windows NT 10.0; rv:68.0) Gecko/20100101 Firefox/68.0

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML like Gecko)
Chrome/77.0.3865.90 Safari/537.36

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML like Gecko)
Chrome/88.0.4324.182 Safari/537.36 Edg/88.0.705.81

CHIPs 20210303 scanner (contact asd.assist@defence.gov.au for further information)

ExchangeServicesClient/0.0.0.0

Hello-World

Mozilla/5.0 (compatible; Nmap Scripting Engine; https://nmap.org/book/nse.html)

[co BN NN I I« > T < ) I N =

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_6) AppleWebKit/537.36 (KHTML like Gecko)

Chrome/69.0.3497.81 Safari/537.36

Mozilla/5.0 (Windows NT 10.0; rv:68.0) Gecko/20100101 Firefox/68.0

10

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML like Gecko)
Chrome/60.0.3112.113 Safari/537.36

2 HAFNIUM targeting Exchange Servers with 0—day exploits (Microsoft)
https://www.microsoft.com/security/blog/2021/03/02/hafnium—targeting—exchange—servers/
' microsoft / CSS—-Exchange
https://github.com/microsoft/CSS—-Exchange/tree/main/Security
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12 Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML like Gecko)
Chrome/77.0.3865.90 Safari/537.36

13 Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML like Gecko)
Chrome/88.0.4324.182 Safari/537.36 Edg/88.0.705.81

14 Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:55.0) Gecko/20100101 Firefox/55

15 Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:86.0) Gecko/20100101 Firefox/86.0

16 Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML like Gecko)
Chrome/42.0.2223.0 Safari/537.36

17 Mozilla/5.0 zgrab/0.x
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IHE 4D HERTED, AX v EMHAICKSERE LR SE DR ELEY 55 THAD,

BE.BERRBBICIIHETO IP PRLRELT M EOTRLANFELEZAS, WTHRIKETHLIDOMN
X)) T/ REEREICEAIRF YU THLIDMETBATH ST,

B ERE FIE: 3

FELED BBEOH DY ILI T I T HIBREMEMEL. MEETOY S LDOER IOTHEEEEM
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JIHDEETOTSLDAROC. FUTLIRREDEMEK PITOVWTHAFSNTEY . EEMEDOEEN
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AEEA WD RT LICET HRBETHLICEN S, EF LI CITBETOIYSLEBERT SN E#
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) —ADHERFLBLETHD,

4 Exchange servers under siege from at least 10 APT groups (ESET)
https://www.welivesecurity.com/2021/03/10/exchange—servers—under—siege—10-apt—groups/
15 Exchange Server D Hfz3514 M & F13K (Microsoft)
https://msrc—blog.microsoft.com/2021/03/07/20210306_exchangeoob_mitigations/
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= ] Wire Payment #2021-2939---

Tl - AT Q EFULRWMEREAHLTGREN

- I =il Server <[] @s<tmailnotify.c at 1-  2021/01/26
I v/ire Payment #2021-29392

O coXr—OETEENSFELE. ITEIWILT Web T30H-TERL TG,

IThis email is from _trusted Server.

Dear Service,

Something went wrong.

An ermor occurred while displaying this message.

Please click the link balow to refresh this page and view vour messags.

hore details

14 A= )L —I\HIDITS5—EES3T19 05 *—)L

H © = 11 Emails Suspended on Server - Postm---

Il -3 AT Q EELRWREREEA LTI

| Postmaster [N o -~ =21 20202
11 Emails Suspended on Server - Postmaster [N, com
O ot -SOETCEENRAREE. ICRIILT Web J3UHF-TRERLTURE.

From a Trusted sender.

11 Emails Suspended on Server

Please see below detail notification for user: com
Date: 1/26/2021 9:54:42 p.m.
Reason: Pending incoming emails that you are yet to receive.
Failure: Emails stuck on server -_com‘
Rectify below to receive suspended email

Note: Emails stuck on server will be deleted within 48 from 1/26/2021 9:54:42 p.m.

B 15 A —ILY—n\HSDIS—FEST v T A—)L
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Norton

Expired Norton Antivirus Protection

your Norton antivirus Subscription Expired on 30 Mar 2021,

Your PC may be vulnerable to viruses and other threats!
Norton Antivirus protects your family from viruses, spyware,
malware botnets and more.

If your computer isn't protected by Norton's advanced threat
prevention, you are at risk.

Protect your computer and your family from ever-evolving
threats targeting computers...

LIMITED TIME OFFER

You Are Entitled To The Discount S5/ aIEH T ey
Renewal For 1 Yea

Offer Will Expire : 30/03/2021

-
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