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1. DSA
FIPS PUB 186-4, Digital Signature Standard (DSS), July, 2013.
https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf
H:HL, p&E 2048 By UL END g & 224 By M OMHT Sy v 2 B O )
Ra24vy MALEETD,

2. ECDSA
ANS X9.62-2005, Public Key Cryptography for the Financial Services Industry :
The Elliptic Curve Digital Signature Algorithm (ECDSA)
W AR L, FEM RN EE 224 By FULEDSEERT 2Ny v 2 BO M IR % 224
By FAEET D,

3. ECDSA
FIPS PUB 186-4, Digital Signature Standard (DSS), July 2013
https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf
F: AR L, FEMERROA A 224 By FELEDSBERT 5Ny 2 B0 EE 224

- 1/15 -



vy FAEET S,

ECDSA

SEC 1: Elliptic Curve Cryptography (May 21, 2009 Version 2.0)
http://www.secg.org/sec1-v2.pdf

A AR, FEM RN E A 224 By R EDSHERT 2y v 2 O R % 224
vy ML EET D,

RSASSA-PKCS1-v1_5

PKCS#1 v2.2: RSA Cryptography Standard, November, 2016.
https://tools.ietf.org/html/rfc8017

H:BL, BV 2T RALR5G0MEE 2048 By FELENSHERT 5y v 2 B OH
NE#xZ24Ey P EET D,

RSASSA-PSS

PKCS#1 v2.2: RSA Cryptography Standard, November, 2016.
https://tools.ietf.org/html/rfc8017

H:BL, BV 2T A L5 EE 2048 'y FELENOERT 5y v 2 B O
NE#xZ24Ey P EET D,
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7.

RSA-OAEP

PKCS#1 v2.2: RSA Cryptography Standard, November, 2016.
https://tools.ietf.org/html/rfc8017

H: BL, BV 2T R LRG0 E 2048 By FELENOERT Dy v 2 B O
NEE24Ey FLEET S,
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1. AES

FIPS PUB 197, Advanced Encryption Standard (AES), November 26, 2001
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197 .pdf

Camellia
128 Ewh 7 OvIRES Camellia 7)LI3) X LEHE (5 2 kk: 2001 &£ 9 A 26 A)
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https://www.cryptrec.go.jp/cryptrec_03_spec_cypherlist_files/PDF/06_01jspec.pdf
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3. Electronic Codebook (ECB), Cipher Block Chaining (CBC), Cipher Feedback (CFB),
Output Feedback (OFB), and Counter (CTR)
SP 800-38A, Recommendation for Block Cipher Modes of Operation, December 2001.
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a.pdf

<128-EvhJOvIIESDOFAE—F>

4. XTS
SP 800-38E, Recommendation for Block Cipher Modes of Operation: The XTS-AES
Mode for Confidentiality on Storage Devices, January 2010.

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38e.pdf
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5. KCipher-2
AR)—LHEES KCipher-2 (fEEEE 1.2 i)
https://www.cryptrec.go.jp/cryptrec_13 spec_cypherlist files/PDF/21 _09spec j 1.2.pdf

Ny,

1. Secure Hash Standard (SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224
and SHA-512/256)
FIPS PUB 180-4, Secure Hash Standard, August, 2015.
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf

2. SHA-3 Hash Algorithms (SHA3-256, SHA3-384, SHA3-512)
FIPS PUB 202, SHA-3 Standard, August, 2015.
https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf

3. SHA-3 Extendable-Output Functions (SHAKE128, SHAKE256)
FIPS PUB 202, SHA-3 Standard, August, 2015.
https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf
7: {H L. SHA-3 Extendable-Output Functions ( SHAKE128 K (U} SHAKE256 ) D 7K G8 &
nietx =V 7 L LTOMMTIECOWTE, BERET 5,
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1. HMAC (HMAC-SHA-1, HMAC-SHA-224, HMAC-SHA-256, HMAC-SHA-384, HMAC-
SHA-512, HMAC-SHA-512/224, and HMAC-SHA-512/256)
The Keyed-Hash Message Authentication Code, FIPS PUB 198-1, July 2008.
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.198-1.pdf
H:RL, Ay =V FAERICHW A S#ORRIX, 1128y A EET 5,

2. CMAC
Recommendation for Block Cipher Modes of Operation: The CMAC Mode for
Authentication, NIST Special Publication 800-38B, May 2005 (Updated 10/6/2016).
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38B.pdf
TE: {H. L. Triple DES Z{fEH 7% CMAC 3= <,

3. CCM
Recommendation for Block Cipher Modes of Operation: The CCM Mode for
Authentication and Confidentiality, NIST Special Publication 800-38C, May 2004.
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38c.pdf

4. GCM/GMAC
Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM)
and GMAC, NIST Special Publication 800-38D, November 2007.
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf

5. GCM-AES-XPN
IEEE Standards Association, Standard for Local and metropolitan area networks, Media
Access Control (MAC) Securityy, Amendment 2: Extended Packet Numbering,
802.1AEbw-2013, February 12, 2013.
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1. Hash_DRBG, HMAC_DRBG and CTR_DRBG
National Institute of Standards and Technology, Recommendation for Random Number
Generation Using Deterministic Random Bit Generators, Special Publication 800-90A
Revision 1, June 2015.
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
TF: {H L. Triple DES %9 % CTR DRBG IFFx<,
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1. DH

National Institute of Standards and Technology, Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography, Special Publication
800-56A Revision 3, April 2018.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56 Ar3.pdf
HELHL, pE2048 'y RoLENDgE 224 ¥y FLLEET B,

2 {HL, RAA /3T A—HL, FIPS 186-type IZIR %,

2. MQV
National Institute of Standards and Technology, Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography, Special Publication
800-56A Revision 3, April 2018.
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar3.pdf
HELHL, pE2048 'y RoLEND g% 224 ¥y FLLEET B,
HE2:HL, RAA /T A—%E FIPS 186-type IZfR 5,

3. ECDH
National Institute of Standards and Technology, Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography, Special Publication
800-56A Revision 3, April 2018.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar3.pdf
B L. FEM ROz 224 By FULEET D,
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ECDH

SEC 1: Elliptic Curve Cryptography (May 21, 2009 Version 2.0)
http://www.secg.org/sec1-v2.pdf

B L, MO A 224 By FLEET D,

ECMQV

National Institute of Standards and Technology, Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography, Special Publication
800-56A Revision 3, April 2018.
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar3.pdf

B L, MO E 224 By FLEE TS,

Key Establishment Schemes in NIST SP800-56B

National Institute of Standards and Technology, Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography, Special Publication
800-56B Revision 2, March 2019.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Br2.pdf

HE: AL, KMAC % f#H9 % Key Confirmation [Z& <,

KDF

National Institute of Standards and Technology, Recommendation for Key Derivation
through Extraction-then-Expansion, Special Publication 800-56C Revision 1, April 2018.
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Cr1.pdf

1 fH L. KMAC Zf M3 % KDF [3fr<,

KDF

National Institute of Standards and Technology, Recommendation for Key Derivation
Using Pseudorandom Functions (Revised), Special Publication 800-108, October 2009.
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-108.pdf

7 {fH L. Triple DES %14 2% KDF (ZBxr <,

KDF

National Institute of Standards and Technology, Recommendation for Password-Based
Key Derivation, Special Publication 800-132, December 2010.
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-132.pdf
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10. KDF
National Institute of Standards and Technology, Recommendation for Existing
Application-Specific Key Derivation Functions, Special Publication 800-135 Revision 1,
December 2011.
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-135r1.pdf
A AL, TPM IZ#-3< KDF &, TLS version 1.0 & Y 1.1 F1® KDF 13k < .

Bt B (BFfn44E8 H 10 H 2022 f5EH% 76 =2 - —&HkiE)
(i FA A )
AEX, F4ES8H 10 HHHEITL, S48 H 10 A biEMAd4 5,

- 9/15 -



RTIEE

YATHEH H 1ERE - ABE YETNR
L 19 4R 5 A 15 H 55 - HISLHE

TR 20454 H 7 H

I - HED A v —VRSFEIC CCM Z B, PRIER

FOELBUE R IC BA T 3 FOE A B0,

e  ANSI X9.31 Appendix A.2.4 Using
3-Key Triple DES

e  ANSI X9.31 Appendix A.2.4 Using
AES

e Hash_DRBG, HMAC_DRBG and
CTR_DRBG in NIST SP800-90

SRR 21 %2 H 24 H

B - P J\BRSENENT F5 3. PSEC-KEM D4
FHEOZREZLUTOLEBY LR,
1 . PSEC-KEM f1:A4%3 version 2.2
(ER 2044 7 14 H)
IH : PSEC-KEM fL:A%3E
(2002 4£ 5 H 14 H)

F72. LUT OELEE ks 2 HIBR,
e  Hash DRBG, CTR DRBG and
OFB_DRBG in ISO/IEC 18031

SERK 21 4210 A 26 H

S CEs o DSA DHAEDOZBIBEN L, ANSI
X9.30 % Hilkk,

e ECDSA OEERDOZIIEIZ, ANS
X9.62-2005 X U} FIPS 186-3 % &
PR

e DHOHEHOBMIETH S ANS
X9.42 {22 T, 2001 4ERR AN &
2003 IR 2 IR 2 5T,

e  DH & UNECDH DLk D Z R
(2. NIST SP800-56A % i,
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186-2 with Change Notice 1 ® URL %
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186-3 %180,

SHS Dtk DZ W% FIPS
180-4 (ZZEH,

HMAC DOfIAED L% . FIPS
198-1 ([CZEH,

Hash DRBG, HMAC DRBG,
CTR_DRBG Dtk % |
NIST SP800-90A (22 &,
ECDH(NIST SP800-56A)7 A % —
LERET HELEX ZHIER,
MQV. ECMQV % B,

Key Establishment Schemes in
NIST SP800-56B % &1,

PUF o fiAFEEIZ -5 < KDF #iBi0
> NIST SP800-56C

> NIST SP800-108

> NIST SP800-132

> NIST SP800-135 Rev.1

SRk 2546 H 21 H

25 - P

INPHEE 6., 7., 8., N9, DLARE
DEMEZUTDO LB LR,

#r : PKCS#1 v2.2: RSA Cryptography

Standard, October 27, 2012.

I[H : PKCS#1 v2.1: RSA Cryptography

Standard, June 14, 2002.
3-Key Triple DES DL ED SR
St % NIST SP800-67 Revision 1
I,
57 V=) X LDBITIZHD
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R 254510 4 4 H

PKCS#1v2.2 D&% URL 2 48
EO

- 11/15 -




KETAEH H

TERHE - 7KREHE

WERTA

TRk 2644 H 1 H

%NV}

DSA DEERDZ RS, FIPS
PUB 186-2 with Change Notice 1
Z HIBR,
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ECDSA & O} ECDH DL D2
JeTdH % SECT 2D\ T, Version
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RSASSA-PKCS1-vl 5 K
RSASSA-PSS (2B T, B4 4L
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e
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>  MUGI

> MULTI-SO01

> 128-bit RC4
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Revision 3 (2 #,
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NIST SP800-56B Revision 1 {24
H,

o KGR SNV EEMENL FIE 7. OAERE
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#1 : NIST SP 800-56C Revision 1, April,

2018.
[H : NIST SP 800-56C, November,
2011.

e NIST %47® FIPS & SP800 3

? URL % S35

SFIEAE 7 A 11 A B - La e GCM-AES-XPN % i/,
o KGR SIVTHEMESL FIE 6. DR
DB EUTDO LB AR,
#1 - NIST SP 800-56B Revision 2,
March, 2019.
[H : NIST SP 800-56B Revision 1,
September, 2014.
SFREETH 17T H B - e  3-key Triple DES % Hl|®%,
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