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2 NIST SP800-56B I

PEHENL F3E KASL in NIST SP 800-56B D& 7L TV X LFELR

T5.

SEEE I 7= KASL

Algorithm Name I¥, KAS1 in NIST SP800_56B.

ARBR T R DRI,

=PI 2= W N-S

RBREE 2 2RO Z

M

21 CAVSEB#T 74T 4+—<v b

COETHOHFLS 77 ANV T+ —< v b T

k.

, RSB O/ & LT, £1iZ

RERDI-DDT 7 AN T x—< v b &2k

RUk & 7o KRB, S H BEEGH

T2 LT, RAFEEH I N72EKH, Key Confirmation 12# 5 MAC 7L TV X LA F& UT, R HSI NzR
FHeHW5
#1 KNEEREORY]

Wﬁﬂﬂ? [ HiET 2 ~F# e

[ TYPEL | e = 65,537 |

| TYPE2 | e 37V &L |

2 B BIBGE T

TR R BRI A 1 [ T 2 BRI
SP800_56B_5_5_1 KDFConcat_ SHA1 Concatenation based KDF with SHA-1
SP800_56B 5 5 1 KDFConcat SHA224 NIST Concatenation based KDF with SHA-224
SP800_56B_5 5 1 KDFConcat_ SHA256 SP 800-56B Concatenation based KDF with SHA-256
SP800_56B_5_ 5 1 KDFConcat_ SHA384 Concatenation based KDF with SHA-384
SP800_56B_5 5 1 KDFConcat_ SHA512 Concatenation based KDF with SHA-512
SP800 56B_ 5 5 1 KDFConcat SHA512 224 Concatenation based KDF with SHA-512/224
SP800_56B_5_ 5 1 KDFConcat_ SHA512_ 256 Concatenation based KDF with SHA-512/256
SP800_56B_5_5_1 KDFConcat_ SHA3_ 256 Concatenation based KDF with SHA3-256
SP800_56B_5_5_1_ KDFConcat_ SHA3_ 384 Concatenation based KDF with SHA3-384
SP800_56B_5 5 1 KDFConcat_ SHA3_ 512 Concatenation based KDF with SHA3-512
SP800_56B_5_ 5 1 KDFConcat_ HMAC_ _SHA1 Concatenation based KDF with HMAC-SHA-1
SP800_56B_5_ 5 1 KDFConcat. HMAC_ SHA224 Concatenation based KDF with HMAC-SHA-224
SP800_56B_5_ 5 1 KDFConcat. HMAC_ SHA256 Concatenation based KDF with HMAC-SHA-256
SP800_56B_5 5 1 KDFConcat HMAC SHA384 Concatenation based KDF with HMAC-SHA-384
SP800_56B_5_5_1_ KDFConcat_ HMAC__SHA512 Concatenation based KDF with HMAC-SHA-512
SP800_56B_5_5_1_ KDFConcat_ HMAC__SHA512_ 224 Concatenation based KDF with HMAC-SHA-512/224
SP800_56B_5_5_1_KDFConcat_ HMAC_SHA512_ 256 Concatenation based KDF with HMAC-SHA-512/256
SP800_56B_5_ 5 1 KDFConcat. HMAC_SHA3_ 256 Concatenation based KDF with HMAC-SHA3-256
SP800_56B_5_ 5 1 KDFConcat. HMAC_ SHA3_ 384 Concatenation based KDF with HMAC-SHA3-384
SP800_56B_5_5 1 KDFConcat. HMAC_ SHA3_ 512 Concatenation based KDF with HMAC-SHA3-512
SP800_56B_5_ 5 1 KDFASN1 SHA1 ASN.1 based KDF with SHA-1
SP800_56B_5 5 1 KDFASN1_ SHA224 ASN.1 based KDF with SHA-224
SP800_56B_5_5_1_ KDFASN1_SHA256 ASN.1 based KDF with SHA-256
SP800_56B_5_5_1_ KDFASN1_SHA384 ASN.1 based KDF with SHA-384
SP800_56B_5_5_1 KDFASN1_SHA512 ASN.1 based KDF with SHA-512
SP800_56B_5_5_1 KDFASN1_SHA512_224 ASN.1 based KDF with SHA-512/224
SP800_56B_5_5_1 KDFASN1 SHA512 256 ASN.1 based KDF with SHA-512/256
SP800_56B_5 5 1 KDFASN1 SHA3 256 ASN.1 based KDF with SHA3-256
SP800_56B_5_5 1 KDFASN1_SHA3 384 ASN.1 based KDF with SHA3-384
SP800_56B_5 5 1 KDFASN1_ SHA3_ 512 ASN.1 based KDF with SHA3-512
SP800_56B_5_5_1 KDFASN1_HMAC_SHA1 ASN.1 based KDF with HMAC-SHA-1
SP800_56B_5_5_1 KDFASN1_HMAC__SHA224 ASN.1 based KDF with HMAC-SHA-224
SP800_56B_5_5_1 KDFASN1_HMAC__SHA256 ASN.1 based KDF with HMAC-SHA-256
SP800_56B_5_5_1 KDFASN1_HMAC_SHA384 ASN.1 based KDF with HMAC-SHA-384
SP800_56B_5_5_1 KDFASN1 HMAC_SHA512 ASN.1 based KDF with HMAC-SHA-512
SP800_56B_5_5_1 KDFASN1_HMAC_SHA512_ 224 ASN.1 based KDF with HMAC-SHA-512/224
SP800_56B_5 5 1 KDFASN1_ HMAC SHA512_ 256 ASN.1 based KDF with HMAC-SHA-512/256
SP800_56B_5_5_1 KDFASN1_HMAC_SHA3_ 256 ASN.1 based KDF with HMAC-SHA3-256
SP800_56B_5_5_1 KDFASN1_HMAC_SHA3_ 384 ASN.1 based KDF with HMAC-SHA3-384
SP800_56B_5_5_1 KDFASN1_HMAC_SHA3_ 512 ASN.1 based KDF with HMAC-SHA3-512
ANS_X942_7_7_2_ KDFConcat__SHA1 Concatenation based KDF with SHA-1
ANS_ X942 7 7 2 KDFConcat_ SHA224 ANS Concatenation based KDF with SHA-224
ANS_ X942 7 7 2 KDFConcat_ SHA256 X9.42-2001 Concatenation based KDF with SHA-256
ANS_ X942 7 7 2 KDFConcat_ SHA384 Concatenation based KDF with SHA-384
ANS_ X942 7 7 2 KDFConcat._ SHA512 Concatenation based KDF with SHA-512
ANS X942 7 7 2 KDFASNI1_SHA1 ASN.1 based KDF with SHA-1
ANS_ X942 7 7 2 KDFASNI1_SHA224 ASN.1 based KDF with SHA-224
ANS_ X942 7 7 2 KDFASNI1_SHA256 ASN.1 based KDF with SHA-256
ANS_X942_ 7 7 2 KDFASN1_SHA384 ASN.1 based KDF with SHA-384
ANS_X942_7 7 2 KDFASN1_SHA512 ASN.1 based KDF with SHA-512

211

NS RAX=4T 74 (¥.par)



#3 MAC 73V X LM+

[ MAC 7VTY XL&mpl+ | Nisg 3 MAC7 VTV XL |

HMAC_SHA1

HMAC-SHA-1

HMAC SHA224

HMAC-SHA-224

HMAC_ SHA256

HMAC-SHA-256

HMAC SHA384

HMAC-SHA-384

HMAC_ SHA512

HMAC-SHA-512

HMAC_SHA512_ 224

HMAC-SHA-512/224

HMAC_SHA512_ 256

HMAC-SHA-512/256

HMAC_SHA3_ 256

HMAC-SHA3-256

HMAC SHA3 384

HMAC-SHA3-384

HMAC_ SHA3 512

HMAC-SHA3-512

CMAC__AES128

CMAC-AES-128

CMAC__AES192

CMAC-AES-192

CMAC__AES256

CMAC-AES-256

#4 NIST SP800-56B 2

N/ KASL 8T A=K T 71

E3 2 Py #i
AlgorithmName KAS1_in_ NIST SP800_56B XFF
TargetFunction KeyAgreement XEF

I TargetRole IUT »3H 5 1% #] (Party_ U, Party_ V) XFF
3t TypeOfPublicKey Party V O R BB OFER] (65537:TYPEL, ran- | X745
f dom:TYPE2)
TypeOfPrivateKey Party V. O 75 4 X — MO (CRT 7 | X745
L:TYPE2)
BitLengthOfModulusPartyV Party V OABEODEn Oy bR 10 i
KDF (B 4 B BGH T) XFH
BitLengthOfSaltForHMACbasedKDF | HMAC X—2® KDF %A $ 544, salt Dy | 10 i
bR
BitLengthOf0I OtherInfo D¥'v bR 10 it
BitLengthOfNonceV Nonce VOVE vy b E 10 i
ID_U Party U @ Identifier 16 i
ID_V Party V @ Identifier 16 &
KeyConfirmationSupported # R — 9% Key confirmation DX A 7 X
(Key Confirmation 7 U:NoKC, unilateral
key confirmation from party V to party
U:Unilateral _V_to_U)
SelectedTestMethod 573 X LEERBRRE I FE—D | 10
BEIRT N BRIEHE O %5
BitLengthOfDKM DKM oty & 10 i
Number0fDKM DKM D%k 10 it
RatioOfInvalidData Unilateral key confirmation from party V to party | Z&1I/NUS
U ORIREE, BIHELIZRBT 2T — X 0EE. Thll
AN
MACforKeyConfirmation Unilateral key confirmation from party V to party | SCF4
U OZERNKE, Key confirmation 25 MAC 7)1 I
DI VN (IVPINEE
BitLengthOfMacKey Unilateral key confirmation from party V to party | 10 i#
U OiERKE, Key confirmation (25 MacKey O &
v MR ZNISMIEK.
BitLengthOfMacTag Unilateral key confirmation from party V to party | 10 #

U Oi&iRIE, Key confirmation (2{#5 MacTag O &
v bR, ZTHESMNIERE.




212 YIITZAKRT7AI (*req)
#5: NIST SP800-56B iZftik I 117z KAS1 VT A N7 7 A )L
BS7ILT) A LZEARLERE
— R FE—
1% oy e HnE L DR E ORI [EIE &) BlR
e
~ AlgorithmName KAS1 in NIST SP800_ 56B & [AlgorithmName = KAS1_in NIST SP800_56B]

% 7 TargetFunction KeyAgreement pe2] [TargetFunction = KeyAgreement)]

;ﬁ\ e TargetRole IUT %3H 5 %4 (Party_U, Party V) P2 [TargetRole = Party_ U]
TypeOfPublicKey Party V O AB#HEE O] (65537 TYPEL, random: TYPE2) XFF [TypeOfPublicKey = TYPE1]
TypeOfPrivateKey Party VO 77 4 X— o fij] (CRT 7% L: TYPE2) X [TypeOfPrivateKey = TYPE2]
BitLengthOfModulusPartyV Party V OAR#EOEn Oy MR 10 #E#E [BitLengthOfModulusPartyV = 3072]
KDF Bt o B AGR X5 [KDF = SP800_56B_5_5_1 KDFConcat_SHAI1]
BitLengthOfSaltForHMACbasedKDF HMAC X—20 KDF 2{if§ 544, salt Dy bR 10 #E &L [BitLengthOfSaltForHMACbasedKDF = 0]
BitLengthOf0I OtherInfo D'y h & 10 #E#EL [BitLengthOfOI = 384]
BitLengthOfNonceV Nonce_ VOEy FEOEY bE 10 #E#GE [BitLengthOfNonceV = 256]

ID_U Party U @ Identifier 16 #E#ad [ID_U = alb2c3d4e5]
ID_V Party V @ Identifier 16 HEXRGE ID_V = 4a434154546964]
KeyConfirmationSupported #KR— 13 % Key Confirmation DX A 7 X [KeyConfirmationSupported = NoKC]
(Key Confirmation 7 U:NoKC, unilateral key confirmation
from party V to party U:Unilateral V_to_U)
SelectedTestMethod W55 7 0 ) K 2 SR ER RS — e 37 Tk — D S I X v 7= AR IA 10 iR [SelectedTestMethod = 1]
Ho®e (A5 1:1, il 2:2)
BitLengthOfDKM DKM Oty bR K Bits 10 #E#E [BitLengthOfDKM = 320]
Number0£DKM DKM D% 10 #EE [NumberOfDKM = 2048]
RatioOfInvalidData Unilateral key confirmation from party V to party U D3R T EI N [RatioOfInvalidData = 0.5]
IRf, BERENTIZ RIS 5 7 — R DEIE. TLIMIEE. il
MACforKeyConfirmation Unilateral key confirmation from party V to party U D& X [MACforKeyConfirmation = HMAC__SHA512]
[, Key confirmation {2f#i5 MAC 7V Y XA, ZHLSMEE
%
BitLengthOfMacKey Unilateral key confirmation from party V to party U D3R 10 #EKE [BitLengthOfMacKey = 128]
I, Key confirmation (Zffi 5> MacKey Ot v b R. ZHLSMEE
.
BitLengthOfMacTag Unilateral key confirmation from party V to party U D3R 10 #E#&Kqd [BitLengthOfMacTag = 512]
i, Key confirmation 25 MacTag Ot v b, ThISEE
B
Party U nV Party V ORFHBEEDE n n 16 #ERG nV = b73c ... 9215
AR 1 - e
~y & eV Party V ORAFH#EIEH e e 16 #E#GL eV = 010001
“Party U | COUNT 0 LA NumberOfDKM Aiii D ¥ % 10 & COUNT =0
=RER 1 NonceV Nonce V 16 #E#ad NonceV = 6695 ... fe09
FN/ 01 OtherInfo OtherInfo 16 X OI = alb2 ... 0e21
*1 SaltForHMACbasedKDF HMAC % H\ % #E5 H B R @R, HMAC ofie LTHWS salt 16 #EXRG SaltForHMACbasedKDF = eb22 ... aee8
% salt. ZHBHMIAE.
c Mg 53 C 16 %Ki =7
DKM Party U 255 L7z DerivedKeyingMaterial DerivedK eyingM aterial 16 XKl DKM = 7?
(DKM)
Party U oV Party V ORBHBEDE n n 16 &Kl nV = b73c ... 9215
Bk 2 - e
~y & eV Party V OABHBIEL e e 16 &G eV = 010001
“Party U | COUNT 0 LA I NumberOfDKM Aiifi D %% 10 Rz COUNT =0
Z(ER 2 NonceV Nonce V 16 #E#E NonceV = 6695 ... fe09
FNE 01 OtherInfo OtherInfo 16 &G OI = alb2 ... 0e21
2 SaltForHMACbasedKDF HMAC % i\ 2 88 H B &R, HMAC o LTHW SN salt 16 #ERG SaltForHMACbasedKDF = eb22 ... aee8
% salt. ZNLIMIERE.
C i 53 C 16 &7 C = 1d10 ... delb
z secret value Z Z 16 &Kl Z = 457f ... e64b
MacDataV MacData MacData 16 &K MacDataV = 4b43 ... del5
MacTagV MacTag MacTagy 16 &AL MacTagV = 9d6e ... ae0d
KeyData Party U %Gt L7 KeyData KeyData 16 XK KeyData = 7
Result A NT. O BT S SR B S Result = ?
Party V nV Party V ORFBEEDE n n 16 #EXRG nV = abf7 ... b8e3
e eV Party V OAFHHIEE e e 16 #EXG eV = 010001
~y & av Party VD754 RX— MR d d 16 #ERG dV = 53a0 ... 77cl
“Party V| COUNT 0 LA I NumberOfDKM Aiifi D ¥ % 10 & COUNT =0
ZRER 1 NonceV Nonce V 16 #E#E NonceV = 6695 ... fe09
FNE 01 OtherInfo OtherInfo 16 &G OI = alb2 ... 0e21
e SaltForHMACbasedKDF HMAC % F\W % #E5 H B B0 @E I, HMAC ofie LTHWS salt 16 #EXRG SaltForHMACbasedKDF = eb22 ... ace8
% salt. ZHBIMIAR.
C 53 C 16 &KL C = abf7 ... 52ba
DKM Party V 255 L7z DerivedKeyingM aterial DerivedK eyingM aterial 16 Kl DKM = ?
(DKM)
Result BT D R UL T Result = 7
Party V A\ Party V ORBHEDIE n n 16 ﬁ&;ﬂ nV = abf7 ... b8e3
A 2 eV Party V OAFIHER e e 16 &l eV = 010001
~ X dv Party VO 7 J 4 X— MN#EH d d 16 #ERE dV = 53a0 ... 77cl
“Party V| COUNT 0 A F: NumberOfDKM Kifi %%k 10 & COUNT = 0
Z(ER 2 NonceV Nonce V 16 #E#E NonceV = 6695 ... fe09
NN 01 OtherInfo OtherInfo 16 &G OI = alb2 ... 0e21
— SaltForHMACbasedKDF HMAC % v 2 #8503 R, HMAC o#te LTHW S salt 16 #ERG SaltForHMACbasedKDF = eb22 ... ace8
% salt. ZHDMNIAE.
c i 53C C 16 &Kz C = abf7 ... 52ba
MacDataV MacData MacData 16 &K MacDataV = 4b43 ... del5
MacTagV Party V G L7z MacTag MacTagy 16 #ERE MacTagV = ?
KeyData Party V »GH U7z KeyData KeyData 16 &K KeyData = ?

*1 NumberOfDKM fHD£ T — X DMl Z U TD & 5 I1Zidd 5.

COUNT = 0 Fi=0DF—ZOMIZOVWTERT 5.

NonceV = 6695 ... fe09 fi=01Zx59 % Nonce V 25tk 9 5.

0I = alb2 ... Oe21 f1=0IZxIEd 5 OtherInfo kT 5.

SaltForHMACbasedKDF = eb22 ... aee8

c=7 fi=0ITIETIHEXC DTV —AFRINVAK.

DKM = ? fi= 08T 3 DerivedKeyingMaterial (DKM) ® 7L — ALK,
COUNT = 1 fi=1D7F— DMz OVWTiRT 5.

NonceV = 6695 ... fe09 fi=11ZxI59 % Nonce V 23ih 3 5.

0I = alb2 ... Oe21 fi=11Zxd % OtherInfo itk T 5.

SaltForHMACbasedKDF = eb22 ... aee8

c=7 fi=11IHNRTIHEEXCDOTL—RAFILA.

DKM = 7 fi= 18T 2 DerivedKeyingMaterial (DKM) O 7L — 2RIV A.
COUNT = (NumberOfDKM — 1) # i = (NumberOfDKM — 1) O 7 — X DHUZ DWW TR T 5.

NonceV = 6695 ... fe09 f ¢ = (NumberOfDKM — 1) IZ4fJ53 % Nonce V 25k 9 5.

0I = a1lb2 ... 0e21 # ¢ = (Number0fDKM — 1) IZXJ&9 % OtherInfo Zitikd 5.
SaltForHMACbasedKDF = eb22 ... aee8

c=7 # i = (NumberOfDKM — 1) IZIET 25X C DT L — AKX,

DKM = ?

# i = (Number0fDKM — 1) IZXJ& T % DerivedKeyingMaterial (DKM) ® 7L — AKX,

*2 NumberOfDKM fHD£ T — X DMl Z U TD & 5 I1Zitid§ 5.

f HMAC % i\ 2 S B @ IR, HMAC O#t e L THWS NS salt 230id 3 5. 2 BSMIEIK.

f HMAC % fil\ 2 SR8 H B 0 #PUE, HMAC O#te U THW O NS salt Z3tid 2. £ SMIANR.

f HMAC % i\ 2 B B R @i, HMAC 0@t e L THWS N2 salt 2303 5. 2 BSMIEIK.




COUNT = 0 fi=0D0F—XOMIZDOVWTERT 3.

NonceV = 6695 ... fe09 #4i=0IZxET 5 Nonce V Zitihd 5.
0I = a1b2 ... Oe21 f1i=0IZxIEd D OtherInfo 23k 5.
SaltForHMACbasedKDF = eb22 ... aee8 f# HMAC % i\ 5 HBE B DR, HMAC OFEL L THWS NS salt Z5tikd 5. T HLAIMIARE.
C = 1d10 ... del5 fi=0I1ZuT2EEXC 2itikd 5.
Z = 457f ... e64b fi=0IxIEd 5, Party U 20553 C OAERKIZ AV secret value Z Gk 5.
MacDataV = 457f ... e64b f1=0IMIET 5, MacTagy DERIZH N MacData %7087 5.
MacTagV = 457f ... e64b fi=0IZxET 5, MacTagy #7hd 5.
KeyData = 7 fi=0II5d 5, KeyData D 7L —AKLZK.
Result = ? fi=0XINT 5, BEHESTORNXIZEBDO T L — ALK,
COUNT = 1 fi=1D7—XDMIZOVWTERT 5.
NonceV = 6695 ... £fe09 f1=11xI53 % Nonce V il d 5.
0I = alb2 ... Oe21 fi=11Z6T 5 OtherInfo kT 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ 2 HEE BRI OER R, HMAC O#t e L THWVW SN salt 25tk 3 5. ZhISMIARK.
C = 1410 ... del5b fi=1ICIEd 2SN C 2iidd 5.
Z = 457f ... e64b fi= 112563 %, Party U 2355 3C C OERKIZ W7z secret value Z #7303 5.
MacDataV = 457f ... e64b fi=11xE3 %, MacTagy DERIZHWZ MacData 278k 5.
MacTagV = 457f ... e64b fi=11xI53 %, MacTagy %iidd 5.
KeyData = 7 fi=11I59 %, KeyData D 7L —AKILK.
Result = ? f1i=110I5d 5, BHRELO R XUZKRBD TV — ARV K.
COUNT = (NumberOfDKM — 1) f i = (Number0fDKM — 1) O F — X DHMUZ DWW TR T 5.
NonceV = 6695 ... fe09 # ¢ = (Number0fDKM — 1) IZXfJ&5d % Nonce V &5k d 5.
0I = a1lb2 ... Oe21 # ¢ = (Number0fDKM — 1) (25T % OtherInfo %7tk d 5.
SaltForHMACbasedKDF = eb22 ... aece8 f HMAC %\ 2B HBKORINEE, HMAC Offte L THW SN salt 25tk 3 5. ZTNUASMIERE.
C = 1d10 ... dels f i = (NumberOfDKM — 1) IZXI5 T K55 X C 25idd 5.
Z = 457f ... e64b f ¢ = (NumberOfDKM — 1) 253 %, Party U 253X C DA FIZH W 7= secret value Z %3k 5.
MacDataV = 457f ... e64b f i = (Number0fDKM — 1) IZXJ&T 5, MacTagy DHEBIZHA: MacData %7k s 5.
MacTagV = 457f ... e64b # ¢ = (Number0fDKM — 1) IZXJ&T 5, MacTagy %tk s 5.
KeyData = 7 f i = (Number0fDKM — 1) (2N 9 %, KeyData ® 7L — AKX,
Result = ? # ¢ = (NumberOfDKM — 1) IZ5IET %, #ESZ DRI X IF KD TV — ARV K.
*3 NumberOfDKM D% 7 — X DMl AU FD & S 1Z5lk T 5.
COUNT = 0 Fi=0DF—ZOMIZOVWTHRT 5.
NonceV = 6695 ... fe09 f4i=0IZxET 5 Nonce V itk d 5.
0I = alb2 ... Oe21 f1=0IZxI5d D OtherInfo kT 5.
SaltForHMACbasedKDF = eb22 ... aee8 f# HMAC % i\ 2 S8 B D ERK, HMAC O#tL U THWS NS salt Z5lidd 5. ZNLAIMIARE.
C = abf7 ... 52ba fi=0I1TET2EEXC Z2itikd 5.
DKM = ? fi=0xIET 3 DerivedKeyingMaterial (DKM) ® 7L — AKX,
Result = ? fi=0XINT 5, BT ORI XIZEBD T L — ALK,
COUNT = 1 fi=1D7—XOMIZOVWTERT 5.
NonceV = 6695 ... fe09 #4i=11Zx3 % Nonce V Zitihd 5.
0I = alb2 ... Oe21 fi=11Z6T 5 OtherInfo itk T 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % A\ 2 BB OER R, HMAC O#t e L THWVWS NS salt 27tk 3 5. ZhIMIA.
C = abf7 ... 52ba fi=11CIEd BT C 2ididd 5.
DKM = 7 fi=11I5d % DerivedKeyingMaterial (DKM) O 7L — AKX,
Result = ? f1=110I5d 5, BRELO BRI XUZKRBD T —AFRIV X,
COUNT = (NumberQfDKM — 1) f i = (Number0fDKM — 1) O F — X DHMUZ DWW TR T 5.
NonceV = 6695 ... fe09 f ¢ = (Number0fDKM — 1) IZXfJ&5d % Nonce V &5k d 5.
0I = a1lb2 ... Oe21 # ¢ = (Number0fDKM — 1) (259 % OtherInfo itk d 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ 2 S BRI OENR R, HMAC O#t e L THWS NS salt 27tk 3 5. ZhISMIARK.
C = abf7 ... 52ba f i = (NumberOfDKM — 1) IZXIST M55 X C 2idd 5.
DKM = ? # i = (NumberOfDKM — 1) IZ5$I&59 % DerivedK eyingMaterial (DKM) O 7L —ZFRIL X,
Result = ? # i = (NumberOfDKM — 1) IZ5HIEd %, #ESZ ORI X I KBD T L — AKX,
*4 NumberOfDKM fHD R T — X DHEMUTD & 5127l 3 5.
COUNT = 0 fi=007—ZOMIZDOWTHET 2.
NonceV = 6695 ... fe09 =039 % Nonce V 2Lk T 5.
0I = alb2 ... 0e21 fi=0Ixd B OtherInfo 27k 5.
SaltForHMACbasedKDF = eb22 ... aee8 f# HMAC % i\ 5 S8 B D ERNK, HMAC OFtL U THWS NS salt Z5lid 4 5. ZNLAIMIARE.
C = abf7 ... 52ba fi=0I1TBTIEEFXC Zitikd 5.
MacDataV = 457f ... e64b f1=0IxIET 5, MacTagy DERIZHWS MacData 2707 5.
MacTagV = ? fi=0MIET 5, MacTagy DTV —AKIVAK.
KeyData = 7 fi=0IMI5d 5, KeyData D 7L —AKILZK.
COUNT = 1 fi=10F—XOHIZDVWTERT 5.
NonceV = 6695 ... fe09 fi=11Zx3 5 Nonce V 2tk 5.
0I = alb2 ... Oe21 f1=11ZxI59 5 OtherInfo 23T 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ 2 S8 B DERNK, HMAC O#tL U THWOS NS salt Z5lid 4 5. ZNLISMIARE.
C = abf7 ... 52ba fi=1ICIEd BT C 2ilids 5.
MacDataV = 457f ... e64b fi=11xIE3 5, MacTagy DERIZHAWS MacData 7Lk 7 5.
MacTagV = 7 fi=11Zx6d 5, MacTagy D7V —AFILK,
KeyData = ? fi=11I5d 5, KeyData D 7L —AKRILZK.
COUNT = (NumberOfDKM — 1) f i = (Number0fDKM — 1) O F — X DHMUZ DWW TR T 5.
NonceV = 6695 ... fe09 # ¢ = (Number0fDKM — 1) (ZXfJ&9d % Nonce V 27k 5.
0I = alb2 ... Oe21 #f ¢ = (NumberOfDKM — 1) (2559 % OtherInfo 239 5.
SaltForHMACbasedKDF = eb22 ... aee8 # HMAC %\ 2 HE IR D#ERE, HMAC Ot L THWS N2 salt 230id 9 5. ZBSMIENK.
C = abf7 ... 52ba f i = (NumberOfDKM — 1) IZXJET 2MEFX C %k T 5.
MacDataV = 457f ... e64b f i = (Number0fDKM — 1) (ZX&d %, MacTagy DHEMRIZHAVS MacData %7k d 5.
MacTagV = 7 f i = (Number0fDKM — 1) IZX&T 5, MacTagy ® 7L —AKRILA.
KeyData = 7 f 1 = (Number0fDKM — 1) IZfJtid %, KeyData D /'L — AKX,



2.1.3 Facts 7 7 1 )b (*.fax)

#6: NIST SP800-56B (Zilik & 117z KAS1 Facts 7 7 1 )V

Bs 73] A LERARIRE
— R FE—
#:?f SR 5y ES LoREEOHIE [CIOE. &) Bl
Be
~ AlgorithmName KAS1_in_ NIST_ SP800_56B X751 [AlgorithmName = KAS1_in_ NIST__SP800_56B]

i% i TargetFunction KeyAgreement S [TargetFunction = KeyAgreement)]

% e TargetRole IUT 23485 %% (Party__U, Party_V) T [TargetRole = Party_ U]
TypeOfPublicKey Party V QAR (65537: TYPEL, random: TYPE2) bl [TypeOfPublicKey = TYPEI1]
TypeOfPrivateKey Party VO 774 X— bEDOFE] (CRT & L: TYPE2) P2 [TypeOfPrivateKey = TYPEZ2]
BitLengthOfModulusPartyV Party V OAH#OEn Oy MR 10 #E#KE [BitLengthOfModulusPartyV = 3072]
KDF gt B RGR X751 [KDF = SP800_56B_5_5_ 1 KDFConcat_SHAI]
BitLengthOfSaltForHMACbasedKDF HMAC ~X—2® KDF %3 554, salt Dy bR 10 #E#E [BitLengthOfSaltForHMACbasedKDF = 0]
BitLengthOf0I OtherInfo D&y + & 10 #E#ad [BitLengthOfOI = 384]
BitLengthOfNonceV Nonce VOB Y RO Y M 10 #E#&Kqd [BitLengthOfNonceV = 256]

ID_U Party U @ Identifier 16 &Kl ID_U = alb2c3d4e5]
ID_V Party V @ Identifier 16 &G [ID_V = 4a434154546964]
KeyConfirmationSupported #HR— 19 % Key Confirmation D& A1 7 EEH [KeyConfirmationSupported = NoKC]
(Key Confirmation 7 L:NoKC, unilateral key confirmation
from party V to party U:Unilateral V_to_U)
SelectedTestMethod W57 b ) X LGSR RS — B L T 15— DB IS N7 B 10 #E&GE [SelectedTestMethod = 1]
Ho®S (FRBR 1:1, bk 2:2)
BitLengthOfDKM DKM Oty & K Bits 10 #E#Kqd [BitLengthOfDKM = 320]
Number0£DKM DKM DfiE# 10 #E#Kad [NumberOfDKM = 2048]
RatioOfInvalidData Unilateral key confirmation from party V to party U DR TN [RatioOfInvalidData = 0.5]
IR, BERENLIZ RIS 27— X DEIE. THLSMTER. #ad
MACforKeyConfirmation Unilateral key confirmation from party V to party U D& XFF [MACforKeyConfirmation = HMAC__SHA512]
I, Key confirmation (285 MAC 73V XA, ZHbSEE
.
BitLengthOfMacKey Unilateral key confirmation from party V to party U DR 10 #E#Kqd [BitLengthOfMacKey = 128]
I, Key confirmation (2f#5 MacKey Oy b K. ZHLSMEE
B
BitLengthOfMacTag Unilateral key confirmation from party V to party U DR 10 G [BitLengthOfMacTag = 512]
Bg, Key confirmation I2f#5 MacTag D& v hE. LI E
5.
Party U nV Party V OXBH#OE n n 16 HEXRGE nV = cchb7 ... 406d
B 1 eV Party V OARIEE e e 16 HEXRG eV = 010001
~y A 4av Party VO 754 X— MEEH d d 16 #EXRG dV = 0dOc ... 7041
pv Party V OF#EH p 16 &Kl pV = d2cd ... 97bd
qV Party V O# q 16 &Kl qV = 827 ... be71
“Party U | COUNT 0 LA NumberOfDKM A<t D %%, 10 Kz COUNT =0
=RER 1 NonceV Nonce V 16 iR NonceV = 6695 ... fe09
PN 01 OtherInfo OtherInfo 16 &G OI = alb2 ... 0e21
il SaltForHMACbasedKDF HMAC % i\ 2 B 0 21, HMAC O#te LTHWS N salt 16 XKl SaltForHMACbasedKDF = eb22 ... aee8
% salt. ZHNBIMIAR.
Party U nV Party V ORFBEEDE n n 16 HEXRG nV = cch7 ... 406d
Ak 2 eV Party V OB e e 16 &G eV = 010001
~y & av Party VO 771 ~— MR d d 16 &7 dV = 0dOc ... 7041
pV Party V O#H p 16 #E&Kqd pV = d2cd ... 97bd
qV Party V O#H q 16 #EXRG qV = 827 ... be71
“Party U | COUNT 0 LA I NumberOfDKM Aiifi D ¥ % 10 & COUNT =0
=RER 2 NonceV Nonce V 16 #E#ad NonceV = 6695 ... fe09
FNE 01 OtherInfo OtherInfo 16 X OI = alb2 ... 0e21
2 SaltForHMACbasedKDF HMAC % F\W % #E5 H B B 0@ IR, HMAC ofie LTHWS salt 16 #ERG SaltForHMACbasedKDF = eb22 ... aee8
% salt. ZHBHMIAR.
C Mg 5 3L C 16 &K C = 1d10 ... delb
3 secret value Z A 16 Kl Z = 457f ... e64b
MacDataV MacData MacData 16 #E&Kqd MacDataV = 4b43 ... delb
MacTagV MacTag MacTagy 16 E&Kad MacTagV = 9d6e ... ae0d
KeyData KeyData OFHE KeyData 16 &K KeyData = 159c¢ ... a983
Result HEREST O BRI SUE R (P, RHEGF) X Result = P
Party V oV Party V ORFHBEEDE n n 16 #EXRG nV = cch7 ... 406d
et eV Party V OAFIEER e e 16 #ERG eV = 010001
~y & 4av Party VO 754 X— bEfaE d d 16 &KL dV = 0dOc ... 7041
pV Party V O# p 16 &K pV = d2cd ... 97bd
qV Party V O## q 16 #ERG qV = 827 ... be71
“Party V. | COUNT 0 LA NumberOfDKM i D ¥ % 10 & COUNT =0
=RER 1 NonceV Nonce V 16 #E#ad NonceV = 6695 ... fe09
Ak 01 OtherInfo OtherInfo 16 #EXRG OI = alb2 ... 0e21
3 SaltForHMACbasedKDF HMAC %\ %88 H BB O #KE, HMAC Ot LTHYWS 1L salt 16 #EXRG SaltForHMACbasedKDF = eb22 ... aee8
% salt. ZHBHMIARE.
C Mg 53 C 16 %Ki C = abf7 ... 52ba
Z Party U 2553 C OFFHEIZH V7= secret value Z. BS C »° 4 16 &Kl Z = 8b33 ... dceb
EHEBADGEIE X I—F -2 27d T 5.
DKM DerivedKeyingM aterial OMIFHE. W53 C BWERBI OGS DerivedKeyingMaterial 16 #E#Ad DKM = 9011 ... 71f8
CIRXI—F— R EERT 5. (DKM)
Result BREST O R SUX R (R3h:P, JRHGE) T Result = P
Party V A\ Party V ORXBBEDE n n 16 XKl nV = cch7 ... 406d
SR 2 eV Party V OAFIEIEK e e 16 #EXG eV = 010001
~ X dv Party VD7 J 4 X— M#fEH d 16 #EXG dV = 0dOc ... 7041
pV Party V OF#E# p 16 &K pV = d2cd ... 97bd
qV Party V OFE# q 16 HEXRG qV = 827 ... beTl
“Party V| COUNT 0 JAF NumberOfDKM il %3k 10 & COUNT = 0
RER 2 NonceV Nonce V 16 #E# AL NonceV = 6695 ... fe09
FN/N 01 OtherInfo OtherInfo 16 &G OI = alb2 ... 0e21
— SaltForHMACbasedKDF HMAC % i\ 2 #3850 # IR, HMAC Offte LTHW S salt 16 #E&qd SaltForHMACbasedKDF = eb22 ... ace8
% salt. ZNLIMIENE.
C 55 C 16 #EXRG C = abf7 ... 52ba
Z Party U 253X C OFFHEIZ W7z secret value Z. Z 16 #EXRG 7Z = 8b33 ... dceb
MacDataV MacData MacData 16 #E#E MacDataV = 4b43 ... del5
MacTagV MacTag MacTagy 16 HEXRGE MacTagV = e98a ... d160
KeyData KeyData KeyData 16 #EXRG KeyData = 985a ... 6ea2

*1 NumberOfDKM fHD£ T — X DM EUTD & S I1Ziidd 5.

COUNT = 0 fi=00F—XDOHIZDVWTHRT 5.

NonceV = 6695 ... fe09 f1=0IZxI5d % Nonce V Zilid 3 5.

0I = alb2 ... 0e21 f1=0IxIET % OtherInfo kT 5.

SaltForHMACbasedKDF = eb22 ... aece8 f HMAC %\ 2 #EH KO RIEE, HMAC O#fte L THW SN salt 25tk 5. ZTUASMIERE.
COUNT = 1 Fi=107F—2OMIZOVWTiRT 5.

NonceV = 6695 ... fe09 #i=11Zx53 5 Nonce V Zitihd 5.

0I = alb2 ... Oe21 f1=112xI59 % OtherInfo 3T 5.

SaltForHMACbasedKDF = eb22 ... aee8 f# HMAC % i\ 2 S8 B D EREK, HMAC O#EL U THWS NS salt Z5tid 4 5. ZNLAIMIARE.
COUNT = (NumberOfDKM — 1) # i = (NumberOfDKM — 1) O 7 — X DHUZ DWW Tk T 5.

NonceV = 6695 ... fe09 # ¢ = (Number0fDKM — 1) IZXfJ& 9 % Nonce V ZFlidd 5.

0I = a1lb2 ... 0e21 # ¢ = (Number0fDKM — 1) IZXJ&T % OtherInfo Zitikd 5.

SaltForHMACbasedKDF = eb22 ... aee8 f# HMAC % i\ 5 S8 BN, HMAC O#EL UL THWS NS salt Z5likd 5. TNLAIMIAR.

*2 NumberOfDKM fHDE T — X DM ZEUTD & 5125 d 5.




COUNT = 0 fi=0D0F—XOMIZDOVWTERT 3.

NonceV = 6695 ... fe09 #4i=0IZxET 5 Nonce V Zitihd 5.
0I = a1b2 ... Oe21 f1i=0IZxIEd D OtherInfo 23k 5.
SaltForHMACbasedKDF = eb22 ... aee8 f# HMAC % i\ 5 HBE B DR, HMAC OFEL L THWS NS salt Z5tikd 5. T HLAIMIARE.
C = 1d10 ... del5 fi=0I1ZuT2EEXC 2itikd 5.
Z = 457f ... e64b fi=0IxIEd 5, Party U 20553 C OAERKIZ AV secret value Z Gk 5.
MacDataV = 457f ... e64b f1=0IMIET 5, MacTagy DERIZH N MacData %7087 5.
MacTagV = 457f ... e64b fi=0IZxET 5, MacTagy #7hd 5.
KeyData = 159c ... a983 fi=0IMI5d 5, KeyData DHifFHEZE GRS 5.
Result = P f1=0ITIEd 5, FHELO Y XUZRBOMRHEZ GRS 5.
COUNT = 1 fi=1D7—XOMIZOVWTERT 5.
NonceV = 6695 ... fe09 fi=11xI53 % Nonce V 2ilihd 5.
0I = alb2 ... Oe21 fi=11ZT 5 OtherInfo kT 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ 2 HEE BRI OER R, HMAC O#t e L THWS NS salt 25tk 3 5. ZhISMIARK.
C = 1410 ... del5b fi=1ICIEdBKEXC 2iidd 5.
Z = 457f ... e64b fi= 112563 %, Party U 235530 C DERKIZ W7z secret value Z #7303 5.
MacDataV = 457f ... e64b fi=11xIET %, MacTagy DERIZH W MacData 278k 5.
MacTagV = 457f ... e64b fi=11xI53 %, MacTagy %itidd 5.
KeyData = 159c ... a983 fi=11I59 %, KeyData D{FHEZEFIRT 5.
Result = P fi=11TxT 5, HRENL O B XL KD FARHE & Gk 3 5.
COUNT = (NumberOfDKM — 1) f i = (Number0fDKM — 1) O F — X DHMUZ DWW TR T 5.
NonceV = 6695 ... fe09 # ¢ = (Number0fDKM — 1) IZXfJ&59 % Nonce V &5k d 5.
0I = a1lb2 ... Oe21 # ¢ = (Number0fDKM — 1) (25T % OtherInfo itk 3 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC %\ 2 #EH KO RRE;, HMAC Offte L THW SN salt 25tk 3 5. ZTNUASMIERE.
C = 1d10 ... dels f i = (NumberOfDKM — 1) IZXIS T M5 X C 2idd 5.
Z = 457f ... e64b f ¢ = (Number0fDKM — 1) 253 %, Party U 253X C DAMIZHW 7= secret value Z ZFikd 5.
MacDataV = 457f ... e64b f i = (Number0fDKM — 1) IZXJ&T 5, MacTagy DHEBIZHA: MacData %5k d 5.
MacTagV = 457f ... e64b # ¢ = (Number0fDKM — 1) IZNJ&T 5, MacTagy %7k s 5.
KeyData = 159c ... a983 f ¢ = (NumberOfDKM — 1) I3 %, KeyData DIfHE %GRS 5.
Result = P f 1 = (NumberQfDKM — 1) (26 Jiid 25, BlEffE N D T XIS R DI % Flik 3 5.
*3 NumberOfDKM D% 7 — X DMl AU FD & S 1Z5lk T 5.
COUNT = 0 Fi=0DF—ZOMIZOVWTHRT 5.
NonceV = 6695 ... fe09 f4i=0IZxET 5 Nonce V itk d 5.
0I = alb2 ... Oe21 f1=0IZxI5d D OtherInfo kT 5.
SaltForHMACbasedKDF = eb22 ... aee8 f# HMAC % i\ 2 S8 B D ERK, HMAC O#tL U THWS NS salt Z5lidd 5. ZNLAIMIARE.
C = abf7 ... 52ba fi=0I1TET2EEXC Z2itikd 5.
Z = 8b33 ... dceb fi=01Zxtd %, Party U 235530 C OERKIZ A7 secret value Z O¥IFHE %GR T 5. B5 X C BNEBBADGHITEXI—T— X%k T 5.
DKM = 9011 ... 71f8 fi= 08T % DerivedKeyingMaterial (DKM) O % Gl 3 5.
Result = P 1= 0TRINT 2, HENL ORI X G RO MIFEE % Flk 9 5.
COUNT = 1 fi=107F—Z2OMIZOVWTERT 5.
NonceV = 6695 ... fe09 fi=11Zx53 5 Nonce V 2tk d 5.
0I = alb2 ... Oe21 f1i=11ZI59 5 OtherInfo 23T 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ 5 HEE B D ERNK, HMAC OFEL UL THWS NS salt Z5tid 4 5. ZNLAIMIARE.
C = abf7 ... 52ba fi=1ICIEd2ETXC 2ilids 5.
Z = 8b33 ... dceb f1=11xIE3 %, Party U 235530 C DRI AW secret value Z O Z IR T 5. B5X C BWEBBAOGEEIZIXI—FT— X2k T 5.
DKM = 9011 ... 71f8 fi=11ZI59 % DerivedKeyingMaterial (DKM) OMAfHE % ZlR T 5.
Result = P fi=1I1TRET 2, HRENLOD B AT KD IR 2 flk 9 5.
COUNT = (NumberOfDKM — 1) f i = (NumberOfDKM — 1) D7 — X DHUZ DWW TR T 5.
NonceV = 6695 ... fe09 # ¢ = (Number0fDKM — 1) (ZXfJ& 9 % Nonce V 27k d 5.
0I = alb2 ... 0e21 #f ¢ = (NumberOfDKM — 1) (2359 % OtherInfo 237 5.
SaltForHMACbasedKDF = eb22 ... aece8 f HMAC % i\ %S MBI D ERER, HMAC O#tL UL THWOS NS salt 5tk 4 5. ZNLISMIANE.
C = abf7 ... 52ba f i = (Number0fDKM — 1) IZXJET BIEFX C %k T 5.
Z = 8b33 ... dceb # i = (NumberOfDKM — 1) IZXI&9 %, Party U H3G5 X C DAERKIZ = secret value Z OMfFE %GR T 2. K5 X C BNEBBADBE TR LI —F—%%
DKM = 9011 ... 71f8 f i = (Number0fDKM — 1) IZXJ&d % DerivedKeyingMaterial (DKM) OWIFE %Gl 5.
Result = P # ¢ = (NumberOfDKM — 1) IZ5I5d %, HfE 7 D p D) X KRB D HIFFi 2 5k 3 5.
*4 NumberOfDKM fHD R T — X DHEUTD & 5127l 3 5.
COUNT = 0 fi=007—XOMIZDOWTHET 2.
NonceV = 6695 ... fe09 fi=01Zx59 % Nonce V 2tk d 5.
0I = alb2 ... 0e21 fi=0Ixkd B OtherInfo 27k T 5.
SaltForHMACbasedKDF = eb22 ... aee8 f# HMAC % i\ 5 S8 B D ERK, HMAC O#EL U THWOS NS salt Z5lid 4 5. ZNLAIMIARE.
C = abf7 ... 52ba fi=0I1TLT2EEFXC Zitikd 5.
MacDataV = 457f ... e64b fi=0IxIET 5, MacTagy DERIZHAWS MacData 2707 5.
MacTagV = e98a ... d160 #i=0IZxET 5, MacTagy OMfHEZZART 5.
KeyData = 985a ... 6ea2 fi=0I1TT %, KeyData DHIFHEZ GRS 5.
COUNT = 1 Fi=1DF—ZOMIZOVWTERT 5.
NonceV = 6695 ... fe09 fi=1xE3 5 Nonce V ik d 5.
0I = alb2 ... Oe21 f1=112xI59 5 OtherInfo 23T 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ 2 S8 B D ERNE, HMAC O#tL U THWS NS salt Z5lid 4 5. ZNLAIMIARE.
C = abf7 ... 52ba fi=1ICIEd BT XC 2ilids 5.
MacDataV = 457f ... e64b fi=11xIET 5, MacTagy DERIZHAWS MacData 2707 5.
MacTagV = e98a ... d160 fi=11ZxET 5, MacTagy OMfHEZZRART 5.
KeyData = 985a ... 6ea2 fi=118I69 %, KeyData ORifFHEZE GRS 5.
COUNT = (NumberOfDKM — 1) f ¢ = (Number0fDKM — 1) O F — X DHMUZ DWW TFRT 5.
NonceV = 6695 ... fe09 # ¢ = (Number0fDKM — 1) (ZXfJ&9d % Nonce V 27k 5.
0I = alb2 ... Oe21 #f i = (NumberOfDKM — 1) (2559 % OtherInfo 239 5.
SaltForHMACbasedKDF = eb22 ... aee8 # HMAC %\ 2 JE I O#EREE, HMAC Ot L THWS N2 salt 230id 9 5. ZBSMIENK.
C = abf7 ... 52ba f i = (Number0fDKM — 1) IZXJET BMEFX C %tk T 5.

MacDataV = 457f ... e64b f ¢ = (Number0fDKM — 1) I3 %, MacTagy PHEBIZAVS MacData %5tk d 5.
MacTagV = e98a ... d160 f ¢ = (NumberOfDKM — 1) I3 %, MacTagy DWIFFHEZFRT 5.
KeyData = 985a ... 6ea2 f 1 = (Number0fDKM — 1) I3 %, KeyData DR %GR T 5.
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Bs 73] A LERARIRE

— R FE—
ﬁff SR 5y SES LoREEOHIE [CIOE. &) Bl
B
~ AlgorithmName KAS1_in_ NIST_ SP800_56B X751 [AlgorithmName = KAS1_in_ NIST__SP800_56B]

i% i TargetFunction KeyAgreement S [TargetFunction = KeyAgreement)]

% e TargetRole IUT 23485 %% (Party__U, Party_V) T [TargetRole = Party_ U]
TypeOfPublicKey Party V ORXFHEFEHOMS (65537: TYPEL, random:TYPE2) bl [TypeOfPublicKey = TYPEI1]
TypeOfPrivateKey Party VO 771 X— MO (CRT %4 L: TYPE2) P2 [TypeOfPrivateKey = TYPEZ2]
BitLengthOfModulusPartyV Party V OAH#OEn Oy MR 10 #E#KE [BitLengthOfModulusPartyV = 3072]
KDF gt B RGR X751 [KDF = SP800_56B_5_5_ 1 KDFConcat_SHAI]
BitLengthOfSaltForHMACbasedKDF HMAC ~X—2® KDF %3 554, salt Dy bR 10 #E#E [BitLengthOfSaltForHMACbasedKDF = 0]
BitLengthOf0I OtherInfo D&y + & 10 #E#ad [BitLengthOfOI = 384]
BitLengthOfNonceV Nonce VOB Y RO Y M 10 #E#&Kqd [BitLengthOfNonceV = 256]

ID_U Party U @ Identifier 16 &Kl ID_U = alb2c3d4e5]
ID_V Party V @ Identifier 16 &G [ID_V = 4a434154546964]
KeyConfirmationSupported #HR— 19 % Key Confirmation D& A1 7 EEH [KeyConfirmationSupported = NoKC]
(Key Confirmation 7 L:NoKC, unilateral key confirmation
from party V to party U:Unilateral V_to_U)
SelectedTestMethod W57 b ) X LGSR RS — B L T 15— DB IS N7 B 10 #E&GE [SelectedTestMethod = 1]
Ho®S (FRBR 1:1, bk 2:2)
BitLengthOfDKM DKM oty bR K Bits 10 #E#Kqd [BitLengthOfDKM = 320]
Number0£DKM DKM D1 ¥k 10 #E#Kad [NumberOfDKM = 2048]
RatioOfInvalidData Unilateral key confirmation from party V to party U DR TN [RatioOfInvalidData = 0.5]
IR, BERENLIZ RIS 27— X DEIE. THLSMTER. B
MACforKeyConfirmation Unilateral key confirmation from party V to party U DR XFF [MACforKeyConfirmation = HMAC__SHA512]
I, Key confirmation (285 MAC 73V XA, ZHbSEE
.
BitLengthOfMacKey Unilateral key confirmation from party V to party U DR 10 #E#Kqd [BitLengthOfMacKey = 128]
I, Key confirmation (2f#5 MacKey Oy b K. ZHLSMEE
B
BitLengthOfMacTag Unilateral key confirmation from party V to party U DR 10 G [BitLengthOfMacTag = 512]
Bg, Key confirmation I2f#5 MacTag D& v hE. LI E
5.
Party U nV Party V OXBH#OE n n 16 HEXRGE nV = b73c ... 9215
AR 1 . S
~y A eV Party V OGS e e 16 #E#id eV = 010001
“Party U | COUNT 0 AL NumberOfDKM it D # %, 10 & COUNT =0
ZRER 1 NonceV Nonce V 16 #E#GEL NonceV = 6695 ... fe09
NN 01 OtherInfo OtherInfo 16 R OI = alb2 ... 0e21
1l SaltForHMACbasedKDF HMAC % H\ 2 3 B8 o @ 3, HMAC otz LTHWS salt 16 HEXRGE SaltForHMACbasedKDF = eb22 ... ace8
% salt. ZHAIMIERE.
C (5] Party U 234 L 7255 3L C 16 XKL C = 12al ... 2900
DKM [Hi71] Party U 253t L7z DerivedK eying M aterial DerivedKeyingMaterial 16 HEXRG DKM = 4c61 ... af35
(DKM)
Party U | &V Party V ORHEDE n n 16 K nV = b73c ... 9215
R 2 _ S
~o & eV Party V ORGSR e e 16 #E#E eV = 010001
“Party U | COUNT 0 AL NumberOfDKM it D ¥ % 10 &K COUNT =0
R 2 NonceV Nonce V 16 G NonceV = 6695 ... fe09
NS 01 OtherInfo OtherInfo 16 &G OI = alb2 ... 0e21
2 SaltForHMACbasedKDF HMAC % H\W 2 s BB o @ 3, HMAC ofte LTHWS salt 16 HEXRGE SaltForHMACbasedKDF = eb22 ... ace8
% salt. ZHSMNIAR.
C Mg 53 C 16 &L C = 1d10 ... delb
MacDataV MacData MacData 16 XKL MacDataV = 4b43 ... delb
MacTagV MacTag MacTagy 16 &KL MacTagV = 9d6e ... ae0d
KeyData (5] Party U 255 L7z KeyData KeyData 16 &Kl KeyData = b0a7 ... c0a8
Result (] BN D D U R ()P, RIBC:F) bl Result = P
Party V nV Party V ORR#EDE n n 16 #ERG nV = abf7 ... b8e3
;&% 1 eV Party V OXB##EE e e 16 R eV = 010001
~y & dav Party VO 754 X— MR d d 16 #E#E dV = 53a0 ... 77cl
"Party V. | COUNT 0 LA E NumberOfDKM AKifi DK 10 &t COUNT = 0
SRER 1 NonceV Nonce V 16 #E &L NonceV = 6695 ... fe09
NN 01 OtherInfo OtherInfo 16 #EXG OI = alb2 ... 0e21
i SaltForHMACbasedKDF HMAC % I\ 2 3 BB o @ i, HMAC 0@tz LTHVwsh salt 16 R SaltForHMACbasedKDF = eb22 ... ace8
% salt. ZTHLSMIAN.
c 1553 C 16 &G C = abf7 ... 52ba
DKM (] Party V 255 U7z DerivedKeyingM aterial DerivedK eyingM aterial 16 &KL DKM = 7bad ... 4a45
(DKM)
Result () $EHEST O B Eh XX (Bebh: P, RIBGF) p&Tl Result = P
Party V oV Party V OAREDE n n 16 HEXRG nV = abf7 ... b8e3
aﬁgﬁ 9 eV Party V OAFIEE e e 16 #EXRG eV = 010001
~o & av Party VO 77 1 ~— MEHREd d 16 &Kz dV =53a0 ... 77cl
“Party V | COUNT 0 AL NumberOfDKM it D # % 10 & COUNT =0
) NonceV Nonce V 16 #E#GEL NonceV = 6695 ... fe09
NN 01 OtherInfo OtherInfo 16 £ OI = alb2 ... 0e21
A SaltForHMACbasedKDF HMAC % H\W 2 5 BB o @, HMAC ofte LTHWS salt 16 HEXRG SaltForHMACbasedKDF = eb22 ... ace8
% salt. ZHAIMIAER.
C [F2E5°8 C 16 HEXRGE C = abf7 ... 52ba
MacDataV MacData MacData 16 &KL MacDataV = 4b43 ... delb
MacTagV [Hi71] Party V 258 L7 MacTag MacTagy 16 Kl MacTagV = c447 ... fcab
KeyData (7] Party V 2%t5H L7z KeyData KeyData 16 &KL KeyData = c447 ... fcab

*1 NumberOfDKM fHDR T — X DHEZUTD & 512k 3 5.

COUNT = 0O
NonceV = 6695 ...
0I = alb2 ... 0e21

fe09

fi=00F—RXDHIZOVWTHIRT .
fi=0I1Zxd % Nonce V Zitikd 5.
f4=0IZX6T 5 OtherInfo itk T 5.

SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ 2 HEE B O ERK, HMAC O#t e L THWVWS N5 salt 27k 3 5. ZhISMIAK.
C = abf7 ... 52ba f1=0IZxIGELT, IUT AERK LT C.

DKM = 4c61 ... af35 fi=0IZxIEL T, IUT 2EH L 72 DerivedKeyingMaterial (DKM).

COUNT = 1 fi=10F—ZOMIZOVWTiRT 5.

NonceV = 6695 ... fe09 fi=11Zx53 5 Nonce V Zitihd 5.

0I = alb2 ... Oe21 f1=11ZxI59 5 OtherInfo 23T 5.

SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ 5 HUE LB DK, HMAC O#EL U THWS NS salt Z5lidd 5. ZNLAIMIARE.
C = abf7 ... 52ba fi=11ZGL T, ITUT 2ERK LT C.

DKM = 4c61 ... af35 fi=11IEL T, IUT 288 H L7 DerivedKeyingMaterial (DKM).

COUNT = (NumberQfDKM — 1) f i = (Number0fDKM — 1) O F — X DHMUZ DWW TR T 5.

NonceV = 6695 ... fe09 f ¢ = (Number0fDKM — 1) IZXfJ&d % Nonce V &5k d 5.

0I = a1lb2 ... Oe21 # ¢ = (Number0fDKM — 1) (25T % OtherInfo %7tk 3 5.

SaltForHMACbasedKDF = eb22 ... aee8 f HMAC %\ 2B B O ERE;, HMAC O#fte L THW SN salt 25tk 3 5. ZTUASMIEE.
C = abf7 ... 52ba f ¢ = (Number0fDKM — 1) I LT, IUT 4k L7z C.

DKM = 4c61 ... af35 f ¢ = (NumberOfDKM — 1) IZHfJ& L C, IUT V& U 7z DerivedK eyingMaterial (DKM).

*2 NumberOfDKM fHDRTF— X DHEZUTD & 5123tk d 5.



COUNT = 0 fi=0D0F—XOMIZDOVWTERT 3.

NonceV = 6695 ... fe09 #4i=0IZxET 5 Nonce V Zitihd 5.
0I = a1b2 ... Oe21 f1i=0IZxIEd D OtherInfo 23k 5.
SaltForHMACbasedKDF = eb22 ... aee8 f# HMAC % i\ 5 HBE B DR, HMAC OFEL L THWS NS salt Z5tikd 5. T HLAIMIARE.
C = 1d10 ... del5 fi=0I1ZuT2EEXC 2itikd 5.
MacDataV = 457f ... e64b fi=0IIEd 5, MacTagy DERIZHAWT MacData %7087 5.
MacTagV = 9d6e ... aeOd fi=0IZxd 5, MacTagy %#7kd 5.
KeyData = b0a7 ... c0a8 f4i=0IZxGLT, IUT B4 L 7z KeyData.
Result = P fi=0TIELT, TUT HYFHEL U 72 B0 N7 0D b SUUE SR
COUNT = 1 fi=10F—XOHIZDOVWTHRT 5.
NonceV = 6695 ... fe09 fi=11xI59 % Nonce V Z2iid 3 5.
0I = alb2 ... 0e21 f1=11xI53 % OtherInfo 3T 5.
SaltForHMACbasedKDF = eb22 ... aece8 f HMAC % f\ 5 S8 MBI DR, HMAC O#tL U THWO NS salt 5tk 4 5. ZNLISMIANE.
C = 1d10 ... del5 fi=11IGd BT XC 2ilidd 5.
MacDataV = 457f ... e64b #i=1ZxET 5, MacTagy OEBIZHA Wz MacData 2313 5.
MacTagV = 9d6e ... ae0d fi=11Zx6T 5, MacTagy #7dd 5.
KeyData = b0a7 ... c0a8 fi=11xEL T, IUT 2ERK L 72 KeyData.
Result = P f1=11G LT, TUT 25EHAE U 72 BERE L D bl X3 2.
COUNT = (NumberOfDKM — 1) # i = (NumberOfDKM — 1) ®F — X DHUZ DWW Tk T 5.
NonceV = 6695 ... fe09 # ¢ = (Number0fDKM — 1) IZXfJ& 9 % Nonce V Z7lidd 5.
0I = a1b2 ... 0e21 # ¢ = (Number0fDKM — 1) IZXfJ& T % OtherInfo Zilikd 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % A\ 2 BE B0 ER R, HMAC 0@t L THWS N5 salt 23tk 3 5. ZHIMIA.
C = 1d10 ... delb # i = (NumberOfDKM — 1) IZXHIEY BHGE 3 C 27k 5.
MacDataV = 457f ... e64b f i = (Number0fDKM — 1) IZXJ&T 5, MacTagy DHEBIZHAV: MacData %7k d 5.
MacTagV = 9d6e ... aeOd f ¢ = (Number0fDKM — 1) IZNJ&T 5, MacTagy %k s 5.
KeyData = b0a7 ... c0a8 # ¢ = (Number0fDKM — 1) IZXJ& L T, IUT AR L 72 KeyData.
Result = P # i = (NumberOfDKM — 1) {25 L T, TUT A3FHE U 72 Sl N7 O i) XA Sk .
*3 NumberOfDKM D% T — X DMl AU TD & S ZFlk T 5.
COUNT = 0 Fi=0DF—ZOMIZOVWTHRT 5.
NonceV = 6695 ... fe09 #4i=0IZxET 5 Nonce V Zitihd 5.
0I = alb2 ... Oe21 f1=0IZxI5d D OtherInfo 23T 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ 2 HEE B D ERK, HMAC OFEL UL THWS NS salt Z5lidd 5. ZHNLAIMIARE.
C = abf7 ... 52ba fi=0I1TETIEEXC 2itikd 5.
DKM = 9011 ... 71£8 f1=0IIEL T, IUT 2EH L 72 DerivedKeyingMaterial (DKM).
Result = P f1=0I1ZxIEL T, IUT 2FHAE U 72 BEHE L D sl bl X3 SR
COUNT = 1 fi=1D7—XOMIZOVWTERT 5.
NonceV = 6695 ... fe09 fi=11Zx3 2% Nonce V Zitikd 5.
0I = alb2 ... Oe21 fi=11ZT 5 OtherInfo itk T 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % A\ 2 HE B0 ESR, HMAC O#t e L THWVWS NS salt 25tk 3 5. ZhIMIAK.
C = abf7 ... 52ba fi=1ICIEd BT XC 2ididd 5.
DKM = 9011 ... 71£8 fi=11ZEL T, IUT 2EH L 72 DerivedKeyingMaterial (DKM).
Result = P g1 =110 T, TUT 255 U 72 BERE L O sl bl XAF AR
COUNT = (NumberOfDKM — 1) f i = (Number0fDKM — 1) O F — X DHMUZ DWW TR T 5.
NonceV = 6695 ... fe09 # ¢ = (Number0fDKM — 1) IZXfJ&d % Nonce V &5k d 5.
0I = a1lb2 ... Oe21 # ¢ = (Number0fDKM — 1) (25T % OtherInfo %7k T 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ % BRI OEN IR, HMAC Ot L THWS NS salt 25tk 3 5. ZhISMIAK.
C = abf7 ... 52ba # i = (NumberOfDKM — 1) XX M55 X C 25idd 5.
DKM = 9011 ... 71£8 f ¢ = (NumberOfDKM — 1) IZHfJ& L C, IUT MV U 7z DerivedKeyingMaterial (DKM).
Result = P f i = (NumberOfDKM — 1) (25 L T, TUT A3GHE U 72 $EhfE N7 D ) XA AR
x4 NumberOfDKM D% T — X DMl AU FD & S ZFk T 5.
COUNT = 0 fi=00F7—XOMIZDOWTHET 2.
NonceV = 6695 ... fe09 =039 % Nonce V 2Lk e 5.
0I = alb2 ... 0e21 fi=0Ixd B OtherInfo 27d T 5.
SaltForHMACbasedKDF = eb22 ... aee8 f§ HMAC %\ 3 HEEHBIMO#R, HMAC Ofte UTHV SN S salt Zidd 3 5. ThLIMIER.
C = abf7 ... 52ba fi=0THET 2S5 C 2ELT 5.
MacDataV = 457f ... e64b fi=0IdE9 5, MacTagy DEKIZAVS MacData %507 5.
MacTagV = e98a ... d160 f4=0IZxELT, IUT 2FE L7 MacTagy .
KeyData = 985a ... 6ea2 fi=0IZMGL T, IUT EH L7z KeyData.
COUNT = 1 Fi=1DF—Z2OMIZOVWTiRT 5.
NonceV = 6695 ... fe09 fi=11Zx3 % Nonce V itk d 5.
0I = alb2 ... Oe21 f1=112xI59 5 OtherInfo 23T 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % A\ 5 S8 B D ERNK, HMAC OFtL U THWOS NS salt Z5lik 4 5. ZNLASMIARE.
C = abf7 ... 52ba fi=1ITHIEd2ETXC 2itidd 5.
MacDataV = 457f ... e64b fi=11ZxIET 5, MacTagy DERIZHAWS MacData 270k 7 5.
MacTagV = e98a ... d160 f4i=1ZxELT, IUT 23HE L7z MacTagy .
KeyData = 985a ... 6ea2 fi=11GL T, IUT 2EH L7 KeyData.
COUNT = (NumberOfDKM — 1) f i = (Number0fDKM — 1) O F — X DHMUZ DWW TR T 5.
NonceV = 6695 ... fe09 # ¢ = (Number0fDKM — 1) (ZXfJ& 9 % Nonce V 25k 5.
0I = alb2 ... Oe21 #f ¢ = (NumberOfDKM — 1) (2559 % OtherInfo 237 5.
SaltForHMACbasedKDF = eb22 ... aee8 # HMAC %\ 2 HEHBIRO#ERR, HMAC Ot L THWS N2 salt 230id 9 5. 2 BSMIENK.
C = abf7 ... 52ba f i = (Number0fDKM — 1) IZXJET T C %k T 5.

MacDataV = 457f ... e64b f i = (Number0fDKM — 1) (ZX&T %, MacTagy DHEMRIZHS MacData %7k d 5.
MacTagV = e98a ... d160 # ¢ = (Number0fDKM — 1) (ZXJ& L T, IUT AFHA L7z MacTagy .
KeyData = 985a ... 6ea2 f i = (Number0fDKM — 1) (ZXJ& L T, IUT A&l U7z KeyData.



215 #R7 74V (*out)
#8: NIST SP800-56B (Zil#i& 117z KAS1 #EH- 7 7 1)L
1% paxil 57 S fBDREE Bl
RE
~ AlgorithmName KAS1_in_ NIST_ SP800_56B A [AlgorithmName = KAS1_in_ NIST_SP800_56B]
ﬁf 7 TargetFunction KeyAgreement SCEEH [TargetFunction = KeyAgreement)]
% Z TargetRole TUT 234H 5 #%#] (Party__U, Party_ V) P& [TargetRole = Party U]
TypeOfPublicKey Party V ORXFH#EIEROMA (65537: TYPEL, random:TYPE2) Pl [TypeOfPublicKey = TYPE1]
TypeOfPrivateKey Party VO 774 X— MO (CRT %4 L: TYPE2) Pl [TypeOfPrivateKey = TYPEZ2]
BitLengthOfModulusPartyV Party V OAR#OEn Oy NE 10 H#ERG [BitLengthOfModulusPartyV = 3072]
KDF g B RGR XEEH [KDF = SP800_56B_5_5 1 KDFConcat_SHAI]
BitLengthOfSaltForHMACbasedKDF HMAC *—2® KDF %13 52454, salt Dy MR 10 #ERG [BitLengthOfSaltForHMACbasedKDF = 0]
BitLength0f0I Otherlnfo DYy F & 10 #E#E [BitLengthOfOlI = 384]
BitLengthOfNonceV Nonce VOB Y FROYY MR 10 Kl [BitLengthOfNonceV = 256]
ID_U Party U ® Identifier 16 &KL ID_U = alb2c3d4e5]
ID_V Party V ® Identifier 16 i [ID_V = 4a434154546964]
KeyConfirmationSupported #K— 1§ % Key Confirmation D&+ 7 XTF [KeyConfirmationSupported = NoKC]
(Key Confirmation % L:NoKC, unilateral key confirmation
from party V to party U:Unilateral V_to_U)
SelectedTestMethod W55 7 0 ) K 2 B — S N7 15— DB IR X 72 A BRI 10 &G [SelectedTestMethod = 1]
HO®FS (i8R 1:1, ikbk 2:2)
BitLengthOfDKM DKM oty bR 10 #&Kqd [BitLengthOfDKM = 320]
Number0£DKM DKM D1 10 &G [NumberOfDKM = 2048]
RatioOfInvalidData Unilateral key confirmation from party V to party U DR N [RatioOfInvalidData = 0.5]
Ry, BHENIZ RIS 2 7 — R 0EE. THUAMIER. #id
MACforKeyConfirmation Unilateral key confirmation from party V to party U O:#iR pE2| [MACforKeyConfirmation = HMAC_SHA512]
¥, Key confirmation (2f#i5 MAC 73V X4, Z0bSEE
.
BitLengthOfMacKey Unilateral key confirmation from party V to party U DR 10 &Kl [BitLengthOfMacKey = 128]
Ez, Key confirmation I2f#5 MacKey O ¥y M. FhUSMEE
.
BitLengthOfMacTag Unilateral key confirmation from party V to party U @& 10 #ERG [BitLengthOfMacTag = 512]
E‘g, Key confirmation (Z{f5 MacTag v M. ZHhDSMEAE
5.
( Results ) OK X NG p&2] OK
E

BB A DEA, (Results ) IZ 0K L RRINb.
B G D4, (Results ) IS DR TNG & RKRIN5d. 7z, (Results ) Ik, VARV AT 7 A VHDREKE Lo T=T7 — XM

FlR TN TV AMEH (COUNT, # FDHBTHESEZRT) OT —ABLAERE R0 DRRING. REKL LT —aFikEhTn
LR T4, BIEDOVARV AT 7 AIOVARRIZ (HA)] 23R UERTTHD. 72770, [HhH] LR U701 DU RWgEs, X744
e 3z ends.
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