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2 DH( dhStatic, dhEphem, dhOneFlow)

dhStaticl dhEphemd dhOneFlow OO 0000000000 OOO0DOOOOOOOOOOODO
O0b0o0oooboDbHOUOODOOOODODODOO0O0OODOALgorithm Name DD OO O OO OO
Algorithm Name U D OO ODOODOOOO

e DH dhStatic
e DH dhEphem
e DH dhOneFlow

gobooboooboboobooobooboo

0O 1. o000o0oda
ooad ooooooood
M_Kdf_ANSI942_771SHA1 ANSI X9.42 KDF with SHA-1 based on ASN.1
M_Kdf_ANSI942_771SHA224 | ANSI X9.42 KDF with SHA-224 based on ASN.1
M_Kdf_ANSI942_771SHA256 | ANSI X9.42 KDF with SHA-256 based on ASN.1
M_Kdf_ANSI942_771SHA384 | ANSI X9.42 KDF with SHA-384 based on ASN.1
M_Kdf_ANSI942_771SHA512 | ANSI X9.42 KDF with SHA-512 based on ASN.1
M_Kdf_ANSI942_772SHA1 ANSI X9.42 KDF with SHA-1 based on Concatenation
M_Kdf_ANSI942_772SHA224 | ANSI X9.42 KDF with SHA-224 based on Concatenation
M_Kdf_ANSI942_772SHA256 | ANSI X9.42 KDF with SHA-256 based on Concatenation
M_Kdf_ANSI942_772SHA384 | ANSI X9.42 KDF with SHA-384 based on Concatenation
M_Kdf_ANSI942_772SHA512 | ANSI X9.42 KDF with SHA-512 based on Concatenation
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...4100000000000000000000 pgenCounter 100000 [100000]
b
...$100000000000000000000 hOOUOO0OO 600D0O)
PQG)
...t20000000000000DO0O0O0OO 160000
[SEED]
...{2000000000000000O0O0O0O0O0O SEEDOOOODOOO l600O0O0O)
[pgenCounter]
...$200000000000000000000 pgenCounter 100000 [100000]
N
...t200000000000000000O0O0O KhOOOOOO I6O00DO0O)
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(O00O) [Algorithm Name] (00D0DOoooo)
aooo [Function Name] Key Sharing
[Bitlength of p] Op00000
[Bitlength of q] 00000
[Bitlength of SEED] p,qU 000000000000
[Seed S] SEEDOOODOODODO0ODODOODOOn
ooood
[Bitlength of Seed S] Seed SOOOODO
[Seed x] 00000000 0oooooooooo
oooo
[Bitlength of Seed x] Seed x OO DOOO
[KDF] oooooooo
[Otherinfo for KDF] 000D0OD0O0ODOD0OODO Otherinfo
[Bitlength of Otherinfo for KDF] | DO DOOODOOODOOOOO Otherinfo O
oooo
[Bitlength of Keying Data] ooobobooboo
[Number of Keying Datas] oooboooo
00000 | [Function Name] Public Key Validation
[Bitlength of p] oooogoo
[Bitlength of q]
[Bitlength of SEED]
[Seed S]
[Bitlength of Seed S]
[Seed x]
[Bitlength of Seed x]
[Number of Public Keys] 0oo0booooooo
[Rate of Fail Datal oo0oooooooooooo
00000 | [Function Name] Key Generation

[Bitlength

of pl

[Bitlength

of ql

[Bitlength

of SEED]

[Seed S]

[Bitlength

of Seed S]

gooooo

[Number of

XY Sets]
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[Algorithm Name]

(0000000)
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[Function Namel]

Domain Parameter Generation
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000000000 (p,¢9 000
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Domain Parameter Validation
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gbooooobooiio200000 10000000

[Bitlength of p]

[Bitlength of q]

[Bitlength of SEED]

obooooog

[Number of PQG Sets]

000000000 (pg,9) 000

[Seed S]

4.9
SEEpDO0O0O0O0OCCOODOO0O0OO0OOooooo
g

[Bitlength of Seed S]

Seed SOOOOO

[Rate of Fail Datal]
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2.2 000000000 (*req)

0 4: DH( dhStatic, dhEphem, dhOneFlow) 000000000

| 00 | 00 00
(o) [Algorithm Name] (00D0000D)
ood [Function Name] Key Sharing
[Bitlength of p] O0pO00D000 [100000]
[Bitlength of q] qUOO0D0 [lo000O0O]
[PQC] 000000000 p,q,¢ (16000
0]
[KDF] oooooooo
[Otherinfo for KDF] 0000000000000 Other-
info 16000 0]
[Bitlength of Otherinfo for KDF] | DO0ODOOOO0OOOODOOO Other-
info0 0000 [100000]
[Bitlength of Keying Datal O00000oo0oo [ooooo]
| [Number of Keying Datas] 00000000 100000]
[x]! O0000000o0oUO«z1600
00]
*[y]l 0000000000y (16000
O]
ooogno [Function Name] Public Key Validation
[Bitlength of p] oooooo
[Bitlength of q]
[PQG]
| [Number of Public Keys] O000000o0o0oo [ooooo]
[yl? D00y [60000]
oooono [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

[PQG]

gooooo

[Number of XY Sets]

00000000000 20000
y0OO0OD [100000]

goooooogn

[Function Name]

Domain Parameter Generation

go

[Validation Method]

gooobooolg2000001
goooaoo

[Bitlength of p]

0pO00000 [100000]

[Bitlength of q]

¢00000 [lo0000]

[Bitlength of SEED]

SEEDOOODOD [100000]

[Number of PQG Sets]

000000000 (p,q¢) 000
[100000]




1. [Number of Keying Datas] 0 0 00 000000000000O
]
...g10000000000O0DO0CD0O

[v]
...41000000000000

[x]
...$20000000000000000

[v]
...42000000000000

2. [Number of Public Keys| 00 000 yO0OO0O0O0O00O0OOOO

[v]
...41000000000000

[v]
...42000000000000
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(0o) [Algorithm Name] (0oooooo)
000000000 | [Function Name] Domain Parameter Validation
oo [Validation Method] gddooodolo200o000 100oad

goo

[Bitlength of p]

0pO00000 [100000]

[Bitlength of q]

¢00000 [100000]

[Bitlength of SEED]
[Number of PQG Sets]!

SEEDOOOOO 100000]

000000000 (pgg9) 000 (10000
0]

| [PQGI 000000000 p,q,g[160000]
[SEED] p,q00000000 [160000]
[pgenCounter] 0000000 [100000]

(h]

h[l60000]

1. 000000000000000 [Number of PQG Sets| 0 O [PQG]O[SEED]O[pgenCounter|
b 00DO0000DO00WO0D 200000000000




2.3 FactsOOOO (*.fax)

0O 6: DH( dhStatic, dhEphem, dhOneFlow) Facts 0 0 O O

y 00 \ 00 \ 00
(00) [Algorithm Name] (00ooooo)
ooo [Function Name] Key Sharing
[Bitlength of pl] Op0O00O0O
[Bitlength of q] qUO0D00O0
[PQG] 000000000 p,q,9g
[KDF] oooooooo
[Otherinfo for KDF] ooooooooooogo Oth-
erinfo
[Bitlength of Otherinfo for KDF] | UOODOUOOOOOOODOO Oth-
erinfo0 0000
[Bitlength of Keying Data] oooDooooooo
[Number of Keying Datas] gooooogod
[x]* 000000000000 =
[yl? 0000000000y
[Keying Data]! ooo
goooo [Function Name] Public Key Validation
[Bitlength of p] oooooo
[Bitlength of ql
| [PQG]
[Number of Public Keys] goopooooooo
[y]2 ogoddy
[Result]? ggogoobobobooobobo
g iligooooboo
gooooo [Function Name] Key Generation
[Bitlength of p] oooooo
[Bitlength of q]
[PQG]
[Number of XY Sets] gooboobooogno 000
ODyOOOooog
000000000 | [Function Name] Domain Parameter Generation
oo [Validation Method] gooooooolm200000
1000o00gd
[Bitlength of p] OpOO0O0OO
[Bitlength of q] qOO00ono
[Bitlength of SEED] SEEDOOO0O0OO0
[Number of PQG Sets] Oo0o00000o0oo0o0o0oobo0oo
p,q,g 000

1. [Number of Keying Datas] 0 0 00 0O [Keying Data] 000000000000

]

...g100000000000D00CD00

[v]

...t100000000o00o

[Keying Data]

...t1000000000000
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]
...420000000000000000

[v]
...4200000000000

[Keying Data]
...t2000000000000

. [Number of Public Keys| 0000 [y|]J0000000 [Result) 000000000000
vl
...t10000o0o0ooogog

[Result]
...§100000DO00O00DO0O00ODOO

[v]
...4200000000000

[Result]
...t2000000000000000
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O 7: DH( dhStatic, dhEphem, dhOneFlow) Facts 0 0 O 0O (0 O)

00 \ 0O \ 00
(oO) [Algorithm Name] (00ooooo)
O0o0oOooooo [Function Namel] Domain Parameter Validation
oad [Validation Method] 000o0o0o0oogolo200000 10000004

[Bitlength of p]

Op00000

[Bitlength of q]

¢ooooo

[Bitlength of SEED]

[Number of PQG Sets]!

SEEDOO0O0O0O0O

000000000 (pq,9) 000

[PQG] Oo0oooooodno pg,g
| [SEED] p,q00000000
B [pgenCounter] p,qUOonoog
| [n] h
k[Result] dooooobooobooooooooooo ogd

gbogil1boabooan

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]O[pgenCounter|O]
[0 [Result) D0 D0D0D0DO0WODO 200000000000
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2.4 000000000 (*rsp)

0 8: DH( dhStatic, dhEphem, dhOneFlow) 000000 OO0

y 00 \ 00 \ 00
(00) [Algorithm Name] (00oooog)
ooo [Function Name] Key Sharing
[Bitlength of p] OpO0000D0 [I00D00D0]
[Bitlength of q] ¢O0O0O000 [100000)
[PQc] 000000000 pg,g[160000]
[KDF] ooooooond
[Otherinfo for KDF] 0000000000000 Otherinfo (16000
0]
[Bitlength of Otherinfo 0000000000000 Otherinfo 0000
for KDF] 0 [60000]
[Bitlength of Keying 0000000000 [160000]
| Datal]
[Number of Keying Datas] | 00D 0O0OO0O0O [100000]
[x]! 000000000000 z[160000)
[yl! 0000000000 y[160000]
[Keying Data]l 0000000 [160000)
ooooo [Function Namel Public Key Validation
[Bitlength of p] ooogood
[Bitlength of ql
" PQa)
[Number of Public Keys] 000000 [loooog]
[yl? 000y[160000]
[Result]? ooboooboooboogobobooooobonont
o0oooo
ooooo [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

| [PQG]

ooogood

[Number of XY Sets]

00000000000 <-0000y00000
[lo0o000]

[xy13

000000000 z,y[160000]

ooooooooo
oo

[Function Namel]

Domain Parameter Generation

[Validation Method]

oobooOoooolio200000 100000040

[Bitlength of p]

OpO00000 l00000]

[Bitlength of q]

(00000 100000]

[Bitlength of SEED]

SEEDOODOOO [100000]

[Number of PQG Sets]?*

000000000 pq,g000 [100000]

[PQG] 0000000000000 p,q,g[160000]
[SEED] 0000p,¢00000000 160000]
[pgenCounter] 0000p,¢q0000000 100000]

(h]

OO0O0O0A[160000]
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. [Number of Keying Datas] 0 0 000 [Keying Data] 000000000000

]
...$10000000000000000

[v]
...4100000000000

[Keying Data]
...t1000000000000

[x]
...$20000000000000000

[v]
...4200000000000

[Keying Data]
...f20000000000D0AO

. [Number of Public Keys| D0 0D0O [y|]00000000 [Result) 000000000000
[v]
...4100000000000

[Result]
...t1000000000000000

[v]
...4200000000000

[Result]
...t2000000000000000

. [Number of XY Sets] 0000 [XY]OOODOODODOO [XY]OODOOOOOOO 20000
yO0z0y00020000000

[XY]
...f10000000000 000000
...g1000000y0000O0DOO

[XY]
...4200000000002000000

...f2000000y0000O00O00
. 000000000000 000 [Number of PQG Sets] 0 000 [PQG]O [SEED]O [pgen-

Counter|0[h) 00D O0O0O0O0O0OOOO 102000000000000000000DOO0O
gbooogaoo

]DDDDDDDD\ oooooooo \
001 [PQG], [SEED], [pgenCounter]
oo 2 [PQG], [SEED], [pgenCounter], [h]
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00 \ 0O \ 00
(oO) [Algorithm Name] (0oooooo)
O0o0oOooooo [Function Namel] Domain Parameter Validation
oad [Validation Method] 000o0o0o0oogolo200000 10000004

[Bitlength of p]

0pO00000 [I00000]

[Bitlength of q]

(00000 100000]

[Bitlength of SEED]
[Number of PQG Sets]!

SEEDOUOOOO [100000]

000000000 (p,g,g) 000 [100000]

[PQG] 000000000 pq,g [160000]
" [SEED] p,¢00000000 [160000]
k[pgenCounter] p,q0000000 [100D000O)
| [n] h(160000]
k[Result] goodooouoobuooooooooobooa

goooobOobobO 1000000

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]O[pgenCounter|O]
[0 [Result) D0 D0D0D0DO0WODO 200000000000
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2.5 000000 (*.out)

0 10: DH( dhStatic, dhEphem, dhOneFlow) D00 00O
| 00 00 |
[Algorithm Name] | 00O 0O
[Function Name] ooooood
[Results] oooad

e UODDOUDODOOI([Results] D OKOOOODOO

e JUUODDOOUOI[Results] DO OOOODOONGODDOODOOOOOO [Results] OO0
gboobobgooboboobobooboboboboobooboobooboooobobn
00 (NoO#000000000D0)00000O0OOOOOUOODOOOOOOOOOOOO
gobobooogoobobooogobobobobooobooboooboobooboboooon
gbooboboooobooooooooboboobog1l1b0booooboobboooobobn
gooon

e 1ODDODODDIDIUIUIODOOOUOOOOODODDODOODUOIOOOOOOOOOODODOODOOOn
O00000000ooooO0O (NG)ODooooooooooo
NG(#10 : y = gAx mod p ?)
00000 ybOgO2xO0p0O y=¢"mod p0 00000000 DOOO0OODOOOOOOOO
goboooooboooooonoooooon
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