Jopan
Cryplogrophic Module

D validation Program

VALIDATED

e NI =55 =1
> = — )LEREEE
R U o — LB OB EICIE S X | LUF O L 35 0 RaEd 5,

B SRk 25 £ 7 A 8 H
'?%nﬁﬁﬁkﬁﬁmﬁ%@%%
#PENH HER BT —1F

H &G54 : Bluefly Processor

JeaE4 : Bluefly Processor

i = N — 3.0 (Part #950 000 003 R) [1], 4.0 (Part #950 000 004 R) [2]
Tr—AT =T N—Va 1.15[1,2],2.0[1], 2.1 [1, 2], 2.2[1, 2], 2.3[1, 2], 2.4 [1, 2]
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1A kA% : Federal Information Processing Standards (FIPS) PUB 140-2
Security Requirements for Cryptographic Modules
Change Notices (12-03-2002)
PR« Derived Test Requirements for FIPS PUB 140-2, January 04, 2011,
Implementation Guidance for FIPS PUB 140-2 and the Cryptographic Module Validation
Program, December 21, 2012
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Ty—AhUx=T =Yg 115 [1, 2], 2.0 [1], 2.1 [1, 2], 2.2 [1, 2], 2.3 [1, 2], 2.4 [1, 2]
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5T o — L lBRIFF O R
7 A hAR— F : MXI Security M200 board (no enclosure)
OS : Microsoft Windows XP, Z®ft 7 h 7 =7 : Device SDK from MXI Security
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DSA(CAVP #417, #438, #462, #485, #519), RSA(CAVP #618, #646, #710, #767, #818), AES(CAVP #1119,
#1292, #1333, #1334, #1452, #1574, #1661), 3-key Triple DES(CAVP #908, #932, #983, #1031, #1081),
SHS(CAVP #1186, #1220, #1315, #1394, #1456), HMAC(CAVP #752, #782, #852, #921, #976), ANSI X9.31
Appendix A.2.4 Using AES(CAVP #720, #735, #795, #848, #884), DH(CAVP #6, #7, #9, #11, #12)
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TRNG, DSA Key Pair Generation, MD5, HMAC-MD5, RSA PKCS #1 v1.5 Encrypt / Decrypt, RSA OAEP
Encrypt / Decrypt, RSA X.509 (raw) Encrypt / Decrypt
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