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1. Introduction
1.1. Purpose

ARLEIL, BNV Y a—3 3 X TR L7z HIBUN Cryptographic Module for User-Mode
EMEENDERSTA T VY 2a— Il T 528X 207 0 RY (LT, SP LIE)TH
¥, HIBUN Cryptographic Module for User-Mode 7% JIS X 19790 @ Level 1 DX = U 7 ¢ Z
a4 & 2md,

1.2. References

SP # A kv HIBUN Cryptographic Module for User-Mode
JIS X 19790 Security Policy

SP N— g 1.6

SP JE{TH HASHANLEY Y 2—va X

SP ¥1TH 2012/3/15

W5ty a—/LZA ML HIBUN Cryptographic Module for User-Mode

Bty a— /N — g 1.0 Rev. 2

1.3. Package Organization

HIBUN Cryptographic Module /3> 7r— 1%, #7225 3 DDEY 2 —/L (User-Mode & ¥
= —/b, Kernel-Mode & ¥ = — /L, KT} Pre-boot & = — /L) 225 %%, HIBUN Cryptographic
Module D/~ 77— R &2 LU T ISR,

(1) Sp
HIBUN Cryptographic Module for User-Mode JIS X 19790 Security Policy
HIBUN Cryptographic Module for Kernel-Mode JIS X 19790 Security Policy
HIBUN Cryptographic Module for Pre-boot JIS X 19790 Security Policy
) HAX v ALE
HIBUN Cryptographic Module FI| i 77 A 4 > A
HIBUN Cryptographic Module API #hE e 14k
B) BHEIALATTVEYa—)b
HIBUN Cryptographic Module for User-Mode
HIBUN Cryptographic Module for Kernel-Mode
HIBUN Cryptographic Module for Pre-boot
X2 )T AR IRIET 2FITEY 2 — A THY, (HRITITIUTEI L TRl LT
Do
ZK SP % HIBUN Cryptographic Module for User-Mode JIS X 19790 Security Policy T 5, A
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SP 3%t & A7 A 77 U £ 2 —/LiX HIBUN Cryptographic Module for User-Mode C
&%, LAF, THIBUN Cryptographic Module| &9 3541%, HIBUN Cryptographic Module for
User-Mode #5346 D &3 2%,

2. Cryptographic Module Specification
2.1. Overview

HIBUN Cryptographic Module (X — %72 2> Ea—% ETEHET Y 7 b =7 THY,
JIS X 19790 ® Level 1 D& F =2 U7 ¢ ZEARIZ LIS T7 A4 77 VE V2= ThH o,
Table 1 (Z HIBUN Cryptographic Module 237292 = U 7 ¢ B0 L~V 2 H BB R T,

Table 1: Security Level Specification

Security Requirements Section Level
Cryptographic Module Specification 1
Cryptographic Module Ports and Interfaces | 1
Roles, Services, and Authentication 1
Finite State Model 1
Physical Security N/A
Operational Environment 1
Cryptographic Key Management 1
Self-Tests 1
Design Assurance 1
Mitigation of Other Attacks N/A

HIBUN Cryptographic Module /%, JIS X 19790 ® 4% T3 multi-chip standalone module {247
I, 77U —3 =3 T Application Programming Interface (UL T, APl L&) 2 U T
JCMVP TR ENTZE X 2 U T A HERED 5 BTG5, A v =Y XA V=R b, Ayt
— VRRGE, SLBEROBERE IR D,

UTF, 57477 VFYa—/] LW IH5EI1E, HIBUN Cryptographic Module % 59
boET D,

2.2. Cryptographic Boundary

57477V EY2— VORI SERZ, K574 7 7)Y a—An3@fEd
LAarva— 2 EROERTH L,

57477 VY 2— VOB 5E5ME, 57477 EYa—LOiES
KDOEERTH %,
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2.3. Block Diagram

57477 VEYa— D71y 7 X% Figure 1 (2757, Figure 1 Ti, B 5525 DA,

AN R = bRT,
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Figure 1: Block Diagram of the Cryptographic Boundary

The cryptographic library module does not input data from Operating

System or output data to Operating System.

/O ports include followings:

Input physical ports: keyboard port, mouse port, network port

Output physical ports: monitor port, network port
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2.4. Module Organization

57477 VY 2—/VDEY 22—/ % Figure 2 IR T 5 I74 77 VEY 2—
JUIZE, Figure2 i@ Y, Microsoft' Windows’ 4 ~XL—F ¢ > 725 4 (LLF, 0S L)
» 32y haz—#E—F, 64 £y h2—H#E—F, Linux’ 0S ® 32 £y h=—H#E—F
DEETEEST 27 7 r—3a it x a2 U7 o BeEL 2T 5, Figure 2 TIIME 57 A
TIVEVa— VT TV r—va VOO LEfRE REITRL TV D,

T2, ERRITR_RCOMFIA 77V ET2—/UZ, Table 1| TRLEZTRTOEFXF= U T
# BB SN D,

Windows
Windows Windows
Application (32 bit) Application (64 bit)
Input i T Output Input ‘ T Output

HIBUN Cryptographic Module HIBUN Cryptographic Module
(Windows User-Mode 32 bit) (Windows User-Mode 64 bit)

sxdcryfp.dll sxqcryfp.dll

Linux

Linux Application
(32 bit)

Input ‘ f Output

HIBUN Cryptographic Module
(Linux 32 bit)
libsudcryfp.so

Figure 2: Relations between the HIBUN Cryptographic Module and OS

2.5. Algorithms

57477 UEY2—/UE, JCMVP CTHRRBINTEX =2 U T 1 BEED o HxIFK 5,
AvE—=UHAT AN, AvE—URGE BBEROKELET LS, 57477 VE
T a— /L RNEHETDH ICMVP TEB SN tEX =2 U T (HEE—E % Table 2 (2”7,

! Microsoft (%, #[E Microsoft Corporation ™ K [E & J ONZ DML O ENZ 35 1T D B ERPHIE £ 72 13 fFIE T,
2 Windows 1%, [E Microsoft Corporation ¢ K [E 35 L OV DO D [ENZ 31T 2 B EFAHE & 721X BEHIE T,
3 Linux (%, Linus Torvalds Fc® H AF L OV OMOENZIS 1T 2 B GHRPEE £ - I13pEE T,
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Table 2: Approved Algorithms

Type Algorithm Mode JCMVP Publication | Algorithm
Approved Certificate
Number
Symmetric Cipher | AES ECB, CBC, Yes FIPS 197 22
Encrypt/Decrypt | CFB 8 bit,
(128 bit) CFB 128 bit, OFB
AES ECB, CBC, Yes FIPS 197
Encrypt/Decrypt | CFB 8 bit,
(192 bit) CFB 128 bit, OFB
AES ECB, CBC, Yes FIPS 197
Encrypt/Decrypt | CFB 8 bit,
(256 bit) CFB 128 bit, OFB
Message Digest SHA-224 N/A Yes FIPS 180-3 | 16
SHA-256 N/A Yes FIPS 180-3
SHA-384 N/A Yes FIPS 180-3
SHA-512 N/A Yes FIPS 180-3
Message HMAC-SHA224 | N/A Yes FIPS 198 9
Authentication HMAC-SHA256 | N/A Yes FIPS 198
HMAC-SHA384 | N/A Yes FIPS 198
HMAC-SHAS512 | N/A Yes FIPS 198
Deterministic HMAC DRBG | N/A Yes SP 800-90 Vendor
Random Bit affirmed
Generation

2.6. Approved Mode
57477 YEYa—/E, JCMVP THRBEINTEX 2V T 1 EEOLZHT D,
Windows 57 A 77 U € 2 — L, LoadLibrary B & MO T Z LI L - THRRBEE
N-EEE— FCEMET 5, Linux HFF 574 7 7 V€Y 2 —/1Z, Load Module #—E &
RO Z LI Ko TRR SN -EEE— FTEIET %,

Windows f§E T A4 77 VEV2a— LTI, BEEIATTVELa—LEAEINLT
va— RKT5F TCOMIC—ET Load Module H—E A ZMONHT L HCT7 7Y r—r 3
YERGILARTNERSGRY, BETIA T TV EVa— N EAENLT u— RETIZ
Load Module "—E A& FHEMOHT LT 7V r—ya UGS T2 546,20
WeT7A4 77 VEYa—WIRGEE Y 2 — L EER2 SN2, Linux AR S7 477 V%
¥ 2 —/L"Cl, Unload Module % FEOVH 3~ F CTORIZ—E721F Load Module H— & & Z FE(X

All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd.
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HT LT 7Y r—3a Uaaet LR iudZe 5720y, Unload Module % FEOMH & 771
Load Module #"—E 2 ZFEMNHT LT 7V r—ra VARSI TWAIGE. 20
W57 477 UEY 2= MIEREE Y 2 — /L EITHR IR,

3. Cryptographic Module Ports and Interfaces

7477 VEYa—/UE, APl 2 U CinBli)7R A 4 —7 = — Az 297 %, JISX
19790 OFRERN 7R A L 2 —T = — A, WEPIAR— FB IO EI A 77V V2 — Il ko
THeft S5 AP DXt % Table 3 IZ7-7

Table 3: Interfaces

JIS X 19790 Logical | Physical ports Module Mapping

Interfaces

Data Input Interface Keyboard port, mouse port, | Parameters passed to the module via
network port, etc. the API

Data Output Interface Monitor port, network port, | Data returned by the module via the
etc. API

Control Input Interface | Keyboard port, mouse port, | Control input through the API and
network port, etc. the API function calls

Status Output Interface | Monitor port, network port, | Information returned via the API

etc.

4. Roles, Services, and Authentication
4.1. Roles
WH7A4A 77 V82— VT, 77 A7 0 P &REIE 2—FERNI R — NS b,
VT NFT 4 FRENE, WETIATFTVED2a— %A A h—/LT HEITH S 4 E
Thod, 2—PRENEL, 7V T A7 4 PR BEALEESTA 7T )Y a—VE2EHT
LERICH I KREITH D,
HAEI DN % Table 4 1277,

Table 4: Roles

Role Description

Crypto Officer (CO) The administrator who installs or uninstalls the module (CO can use
the same services as the user role)
- The crypto officer role is implicitly assumed when the application

requests installation or uninstallation of the module.

User General user who uses the module

All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd. 9
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services implemented by the module.

- The user role is implicitly assumed when the application requests

4.2. Services

7477 VEY2a— /L TRIT 59— 2% Table 5 127,

Table 5: Services Provided by the Cryptographic Library Module

Type Algorithm | Description | Service Exported to
Name Description Windows
32/64-bit User
Mode and Linux
32 bit
Symmetric AES Encrypt/ aes_create Create AES | CO/User
Cipher decrypt instance
data aes_init Initialize AES | CO/User
using AES instance
algorithm | aes encrypt | Complete CO/User
term AES
encryption
aes_decrypt | Complete CO/User
term AES
decryption
aes_mode Set AES mode | CO/User
aes_encrypt AES data | CO/User
encryption
aes_decrypt AES data | CO/User
decryption
aes_destroy Destroy AES | CO/User
instance
Message SHA-2 Generate shs_init Create SHA | CO/User
Digest message instance
digests shs term Destroy SHA | CO/User
instance
shs update Get hash CO/User
Message HMAC Generate hmac_init Create HMAC | CO/User

All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd.
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Authentication MAC instance
values hmac_term Destroy CO/User
HMAC
instance
hmac Get HMAC | CO/User
update value
Deterministic | DRBG Generate drbg_init Create DRBG | CO/User
Random Bit random instance
Generation numbers drbg_term Destroy CO/User
DRBG
instance
drbg reseed Reseed CO/User
DRBG
drbg Get random | CO/User
generate bit
Show Status - Getresult | Get_Status Get status CO/User
of status
Load Module | - Load Load Create module | CO/User
module Module instance
Unload - Unload Unload Change to | CO/User
Module module Module unload status

4.3. Authentication

5o 4 77 )EY2—/1E, COBLY, User DFZFFED A B = A L& L7220, JIS X
19790 @ Level 1 X =V 7 ¢ FfETIE, COBLT, User DFRFED A H = XA [FTER &
VAWASTAN

5. Physical Security

57477 VETa—WE, avEa—XTETHY 7 hv=T7Thh, MLt
Fa2 T AEESTAT TRV 2= ADPIMET a0 B a—ZIKFELTWD, it T,
57477 VEY2a—LOWENEX =2 )7 ZE, BRI TH S,

6. Operational Environment
57477 VEYa—E, UTFOBERE CHRERAZ I L, JIS X 19790 @ Level 1
DEX2 VT BRI LTS Z EEHREL TN 5D,

All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd. 11
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PC : HP* Compaq 8100 Elite CMT Business PC
CPU : A > /L Core’ i5-650 7' 1 & v ¥ (3.2 GHz)
A%V :2GB
oS :
Windows XP Professional Service Pack 3 32 bit
Windows Vista® Ultimate Service Pack 2 32 bit
Windows 7 Ultimate 32 bit
Windows 7 Ultimate 64 bit
Linux Kernel 2.6 32 bit

57477 VEYa— 1, ERICMATUTOBERES Y R— 925, WE5T747
ZVEYa—E, UTOBEREEZMEM L To FIPS 1402 L-L 1 Ot F = 7 ¢ B
ORI TFERE A 21 Tu7Zey, Lar L, FIPS 140-2 implementation guidance @ G.5 (2 & -
T, BV 2= LE2INDLOEERE CHMT 2 2 ERFF s TRy | BREITHER S d.)

Windows Server’ 2003 32 bit
Windows Server 2003 64 bit
Windows Server 2008 32 bit
Windows Server 2008 64 bit
Windows Server 2008 R2

57477 VEYa— VIR —2EEE— FORIR T CTEESE S, W57 A
TIVEY2a—NVERRTLT7 7V r—2a U NERO 7 FA4 7 2 MCHIEL TN T,
5T 7T VESa— e > TET Y r—va U R —Da—F L5,
ABBEEY 2—LE~Y LT ALy RCHEATHE, BEEY2a— 04T Vxs Mi—
DITAERT S Z L,

7. Cryptographic Key Management

Table 6 \IZH 5T A T F7 VETVa— NV THROI VT VT A INEF2 VT 437 2—=% (LLF,
CSP L&) ZWEE 7MY XALNT LIZRT, Table 6 D Input or Generate {% CSP 23557
AT TZVEYa—NVIIANESNIPESZTAT TV EY 2a—VTERINDNETRT,
Access Type 13K 57 A4 77 VEY 2 — VBN CSPIZED X HZT 7B AT H0ERT,

HP %, Hewlett-Packard Company O 414, T,

A T NE X W ntel Core 1%, KEB L OZDOMOEIZI T 5 Intel Corporation O FFIZE T,

Windows Vista I%, [E Microsoft Corporation ¢ K [E 35 L OV DM D ENZ 31T 2 B ERFAE & 7= 1LfFE ¢,
Windows Server %, >K[E Microsoft Corporation K [E33 L O DD [EIZ I 1 D B ERAGHE £ 721X pHFE T

e Y T N

All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd. 12
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Table 6: CSP
Type Algorithm | Service CSP Input or Generate | Access Type
Symmetric Cipher | AES aes_create Secret Key Input Read
aes_init N/A N/A N/A
aes_encrypt | Secret Key Input Read
term
aes_decrypt | Secret Key Input Read
term
aes_mode N/A N/A N/A
aes_encrypt Secret Key Input Read
aes_decrypt Secret Key Input Read
aes_destroy Secret Key Input Write
Message Digest SHA-2 shs_init N/A N/A N/A
shs_term N/A N/A N/A
shs update N/A N/A N/A
Message HMAC hmac_init Secret Key Input Read
Authentication hmac_term Secret Key Input Read/Write
hmac Secret Key Input Read
update
Deterministic DRBG drbg_init Internal State Generate Read/Write
Random Bit Entropy Input Generate Read/Write
Generation Nonce Generate Read/Write
drbg_term Internal State Input Write
drbg reseed Internal State Generate Read/Write
Entropy Input Generate Read/Write
drbg Internal State Generate Read/Write
generate Entropy Input Generate Read/Write
Show Status - Get_Status N/A N/A N/A
Load Module - Load N/A N/A N/A
Module
Unload Module - Unload N/A N/A N/A
Module

7.1. Random Number Generators
W5 7477 YEY=2—/LTlE, SP 800-90 THIE 41TV % HMAC-DRBG #fiH L T

All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd.
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SLBCERRET D,

7.2. CSP
Wa7A4 77 ) 2a—/LCTEHLTWS CSP %, Table 6 (27”7,

7.3. Key Entry and Output

WL, T4 77V EY a— VORI SERONTHLT 7Y r—a v
DD, WWHENRA VA =T 2 —ATHD APl B U TS 74 77 VYV 2a—/LICESHh
Do BB, MEIATI7VEY2—VTE, BEREBIO—F 277 r—rva /S
AN

7.4. Key Storage
BT A 75 ) FY a— VTR AT,

7.5. Zeroization of Key Material
57477 UEY2—/L T, CSPMEH SN2 RoT2B&IET, CSP 2B rfkd 2,
Be7A 77V 2—LNCSPEBefbT 541407 % TRLllRTd,

aes_destroy FEITHRF (K5 58#)

hmac_term E1THF (K5 5-8#)

drbg_init E1THF (=2 hrbE—A 7w bk, F LX)

drbg_reseed 1Tl (> hrb—A 7w )

drbg_term FEATHRE (NHERIKAER)

57477 VEY2— /LTI =08 ELZLE (K58, DRBG ONENKEER)

8. Self-Tests

57477 VEYa—/1E, JIS X 19790 DEHTH L/ —T v 7HET A b L&
HOT A NDOHIEEZET D, BWEITATTVEV2—VOHLT A NCTETDHT A M
Table 7 |\Z7/R 9,

All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd. 14
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Table 7: Self-Tests

Type Algorithm Test method Power-Up | Conditional
Self-Tests | Self-Tests

Algorithm Testing AES Known Answer Test Yes N/A
SHA-2 Known Answer Test Yes N/A
HMAC Known Answer Test Yes N/A
DRBG Known Answer Test Yes N/A
Integrity Testing HMAC-SHA256 | Known Answer Test Yes N/A
SP 800-90 Testing DRBG SP 800-90 Health Testing | Yes Yes
Entropy Test Yes N/A
RBG Testing DRBG Continuous RBG Test N/A Yes

Note: Algorithm Testing ® SHA-2 & HMAC (% DRBG @ Algorithm Testing ®—# & L CTIT 9,
Note: SP 800-90 Health Testing (23517 % Known Answer Test {Z-DVNTid, SP 800-90 @ 11.3.1
ICHESN TV D,

8.1. Power-Up Self-Tests

NI—=T v THCTANMNE, BE5I7A4 77 VFYa—Ale— Rank & EICEEHNIZ
FEITShD, AT~ RTAU—=T v 7HLT A MEITHICE, EIA4 77 VED 2
—NETrua—RLTr—RRT5 &0 BIEEZIT O,

NU—=T v 7HCT A FOFERIE, KEHHA 2 —T7=2—2A0nbHNTE L, Bk
TANEEOTNT—T v 7HLT A ORI, REH 1A % 7 =—A (Get_Status())
IINT =7 v 7T —DRAEL KT, SXDCRYFP_STATUS POWERUPERROR 3% DA
Vr—X2Thb,

NU—=T v 7HET A FORME;, WEI7AT7I7VEYa—MExT7—RELRD,
Get_Status(), Load Module(), Unload Module()?> API LAMEfEHART & 72 %, Windows H
FIATIZVEY 2= TlE, =7—RENLLOEIEIL, BEIFATTVET 2—/LE A
EUMNLTrue—RL, BENKSIA 77 VEY2a— Vi un— T 250N H 5, Linux H
57477 YEYa—/TlE, =7 —KENOLDEIEIL, Unload Module #— B2 % 1T
L, BERSZ7A77UEY2—/L® Load Module —E A2 EITTHNLERH 5,

8.2. Conditional Self-Tests
ZMFEBA 7 A M, Table 7 @ SP 800-90 Health Testing & Continuous RBG Test #1T 9, SP
800-90 Health Testing {22\ Tl SP 800-90 ® Health Testing [ZHEVY, /~T—7 v 7, B X
WY >— R (drbg reseed()) 12534 TE 415, Continuous RBG Test (22N T, FLEAERIRF
(drbg_generate()) IZETIND,
SR T A FORERIL, KR =T =2—2AnbHNTE S, FMHFEACT A b
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DOREE, REH DA % 7 = — A (Get_Status()) 1ZFRMFE=T —DREZ KT,
SXDCRYFP_STATUS_CONDITIONALERROR 3% DA ¥ U r—4 Tl %,

FMEECT A ORI, BT A4 7T )Y a—/MIT T —REEL 22D, Get Status(),
Load Module(), Unload Module()LA#+ D API IZff AT & 72 %, Windows HIlG 5T A 77 U
FV2—TE, 7 —RENPLORIEL, BEI7 A7 7 VETVa—LEaAEIN6T
n— KL, BEKSIATI7VEVa— Eu— KT H0ERH S, Linux A5 7 A 7?
UVEY 22—/ T, =7 —RENLOEIEIE, Unload Module h—E 2 & F4T L, FHERS
7477 VEY2—/LD Load Module —E XA #FE[TTHLENH 5,

9. Design Assurance
9.1. Configuration

7477 VEYa—/LOitls KUBRBICEMRT 28R 1E, LT THRESLD,

J—ZAa— R
57477 EYa—/b
SP

A B ANE

Z O EECE

FECICART BRI Microsoft (LD /R —0 5 LAY 7 | Microsoft Visual SourceSafe® (DL
T, VSS LEET) ICKVERINTVD, VSS ITHMEN/oKEHRIT, N—Var el
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9.2. Delivery
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9.3. Guidance Documents
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10. Mitigation of Other Attacks
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