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1. Introduction
1.1. Purpose

ARLEIL, BNV Y a—3 3 > X TR L7z HIBUN Cryptographic Module for Pre-boot &
FEEN AT T A 77V EY a— Il T 58X 27 AR Y (LA, SP ERET)TH Y,
HIBUN Cryptographic Module for Pre-boot 75 JIS X 19790 @ Level 1 D&% = U 7 ¢ B 2
[ BN 7 N3

1.2. References

SP %A1 kb HIBUN Cryptographic Module for Pre-boot
JIS X 19790 Security Policy

SP N— g 1.6

SP FEATH HASHERNSLY Y 2—va v R

SP ¥1TH 2012/3/15

W5ty a—/LZA ML HIBUN Cryptographic Module for Pre-boot

Bty a— /N — g 1.0 Rev. 2

1.3. Package Organization

HIBUN Cryptographic Module /3> 7r— 1%, #7225 3 DDEY 2 —/L (User-Mode & ¥
= —/b, Kernel-Mode & ¥ = — /L, KT} Pre-boot & = — /L) 225 %%, HIBUN Cryptographic
Module D/~ 77— R &2 LU T ISR,

(1) Sp
HIBUN Cryptographic Module for User-Mode JIS X 19790 Security Policy
HIBUN Cryptographic Module for Kernel-Mode JIS X 19790 Security Policy
HIBUN Cryptographic Module for Pre-boot JIS X 19790 Security Policy
) HAX v ALE
HIBUN Cryptographic Module FI| i 77 A 4 > A
HIBUN Cryptographic Module API #hE e 14k
B) BHEIALATTVEYa—)b
HIBUN Cryptographic Module for User-Mode
HIBUN Cryptographic Module for Kernel-Mode
HIBUN Cryptographic Module for Pre-boot
X2 )T AR IRIET 2FITEY 2 — A THY, (HRITITIUTEI L TRl LT
Do
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A SP Id HIBUN Cryptographic Module for Pre-boot JIS X 19790 Security Policy T %, A SP
DGR E T DHHEE T A 77 UE Y 2 —/ /LT HIBUN Cryptographic Module for Pre-boot Td 5,
LLF, THIBUN Cryptographic Module| &\ 9 35513, HIBUN Cryptographic Module for Pre-boot
ZHETLDOLET D,

2. Cryptographic Module Specification
2.1. Overview

HIBUN Cryptographic Module (X7 2> B a—% ETEHET Y 7 Ao =7 TH Y,
JIS X 19790 ® Level 1 D& F =2 U7 ¢ ZEARIZ LIS T7A4 77 VYV 2—LTh o,
Table 1 (Z HIBUN Cryptographic Module 237292 = U 7 ¢ B{ED L~V 2 H BB R T,

Table 1: Security Level Specification

Security Requirements Section Level
Cryptographic Module Specification 1
Cryptographic Module Ports and Interfaces | 1
Roles, Services, and Authentication 1
Finite State Model 1
Physical Security N/A
Operational Environment 1
Cryptographic Key Management 1
Self-Tests 1
Design Assurance 1
Mitigation of Other Attacks N/A

HIBUN Cryptographic Module /%, JIS X 19790 ® 4% T3 multi-chip standalone module {247
I, 77U —3 =3 T Application Programming Interface (UL T, APl L&) 2 U T
JCMVP TR ENTZE X 2 U T A HERED 5 BTG5, A v —I XA V=R b, Avt
— VRREDIERE & RS D,

UTF, 57477 VFYa—/] LW IH5EI1E, HIBUN Cryptographic Module % 59
boET D,

2.2. Cryptographic Boundary

5T A 7T YUY 2 — L OWENRRESERIT, 57477 )€Y a—ANBET
LAarva— 2 EROERTH L,

57477 VY 2— VOBl 5E5ME, 574077 %Ya—LOiES
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HROBERTH D,

2.3. Block Diagram

A AR = b7,

|meeemeeaa

| Datalnput !

CPU

57477 VEYa—/NDO7 1y 7 X% Figure 1 (2787, Figure 1 Ti, B 552 DA,

Physical Cryptographic Boundary

(I

SV

e

Power

Memory

Logical Cryptographic Boundary

>

HIBUN Cryptographic Module

/"
API call

.~
/”
-t > Application

I/0 Port T

I e
7 L
"I : s~~s
'0' ] S
] S
’l H s‘
e [} s‘\
Cd [ ] Y
Network Keyboard Monitor
Mouse
The cryptographic library module does not input data from Operating

System or output data to Operating System.

/O ports include followings:
Input physical ports: keyboard port, mouse port, network port

Output physical ports: monitor port, network port

Figure 1: Block Diagram of the Cryptographic Boundary
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2.4. Module Organization

57477 )Y 2—/VDEY 2 — Uik % Figure 2 (2R3, #

Pre-boot Kernel

Input ‘ f Output

HIBUN Cryptographic Module

(Pre-boot 16-bit)
sxwcryfp.com

G5 T7A 7T VEY 2—
JViX, Figure 2 @i Y, Pre-boot 16-bit DIREETENWET A7 SV r— a izt x= VT 1 #
REAHRAET 2, Figure 2 (I T4 77 V2 — LT 7 r—v a VOO LEGRE
KEITRL TS,

Figure 2: Relations between the HIBUN Cryptographic Module and OS

2.5. Algorithms
WeI7A4 77 UEYa—/E JCMVP TK

SN X2 VT 4 BREED O LXTFRRT 7,

Ayvb—UHA T AN, AvE—URIEOMKEEAET D, B3 T7A4 77U FEY 2— /LR
FAEF 2 JCMVP TRBENT- X2 U 7 ¢ HEEE—E 4 Table 2 |-,

Table 2: Approved Algorithms

Service Algorithm Mode JCMVP Publication | Algorithm
Approved Certificate
Number
Symmetric Cipher | AES ECB, CBC, Yes FIPS 197 23
Encrypt/Decrypt | CFB 8 bit,
(128 bit) CFB 128 bit, OFB
AES ECB, CBC, Yes FIPS 197
Encrypt/Decrypt | CFB 8 bit,
(192 bit) CFB 128 bit, OFB
AES ECB, CBC, Yes FIPS 197
Encrypt/Decrypt | CFB 8 bit,
(256 bit) CFB 128 bit, OFB
Message Digest SHA-224 N/A Yes FIPS 180-3 | 17
SHA-256 N/A Yes FIPS 180-3
Message HMAC-SHA224 | N/A Yes FIPS 198 10
Authentication HMAC-SHA256 | N/A Yes FIPS 198
All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd. 6
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2.6. Approved Mode
7477 VEYa—/UE, JCMVP TRRBIN/2EX =2V T A RBOLEHT D, K
FIATTVEY 2—E, UTOFIETHENT S Z & TRRE S NEEE— FCEMES

O

1) A AP —=FEAVTHETIATTIVE 2=V ET T r—varvar— k74
DOREIRNAEANT D

Q) TV r—varBh BEIAT7 7V a— v EATY IZu— KT 5,

Q) 7V —varn, K5I A 77 VEYa—/LOIAT R AIZH % Load Module
P—EZXEZFTL, HEEY—EADOT NLAZWGT 5, 57477 FTa—)L
TlE, Load Module %Y —EANT AT —7 v 7HLT A M &1TH,

@ 7TV r—=varBn, BEIATITVEY a—VOEET—EXEZETT L,

3. Cryptographic Module Ports and Interfaces

57477 VEYa—/UE, APl 2 U CmBl7R A v ¥ —7 = — Az 29 %, JISX
19790 OFRER 7R A L 2 —T = — A, WEPIAR— FB XU EIA 77V V2 — Il X o
THeftZi D AP DXt % Table 3 IZ737

Table 3: Interfaces

JIS X 19790 Logical | Physical ports Module Mapping

Interfaces

Data Input Interface Keyboard port, mouse port, | Parameters passed to the module via
network port, etc. the API

Data Output Interface Monitor port, network port, | Data returned by the module via the
etc. API

Control Input Interface | Keyboard port, mouse port, | Control input through the API and
network port, etc. the API function calls

Status Output Interface | Monitor port, network port, | Information returned via the API

etc.

4. Roles, Services, and Authentication
4.1. Roles
WeI7A4 77V a—NTlE, 7V 7 M7 0 PRE L 2 —FEBEDTR—- b,
VT NFT 4 FRENE, WETIATFTVED2a—LEA A h—/LT HEITH S E
Thod, 2—VPRENEL, 7V T A7 4 PR BEALEESTA 7TV EYa— Va2 EHT
LERICH I REITH D,
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BB DN % Table 4 1277,

Table 4: Roles

Role

Description

Crypto Officer (CO) The administrator who installs or uninstalls the module (CO can use

the same services as the user role)
- The crypto officer role is implicitly assumed when the application

requests installation or uninstallation of the module.

User

General user who uses the module
- The user role is implicitly assumed when the application requests

services implemented by the module.

4.2. Services

7477 VEY2a— /)L TRIET 59— 2% Table 5 127,

Table 5: Services Provided by the Cryptographic Library Module

Type Algorithm | Description | Service Exported to
Name Description Pre-boot
16-bit
Symmetric AES Encrypt/ aes_create Create AES | CO/User
Cipher decrypt data instance
using AES aes_init Initialize AES | CO/User
algorithm instance
aes_encrypt Complete AES | CO/User
term encryption
aes_decrypt Complete AES | CO/User
term decryption
aes_mode Set AES mode | CO/User
aes_encrypt AES data | CO/User
encryption
aes_decrypt AES data | CO/User
decryption
aes_destroy Destroy AES | CO/User
instance
Message SHA-2 Generate shs_init Create SHA | CO/User

All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd.
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Digest message instance
digests shs term Destroy SHA | CO/User
instance
shs update Get hash CO/User
Message HMAC Generate hmac_init Create HMAC | CO/User
Authentication MAC values instance
hmac_term Destroy CO/User
HMAC
instance
hmac_update Get HMAC | CO/User
value
Show Status - Get result Get_Status Get status CO/User
of status
Load Module - Load Load Module Create module | CO/User
module instance
Unload - Unload Unload Module | Change to | CO/User
Module module unload status

4.3. Authentication

5o 4 77 )EY2—/LE, COBLY, User DFZFFD A B = X L&A L7220, JIS X
19790 @ Level 1 Ot X =V 7 ¢ FfETIE, CO B LT, User DFRFED A H = XA [FTER X
VAWASTAN

5. Physical Security

57477 VETa—)WE, avEa—XTETHY 7 hov=T7Thh, YEltE
Fa2 T AFESTAT TRV 2—ADPIMET 2 a0 B a—ZIKFELTWD, it T,
57477 VEY2a—LOWENEX =27 BE, EHMSNATH D,

6. Operational Environment
57477 VEYa—E, UTFOBERE CHRERAZ I L, JIS X 19790 @ Level 1
DEX=2 VT BRI LTSI EEHREL TN 5D,

PC : HP' Compaq 8100 Elite CMT Business PC
CPU : A > /L Core® i5-650 7' 11 » (3.2 GHz)

! HP 1%, Hewlett-Packard Company D &414 T3,
2 4 vF 18 X O Tntel Core %, KEBLOZOMOEIZIIT 5 Intel Corporation D PR T,
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A%F VU :2GB
oS :

Pre-boot 16-bit

7. Cryptographic Key Management
Table 6 ICHEH T A 77 VEY 2a— NV THEHIZ VT It FXa VT 437 A—% (LU,
CSP L&) ZME 5T /T Y X LT EIZ/RT, Table 6 @ Input or Generate (& CSP 23557
AT TVEDa—NVIIANESNEPESZTA T TV EY 2a—VTERINDNETT,
Access Type 13K 57 A4 77 VEY 2 — VB CSPIZED X HNZT 7B AT H0ERT,

Table 6: CSP
Type Algorithm | Service CSP Input or Generate | Access Type
Symmetric Cipher | AES aes_create Secret Key Input Read
aes_init N/A N/A N/A
aes_encrypt Secret Key Input Read
term
aes_decrypt Secret Key Input Read
term
aes_mode N/A N/A N/A
aes_encrypt Secret Key Input Read
aes_decrypt Secret Key Input Read
aes_destroy Secret Key Input Write
Message Digest SHA-2 shs_init N/A N/A N/A
shs term N/A N/A N/A
shs_update N/A N/A N/A
Message HMAC hmac_init Secret Key Input Read
Authentication hmac_term Secret Key Input Read/Write
hmac Secret Key Input Read
update
Show Status - Get_Status N/A N/A N/A
Load Module - Load N/A N/A N/A
Module
Unload Module - Unload N/A N/A N/A
Module
All Rights Reserved. Copyright © 2012, Hitachi Solutions, Ltd. 10
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71. CSP
Wa7A4 77V 2a— /L CTEHEHLTWS CSP %, Table 6 [Z/R7,

7.2. Key Entry and Output

5L, Bs 7477V EY a— VOmBNRKEREAONTHLT 7Y Fr—ra v
MBS, MR, VA —T 2—AThHD APl ZIE LTS T7A4 77 VY 2 — LIS
Do B, MEIA T TV a0, BEHEET 7V r—y 3 VITESRU,

7.3. Key Storage
eI A 77 ) FY a— VTERN AT,

7.4. Zeroization of Key Material
57477 VEYa— N CSP 2B ufbT 544 T ELTICRT,

aes_destroy FEITHRF (K5 58#)
hmac_term FE1THF (K5 5-8#)
57477 VEYa— L TN 7 —BRAELT- L X (BFEH)

8. Self-Tests
W57 477 VY 2—/E, JIS X 19790 DEETH L3V —T v 7HET A hDOFRE

EHTLH, eI A 77 VEY2—LOHCT A NTERT ST A % Table 7 IZ-7,

Table 7: Self-Tests

Type Algorithm Test method Power-Up | Conditional
Self-Tests | Self-Tests
Algorithm Testing AES Known Answer Test | Yes N/A
SHA-2 Known Answer Test | Yes N/A
HMAC Known Answer Test | Yes N/A
Integrity Testing HMAC-SHA256 | Known Answer Test | Yes N/A

Note: Algorithm Testing @ SHA-2 |3 HMAC ® Algorithm Testing ®—# & L TIT 9,

8.1. Power-Up Self-Tests

NI—=T v THCT AN, 57477 VFYa—Ale— Rank & EICEEHNIC
FIrEsNb, AT RTANU—=T v 7HAT A MEITHI2E, BEIFATT7VEY
—NETa—RLTr—= T LWIEEEZITH, NU—T v 7HET X FORRIT,
WA =7 =—=2ANBHNTED, BEMT A M 2@O V=T v 7ALT A
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kD IPEEF, IRREH S A > % 7 = — A (Get_Status()) 133V —7T v 7 =7 —DIRMEEZ KT,
SXDCRYFP_STATUS POWERUPERROR /A% A o U r—4% Tl 5,

NU=T v THCT A MORMEE, W74 77)FEYa—ExzT—RELRD,
Get_Status(), Load Module(), Unload Module()?> API LIAMIEHAR T & 72 %, =T —IREED
HOEEE, FHERSTA 77V EY2—/LO Load Module h—E R ZFITT HMLENH
Do

9. Design Assurance
9.1. Configuration
7477 VEYa—/LOitls KUBRBICEMRT 2 8ER1E, LIFTHRESNLD,

J—ZXa— R
57477 EYa—/b
SP

A B ALE

Z O EECE

FECIC AR T BRI Microsoft #H#LD /R —0 5 LAY 7 | Microsoft Visual SourceSafe® (DL
T, VSS LEET) ICKVERINTVD, VSS ITHMENoKEHRIT, N—Var el
—ERICHENTE DIHFRA DT N TEHEIND, VSS IS NI-AERIL, REIH
TR E DOHIMEIEZTF AT 2D X 57 78 Al ZIT> T\ 5,

9.2. Delivery

57477 VEYa— ) HA X ALEL, CD-ROM (2L > CHBEE~EAAT 5,
SP [Z 2\ T, CD-ROM (Z X A EAG OAt, JIS X 19790 O Level 1 OFEFEZE HfF L7- SP %
ORI RS OFEFERLEL U A R (Web) TH AR 2,

9.3. Guidance Documents

THIBUN Cryptographic Module I A X > A O [ 7 VT "4 T 4% HA XA 12T
57477 VEYa—OAFHE, TEMEERTE A A M= VFEC DN THB
L, [HIBUN Cryptographic Module FIH# A # > 2| O [=2—HH A ¥ A & THIBUN
Cryptographic Module API MR TARE ) IC TR 74 77 U E Y o — 3 it 59—
EADMHEHAELZHI L TW5b,

3 Visual SourceSafe 1%, K[E Microsoft Corporation K [E3s X ONZ OO ENZ I 1) 2 BERFGHE £ 7 1XPHHE T,
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10. Mitigation of Other Attacks
W57 47 7)Y 2=, £OMDOBESDLITE ER,
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