\C/efsilf fi\sgtj 5009 5 15 C ) SE I.I:CT

Canon

C-SELECT Ver. 1.2

Version 1.1
Date 2009 5 15
Author ()

Copyright © 2007-2009, Canon Inc. All rights reserved.



\C/efsilf S\s;tj 5009 5 15 C ' SE I.I:CT

\Version
1.0 2009/04/03
11 2009/05/15

Copyright © 2007-2009, Canon Inc. All rights reserved.

Copyright © 2007-2009, Canon Inc. All rights reserved. ii



\C/efsilf S\sgtj 5009 5 15 C ' SE I.I:CT

PP PSP P PPN 1
L L e 1

L 2 e 1
U 1
PP 2

2 e e e e e et e e e st e e e et ee e e taaeae e 3
OSSPSR 4
A s 8
5 : ettt eeeeeeeeeeeeaeeeeeaeeeeeeeaeeeeeeaeteeeesaneeeeeanaeeeeaaaaeeeeanaeeaeaas 9
LS 701 PP PP 9

B 2 e e e e e e e e e e ettt e e e aaeeeeataeeeeaantaeaeeannes 9
0 PRSI 12

B e ee e e e ——r e e e e e e ae e e e e aa e e e e e naaeaesanaeeas 13
...................................................................................................................... 14
................................................................................................................... 15

00 PP 15
B2 e e e e ataeea e 16
S SRR 16
B e e e e e e e e e —ee e e et ae e e e et e e e aataeeeeaaraeeaeaas 16

L2 USSP 17
O, 17
0.0 17
0.0, e 18

0.2 e e e e e e e e e e et a e e e aaae e e e araeeaeaas 18

0 2.0 e e e a e 19
0.2, e e 19

L0 e e e e e e e e e e nareeeaaraeeae e 20
11 SECUNE OPEFaAtiON ....ccoiiiiiiiiec 21
O PP UP PP PPPPTRPPPIN 21
11101 WINAOWS ettt e e e e e e et e e e e e e e s sabb b e eeaeeas 21
0 1 T 21
11.1.3  MaACINTOSN e 22
OO PER 22

Copyright © 2007-2009, Canon Inc. All rights reserved. iii



\C/efsilf S\sgtj 5009 5 15 C ' SE I.I:CT

PP PPPRPPRRRRN 23
5 PP PPPTRPPRRT 24

Copyright © 2007-2009, Canon Inc. All rights reserved. iv



\C/efsilf S\s;tel 5009 5 15 C ' SE I.I:CT

1
( ,SP ) C-SELECT
, C-SELECT  JCMVP
[MSR] 1 : SP
Nonproprietary
1.1
, SP
SP C-SELECT Ver. 1.2
SP 1.1
SP ()
SP 2009 5 15
1.2
: C-SELECT
C-SELECT
1.2
()
1.3
C-SELECT / : / , ;
. C-SELECT ,
, RFC 2628 [RFC2628] Simple
Cryptographic Program Interface (Crypto API) Crypto API
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C-SELECT
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1.4

C-SELECT ,JCMVP [MSR] 1
, . Table1-1 ,C-SELECT ,

Table 1-1 C-SELECT security levels

/ (EMI/EMC) N/A
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3

C-SELECT

H/W
0S

H/W
0S

H/W
0S

H/W
0S

H/W
0S

H/W
0S

H/W
0S

H/W
0S

(HIW 0S)

: PC/IAT (x86)
: Microsoft Windows 2000 SP4

: PC/IAT (x86)
: Microsoft Windows XP SP3

: PC/IAT (x86)
: Microsoft Windows Vista SP1

: PC/IAT (x86)

: Linux (Fedora Core 6)

: PC/IAT (x64)
: Microsoft Windows XP SP2 x64 Edition

: PC/IAT (x64)
: Microsoft Windows Vista SP1

7
: PC/IAT (x64)
: Linux (Fedora Core 6)
8
: Mac OS X Macintosh

: Mac OS X v10.2
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C-SELECT

, C-SELECT Table 3-1
Table 3-1
H/W oS
HP Compagq Business Desktop dc7100US Microsoft Windows 2000
® Intel Celeron D330 2.66GHz Professional
1 ® 768MB 5.00.2195 SP4
® 40GB
® NIC, USB
Microsoft Windows XP
Professional
2 Version 2002 SP3
IBM xSeries 100 Microsoft Windows Vista
® Intel Celeron D326 2.53GHz Ultimate SP1
3 ® 512MB
® 745GB
® NIC, USB
HP Compaq Business Desktop dc7100US Fedora Core 6 (Linux)
® Intel Celeron D330 2.66GHz
4 ® 768MB
® 40GB
® NIC, USB
HP Workstation xw6200 Microsoft Windows XP
® Intel Xeon 3.40GHz Professional
5 ® 512MB x64 Edition
® 36.7GB Version 2002 SP2
® NIC, USB
HP Workstation xw6200 Microsoft Windows Vista
Intel Xeon 3.40GHz Ultimate SP1
6 ® 2048MB
® 30GB
® NIC, USB

Copyright © 2007-2009, Canon Inc. All rights reserved.
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H/W oS
Fedora Core 6 (Linux)
7
Apple Mac mini (MAG608J/A ) Mac OS X v10.4.11
® Intel Core Duo 1.83GHz
8 ® 2GB
® 80GB
® NIC, USB
Apple Power Mac G3 Mac OS X v10.4.11
® PowerPC 750 350MHz
9 ® 320MB
® 28GB
® NIC, USB
C-SELECT , '
, C-SELECT ,
, OS C-SELECT Figure 3-1
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4
C-SELECT .C-SELECT
, , CD/DVD ) ) .
, USB , IEEE1394, LAN . , C-SELECT
, C-SELECT
API . C-SELECT APl , RFC 2628 [RFC2628] Simple
Cryptographic Program Interface (Crypto API) Crypto API
, CryptoFIPSControl () Crypto API
, , CryptoFIPSControl ()
Crypto API
, CryptoFIPSControl ()
CryptoAPI , , Crypto API
CryptoFIPSControl ()
, C-SELECT ,
, Table 4-1
Table 4-1
I/F
CryptoAPI ( , CryptoFIPSContorl ()
I/F )
CryptoAPI ( , CryptoFIPSContorl ()
I/F )
CryptoFIPSContorl () '
I/F CryptoAPI
CryptoFIPSContorl () ;
I/F CryptoAPI
PC N/A
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Version 1.1, Date 2009 5 15
5 ) )
5.1
C-SELECT ( , USER ) ( ,CO
) , C-SELECT ,JCMVP
[MSR] 1 :
. Table 5-1 , C-SELECT ,
Table 5-1
USER USER , C-SELECT , API
(60) CO ,USER , C-SELECT , API
, USER
.CO , C-SELECT
, CO , C-SELECT CSP
5.2
C-SELECT . C-SELECT ,
« ) . Table

5-2 C-SELECT

Table 5-2
JCMVP JCMVP
NonCMVP JCMVP

| , C-SELECT
. JCMVP Table 5-3 , NonCMVP

Table 5-4
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C-SELECT

Table 5-3 JCMVP

TDES (3 keys) [SP800-67] ( ,
BC ) : ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
TDES . 3 keys
EDE
AES [FIPS197] BC :ECB, CBC, CTR
: 128, 192, 256 bits
Camellia [Camellia] BC :ECB, CBC
: 128, 192, 256 bits
DSA [ANSI X9.30] | -
RSASSA-PKCS1-vl 5 | [PKCS#1] -
RSASSA-PSS [PKCS#1] -
SHA [FIPS180-2] Hash
SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512
HMAC [FIPS198] Hash
SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512
CMAC [SP800-38B]
: TDES, AES
PRNG based on SHA-1 | [FIPS186-2] -
for general purpose in
FIPS 186-2 (+ change
notice 1) Appendix 3.1
DH [ANSI X9.42] | -
RSA-OAEP [PKCS#1] -
RSAES-PKCS1-vl 5 [PKCS#1] -

Copyright © 2007-2009, Canon Inc. All rights reserved.
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C-SELECT

, BC , [SP800-38A] : DH , SSL Ver.3.1,
TLS EAP-TLS, IPSEC, SSH Ver.2 ,
Table 5-4 NonCMVP
TDES [SP800-67] BC . ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
TDES . 2 keys
EDE, 3 keys EDE
DES [FIPS46-3] BC . ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
RC2 [RFC2268] BC . ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
AES [FIPS197] BC . ECB, CBC, CTR,
CCM
: 128, 192, 256 bits
Camellia [Camellia] BC :ECB, CBC
: 128, 192, 256 bits
RSA-OAEP [PKCS#1] -
RSAES-PKCS1-vl_5 [PKCS#1] -
Elgamal [Elgamal] -
DSA [FIPS186-2] |-
RSASSA-PKCS1-vl 5 | [PKCS#1] -
RSASSA-PSS [PKCS#1] -
SHA [FIPS180-2] Hash
SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512
MD2 [RFC1319] -
MD4 [RFC1320] -
MD5 [RFC1321] -

Copyright © 2007-2009, Canon Inc. All rights reserved.
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C-SELECT

HMAC [FIPS198] Hash
SHA-1, SHA-224,

SHA-256, SHA-384, SHA-512,
MD5

CMAC [SP800-38B]

: TDES, AES

DESMAC [FIPS113] -

PRNG based on SHA-1 | [FIPS186-2] -

for general purpose in

FIPS 186-2 (+ change

notice 1) Appendix 3.1

PRNG based on DES | [FIPS186-2] -

for general purpose in

FIPS 186-2 (+ change

notice 1) Appendix 3.1

DH [ANSI X9.42] | -

RSA-OAEP [PKCS#1] -

RSAES-PKCS1-vl_5 [PKCS#1] -

TDES Key wrap [RFC3217] -

AES Key wrap [AESKW] -

, BC , [SP800-38A] [SP800-38C]
5.3
C-SELECT , CryptoFIPSControl ()
, C-SELECT
( ) 1
1) C-SELECT , C-SELECT
2) C-SELECT CryptoFIPSControl ()

Copyright © 2007-2009, Canon Inc. All rights reserved.
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C-SELECT , ,
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15

7

C-SELECT

os (
C-SELECT
C-SELECT

C-SELECT

, C-SELECT ,OS

, JCMVP [MSR]
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8
Table8-1 C-SELECT JCMVP CSP, CsP
Table 8-1 JICMVP CSP
CSP
TDES (3 keys) R, W
AES R, W
Camellia R, W
DSA R, W
RSASSA-PKCS1-vl_5 R, W
RSASSA-PSS R, W
SHA - -
HMAC R, W
CMAC R, W
PRNG based on SHA-1 for R, W
general purpose in FIPS 186-2 (+
change notice 1) Appendix 3.1
DH R, W
RSA-OAEP R, W
RSAES-PKCS1-vl 5 R, W
8.1
C-SELECT ,Table8-1 CSP ,
o (TDES, AES, Camellia) , C-SELECT
® DSA ,C-SELECT , [ANSI X9.30]
® RSASSA-PKCS1-vl_5, RSASSA-PSS, RSAES-PKCS1-vl 5 RSA-OAEP

Copyright © 2007-2009, Canon Inc. All rights reserved. 15




\C/efsilf S\s;tel 5009 5 15 C ' SE I.I:CT

C-SELECT , [PKCS#1]

® DH , C-SELECT , [ANSI X9.42]

, C-SELECT , PRNG

8.2
C-SELECT CSP ,
, . , C-SELECT
CSP , API ,
8.3
C-SELECT CSP .C-SELECT
CSP
1. CryptoClose() , CSP
C-SELECT C-SELECT

C-SELECT 9

, Csp ,HDD

8.4

C-SELECT , ,
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9
C-SELECT . 9.1
, 9.2
9.1
C-SELECT ,
C-SELECT ,
) CryptoFIPSControl ()
, C-SELECT

CryptoFIPSControl () Loading Error

. Loading Error , C-SELECT , C-SELECT

, C-SELECT , USER , CryptoFIPSControl ()

, CryptoFIPSControl ()
, C-SELECT

CryptoFIPSControl (), CryptoClose(), CryptoPluginFini (),

CryptoFree () Operational Error
. Operational Error , (1) C-SELECT ,
C-SELECT , (2) , 2
C-SELECT ,
, C-SELECT
9.11
C-SELECT , : ( KAT )
( , PWCT ) . Table 9-1 , C-SELECT
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C-SELECT

Table 9-1 JCMVP

TDES (3 keys) KAT
AES KAT
Camellia KAT
DSA KAT
RSASSA-PKCS1-vl 5 PWCT
RSASSA-PSS PWCT
SHA KAT
HMAC N/A
CMAC KAT
PRNG based on SHA-1 for general | KAT
purpose in FIPS 186-2 (+ change notice 1)
Appendix 3.1
DH KAT
RSA-OAEP PWCT
RSAES-PKCS1-vl 5 PWCT
HMAC-SHA1 , SHA
, SHA-256 SHA-512 , SHA-1
SHA-224 SHA-384
9.1.2
C-SELECT , HMAC-SHA1 ,
HMAC-SHA1 C-SELECT , HMAC
. C-SELECT , HMAC-SHA1
, HMAC ,
9.2
C-SELECT ,

Copyright © 2007-2009, Canon Inc. All rights reserved.
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, 9.2.1
9.2.2 . , ,
CryptoFIPSControl ()
, C-SELECT CryptoFIPSControl (),
CryptoClose (), CryptoPluginFini (), CryptoFree ()
Operational Error . Operational Error
, (1) C-SELECT , C-SELECT , (2)
, 2
C-SELECT ,
9.21
C-SELECT , Table 9-2
, 8.1 )
Table 9-2 PWCT
DSA
RSASSA-PKCS1-vl_5
RSASSA-PSS
RSA-OAEP
RSAES-PKCS1-v1_5

9.2.2
C-SELECT
[FIPS186-2] ,
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C-SELECT ,
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11 Secure operation

111
C-SELECT os . CO
USER , : ,CO ,0S CO
USER : ,
: , 0S CoO
C-SELECT . , CO
(e.g. CO , USER

11.1.1 Windows
Microsoft Windows 2000, Microsoft Windows XP Windows Vista ,
, CO crypto.dll, crypto.lib, crypto.dll.shal, api_def.h, api_prt.h, crypt_com.h
6 . CO
. Table 11-1  crypto.dll.shal

Table 11-1 Windows C-SELECT HMAC

HMAC
Windows CC 4F 2D D8 D4 5F 38 34 5F 95 F6 5B 76 5F E1 49 D2 70 3B 82
11.1.2 Linux
Linux , , CO libcselect.s0.1.2, libcselect.so.1.2.shal, api_def.h,
api_prt.h, crypt com.h 5 .CO , , libcselect.so0.1.2
libcselect.so.1.2.shal fusr/local/lib {usr/local/include

. Table 11-2  libcselect.s0.1.2.shal

Copyright © 2007-2009, Canon Inc. All rights reserved. 21
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Table 11-2 Linux C-SELECT HMAC

HMAC

Linux 07 09 89 DD 9A 71 01 96 FF B4 60 C3 OC 29 EF AC CD 46 F2 BC

11.1.3 Macintosh

Macintosh , , CO libcselect.1.2.dylib, libcselect.1.2.dylib.shal,

api_def.h, api_prt.h, crypt com.h 5 . CO ,

libcselect.1.2.dylib libcselect.1.2.dylib.shal  /usr/local/lib
/usr/local/include . Table 11-3  libcselect.1.2.dylib.shal

Table 11-3 Macintosh C-SELECT HMAC

HMAC

Macintosh 33 94 13 98 4E 7A 1C 46 9E CD 13 4A 00 FB 54 AB 2D B7 13 E6
11.2
C-SELECT , C-SELECT

, , C-SELECT CryptoFIPSControl () JCMVP

, C-SELECT
, C-SELECT ,
C-SELECT . C-SELECT
, C-SELECT , C-SELECT ,

CryptoFIPSControl () . ,
C-SELECT , CryptoFIPSControl () ,

Copyright © 2007-2009, Canon Inc. All rights reserved. 22
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12

Acronyms Definitions

SP Security Policy

API Application Programming Interface

RFC Request for Comments

EMI Electromagnetic interference

EMC Electromagnetic compatibility

JCMVP Japan Cryptographic Module Validation Program
CMVP Cryptographic Module Validation Program

IPA Information-technology Promotion Agency

CcoO Crypto Officer

(O Operating System

FIPS Federal Information Processing Standards Publication

Copyright © 2007-2009, Canon Inc. All rights reserved. 23
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[MSR] () , "JCMVP
MSR-01", 19 5 9
[MTR] () , "JCMVP MTR-01",
18 10 16
[ATR] () , "JCMVP ATR-01",
19 5 9

[ANSI X9.30] ANSI X9.30-1997, "Public Key Cryptography for the Financial Services
Industry: Part 1: The Digital Signature Algorithm (DSA)", January 30,
1997

[ANSI X9.42] ANSI X9.42-2001, "Public Key Cryptography for the Financial Services
Industry: Agreement of Symmetric Keys Using Discrete Logarithm
Cryptography", March 9, 2001

[FIPS46-3] FIPS Publication 46-3, "DATA ENCRYPTION STANDARD (DES)",
October 25, 1999

[FIPS113] FIPS Publication 113, "COMPUTER DATA AUTHENTICATION", May
30, 1985

[FIPS186-2]  FIPS Publication 186-2 (+Change Notice 1), "DIGITAL SIGNATURE
STANDARD (DSS)", October 5, 2001

[FIPS180-2] FIPS Publication 180-2 (+Change Notice to include SHA-224),
"SECURE HASH STANDARD", August 1, 2002

[FIPS197] FIPS Publication 197, "ADVANCED ENCRYPTION STANDARD
(AES)", November 26, 2001

[SP800-38A] NIST Special Publication 800-38A, "Recommendation for Block Cipher
Modes of Operation Methods and Techniques", December 2001

[SP800-38B] NIST Special Publication 800-38B, "Recommendation for Block Cipher
Modes of Operation: The CMAC Mode for Authentication”, May 2005

[SP800-38C] NIST Special Publication 800-38C, "Recommendation for Block Cipher
Modes of Operation: The CCM Mode for Authentication and
Confidentiality", May 2004

[SP800-67] NIST Special Publication 800-67, "Recommendation for the Triple Data
Encryption Algorithm (TDEA) Block Cipher", May 2004

[AESKW] "AES Key Wrap Specification", November 16, 2001

[RFC1319] B. Kaliski, "The MD2 Message-Digest Algorithm", RFC 1319, April
1992
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[RFC1320]

[REC1321]

[RFC2268]

[RFC2628]

[RFC3217]

[PKCS#1]

[Camellia]

[Elgamal]

R. Rivest, "The MD4 Message-Digest Algorithm", RFC 1320, April 1992
R. Rivest, "The MD5 Message-Digest Algorithm", RFC 1321, April 1992
R. Rivest, "A Description of the RC2(r) Encryption Algorithm", RFC
2268, March 1998

V. Smyslov, "Simple Cryptographic Program Interface (Crypto API)",
RFC 2628, June 1999

R. Housley, "Triple-DES and RC2 Key Wrapping", RFC 3217, December
2001

RSA Laboratories PKCS #1 v2.1, "RSA Cryptography Standard", June
14, 2002

"128 Camellia ", 2
September 26, 2001

Daniel Bleichenbacher, “Generating ElGamal Signatures Without
Knowing the Secret Key”, Advances in Cryptology - EUROCRYPT '96,
Lecture Notes in Computer Science, Springer-Verlag, vol. 1070, pp.
10-18, May 1996
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