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shall

“shall” indicates “requirements strictly to be followed in order to conform to the document and
from which no deviation is permitted.” (ISO/IEC).

should
shall

“should” indicates “that among several possibilities one is recommended as particularly
suitable, without mentioning or excluding others, or that a certain course of action is preferred
but not necessatrily required.” (ISO/IEC) The CC interprets 'not necessarily required‘ to mean
that the choice of another possibility requires a justification of why the preferred option was not
chosen.

CEM may can

ADV_ARC.1-4 The evaluator shall examine the security architecture description to ------

535 All of the mechanisms contributing to the domain separation functions are described. The
evaluator should use knowledge gained from other evidence -------- : !
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In V3.1, TOESs with a particular purpose and operational environment
are accepted as IT products, and Common Criteria certificates can be issued
for them.
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ST
1. ST introduction
1.1 ST reference
1.2 TOE reference
1.3 TOE overview
1.4 TOE description
2. Conformance claims
2.1 CC conformance claim
2.2 PP claim (strict conformance
2.3 Package claim
2.4 Conformance rationale
3 Security problem definition (EALL
3.1 Threats
3.2 Organizational security policies

3.3 Assumptions

demonstrable conformance
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4 Security objectives
4.1 Security objectives for the TOE EAL1
4.2 Security objectives for the operational environment
4.3 Security objectives rationale EAL1

5 Extended components definition

6 Security requirements TOE SOF
FPT_RVM/FPT_SEP ADV_ARC

6.1 Security functional requirements
6.2 Security assurance requirements
6.3 Security requirements rationale EAL1

7 TOE summary specification SAR TOE
EALL
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ADV_FSP.1 | Basic functional SFR-enforcing SFR-supporting TSFI
specification SFR-non-interfering TSFI
EALL) g SFR  TSFI
ADV_FSP.2 | Security-enforcing TSF TOE TSFI
EAL2) functional specification
SFR TSFI
ADV_FSP.3 | Functional specification ADV_FSP.2
with complete summar
EAL3) P Yy ISFI
SFR-enforcing TSFI )
ADV_FSP.4 | Complete functional ADV_FSP.3 TSFI
EAL4) specification TSFI
ADV_FSP.5 | Complete semi-formal ADV_FSP.4 TSFI
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