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PP0035 PP0034

Malfunction  -Limited Fault Tolerance *Limited Fault Tolerance
(FRU_FLT.2) (FRU_FLT.2)
* Failure with preservation of * Failure with preservation of
secure state (FPT_FLS.1) secure state (FPT_FLS.1)
*Domain Separation
(ADV_ARC.1)

Leakage *Basic internal transfer *Basic internal transfer
protection (FDP_ITT.1) protection (FDP_ITT.1)
Basic internal TSF data transfer  =Basic internal TSF data transfer
protection (FPT _ITT.1) protection (FPT_ITT.1)
*Subset information flow control =Subset information flow control
(FDP_IFC.1) (FDP_IFC.1)
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« RET —FDREDIENM

PP0035 PP0084

Physical “Resistance to Physical Attack " Resistance to Physical Attack
Manipulation (FPT_PHP.3) (FPT_PHP.3)
and Probing - Stored data integrity monitoring

and action (FDP_SDI.2)
- Stored data confidentiality

(FDP_SDC.1)

Abuse of “Limited capabilities *Limited capabilities (FMT_LIM.1)
Functionality (FMT_LIM.1) *Limited availability

*Limited availability (FMT_LIM.2)

(FMT_LIM.2)
Identification =Audit storage (FAU_SAS.1)  Audit storage (FAU_SAS.1)
Random *Random number generation *Random number generation
Numbers (FCS_RNG.1) (FCS_RNG.1)
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LEER (Paradigm regarding Operating ConditioanA

. I\lIaL[;functionsl:}b‘H’%)s F{EEHEDNDEZANT=IE

Failure with preservation o
f secure state (FPT_FLS.1)

- o _
o @ 4 Ffallure with presl?;v?tlglrjs ;
pres tat _ . ..
A e Technical limits
S S |maxi f————— N Technical limits ~ Without reduction
o c i o :«—— without reduction
ap B i |Lmied Il i duwetrrrrs1 dueto FPT _FLS.1
c o fault tolerance | i -
S s| il [(rrRU_FLT2) .
© i\ ) i Ufste:]ble Im;;ts{:t
i e e H of the produ .-
g bl e orforced Usable limit
@) max. due to FPT_FLS 1 Of the product
operating conditions as enfo rced
Limited _ o due to FPT_FLS.1
imite Operating conditions
fault tolerance
(FRU_FLT.2)

* SFR: FRU_FLT.2, FPT _FLS.1MECuR [T FH [N,
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ATEE DX E DEEICHIET EELNENT=,

LE X (Abuse of Functionality)

. D PP0035 PP0084

FMT_LIM.1

FMT_LIM.2

TOEER {112 (ZIE . TR RE
FALTEH a—
Y5 —2 TSFTr—2NRELE
{E. th DK BEFREIZT SV
FOT T DBEEE. TSFREEDE
BB RDUINEEF I,

B L

FAU_SAS.1.1 TOEEZ{FRIIZ, [Blft: TIEFH M

AEYDRAT) NIZHE LT —
2 and/or F{THIT—7 and/or

TOEERTHR(ZIE, TR EREZ F
ALTEa RO YFTOED A —
HTF—4 TSFTF—2NDRZELIE
{E. thDHEFFEEIZT DV T+
DIT7DBEBE. TSMEENDEE
HIEHRDINEZEFIHLN,

s
TOEERfHRIIC, [Blft: AIERM

AEDRAT) RIZHER : #)87
{eT7—232. RITRIT—2. [Bl{T:

ICRIASWDHEZRETEDS MOT—RZRETE=SHTAE
FANTOERFIRMT S, TOvRZFRET S,

All rights reserved, Copyright © IPA



Lt #2 (Physical Manipulation and ProbinglpA

» RTET—FDREREIEMSNT=,
I Y "

FDP_SDC.1 [BIff: AEUMEE] 2, RESH
— TLWA[E. A—HFT—2D1EHR
DHEMEEERICT D,

FDP_SDI.2 TSFNEET HEEAICREFES
n51—H4T—2(IxLT, [E
— ff: a—YT—2EH)HEDE.
TRTOATSHrD. [ElfT
TEUIS—|ZE=5—T %,
FPT_PHP3  SFRAVEIZEREINDELIIZH  SFROAEIZERINDILIIZESH
BIRICHRE T AIEICE-T, HICRETHIEITKDOT, TSF
TSFICXT 9 MR IEEMIE (Tt 2 IEMIEEE YIRS
Mon—E T I2EinNT 5, O—E T (2T 5,
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LE B (Leakage) |PA

o EAKRMICSFRODEERIZFELCTHAI ., BRREN 7
'Cli BIEEDXE DEENEREINTLNS,

- D PP0035 PP0084

FDP_ITT.1  TOEDYEMIZH BN T-Efsm TOEDMERIIZH B I=FFF
M CA—YT—A2DEREEINS RBTA—HFT—E2hEEIND
fRIE. BEZBHLLT H1=6. BRI, BBREZHIET 16,
T—RNER)—FEET D, T—ALERI—FERT D,

FPT_ITT.1  TOED D EESNI-ERamE TTSF  TOED ST BES M7= ER R TTSF

T—ANEINSEIL BE T —IDEESNDEL. BEE
MNoRET S, MHIREET D,

FDP_IFC.1 9 RTOEEET—3IMN. TOEEX I RTOREET—2h, TOEET-
F=IXICRHIASWIZ &> T, EBFE  (XICKHIASWIZ LT, WIEFT-

FIFERESNAIRIC, T—320  [RERESN DRI, T—20E
BRSO —DEREIN S, R)—MEfEEN S,
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Lt 8% (Random Numbers) IPA

* RNGIZDWWTIE. UTOEEMNEINT=,
| ppoo3s | peoosa

FCS_RNG.1.1 ELZUEDTotal Failure Test, [E [E]
st : 1B Dsecurity capability® 1+ : security capability®
YRR EEET HHER JAR #FE&ET BHER: YER.

INATVYRPEE) NAT )k
LM EMBAIRIMT RER] ALBERFZTIRELT
Bo B
FCS_RNG.1.2 [;#3#R: independent bits with B4 : EESNT=-MmEAN)YT]
Shannon entropy of 7.976 bits (2@ &9 5 [ER: bits, octets of
per octet, Min-entropy of 7.95  bits, numbers [El{ : format of

bit per octet, [El{: other the numbers]] ZiR#9 5,
comparable fa & AR w1 [Z5E
B9 DAL HTIRET D,
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LE 83 (Security Assurance Requirements 1A
for the TOE)

o R R—RUOHEBIEE<ELC,

4 A g ADV_ARC.1 AGD OPE.1 ALC_DEL.1 ATE_COV.2 AVA_VAN.5 A

E\/ECL:LLDvsz ADV_FSP.4 AGD_PRE.1 ALC_DVS.2 ATE_DPT.2 ASE_CCL.1
AVA VAN.S = ADV_IMP.1 ALC_CMC.4 ALC_LCD.1 ATE_FUN.1 ~
O Y _ ADV_TDS.3 ALC_CMS.4 ALC_TAT.1 ATE_IND.2 ASE TSS.1
N > — N (o) RN
e INTHTT182MBMEN, I R—FR T A
MZfESREZEMNTEIRSNT=,
~
AX—hH—FBELUVEBLDOT /AL RIZDULVNTIL., CCDB. JIWG, FL TEREI#4ES
M, U R—bXE, ATV AXEEFFKITL. CCRA, SOG-IS, HAWIRF—LT
THEANBHETHD,
- %
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Lt & (Refinements 1/2) IpA

e BIEEDXE NEELMSSROSBLENINT-,

ALC_DEL WRIE, #HET—2 and/or RRI(L. ¥1HI{ET—4 and/or
FITRIT—4 and/or ICHHIA  RITRIT—4 and/or 8 ES=1L
SWDFH B -thDT—%

ALC_DVS JILWG 53 “Joint Interpretation
Library: Minimum Site Security
Requirements (For trial use),

2013”7 [12] Z#F1TL 1=,
ALC_DVS WEXAREIZT 5P R— T

% . restricted, sensitive, critical
or very critical informationZ{f&

BT D,
ALC_DVS SEE S 2N, BWEGHESIHEAEYE
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FE 85 (Refinement 2/2) IPA

s REINAIT—ARELLELEENINT-,

ALC_CMS ICHRIASWIZ. ... ICHRIASWIZ 1 —H T —5&L
..
ADV_ARC “Supporting Document

Guidance Security Architecture

— requirements (ADV_ARC) for
smart cards and similar
devices” SR

AVA_VAN ROMDEHHT—2DIREIZD
= LNTFDP_SDC.AIZBEEDIFT
55533%7’:0
AVA_VAN HARFrRILBE(ZxLT

FDP_SDC.1AVEMIENT=,
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LE#Z (Annex)

e IEBM/ISVT—UIZDNVTEZBLDEMMAENTLNS,

<PP0035>

<PP0084>

7 Annex Annex
71 Development and Production Process (life—cycle) 7.1 Development and Production Process (life—cycle)
7.1.1 |Life-Cycle Description 7.1.1 |Development and Production Process (life—cycle)
Description of Assets of the Integrated Circuits Description of Assets of the Integrated Circuits
7.1.2 . 7.1.2 )
Designer/Manufacturer Designer/Manufacturer
7.2 Security Aspects of the Security IC Embedded Software 7.2 Package “Authentication of the Security IC”
7.2.1 |Further Information regarding A.Resp—Appl! 7.2.1 |Security Organisational Policy and Security Objective
722 EZT:SSIS‘CE?;:L‘;j‘;’;it:/‘v’;‘fe' Requirements for the 722 [Definition of the Family FIA API
Security Functional Requirement for Authentication of the
7.2.3
TOE
7.3 Packages for Loader
731 Package 1: Loader dedicated for usage in secured
environment only
732 Package 2: Loader dedicated for usage by authorized
users only
74 Packages for Cryptographic Services
741 [Package “TDES”
7.4.2 [Package “AES”
7.4.3 [Package “Hash functions”
75 Guidance for SFR for RNG (informative only)
7.5.1 |German Scheme
7.5.2  |NIAP
7.3 Examples of Attack Scenarios 7.6 Examples of Attack Scenarios
74 Glossary of Vocabulary 7.7 Glossary of Vocabulary
1.5 Literature 7.8 Literature
7.6| List of Abbreviations 7.9 List of Abbreviations

X)) T4ICORE. O—4% . lBEEHY—E X, ZLTRNGIZ
DWNT/ ANy r—UNEBmaEnt-,
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FFPRE
JO+XIZDL\TIE
EHEITEL,

EER LA
HLWVEEDE
b, BLVEMA
Hot=.

REDTEE.
SE XM
7yIT—h
Snht=,
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* Package “ttx )T ICDFREL”

B

H B9 X)) TAICTFYTDOREZREEICKY . ICFYTDHEYTELERLS,

BBl WEEMN. BYTELDICFYTEERT 5,

%I 2R -TOEITZWHL T—2ZFI AL T. BEZN I L TRIET 5.
-ERAREIL, TOED R ET —3ERIEAN=X LEYR—LF 5,

SFR FIA_API: TSFIEINEBIU T4 T4IZx LT, TOEDIDZFEBAT HERFEA D=
ALZERET S,

*PPO035Tld, NEREEEEDHEREICDLNTIX, ERINTULVALY,
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* Package “A—#~ 1”
Z

HE TOEER{F1&IZ. EEPROMZET=(LFlashZT—4ZA—KF 3 5= IZ{F A,

%II;

48 -O0—451 . REGRETERAINS,
OSP1 OOy ELEE A ICREASW, OV ROy RE B AOICRLEENEIRT

BICEAYR—FSWDT—2720—r 9 BRIC. O—FHBEZHIER T 5.

xR ‘TOEIL, HIfRSNI=REN D O—FHEREL. BIETE GV O—FEREDIF
IEZRHT D
FAVROY N GRELEE (X, O— S HREERERAMNSREL., O—F#
REDHIRZTY. ERTHEADREREIEETEGNO—FEEDIFLZ

/—~

1T,

SFR “FMT_LIM.1: FMT_LIM.2&ERIZHEBEZHIBR T D, [BIff: 7o av]kIE.
EF R A—HITRET —FDBEEPIREFF I,
*FMT_LIM.2: FMT_LIM.1&ERIZ, [BIfF: 7o av)igIE. O—F BEEDE)
EZ= <,
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* Package “O0—%2”
Z
HAE TOEBR (T IZ. EEPROMZEI=(LFlashZT—4ZA—F 3 5= IZ{FH,
5758 -O—42 : T—AOAO—KPHRZEIZDONT., BLHbEXa)Fq4R)o—&
FRELZ RO SIS EICERAINS,

O0SP1  FEEh1—YH, O—FHEEHELT, REShO—RSh-T—
SERBORENDRET 5.

%II;

PO -TOEIX. EFrlSh =2 —H LD ICEEEERETF vy RILTIRMHL.
O—RFENB1—H T DR EHEFEEIREL. O—FBERE~DT Y
+ R FEHETI,

RSNt —H (L. TOEEDEEERF Yy RILEEZA—FESNSd
T—ADKEMHRELEEMHIBHAICE>TYR—I . B—X 2 ER
T O REBREB=SEFNILESE,

SFR -FTP_ITC.1: BFAISn 21— LDOMICEEEEFryRILTIRIET D,
‘FDP_UTC.1: #ERSNDIBEENCRESN-T—IZE,
FDP_UIT.1: RE. HE. BALRESN-T—ERIE,
FDP_ACF.1: O—A #EE~ND T V& X Hl{E 43
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e Package “BFHH—ER”
— TDES
— AES
— 1\ B

* Package “RNG”

— German A¥x—L i
* STCOERMERBIT B0,
— NIAPRF— L BB R
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