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¢+ Non-Invasive Attack

« FYTREB~NDYE

R AZFOENIE

o f5l: A RFFrRLERAT

¢ |nvasive Attack

« FYTREB~NDYE
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Y ARF v LR IPA
(Side Channel Analysis)

¢ BEEHEEEEEL-/N—FY7(RY—FH—FEH)DEET
lzs%d)/\—lﬁbff’dﬂk eZ BT HETHRLONDIEHRE
FIALT. BEREVSE-MERFRDETESHAD
- THEEHT(Power Analysis)

« NW—FRIT7DEEBNERTEL. TDBEHRMNSHENT S,
« SPA (Simple Power Analysis): 1D DENIEMEEIZFH RS, ICHDOLED/NI—%
R,

- DPA (Differential Power Analysis): 2 NDE NKF Mt NEL TREF T, HEE
NOT—UHREFR R EHMBETEHENTE, £z, /A REZBFHTHIENTES,

. CMOSHBEADEHMEE . FSUSREADZAAYF T (01, 1-0)A 5
BFIHEB AN KRELGSHIEEFIA,
- BRI AEHT(Electromagnetic Analysis)
s BMEHRDN—FIIT7 DI oD REBHBENCHENT S, BEABEITF
Bk, 1D DRI TS HSEMA, 28D K I LEHTT HDEMAL H
8o
« BFNGET ITAETAZRMI DI EMTTHE,




AES7 L3 X L

IPA

¢ BEIELEDRN

end

begin

AddRoundKey (state, w[0, Nb-1]) // |

for round = 1 step 1 to Nr-1 i
SubBytes (state) //------------ ' cmm e

Nb:4,
Cipher (byte in[4+Nb], bByte oUEtl4*Nb]] word w[Nbx(Nr+1)1) Nr:10,12,14
X g5 X o 37 - for 128, 192, 256-bit key,
byte state[4, Nb] //REREE (497, NbFHIDITFI) W*f‘i_\xf@, g%’;&Nb *(Nr+1)
state = In 4

~N

SubBytes:{THIER DE
|

J

ShiftRows (state) -Af---------------- '
MixColumns (state) /7/----------- ,

AddRoundKey (state, w[round*Nb, (round+1)*Nb-1])

end for :

SubBytes (state) | TTTTTTTTC
ShiftRows (state)

AddRoundKey (state, w[Nr*Nb, (Nr+1)*Nb—1])

out = state e

 ShiftRows: |
\ﬁ%ﬁ@&&? N3 )
4 )
MixColumns:
HIRGNIVBGLDOT—2DZE
S Y,
s ' B
AddRoundKey:
FIRIRILETLE RBWEDXORER
N Y,
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AES : AddRoundKey® AL 1t

o

IPA

« 47099 %E1FIELT, BT EITHRRBEEXORALE,

WL+3

L=round*Nb

T

W,
|

XOR
So,0 Soc So2 | So,3
S10 Ste Si2 |S13
S20 Sa.c S22 |S23
S30 S3. S32 |S33

T

S

S’O,c

0,0

S

8,1,0

1,0

So,2

So,3

S

S,Z,C

)
2,0

S'12

S'13

S

S,3 C

)
3,0

Sy

S 2,3

’ | S’3,2

S33




AES : SubBytes D JLIE IPA

128E b DT —2F1/\AF(BEYRk) ZEIZ16M YT IOV IIZHEl,
BTOYITIFINACDANT—E2EINACDOE T —E~NEH,

| S-Box
S0,0 | So,1 S/o,z/ 0,3 F!Zﬁ}g 001901902 |S03
S10[|Sce O12 913 S'10 gr,c S'12(S'13
S0 [ 921 [O22 | S23 S'20 D21 922923
S30 [S31 [S32 |O33 S'30 931 (932|933




AES : ShiftRows D 418

IPA

+ 470v0%1TELT, T EICES TMLHE,

T IREL

ElZ1DY Tk

EIZ2DI Tk

EIZ3DL Tk




IPA

1Ll

AES : MixColums @) AL IE

47090 %15|ELT, BT EIZHIRTGRILDZEM,

s N / Y
S'0c 02 03 01 01| |Soec
S, |= |01 02 03 01| |Sic
S,.| |01 01 02 03 22,0
/ Ssc) (03010102) |Sac \
S ) S, ) )
Soo [|22¢[S02 [ So3 Soo | =% [S05|SHh3
S : S’ : :
S1,0 L S1,2 S1,3 S1,0 e S1,2 S‘1,3
S ) S, ) )
Sy [ 92¢]S5, [ Sy3 S'ho|22¢ S, S
S ) S, ) )
Sz [|V3c]S3, | S33 S'3p 3’C|83,2 S




DPAMHI1 IPA

+ FEADDPA: DoM (Difference of Mean)

BOFEE1/ N\ F=00&{KE BOELEEINAF=01EE

EX(DEEE1/NAF) | F15VFEDsboxD EX(DEEE1/NMF) | E1F5IKDsboxD
HADEE1/ 1+ HADEE1/(F
7d 21 7d 10

7c
6a
da
17

—

W

0 0
10 0 7c 21 0
02 0 6a 7f 0
57 0 da b9 1
fO 1 17 47 0

. EXESURELICEILSETHESEZTV. HEENZRET S
2. PFEEDCHHEVMIZEL, ENHAOMMDIZES>TENKME

DT D, TNEEBINRAESIE D AE1/\1+DI5E . 2565&
INIZXLTIT,

2B T-BHERIZDONT. FNFNEHFES
OB LTIE, FHEDENEOITELMEIZES A,
ELWRERISHLTIE, FHEDENKEIMEIZLGLEEZL

N30T, ShIZk>TELMEOEAHT )



DPA® 512

IPA

+ CPA (Correlation Power Analysis: R A {FHT3)

BEDFEE1/ N1 +=00L1RTE

EX(DFTE1/NME) | F15I2UFDsboxD
HADEIE1/
7d 21

7c
6a
da
17

—

o

10
02
57

2
1
1
5
fO 4

BEDFEEE1/ M1 +=01&LRTE

EX(DFEEE1/81F) | 15OV DsboxdD
H A D%kEE1/ M+
7d 10

7c
6a
da
17

21
7f
b9
47

. EXETUA LIZEESETHEBEEITOL. HEBNTAET S
2. hfElfEMhamming weightZitE 35, TNE B BERER(AESHE

DFEEBE1/NALDIFZE . 256:8Y) 2L T
SHEE HE. hamming weightE DREIDFEBEZRH#EZHET S

1
2
7
6
4

Lo RRERICKLTIE, HHERBDENEOIZELMEIZZ S A,

IELWBRERICSHLTIE, HHEARBDENKRELMEIZGELEZ R
BNEDT, CNICK>TELWLEDENHIBAT S
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DPAMD I3 IPA

¢+ MIA (Mutual Information Analysis)

« HAPRBUEZFZ—YMZT 5 (5l W=S(Pek))

« O:HEBHNZHTEL. ZTDRHZEKRDD,

- L, leakagelZ¥ 11 5power model, ==L . power model A R ER%L
b, L=ld (FBFEEL) ELTHEKLY,

« H=L (W) Z&EL. ZDHmEKRDB,

. RHEREHIZXIL T, Mutual Information I(O;H)Z5tE 3 5,

- mwHELMutual Informationzx 5 2 5B IREREREHTET D,

o HEHAIIZIX, ELULVRRER I L TIXIE D Mutual Informationm &5
N, RO L TIE, OLHIFIRILEAY , I(O;H)=0&%51F T
THd,
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AR F R BER S 5 IPA
— Hiding —

¢ HAFFYRILHEL, BEEEBEOFBIEDFEHRMNR
NH5ZEXFRATS

+ {5

— HEBANEPHEIELOMEZLGESIETHIETHERT S

Random Delay: JEEDEIZSUF LITEBIEZRAT S
- BAKKOMEEHLEEZREIZTS
JARGEM: S BEBHIT/AXEFMLT, T—2IKEIT HEEE N
EHRERD5{T 5
Dual Rail Pre-Charge Logic
- ZEDICTIHIEVFMENARDETRTRET S

« Dual Rail TIX. 1EVYFE2KDEFHETRIIET S
. Eﬁf@ﬂ‘]ﬁlﬁ“‘)f*@ﬂﬁ?ﬁ‘b'@%’lf%fﬁ%%ﬁﬁi(fﬁgﬁﬂl‘](:(i)aﬁb‘;ﬁib\o

0 01

1 10
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REIWE FoT IPA

— Masking —

¢ PREIZ, SUF LIGEZIRRAIILT. AD

FREEDFHRNRENSIEZMHC,

¢ blinding EHE 5.
¢ MEFEHRZ2ELLL)DIEIZCHELTEH-E
TWAEDE M5, Secret SharingtE 5

ELH

Do

15



HARF v LB IPA
— Masking —

¢ TREVT DIESR
» Boolean Masking
- imIEERE (BEthpYEmIERD) (CKDmasking
 Arithmetic Masking
« EMUER (NEPFEZE) [ZLDHmasking

16



AR F o R LB 5 IPA
— Masking —

+ Boolean Masking® 5
AESDE1TOUR

a<—pdk (p; FEXDEINAR, K : BDEiI/INAR)
b «— Sbox(a)

!
CoOBRENRESND

RRA¥XY
m,,my. 225 LIERRY
a’— (p®m,)®k,
b’ Sbhox’(a) (Sbox’: R AV %ETEIZAMNT=Sbox (=Sbox(x®m.)®m,))

COEIE. BOEIIRTFLEL (VT LIEIRIDT-6) DT,
COEICHLTHESNTHLRIIETTELEL

BRIV TRIZTRRIVENLTHEEXEZH TS 17



B AR Fr R IILER R IPA
— Masking —

+ Arithmetic Masking® 5

RSAEETNES

c?mod n (c: lEFX, d: &R, n: /&)
!

HEBIDHESNDATREE
exponent blinding

r: &L
d’'=d+rp(n) (¢:Euler®b—> 2 EEE)
CTO" mod n #Et&E 9 5

HDEHIEFERALEVLD T, dZDIDONREFRIZEHZEFEL
18



YA FFrRI)LHE IPA
— Higher-Order Attack —

¢ Higher-Order Attack
« MaskingZz{E-71-3R&EIZx 9T HHE
» 2nd-order attacklZ. 2{&® G H{EH 5 Djoint
leakagezERAT HWE

« Iz (£, maskingZ{FERAL-AESEEIZHIVT, 1
BDIRAVIEZFELETT=15E . 2nd-order
attackHS & #h

19



WS P IPA
(Fault Injection Attack)

¢ BEHEETZEEZLE/N—FOI7DOEMEFRIZHEIZEE
(faU|t)§i hL/ n'fﬁn,\L)’E*'JFﬁL'Cﬁ#*ﬁ’Eﬁ’B
- HOvIT)YF
- BRIIYF
- L—H—HE5
- EHLIEENM
o WEEFFAXEDOH: RSA-CRTIZXt9 %BellCoRe Attack
« s=m?modn &9 H(IELLVESR)
+ s',=m® mod p (s,DEtHEIfaultZz And)
* §,=m% mod q
S'=s,+q(I4(s’)-S,) mod p)

« ZM&E. ged(s-s'n)=q, £f-=. gcd(m-s’,n)=q — WMEZEDEREHH
il

20



Hardware Trojan lpA

¢ ICFYTICNT 5. BEEHAEBDHE

c FYTDREETIN—R > TENEBEEEZFH>TFVT

),

=

B E T AL

s EXAUTAHBEOENEFEENET S

Hardware Trojans

Original circuit design

D D
D

- 4

Manipulated fabricated circuit

D Dl
— 4
LQ\ D /“’:

Trojaﬁ trigger Trojar'l payload 4

Untrustworthy third-party fab

Hi B8: Raghavan Kumar et al., Parametric Trojans for Fault-Injection Attacks on Cryptographic Hardware

FDTC2011
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CHES/FDTC IPA

CHES

FDTC

9/23-26 Workshop on E SN \— R 7 E

Cryptographic Hardware ZICEHTH5EFa) T+
and Embedded Systems

9/23

Fault Diagnosis and & FI B I
Tolerance in Cryptography

22



IPA

CHES2014D H#FXRANBEDMELLRIT



IPA

EM Attack Is Non-Invasive? — Design
Methodology and Validity of EM Attack Sensor

Naofumi Hommal, Yu-ichi Hayashi?, Noriyuki Miura?, Daisuke
Fujimoto?, Daichi Tanaka?, Makoto Nagata?, and Takafumi Aoki?

1Graduate School of Information Sciences, Tohoku University, Japan
2Graduate School of System Informatics, Kobe University, Japan

https://eprint.iacr.org/2014/541

| BEST PAPER AWARD
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EM Attack Is Non-Invasive? — Design lpA
Methodology and Validity of EM Attack Sensor

+ EM Attack (BHLRESTFENT) (X, ICTF VT ITHE
g B Ll AR F e RILIEHREITGT
HeEMNTED. BNTTHETHS,

o BHRERTEERZY ., BT —VZREH TS
BDT. MENENTHS,

¢ FYTADEMITHEVDOT, EHIO—T%
WEDMToNTEFYITDIREITELEILET .
BRETEALY ?

25



EM Attack Is Non-Invasive? — Design lpA
Methodology and Validity of EM Attack Sensor

¢+ EM Attack Sensor

12ndLC
Micro EM Frobe Probe Approach
Sensor Coil
12nJ(L-M)C
fic “Ub

Mutual Inductance
Cryptographic Module Chip LC Oscillation Frequency f, .

Spectrum

o3 —aA)L(LCERIR)IZERMNRNTLNSEZIZ, B IO—2J%aDIlT
5. Lo Y—aMINETO—T EDOHEAUF VA AMD =012, BIREM

195,
f,c = 1/(2mLC) = f,; = 1/(2m\(L-M)C)

=f:L. 2Ot H—TIk, BRE) I7LoABNBETH AN, s Eo0OvY

HETHEBEEITBRESNTOAINLENGND T, EETEAERM) 7L

DARAELTIHFEZ ALY,

ST AVTFYTORER) ID7LORIE. TYTFOEHERET S7HAY

EIERNDEELS, e



EM Attack Is Non-Invasive? — Design
Methodology and Validity of EM Attack Sensor

IPA

¢+ Dual-coil Sensor

=
B Attack
f =
= Le Detection by
s Difference
E r
fics fLez @ —
Dual Sensor Coils Sensor-to-Probe Vertical Distance

AR OEZTHOELGD2EDAMILEED,
BlR#MDEEZRNTETAHIET., BRI IT7LUREL
T7O0—J DFEEERMTES,
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EM Attack Is Non-Invasive? — Design lpA
Methodology and Validity of EM Attack Sensor

¢ Demo

http://www.youtube.com/watch?v=9stiWXvo-dp@
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IPA

How to Estimate the Success Rate of Higher-
Order Side-Channel Attacks

Victor Lomnél, Emmanuel Prouff!, Matthieu Rivain?,
Thomas Roche?, and Adrian Thillard?

LANSSI, France
2CryptExperts

https://eprint.iacr.org/2014/673
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How to Estimate the Success Rate of |pA
Higher-Order Side-Channel Attacks

¢ BARFYRILVHEZEORINE (HBIL-EAELWVETHAHEER)ZIER
IZEE

. %:’é%ﬁﬁ’]l I3, EERI< IAI 2 EIMTL, BDIL=El#ZEEEHxT 5 E TR

- LaL. xﬂ%ﬂﬁ&ﬂ%b\ﬁﬁéh#?—/?l XLTIE, MBI EBE . K
B ELEEICE S TIFMIRITEH)IT O EEBEEMICIXREETH S,

o ZODIOITKRRIF. BEEN X7 THSAEXZEKRLEGL, sEHHmBBDOFICHR
S>TWAETTHS,

© ZIT.IMIWXT. YRAFVI THRELTLSEEZRIZLTzhigher-order
side-channel attack DI EZ* RIELHAFEFIRET S,

¢+ 1st-order attack M AR (ZEAT HAHATRIIFEET S

+ 1st-order attack® F ;%% #i:58L T. higher-order attackl @R TE5LD
[ZLT. higher-order attack D f I EDEBIEFEHT S

¢ EEOTOEYHEREITHLTERZITLD. BRESERENI—
LTWBTLEHERR
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IPA

Good is Not Good Enough
Deriving Optimal Distinguishers from Communication
Theory

Annelie Heuser?, Olivier Rioul?, and Sylvain Guilley'?

1Télécom ParisTech, Institut Mines-Télécom, CNRS LTCI
2Secure-IC S.A.S

https://eprint.iacr.org/2014/527
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Good is Not Good Enough: Deriving Optimal lpA
Distinguishers from Communication Theory

¢ HAFFv2R)LEEZE[ZCommunication
TheoryMZZ A ZFAL. & (AAIEH &
K) idistinguisherzE<

{sm (e ) [oee) () () () }
message output message

digital communication notations

32



Good is Not Good Enough: Deriving Optimal lpA
Distinguishers from Communication Theory

+ Leakage ModelBNEXEIT., /A XN IER A DIHE D
Y=y
X = HW[Sbox[T & k*]|+ N ( k*=IELLMEE. N: /4 X)
° I) 7%'L¢\
Y (k) = HW[Sbox|T @ k] for all & € K

Theorem 4 (Optimal expression for Gaussian noise). When the noise is
zero mean Gaussian, N ~ N (0,02), the optimal distinguishing rule is

1
'Dg;tG(x,t) = arg max (x|y(k)) — 5Hy(k)||§ (9)

Theorem 5 (Correlation power analysis). When the leakage arises from
X = aY (k*) + b+ N where N is zero-mean Gaussian, k = arg miny ming s [|x —
ay (k) — b||%, is equivalent to maximizing the absolute value of the empirical
Pearson’s coefficient:

k= arg max|p )| = \CO\ X,y (A )|/\/\’m #:11( (k)) (12)
where the empz:r?cu,l (co)variances are defined by C()\ (x.y) =" ( )y —y)

and \(11( ) = Cov (x,x). 33



Good is Not Good Enough: Deriving Optimal lpA
Distinguishers from Communication Theory

+ Leakage ModelBBEEI T, /A4 XHIEIER D TFDIHE DI

Theorem 7 (Optimal expression for uniform and Laplacian noises).
When f and ¢ are known such that Y (k) = o(f(k.T)). and the leakage arises
from X = Y (k*) + N with N ~ U(0,0%) or N ~ L£(0,0?), then the optimal
distinguishing rule becomes

— Uniform noise distribution: 'D:};;U(_ x,t) = argmaxy —||x — y(#)| o,

M’L(X.t) = argmaxg —|[|x — y (k)1

— Laplace nowse distribution: D,

34



Good is Not Good Enough: Deriving Optimal lpA
Distinguishers from Communication Theory

Success rate, with a known model

0.9 0.9
0.8 0.8
0.7 0.7
% 0.6 % 0.6
L] L]
205 205
g g
Z04 : Z04 :
—&~Manhattan norm | —&~Manhattan norm |
0.3 -B-Euclidian norm | 03 -B-Euclidian norm |
0.2 —#—Uniform norm ] 0.2 —#—Uniform norm [
s A 1 Ll A 1
~<j—scalar prod | . scalar prod
0.1 = —+CPA | 0.1 < ——CPA
G : Covariance : = \ Covariance
06 v 10 15 20 25 30 35 40 06 5 10 15 20 25 30 35 40
Number of traces Number of traces
(a) Gaussian Noise, 0=1 (b) Laplacian Noise, 0=1

¢ CPAIFW T LE @& Edistinguisher TIEAELY, F#%R
distinguisherlZCPALIFELHEDTHLH T —AMZLY,

K% https://eprint.iacr.org/2014/527.pdf Ho>—ERHREE 35



IPA

“Ooh Aah... Just a Little Bit”: A small amount
of side channel can go a long way

Naomi Bengerl, Joop van de Pol?, Nigel P. Smart?, and Yuval Yarom?

1School of Computer Science, The University of Adelaide, Australia
’Dept. Computer Science, University of Bristol, United Kingdom

https://eprint.iacr.org/2014/161
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“Ooh Aah... Just a Little Bit”: A smal 1PA
amount of side channel can go a long way

¢ FLUSH+RELOAD attack

s Tyl aDEYNIRBEORRBIOEZFIALI-YAFv
LB
« BICCPULTR/\ATOvREELE ., TCHHET S

« HAHAAE)FEEEF vV AMSEEIMIZENET

* fﬁf%@ﬁﬁiﬁénnﬂ)_&

- BHIOTAEANZDEFICT VAL TN =6, £y vy alliH
HIAENDD T, HAHAAFREMAEREL, CNIZKHT, EEMOTO
TANARDHAEBIZTIEALEENEIMZRZIEDHOENDS

- J0O+tvH DLast Level Cache (Intel x86MDIFE L3
Cache) NDHY A FFvRI)LEEMNTEEZD T, CPUMDE

2A7ICHAHATAERZHETES
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“Ooh Aah... Just a Little Bit”: A smal 1PA
amount of side channel can go a long way

+ FLUSH+RELOAD attack%. OpenSSLMDECDSAMEE|(C
BT 5

+ ECDSAT{EFR9 %ephemeral private keyDhGEYDE VL%
BT AIEIZHIN
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IPA

Destroying Fault Invariant with Randomization

A Countermeasure for AES against Differential Fault
Attacks

Harshal Tupsamudre, Shikha Bisht, and Debdeep Mukhopadhyay

Department of Computer Science and Engg. IIT Kharagpur, India
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Destroying Fault Invariant with Randomization — A lpA
Countermeasure for AES against Differential Fault
Attacks

&
=

+ Fault Injectionxizk

 Detection Countermeasure

- FaultD;FAZBRET 52147
C BIZIE. HEE2BLLTHRBELRT SR
- HELEEE DASINSEMEKMNELNS

* |Infection Countermeasure

e FaultMzhBZHLEREE . faulty outputZ#DFAIZEZ AELNKSIZT
%

o LatinCrypt 2012[1|THRZFIRE
. FDTC2013[2]T. CHEEI T I2HEARKEIND
c INLDXREBMBDEISHEADTE., - RDIZE

[1]Gierlichs et al., Infective Computation and Dummy Rounds: Fault Protection for Block Ciphers
without Check-before-Output, LatinCrypt 2012
[2]Battistello et al., Fault Analysis of Infective AES Computations, FDTC2013
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Destroying Fault Invariant with Randomization — A
Countermeasure for AES against Differential Fault

Attacks

IPA

LatinCrypt2012 Countermeasure

ot B hRCountermeasure

Algorithm 1. Infection Countermeasure [10]

Inputs : P, k7 for j € {1,...,n}, (8, k"), (n = 11) for AES128
Output : C = BlockCipher(P, K)

1
2
3
4.
5
i
T

8.

9.
10.
11.
12.
13.
14.
15.

. Btate Ro « P, Redundant state By +— F, Dummy state Rz + g
L Oy 0,0 0,0 « 3,1+ 1
. while i < 2 do
A+ RandomBit() /{ A =0 implies a dummy round
K (i A A) @ 2(-0)
¢ A [4/2] // ¢ 15 actual round counter, 0 for dummy
R, « RoundFunction(R,.k*)
Cot— R Camf /[ infect C. to propagate a fanlt
e A=(inl))- SNLF(Cog C1) // check if i 1s even
Ro— Rode
Ry +— Ry®e
ie—i+ A
end
Ry + Ry & RoundFunction(Ra, F\'D) &3
return{ Hy)

RIEIIVVROREN2BEEHDSY
R A ®Mfault injection| 2550
BRoT=/NAREIEELWLWVNLRD TR
BRILKHDEZERAT 5=

Algorithm 2. Improved Countermeasure

Inputs : P, i for j € {1,...,n}, (8, k%), (n =11) for AES128
Output : C = BlockCipher( P, K)

1. State Ro + P, Redundant state Ry + P, Dummy state Rz «+ 3
2.i+1, g+ 1
3. rstr+ {0,1} [ #Lrstr) = 2n, £0(rstr) =t — 2n
4. while g < ¢t do
5. A+ rstrig] /A =0 imples a dummy round
B. K (3 AN @ 2(-A)
T. L A [i/2] // € 18 actual round counter, 0 for dummy
8. R. + RoundFunction(R., k%)
9. v+ A=(inl))- BLEN{Eo & Ri1) /[ check if i 1s even
10. d+ (=A). BLFN(Rz & 5)
11. Ro & (=(yV d)-Ro) & ((yVd)- Ha)
12. P i+ A
13. g+—qg+1
14. end

15. return{fRp)

BMIZL=50F LIENT N TDERS

T=INARETELLV NS MBS E S B -

FBRZEIFELTINVD,

0.
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IPA

Reversing Stealthy Dopant-Level Circuits

Takeshi Sugawara?, Daisuke Suzuki!, Ryoichi Fujii!, Shigeaki Tawa*
Ryohei Hori?, Mitsuru Shiozaki?, and Takeshi Fujino?

IMitsubishi Electric Corporation, Japan
2Ritsumeikan University, Japan

https://eprint.iacr.org/2014/508
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Reversing Stealthy Dopant-Level Circuits lpA

+ Hardware Trojan

DAFENSAFALDKRE,

c IN—F) 7L X)L T

W E N EGBIEESE BIHICVEMNITF

iR —rEICITHEOAD

« HHIAHAFIINNVANAEZLNLD, )OI
THIRAOR— /AU MNEpENEEZ B L THIE

ELETHH AN DD
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Reversing Stealthy Dopant-Level Circuits lpA

¢+ CHES2013 Stealthy Dopant-Level Hardware Trojan

« Georg T. Becker, et. al

$BADR—/ UNERETHIET. Y~ OBEEER S
F—rZDLODEMEEVDOT, REMIZHRT HTEFELL

Result after modifying the PMOS:

PMOS Transistor Trojan

— N — N

Gate Drain Gate Drain Constant connection to VDD, but the NMOS transistor is
Source ‘/ (the output) Source | (the output) still connected.
(connected to VDD) (connected to VDD)
| / | / voo VoD
o 0 y |
l N'-dopant-l lN-.d_opant J s
| | A Y mmp A v
N-well N-well ‘ i
(connected to VDD) (connected to VDD) 'I _!
|
v
Unmodified PMOS Transistor Trojan Transistor with a constant GND GND
output of VDD
13 08/22/2013 d Georg T. Becker 14 08222013 i Georg T. Becker

http://www.iacr.org/workshops/ches/ches2013/presentations/CHES2013 Session4 3.pdf
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Reversing Stealthy Dopant-Level Circuits lpA

¢ F=N\UMZITHELGDEK
SFNICF VYT NDEEZE.
RaTondnh?

« SEM (Scanning Electron
Microscopy)+>FIB
(Focused lon Beam)Z{&
ZIEHRITEETH S

« PVC (Passive Voltage
Contrast) ELVSFi%

« SEMOFIBMGLEFHE
—LZITHAATZRFIC,
nBlo)arépRyay
Tl ZREABMUNELD
FEOICZREFOEA
[CEMNRN. RICAUES
ArDEMNEND

oR BRI W WA N W N WoE e § W W B WA a RN

(1) Layout

(2) Optical [[8
microscopy [
%100 |

(3) SEM
0.7 kV
x*8.0k

(4) FIB
40.0 kV
¥12.0k

Fig. 8. Image of DPD-LE configured as XOR

HEL: http://eprint.iacr.org/2014/508.pdf
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IPA

Secure Conversion between Boolean and
Arithmetic Masking of Any Order

Jean-Sébastien Coron, Johann GroRRschadl, and Praveen Kumar
Vadnala

Laboratory of Algorithmics, Cryptology and Security (LACS),
University of Luxembourg, Luxembourg
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Secure Conversion between Boolean |pA
and Arithmetic Masking of Any Order

+ Boolean Masking&Arithmetic Masking® Z#i& X217 1<
FTUNM=0
¢ LIRTDO#ER: Goubin’s Algorithms (Goubin, L: CHES1999)
- Boolean Masking&Arithmetic MaskingfEl Dt 1 74 2 #2
. T—T:L, 1st Order AttacklZxfL TOH ¥ 7

¢ RXIE. FEEDnIZ *‘JL,’C n-order® W ZE (3 LT+
1773?“#5&7»: YA LHERE

o ERRIZ.COTT IO X LEFFERALTHMAC-SHA-1%5E
I+

« SHAIE, REEELEDAAMEOMADEEDEREFERTS
DT, Boolean Masking&Arithmetic MaskingD ZE#%#FH L\

o INTHF—TUVRADXRFILTAIEIMEYREZFLH, challenge-response
D EISIZANT—EMMTOVIDGEICITEREEZLONS
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IPA

Making RSA-PSS Provably Secure against Non-
random Faults

Gilles Barthe?, Francois Dupressoir?, Pierre-Alain Fouque?, Benjamin
Grégoire*, Mehdi Tibouchi3, and Jean-Christophe Zapalowicz*

IMDEA Software Institute, Madrid, Spain,
2Université de Rennes 1 and Institut universitaire de France, France,

3NTT Secure Platform Laboratories, Japan,
4INRIA, France
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Making RSA-PSS Provably Secure 1PA
against Non-random Faults

+ RSA-PSSI(Z. random faultiZxtL TlXsecure TH 5
(Coron and Mandal, AsiaCrypt2009)

¢+ RSA-PSSI(Z. non-random faultlZxfL Tl&secure
TIl7Ly (Fonque et al., CHES2012)

¢ RSA-PSSMHEZET, non-random fault(ZxtL T
secure|Z7E A KX REIRE
* Infective Countermeasure
- SecureTHd_ &I, EasyCrypt(*)xFAULNTHR A BIIZEEEA

* http://www.easycrypt.info
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IPA

Side-Channel Attack against RSA Key
Generation Algorithms

Aurélie Bauer, Eliane Jaulmes, Victor Lomné, Emmanuel Prouff, and
Thomas Roche

ANSSI

http://www.ssi.gouv.fr/IMG/pdf/CHES2014 Side Channel Attac
k _against RSA Key Generation_Algorithms.pdf
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Side-Channel Attack against 1PA
RSA Key Generation Algorithms

¢ EERMRBFITZANV-[RHERT IOV LDOEEIZS
THHAFFrRILHE
o BHERTILI)XL(D145)
1. RBURFVvEELBE T TER
2. J/EHIE
INSWNEB(BIZ (256 LA T) TRV N A D ESHEEIERN O S
Miller-Rabin’s tests, Lucas test
3. RHETHNIEL. vEH N, RETREITIL. VICTIBE D EE) %N
Z RS
o INEVRBTOEIFRBEENZSHEIITHNOIDT, The
DPAD KSIZHET S
o INSWEHBTOEIRHIADPATHIBHI NIX. CRTTERT S
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IPA

Get Your Hands Off My Laptop:
Physical Side-Channel Key-Extraction
Attacks on PCs

Daniel Genkin'?, ltamar Pipman?, and Eran Tromer?

Technion, Israel
2Tel Aviv University, Israel

https://eprint.iacr.org/2014/626
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Get Your Hands Off My Laptop: lpA
Physical Side-Channel Key-Extraction Attacks on PCs

¢ YT ITPCEDNEDIZHT B Y ARFrR)LINE
c PCOIv—IDEN
- PCIZ#ERRLIzA—H—xvb, USB. VGA, HDMIZE D4
—JILDIF D ELL
- /—FPCIZEFTHY ., BARDERERFTDFD!) AR/
RENSBIET S
EHRSTEERT (EMA)
s R (PCEADEEEMND)
¢ FEROMET. GNuUPGMRSA4096E Wi,
ElGamal3072E v iEE 8t g 5 &EIZRTS

TanII TmTI
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IPA

RSA Meets DPA: Recovering RSA Secret Keys
from Noisy Analog Data

Noboru Kunihiro and Junya Honda

The University of Tokyo, Japan

https://eprint.iacr.org/2014/513
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RSA meets DPA: Recovering RSA 1PA
Secret Keys from Noisy Analog Data

¢+ Cold Boot Attack[1]
« DRAMIZ., BIRZVI TR THELIZIEAEYRBTHEZLZLY
e Cold BootlZ&k> T, ABVIZHEIMIN TV =8 (BFIA L. TARIES
{LFER) A%, LMD /A ZAYDRER%ANDE v AZAELTLY
AH)TEITTES,
o« JARXRAYDENLTELEHBDETEITD
« 27%LLEDEYRAIELITNIL., BOETHRIIT S
¢+ Cold Boot Attack®>. Side Channel AttacklZ&>THbBN
2o JARXRAYDRSAMZENS, TEHBOETEITOTIL
J)XLDIRE
o« JAXMNSBHIZKREVWGSICHLERATES
« JARXDHFANTALIEE . DPAIZEE7ILTYUXLEFRHT S

[1]J. Alex Halderman, Seth D. Schoen, Nadia Heninger, William Clarkson, William Paul,

Joseph A. Calandrino, Ariel J. Feldman, Jacob Appelbaum, and Edward W. Felten,

Lest We Reminder: Cold Boot Attacks on Encryption Keys
http://citp.princeton.edu/research/memory/ 55




IPA

Simple Power Analysis on AES Key Expansion
Revisited

Christophe Clavier, Damien Marion, and Antoine Wurcker

Université de Limoges, XLIM-CNRS
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Simple Power Analysis on AES Key 1PA
Expansion Revisited

¢ AESD K round keyOHWZEH A FF v~ ILIEEHRMNSERGT S
ZEIZKBSPA

¢ LIATOMRTIE. FRELODEREICETHIHELHoT-
¢ COERTIE, LMD REIN=FVTITHLTHLHED
BINTHIEETRY
« TOURZTEMITREXY (11-byte Entropy Boolean Masking)
« NARZEDTRFYT (16-byte Entropy Boolean Masking)
« ColumnNDEHEIEF D% L1k
¢ Zround keyDE/NAFOHWHAELELIZHSESIHELS
AESBENFHET HELRT
- f: K=B365589D B4 EB 57 72 1F 51 F7 58 02 0C 00 17
K'=F26519DC B4 EB 57 335E 51 F7 19 02 0C 00 56
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Simple Power Analysis on AES Key 1PA
Expansion Revisited

. AFom& PP | I,?y(i\l_l\l\l-tt-l-l- /L“-_-r_,\,,‘-b 1 d=EEXD LS n'nla-d—é
_ I K,
| —
my, m, m, my m, m; my; m, m, m, m, m,
¢ L
/ —

— _— N
©* "my, my my my<=m, m, m, m, > Fm, m, m, m, UM

m, m, m, mod’dm1 m, m, m15§]m2 m, m, m, =

J'JjZmo m, m, m, i m, m, m;, m, m, m, m, m,
« TOURZTEMITREXY (11-byte Entropy Boolean Masking)
« NARZEDTRFYT (16-byte Entropy Boolean Masking)

_F_ _

/
¢ A My Moy Mpog My, - Moo My, | my, m

F My, Mg Mg Mys My Mps Mpyg  My3 Mo Mps Mpg  Mys

Moy, Mog My Myy D Moy Mo Myg My 7 My, Mg My My,

Mpz My, My Mys C Moz My; My Mys =71 Moz My; My My
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IPA

Side-Channel Leakage through Static Power
Should We Care about in Practice?

Amir Moradi

Horst Gortz Institute for IT Security, Ruhr University Bochum, Germany

https://eprint.iacr.org/2014/025
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Side-Channel Leakage through Static Power — lpA
Should We Care about in Practice?

o BEAENIE. T —FDRAMIFUTREIZHEN
A”dynamic power consumption”Zxt & (L TE7-
- JHEBNIZHHDLEISEIL. “static power consumption” &

715< "dynamic power consumption”h\ X BRI TH S

o LHL. 7BEXDMHIEIZEKY. static power
consumptionM AT AEBBFTELLLELTET-

¢ FPGAXR—XDIEET /314 A Dstatic power
consumptionZx RIZLI=EHEEHFTD. F1HTHE
BREGHERZ e
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Side-Channel Leakage through Static Power — lpA
Should We Care about in Practice?

¢

¢

Static Power AnalysisD 4%

FPGATH X ERENHEEBIIEGRCC T FTIVIL—T4207)DES THS, ASICTIEZES
TG BRIV —VERICHFEYEZLEZEZALGLD T, LORAIDERT — D
ENEFELG)—VBRRIZGSERDNDS,

DCUJ FIILEBIEL. O— /IR IAIWA—T/AREBRETHIOLEADATIRES
RETLHIHELNHD

EREDIIGFETREZ—EICRORETHD,

static power® ;I3 (£dynamic power®BI5E &Y EEfE A MM S

S/INLt(Edynamic powerZBIFE 555 ELHLELTIEVLD T, KYZHDAIELNHEIC
AT

TINNARADT—FTIOFYEMBIENEETHD, FIZ. EDFIIU T TIIOFA DI
FTRENFHMDEITIEREICEETH D,

IR DIFZR TIE. static powerlZxt 9 HE AET L. ERNEEIWZEHH,
dynamic powerlZxt 9 2 E LY LEM TIHZLY,

LML, leakagelZEIC1ZE#MTHY . TAF VT ERE(IZELVT, MRIEFEROELS
V7 IERBLEHEIN Tstatic powerzi@ L TEHE TE S, Univariate-resistant
approach® Kk >7%i 5% &t & static powerz ALNVS X EIZxI L THEEE THAHAMNBEIN
&0y,
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IPA

Parametric Trojans for Fault-Injection Attacks
on Cryptographic Hardware

Raghavan Kumar?, Philipp Jovanovic?, Wayne Burleson?! and llia
Polian?

lUniversity of Massachusetts Amherst
2University of Passau

https://eprint.iacr.org/2014/783
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Parametric Trojans for Fault-Injection  |(QA
Attacks on Cryptographic Hardware

+ Fault Injection AttackZ =

= Bh(+9 HHardware

Trojan

¢ F=N\UFDANAZRET HZ LT, fault
injectioni 4 Z{E T35

c F—I\NEEDOHRZE

o F=I\UNEABEBOHRE
¢ ZODFHXDBITIE. LT MGETEET
(~10%)T. trojanz7 VT4 I1ZTE5
o F—khMfaultZEREC LT <GS
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IPA

Differential Fault Intensity Analysis

Nahid Farhady Ghalaty, Bilgiday Yuce, Mostafa Taha, Patrick
Schaumont

Bradley Department of Electrical and Computer Engineering
Virginia Tech

http://rijndael.ece.vt.edu/schaum/papers/2014fdtc.pdf
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Differential Fault Intensity Analysis lpA

¢ HBAHANAFONIEBF(ZFault (CCTIXITUYF)VEZIT-LEDREZEL.
EYMI&->TRYDH LI ENEBZOND,
o (ERERIE—#HTEULDAS, faultizw 9 A Rid— Tl
¢ ZDE=H NADOHRT, faut~DREZEIZRYNHIEIMELNELY,
o ZDEIE, faultizxt T 5RZHEDIRYEFIRATS5DOMNDFIATH S,

¢+ DPALRIFRIC. BHRERIZHL Where do Biased Faults come from?

—Cs I&%‘% E *E%ODEFIFEﬁﬂEEE-l_ﬁLs ‘ Voltage Starving
faUIt mOde”:E%:EJﬁL\:E)O)g 0 » B T =T T0T1 72 T3 Telk
ELWNMRLHEET D, el
Ot B Co N i 1! ;
A ._,—»A ¢ Q > C/l\z Q2 E ;
R .—r’i *?—> AR :
Ay RN

.-—»i *?_’ — CLK _! i JJE_
H : » |

Pfault(Q‘?’) > Pfault(Qz) > Pfault(Q1) > Pfault(QO)



IPA

Fault Sensitivity Analysis Meets Zero-Value
Attack

Oliver Mischke, Amir Moradi, Tim Guneysu

Horst Gortz Institute for IT-Security
Ruhr-Universitat Bochum

https://www.emsec.rub.de/media/ei/veroeffentlichungen/2014
/08/22/submitted final FDTC before check.pdf
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Fault Sensitivity Analysis Meets 1PA
Zero-Value Attack

+ Fault Sensitivity Analysis (FSA) &l&. faultlZxt3 2R =Z%
MNT—HREFTEHENHAHEEFAL-IE
+ Y. Lietal AACHES2010CH %

Signal delays for AND gate

o AND Gate (Ty: delay time for signal X)

Assume T, <Ty
When signa A— =T, + Tap (small
When mgnal A=1 T T+ 1 AND( arge)

T np: Delay timing of AND gate

#‘ Ts
Data Dependency !!

0 input, small delay.

C=A-B

CHES 2010 @ Santa Barbara 1

Hi B2 Y. Li, et al. Fault Sensitivity Analysis. In CHES 2010 68



Fault Sensitivity Analysis Meets 1PA
Zero-Value Attack

+ Zero-Value Attack |&, A FFrRIILRE(IZH LT, FREEOIZIEDHIK
REZ IR f-IEE

¢ HEELAOMNZENLUNNTENEEICENES

¢ FSAIZBEWTH., 0ELVE X 4FEIEI7ZE D TZero-Value model (3 it F AT 88

o FH(FOEWSEZZEZALL\DT,. ZBEVAFTVIDFERELED

+ Fault Sensitivity Analysis (FSA) &. Zero-Value AttackD FixF A&
NEDHIET.FSATDLDMAIENGENKDAE/N— T T7EE(H:
Concurrent Error Detection (CED scheme))IZxfL THEHEMNF $HIZH
H5ENHD,

- CED&(IF. TRMZH-ETI>—%RHI 5t~
¢ Invariance-based CED[1]IZxLTH. MENKIIT HIEETRT

[1] X. Guo and R. Karri. Invariance-Based Concurrent Error Detection for Advanced
Encryption Standard. In DAC 2012, pages 573-578. ACM, 2012.
S https://eprint.iacr.org/2013/603.pdf A oEHLEFA] 69
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Countermeasures Against High-Order
Fault-Injection Attacks on CRT-RSA

Pablo Rauzy and Sylvain Guilley

SEN group ; COMELEC Dept
Institut Mines-Télécom ; Télécom ParisTech ; CNRS LTCI

https://eprint.iacr.org/2014/559
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Countermeasures Against High-Order |pA
Fault-Injection Attacks on CRT-RSA

¢ High-Order Fault Injection

« B Z HfaultD#ZEE Dorder&LVD

- orderh 2Ll E DM E % high-order attack&lLYD

¢ CRT-RSAIZx}d Afault injection attackxt sk

. |[F&A EDMirst-order attack~D xf kR

» high-order attack[ZEZEX K ILHEY
+ High-order Attack ~D X RE IR E

* Fault attackzFHXILL TEE

c EFEDorderM BRI TEAORKRETHEETED

e S TUVELY

el
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IPA®D BXY #H A |PA

¢ N—FOT7IREEFHEICETOIAMER
« HLLVHEADMMEZFHET 2&REIMDY—ILZzERHLT. BADF
BERUE ICHh—EAVE | FHEHE . KPELGEDHERENFAT
SHFHMIRED B lRZEDH TS,

« REWDFHEY —ILRUVTARE—VILEHERRDIC)ZEAL. MesEitz
BT A ETHLLWKREFEZTER

* ICH—FDREBETHAL, AMKRERIIT HET, SLREM EZ
Fro-ElmBi¥ A aIaE

« GERMLGKEFEZOMEETHIZER
o BREWOIRZEIZOWTIE., IPARTEDEE TCHOBEERDEFEEZRET
- BifTtIF—0E
- X[E(F201541 (. CARTES. CARDISORNAEIZDWL\THD LI F—%FE
FIE

e« 2015FEMNL, N—FOxT7tEXaUT4IETEZEERERITOHEHMES
FT—DEMEE R
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o BRKRORZIZET 45X
* How to Estimate the Success Rate of Higher-Order Side-Channel
Attacks

* Good is Not Good Enough: Deriving Optimal Distinguishers from
Communication Theory

« Side-Channel Attack against RSA Key Generation Algorithms

« RSA Meets DPA: Recovering RSA Secret Keys from Noisy
Analog Data

« Simple Power Analysis on AES Key Expansion Revisited

« Side-Channel Leakage through Static Power: Should We Care
about in Practice?

« Differential Fault Intensity Analysis
« Fault Sensitivity Analysis Meets Zero-Value Attack
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5% 3k IPA

¢+ Cryptology ePrint Archive
https://eprint.iacr.org
CHES DX M %< IdePrint ArchivelZH &8s TLVS

¢+ CHES 2014 Program
http://www.chesworkshop.org/ches2014/program.php
TLEoT—2aVv RASAENE ) O— Al EE

¢+ FDTC 2014 Presentation Slides
http://conferenze.dei.polimi.it/FDTC14/slides.html
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