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IPA

¢+ Non-Invasive Attack

« FYTREB~NDYE

R AZFOENIE

o f5l: A RFFrRLERAT

¢ |nvasive Attack

« FYTREB~NDYE

. - 7Oo—EVY,

=

RAE SR

PR EE

¢+ Semi-Invasive Attack
o IN\VT—UDFRFOEIT)ERERITOIN NR—23Y

BFETIIBERLG

o« fil: L—Y—KE



Y ARF v LR IPA
(Side Channel Analysis)

¢ FEEHREEEREL-/N\—FY17(RAY—r—FE)
DENMEFRIZ. TD/N—FOT7DREZTEHRHTHIE
THENDIFHRZFALT, BESEEWLST-MET
HDETTHAD
- JHEE N — EHEM (Power Analysis)

=

* /=’

EHit5 — BHIEM (Electromagnetic Analysis)

« WIEBEERE - FAIUTTRVY
« TDih

e vy abwhkzX
o e



AES7 L3 X L

IPA

¢ BEIELEDRN

end

begin

AddRoundKey (state, w[0, Nb-1]) // |

for round = 1 step 1 to Nr-1 i
SubBytes (state) //------------ ' cmm e

Nb:4,
Cipher (byte in[4+Nb], bByte oUEtl4*Nb]] word w[Nbx(Nr+1)1) Nr:10,12,14
X g5 X o 37 - for 128, 192, 256-bit key,
byte state[4, Nb] //REREE (497, NbFHIDITFI) W*f‘i_\xf@, g%’;&Nb *(Nr+1)
state = In 4

~N

SubBytes:{THIER DE
|

J

ShiftRows (state) -Af---------------- '
MixColumns (state) /7/----------- ,

AddRoundKey (state, w[round*Nb, (round+1)*Nb-1])

end for :

SubBytes (state) | TTTTTTTTC
ShiftRows (state)

AddRoundKey (state, w[Nr*Nb, (Nr+1)*Nb—1])

out = state e

 ShiftRows: |
\ﬁ%ﬁ@&&? N3 )
4 )
MixColumns:
HIRGNIVBGLDOT—2DZE
S Y,
s ' B
AddRoundKey:
FIRIRILETLE RBWEDXORER
N Y,
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AES : AddRoundKey® AL 1t

o

IPA

« 47099 %E1FIELT, BT EITHRRBEEXORALE,

WL+3

L=round*Nb

T

W,
|

XOR
So,0 Soc So2 | So,3
S10 Ste Si2 |S13
S20 Sa.c S22 |S23
S30 S3. S32 |S33

T

S

S’O,c

0,0

S

8,1,0

1,0

So,2

So,3

S

S,Z,C

)
2,0

S'12

S'13

S

S,3 C

)
3,0

Sy

S 2,3

’ | S’3,2

S33




AES : SubBytes D JLIE IPA

128E b DT —2F1/\AF(BEYRk) ZEIZ16M YT IOV IIZHEl,
BTOYITIFINACDANT—E2EINACDOE T —E~NEH,

| S-Box
S0,0 | So,1 S/o,z/ 0,3 F!Zﬁ}g 001901902 |S03
S10[|Sce O12 913 S'10 gr,c S'12(S'13
S0 [ 921 [O22 | S23 S'20 D21 922923
S30 [S31 [S32 |O33 S'30 931 (932|933




AES : ShiftRows D 418

IPA

+ 470v0%1TELT, T EICES TMLHE,

T IREL

ElZ1DY Tk

EIZ2DI Tk

EIZ3DL Tk
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IPA

1Ll

AES : MixColums @) AL IE

47090 %15|ELT, BT EIZHIRTGRILDZEM,

s N / Y
S'0c 02 03 01 01| |Soec
S, |= |01 02 03 01| |Sic
S,.| |01 01 02 03 22,0
/ Ssc) (03010102) |Sac \
S ) S, ) )
Soo [|22¢[S02 [ So3 Soo | =% [S05|SHh3
S : S’ : :
S1,0 L S1,2 S1,3 S1,0 e S1,2 S‘1,3
S ) S, ) )
Sy [ 92¢]S5, [ Sy3 S'ho|22¢ S, S
S ) S, ) )
Sz [|V3c]S3, | S33 S'3p 3’C|83,2 S




AES: S-BoxM E &E D IPA

¢ 1/\1(8

—yR)D{EalZ* L.

c Wit:c=a L, aDGF2®IZHBITEAFEED T
(f=1=L.a = 0D &ZE (e = 0)

s VIOAIR

Zi: HHs = Mc @ b:

/1 1 1 1 1 0 O O\ /07\ /O\
O 1 1 1 1 1 0 O Ce 1
O 01 1 1 1 1 0 Cs 1
O 0 01 1 1 1 1 Ca @ 0
1 0 0 01 1 1 1 C3 0
1 1 0 0 0 1 1 1 C2 0

\1 1 1 0 0 0 1 1/ \01/ \1/
1 1 11 0 0 0 1 Co 1

12



AES: S-BoxD =

dx
I

o T—TJI)LSHE
e YILOI7F

[ S

] 1 2 3 4 5 6 7 8 9 a b c d e £

O 63 7Te | 77| Tb | £2 | 6b | 6f | «¢5 | 30 | 01 | 67| 2b | fe | A7 | ab | 76
1| ca 82 c9 | 7d | fa 59 a7 f0 ad | d4 a2 af 9o ad T2 a0
2| b7 | £d| 93 | 26| 36 | 3£ | £7 | cc | 34| ab | eb | £f1 | 71 | dB | 31 | 15
3|04 | e7| 23 | 23| 18| 96 | 05 | 9a | 07 | 12 | BO | e2 | eb | 27 [ b2 | 75
4 09 ( 83| 2¢ | 1a| 1b | 6e | Ba | a0 | B2 | 3b | d6 | b3 | 20| e3 | 2£ | B4
553 (dl1| 00| ed| 20| fc | k1 | Bb | 6a | cb | be | 39| da | 4c | 58 | cf
6| d0 | ef | aa | fb | 43 | 4d | 33 | 85 | 45 | £9 | 02 | T£| BO | 3c | 9E£ | aB
T| 51| a3 | 40 | BEf | 92| 9d| 38 | £5 | be | b6 | da | 21 | 10 | ££ | £3 | d2
* Bl ed| Oc| 13 | ec | BE| 97| 44 | 17 | c4d | a7 | Te| 3d| 64 | BEAd | 19| 73
9 60 | B1 | 4f | de | 22 | 2a | 90 | 88 | 46 | ee | bB | 14| de | Be | Ob | db
aled | 32| 3a | 0a| 49| 06| 24 | Be | c2 | d3 | ac| 62| 91| 95 4 | 79
b| e7 c8 37 6d| Bd| d5 | de | a9 | 6o | 56 | £4 | ea | 65 | Ta | ae | 08
c|lba| 78| 25 | 2| 1lc | a6 | bd | c6 | eB | dd | 74| 1£f | db | bd | 8b | Ba
d|{ 70| 32 | b5 | 66 | 48 | 03 | £6 | Oe | 61 | 35 | 57| B9 | 86 | 1 | 1d | 9e
elel | £8 | 98 | 11 | 69 | d9 | Be | 94 | Ob | 1e | B7 | €9 | ce | B5 | 28 | Af
fl Bc | al | 89 | 0Od | bf | e6 | 42 | 68 | 41 | 99 | 24| Of | bO | B4 [ Bk | 16

[FIPS197]&Y
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AES: S-BoxM =L IPA

v MR EICU Ao TR I B 0T T4 ERE R
© GF(28)ZGF((2*))%GF(((22)»)?) L R TR TER BIEEZEE AL
« N—FOITRE

GF(2%) multiplier

---------------------------

1/ WGF(2%)
< multiplier

—}4_bit GF(2*) multiplier
— | -bit

S-Box®MEZEFI: [CDO5] Canright’'s Very Compact AES S-box
14



IPA

o

NS DH]: RSARE = DR E

p, g: EXTGRH
n=pq: EXGRHMDIE
e: NEASE, d: FEER

¢
¢
¢
¢ BES1E: c=me (mod n)
¢
¢
¢

£5: m=cd (mod n)
E4:s=md (modn)
E LRI m = se (mod n)

S KIGHDAREFFHREBENDLE

15



RERFIREEOELE IPA

v N

¢ INAF1)iE(Square-and-Multiply) 7 JL31) X Ls

AN M, d
d=did,d, dD2EHERE (d, = 0 or 1)

S « M
fori from 1 to n-1 do
S« S *S modN

if d; = 1 then
S« S+*MmodN
end
end

return S

16



-3 ES

:
/8

HIZx9 HSPA

IPA

¢+ Square&EMultiply@ /33— M SIEEMN D MNS

AA:M,d

d=dd,d,: dD2EHERE (d; = 00or 1)

S « M
fori from 1 to n-1 do

S« S *SmodN |S
if d; = 1 then
S«S*MmodN M
engf‘d 10 1000 100 10
return S SIM|S M|S|S|S MS|S S|S|-
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YA FrRILIREXR: |PA

message blinding&exponent blinding

¢ ¢c=m® modN
*m,=mr °  modN message blinding

* d.=d+re(N) exponent blinding
* ¢, =m,*modN blinded exponentiation
* ¢c=c,rmodN message “unblinding”

o SEMOHIRIERFIX. FERIZKTFET S
« AT UFLIELIE, BHOE VRO HIRIEIZRSADELT
ZEIZERLS
c MMSUF LIEGIE, FRIENS A LIZIEY ., FRIEE
2755
+ DPAIZHfEHE®D FAIIZH DL
v BREEMNTRITEALE, DPAIZA N TAL

18



Java Card |pA

o JavaTo /O (ZH DK

¢ TITLYREFEIINS, Javar—RADT T4
—a EEETES
¢ BRDTILYNEBE TES

Applet Applet Applet

Java Card APlIs

Java Card Virtual Machine

Card OS

19



Java CardDt ) ToH#fE IPA

¢ Type Safety

o BIZIX. BE(nt)RDEZELGLBEICEERT 52 &(type
confusion)l¥Z 1t N5

¢+ Byte-code Verifier
« REHBNAPO—FEBRHET S
« N—FLIZEEINDIEEE I—FNTEITESINDIES
MNH 5
¢+ Defensive Virtual Machine
o RELNAPO—FDETEC
¢ Firewall
c BAEITITLINLEDT—REMOTIL YNNG RET D

20




Java Card Byte Code Verifier
(BCV)

IPA

¢ NPFO—FDEEHEZFIVY
- BOEESHE
o« RAYHA—/IN\—D0O—/F7A—TJ0—
- AT HRDOIELWLVIEE

¢+ Off-Card BCV

Java Class Files

Byte Code Converter Java Card Files

Byte Code Verifier (BCV)
¢+ On-Card BCV

Byte Code Signer

Java Card Files — Byte Code Verifier (BCV) — Installed Applet

21



Java Card Firewall |pA

¢ TITLYR DT TLYRDT—EOAYYKR
IZ7O1RTBHIEFZEILT S

Applet ;E;E Applet §§§§ Applet

Java Card Runtime Environment

22



Java Card: Type confusion IPA

¢ EAG)I7LURE. TTDRATD)T7LY
RELTSEBITHIELMNEFESNALY

¢ {,LbyteDEEFIHshortDEFIELTT IR
SNnbE?

byte[4]&L TaRAHL mnﬂﬂ

00 01 02 O3

short4] EL TR HiL 02 4 |6

0001 0203  XXXX  XXXX

¢ EESIDEREBA =7 V1R
¢ ZOIEZRAtype confusion&ME .5

23
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HL IS R IELR IPA

¢+ CARDIS (14th Smart Card Research and Advanced Application
Conference)

« Bochum, Germany

2015/11/4-11/6
17TARKD RO IR
6ED Y ay

» Side-Channel Attacks

» Java Cards

» Evaluation Tools

* Fault Attacks

* Countermeasures

* Implementations

PALHOL L C .

T UTORSAHORIE, FICHEEANZVGEIECARDISORSA N HEATH S
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IPA

Higher-Order Threshold Implementation
of the AES S-box

Thomas De Cnudde?, Begil Bilginand?!, Oscar Reparaz?, Ventzislav
Nikov2, and Svetla Nikovatl

1KU Leuven, ESAT-COSIC and iMinds, Belgium
2NXP Semiconductors, Belgium

https://securewww.esat.kuleuven.be/cosic/publications/article-2575.pdf
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Higher-Order Threshold 1PA
Implementation of the AES S-box

¢ IRXG
c HARFYRILBHBEADTEDUVED
« HfEfEZ. SUF LIGET  XORGEDERETYRITS
ZEIZKY ., )—D%R<S
Bl: AESDE1TIUR (p: X, k: §)

TRAXTHL

x = pDk
y = SBox(x)

I XX D (boolean masking)

m = random
Pm = pOm
Xm = pm®k

Ym = SBoxm(xm)

27



Higher-Order Threshold 1PA
Implementation of the AES S-box

o JYyFOeE

C TUIF ANEROEL)NHIL, BREANTRIBELOEDT
—BITRIEFT BIEM D, U— I DR RITIFH AL

(=]
AR % =xBa,y = ydb
HAD:Z=(x andy) © ¢

Fig. 1. Glitch propagation through a masked AND gate.

[£[NS06]&Y

b 3]AND XOR
60 0 0
o1l 1 1
10 1 2
[E[NSO06]&kL
1] 2 o | FENSO

AAXZT)yFhERI~f-EICEE
2+55—kDE

RAYFTHERIDHH

HEBHDOERIZDIAHNS
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Higher-Order Threshold 1PA
Implementation of the AES S-box

¢ 2nd-Order Attack

 ALRRAIZEES W =2ED hREADD—
HEFIRT B

2DDHEME u, v ARILYRY mTYRAFXUTENTINSE,
Uy = udm, v,, = vébm
TRUEINF-HEER T OHEREMNZRS L.
U@V = (UdM)S(vdm) = udv

YRR L7325

29



Higher-Order Threshold 1PA
Implementation of the AES S-box

¢ Threshold Implementation

ANH—Fk

‘a =@y + do + ag
Z— 23 + 25 I 24 *
p=nenn 81 DIEL T DEDEH B HES. D

dth order non-completeness: fMD & &
N <EHMEDinput share x. &ML THS

o GJUyFHFBI-TEH)—IH RIS

30



Higher-Order Threshold 1PA
Implementation of the AES S-box

¢ AES S-boxZxYRFX2T 95

—>» 8-bit

»  |GF(24)
) |mult.

v | |GF(29)
- Jmmbt.
J

Stage 1 Stage 2 Stage 3 Stage 4 Stage o Stage 6

31



Higher-Order Threshold 1PA
Implementation of the AES S-box

¢ REDKER

S-box Area [GE] Randomness [bit] Clock Cyles Security
[Moradi2011] 4244 48 5 15t-order
[Bilgin2014] 3003 44 3 15t-order
[Bilgin2015] 2224 32 3 15t-order
This Paper 7849 126 6 29 _order

» 2nd-order(Zx9 5tFal) T4

32



IPA

Java Card Virtual Machine Compromising from
a Bytecode Verified Applet

Julien Lancia® and Guillaume Bouffard?

ITHALES Communications and Security S.A.S
2Agence Nationale de la Sécurité des Systemes d’Informations (ANSSI)

33



Java Card Virtual Machine Compromising |pA
from a Bytecode Verified Applet

+ Java Card®MByte Code VerifierlZxFzvVIEH

¢+ Byte Code Verifierz@253—KF T, FEHLRAT4T
A yRIFERH UM AIREIZTES

¢ 2015F9 I &N T=Oracle®/\vF (version
3.0.5u1)TrigESh =

¢ ZNEYBTIDN—TavIZIEfe5BEHY
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IPA

Misuse of Frame Creation to Exploit Stack
Underflow Attacks on Java Card

Benoit, Laugier and Tiana, Razafindralambo

Department of Electrical Engineering-ESAT/COSIC and iMinds, KU Leuven

https://eprint.iacr.org/2015/727
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Misuse of Frame Creation to Exploit Stack |pA
Underflow Attacks on Java Card

¢ JL—LEIE, T—FREFFR, AV YEDIR
VEZIEINT H1=-ODFEETHS

¢ AJYRNIEVRHEINST-UIZER NS

¢ JL—LIlFJava VMDD ARy LIZHEREIND

¢ BIL—LITFNEFh

—HILEEOF RS

VRREVDEREFLTLNS
¢ IL—LYAXEZ,. AN ILEIZRESND

36



Misuse of Frame Creation to Exploit Stack
Underflow Attacks on Java Card

IPA

¢ AYYREURHLURFIZTIL—LDNMERESN ST

2. IL— LA RXEHRSATBHE. HI

DI

— LA —IN\—TYyT L= —LhIE
Z3)

- Fault attack CTENZE5I=HECT

E S
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Misuse of Frame Creation to Exploit Stack
Underflow Attacks on Java Card

v IL— LR

public class Appl extends Applet {
static byte[] bArray;
public void process(APDU apdu)
1
apdu.setIncomingAndReceive();
Ti0Mn
methodé6(apdu) ;

* private static void methodé (APDU apdu)
{
byte local @ = @;
bArray[@] = local_@;

framework.
- 16 locals>

=

Java Stack

e T ——— i3 JSP
N Local var16
Local var1
A -'-'-'-'-“--'-'-'5;'-5[;-“-"“" ’ JS P
R B (S bt l@JEP
short
Local var1

-]
}
P
# -» private static void mtd-8x8161 (jovacard/fr
’B}:Clﬁll 8@ a3 e1 1e <extended header -
O e {
2x0165 83 e 1.......amns.tuq............................... sEsasn
8166 3e sstore_1
76 @xIref getstatic_a <Appl.bArray>
83 sconst_@
1D sload_1
ex8l16C 39 sastore
} i}

apdu
This. App1

@JFP

38



Misuse of Frame Creation to Exploit Stack
Underflow Attacks on Java Card

s EN-TJL—L%A

public class Appl extends Applet {

»

{
byte local @ = @;
bArray[@] = local @;
FITen]
1
:-' 1.__....-n---
‘ 80 ©3 FF @@ 294 | -—-» <mtd-@6> private static @15
{ 295 (extenaed L'le - 3 sTAacr -
15 FE 298 { '
86 @ees 297 aload FE
38 298 invokevirtual 20eE
15 FE J 299 pop
8B 9806 3ee aload FE
-] 201 4 o imle mi e d sacteii= ] Fr YrYe T

static byte[] bArray;
public void process(APDU apdu)

{

apdu.setIncomingAndReceive();
[/Leas]
method6(apdu) ;

private static void methodé (APDU apdu)

.
ot

7 (Ljovacard.framework.APDU; )V
255 nargs - pcal s

<imp-m> javacard.framework.AP

u o myimn mml  m mmenle A D

=L TR EE

1

Java Stack

Local var1

apdu
This.App1

RAM data

Operand
Stack

Parameters
sload OxFD

sload 0xFC

sload 0xFA

sload 0xF9

sload_1

Ei
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IPA

A Semi-Parametric Approach for Side-Channel
Attacks on Protected RSA Implementations

Guilherme Perin and tukasz Chmielewski

Riscure BV
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A Semi-Parametric Approach for Side-Channel I pA
Attacks on Protected RSA Implementations

¢ XIRHYDRSADEEICKH T 2T AEFr=2
IWREDIL—LT—Y

» Message Blinding
» Exponent Blinding

41



A Semi-Parametric Approach for Side-Channel I pA
Attacks on Protected RSA Implementations

¢+ Vertical side-channel,attack

|
E |

c WMERBMMANAEZEIZHELWVEZRTE
¢+ Horizontal side-channel attack

sodbmllnelireliplBielisordioliolintclipnlliolimclioedls
» MERIFEHNBES LICERG O TWSERTE

I

)
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A Semi-Parametric Approach for Side-Channel I pA
Attacks on Protected RSA Implementations

¢+ Learning Phase
« Unsupervised LearninglZ &k 4Leakage Assessment
o FL—RDtEybEANELT, Point of Interestx R D115
* Horizontal Attack
« Point of Interestt L —X Dy bEAAEL T, FEHDELIEKROH S
- Point of InterestMER%x F#E 1k

e {EEOEL.,. FL—REANELT,
« t-testiZ&oTPoint of InterestDEEEZ S H S

- FBEZEHT=Point of Interestx A }1&L THorizontal AttackZ#2Y R L T. §Hmxel
REEXSDS

+ Attacking Phase
o IRMGHERDIHE
s FL—RDEVIEBEEZSO-IEREANELT, ED20EEICHIT 5 RIZE(
TNHIREEETHD)EEEZRDD
« IS—FRHERTIE
c 1DDFL—RIZHL T, BEZEHT-IEMEFRNLTHEREANELT,
IELWMER. HHNIIS—ZFIRT
43



A Semi-Parametric Approach for Side-Channel I pA
Attacks on Protected RSA Implementations

=+ =
¢ Poam

s 1EDRL—XRIEIMSIENEY DERFNALHNH S
s +H0 T —3%ETLTES
c WMEDOEMIEIZ{HD
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IPA

Precise Laser Fault injections into 90nm and
45nm SRAM-cells

Bodo Selmke?, Stefan Brummer?, Johann Heyszl, and Georg Sigl?

IFraunhofer Institute for Applied and Integrated Security
2Technische Universitdt Minchen, Department of Electrical and Computer
Engineering
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Precise Laser Fault injections 1PA
into 90nm and 45nm SRAM-cells

¢ TH—ILET RV I, EEETA—ILh AT
IPVIAVTEEKRT D

¢ SHOI4—F—H A XDFVITIZXLT.
ENSHWIEFEIZTIA—ILEERITEMNTE
BHI=AHM?
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Precise Laser Fault injections 1PA
into 90nm and 45nm SRAM-cells

s ZTEMDL—F—KE

» FPGA®MBIlock RAM (BRAM)Z 3t & (29"
2z

¢ ULTDFVTaTAR
* 90nm: Xilinx Spartan-3A
* 45nm: Xilinx Spartan-6

47



Precise Laser Fault injections
into 90nm and 45nm SRAM-cells

¢+ Spartan-6 (90nm)THD#EE

Address = 114, Bit = 1 Address = 130, Bit = 1 ]
4.0 T T T T T T T n 4.0F T T T T T T T u| no faults
3.0p 1 3.0p Il other bit(s)
200 8 2.0h 1 toggle +
. . other bit(s)
Pulse energy: 1nJ | |
g g n toggle
- oob ! i - 00} d
- - rst +
u other bit(s)
-1.0F | -1.0k [ | ] H
rst
2.0k ' ] ! 4 2.0k i
set +
-3.0F 8 -3.0f R other bit(s)
-4.0k ! ! } ! ! : ! 4 -4.0k ! ! ! ! ! ! ! 3 set
-4.0 -3.0 -2.0 -1.0 0.0 1.0 2.0 3.0 4.0 -4.0 -3.0 -2.0 -1.0 0.0 1.0 2.0 3.0 4.0
xin um X inym
Address = 114, Bit = 1 Address = 130, Bit = 1 ]
4.0 T T T T T T T n 4.0F T T T T T T T u| no faults
3.0p 1 3.0p 1l other bit(s)
Pulse energy: 1.5nd i e -
other bit(s)
1.0- 1 4 1.0F e o
] toggle
£ £ ag
= 0.0p | H = 0.0f i
> > rst +
other bit(s)
1.0k 1 -1.0F | il
n
rst
2.0/ , -2.00 i
set +
-3.0F 8 -3.0} R other bit(s)
|
4.0k | | | | ! | | H 4.0k ! ! | ! | | ! d set
-4.0 -3.0 -2.0 -1.0 0.0 1.0 2.0 3.0 4.0 -4.0 -3.0 -2.0 -1.0 0.0 1.0 2.0 3.0 4.0
X in um X in ym
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Precise Laser Fault injections
into 90nm and 45nm SRAM-cells

¢+ Spartan-6 (45nm)TO#EE

Address = 0, Bit =0 Address = 4, Bit = 0 ]
4.0F T T T T T T T =l 4.0F T T T T T T T m no faults
300 1 3.0¢ i other bit(s)
2ol { 2.0 Il toggle +
other bit(s)
1.0H 1 1.0 1
toggle
Pulse energy: 1nJ s ; "
. - 0.0b I I i - 0.0 | 4
- - rst +
other bit(s)
-1.0f 4 -1.04 il
|
| | rst
-2.04 l: | u -2.0h u i H
n
set +
-3.0h . -3.0} R other bit(s)
-4.0k ! ! ! ! ! ! ! J -4.0k ! : ! 1 . I d set
40 -30 -20 -10 00 10 20 3.0 40 40 -30 20 -10 00 10 20 30 40
X in pm X in pm
Address = 0, Bit =1 Address = 4, Bit = 1 ]
4.0F T T T T T T T T 4.0F T T T T T T T A no faults
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other bit(s)

Pulse energy: 1nJ
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g E
3 3
£ | il £ il Il
- - rst +
other bit(s)
-1.0f H -1.04 n d
ull rst
-2.04 | 4 2.0} | 4 I
[ |
[ ] | set +
-3.0F . -3.0H E other bit(s)
4.0k ; I ! | ! : | d 4.0k : : ! 1 } | d set
-40 -3.0 -20 -1.0 0.0 1.0 2.0 3.0 4.0 -40 -30 -20 -1.0 0.0 1.0 2.0 3.0 4.0
X in pm X in pm
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Precise Laser Fault injections 1PA
into 90nm and 45nm SRAM-cells

¢ G

¢ Spartan-3A (90nm)
« I0ONMY A X LT, BE—EvYr I+ — LML+ 5 al EE
- BEDEVMEREDEICEYNT 5T EMATRE
— ROHIRBGET+—ILNET LA E AT EE
¢ Spartan-6 (45nm)
« B—EybDEYMIFLAIRETHAINBIIEETESD
« BEELEEVMIEENRASIEASL
c B—EYrIA—ILEDEIEEINEINET—HEKE
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From Code Review to Fault Injection Attacks:
Filling the Gap using Fault Model Inference

IPA
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From Code Review to Fault Injection Attacks: lpA
Filling the Gap using Fault Model Inference

¢ Common Criterial ZF (T 5 I 55 14 5T
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From Code Review to Fault Injection Attacks: lpA
Filling the Gap using Fault Model Inference

¢+ Device Level
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(PFM) [ Simuljatc:r ]
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From Code Review to Fault Injection Attacks:

Filling the Gap using Fault Model Inference

IPA

¢ RERFER

* 9/: Vulnerability rate

|Fs'|.

. =151
F]

* ¢ : physical success rate from experiments on cards

Traditional vulnerability rate

Card Command | V " | P’ |
A VerifyPIN 2.35 x 10°° 340 x 10 > | 5883
A SecureVerifyPIN 2.08 x 107% 8.5 x 10— 5000
A GetChallenge 2.01 x 10~° 2.94 x 10~ 6800
A SecureGetChallenge 7.1 x 10~7 2.74 x 107" 3000
B GetChallenge 1.1x1073 1.2x1073 |
B SecureGetChallenge 0 2.14 x 10~

Rating criteria for several implementations on various cards
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From Code Review to Fault Injection Attacks: lpA
Filling the Gap using Fault Model Inference

¢ ZERFER
- Attack PotentiallZ§ 1+ %Elapsed Time(FrERE)DER: (s x V)L
e Card A: s = 1.27 attacks- s~
e Card B: s = 3.30 attacks- s~

Card Command | (sx V)" (ET) | (s xT) " (ET) | (s x )" (ET)
A VerifyPIN 8h (3)
A SecureVerifyPIN 1w (4)
A GetChallenge 10h (3)
A SecureGetChallenge 2w (6)
B GetChallenge 5min (0)
B SecureGetChallenge not practical ()

Comparison of (predicted) elapsed times

A E B R =2HA
(Elapsed Time) | (Exploitation Rating)

< 1F#fHE 0
<1H 3
< 1:EFE 4
<1hm A 6
>1Hm A 8

Not Practical

o6



From Code Review to Fault Injection Attacks: lpA
Filling the Gap using Fault Model Inference

o ZDFED. Application of Attack Potential
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The not-so-distant future: Distance- 1PA
bounding protocols on smartphones

Relay Attack

y Pavment
termina
> PRU\“\

i 5
. 5 ( optactless
Contactless COIMINUIIC: ltmn
communication Picture from http://cdn.intechopen.com/pdfs/wm/44973.pdf

Distance-Bounding Protocol

 Verifier&ProverE DM IERI/ZEEBEAN T LMG B DA EREZEF R T 5
- (EEEERRTHERT S
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The not-so-distant future: Distance- 1PA
bounding protocols on smartphones

¢ Distance-bounding protocol® . AX—krJ#
Y TCRFIDAY T2al—3avE—FEEHNL
TWAIEE THOREEREMZTERK
¢ N—FOz7(SIMA—F. EFBEOTOtY
HYDZEBELZLDOANdroidii RE xR ET S
¢ BRLTHI=HER: relay attackT1.5msLLl E

DBIEMNEIZTEISNDDTHNIL, relay
attackz+ 71 H TS5
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Fault Injectiont Z it {4 D FTfi Z . Application of Attack Potential to
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¢+ Threshold Implementation DA ENEA THS
 2nd order attacklZxf 9 5 tF ) T1ZxFRLI-ZEEH
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¢ XIERHYDRSADEEADKE

Message Blinding/Exponent BlindingdD x5k &Y MW RSAE (XL THKE
MR IN TS
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