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+ Dblack hat EUROPE 2015

«  TRAININGS:Hands-on Hardware Hacking and Reverse EngineeringZs
ERBMLGHREDIN —Z07 NI(FETIF10, BMEBREGN=H—DH
Frotil)

- ARSENAL : Android Device Testing FrameworkZ:& DY —IL DT EH 24
« SPONSORED SESSIONS: B REIZTO Yy arh12
- BRIEFING: HEZHIDEMELTLOD Y3

« 1459 %8:Crypto. Incident Response. Mobile, Defense,
Hardware/Embedded. Network, Reverse Engineering, Enterprise. |OT,
OS. Virtualization, Exploit Development, Malware, Web

« SMLT=10tv 3> :Crypto(3). Virtualization (1) . Mobile (1) . Web(1) .
Enterprise (1) . Hardware Embedded(2) . Incident Response (1)
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+ Dblack hat EUROPE 2015 | BRIEFING

- EFIDKeynote:
o [RYRNT—DDTL—9 ., HA/I\—tFaT4hEE]
- ERIDEHEEZE:
o VATLADHEEHFIHNZLV, Windows, Linux, AndroidEEOSD /AR —k
BRI D/NTHEENTHET HA:4. Office. Yahoo Mail, TwitterigE7 J1) 75—
AV DEF ) TAEREIRIZKDIEHEMEICET 58D, =L EMNEIILIE
EIFBBRVT—ZHREBHTHY . AT —ERKHmE))—ALTNSDTE
BIEGENERESN TV,
s BHETHOIMNICFYTDN—FOz7 EQOBEEGLATLICEAT SHEHY.,
=1=LJHASOJTEMS D iEmM o LI T S &R MR,
- Blackhat sound bytes&FRL TxERE., BB EZFIR TR,

- E#DLocknote:
e TEXa)TATUDZTHE2ENE]
o TEXa)T4 R —HERICRRENTHLY]
o (XT3 2= TA CTREEEFMEL(EFETHIIENBE ]
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+ CARTES | The Global Event for Payment/Identification/Mobility

« IDA—F. Payment/ZEICRET AEIREAVI7LUORATHY . miizEIRIZEET S
BROEFMELGEIND, 2015F TI0E &,

» Paris Nord Villepinte, France
« 2015/11/17~11/19, £/M%&E 15,090 A, SN 3394%t (82% M T T X H})
- CONFERENCE:42MOI)—X. it84tzviay
» Biometrics & elD Key Trends
« ZDEyiarviZEm

» Navigating the Mobile Contactless
Payment Landscape

* NFC. HCE. SE. Tokenization

+ Fighting Fraud & Ensuring Privacy
« EMV, Wearable

* Money on the Move
* E-money. M-money. MPOS
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+ CARTES | The Global Event for Payment/Identification/Mobility
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Unboxing the White-Box (Riscure)

¢+ White-Box Crypto& &
- RETHVNBETRETLI-OHDER
* http://crypto.stanford.edu/DRM2002/whitebox.pdf

¢ :DFD—)Ljn_O)%EEﬁ{t key ciphertext ;-T:.T:x:: ciphertext
- F—ATO—O#EHEE 000000 | |
— s ae o | i :
s T/INVHAE—FDHEH P EE iy |
— & s T ™ OV
« TINVYHATVIDEH 3 — ; | RHRE
— & . , L C I C 1 |WBC) Jof hbR o
« TN RABEBDHEAATEE = BRI
RC7LTURLTETRARIZEST S AN |
. o s | | | Ot o)
RENELD IIWVITYITT—TILE H “““““““““ H “““
‘UJ U gi%}:&f%% o plai'h'text plairitext
Input Image source: whiteboxcrypto.com
Key1
Key?2 2 TDKeylERELZDT
Key3 WEMLET—TILYAX
vV VvV ¥ thquV:V N
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ROAbRyOXES  (Riscure)

+ White-Box CryptolZxt3 5DFA, DPA

o HILL-WBCIL. YUN—RIOZTF7)25(ZI1F58 LAY, DFAXS
DPAIZ#E 1 (2014 D Riscurett Workshop Tl EMNBE SN TLV =)

PRMEDWEIMEFLIE N | | mmpssp o anim - k7 U115

DEAEA B [LDFARTHE, #0— 55N IEDPATT £,

I-FOBRBISHIEEATH | | gm0 A HTABDEORT

AREILT 55, ANEE £&E0H5, ELLMEEES T

A ELNBALROREA | | mEIHELTESERS.
HEENB, ‘

RAMBUS BLOG

o ELEHICKBTRXLY [ZEEMN TS,

s A—T AV TR ITIIFvorEER htp://www.rambusblog.com/2015/12/16/security-
. CRCft&TAHAL— 3y cryptogramyonel e R

. MEOERER B TIEDHS (HAICHEBSLHL)

o RAYIEHDTIERIZEKBTRLRA)—DIZIFAZ—T IR
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Implementing Practical Electrical Glitching Attacks (NCC group)

¢ TEVIDRR
© REEFTYI/DTAT S L

. ERFTyHOTOYSL PRI S

. AEYDY—RISAk JEoMERIZI T
¢ JYYFTRVIDEER %ﬁgfﬁﬁjggl

. BEDRFYT SEASh TG

o T—R)—KR/ZArD KK
- METI—FORIE
o JYYFDIEFEETDEE
o HAvHT)YF  SANNALIDIEA. BEMOER
- BRIUYFME iR ERTORIE. BEDEX
o BRJV)YFME SAA= JO—T4UTEBEDEIL
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G1)yFF7 %29y (NCC group)

L4

WEDHO-MEBOXR
« Xbox 360

T—RBEIZ/NAIN—\A(F—HO—kEh b, ZZTCPU_PLL _BYPASS
EEICTVyFEHMLTRSRE YT, ZOEPOST-BUS(FA4 7T/ R)IC
0x360—FZ#A=—F A
ATMega328p
O Y I)L—7Oa—KRIZoay o7 )y FTIL—TE3RITT=,
VeclZME S 1)y FZENm, LEVMEIZBEAZENHoT=,
LPC1343 (ARM7R—F)
DYRBIEXRYINAENLTIBYIT )y FHENN
Door Lock
BIRICHARZS
Intel Galileo
ERIC. VIRBILARZB b "
Set top box https://www.blackhat.com/html/archives.html

HYRZIL NVecbFaLb—43, Tv/\UANRZ 5
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G1)yFF7 %29y (NCC group)

o J)FTFRAVIDFIR(HEZBDITEN/NNFI—)

« DHERTEHRENSTIAVIZI—TINERDD

o EMEEE. EX ) TaHEEGEDLEVVMEZET
- 1OV KYRWET. DD TAMNYIDH S EMNI)T14HIL
« J)yFDIE BWAZAZIVTHEDEHLELEITS

« YZaATINTIIYFEANTHERDOHEER

. #BR)RLIMED-OIZFPGATEHENMLIREER
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G1)yFF7 %29y (NCC group)
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G1)yFF7 %29y (NCC group)

IPA
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* DIFT (Dynamic Information Flow Tracking)
« CFI (Control Flow Integrity)
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Self-Driving and Connected Cars (Security Innovation)

¢ AASGADT AT
o I\/IobiIEye 02-270

® l/ / |:m.. aH

- BAWEE

¢ ""E % 1%3_ = |:| Aptina MT9V024 CMOS |\
Red/Clear camera

o v afzd 752x480 at 60 FPS

6 <LVE K FELIREE

<&
ke
AN[Ey
AT
|

o NASDEMERD . &)

s L—YY—DtoH—

o BRXNRNEEINDSETIE
BHEnEERZ{EALGWCE

https://www.blackhat.com/html/archives.html
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S ENEHRE A D T A% (Security Innovation)

¢ Za—RZATDTR2YH—IEV2X%EIRS
« BEACON®D VT YIZIESR - Nexcom VTC620]

Intel Atom D510 processor

* ty*j-_@'lﬁ *ﬁkIE%N:?)lx'jl-? : Unex CMI0-HI Mini-PCI 802.1 1 a/b/g
° V2X-|j-_/ {éjb_b—d—éa . module w‘rth custom drivers for 802. I. Ip

- 2 x MobileMark ECOM9-5500 (high gain
- FEIZFT 75\\/ — // BLAN)LTHIBH 9dBi) 5.0-6.0 GHz antennas

- one SMA connector for GPS

O - Ubuntu 12.04
20154 Riscure
%t dWorkshop 0 . 8
. ﬁ ,ﬁ% —G‘i\ Moblleo) Station ID Sequence Number
_ 1ﬁ|§*ﬁﬂjttf Timestamp
7/_7x1t PowerSpy Latitude
® Hﬁ%’ft \\ Longitude
° Opt Out PSeudonym Speed Bearing | GPS Mode
15“ Z (j:s/ \ = t ' I D% Z'R E-d_é t Latlitude error Longitude error
Velocity Error Bearing Error
90% ‘j: |\7‘J '_\1:/7 '“%E& https://www.blackhat.com/html/archives.html

v
https://www.usenix.org/system/files/conference/usenixsecurity15/sec15-paper-michalevsky.pdf 18



plack hat FE w4 R IPA

Bypassing SED in Enterprise Environments (KPMG Canada)

- Self-Encrypting Drive[XHDCHIEI D/ \—F D7 EE, COEHMEIC
JYROFHWNHDERE,

- PCH'S0(on) mMS3(Sleep) DEEEFT7IIRRETALY, CCTEREEE
INAINALTHDD A HAAYAE BE,

!

Power Off

Power On/Off n Authenticate

>
Tested Configurations \ Hocked ) L Locked ) Unlocked
Combination of T N
Drives .
Samsung 850 Pro, SSD, 1 TB, P/N MZ7KE1TO0 Deauthenticate

Samsung PM851, SSD, 256GB, P/N MZ7TE256HMHP —000L7
Seagate ST500LT015, HDD, 500 GB, P/N 1DJ142-500
Seagate ST500LT025, HDD, 500 GB, P/N 1DH142-500
Laptops
Lenovo ThinkPad T440s, BIOS version 2.32
Lenovo ThinkPad W541, BIOS version 2.21
Dell Latitude E6410, BIOS version A16 https://www.blackhat.com/html/archives.html
Dell Latitude E6430, BIOS version A16

19
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Silently Breaking ASLR in the Cloud (VRIJE Univ. AMS.)

« VMBI TYIEBATYZL I T7LTWSRESE FANEZ AL E T T TE
HEYaAE—FEE =TAREE,

* ASLRTEELTWLWAMNTAVRIZEDRL—RA T, LinuxTIET72v%

T&T=,
« Hyper-VIZT&EaMo7t=,
VM A VM B Physical memory
|
I
j:_l_—
VM A VM B Physical memory
yrite é | 4“"\& e
|| conyo™

— ==

https://www.blackhat.com/html/archives.html 20
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Android Application Security Vulnerability Scanner
(National Tsing Hua Univ. Taiwan)
« AndroBugsé&ly3Y— L% {#E>Tinvoke-virtual’Z EZF3E T,

» MS office mobile, MS Bing, Yahoo mail, Twitter[ZEREI XA P EEZ T
NICLLEEEERR,

- REtAIIRCKREZEREYIRT,

bli‘!?';k hat

ELUROPE 201= (100M+ downloads} Version: 4.0.4),
{

* Mail Settings = My Mail Account = Sync Yahoo Contacts
» The SSL certificate validation is not checked.
» Leaks all the contacts and Access Token to MITM attackers =» Gets Access Token that

leads Yahoo Mail’s account to be compromised
[cie  canusflliacacin ot I R proi o

Adding Yahoo contacts to your
device's address book is

recammended for a richer

(yahoa.cam.tw . g s '
YA"IOOF NOTIFIATION SETTINGS Bz W HTT T 3 CRPENENCE.
Choose Sound i ;s — T +' Enable Sync
HE 2; :—;r:: | Waw can manage 1thes satling under Oplons, Sy
e ibrate - = o gt will b comglete in & few mamsnts
[ 17 7 HTTES
Shaw in Status Bar =1 [=5E) 07 HTIFS
Fargat prasward or 107 [ 2 a7

Background Data Settings

Not Vulnerable

[ ceesccan | v lilnerable ©
sdalow MITM)

«7unl ver "1.0" encoding="uUTF=§" 7»«N0! addressbook-mi1T1geT xmIns: Ko="urn: 1eclparans: «ml | ns:carddav" xr
L o o s 0 o o = AndroBuas

https://www.blackhat.com/html/archives.html
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Detecting & Exploiting Command Injection Flaws

IPA

fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff (University of Piraeus)
« Commix&LDY—ILDFRIT,

o TEIINIIERLIESEHERE T S,

Architecture overview.

— 5 orators

Divided into three main modules:

ATTACK VECTOR GENERATOR
Generates a set of command
injection attack vectors, uh.lng the
serparators list (i.e &, %0a e tc).

VULNERABILITY DETECTION
Performs the command injections
to the target, using the generated
set of attack vectors.

EXPLOITATION

Attempts exploitation procedure,
If it determines that the
application is vulnerable.

[ |

https://www.blackhat.com/html/archives.html

ping -¢ 4 127.0.0.1; 1s

T)IRATRAO—R{H0

754K invisiblelZ9 5
B4 Ls: 1 sleepst b
T74IL tmpfEHT---

22
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IPA

Why CI tool are an attacker’s best friends (Hacker)

« Continuous Integration&0Y
V=), REIFVIT+DTT
TUN) AT L—3ay
D BEEEY—IL,

« ClIZI&Jenkins, Team City,
GO EN BN, 1V A~—
JUBFIZERRENVEL. M D4FHE
E—FTEMET H7=6D. 74
YA—WREARTIUIZT I+
ATENEX V—RPE LR
[ZERZE VAT EE,

Removing Security by abusing agent on
master

LI I -

In above, the command cmd /c powershell -c del 'C:\Program Files [x86)\Go
server\confighcruise-config.xml’ will remove the configuration file of Go.
The command cmd /e powershell —c Restart-Service 'Go Server will restart the Go

Server service,
After this, all security will be removed from the Go dashboard and anyone who

knows the URL will have admin rights.

Instead of removing the cruise-config.xml file, we can also remove only the
<security></security> part of it and restart the Go Server service for same effect.

Or we can add the current user to <admins> in the <security> part of cruise-
config.xml

https://www.blackhat.com/html/archives.html 23
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Defending Against Malicious Application Compatibility Shims (iSIGHT)

IPA

(3] LN o

« EBEOI—YIIMSIZKS/\yF ., EMETIZ &K Binput/outputF vy 7%

ETShimsY—JLZEFE->TULVA,

e ShimshHMED *x .sdb T 7 A ILEFFEIEE/ NV FIZLHHRS ADATEE,

. !'sdbpatch
! sdbpatch Z APF=malwareld.exe
APP=explorer.exe © DBNAME=malwareZ
4 =1 - .
DENAME=explorer calc| # Target: P: target nmﬁm checksum
. i 5 # Beplace: ER: module, RVA,
# Windows 7 xB6 -
P:explorer.exe, 0x287! -

Prmalware? ex¥xe, 0x13a3482590
R:explorer.exe, 01

oo

R:explorer.exe,0: 9 !endsdbpatch

# Windows 7 x64

P:twindir%/explorer.exe, 0x2cBafé
MR:explorer.exe, 0x202dc, 488595C2410,E91FB8505900

R:explorer.exe, 0xB8C00, 505053515256574150415. ..

'n)

# Windows 8 xB6
P:explorer.exe, 0x20ed’g
R:explorer.exe,(0x18408,e8f3£50d00ebt?

R:explorer.exe,0xf7a00,906081ec8000000031c03...

!endsdbpatch

hex of bytes to write
# Match ME: module, REVA, bytes to find, bytes to write

E:malwarel .exe, 0x2020,0cd4bB8b5381c01d38b048L014d0E5%4424=a0

https://www.blackhat.com/html/archives.html 24
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Bypassing Local windows Authentication to Defeat FD

fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff (Synopsys)

o NAT—FIIEEIELTRESNATWNS, T—FEDO A A/ SRT—FK(E
FAL A bO—5AERL ., OKIEL I U NNRD—KR (MZER)E 5
BLTHET S,

o RAAL AU PA—FIIRAMVEREZTTLTULVGELD THEREIN K
=nf-F£F, Windows7. 8.1, 10CT AL T=,

e Microsofth n7\y

L .
FAYY—RENT

WADTTPYITT— How Else Does This Attack Apply?
Fg BT,

* This isn't really BitLocker specific. More

generally, this is an authentication bypass for
domain accounts.

* |f someone is logged in, locks their screen, and

steps away, you could use this to unlock the
PC.

— Someone on their laptop at a coffee shop.
— A computer in an office.

https://www.blackhat.com/html/archives.html 25
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2013F ~ S [EF THFERE DA

OI

2013 2014 2015
Mobile, /31 # INF D—F LS INAFA-ID
Cyber-CPU, , FICIP{E
JERIHEAO” -LIEREADTIZEBRAGL
e FiERET.

v

F—F 7 NERREE BIEY—ILD))—X
M2M

10T M-payment
Mobile Mobile M-banking
Wearable
mPOS mPOS » mPOS (P2P payment)
Cloud Cloud {
» BitCoin

E-Money » E-Banking
Smart Meter » Transport
Bio, Privacy \ Application, Privacy E-ID. E-Document
E-Gov » E-Gov

v

v

v

v

HCE. Tokenization

26
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Biometrics in Financial Services (CaixaBank)

¢ IFREIGIDONSATIL
- X KDEF(T{A[H? o

O N N ya
® 7 I:I / \ 49 0) j:i 1’1-\]- B Only Passwords Substitute PSW by BIO
o . B Select between PSW or BIO Use BIO as additional factor
— AR
« I3\ —

¢ Bion:L.\nIEOD IEEEé
« il

- 1RE(L
¥ oEEk Fak N oo

Everyone accepted use of biometrics to improve
security of passwords.

Majority of respondents selected biometrics as moreg
faster than passwords.

| 7
;;ha bié- ) Z t "-" - Everyone consider biometrics easy to use.
L \é L -------

i : CARTES2015A2 7L REH 27
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Biometric Authentication to Replace Password (United Biometrics)

¢ FREEEIRD20%DN /N A ERELE,
o INRAT)—K&EY5&LY
LDEI—HITLEA

Sources: Frost & Sullivan / Markets & Markets UK, _Germanv.’ France,
z *L \ é Spain kgen to adop_t
(o] biometrics for mobile

payments and m-

FIEHETIZEANAE 2,

leader

- Commerce.
Western European market
already burgeoning with

7 (JI :I:) ' — 7 l\\‘/ {s globally, the - numerous biometric
J - USA is leading solutions.
~ > L the way for
) o growth of
biometric

:|7<I~’C°l LFERL, o
ERIT. REEETHE

%:A @ T—- &) * E 1t . ngh grDWth rEglon ’ Source: Frost & Sullivan

FRICFHLITARE ¥

v X

Japan, India and Australia
have taken several steps to
implement biometric
systems in the finance
sector —biometric ATM’s,
processing financial

transactions.

5 . Voice Faual Fingerprint Finger vein
~86% ~69% ~56% ~599% N/A

Preferred biometrics methods

i : CARTES2015A2 7L REH 28
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Revolutionizing Consumer Authentication (oberthur)

o /\’fZl"'C:EJI& Y (P

o :L —H R A TIE
SMOPINKYE

(7‘d~b7°d~b\_tjo

Ooberthur Reliahility ?

French journalists and German

fingerprint deviced used in airport

° ﬂ‘l_j, * —G::E. PI N )\ Gerr_'n.an hacker _spoofs hackers manage to spoof CC certified
iris recognition
I(b|p)traume?

jj_.rﬁl:o ;;h.,é

W=y,

© ENAET (.
-U-’r?/) &q:% IH ( UAB research.ers.fir!d that
*/ fl *E %\I) can spoof voice authentication systems
S S

L N v MR | (B | : ‘
A password can be reset
But if your biometric data is stolen,

2% B5F

ENDLE,

biometric passport control gates

Some recent
news

automated voice imitation

what happens ?

i : CARTES2015A2 7L REH 29
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How DNB is Using Biometrics to Win Customer Trust in Mobile Banking
(DNB)

¢ JILOTADRITTT I =R

- EEDATHERD
£, AYKRTHE
EHAR. EOREY
T ONAAR, | I

Logon *.-- Pay

« ARBZTD)T I3
>z @<, Habit (&
B)IZE->TT T
FIEZUIVEBZ S,

"

i : CARTES2015A2 7L REH 30
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The Civil Revolution is on the GO (SuperCom)

¢ IUF7RILTOelDTAD IV

A 30 Mins While you Wait Solution ...

« 3yATIAbLEITAER
[CIABT=80FA54.
A IS4 TN TF v,
85% DL AMMTET o

Top Level Project Architecture

Online / Offline

@3
J\\};. A

Registration, Card Issuing &
Delivery Remote Sites

",~__\.‘ Station \ WAN X ‘ 1 :
Server ‘ p Disaster
g _— & o Recovery
= atabase I| .
; Firewall J e
ﬁ- Rout ‘- 343
Optional \ = N -~ b, <IN
& s Identity~ * & : CARTES2015h> 7L R & #
Verification

"©SuperCom 31
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High-speed Multimodal Biometric ID System (Infineon)

¢ FABERSLTERBIE
BioT—42I&&EFEND

=D ELTRTE
HERYT—FED D  challenge of multimodal biometric system Sl
b—/\EEEE. V7
17U hBEEXBS E oy

&
CARTES2013Tl% |
VHBR'Ge-passpoﬂ Bottleneck in data exchange
| | | | |
MIEH1.58H50.8 300kByte without VHBR | |
ZLI=EE-TLY 300kByte via VHBR ! — ‘
T: o ICAO*}%%TB'O Code execution 0 1 2 3 4 5 6 7
:E)E_r .ﬁE t_.E, o Contactless Transmission e

Source: Infineon

i @cnRTes FEITIAN

H B :CARTES2015h> 7L R & 32
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)

The Leading Edge of Border Security (Entrust Datacard

o BTIEHADIZEIT LG - ZEEEHELD
* DEDDEHETSAIDABNIE/NRNR—~ ERID, f&F
HEDIAVATLIZEHTES
o DX/ E60~70million A
« WHO. WHAT, WHEREZ #Ili 33
o DEF—/N\AR—FRITSEETOEH

ENROLLMENT (& USEATBORDER &)

o Pre-enrollment — confirm application details o Operator and application verification o Portable scan or read at e-gate

o Capture processes — photo, fingerprint, signature o Download trusted identity file o Field office conformation — photo and
. Y . N biometrics

o Breeder document scanning o If applicant is applying in-person

— Biometric verification of applicant o Adjudication process — validation

Check for duplicat '
o eck for duplicates authorities (PKI)

— Sign document
o Personalization on Datacard® system o Update identity to reflect travel history
Hi & : CARTES2015A> 772 A& ¥ 33
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Europe And ldentity Credentials (IHS)

¢« EUR®D ADFENRRE

- Schengen arealZtHEH 5
MEURNIEZ=5 2,

« K1Y :elDIZERL

- ISR 16EFIZICIEE, TS5A
INO—|ZRRE

« AFI)R KR

o« N\VAHYY—, FILO:164EIC
elD5ET

« F—XN)7 :eGovTHIAT
BEF= DA TN,

. ELl Sehvnpen States
. Hon-Schengen EL Siates
B ook senangen St

. Schangen canckme courries

o FYVEF—RN)TIXIDA—

RS 5 o Imape taken from The Ewropean Commission Migration and Home Affairs
I\ 0) 1;7]_: E{t N website and can be fownd at : hitpolles europa.ewdgs/home-affairsiwhat-we-

dolpoliciesborders-and-visas/schengeniindex_en_htm
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Civil Registry consolidation through digital identity manage

(SIA)

¢ 20304 M A O8.5billion

¢« EEZIDIELEERT S

. TRAMELeIDT —AR—
R DIEE H % R

¢ INTERBZ DB
e 20044  NADRAH—F

\1
¢ ZOOQE -~ I D tpayment-lj-_ t\ Z ? Central body for unique ID creation and control
E{:J— 7}” ? Taylor made census and registration

? Communication campaign at all levels

¢ 7 IJ 0) 15'] } Civil database and eID database are strongly linked... and different

> Privacy and legal rules from the beginning and afterwards
-+ 2008~2010&FIcEZHAE
¢ RAVEC (ﬁﬁi)s N I NA ( | D) ONE ID AND NOT MORE THAN ONE

Lessons learned & good practice
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From CRVS to eGovernment (Interact4C)

¢ RONET DI —RARAT 1
1976F . FREHZDEA

19814, B AIDDEA

19905, AT —5REE

20054 . DB, civil registration system in Slovenia

e-Government Portal
Civil registration DB MAIN LIFE EVENTS
i e
A L FAMILY AND CHILDREN DEATH AND MOURNING
=
ey — ' A d ENTRY INTO AND EXIT FROM THE
== 7 ji, g COUNTRY
‘er WORK AND EMPLOYMENT CITIZENSHIP AND ASYLUM
¥ L e m-m_
el TRAFFIC, VEHICLES
Soreenm
¥ State _\ o h
e viewing motfs 0 o =
a-f-A 1‘
tewt d

HEALTH AND SOCIAL o8 SECURITY

elD DB
Voter-ID DB

ETDT 5%
ETOHY—ERIZTYNY

ID DOCUMENTS
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Enabling Trust and Creating Value Through Mobile Identity Solutions
(mobile connect)

o X2 )T4Z R ELIM{EIRF 7DD
e NAD—FKERDIRMETITARSE
o AYRIIFEIVENTLVSL, SETEFXT
« ARL—RIZEALHY. W RTLLERF
¢ FBERTYT

* Simple PCHBWeblZRS 123 5LE RTKRTIVI)YY
* | have 2 (1] o
] " . O «—
TWO faCtor DESKTOP ]|| OMLIME
| have aﬁf&‘gﬂe REQUEST psﬁ?;g:EEn (I"DpenlD Sl
AUTH UN
| know RE( ( UEST
O —— 000 —
MOBILE _'. ] _'.. _J-.| ]I PARTICIPATING
PHONMNE MOBILE OPERATORS
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Taiwan Case Study (Chunghwa Telecom)

o A)yrZFBATRT B,
- ER—AHETY

DEAIRMIS8 -~ —
(RYIkHz7AH Benefits
$4), w/o MOICA with MOICA

o AJYMEITAXER  Towes <2
E%ﬁd)ﬁﬁﬂs %:_ — phone calls NTD 5 NTD O
FEﬁ . %§E®§ — Transportation NTD 400 NTD O

* To Land Administration office

=K 8 . . .
= — Time 10 mins 0 mins
¢ I:I%LE

— Papers 10 pages 0 pages

I_'FJE%,O) éﬁj\ @i ocoves @ TRUSTECH

e -
i : CARTES2015A2 7L REH 38
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Online Identity; A new Security Check challenge (oberthur)

+ STATE(EE. %) LCITIZEN ($R1T7. AR=E)
- F2FH—E X EHIE, %, {R1T
c FUTAUP—EXR BT —EX . TAXH—EX
- EBEbY
« H—F vs AAS
e XE Vs AAT  Face matching

(@)eberthur Professional checks third party identity = Contactless

@E{%tt$§—6 Image in the chip VS Live capture
*#t.-) T EE aith Holder
authentication
CARTES2013TI&
BFFTYNEZY
ANTEST/\YT
5. HEERE
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Connecting the points (Banrisul)

¢+ eCommerceDENAILENS T30 hE X

2013F —20144F (+127%) —20154 (+249%)
HLOYNEH DB A TRILF 7 TYh—KRIZBanrizBiF

i *A LMZEMVE— 7 ~ Multi-application Mobile Platform

: ;h,% i }\_’_ é 328 0) 7 Multi-application Infrastructure
TV A—FERLS AR

L THAINDTHRS
AUMILE, TRENEE
A[iFEnuu\nET£b§s ;k 5 L |
iﬁﬁ: ? » BanriPay

P (j: 00— jj )l/n,b\ _IE . ;k Operatianalsystem and Secure Environment 1
‘j:-U-_/\”'L" AIE 7 @ s » Banrisul
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Trusted Solution for Identification and Authentication (Infineon)

¢ 25 NI2—

¢ TADG5EDI/INRT

¢ 1DMD/I\NRT
User know PIN
User has cards
User is Bio

—F

— kA5 F

AWML Z— T HIO U

Backgrounder:
Software Cannot Protect Software

Software is written code running on hardware.

... which generates the following problems:

If software runs on unprotected hardware, it can be:

= READ OUT, COPIED and CLONED
= ANALYZED and UNDERSTOOD
= INFILTRATED and SABOTAGED

- Software not running on secured hardware
cannot protect itself efficiently (unfortunately).

= The reason is a lack of manipulation protection.

@cirics

Software is stored in memory and can be read and/or written.

(IHfineon

X

- There is no “trust anchor” the software can rely on.
- Efficient “pure software security” does not exist.

= This resulted in thousands of devastating attacks.

Software Cannot Protect Softwares An
Argument for Dedicated Hardware in Security
and a Categorizat;

Trustworthiness of
n

CARTES2013TI&
80T /\NAR/Fbh
20204212507 7\
ARINZIZBHEED
TLWM=. ED)E—F
TvTT—KMNZBER
byOberthur

Hi B : CARTES2015h> 77 LY R & $

Backgrounder:
Hardware Enables Trust in Software

CARTES

(IHf_ineon

Software can be protected by secured hardware.

v

Secured hardware protects both processing and storage
of software code as well as of the processed data:
— Encrypted memory and processing

— Fault and manipulation detection

— Secured code and data storage

If software runs on secured hardware, it is:
— Protected from READING, COPYING and CLONING

— Protected from being ANALYZED and UNDERSTOOD
— Protected from being INFILTRATED and SABOTAGED

-> Software, if running on secured hardware,
CAN BE PROTECTED EFFICIENTLY.

- So hardware and software security
are no rivals, but symbionts.

Hardware Security Protects What
Software Can't
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The Role of Mobile Device in Identity (Global Platform)

¢ TJSRAFYIh—K>FyvTHhH—K
« A—H—0 BTN ], FERIZERBRALY,

o FYITA—FDFZ—TTINGEWN, SEYBERIZLANERMYFLE
LY,

¢ ENAMILDRE
o 5‘3)*}&/ \°_\/j—)[/\ I_ﬂ-lﬁjj_m Mobile ID Implementation Scenarios

- GL BALPLATFORM’

R&EMH 5,
« BHLGEIZKSIDRBEMNTE
H_L
¢ I
- HDAFE,
- eIDASZSE+TEETEXZ =
FIDO7 )
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Is Identity the New Money? (Smartrac)

IPA

¢ ESPHOTIEETSH?

¢+ Blockchain IDZ{E=E
o ZXYAKZIIP7RLXR
. EEEEAF A ——
o ZTOMUERT. BEFNEAR) - Acomoasne momaton ooy

SMARTRAC
ynnect thinas!

A software protocol; like email (SMTP) runs on TCP/IP, the

fd: E%ﬁ &) I D1t technology that underpins Bitcoin is the Blockchain.

The software protocol is decentralized: each network node keeps

P E J-sz L,‘f_- fﬁ ' - % % the ledger; blocks (batches) of transactions posted sequentially to a
~ PG P W - ledger or chain
o
) 9 /r l 3 Z 9 S 7 % 0 ( '}" é The software system confirms the transactions, independently

confirming transactions as unique and valid without an intermediary

(bank, government)

* BitCoin@Blockchain|Z

Bitcoin: digital money .’ V"ﬂn’
Keyl D % 1T_I- 7]” No double-spend ' Q&.ﬁ%%:

@ AL
E RAC TECHNOLOG)

 GROUP — ALL RIGHTS RESERVED

o RTFTLMNONARMIES

H B : CARTES2015h> 77 R & #
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CNP:; How to enable Secure transactions in Non-secure environments?
(Watchdata)

¢+ CNP#fE[E @%55 |f|:|_

¢ &’)‘Vb’J'Cm.\nl_l:Téb"?
« 7vF—TPCREIE
—MITMT] &E

° PHONE BILL : AUTHENTICATION

—OnlineE&IZEATREE

© BoTPCHEE ’,

—kSUHH a3 (Biold{FEH7E

NDTFBNEL
o M=ot ({&¥R5LE)
—>credentiall:77-lz7\‘§1’t7‘:6

Signature = HASH ([Transaction Data] + [User Credentials] + [Authentication Data]) + [Bank Challenge]

n_.\Fﬁ _I Datalnput = HASH ([Phone Bill, USD 100, 0INOV15] +
. T i [Alice, IP, ComputerlD] +
ransaction ; ;
L4 Off Chan nel transactlon Signature [SessionlD, TransactionID])
ianat =l
Slg nature 0) E A< OCRA* = HOTP-SHA512-t(k, Datalnput)

—>OTPERSUH I avEY

* RFC6287
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Everyday biometrics to create trust and security in a digital world (SAFRAN)

IDFREEFBioTEXa7IC
 What | Have
 What | know
« What | am

o ARTOT Ik

« EABS+HER
" - S
E Societal objectives
@ 2 7 P 4 7 9 i ‘\:E SAFER - Direct link between institutions and residents I
EASIER - Dramatic reduction of paperwork
COST EFFICIENCY for institutions

/ { /r ) l/ *ﬁ ﬁ‘;% ' re than 200 Mu?ﬁ—bmm;i: registration
ERID1T7Y L Joe=Eee

-+ Technical Priority for social and
9 i °* “J I\ *% %'J_l.: challenge financial inclusion
1D database for universal identification scheme, Every day, nearly = :
1/6 ofthe fundamental nghts, acknowledged A rmilliem - ATt
: existence, banks, telecom operators, MO unique 4 5 billion
x E n 'Ll\ world’s insurance companies Aadhaar numbers are =
s generated
population
MAL Morpho / Everyday biomatrics to create trust and security in a digital world / CARTES SECURE CONNEXION / November 2015 &y SAFRAN
This documess and the Intrmatin Messin are e sropeny of Morsno, They MAst Aor o Copied o COMMANECRES 0 3 i farty o She e w_ien aufhormon of Momhe. b Morpho
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¢ JHASKOJITEMSIZIEHRZE AV N—RNICIRET HHEMNLTEETHSIN
black hat¥>CARTESIIFHMITHY . SMELNKEZHZRHLTE
BEERLTELS. HAWIEREHNERSETERLELDZEEEZHLHNL
HEBDIZITRVLVER, BHMNTOESLZIPATO/N—FDz7tEF¥al)T
A4 F—THITOTLVS,

¢+ CARTESIZEWTHMARZEIDEHELTEINI=-DIL., EEXRIFHRDO
H—(N—Fx7) T TEL, T3 NEB DY I D7 RUZENEEFK
HB0S. FIFATBA TS5 (H—I\NORYNT—D) IR EZIKIZHhT=5, L
TNELIEERZIEED LX) TAEE., FEHOEEREZTBHEICT HIHE
AL TLV =,

o T2xXa)74R)—PRFICKEINTULVELYEDE K hHiblack hatT
Ho1=o VIO T TYITRDITIXSENEEL, VIO 7 IF X7
IN—LYT TP TCFBD VIR ITTEN—LRITTIEIHETRE|EDEEN
CARTEST#Hot-o THF AT/ 2T TRELEMEL(EFEIRE
ThHERS,
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¢+ BLACK HAT EUROPE 2015 &#l ) Archive
https://www.blackhat.com/html/archives.html#europe
o}

TJLET—2av RS R  RTAAR—/\— Y—RO—FHF o O—F ] §E

¢+ CARTES 2015 Program
http://www.cartes.com/Programme/Conference-programme

TRUSLDOBMEEZRDIENTED

¢ PERal—lavItLABAFMFE
http://www.dvlsi.jst.go.jp/list/SCIS2013/pdf/SCIS2013_1E1-1.pdf

https://opus4.kobv.de/opus4-
fau/frontdoor/deliver/index/docld/1289/file/diss gstoettner.pdf
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55 ZEIE I S ETHLWKEFEZER
« ICh—FOEFAETHAL., RIEKEFRIITHET, BULRET
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« FERAOLKREFZOWMETEIER
o HKEWNKEZEIZDWNWTIE, IPAFMTEDEETCOBRRERDEMRZTR
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2015412816H N—KRz7Ex2) 743 — (Bfia—X - EER)
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¢ 2016FELHETE
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E) z]Y EIF-FERELEETF

+IF—15E: https://www.ipa.qo.jp/security/jcmvp/seminar/
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