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Flaw Generation Firewall)

Firewall Manager Discloses Firewall Passwords to Local Users

Description: Novacoast reports a vulnerability in the Cisco PIX
Firewall Manager application that discloses the PIX device
password to local users.

It is reported that PIX Firewall Manager will save the PIX firewall
enable password in plaintext in an unencrypted log file when a
successful connection is made. This log file apparently has no
access restrictions.
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