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1.4.4 TOE Oif#E& pE
AR TOE DRI RETHRGEE FEIT, LL T OIS,
e D.USER (FIH#& T —%)
TSF OEAEIZEEE KIS0, FIRAFE OO A 1> TER SN =T —4,
e D.TSF (TSF & —%)
TSF O#EIZE B A 5 2 58 L7 TOE O7-8H 3 TOE IZX > THERR ST — 4,
EELORAE T —21L, LLF O ZSOFRINOAE RIS,
e D.USER.DOC (FI|H#& 3¢ ET —%)
BAEII AN —D T, FIHE O CEICE ENDHHEH
e D.USER.JOB (fIH# Y277 —%)
FIHEOCEEITCELH =27 1 BE T 51
RO TSF 7 —21%, LA F O —>ORERINHRERSND,
e D.TSF.PROT (fRi&S#172 TSF 7 —%)
T—H2DOFAE THAL, TR EHEEREG R WFIHE IS T %S AZI TSF 7 —403
TOE Ot a7 41T EE KIFTH LIV, BFEICOWVTUIRB TEHIH72 TSF 7 —#, K
TOE THHT —ZIZLL F Dy,
o WERGERIHE 0T A4 . WHEFESRER &, A n s | BE ARG e E . &/ AV —
I\E FRBIFRRE S R, MEBR Y L— | HAHIBEZ E o/ 7O MR, TRV ABE, FRAEY — N —5%
B, IP 7RUVARRIE, A—ViE G — " —E
e D.TSF.CONF (4% TSF 7 —%4)
T —H DA TH7eL, BEEKFIGL R RWRIAE LS T, & ASZ TSF 7 —4 73, TOE
DX 2T AT EE K &?“bs%)bwocu\iofoc TSF 7 —%, K TOE THHT —HXITLLF Di@v,
o WERRRGERIFHE /SAT —R | 58

1.45 TOE OF|H#H

A TOE OFH# (U.USER) 1%, LA FD X/t ESn5,

* U.NORMAL (— % F]H2 1 anormal user)
FRBIS AL, RRAES VIR A ©, EHEE R AR WFI

e U ADMIN (& #E% [ an administrator)
AR AL, FRAES VIR A T B ELE 1R %ﬁ’ﬁ?l FFE, T IR AR IS A /- B B
(LA, ﬁﬂ@ﬁﬁ@%&ﬁ&)?ﬁ‘?/%%
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2 EE R
AR ST LA F AL T,

2.1 CCif Tk
KSTBINTOE BDEESZTEIETLCCONRN—ay BEIOAST O CC /83— 2BLOVI—3EE
ML, L TFIORT BV THD,

CC Conformance: Common Criteria version: Version 3.1, Release 4,
Part 2 (CCMB-2012-09-002) Extended, and
Part 3 (CCMB-2012-09-003) Conformant.

2.2 PP FiE
A ST BLONTOE 2G5 PP IILL FIRT LBV THL,
e PP 4 %5 Protection Profile for Hardcopy Devices

e PP /N— =21 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST NIZEW T, BHIZID DR RY 304 B PP LIES,

2.3 Rolr—U R
AKSTBIOTOE 1L, "o —iEaE FiELRN,

2.4 15 AR
A ST BLONTOE IX, PP NERTHLL T OSMA R L, PP O K@Y [Exact Conformance] TH 5,
FD7= ., TOE fjl)id PP E—EL T\ 5,

e Required Uses
« Printing, Scanning, Copying, Network communications, Administration

e Conditionally Mandatory Uses
« Storage and retrieval, Field-Replaceable Nonvolatile Storage

e Optional Uses
 Image Overwrite, Purge Data
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3 XU REER

AR#E (L, TOE OtF2)T4ifEA2EFRZT 5,

3.1 Bk

TOE (ZxI3 5% % Table 3.1 (2”7,

Table 3.1: &

G2k

—_ 2
FEF%

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

WBEH L, TOEDA 7 2 — A% T, TOENOF|HH LET
— AT A (R, S, FFHIR) L 3R HE a7 T —
B a8 B (AR FTITHIBR) T 205 LiL/aw,

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

BEEFL, TOED AL H7 = — R %@L T, TOENDTSFT —#~D
RIETRT 7R AZFGFHDS LALIRU Y,

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOEDENEN T RIS I- . TSFOBRMEFNIC LT, X 2T+
DIBIAE|ZEZ T LR,

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

WX, TOEICARIERY T I =T AV A=)V 356 L7
/AN

T.NET_COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEEH 1L, RN —7BE =2 — LIZ0EMELIZ04 AL T,
FEEFOT —HZT 7 BALIZD, TOEO X2 )T 422 E LD
BB LAV,

3.2 #EOEX )T 4 58t
Rk DOEXF 2T ¢ J5#% Table 3.2 (ZRT,

Table 3.2: #HfkDO X271t

A Fp

g
EFx

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

FIRAE TR, SCEALEE L OVE B RE 2 21T T D RNCHEIR 2 1 G- 7T
TUTRB70,

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

P.AUDIT M) b s B A ald AP ok e A WA D AN = WA X BN Y (oD B )
T arOus i IEHESIL ANBIT= T Ty ~EEESN T T
ANV AN
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A FF

P—
EF

The TOE must be able to identify itself to other devices on the LAN.

P.COMMS_PROTECTION |TOEI%, LAN EOMD T SAREZ N A F 20 CERT T b7

U,

P.STORAGE_ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOEWRIH#E CET — X £ ITMBEDOTSET — 2 2B AZH Al HEZR R
FRVEAR — DT NARARTGF T D6 TOEIZZNHLDT SAA |
DZDI 7T — 2k b T52L,

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

P.KEY_MATERIAL Rl 5087 — 2 7 (3R O TSFF — X OB M A i A i/ A i

PEARNL =T D720 DORE S HED AR T 55559578, SE X0, 7
~ A7 ELE, FXFOMOHHDHMEIL, RIERT 72 AL #S
RTIUTZR D20 Iy DFD AR —V T A A FIRIFSN TR D
AN

P.IMAGE_OVERWRITE

Upon completion or cancellation of a Document Processing job, the TOE
shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.

G a7 O T EI-1Z P IEOBSIZ . TOEIXZ O H M AZHa n ER
AHEREVEAN —D T NRA A O EGR T — 4% EESEELR TN
EAZY AN

P.PURGE_DATA

The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

TOEIZL, HERRAT B 7=F 0, RERMERERBAN —T T NAZ LD
TRCOBENPEIET DRI E T —Z K OTSFT — X% 7K ANZE H
L CERWIDNTTAZENTELEEN AR AL 22T FUE 57200,

3.3 HIFESM:
TOE Offi i, iR IFIZ,

Table 3.3 Cifalh T 2ERES VI LIS,
Table 3.3: Hi#E5AM:

A TR TE 7%

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL | T0E | R OTOEM R A7 71105895 F — 2 DA L& 7= B )
TAD, FOBRBEIZ > TRt AZ 2 ET S,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

A.NETWORK

EHEREEIL. LANA L Z T 2 —A~DINERIN DD EFED T 72 A S TOEZ {4
HTLLEEET D,

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOEEHH 1L, Y A heX 2T 1 T E#HIHE - CTTOEZE BT 54, (ST
VD,

©2017-2018, >~+—7#kz(# (Sharp Corp.), all rights reserved. 15



Authorized Users are trained to use the TOE according to site security policies.
A.TRAINED_USERS | #F rl SRR X, A X2l T4 FEHIHE> CTOER M2 5 HE
A= TN,
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4 BX2UT xR 56

KRET, X2V TAXRITEHNT

BIHRRIZOWNTIERD,

HEHREO®X 2T %K 8% Table 4.1 (T~7,
Table 4.1: FEHEREO X2V T 35K HE#

HFp

—_ 2
FEF%

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
processes.

EHBREEIE, TOE, K OTOENMRAF EI2 1T 57 —F OAMfEIZ A
GOl E X2V T4 AR LRI ITRBR,

OE.NETWORK_PROTECTION

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.

TEHERE L. LANA LA T 2 A~DINERI D EED T 72 AN
TOEARET A= DI Ry NI — X 2T 4 242U T g7 67
AN

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

TOEFTH &1L, EEENZ OHEREZEZH S BB AL END
ERZEMLL 2T TG0,

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.

TOEFTA &L, FIAEDY A M2V T T AP | ZHUHED T
BEROTVHILEPRAELR T AUTR DR,

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
accordingly.

TOEFTA &L, BHAE DN A e 2T 4 S5 #2HfEL . TOEZ IELL
REL, AT — R LA R T DD RE B DT AL A%
I35 BEaFio CODZEARIELRIT IR D720,
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5 friEaL R—R U NER
K ST IZLL FOYRIEa R— R M TEFR T D, ZILBIE PP TEFRSINTZHDOD—EH THD,

5.1 FAU _STG_EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:

FAU_STG_EXT.1: External Audit Trail Storage 1]

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.
Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS_CKM_EXT.4: Cryptographic Key Material Destruction H 4 \

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed
are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS HTTPS _EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.

Component leveling:
FCS_HTTPS_EXT.1: HTTPS selected H 1 ‘

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS HTTPS EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.

Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS_EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4 FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1: Key Chaining 1]
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FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics

of that chain.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the

PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that

chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple

layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.
Component leveling:
FCS_RBG_EXT.1: Random Bit Generation 1]

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
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Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based
noise source(s), [assignment: number of hardware-based sources] hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to
the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS_TLS EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(qg) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection: TLS 1.0
(REC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA WITH_AES 128 CBC_SHA
Optional Ciphersuites:
[selection:
None
TLS RSA WITH_AES 256 CBC_SHA
TLS DHE RSA WITH AES 128 CBC SHA
TLS DHE RSA WITH AES 256 CBC SHA
TLS RSA WITH_AES 128 CBC_SHA256
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TLS RSA_WITH_AES 256 _CBC_SHA256

TLS DHE RSA_WITH AES_128 CBC SHA256

TLS DHE RSA_WITH_AES_256_CBC_SHA256

TLS ECDHE_RSA WITH_AES 128 CBC_SHA
TLS_ECDHE_RSA WITH_AES 256 CBC_SHA

TLS ECDHE_ECDSA WITH_AES_128_CBC_SHA
TLS ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS ECDHE_RSA WITH_AES 128 CBC_SHA256
TLS ECDHE_RSA WITH_AES 256 CBC_SHA384
TLS ECDHE_RSA WITH_AES 128 GCM_SHA256
TLS ECDHE_RSA WITH_AES 256 _GCM_SHA384
TLS ECDHE_ECDSA_WITH_AES 128 GCM_SHA256
TLS ECDHE_ECDSA WITH_AES_256_GCM_SHA384
TLS ECDHE_ECDSA_WITH_AES 128 CBC_SHA256
TLS ECDHE_ECDSA_WITH_AES _256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1]

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),
use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to
conform to the FDE EE cPP ] such that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.
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This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FIA PMG_EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA_PMG _EXT.1: Password Management H 1 \

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA PMG _EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: “/”, “@”, “#”, “8”, “%"”, “N”, “&”, “*” “(” )",
[assignment: other characters ]];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.9 FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:
\ FPT_KYP_EXT.1: Protection of key and key material H 1 \

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.10 FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1: Protection of TSF Data 1]

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

511 FPT _TST _EXT Extended: TSF Testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST_EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:
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The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.12FPT_TUD _EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.
Component leveling:
FPT_TUD_EXT.1: Trusted Update 1]

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FPT _TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions ]
prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU_GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires
Auditable event Relevant SFR Additional information
Job completion /| Ya7 DT FDP_ACF.1 Type of job / ~ a7 &R
Unsuccessful User authentication / F|FFFRIERR  |FIA_UAU.1 None
Unsuccessful User identification / FJ F 3 35 51/ 5B FIA_UID.1 None
Use of management functions / & ERHREDF| A FMT_SMF.1 None

Modification to the group of Users that are part of a

role | BE|D—ETHEHFEZE I NV—TDHRE FMT_SMR.1 None

Changes to the time / BE¥Z|DEE FPT_STM.1 None
FTP ITC.1 .
— ’ H
Failure to establish session / -z al ML DAL FTP_TRP.1(a), Reason for failure / 5R7

FTP_TRP.1(b) |PFEH
Note: FHEFRSFRIIFHERFEF RSN T, BAHNEL TLoDOFE LR LT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information
Software update /| Y ZADz 7 T 77— FPT TUD EXT.1 |#IHAA— a0
FAU_GEN.2 User identity association

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FAU_GEN.2.1

FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 External Audit Trail Storage (for O.AUDIT)

Hierarchical

to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity

using a trusted channel according to FTP_ITC.1.

6.2.2 WZH FCS Z{f:

AT, PP 23D HZE AR B45% FCS (Cryptographic Support / B 5 7R—k) 77 2Dk
HaFtaR 35, 12 6.2.9,6.2.12, 6.2.13 BL U 6.2.14 DEHiITH —HD FCS BN H D,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for

Hierarchical

0.COMMS_PROTECTION)
to: No other components.

Dependencies: [FCS_CKM-2Cryptographic-key-distribution-or

FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [NIST Special Publication 800-56B,
“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for

Hierarchical

0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
to: No other components.

Dependencies: [FCS—CKM-2Cryptographic-key-distribution-or

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)

FCS_COP.1(f) Cryptographic operation (Key Encryption)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random

Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT .4 Cryptographic Key Material Destruction (for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [
e For volatile memory, the destruction shall be executed by [ powering off a device ].

e For nonvolatile storage, the destruction shall be executed by a [ single ] overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS_RBG_EXT.1), a static pattern ], followed by a [ none ]. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard ].

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
0.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FBRPIFCImport-ofuser-data-without-security-attributes,-or

FBRHFC 2 tmportotuserdatawith-security atiributes,of
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode ] and cryptographic
key sizes 128-bits and 256-bits that meets the following:
o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o[ NIST SP 800-38A]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to: No other components.
Dependencies: [FRPITC I mport-of-user-data-without-security-attributes;or
FDPITC.2 1 ‘ I X ; i |

FCS—CKM:1-Cryptographickey-generation
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [ RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [ 2048
bits ] ] that meets the following [ FIPS PUB 186-4, “Digital Signature Standard” ].

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A ] using [ CTR_DRBG (AES) ].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ [ single ] hardware-based noise source ] with a minimum of
[ 256 bits ] of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.

6.2.3 WZH FDP %4

AEITIL, PP 2NED S MZE IR FDP (User Data Protection / FlJJ#& 5 —2{%i#) 77 A0k
BEE 230k 15, I 6.2.9, 6.2.10 BL 6.2.11 OEHICH —HEBD FDP 2335,

FDP_ACC.1 Subset access control (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,

objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table
6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access

among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none ].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none ].
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
_ Operation: Submit a documentView image or Release| Modify stored | Delete stored
Print to be printed printed output document document
Job owner (note 1)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
.. ISubmit a document . . Modify stored| Delete stored
e Operation: for scanning View scanned image ir;yage image
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Operation: Sub:%irt (z:iodoc_:umentV;évlveggznmﬁtgi%%g r Modify stored| Delete stored
Copy pying output image image
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / — Retrieve stored Modify stored| Delete stored
retrie%al Operation:| Store document document doch)J/ment document
Job owner (note 1)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6.4: D.USER.JOB Access Control SFP

“Create” “Read” “Modify” “Delete”
Print Operation:|Create print job View prllgé queue / Modify print job|Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View Scﬁg status / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied
Copy Operation: | Create copy job View colgé status / Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Create storage /| View storage/ |Modify storage /|Cancel storage /
retrieval P | retrieval job retrieval log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of

submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, or

retrieval Job.

6.2.4 WZH FIA 554

ARHEITIX, PP 2NEDDHVZEHRIZEIHS FIA (Identification and Authentication / 553!

KERE B A 200k 45, T 6.2.13 Hiloh—3 D FIA B35 5,

FIA_AFL.1

Hierarchical to: No other components.

Dependencies:

FIA_UAU.1 Timing of authentication

Authentication failure handling (for O.USER_I&A)

EFRRE) 7T AD

The TSF shall detect when [ [ 3] ] unsuccessful authentication attempts occur related to

[ the unsuccessful user (including administrator) internal authentication attempts
following the last successful authentication ].

When the defined number of unsuccessful authentication attempts has been [ met ], the

e Unsuccessful authentication reached three times: Reception of authentication trials

e Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

FIA_AFL.1.1
FIA_AFL.1.2
TSF shall [
stops for five minutes
]
FIA_ATD.1

Hierarchical to: No other components.

Dependencies:

No dependencies.
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FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: [ FIFZ R 14, FIFHERE ]

FIA_PMG_EXT.1 Password Management (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “/”, “@”, “#”, “§”, “%”, “*”,
“&”, “*» ““ “)” [ no other characters ] ];

e Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater;

FIA_UAU.1  Timing of authentication (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [ nothing ] on behalf of the user to be performed
before the user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided ]
to the user while the authentication is in progress.

FIA_UID.1  Timing of identification (for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA UID.1.1 Refinement: The TSF shall allow [ nothing ] on behalf of the user to be performed
before the user is identified.

FIA_UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

FIA_USB.1  User-subject binding (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FIFZ 214, FIFZHE .

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules ].

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 WZH FMT 34

AREITIL, PP NED DM FIRICEI S FMT (Security Management / 2% =07 48 FH) 75 ADHERE
FEFLIRT D,

FMT_MOF.1 Management of security functions behavior (for O.ADMIN_ROLEYS)
Hierarchical to: No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [ enable ] the functions [
e Initialize Private Data / Data in Machine (B 188X IXEKBER 7 —5 D ATHFHE)
]to U.ADMIN.

FMT_MSA.1 Management of security attributes (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control;-ef
FBRFC L Subsetinformation-flow-control
FMT_SMR.1 Security roles :
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [ query, modify, delete, [ create ] ] the security attributes [ Security attributes
specified in Table 6.5 ] to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
create, modify, delete U.ADMIN
PYER AL Z 271 query U.ADMIN, the owning U.NORMAL
: ety create, modify, delete U.ADMIN
PIRSRAEFI B RR] query U.ADMIN, the owning U.NORMAL

FMT_MSA.3 Static attribute initialization (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive ] default values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT_MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.
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Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)
. create, delete U.ADMIN
PYRSRRAERIE N2 —F modify U.ADMIN, the owning UNORMAL
BRI NRDT — N modify U.ADMIN
BB A 2 modify U.ADMIN
H 1 FEZ modify U.ADMIN
E& o FEHERE query, modify U.ADMIN
H B2 70 MEFR] query, modify U.ADMIN
TRUX create, modify, delete U.ADMIN
FRAFY —N—FRIE create, modify, delete U.ADMIN
IP ZRLXZRAE modify U.ADMIN
RAR—IVEIGV—N—FIE query, modify U.ADMIN

FMT_SMF.1 Specification of Management Functions (for O.USER_AUTHORIZATION,
O.ACCESS_CONTROL, and O.ADMIN_ROLES)

Hierarchical to: No other components.
No dependencies.

FMT_SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and
Table 6.10].

Table 6.7: List of Management Functions Provided by the TSF (1)

Dependencies:

BEREZL/FISFR & B AE/management functions fifi % Inotes
FAU GEN.1 None —
FAU GEN.2  |None —

FAU_STG_EXT.1 p Bi i/ S5 e D% E I SR BE 1 X T LS A I [

FCS CKM.1(a) |None —
FCS CKM.1(b) |None —

FCS_CKM_EXT.4 [None —

FCS CKM.4 None —
FCS COP.1(a) |None —
FCS COP.1(b) |None —

FCS _RBG_EXT.1 |None —
FDP_ACC.1 None —
FDP_ACF.1  |None RN TR OFEAIZRL
FIA_AFL.1 None BEET 7 a3 E

° W ntunE*l }EH%O)?‘(@%
FIAATDL | pysmapamr i gkl

FIA_PMG_EXT.1

o B/ N SAT — R DT

ol quiT@’WE

FIA_LUAU.1 | GdREY—/ 3 — Dk FRRERTT 7 a A EE
o PNESERGER ﬁﬁ%‘/\xv ROEH
FIA_UAU.7  [None —
o OGRS D
FIAUDL | WIW il ﬂﬂg I WAINTT 7 A
* W IIALA HE*I %Llﬂ74’/% O)ﬁﬁ
FIA_USB.1 None PV NEMETEE
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Table 6.8: List of Management Functions Provided by the TSF (2)

HERE ZEISFR B FLFERE/management functions 1§ % Inotes
FMT _MOF.1  |None )7 — 7 VX E
FMT MSA.1  |None )7 —7 LRI E E
BENTN—T T T F VIR TE.
FMT _MSA.3  |None BEO BN E
FMT _MTD.1  |[None )7 — 7 VX E
FMT SMF.1  |None —
FMT_SMR.1 | ¥EBRZ L—7 DE B —
FPT SKP EXT.1 |None —
FPT_STM.1 | A AH/ERZ D% E —
FPT TST EXT.1 |None —
FPT TUD EXT.1 |None —
FTA_SSL.3 | HEIa/ 7 U MNEH O E —
FTP ITC.1 None —
FTP_TRP.1(a) |None —
FTP_TRP.1(b) |None —

Table 6.9: List of Management Functions Provided by the TSF (3)

FEREZLIE/SFR & PRF%fE/management functions fi & Inotes
FPT KYP EXT.1 |[None —
FCS KYC EXT.1 |None —
FDP_DSK_EXT.1 |None —
AT B MR D R X A7
FDP_RIP.1(a) |None I S AR R
FDP_RIP.1(b) | fE AN 3 K OAKEN T — X DY HU LD EE) —

FCS_COP.1(d)

None

FCS_COP.1(f)

None

FCS_TLS EXT.1

None

FCS HTTPS_EXT.1

None

FCS_COP.1(c)

None

Table 6.10: List of Management Functions Provided by the TSF (4)
BEREZL/FISFR & B AE/management functions fiii % Inotes
— o TR AR DS H —
— * IPT RLADRGE —

s A VEE — N — DR E

FMT_SMR.1 Security roles (for O.ACCESS_CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to:
Dependencies:

No other components.
FIA_UID.1 Timing of identification

FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.

FMT_SMR.1.2 The

TSF shall be able to associate users with roles.

6.2.6 WZH FPT ZEff:

AEITIE. PP ASE DD RIC 5 FPT (Protection of the TSF / TSF OIRFE) 75 ADHSHES 1%
RLIR S5, T 6.2.9 HilCH—ED FPT EiENH D,

FPT_SKP_EXT.1 Protection of TSF Data (for O.COMMS_PROTECTION)

Hierarchical to:
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Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT_STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.
Dependencies:  No dependencies.
FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 TSF testing (for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies:  No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Trusted Update (for O.UPDATE_VERIFICATION)
Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [ no other functions ] prior to installing those updates.

6.2.7 WZH FTA 4

AHITIX, PP 23ED D MZE FHEIZ B2 FTA (TOE Access / TOE 77 & R) 77 ADKSREE 4 il
j‘éo

FTA SSL.3  TSF-initiated termination (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:
e 240 seconds or shorter, specified by U. ADMIN, for sessions via the operation panel
© 300 seconds, for sessions via web interfaces

1.

6.2.8 WZH FTP 24

AHITIX, PPONE D HMZEFERIZ B2 FTP (Trusted Paths/Channels / &{Z 48, SA/F v R IV) 7T AD
BERE E A REIR 55,

FTP_ITC.1  Inter-TSF trusted channel (for O.COMMS_PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1  Refinement: The TSF shall use [ TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, [ audit log server, ftp server, mail server ] ] that is logically
distinct from other communication channels and provides assured identification of its end
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points and protection of the channel data from disclosure and detection of modification
of the channel data.

FTP_ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.

FTP_ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, ftp service, mail service ].

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [ TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification of
the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [ TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [ remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 ZRIATEMIAEN: BL
AL, PP ASIED DA & LAIROY D BRI R FRRIEARL — V7S A2 LOR
BOF— XD AR B AR TS, 12 6212 filCh AN T MBI b5,

FPT_KYP_EXT.1 Protection of Key and Key Material (for O.KEY_MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
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FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [ intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COP.1(f) ] ] while maintaining an effective strength of [ 256 bits ].

FDP_DSK_EXT.1 Protection of Data on Disk (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [ perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

6.2.104 7> a E: C2
AKEITIX, PP NEDDLA T vary HiEoDHs, B EEXICEIDOAMREEMA 250 R T 5,

FDP_RIP.1(a) Subset residual information protection (for O.IMAGE_OVERWRITE)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is
made unavailable by overwriting data upon the deallocation of the resource from the
following objects: D.USER.DOC.

6.2.11 47> a Ei: C3
KETIE PP WEDDIA T ar RO L . F—2 D522 NI B ARERE S 4 3tk 32,

FDP_RIP.1(b) Subset residual information protection (for O.PURGE_DATA)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information
content of a resource is made unavailable upon the request of an Administrator to the
following objects: D.USER, D.TSF.

6.2.12 8 R~ —2Hi A D1

AEI Tl PPONVEDDBIRAR— R DY S | HLHIATHR B[ BE/R R RIS VEARL —F XA R EDOFED
F— 2B A BE B SR T 5, T 6.2.9 Hilh . AREIC R T ARERE RO — N5,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FBRITFCIHmportofuser-data-withoutsecurity-attributes—or

FBPTFC2 mport-of userdata-with-security-attributesorf
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [ CBC | mode and cryptographic key sizes [ 256
bits ] that meet the following: AES as specified in ISO/IEC 18033-3, [ CBC as specified
in ISO/IEC 10116 ].
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FCS_COP.1(f) Cryptographic operation (Key Encryption) (selected from FCS_KYC_EXT.1.1)
Hierarchical to: No other components.

Dependencies: [FRPITCHmport-of-user-data-without-security-atiributes,-or

FBPITFC2 Import-of userdata-with-security-attributes—or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in [ CBC ] mode and cryptographic key
sizes [ 256 bits ] that meet the following: AES as specified in ISO/IEC 18033-3, [ CBC
as specified in ISO/IEC 10116 ].

6.2.13 &N~ — A D2
KETIE, PP WEDLBIRAR— RO L RSN BIE B AMRE 23R 35,

FCS_TLS_EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [ TLS 1.2 (RFC

5246) ] supporting the following ciphersuites:

Mandatory Ciphersuites:

e TLS RSA WITH_AES 128 CBC_SHA

Optional Ciphersuites:

[

eTLS RSA WITH_AES 256_CBC_SHA

e TLS DHE_RSA WITH_AES 128 CBC_SHA

e TLS DHE RSA WITH_AES 256 CBC SHA

e TLS RSA WITH_AES 128 CBC_SHA256

e TLS RSA WITH_AES 256 _CBC_ SHA256

e TLS DHE_RSA WITH_AES 128 CBC_SHA256

e TLS DHE RSA WITH_AES 256 CBC_SHA256

1.

FCS_HTTPS_EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS_HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS_EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [FBRIFCItmportofuser-data-withoutsecurity-attributes—or

FBPHFC2 mport-of userdata-with-security-attributesorf
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance
with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256], key size [ 160,
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256 ], and message digest size [ 160, 256 ] bit that meet the following: FIPS PUB 198-1,
"The Keyed-Hash Message Authentication Code, and FIPS PUB 180-3, “Secure
Hash Standard.”

6.2.14 R~ —RZAE D3

AHITIE, PP NEDDERAN—AZHEDIG | SIFHT v 77 — MO O RE R 7Ll 5,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT_TUD_EXT.1.3)
Hierarchical to: No other components.

Dependencies: No dependencies

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [ SHA-1, SHA-256 ] that meet the following: ISO/IEC 10118-3:2004.

6.2.15 2 = U7 HAE B AR HL

RER, R ST 28F8E7T5 SFR 1Z. PP 3815 SFR OIS ES Thd, BIVFHT B L ORI T T
TETLTWA, £2, L FIZIRRBEBY | ARIFIEIC DWW TRIE X2V,

6.2.15.1 &2 U7 A HERE AT OIR A7 IEAR L

Table 6.11, Table 6.12, 33X} Table 6.13 . CC BL PP 2N HLE T2 SFR A3 i 4 K AEMEL
A TOE 23l I U CWAIRAEME | T 2 L TR UM AENE . 38 X OMEAEMER i S O TE 4 P =7,
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Table 6.11: ¥ =2U 7 H§RE R OIRANE (1)

e TR s BRELTS il i
FAU GEN.1 FPT STM.1 FPT STM.1 — —
FAU_GEN.L, FAU_GEN.L,
Al CEN2 FIA_UID.1 FIA_UID.1 — —
FAU GEN.L, FAU GEN.L,
e A FTP ITC.1 FTP ITC.1 — —

FCS_CKM.1(a)

[FCS_COP.1(b), or
FCS_COP.1(i)],
FCS CKM_EXT.4

FCS_COP.1(b),
FCS_CKM_EXT.4

FCS_CKM.1(b)

[FCS_COP.1(a), or
FCS_COP.1(d), or
FCS_COP.1(e), or
FCS_COP.1(f), or
FCS_COP.1(qg), or
FCS_COP.1(h)],
FCS_CKM_EXT 4,
FCS RBG EXT.1

FCS_COP.1(a),
FCS_COP.1(d),
FCS_COP.1(f),
FCS_COP.1(g),
FCS_CKM_EXT .4,
FCS_RBG_EXT.1

FCS_CKM_EXT.4

[FCS_CKM.1(a) or
FCS_CKM.1(b)],
FCS_ CKM .4

FCS_CKM.1(a),
FCS_CKM.1(b),
FCS_CKM.4

FCS_CKM.4

[FCS_CKM.1(a) or
FCS_CKM.1(b)]

FCS_CKM.1(a),
FCS_CKM.1(b)

FCS_COP.1(a)

[FCS_CKM.1(b)],
FCS_CKM_EXT.4

FCS_CKM.1(b),
FCS_CKM_EXT.4

FCS_COP.1(b)

[FCS_CKM.1(a)],
FCS CKM_EXT.4

FCS_CKM.1(a),
FCS CKM_EXT.4

FCS RBG EXT.1

FDP_ACF.1

FDP_ACF.1

FDP_ACC.1 — —
FDP_ACC L, FDP_ACC.L,
DI ACRL FMT MSA.3 FMT MSA.3 — —
FIA AFL1 FIA UAU.L FIA UAU.L — —
FIA ATD.1 — — — —
FIA PMG_EXT.1 — — — —
FIA UAU.L FIA UID.1 FIA UID.1 — —
FIA UAU.7 FIA UAU.L FIA UAU.1 — —
FIA UID.1 — — — —
FIA_USB.1 FIA ATD.A FIA ATD.L — —
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Table 6.12: ¥ =2U7 H§RE R OIRIFNE (2)

w0 R BELTS il ik
FMT_SMR.L, FMT_SMR.L,

e FMT_SMF.1 FMT_SMF.1 — -
[FDP_ACC 1], FDP_ACC.L,

FMT_MSA 1 FMT_SMR.1, FMT_SMR.L, — —
FMT_SMF.1 FMT_SMF.1
FMT _MSAL, FMT _MSAL

AU FMT_SMR.1 FMT_SMR.1 — —
FMT SMR.L, FMT SMR.L,

A _WAVIDE FMT_SMF.1 FMT_SMF.1 — —

FMT_SMF.1 — — — —

EMT _SMR.1 FIA UID.1 FIA UID.1 — —

FPT SKP_EXT.L — — - —

FPT STM.1 — — = =

FPT TST EXT.1

FPT_TUD_EXT.1

FCS_COP.1(b),
FCS_COP.1(c)

FCS_COP.1(h),

FTA SSL.3

FCS_COP.1(c)

FTP_ITC.1

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS HTTPS_EXT.1]

FCS_TLS EXT.1

FTP_TRP.1(a)

[FCS_IPSEC_EXT.L, or
FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS HTTPS_EXT.1]

FCS_TLS_EXT.1,
FCS_HTTPS_EXT.1

FTP_TRP.1(b)

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS HTTPS_EXT.1]

FCS_TLS_EXT.1,
FCS_HTTPS_EXT.1

©2017-2018, >~+—7#kz(# (Sharp Corp.), all rights reserved.

42




Table 6.13: ¥ =2U7 rHRE ZEOIKAFNE (3)

P itst Y RTINS Rl s
FPT KYP EXT.1 — — — —
[FCS_COP.1(e),
FCS_SMC_EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(f), FCS_COP.1(f) — —

FCS_KDF_EXT.1, and/or

FCS COP.1(i)]

FDP DSK_EXT.1

FCS_COP.1(d)

FCS_COP.1(d)

FDP_RIP.1(a)

FDP_RIP.1(b)

FCS_COP.1(d)

[FCS_CKM.1(b)],
FCS CKM_EXT.4

FCS_CKM.1(b),
FCS_ CKM_EXT.4

FCS_COP.1(f)

[FCS_CKM.1(b)],
FCS CKM_EXT.4

FCS_CKM.1(b),
FCS_CKM_EXT.4

FCS_TLS_EXT.1

FCS_CKM.1(a),
FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),
FCS_RBG_EXT.1

FCS_CKM.1(a),
FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),
FCS_RBG_EXT.1

FCS HTTPS_EXT.1

FCS TLS EXT.1

FCS TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS CKM_EXT.4

FCS_CKM.1(b),
FCS CKM_EXT.4

FCS_COP.1(c)

©2017-2018, >~+—7#kz(# (Sharp Corp.), all rights reserved.

43




6.3 BT R A

LA ST DA FERT D EF 2T 4 IRGEEA (SAR) &, CC/3—h 3DIRGEZ T ARNI R T, A ST I,
CC /N—F 3 ITEFRSIN, PP ICRLIREN T2t F 2 T A IRFEA RN — R M ZDFE SAR LU TR
éo

6.3.1 Class ASE: Security Target Evaluation

» Conformance claims: ASE_CCL.1 — Conformance claims

» Extended components definition: ASE_ECD.1 — Extended components definition
ST introduction: ASE_INT.1 — ST introduction

* Security objectives: ASE_OBJ.1 — Security objectives for the operational environment
* Security requirements: ASE_REQ.1 — Stated security requirements

« Security problem definition ASE_SPD.1 — Security problem definition
» TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development
 Functional Specification.  ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents
 Operational user guidance: AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support
* CM capabilities: ALC_CMC.1 — Labelling of the TOE
» CM scope: ALC CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
* Independent testing: ATE_IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA_VAN.1 — Vulnerability survey

6.3.7 X2 UT LRFFEA AR L
EFe. K ST A F8ET % SAR 1Z, PP 3 HE T2 SAR L2l —E L TW\5,
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7 TOE ZRILAR

AREE, TOE X 2T 1#HE (TSF) OEREARAZ TR 35281080, X2V T (HEREZ/F: (SFR)
M7= SNDIEERT,

7.1 X7 B
AEITILEIC, 6.2.1 BiDMZE FAU BEAEICEET 5B A R 95,

FAU_GEN.1/FAU_GEN.2

TSF %, BEARDOEBEILK TITNZ ., Table 6.1 38X Table 6.2 ICFEiR L7z AU b0/ Z AT —
HZELUTAERKT D,

TSF 1%, BEEDORENE T2 G EA AU ISR ALZ BATEEA TH)3 I OW4 (945 175) %2 TOE &
VAT LTI InOREL, BT — X D,

TSF X, FFEDOFIHBE BRI ESEIARUNIUX, ZOFHEZE DT A48T A A DEEEIT
SHI )% BE AU NIBRE T A7 U 7 NI e L TR AT —ZICRLER T 5, 7272L, TOE H
B AR N AESETZ A TESYSTEM?, B 7 V=7 MR E CERWG AT NIA L FiEk 5,
TSF BB AT — X258k T A IS BT ANAEIZ OV, Table 7.1 12T,

Table 7.1: BT —XIZFesk T DG

A M N VIMEVE g, R

ifﬁf@%b Audit 15 Ina N/A O |NA

ﬁidﬁ)@’%@ 7AWt o A N/A O |NA

goan?pﬁf‘(;g @b 15 o Ca T O |#TLEVaTA
FBIFRRED IR a7 AL TAT

(I&A Failure) o |© 7S E NIA | NIA

("/:;jﬁ;f))ﬁ”” o |o EMETSTHBE (O [BILERs 4
SAT—FOET P SR ERSR&
(Change Password) o o REEATSRRE O )=t/ v
ornce coom vamey | O |© BEREATIFIE |O | ETEORI A4

Z—F DI e HIRLT=0 7 {2 (o
(Delete user) o 10 HIEREATTANRE | O — —FEHIBROEAIT Al
A oo [0 |0 BT R (O |SEINLI R — 4
FIRFE ORI D TR T MRS N—T R
R N—T DT o |0 EREAToTRAE | O BN RAZEORT A4
(Change Role) B HILDOMERT NV —T4
Wil L—7 D& e E
DU (Change Auth| O | O EREAToAE O | PRSI
Group Setting)

A IS0 A PR

(Change Time Setting) EREATTAH | O N/A

RIEEDE T R RIE Ak BT E R
(Change Setting) o 1© S © R HH DR EE

TLS {5 DR

(Comm Failure) O |N/A SYSTEM N/A |- RO H

* W5 T A
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— N
TLS i&#{5 DI HERRLAE D IP TRL %
(Comm Failure) CEFEFFO IP TRV A
it Eogay (O [N N/A NIA | itz 1m
»—/\‘»—u/}"‘i» '%E\&@@Eﬁ
BANEE BEnzo N
7R AMED e DOWNHEE PR ID X 0%6 54
(Modify Addr Book) |© |© SRATSTMAE O e s iz s &
7~ NDOWNEREHE ID
T —ALUT 4
Tr—0xT T TP F— T o7 ‘77‘7? 7:T]:HIJ0)77~J>~'7
Z—h (Firm Update) O |C FIFE O S
P T T TN DT 7 — I
T R—g

*1 A~URFEAE HERNSO 86010 LR TH LSS
*Q HMEAL BT 2 — AL LT B SRV IWeb R — PRy RT — 7 DWF DR RLEND, 72771, P TN/A? LR TNAED

I, PN/AERFLE D,

*3 ARUREREREIREL T RO WNT MR RILSND, 72720, KHFTN/ALLoTODHEDIE, "N/ALKLEIND,

AREHIZEI TS TSF AL X7 = — AL, Table 7.2 | R T LBV THD,

Table 7.2: FAU_GEN.1/FAU_GEN.2 |[ZB3 % TSF A # 7 = — A

AR AHE T —A
B DL E) * MFDDOEJHON (157 EHDE IHE [F5F)
BEARDOKT « MFD?D EJROFF
SaT DT « FDP_ACC.1/FDP_ACF.1DTSFAL# 7 = —AIZHEL . A —[F UL MAF ¥ /R
2T F oA NI AV T HREN D Va7 B R
FRAIFEFED I |« BRE/ SRV IWeb2— D o — — 2R EE | [ T/ A R
NP « BIEAFVOREE—RWebX—U T, [2— P —FH ][ —F—URRN»H
2—HF =B .
o — %k
PRAT—ROLETE | %%1?/**/V{£%“E%~F‘/\Neb/\°—*‘}f\ [— P — & ][ —F—U AR
a2 —H—%fEIE
m74w&m@£'%ﬁgigﬁ%ﬁ%ﬁme&ﬁyfilﬁfﬁgﬁyﬁlﬁfﬁwwm%
2P D o BE SRV DR E T —RIWeb2— T, [2—F —F )= [2— —UAR1b
T 2=V —EHIBR
MERRZ N—T"0D |« BIERFIVOREET—RWebX— T, [2—P —EFH]>[HEIRZ L —7105
B0 FERR Y v — 7 % X Gk
FIUHEOFTBT |« B SRV OB EE—FIWeb 21— T, [—HF —FH]->[2—HF —UZR]05
DIERT N—T a2 —HP—%fEIE
DIEH
MERRZ N—T"0D |« B RFIVOREET—RWebX— T, [2—P —EFH]>[HEIRZ L —7105
REDIEE MEFRY N—T A& IE
e | B SV DBRETE—RIWeb < — T, [ AT A E] Bk & [ H
RIRSADER | meseyns Bt emsans e n p
REWDEF |« BAESFILORET—FIWeb— T, FHREDSH EMEEZLEE
——— *FTP_ITCADTSFA L X7 = —AZHEL | FRFEY— N — [ — N —[FTPH—
TLSBIEORIC |20 U5 3 Lol 34T
. we | BB SRV T [T R AR D DR B SRR R % 54T
TRVAROIER || \weh 6 [7 KL RIE]—[7 FL R IE] ) SR SR I i 5217
T7—LTxTT | B SRNINEA TS AT R~BITL, 77— AU =T T o7 T —h e E
77 —h &
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FAU_STG_EXT.1

RSN T — 21, FTP_ITC.LIZHEV, Syslog 7 2 h=/L B LN TLS1.2 & W CES A — X — (2
EEIND, 20T —2I%, EEVPEENTHET, WA — I ITHEfF ST Sy 7 7 SIS R AT S
Do ZOXY T PRSI, 4 TSR T — 25 R 7T 2N TED, AT —FDOEEIL, #ilzicr
— ARSI AT TS,

%E*)‘~/*‘~f\@%@7ﬁ9€ﬂ&bh&% BRIV B L Web ~—2 o 1| ”igif/ﬁw‘/“%é&
AL, ST ECEMMICERE Y — N —~OREEHRITT 5, BEA -2, BEEY——
BRSO RNWZEEZ DO BNRFLI I, BB ~ O E TGE T 5,

Ry 7 PRI O A 80%LL HIZET DL, HLUAREHZ LIAMNIES A TEROWIIICHIRSD,
ZOHIFRIE, 7Sy 7 7 REIR O 33 T0% A 1270 S T2 RE AU CRERR S VD, 23y 7 7 EIRANHAR . D FED
Py 7 PRI 4 T HEOBER T — FDMRAESIVTRBE Tl Bzl S R T — 213Ny 7 78
WAZRAFENT | HIBRS LD,

/\/77 BRI ES N T —Z1%, FDP_DSK_EXT.1 IZEW 5k TR EEN D, £7-. FIH
FARFNCBEDLT | T X TOFMHFII Ay 7 7RI R SN BT — X T 7 EATHIENTE
2\ \O

AR5 TSF A 27 =—AX, FAU_GEN.1/FAU_GEN.2 ® TSF A2 # 7 = —A|ZHEL D,

7.2 B 5P —Fh
AFCIE I, 6.2.2 B M FCS Bk B2 B0 bR S0k 32,

FCS_CKM.1(a)

TSF 1%, B 1815 OfEfE L THWAIE PRl L C, BEAESCE NIST SP 800-56B, Revision 1 @ 6.3.1.1

HilZFL#D rsakpgl-basic 77T RSA &AL T 5, £ DFRIZMNEL 7258 #0E FCS_RBG_EXT.1 {2

1> THRT %, TOE 134 TSF IZBIL . TOE 5 A OILR-CRIAEMESL ORI B ALEE | & DV NTFFAR ST

B FEHEZ G /TR, ZOHE, FEE OBAEICLVHIBRSNDE T, WEBAR — VIR SID,

ARBEAEIZE T2 TSE Ao 27 2 — R, L IR TEBYThHS,

e FCS_CKM_EXT.4 @O TSF A2 ¥ 7 =—RAIZHEL | FIERIFREEAIFEL -7 . T3 MFD O ON (£
ENHOEIHS[FEE)

FCS_CKM.1(b)

TSF X, B S lE DA m—2aliBWnW T, llEHO e a a4k 35, B addid, TLS
BEATHTZNTY — =TT VM TIHAFE INDEEL DN OIS, T — 2 2R B LE B T5
T2 DR GEE T —HEMEET 570D MAC #4251, TSF X, FCS_RBG_EXT.1(2X5% RBG CTAJK
ST ELEAE VT, AES-128 DG 5 A — Al 555513 128 € MR D | AES-256 DI 5 AA—
N fili 95855013 256 By MNE D RIFREA A R L | fHAS E)UE) PIZERAET %, ET2,
FCS_RBG_EXT.1(2J1%RBG ﬂ%ﬁkéhhﬂézﬁc%ﬂﬂwr SHA-1 DI 5 AA — A 32545413 160
By MED, SHA-256 D 5 A, — R fd 355418 256 £ M2 MAC $#4 4Rk L | s MEAT) —
WIZIRAFT %,

AR5 TSE A2 # 7 =—A %, FTP_ITC.1 @ TSF AL X7 = —AIZHEL D,

TSF X, TOE % {& % O)alkd k36 L O TOE A1 k% O PR EhRF I, AR — V82 Sk 35720

DXL T, FCS_RBG_EXT.112X% RBG TAEMIN-iLE A VT 256 B MM DO #ERE 584 4=

L NI AT —1 NIRFET D,

ARBEITBITS TSEF Ao F 72— A%, UL NI RTEBYTHA,

o TOE X E/F¥M%L DO M)RlELH)

o B RNV DR EE—RT, [AT LR E[EF 2V T E] A NEH L OARENT —Z DY)
1D R A 52174 . TOE % L)

TSF %, TOE &% {& % OAElE EhiR45 KON TOE A A D PR ENRFIZ , WEBAR — IR AF 57 —

B BAL T 50 DORF S8 T, FCS_RBG_EXT.1(2X% RBG TARSIZELE A VT 256 £

MDA — 8% A AL, FCS_COP.1(AIZ K28 Sk A4 FH W TR EIEEAEY —1 IR ST 8

I 588 T S L L 7OIRBE AR AT Y —2 NIRRT 5,
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KRBEMEIZBE T2 TSF AL ¥ 7 = — A, L FICRT LBV ThHA,

o TOE s {E/E3E& DO AIalEE)

o BAE SRV ORET—R T, [VAT LARE]-[TF 2V T ARE] [N FHE OARENT —5 D)
B0 A A T#  TOE % /i E)

F7=, TSF 1L, TOE OFEJR ON B, NI AT —2 |TRIFSN TR BAL S IZ AR — DA i A

L. FCS_COP.1(AZ ko8t 5 kA I TRIHIEME AT Y — LITPRAFS T S 5 8 O 5 L2 AR

— VA W57 LAY A AES Rijndael T T %728, TOE OFERK £ TOM, fFEMEAT)—H

(RIS 20

AREMRZEATA TSF AL 47 2 — A%, LTI R T8V THS,

e MFD D& ON (fF B 5D B [FI1F)

FCS_CKM_EXT.4/FCS_CKM.4
TSF 2385 LA N O L, RELLIR ST I FES D,
o SHIE FAD IR s
B TOE ORI EOHIBRZ FAT U, RE gl U CiibiL, SERMRFSIV O D HEIK
Z Bty MIITCLE EEETHIEICIVEEESND,
REHNZBE 5D TSF A2 Z 7 =— AL, LA FIORTERBYTHD,
o BEAS L DR ET—RIWeb ~— T, [V AT LR E]—[EF 2 T 47 E]—[SSL & E ) Dk
FaRE B EAHI bR
o HIEHDE a4
TLS {3 UM ST R, REZREEE L T AL, SEDMRAF- S QO DRI 2 5 70 B DL EL S ©
EEXTHILICIVEEESND, Fio, FRMEATY— EICH DT, TOE OEH KT CHIR L, TS
o,
REHNZBE T2 TSF A2 Z 7 =— AL, LA FIORTERBYTHD,
« FTP_ITC.1 ® TSF A2 #7 =—AZHEC CRAAA L= TLS i@(E D YT
« MFD O#EJR OFF
o S g
B PR DME NG B AN T — 2 O #IH{E (Initialize Private Data / Data in Machine)z 3247172
BF, BB LS RIE T — 2 BLX N TSF 7 — 208 T R COHEEINDHZ LD, AR — VTR B
7RBEE LTI, AN — T DR SALIE A FH LT D 8ERE 58l [RAR I A B e LTl
AU, FCS_RBG_EXT.112&% RBG THAMRINIZELET 1 [A] EEXTHZLICIVIEIEIND,
KREMIZET2 TSF A2 47 2 — AT, L FIORTEBVTHS,
« BHEASFVOBRET—RNT, AT DRE]-[EF 2V T AR E] >[N OAEN T =20
WU LI DRI b2 5321 T
o ARl — U
BB DME NG B AN 7 — 2 O #IH{E (Initialize Private Data / Data in Machine) % 3247172
f, B BALSNIFIAE T — 2 BLOTSF 7 — 2R T R UEESNLIEND, RE gkl L Tlb
o, RERVEARY =2 IRIESH TR B{b S 7= AR — 8% FCS_RBG_EXT.1124% RBG T4
PRSIV ELECT 1 [A] EEE T L2 LIS ND,
KREMIZET2 TSF A2 47 2 — AL, L FIORTEBVTHS,
o BEASFVDOREET—RT, [VAT L E] > [EF 2V T 43K E - [N HH L AN T —F D
WIHUEI DI 2T
F7=. TOE OFEJR ON BRIE 5 SN7- AR — V8T TOE OB JRKT CARERFEE L CTHubi, %
PEAEY— BICH BT, TOE OEFEW CHEREL, EESN5,
ARBIEIZE T2 TSF A 27 2 — R, UL FITRTEBVTHS,

 MFD O EJH OFF
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FCS_COP.1(a)

TSF iZ, FTP_ITC.1, FTP_TRP.1(a) L FTP_TRP.1(b) (ZBIIZid(E T — X 5{bD7=dIz,
FCS_CKM.1(b)IZ k0 ARL L7 128 &'y hE£7213 256 & ME DI 5-#EL FIPS PUB 197 (2 #Efil-4-% AES
557 LT YA L% NIST SP 800-38A (ZH#EHLT2 CBC &—R CEIMET HZ LIS IVilE T — X DK B4k
BIOME 21T,

AREEIZBE T2 TSF A ¥ 7 = —Al, FTP_ITC.1 BX OV FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%
T —A|IZHELD,

FCS_COP.1(b)
TSF I %, TOE OF§aRaE i EE A K AREEAERICB T B4 ARk, FTP_ITC.1 ([2Xk5 % — N —GiEH
ERRFEB LV FPT_TUD_EXT.1ICEDT v 77 —MEREIZI VT, FIPS PUB 186-4 |ZHLES 4172
Digital Signature Standard %-iii 7= 7~ # & 23 2048 £ hD RSA 7 U # VB4 T /LAY X A (IDSA) & FH
%o F2, TOE OFEZRFEIAEE AN IZ X HREH B AR DB 4 E IV T, FCS_CKM.1(@)lz kb
ARSIz RSA 4 F 42,
AREBEHIZEETH TSF AL 27 =— AL, L FISRT 2BV THS,
o TOE DfzraE I EE A
s AT LARE][EX 2V T 45 E] > [SSL R ENT BN T aRaE I E DN E A STV REE T,
TOE % F i &)
« Web ~—2T, [ AT ARE] =[x 2T 45E] > [SSL BN O R EN F 2BV T [FEA]
Z AT
o — N —GE R ERRGIE:
« FTP_ITC.1 ® TSF AL 47 = —A|ZHEL D
o 7T —MRFE:
« FPT_TUD_EXT.1 ® TSF A2 # 7 =—R|ZHELD

FCS RBG_EXT.1

TSF |%. DRBG LN ES MO S#L7Z RBG 5T, DRBG (%, 384 By hd = hab —A RO fLEL
3 —R(Entropy Input)& %2 &9%, NIST SP 800-90A %iii7-34 CTR_DRBG (AES-256) Th 5, ZiLiL
i H BE %5 (derivation function)Zf# i L7z » CTR_DRBG THhY, o> — R4k (nonce 28 )13 L7,
ES (X, MAD/ N—RU =7 RX—20D /A X JF% &t AR OEIE THY, DRBG IZAJ)9% 384 b
DI —Z R OELE — N E2 LT D,

TSF 1%, ES 123U CHLEAE AR B L OVELEGE A I LA IRLATHZ & T 384 B ML Ep = by
—HEZ, ENEIIZ B4y DO T b —E ORI — R &2 T 5, ZhE DRBG 12525628
T S8 BRI 32 8L R AT D,

AREMIZEI T2 TSF A ¥ 7 =—A1X, FCS_CKM.1(a)3 L UVFCS_CKM.1(b)D TSF A >4 7 = —A|ZH#E
L%,

7.3 MIMAFHE T — 2 Rk
ARFICIREIC, 6.2.3 {0 X4 FDP BIHCMT 2B HE TG 5.

FDP_ACC.1/FDP_ACF.1

TSF X, FIHE 7T — 2B LORIHHE T — 2 OBE~DOT 7 2 A EZ1 T,
FHAZT =2 ~OT 78 A% i BFRRES B A (U.ADMIN), BLOFRIAE T — XA E T 50T
AHEEMELTREDITONI R HE Y A4 & — BT 5B FREES VTR HE OG5 8T,
FIRA#E T —Z~OEAEIZONT, Table 6.3 BLO Table 6.4 (2 SWFIHEBL O a7 4 —F—
WZHEALT 7B A BRI A ST 5,

D.USER.DOC 77 AHIENCEI 5 TSF A #7 =—A[X, Table 7.3 (T~ 9 LBV THD,

Table 7.3: D.USER.DOC 77 AH#NZBI 45 TSF AL Z 7 =— A

Hne BE | (B T7z—2R

Print (ZVh) Create |* 7747 L FPCHOBLHI 2 XELEIRL , TV —RF I/ —D%
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TE B 2SI 2 ST

Read

« BB SRV T, [RF 2 A N7 7 AV 7 D DCreatefif EIZ L DA — LR
ENT=T7 7 ANERIRL | FIZ ST

« BAERFILT, [RF 2 AR 7 AU 7D B Create i /EIC KD AR — LR
ST 7 ANE R | [BG A sl 951 % FAT

« BAERFILT, [RF 2 AR 7 AU 7D B Create i fEIC KD — LR
SNIZT 7 ANERIRL | [ EEE LU CHIT 512 54T

o FRLBMERICHIRIA AT

Modify

« BUERFLT, [RF2 AN 7 AU 7D BCreate B EIZ KA — LR
ST 7 ANVERIRL | [RELZERL CHIRIT 210 D& FAT

Delete

« BUERFILT, [RF 2 AR 7 AU 7 |0 B Create i /EIC KD — LR
SNTZT 7 ANVERINL | [HIBR] A EAT

« BAERFILT, [RX 2 AR 7 AU 7D BCreate i EIC KD AR — LR
ENT=T 7 ANERIRL, HIRRICT —2ZHIBR T 2R EE AL
CHIRZFAT

s CreateB{EA F1TH | BE SRV ORREE—R T, [ AT LK E]—
[ 2T AR E [ —#=D T E] [ 2 A b 7 ()7 7
— BRI EEFLT FLASE BLE O L BERARE

Scan (AF ¥ )

Create

s MFDDAF v ) —a2 =y MIFfaa Yy LT, BfE LT [
NAX X NPET L E 2—%F4T (BLF . AREfE4A CreatefFESc1&
I.53)

s MFDDOAF v —a =y MRz Y LT, [E-Mail], F72iZ
[FTP/Desktop]2»H7 L e 2—% AT (BL T, A#{E4 CreatetfESc2
EE5)

s MFDD A v —2 =y MIFRZ Y U T, #8E SR LT, [T
JVAX ¥, [E-Mail]. F721Z[FTP/Desktop] > DA ¥ 24T (LA
T, A E%E Createti/ESC3EIE.5)

Read

« Createff2{EScl. £7-IXCreatet#{ESc24 31T

Modify

« Creater{ESC2% F1T14 . 7L B a—WH D2 3T

Delete

- Create##1FScl, F7-IICreate#FSc24 174 |, [FLIAD AL E
). FEV ey NEFET

« Createff{EScl, £7ziICreatef{FSc2% F1T | [H— AW
g

« Createf#2/EScl, /=i Createffa/ESc2% HE4T# . T—RNERENHTE
—RZ20E2 %

« Create#/ESc3% I 714, #AE LT, [VEY N, FoIE[FEAIA I
Wik & AT

« AX v FL TR BB ST, [VaT R [ A v =] [ TR
EATH OV a7 b AFX Y FATTIERR Sz Va7 2 I /HIBR

Copy (=2E"—)

Create

« MFDD A v+ —2 =y MIFfaa By LT, #BE S LT [T
NaA =7 a—%FET (LU, AKER{E4 Create i/ EC1EFE
5)

s MEDD A v} —a2 =y MIFfEa Yy LT, #fE/ xRV T, [2E
=BT a—%ELT (LLT ., A{E% Createft {EC2LIE5)

« MFDD A v+ —2 =y MIFfaa By LT, #E SRV T, [T
Jbat’—], FE[EE = nat—%3T (LLF, AHEefE%Createl
YEC3LIE5)

Read

« Create#2{EC1. £7/-1%Createft{/EFC2%4 34T
o FREVEHR I — A3 T
» Createf{EC3% 517

Modify

« Createft{EC2% E171% . 7L 2—H N OREL FAT

Delete

« Createf:/EC1, F7-1ICreatefft{FC2% 1T [FtIADAL72FT].
[HEEZE BT HREHAIAR LRI T, FX[V 'y NEFET
« Createf{FC1, ¥7-IdCreateff{EC2A AT | [R— LB ANZ %

il
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» Createf2{EC1, F£7z/3Createf/EC2%4 /T4, E—RNF R NHE—
REGWEZ 5

« Createf{EC3% 1714, B{E VT, VYN, FiF[me—H
1R)& AT

o AT, BE SOV T [HIRIIR], a7 R~
VM= [FRIFEI TR O a7 Ibae — T CERSNT=va 7 %
ATV

Storage/retrieval (£&
TFEEOHL: FEax
YR AN

Create

s MFDDOAX ¥ —2 =y MIFRRZ 'y LT, B2V T [
VAR = [ARARIT I S3A ZEAF] [AF v R FE[FF = A
7 7 AV T [AEHDDIC AT v ARAET D] D A% v AR A FE
17

e T7AV T REFONICREL T, AF v, £20%, av’—%2 3T

Read

« BIE XL T, [RX2 AN 7 AV 7D BCreateE TR S NLT-
T ANVEEIRL, [543 <HIM], EIX[EEEZ L L CHIRIGE 5]
BFZ 51T

« BERFLT, [RX2 AN 7 AU 7D BCreate i E CIRfFS NLT-
77 ANVEEIRL, (B 3D Dk E & ET

Modify

R SRILT| [FFa AT 7 AU 7] BCreate i E TIRAFS U
TrANEIRIRL | [REELFE L THIRIS 21 bt a FAT

cBESRLT| [RF2 AT 7 AU 7] BCreate i /B TIRAFS U
T ANV ERL | [EE T D)0 O a2 I T

Delete

« BESROLT, [RF 2 A R 7 AU 710D Create i/ E CIRAFS L7
TrANEEIRL | [HIBR]Z AT

« WebX—C | [T 7 ANVLE] 2 [N ¥ 2 A b7 7 AV 7D BCreatedi
VETIRAES N7 7 ANV TR L, M) % 334 T

« BIE SRRV T, [RF2 A N7 7 AV 71 DCreatef fE CIRFS L7
T ANERIRL, HIRIZT — 2 ZHIbRT 258 E % A 9N LI
w AT

 BUE SRV DR EET—R T, [VAT LR E] > [EFX 2V T 4% E]—
[F—2 )T E]>[RFa A N T 7 AV 7T =2 E]D DN EE
FAT LAZE B O I ERE vl fE

D.USER.JOB 7 7 & AHIENC B2 TSF A2 %7 = — A%, Table 7.4 |- LBV THS,
Table 7.4: D.USER.JOB 77 AHIIEINZ I35 TSF Ao ¥ 7 =—A

HERE BIE | FT7x—R
Print (V1) Create |+ 7747 FNPCIBHIRIT A LE AR, TV A —RTA/3—DF%
EEHE O A EI T BAE SRV T [RFa AT 7 AU 7
B TAT U IPCINBDEIRIFAT CR— VRSN T 7 AV E BRI
BNl
Read |« #fE LT, [Va7 Ri]—[7 V> N—=[TRIFEATHRO a7 &%
EiN
Modify | N/A
Delete |« #{E <L, [FIRIFIE], 72X [Pa7 K] =7V N[ T
FATH DO Ta7 ) BCreatel E CIERS Nz Y a7 & L/HIBR
Scan (A¥F¥>) Create |* MFDDAFX v —=2=yNIJFfEEEy LT, B/E SRV T, [T
VAR ], [E-Mail], F721Z[FTP/Desktop]nHAF v % FAT
Read |« #{E LT, [a7 K] -[AFx ¥ —] [ TRIFATH DT a7]
Z 3R
Modify | N/A
Delete | #/E/ XL T, [Pa7 k] [AF v —]=[THIFEITHhDYa7]
DCreatefif/E CIER ST a7 & IL/HIBR
Copy (Z£™—) Create |« MFDDAF ¥ —a2=yMIFfAEy LT, #E LT, [
)Lar’—], i [Er = nar’ — A2 5T
Read |« #8{E/ XL C, [a7 R —[T VN[ TRIETHOYa7 45k

A
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Modify | N/A

Delete | 2" —34T71% | JRFR Bt IA A HUZEAE LT [V ], E21E[=
v — k)& AT

« BAESOLTC, [HIRIH IR], F2 [P a7 R —= [V M= [
FATH OV a7 ) BCreate B E CIrER S ILIZ a7 & IE/HIBR

Storage/retrieval ({# |Create |(PrfFIa7)

FEIROHL: R s MFDD Ay F—a =y M ifEz Yy LT, B S2 LT, [T

VRTFAYLY) WA AN [RARIT SAZRAF], [AF v ARAF]L FTIZ[FF= A
7 7 AV 7= [ARARHDDIZ A ¢ UARAFE T D] D AF ¥ AR A2 52
1T (LT, AEE%E Createfit {ES1EFES)

« 77 AV TR EZONICHEL T, AF vy, 3ot —%ELT (LA
T AHE{EA Createt /ES2LIF5)

(BOHLYa7)

cBAEARFVT, [FFRa AT 7 AU 7 Th B Table 7.3 TRk L T D
Storage/retrieval D Createff{/F ClrRfFSILe 7 7 AV AEIRL , [43<
FR, 73R EE AL CHIRIT 21052 AT
« BAE ARV T, [FRa AR 7 AU 7 ]h B Table 7.3 TRk L T D
Storage/retrieval D Create B CIRAFSNIZ 7 7 AV ZBRIRL | [HET
DI HE(E A FEAT

Read |(f&fFv =)

* Createfft{ES24 FAT# | BRE/ ST\ [Pa7 K], =" —Kel
[ZV R A VR [A v =10 D[ THRIFELTH O Va7 %8R

(BHLYa7)

« BE SRV T, [PaT RO FIRIFRH [V ], RERFI[AF v
T 1B PRIFATH DOV a7 28R

Modify | N/A

Delete |(frfFva™)

» Createtft{ES14 %47 | Jilfmme A A PUTHE LT [Vl
N NE S R SUSZA AN ey

« Createf{ES24 E1 T4, A% v KfXScany’a~ , =2’ —Kf{ICopy”
a7 ODelete% 1T

(BHLYa7)

o FIREA T4, B/ SV T[RRI AE], E2iE[Pa 7RI — [
VN[ FRIEATR DY a7 b Create i ETIER SNV a7 & h
1E/HIBR

« EEETHR, BIESFLT, [Pa7 R [AF v == [THI15E
T OTa7nbCreatefE CIERS -V a7 2 IL/HIBR
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ABCIIEIC, 62,9 HiO0RIFA S UAENF BLICHIT DB LRRE T 2,

FPT_KYP_EXT.1

K TOE T FCS_KYC_EXT.1 (T3 D8EF = AL ZA A DHEITHEE B4 L AR — DB TH D,

TSF (%, S 584 H B2 AT SRR ATY —1 WIS ESCTRATT 208, NEAR —
DIIFRAFELIR,

TSF (&, RHEEFEMEATY —2 PNIZHERE 58 TR 5L LT AR — V#2171, TOE OEJR ON R 28
5T B LT D AR — AR E AT Y — IR TE T 208, WERARL —ITIF AT LR,

FCS_KYC_EXT.1

K TOE CHEF = A NZB1TH BEV IZAR —V#ETHh D, AN-—U8#E, FCS_RBG_EXT.112k%

RBG TAEmS7=EiLEA F T 256 B MM TAERS L, FCS_COP.A(f)IzLp8 M 5z v,

FCS_RBG_EXT.1(2J% RBG TAMIIZELEA W TA RS 256 B ME D #ElT 75-8d CE 5{b/

BEEND, Fo T, TSFIL, T = AL DA BRI T, 256 B ML EDE 2 U7 4R A fife R L C

l/ \60

ARBEMITBITS TSEF Ao F 72— A%, UL RIS RTEBYTHA,

o TOE X ENFZEZDOAEEH)

o BAENRINVDOREET—RT, [VAT LR E] =[x 2V T4 E > EAE R L AN T —Z DY)
BRI FE4T1% . TOE % F L E)

e MFD MR ON (EENHOE IHL [F4)
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FDP_DSK_EXT.1

TSF X, XETF—4, Va7 ERB IO TSF 7 — X 2 B AZ L i R/ R EA N — U TH DN
EBARL — N EEIAT RS 407 FCS_COP.L(d)IZHEWV I 5L L T D EE AT, NERARL — U bk
AT BRE BT 5,

TTAL L RNZHEN, FTED FNETA TOE AT HZ L8, K ki B BRI A kS,

W AR — T, B S bSO D 0D, BARIZIL, S—T a7 —T NVEDT SARE
BRAESE, TOE 77— AU =T 2L 7= 7 — MEIK, BL O, TAX U AERAN LTI CTh D, i 7{bE
NDTEIRE SRR S—T v a BAL TR BISIL, B oAb S WIS IR B e T —4
BIOMWED TSF 7 —X 3 & £,

AFEIZE % TSF A %7 =— A%, FDP_ACC.1/FDP_ACF.1 5L FMT_SMF.1 ® TSF AL %7 =
—AIZHEC D,

7.10 B EEX
AEITIEELC, 6.2.10 HioA 7 >a B C2 IR+ 2E AL T2,

FDP_RIP.1(a)

TSF X, LLFDOLERY, A A= T —4% FESHETD,

o Va7 D= DITNEI AN — VIR T = WRAFSNIAA— DT — 2% Bi%a7 58 T £
IERFIC EEEEETD,

o RX a2 AT 7 AV T HERBICKONERAR —IRAF SN A A= T — 5% FIHF OBAEIZLY
HIREN AR FEXEET S,

EEXIBWTESIAL T —ZBLOESAT R, SLEICED 1R EEERT 74V L TRIES

FUTWB, HLA BB BRE DNMRAE SRV DR ETET—R, £721L Web ~—I T [V AT LR E]~[EF =

VT AR E] - [E R EIND[T —F U T ERE O EALE BT HIENARETH D, EZIALT

— 2%, LI 0x00~0XFF DRINH1 D DEZ RN T HZ NN TED, Fio, FEEIAAL UL, 1~10 [F]

OB THRETHIENAHET, 1EIZEICEZIAT T —HE R ETHILENTED,

TSF 1L LFRLOBEREZ T E DFAIL 7 THTREIL, IFEML T2 FERZRULL 2V, ZHHOREEE

1L, HAZ L AZBW [ Yar7 5% THOBEREZE (Auto Clear at Job End)]&FEIT LA,

ARBIEIZET2 TSF A 27 = — R, L FITRTEBYTHS,

e FDP_ACC.1/FDP_ACF.1 ® D.USER.JOB 77 A{ill{#llz 3155, Create/Delete #2{ED TSF A4~
T — RA|ZHELD

e FDP_ACC.1/FDP_ACF.1 ® D.USER.DOC 77t A2 3517 %. Storage/retrieval ™ Delete #a{ED
TSF AL BT =— A ZHEL S

7.11 57 —ZD5EHI
AREITIEEIZ, 6.2.11 HioA 7 ar B C3 IR T2 B A FLR T2,

FDP_RIP.1(b)

TSF i L, B{E SRV TEHLE OERITET, NERAR — EIZBHD T R COFHAET —ZBLO
TSF 7 —4% L EEEETD, 20L&, R TAN —V8IC B D 8EmE S8 A AR L. LART OO ST
FHEAIREET D, AREREIT. I TOE 2R BRI 45,

AREMIZEI TS TSEF AL 27 =—R T, UL FIRTEBVTHD,

o BAE SNV DOREET—RT, [ AT LRE]>[EF 2V T ARE] = [EAF B OAREAN T —Z DA
LU o RSEIE i 0

7.12 HLHIAZ L [ REIR RN FAMEANL — DT NS A LD DT —4 2
AECIE LI, 6.2.12 HiDFRIN~— 2T D1 12 B35 B AR A Rk 35,
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FCS_COP.1(d)

TSF (%, FDP_DSK_EXT.LIZHEWFIHE T — 2 BLOTSF 7 — 2 %05 B b B L OME ST 28, IRD LD
2479,
o K55
FCS_CKM.1(b) TARL STz 256 B MDA R %R Ol S8t a 5,
o BT /LTYR A
ISO/IEC 18033-3 THLESHLD AES 7/LF VR A FL TN, ISO/IEC 10116 THLIESHLH CBC E—FR
WD,
ARBNIZBE D TSF A 27 =— A%, FDP_DSK_EXT.1 D TSF A2 #7 = —A|ZHEL D,

FCS_COP.1(f)

TSF (%, FCS_KYC_EXT.1 (ZHEH8Es 5L LOME 5 DB, L FCS_COP.1(d) LFAERIZAT),

ARENHIBET D TSF AL 27 =—RA, LFIORT LB THD,

e TOE i {EE & DO Y)lal i H)

o BAE KNV DORBRIEET—RT, [VAT LR E] > [EF 2V T AR E] > A E L OAEANT — 201
WU UL 2 KT, TOE ZFiEH)

r.

e MFD O ON (18BN HLOE IHE [F1%)

713 REESN -8 G
AFTIEEIT, 6.2.13 HiOBIR~N— 2T D2 IC T2 ERHEE A TR T 5,

FCS_TLS_EXT.1

TSF %, TLS 1815 &L T TLS1.2(RFC 5246)% - 7R—h12,

TSF 73 TLS BfF 2BV TR —R D5 5 A1 —ME TLS_RSA_WITH_AES_128 CBC_SHA,
TLS_RSA_WITH_AES 256 CBC_SHA, TLS DHE_RSA WITH_AES 128 CBC_SHA,
TLS_DHE_RSA_WITH_AES 256 CBC_SHA, TLS_RSA WITH_AES 128 CBC_SHA256,
TLS_RSA_WITH_AES 256 CBC_SHA256, TLS_DHE_RSA_WITH_AES 128 CBC_SHA256 ;3L\
TLS_DHE_RSA_WITH_AES 256 CBC_SHA256 T& 5,

TSF I%. FCS_RBG_EXT.1 3L FCS_CKM.1(@IZfEV Y, TLS 1@E THWA Y — R —E#B L O
BRgEA ARk 9D,

TSF X, FCS_COP.1()IZfEv >y, TLS iR 2B 2iB(E T — X DOl S LB L OMEFE1T),

TSF %, FCS_COP.1(b)IZHV Y, FTP_ITC.LIZ R T H Y — N\ —LD TLS BfF I8\ T, $— S —GiEH
EMRFEETT,

TSF X, FCS_COP.1(c)# LT FCS_COP.1(g)ZHEV Y, -fTE Ny U TIC R D Ay B —VREREG &
(HMAC)% = TLS i@(E %179,

AR5 TSE A2 27 =—A %, FTP_ITC.1 D TSF AL X7 = —AIZHEL D,

FCS HTTPS EXT.1

TSF (X, TOE LVE—NMEEE LOBOBEERB L O TOE LUE—MIHZELOMOEEIZIHB VT,
FTP_TRP.1(a)3 L O FTP_TRP.1(b)IZ -7 mE HH/ S AZ 429572 RFC2818 (T & L,
FCS_TLS_EXT.1(ZH|~7= TLS Z'uh=LZ{# i L7= HTTPS i1s &3 95,

TSF 1%, VEe—NMNERE 13V E—MIAEIZE>TIZI74T7 2 PC LD Web 7574 —55 TOE @
Web ~_— 2 L TR ER M TN = 5A812, TOE 7T A47 > h PC LD/ T TLS g D xa L T
—alaRENi Uitk HTTPS 815 2 B4t %,

7747 2k PC 35D TOE @ Web ~_— 2B i BIFERERB LT R TOYE—MEEIZR LT,
HTTPS {5 2338 H S5,

ARFEIEIZEI T2 TSE AL 27 2— A1, L FIORTEBYTho,

o Web ~X—) 5 TOE %Y E— Mgk
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FCS_COP.1(g)

TSF (X, FIPS PUB198-1 |ZHiE X417~ The Keyed-Hash Message Authentication Code 351 O FIPS
PUB180-3 (Z#LiE =417 Secure Hash Standard Z4ii7= 7", Ay —IF AV AMNEDY 160 B M CHEE
160 £ D HMAC-SHA-1, F/2i3Av—UF AV 2 AR 256 By M CTHER: 256 £ R
HMAC-SHA-256 (256, ST &Ny o T2 R D Ay B —UFRREF B (HMAC) 2 FiVW =@ (5 2179,
NN, FCS_COP.L(C)IZHED SHA-L, F721% SHA-256 DIF BNy 7 —E Z& AL, /N
v afiEE R T D,

AR TSF A X7 =—A X, FCS_TLS EXT.1 D TSF AL Z7 = —AZHEL D,

714 BEHE T 75—k
AETIEEIC, 6.2.14 HiORIR~— 2T D3 12RT 2 TS TR 5,

FCS_COP.1(c)

TSF %, FPT_TUD_EXT.1 3L FCS_TLS _EXT.1 (2B} v =flid 512, 1ISO/IEC
10118-3:2004 |21 &1 5 SHA-1. F7-1% SHA-256 |ZiE~ 1=l B s o 7 — 2% 5,
A2 TSF A2 27 = —A%, FPT_TUD_EXT.1 BLWYFCS_TLS EXT.1 ®D TSF AL 47 =—
AIZHEL B,
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8 f&

ARETIL, ZRERB L O MR E#

8.1 HI&k

Y,

A ST EHENDHFEON, 2 FTHA TEL WS CC BLOPP TEHRINT-HZEICOWTL., £
DEFRNED, TN DO HFED EFH% Table 8.1 1Z~7,

Table 8.1: ST TSN A HFED EF

B E %
IP7RL A IPIZEBWCHRIGHE Lo B a ik n 3 57O O 7,
TOEDWeb~<— |[TOETHHMFDDOVE—MMEERI/FEL T, MFDNBWebH— S —3 gt 5°%
| Web~2—> Web~2—3,
Ri AESIZER SN 57 VTV X A B E 13~/ —DJoan Daemen &
ijndael . .
Vincent RijmenfX,
AA—DF —H AFE TR, MEDDO A RERED D —IRSCIE DT U HVT —H %67,
TV =k [ FORREREE ., BERSREORE 2 5 A SHARRRICHIRBHR A k3 B35 &,
I MEAEY — IR UV GLIBN A DHE KT AR E,
HAR 7V NI E A AT IR LT D& FE T,
arbo—F—a= |MFDERKRZHIET 2 E, TOED Y 77— =T 2 F{ 79 57-8DCPU, fEFRMA
vk EU— HBA, ES, RNERMEAET)—FEEHT5,
SO T | MPDDa b —a s M 57— b T
RN RE2 AT 7 AV T REREIC KOIRTE LT A A= T — 2% L, BRI, 255, 7L

Ea— FIFHIBREITIZL,

Ay F =yl

FRREAX Y L CAA—Y T — X e fGhitE, Ot — AX v R 5 B L OAT v
BRIFOBIE 35,

R A 17 7 AV T TRRED—, B B B CRTAA—D 7 — R &R A

PERE e m VRO TL A,

2 A;ﬁﬁiﬁ%@f:&)\ TaT DAA— DT — B e H N AN — I 5

AR L MFDO EfilCh 5= —H — (2 57 x =2l 2=vh, R — B L0 FHR(E
ROWRBT AAT VA& T,

RX¥2 A N7 74U |MFDABOIRA A A— 2T —HE B D5 % CRHRE CEAENTT AT . NET

v AR —NARTE T DR,

PEZRAEAE | N R B RS A TOEA KRNI Bk S =Rl &

T7—hUxT TEIRD ~N—R =7 Z FIE T DT Fea A 2T T T = 7,

REFMAE)—  |[BREY> CH R BNAE R T 5N CE bR lB kR,

AE— SUEERE. FORERE T IC I EERE,

ek FU N NS W R B E Lo AT Ly sh i L. B E i BEREEE LT
BT 7 B A S A CENE FTREIRAEL U7 BN,

=Y 572 SAT —R )Nk L C A S5 CL SAT — RO 215 IEUTIREE,

8.2 M&5E

A ST T HESNAIEFED E 4 Table 8.2 12”7,

Table 8.2: ST Tfi HH XN HMEFED EF

Gt EF
AES Advanced Encryption Standard
BEV Border Encryption Value
CC Common Criteria
CM Configuration Management
CPU Central Processing Unit
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i EF%
DRBG Deterministic Random Bit Generator
ES Entropy Source
Eglgl;s PUB Federal Information Processing Standards Publication 197
HBA Host Bus Adapter
HCD Hardcopy Device
HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol
HTTPS HTTP over SSL/TLS
I/F Interface
IP Internet Protocol
IPP Internet Printing Protocol
IPP-SSL | IPP over SSL/TLS
IT Information Technology
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code
MFD Multifunction Device
MFP Multifunction Printer, Multifunction Peripheral
NIC Network Interface Card, Network Interface Controller
0S Operating System
PC Personal Computer
PP Protection Profile
RBG Random Bit Generator
ROM Read Only Memory
SAR Security Assurance Requirement
SFR Security Functional Requirement
SSL Secure Socket Layer
ST Security Target
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
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