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1.

1. 1.

1.2.

Xerox C7020/C7025/C7030 tzFz1l714—0vk

ST #%&% (ST Introduction)

AETIE, ST SHE. TOE S8, TOE#IE. 54U TOE

ST &M (ST Reference)

AEITIE ST OFAERHREFRT S,

IR ICONTEEHR T B,

Xerox VersaLink C7020/C7025/C7030 Color
"4 Multifunction Printer \—RFF42D, 77D AFEETIL
tFa)T1a-Hyhk
N=Y3y: V1ii.1
1780 2018 4% 4 A 27 B
e EX OV EH

TOE 88 (TOE Reference)

AEITIE TOE DFFNEHREE LTS,
TOE (% VersaLink C7020. VersaLink C7025. VersalLink C7030 ELTCE#I{ET 3,
TOE &(3. FEHTTRICHET S,

TOE %&:

Xerox Versalink C7020/C7025/C7030 Color
Multifunction Printer \—FT4AD, I70AFEETIV

. -Controller ROM Ver. 1.11.33
TOE WN\—V3v:
FAX ROM Ver. 2.0.8
BFE: EtOvwaAk &1t

SE)N—RETFARD . 77DAFEETIVEIL. VersaLink C7020/C7025/C7030 ICFa2A T YavEE#E UL
BRTHD. \—ET1RDIOWTE, HohUHhARET B RIERNEET S,

-HEEEIE R+ M()\— FF125):EC103355
- 77H A%y :EC103351(3 Line)

HROEEII TR THD.

Xerox Versalink C7020:
Controller ROM Ver.
FAX ROM Ver.

Xerox Versalink C7025:

Controller ROM Ver.
FAX ROM Ver.

Xerox Versalink C7030:

Controller ROM Ver.

1.11.33
2.0.8

1.11.33
2.0.8

1.11.33
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FAX ROM Ver. 2.0.8

1.3. TOE#ZE (TOE Overview)
1.3.1. TOE#EHBIUVEELF1UT1#8E (TOE Type and Major Security Features)
1.3.1.1. TOE M#&%R| (TOE Type)

A TOE F IT ®AETHN., IE—HERE. TIVA—EE. RV MI—DAXv UL, T7DABREER TBTY
5)L#8 & #(Multi-Function Device B&#: MFD)T#% Versalink C7020/C7025/C7030 (LA,
HB(CTMFD1ERRT ) THB,

TOE (&, MFD £ 0%, TOE £)E— MEORERY -V LZRNEXET—A. YaJ1ER. TOE
BRET ALV EF LI T EEOT T IEEBNORETSTLHOESILRIETONIICLZEET—
SORECHIETIHATHD, Fh MFD (CENLEBENEZ. REN—FTF ADEEBICETEINDX
ET A FRAFEIXET FETEBRBNORET IHOHEEL TOE [CEFND,

1.3.1.2. TOE DO#£8EFERI (Function Types)
Tablel [C TOE Mt I3 R MmO REIRERIZELHR T B,
Table 1 TOE HMEH#E T 1AL HERETE A

HERERE A TOE MRt 5 516E
SRENRIVHEEE

-OE—#8E

OV

XY RI—=D2AF v Ui EE

- P AR RE

-Embedded Web Server ###E
‘N=RTAADERT I LEEHE AR
N—=RFAADERE T IE 5L HRE
- 1Y —FRRE A RE

VAT LEBECX1IUT EEBEE
tHa)T1HRE HANI—IVIZTREHIBREAE
-EX1UT1EEEOTHEE

-REBRY MDD T —R{REEMEE
AVTAA—av 70—t Fa) T4 #EE
-B2TAMERE

EAHaE

- ATOERN—-FTIADERT A LEEHEMEREN-FTADERT IESLHEER AT L
ERMREL TSt REIN— FTAADEENBATHD. 7T 0aVDETINTIEIBALEETILE

h%%.
- ATOERT7DAEEEFI AT HLZRREL TS, T7DAF Y MEBALEB TS ENREATSH
%o
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- IV R FERATIEHICE. TOE NO—EFIREIIMT7U MLV VAT LEBE DA77V M
TVIR=RIA N VA R=ILENTWBENBETHD,
- Y- RAERRE(CIEARIRFRRE AV BREREE D 2 FEEEDEREE A XN BN, FHEICLD TOE [REL LI DER
AKX TENMET D,
ASTHTIE. CO 2 FBFEDRI AR TEMEN R SIZS(EBAGE SN, T 4FCHHEL TR IMEEE.
ELoDRI AN TERILEMEET B EEERT D,
SMEREREE A X CIE LDAP ZREEE Kerberos RBEEN$H%.

)
- KTOE M USB 7))V N REAT VAV M AR E T ESIICLTWBEHFHBEDERKICEEN TV,
i€->T[Store to USB]&[Media Print]dRAVIZZEISRIVIZIRNG LY,

1.3.1.3. TOE MERZETELF1T1H#RE
(Usage and Major Security Features of TOE)

TOE OERFEREZELTICRT,

- OE—HERECIRVE SRV REICED B SRILD DO— AR FI B DIERICHE L. IIT TRIEEHHAH
IOT LNENRIESTY. R—RFBOEHTOIE—MERSNEZIHE. IIT CHRARAVEXETHE. —
B MFD OREN— FFAADEEICERE SN, FEEEBEE. NEBN— FTF1ADEEN A H SN TH
RlEn3,

- TIUR—HEEICED. FIAE DA77 M oEESNZRIT 2271V R—ZXUTHIRIT %,

- Embedded Web Server #gE(CLD. Y27 LEEE(E, Web 7595 %E LV MFD ([t LT, TOE
BETHADHERPEERAEIT,

- RYRD=DAF v UBRECIRE NIV REICED . BRI o OF AEDIERICHEW IIT TRIEEZH
#HiAHICMFD [CERESNTUVBIERICHKHST, FTP =)= Mail Y= N—-AXETF-ADEEEIT
Yo

- TPDRERECARENNRIVBRBEC LD, DJPDAEZEEITI. TPIAEEREERIDOOFIAE DTG
RICHEW IIT CIRFEZS A A H . AR BFERMAICLIERSNEFRICXET-IEEETS,
I7DAZE R AR EFERRMICLNIERHEFHEIOELINTEXET—AEZIEL. T7DAZERYIA
ANEIL. DATLEBEENMRENRILDSEIRIZST.

TOE FUATOtF1) T8RRI TS,

(1) N\—FF1ADEBET I LEEFHERKEE
6= TIVA—BLUV AT T —F DB EEEDENER . N\~ FTAAVEE(CEB NI AZH DX
ETADLEEFHEEITOHEETHS.

(2) N\—FF1ADEET - HES L
IE—. TIVA—BLU AT v T —F DB HERED N E R PR EBE R E RO\ — FTAADEEICETES
NIXET DB EILZITIREETHD,

(3) 1—Y—ER5rHeE
RSN EDFIABELIFIC TOE OMRERE AT ERZIFLEILDIC. RIENRIVFLIT—HR
FAEFEDIZ17 O Embedded Web Server ho 1—45—ID &1—H—)IA0— FEA D SHTHE I
FREEL. TOEFEAD 7 AKIEZEET 148 THS,
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FIREDIFAT7Y DD TUY F 3T (DT, TOE (E&FSNE1—Y—ID #3950, SREEET
(CYa)=EFETD,
(4) VATLEBEECX1UT B
BENRRVFEROATLEBEDIAT7Y Mo, BB LUREESNZVATLEEREN . TOEOLF
IUTAHEEEICRAT AR EDSBRELUERZVATLEBREDOHNMMTASLOICTIHEETHD,
(5) DAM—IVIZTIEIEFIRRHEEE
NAMR—IVIZPN TOE DX T4 REICEAT IR EDSBELUVEEREZTELGCTEIVATLE
EEDETEKEETHD.
(6) EF¥1UT1EEEOTHERE
WD, BN, EDLIBIEEEITOENELVDBRPEELGAAV MBIASESPHEREE. 112
ERE )R, BIMLERT BT DIEETHD,
(7) AERYI—DT—H{REREE
RERYRI=D LICEATEIXET AL, VaTER. tF1UVT(EEOTT-3HLU TOE
EVWOBIET-SERETIHEETHD,
— ARG EE SE@EFO ML (TLS, IPSec, S/MIME)IC®IET 3,
(8) 1V74A—=2av70—tFa T 1HEHE
SERA VU B—T71—AERERRY FI—DRAICHFREF AT SN BLESEHIBR T2 8 THD.
(9) BCTAMERE
TOE O TSF 71— RBLU TSF T—ADTEMERIITI/-HDHEETHD,

Ko
it
J1
&

1.3.2. TOE #|A#®E (Environment Assumptions)

ATOE [, IT HRELT—RRBRBA T/ AL, T7A P04 —IBETHERRY FI-DDBEN HIRFES
NEEREBRY IO =D, AR BEFRHASIUVFIREI M7V RSN TRIASNSEFEEELTY
%

TOE 0BEISFAREER 1 [CREHT B,

-4 - Copyright® 2018 by Fuji Xerox Co., Ltd
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KT SN
"\ RYrI=H y
S A
! —
Q — M FIAEDSATVL | fRFIFIE
.. , —EFAEDFA PV
B e T FUUB— k54
Web 75 ] | FB— £S5 )§—
— AR L AT 7
oA=L !
S—— USB
fOE ‘g= )
Q VATLEEE JpU . E
A D347k .
vazL | WebIIVF =
EEE
[ Mail 4—)i-
IR
([ DNS%—/i—
[ LDAPH—/i—
| Kerberos #—/\— | —BFEE HAN—  VYATL
IVIZ7 EEE

1 TOE 0B FET 3 RIRE

1.3.3. TOE LS DON—FII7#EREY T o174 (Required Non-TOE Hardware
and Software)

®-1 [SRT FIRBREOH T TOE [ MFD TH, FE0 TOE LSO\~ KITPELUY T ITT7hTE
ET3.

(1) —RFABIFAT7VUH
N=FOIP[ERAD PCTHN, TIUA—RIANDBAVAR—IENTED MFD [CRHLTXET 30T
U RERETOITENTED,
USB TA-AILEFRSNTWSIEE . TIVA—RFSA NIV AR=ILEnTHED MFD [ LTXET—
AT FEREFTITENTES,
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(2) YATLEBEDSATUb
N=FII7IZAAD PCTHN. Web F50H%ERALT TOE [CxULT TOE /ET—HDSHBYER
EITHICENTES,

(3) Mail #—/5—
N—FH17/0S [$FLFAO PC FrlFH—/5—THD, MFD [A—)ILTOILERVT, Mail #—/i—&
XET-HADEZEZITI

(4) FTPH—J5—
N—F917/0S [FRAD PC FEH—)\—THN. MFD (F FTP ZOMLERAWT, FTP H—/)\—(C
XET-IDEEEITI

(5) DNS #—/{—
N—=F917/0S (ZAA®D PC £IEH—)\—T®HN. MFD (& DNS 7O FILZFHLVT, DNS H—/\—hH
b IP 7 RLAEHREERIFT %,

(6) LDAP #—/{—
N—=F917/0S (ZAA®D PC £IZH—)\—T&N. MFD (& LDAP 7O FILZFWVT, LDAP H—/\—
h o Bl FREEEHMOERIGZ1T Y. FLAABRZRINIELTO SA FHREEFT S,

(7) Kerberos H—/)\—
N—=FH17/0S [FARAD PC FzFH—/\—THN. MFD (& Kerberos 7O ML ZALVT. Kerberos
F—N—h oA R EROEIF Z1T I,

(D). QO—MEFABAEZEIZFAT7V VAT LEEBEDZ17 Y bD OS (& Windows 7, Windows 8.1

£33,
(6). (7)® LDAP H#—)\—& Kerberos #—/\—(3 Windows Active Directory £33,

-6 - Copyright® 2018 by Fuji Xerox Co., Ltd
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1.4. TOE &t (TOE Description)
AETIE. TOE OF| AERE]. TOE OHEBREEH . BLUMIBMERFHICOVNTRRT S,
1.4.1. TOE E:ENFIAEREE (User Assumptions)
A STT.TOEI(CRULTHEETSFIAEHRE|Z Table 2 (CEEh TS,
Table 2 TOE W' #EE 33 FIAE&E
Designation PP Definition &
U.USER Any authorized User. FAFEICEZETD,
U.NORMAL A User who is authorized to —RFAECEZETD,
perform User Document Data TOE hR#t 9 %I —HRE.
processing functions of the TOE. | 7UVA—#gE. JPDARERESE
O TOE ##aeDF A&,
U.ADMINISTRATOR | A User who has been specifically | YATLERE (KW EEE
granted the authority to manage | & SA)ICE%%T 3,
some portion or all of the TOE and | TOE ®YATLEEHE—F
whose actions may affect the TOE | Tz EBEITOZHD4FHI
security policy (TSP). BHERZHFOFIHAAT. TOE
Administrators may possess DEENRIB LU Web 735
special privileges that provide DY EERLT, TOE #3230
capabilities to override portions of | BIfFREDSR/E#H. HL
the TSP. U TOE ¥ 1) T(#48ERE
DSHB/BHDHE(TOFI A
.

TOE Owner A person or organizational entity | fA#OEEEICZET S,
responsible for protecting TOE TOEZFERAUGERT 2%
assets and establishing related DEFEFIEES,
security policies.

NAMR—IVIZ? - NAMNR—IVIZ7ERDIY

R—J1—-2%FEALT, TOE
DBEMERTEEITOE,

1.4.2. TOE mim¥ErIEEE (Logical Scope and Boundary)

TOE ORI TOT 5 LDEHEETHS.
2 [CTOE OimERERERLIR T D,

-7 -
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AT i 6 B —RFIREBDSMPU L (WebT50H ., TUUE—FI1N)

- DATLEBEDFMTUE (WebT50H)
H—=N— (FTPH—/\—., Maily—/)\—, DNSH—/)\—, LDAPH—/){—,
Kerberost—/\—)

A

- AREBEEEEIRA (T7D2R)
-—RFAE. VATLEESE

TOE BNV HERE
-Embedded Web Server #4fg
- JE—#AE

-T)Uh—HRE
"R R =D AF v UHERE

- TP A RE
ChanneI(S) =\— F;47\0§$§7—:_QE%%1E%‘§E Channel(s)

- 11— —FRREHLRE

- VATLEBE LX) TAEEKEE
HAN—IVIZTRVEFIPRHERE
LX) T EEOT R

-AERRY FD—D T —R{REEEE

AV TAA—=3av 70—t X 1YUT1#EE

-B2TAMERE
User Data TSF Data
User User TSF TSF
Document| | Function Protcted Confidential
Data Data Data Data

REN—FT1 205 E/NVRAM/SEEPROM

2 MFD Q& 1=y & TOE MimIE A B

Channel [ZIZLLT®D 4 20581 THH 3,
a) Private Medium Interface
BHROFMABNRFCPILATEEDTERVEERILPO-DILI VE—T1—2,
b) Shared Medium Interface
BHOFAEBENRFICIILATEICEDTEDIRYNT—DFEDIVE—TI— A,

-8 - Copyright® 2018 by Fuji Xerox Co., Ltd
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c¢) Original Document Handler
N—FIE—D User Document Data % TOE (CERiX T3 AN L
d) HardCopy Output Handler
User Document Data &/\— FIE—T TOE OSMIERETEIANZX L

1.4.2.1.

TOE W2t 95 E A HEE (Basic Functions)

TOE (I—fBFIAFICH LT, T2 Table 3 OLSICOIE—#EAE, TUUA—HEE, RV MI—DAF v
B, J7DARERE. 1215 \R IV EER LU Embedded Web Server #Ee#12 93,

Table 3 TOE OEAKHEHE

tHRE Bm=
JE—#ae AE—-HEEeE . —RRFIRED MFD DR4ERILDOIETRET S E(CED, IIT

CTIRiaEHH D 10T MoFRIEITIHAEETHS.

Bl —EROEREHOIE-MERSNTEE. IIT THRARDAVEXET
(. —B MFD OREN—FTAADEEICETRSN. f5E AR ME. RERN—F
TAADEENOFHH HENTHRISNS,

TU5—HRE

TV e —RRFIREN—RFAFIFMPVMOTIV METET S
EFNRIT—5D MFD AE &SN MFD REDRIT—3&#FHTLEY by T T—43
(CEH(TIVR—X)LT, IOT hoFIRIZITOHRETHS,
FETVUA—HEREICIE, EHE IOT hoEIRZITOEETIV b EVvIvTT—
BE—BFRICRERN— FTAADEEICERL T, — A AEMREIIDD
ENRIE R & LIZRE R C IOT D oERIETIEE TV M.

29— UHEE

FYRI=D2AF v BRI MFD [CERE SN TLBIFIICHELT, — iR FIAEN
MFD D#4E) S bRFaESH BRNRICEEBMIC—MRFIRED ATV b,
FTP #—)\—. Mail —IN\—AERiX T 288 THD,

TPDARERE . D7D REBETPDARENGBD. T7DAXEF—RFAEN
MFD DIRENRILDDIERET D IEICED, IIT TIRIGEFRA BN, NREFE
EHRBICENEBRSNTHFHRICET HEEET S, T7IARBRAR

BERRAEN U THERAFEIOEON TREXET 4. RIELTIY
AZERYIANEIL ., VAT LEBENEE RN LRI ETOHEETSH

%o

1BE RV RE

RAE SRV BEEE— A RS, VAT LEEE, HAP—IYY=7H MFD
OHEEEFI AT 3O DBIEICHELR 1 — 1V JTA AR TH.

Embedded Web
Server {gE

Embedded Web Server #gtld. —f&FIREN—RFAEIFM7V D
Web 750H &N UTHEET DHEETH .

VATLERBER. VATLEEBEDI(AT7V D Web F50YMb Y AT LER
EOIDENAT—FZ2AAULTMFD (CERFEENBE. YATLEBEEEF1UTA
BEEBEECEID TOERRET—ACTPDEALTT—AZE#HITHENH XKD,
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1.4.2.2. TOENMRETIEF1UT1#8E (Security Functions)

A TOE BRIAZCHLT, UTotF1)T1HaeEirit 5.

(1) NV—RT4ADERT I LETEEEEE
AEN—FTAADEBICERINSGXET AL, FIRANE T UTHIBRENSEICE B FERIZ(TNHEI
BREN., EESNEXETHBREEIBRENGL. COHREN— T4 AVEE LICFREH X
ET-AELTHREFEULLRREICES, COMBEEMARTILHIC. JE—#EE. TIUA—H#EE. Xy bD—
DAFvUBEE. J7DABEED VT T RIS, AEN— RTA AVEBICEBIN A RAEAXET—
BIZxLT, LEEFHEEIT.
ERICMAT, VATLEBRENRE UEBZFEI a7 R CEENEFHIBRLTLESEE
3 2HAE(On Demand Overwrite)&i21t9 3,

(2) N=FTAADERT-HrESbikae
REN— RTAADEELR>T7DARERYIARDXE T —ADIOICERNA TSN TEHEIERTET
—ANH%, COMBERRRT BIHIC. JE—HEE. TUVE—HEE. RYMI—DAFvUikEE. J7D A
BB R PR IR ERFCREN - FTA AR BICEENSIXET AN S 1L EITI.

(3) 1—Y—3R5rHkeE
TOE (&, BFaISnIz4FEDFIAELIFIC MFD OBEREZE AT HERZIFLEILHIC, BENRI.
FAEFEIZ17 r® Embedded Web Server o 1—45—ID &1—H—)\AD— FE A QW SEHTEHEAI
AL BHREEHR T B,

RN R LRI AEOH N T EEDREEEE AR 8EE B S,
a) AKBENSRIVTHIEISN DA
JE—HE8E. T7DABBEGEIE) . RV MI—DAFvURERE. JPDAZIERVD AIREREEE. TV
B—tRE(TIVUA— M NTOERET)Y MO ENEH THIENRIEFICIRVE) IRV CRREEY
3)
b) Embedded Web Server THlfHlah 3 #4E
WK EEOR R, Va3 IKE - BROR TEEE
TXa1) T #REE LTI Y — R RE R . MBENEROFAEICBNTEILTREN-FT1AD
KENDXETIERIEISGRH HTEEMHCHEETHN ., LEEDRRECLNFIHSNIHEEER D,
KARBRIENRIDOFRIET IIHZEDERT )Y MERES LU 7D AR E RV AR e REN X2 T4
HREICEZE T,

BTV MERE. J7DAREBERYI AR BEDFREEVO—%&H 3 (TR,
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FMAEDDFATV L
TIB—FFAN

(o, )

BTV
IPARET-8 | T7IARE
DIVIP

BAENRIVDDEREE

!
\_ a8 -

M 3 BRIV MEIPIAZRERYD ADEEEE 70—

o EFRET)UMEHE
FMRABENFABIZIT7VEDTI)VE— RIANTER TV R ELT)Y METRET L. MFD (ZE
RIF—3%EY by T T—RICE#(TIVR—X)LTA—Y—ID CtDEFE TV FeLTREN— FT4A
DEEBIC—REETS,
FRABEE—BERINLTIV M —IEMHERTBHIC. MFD OFE/RILHAL1—H—ID &/{AT—

FeAAL. BEESNSHEI—Y—ID (SIS LETUY MESDUAMIINR TSNS FIAZERIDUA
MONCENRIE TR FEXBIBROIE RO AIEE S,
o TPDARIENYDAIREHLRE
M 3 [CRRRENTLEWTPDAR—
BETHd,
TPIARET —RETPIARERYI AN T B35S LI 1T -EBEEIATH T ARBEERMEE
T U T F D XN TR TPV ARIBET 7D ARENYD AT HE TR HEEB D,
TPDAZERYIAR . VAT LEBEMRE IO —ID &/SAT—F2 A 51T %E MFD A
BICEHINTZI-Y-ID &/SAT- =BT ETIVIL. —HUIZHE OH BRI LikyD
ARDT—ERERT SN FIREETEN, FNRIDEENFTREET S,

RFMDIPDARAEIRYDAICETPDARE T —HEAEINT S EN'AT

& TOE (4. $3HEOF AENEHIBEREHLEZLOIC, YATLEREE- FAOTIEAEVA

TLEBEICOHCHIFRLT, BESNEIATLEBREDHC ZENRINDTROTF21)T14EEE
DSREFXTEEITOEREFRIT 5.

- B BZIOSRERE
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- TLS BISHAENS R TE

FEARTOE ZVATLEEEDSA7Y Mb Web 7505 %18 U T Embedded Web Server ##E(C
D BNV AT LEEEDHIC. Embedded Web Server #EEIC LN T RO EF 1T #EBED
SRR ETITOEREZIFIT 3,

s N—RFAADEET A LESHEMEDSBERTE

- On Demand Overwrite #48ENSBEHRTE

- VATLEBERIAKICLE 7V AIEEHEENDSIREETE

- Bft. BRIOSEERTE

- BECTAMEREDSREERTE

- BHEEE)AD-FORE  BIEEEDHTEE

- SA. — &R AE ID OSRBEEREHLVNAT—REE  RKAFRFOH
- A-Y—NATV- RO FHFIREEEDS BERTE  NMAZREFOH

- PRIUTAEENTHEEDS BERTE

- TLS BIEHEEOSHREETE

- IPSec BIEHREDSRERTE

- S/MIME BIEHRENSRERTE

- X.509 FEAZ DR/ Py70—- F/8v0—F

- 1Y R REDS RERTE

- — A AEBOEROSREERTE

- A—MOUTHERE (24E)1%)LE Embedded Web Server) DS RERTE
- NAMR—IVIZVREFIREBEDS REERTE

(5) DAMI—IVIZTEVEHIPRHEAE
ATOE &, DAMR—IVIZPH(4)DIATLEEE b1 T/ EIEMAECETIRTENSBHLY
EEHAHELBNLSIC, BESNEVATLEEENDHIC Embedded Web Server hhb, HAM—I
VIZTREHIRBEEDE S/ BHDSBERTELTOERES T TS,

(6) E¥1UT(BEEENTHRE
ATOE (&, L2, W EDLIBIEERITOENEVDBRPEERIAY MHIZEEEPERER.
I1-HY—RELE) e, BMEIRTENDEFIUT BEENTHEEFIRE TS, COMEBEEYATLE
EHEDH M ATTEETHD . BERFEFTOLNIC Web 7505 %:@8 U T Embedded Web Server (C&
DATRGINDTEAR TP I THIVO—RTRENAHETHD. YATLEBENCF1UT(EEEDY
T—AERAYYO—-RTBREHICE. TLS BIENEHICEESN TOEITNIEESREL,

(7) AEFRYRI-DT—5{REHAE
A TOE (&, RERYMI-D LICEHETEIXET R, VaTER., tF1)TEEOTT-36LU
TOE BRET—RELWIBIET —AERETILHD LT O—RIBESEBETO M IVCHIET
%o
- TLS 7Ok
- IPSec ORI
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- S/MIME 7O0RJ)b

(8) 1V I74A—ayO—tFa)T(HEE
A TOE (&, 5V &1 VA=D1 —AERERRY FI—DREICH TR A SNGIVEEEHIB T e E T
%,
TOE RAATVav D 77D AR—RIEaY bO—3iR— FEUSB A UA—J1—ATEHRINSH . AR EEE
BN IPDAR— FEEUT TOE DARERPARERRY FI—DA RIEICTPHEAT I EFHELL,

(9) BCTAMERE
ATOE($, TSFRITA-FELU TSF T-ANDT LM ERITILHDEHCTAMERRERITIHL
WAIBETH D

1.4.2.3. EF1)T1HeEEERNICTELHDEETE (Settings for the Secure Operation)

1.4.2.2 DEF1UTAHEEZBRCTBTDICVATLEEEII TOE LU TOREET S ENRBETH
%

o N—FFAAVERET A LEFHERKEE
[(BE%N]ICERTE

o VATLEBERIMARKICLSZVITAIEEHEEE
[5]1ECERE

o 1—HY—)S2AT— RO/ XFH IR EE
[9]XFITERTE

o TLS E{SHERE
[BR]ICERE

o IPSec E{SHERE
[BR]ICERE

e S/MIME ;@1{EH#EAE
[BXh]ICERTE

o I1—H—ZRAIHEEE
[ARAREREL]E (X [HMERERAE )ICER E

o ERT)UMERE
FRAEVEREZEE TV MOHICERTE

o F—IDUTHEE
[BR]ICERE

o TFIUTAEEOTHEHE
[(BXh]ICERTE

o NAMI—IVIZT7IREFIRHEEE
[BR]ICRE

e BHCOTAMEHE
[BR]ICERE
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1.4.3. TOE m#p¥Em&EE (Physical Scope and Boundary)
A TOE OYEMEFHIIEE AR THS, B 4 (CMFD ADE 1=y MERE. TOE OB EHRE

EIRpU I
o 3 . [yrsnEmE
BRIV KAV 50T amwmzml “ s
= AARI—IVIZ
ADF VATLEEE
ADF ii— B D347k
R —RFIRBEIFMT L
........... NVRAM || & Mail St
S > FTP 4—)%—
a DNS #—/{—
i LDAP #—/{—
— SEEP | Kerberos #—/\—
ROM [|G
T Qilli | —BFAEISATUE
i 1 A
.f DRAM | (X
| HOFEIR-3 ,
IOT . Leeeee-limERRa ) | RERRVE
IOT A=Kk 4| | rzzaczac-- ! U | DT
Embeddey; "™ 1 RiBHEE |
;. : d Web ”F:::::::::! __________ 1
| Server ! HETAb!
R T I | R
B Soniil SR P
| CPU | usB(hzb) || (; TOE %
R AREEORR
FAX — | RS
ROM '

4 MFD RMO& 1=y & TOE DY i & B

MFD (33> bO—3R—F, FAXR—F, RERN—FTADEE, 11T, IOT, ADF SLTEEN R D18
BN,

Y bO—5iN— REBAE RV ORI, FIET—SDOBIEETOIRERM VA—TI-ATHERRIN TS, &
2AV bA—35iR— RFEIITIN— FORE ., LUV bO—FR— REIOT K- FOREIE XET 3B LUHIEHT
—SDBEZITIHD. ERDREA VI—-T1—-ATHEKHEIN TS,

v bO—5iK— K&, MFD OOE—#aE. T)UA—EE. 2y MI—DAFvUHEE, BLUT7D AMBED S
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HELUVEF 1T HEBEDTZHDEIFRERTHD ., 2 +I—D48—J1—A(Ethernet), A—AJL1 4
—71—A(USB)&# 5., IIT ih— k4 IOT iR— FhERE SN TS, 7OY5LIE Controller ROM (35
#HIhT3,

FAX R— R, AR EBFERZEMEENDS VA—J1—2ATHN. AV FO—FiK— k& USB THEHEIN TS,
FO95LIE FAX R— FR®D FAXROM [CHEH SN T3,

ER A AS—IFIV(IIT)E, JE—. AFvF—. T7D AR FI AR L. RifEERHAH . ERIFEHRED
VA= R—FANERET DA NT M ATHD,

EfRE A3—3FIL(I0OT)IE, IV FO—JiR— FHRERESN D ERIEREH HTET M ATHS,
BEIERENEE (ADF)E. REEEBEIRIIC IIT [CET2T /M ATHD,

BENRIVE. MFD OOE—#RE. TUVA—HEE. RYNI—DAFVUBEEE. BLUTPIAKBEDIRIES &£
URECHERRIY, 5UT, 89FIIRIVTAAT VA BERE SNSRIV THD.

TOE 20 NVRAM (& SD AED))ERNERN— FFAADEE FEDS LATE TR VR IRIEATHS,

4 3470 Channel ([ TOE G TTFEN LTS,
Private Medium Interface
##1E %)L, USB
Shared Medium Interface
Ethernet
Original Document Handler
IIT
HardCopy Output Handler
10T

1.4.4. #4149V (Guidance)

A TOE BRI IHAHVAXERLUTOEENTHD.
Xerox VersalLink C7020/C7025/C7030 Color Multifunction Printer User Guide:
Version 2.0 October 2017
(SHA256 )\v2afE:
b6922d2ef69d713559d8f9918b6045cabeea37b9bfd3bf03979131002454b504)
Xerox VersalLink Series Multifunction and Single Function Printers System
Administrator Guide; Version 2.0 October 2017
(SHA256 /\wyaiE:
55ec10501077ecf5434d2663b080caa91d3ad8b30b612d008afb7e3f79545b50)
Xerox Versalink C7020/C7025/C7030 Color Multifunction Printer Security
Function Supplementary Guide: Version 1.0 March 2018
(SHA256 )\w2afE:
08327e27d2d03773d85ab0091b32df65b533ea384fd11b956179e0fa75f1def7)
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#&F3k (Conformance Claim)

CC#E&E5E (CC Conformance Claim)

A STHLU TOE D CCEBEIRIE, UTDESNTHSD,
ST TOE W EBEEIRTS CCON—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (September 2012 Version 3.1 Revision 4)
Part 2: Security functional components (September 2012 Version 3.1 Revision 4)
Part 3: Security assurance components (September 2012 Version 3.1 Revision 4)

CC Part2 extended [FPT_FDI_EXP.1]
CC Part3 conformant

PP X3k, /Sws—3JE3k (PP claim, Package Claim)
1. PP X3 (PP Claim)

A ST &,

U.S. Government Approved Protection Profile - U.S. Government Protection Profile
for Hardcopy Devices Version 1.0 (IEEE Std. 2600.2 ™ -2009)
ADFELEEEERT B,

2. \wb—3Y=ZE3sk (Package Claim)

EAL2 ([C ALC_FLR.2 ®i&H0(EAL2 augmented by ALC_FLR.2)%#* 3§93,

7z PP iR ;&R AT HE: SFR Package WA, TRED)Wwh—J%)\wh— Y& (package
conformant)eLTEET %,

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational
Environment B
Package Version: 1.0

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational
Environment B
Package Version: 1.0

Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational

Environment B
Package Version: 1.0

- 16 - Copyright® 2018 by Fuji Xerox Co., Ltd



Xerox C7020/C7025/C7030 tzFz1l714—0vk

Title: 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational
Environment B
Package Version: 1.0

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface
Functions, Operational Environment B
Package Version: 1.0

2.2.3. #EEIRH (Conformance Rational)

A STIF. PPIZERa SN TLV% Common HCD Functions & Print Functions. Scan Functions.
Copy Functions, Fax Functions, Shared-medium Interfaces Functions ##8# L7z L T—
IR RE B MU TR R ENTILVS,

AR STICH? TOE DFERIE. AE—HEE. TUVUA—HEEE. RV NI —DAXVvUBEE. T7DAMBEZ B T3 T
JRIVEEE#E(Multi Function Device B&¥5 MFD)T#&N. PP @ 4.1 Typical Products [CE2ihEh
TL'3% Hardcopy Device ERIZETHNERBEEZRE LTS,

FETRICRTLIICEF VT REER. tF1)T KA &, 1T EHRI PP &L CRLRS
ncunad,

e PP THEULTLVSERL/OSP/HIRSEHIC. P.CIPHER ZE/® OSP £LTLV%, P.CIPHER [Z A &R
N=FTAADEEDT-IDEESILTH), thOREEREIHILTEIZEESILL,
AHREH I EELGL INoOTENHE B/ OSP/RTHRE ML PP DX 1T REERDAT— AV
rEDFIREITHS.

e PPTHRELCVSGERRRDXEAE DN, OE.AUDIT_STORAGE.PROTECTED &
OE.AUDIT_ACCESS.AUTHORIZED %HIBRL. TOE O3 KA #EL TS, ZDMIERBELEE
BFICEIASNTHI. BMDERRED KA HEBBNIENERRED KA, PP OEF2
UTARRAHDAT— AV FERFLUTOHIBRTHS,

e PPTHELTLS TOE OdxtEAEHC, O.AUDIT_STORAGE.PROTECTED,
O.AUDIT_ACCESS.AUTHORIZED ZEMDx KA EELTIVE, TOE DEF1)T4 3t KA E .
PP OEF1)TAMERAEHDAT— FAY FLDHIREITHS

e PPTHELTLVS SFRE ST THEALTLVS SFR DBE{®R%E Table 14 [CZRLTLV3,
CCTE AN SFR R DEFHME . SFR DEMABRZEEHR LTS,
Common Access Control SFP OXET—3DEFKIREDEMIE. PO AZHFAISNEFIRAEIC
HIBRLTHN., FDP_ACC.1/FDP_ACF.1 (3 PP XNHIREITHS .
+SMI Dt Fa)T1EHEEEZLTWVEL, FPT_FDI_EXP.1 Q¥5E=HIR T3 DIR{EIITFEAE
LIzL\esh PP DERERFTHD,
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D.DOC O7DtEA%|{H SFP T—EDHIFRDALIEE U.USER [CX L THEFSBVERNHBHE.
FDP_ACC.1 (& PP LDHIFREITHSB.

PP TIRE LT\t SFR (FFERERF THN, 18D SFR (CLN, TOE ELNFIRAIICLTLS,
COTEICED. AR ST M SFR (3 PP @ SFR LDHIRAITHS,

8, A ST Tld PP 0 SFRCX LT, :ZE IREP D EREH L. EDRIRABREAR)YD TR LTS,
TOERARL PP OERLTVSAREECIRLTLVD,

FLRRICEMTER D 2R EH L. ZDETAEE PP THRE LTS ALEHTI3UYD TR LT
%o

PP CHREL VS 1T 3 KA ERBDA, P.AUDIT.LOGGING DxfK A &t
OE.AUDIT_STORAGE.PROTECTED. OE.AUDIT_ACCESS.AUTHORIZED %
O.AUDIT_STORAGE.PROTECTED, O.AUDIT_ACCESS.AUTHORIZED [CEZ#ZT\%,
&z P.CIPHER Oxt3R A #t1C O.CIPHER ZBMUL T3, EDMIIANBELEEEFIC PP OEKRLT
WHARREEI L THNMREESN TS EERHR LTS,

TFIVTAHEREE RIS, ERBAE B ARFETRAB LTS,

EBMSNT TOE 3¢5k #t& SFR (CRALTIZEMDERBAZL TS,

¥ T KA EE FMT_MSA. 1 O3 GBI PP EERZH, N1 —-T-SDREDH
(CEFIUTAREDRAVVRREAICH T IREANDEHE, TSF T AREDH KA EHCERISSE
DTHN. PP HMEET L F 1) THEREEHOANREERTTELDTIEELY,

DML PP DERULTWSAEERI L THBIRIESN TS EZECHR LTS,

PP THRELTL'S SAR BNAZZLEEEFIC PP DERLTVVIHNEZRHE LTS,

BUCA ST X PP ICEREEEA LTS,
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3. tFaUF1EERETEE (Security Problem Definition)
RETH, BE. MBOTF1IT A8, AHRERCOVTRRTS,
3.1. #&RL (Threats)
3.1.1. TOE &% (Assets Protected by TOE)
AKTOEMRETIEERLTOESITHD,
Table 4 FIBET— BT RRHEE

Designation PP Definition BRMLGREEE 8 2R

D.DOC User Document Data Ja7NBOLHICERT | FIAEN MFD 236—. FUU A,
consists of the BXET—H TPIA. XY I—D2AF v EDE
information contained FITHI AT 2EEBRLIEPRIE.
in a user’s document. ERTUYMOEHICAERN— KT
This includes the ADEE[C—FFRICXET AN
original document itself EHRNB,
in either hardcopy or Ja7NEBHROFMAES | FIAEN MFD 216—. 77D A
electronic form, image | X&57—4 ZYRI—=D2F v ED B RITH
data, or BT 3CEBLEPEE. BES
residually-stored data DY bDI=HICRERN— BT 1 AD%E
created by the BIL—BMICXET-INETRS
hardcopy device while N, JaJOFET RFvoILEFG
processing an original EEERZHIRT DT R (E5%
document and printed 793,
hardcopy output.

D.FUNC User Function Data are | 1—¥—J371&#R FABEFRINEBIOT1T41CED
the information about a ferRehizYad,
user’s document or job
to be processed by the
TOE.
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Table 5 TSF F—AICBAT3{REE =

Designation PP Definition BRMGREEE iR EREA

D.PROT TSF Protected Data are Table 24, Table 25, EFRDTOERET—A. T+
assets for which alteration | Table 26, Table 27, VT4 B HICEALTORREICDOWN
by a User who is neither an | Table 28, Table 31, & | TlEFATRSNTHEF1)T1 L
Administrator nor the Table 32 ®F&E DEBERLIZVER,
owner of the data would D.CONF U4t DiE#R
have an effect on the
operational security of the
TOE, but for which
disclosure is acceptable.

D.CONF TSF Confidential Data are | "FIAEONAD-FIER | YAFLEBERFVATLER
assets for which either -EERY (Table" 15) | EoFaUTSEMEECLY
disclosure or alteration by a ;gfﬂ*‘yw—bi-—’%% TOE OtFa1)T1HEEEDERE
User who is neither an RN . MFD OIENNRILDR VAT
Administrator nor the LEBEIZAT7V M HARET
owner of the data would HN. J/ET—HE TOE AICR
have an effect on the FNnd,
operational security of the —feFIAE (G 1Y —FREI B
TOE. BEICED. BB ID &)SAD—

ROEZRTED . MFD D#24E) %
VB RIBETHD., BRET—HI
TOE RICREFENS,
VATLEBEREX1)T(E
BENVT-H% VAT LEBED
47V Mo BN LATEETH
N, tF¥1)T4EEODTT-AF
TOE RICREFSNS,
Table 6 ZDthDREE E
Designation PP Definition BARMGREEE ## B 55 BA
Functions Functions perform MFD DHEEE FRISNIHEDRIAEL

processing, storage, and
transmission of data that
may be present in HCD
products. These functions

are used by SFR packages.

(FH' TOE @IE—#EE. TV
VR—HEE. XY FD—-DAF
YUBLRE. T7DAEES &
ERTHENTTHRE,
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(ZRRBEYIATIE

27 LEEEDSA 7Y I )

VL S A " VAN:i \\\ 223

Wes 795 {_aokoen ) puaE
(REHGIEE |

______________

K AT 4 | /& posrae.
i T747 E f TOE \

PRy FI—DEFRNE X VA=l P
£5—5_ Ja1ER. TOE ] ij{ $§
BETF—H LFIUTIEE *Ilﬁi,ﬁﬁéwciT s
RY7-4 \ X T(EEODTT
—5
-TOE % 57—4
‘ HNE b
ORI b e
B3TOERET—H | .- | R o —0-’-“3‘-@7———'?—--
iy |
.Eéifﬁf_?_ ,;% L oeagE
-LDAP H—/){— LTIy \oodl
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NEEET— |

_______________

M 5 REEELRERNRNEE

F) RERYII-DRICHELETE—MRIIM1T7Y LV - N-REOERT - IPRE Ry I—D%
AN — T AIREARNOEETHEN ., ARBEFERIRENS TOEENLTHRERRY MI—INE
AT B TOE DHEEEICINBRIE SN ERD O L RRIRFERN RN DEENTIEAT B BHE
(Fi3ni3LN,

Table 5 @ TSF 7—4l&. REN—FT/4ADEE ., IV A—-5K—FO NVRAM(& SD *EY).
SEEPROM [CRFSN TS,
ZUR RO BERT—REINLICEEENGL,

FIEHEATD NVRAM (& SD AE))& SEEPROM [C(F, TSF F—RLSNDT—ALEMSNTLSH, &
NoDOFRET—HE TOE DEF1UTAHREICRAR LB LD RERRODEETIREL,
EFIVTAEEQTT-HE, —F#IIC NVRAM [CRERIESNBAY, TP ILELTERERN— FTAADEEIC
RESND,
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3.1.2. BEI—-YIVt (Threats agents)

ASTTRITR4BENERI-VIVIMREBBEET S, VINLELNILOKRBEAERFOETH
N TOE OBMEICOVWVTARSN TLSIFRMAB Z RO CL\BERET 3,

a) Persons who are not permitted to use the TOE who may attempt to use the
TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE
functions for which they are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data
in ways for which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose
the TOE to unanticipated threats.

3.1.3. &HB (Threats)

A TOE [T 38 B %. Table 7 (L5893, unauthorized persons (£ 3.1.2 DEZFHI—-JIV
THILEET B,

Table 7 #IAET—3 £ TSF T-RICHTBERL

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to
unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by
unauthorized persons

T.FUNC.ALT | D.FUNC User Function Data may be altered by
unauthorized persons

T.PROT.ALT D.PROT TSF Protected Data may be altered by
unauthorized persons

T.CONF.DIS | D.CONF TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT | D.CONF TSF Confidential Data may be altered by
unauthorized persons

3.2. ##OtX1UT1 A48t (Organizational Security Policies)
& TOE HIBSF LB N ESBMBBOTF1)T (74 Table 8 (CEE T3,
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Table 8 fAfNt*1)T1A4Et

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security,
Users will be authorized to use the TOE only as permitted
by the TOE Owner

P.SOFTWARE.VERIFICATION | To detect corruption of the executable code in the TSF,
procedures will exist to self-verify executable code in the
TSF

P.AUDIT.LOGGING To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized personnel

P.INTERFACE.MANAGEMENT | To prevent unauthorized use of the external interfaces of
the TOE, operation of the interfaces will be controlled by
the TOE and its IT environment.

P.CIPHER To prevent unauthorized reading-out, the document
data in the internal HDD will be encrypted by the TOE.
(A cryptographic key does not need to be destructed.)

3.3. HIREMH (Assumptions)
A TOE OBIE. :ER. BLUFIAICEIT 2RTIREH 2. Table 9 [CEEik T B,

Table 9 HIREH

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment
that provides protection from unmanaged access to the
physical components and data interfaces of the TOE.
A.USER.TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow

those policies and procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and
procedures of their organization, are trained and competent to
follow the manufacturer’s guidance and documentation, and

correctly configure and operate the TOE in accordance with
those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for
malicious purposes.
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T¥a)F1xdEkAEt (Security Objectives)

AETEH.TOE tFaUT x5k A&t ERBRROCF VTR G E . BLUEFIUTI R GT EHRHL

[CoWTEEiR T3,

TOE Ot*a1)71xt%k A& (Security Objectives for the TOE)

TOE Ot Fa)71xisk A $t% Table 10 [CE2ih T3,

Table 10 TOE EX1UT1xt KA &t

Objective

Definition

O.DOC.NO_DIS

The TOE shall protect User Document Data from
unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from
unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from
unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from
unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from
unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from
unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication
of Users, and shall ensure that Users are authorized in
accordance with security policies before allowing them
to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external
interfaces in accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify
executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events, and prevent its unauthorized
disclosure or alteration.

O.AUDIT_STORAGE.PRO
TECTED

The TOE shall ensure that audit records are protected
from unauthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTH
ORIZED

The TOE shall ensure that audit records can be
accessed in order to detect potential security violations,
and only by authorized persons.
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Objective Definition
O.CIPHER The TOE shall provide the function to encrypt the
document data in the internal HDD so that they cannot
be read out.

4.2. ERIREOCFIVT4xIEAE (Security Objectives for the
Environment)

BRREOtF1)T KA $t%E Table 11 (CEEhT 3,

Table 11 ERREOCX1)T( KA &

Objective Definition

OE.PHYSICAL.MANAGED | The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the
TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be
authorized to use the TOE according to the security policies
and procedures of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the
security policies and procedures of their organization, and
have the training and competence to follow those policies
and procedures.

OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are
aware of the security policies and procedures of their
organization, have the training, competence, and time to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious
purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual
patterns of activity.

OE.INTERFACE.MANAGED | The IT environment shall provide protection from
unmanaged access to TOE interfaces.
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4.3. TFa)TsxEAEHER (Security Objectives Rationale)

TFIT R, EF )T REERTRE LCAIREGH I G TIHDED . HELNIBBEICKT i

FBREHDLD. HRHWIHBOTF1UTIHEHERRTILHOELDTHS ., LF1ITI R A EHER ST
BHTREM . T2 BE. RRTBBOCF1)T AH ORISR HRZ Table 12 ([CRT, F&/EF
A)FRREE BN T )T R A ECINREESN TS L Table 13 [CEEiR T B,

Table 12 tF¥aUT1 KA SERNTIER. MBBOCF1UT(A#H R URTHRSEH

Objectives

Threats, Policies,
and Assumptions

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

0.CONF.NO_DIS

O.CONF.NO_ALT

O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
OE.AUDIT.REVIEWED

OE.INTERFACE.MANAGED
O.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.ADMIN.TRAINED
OE.ADMIN.TRUSTED
OE.USER.TRAINED

O.CIPHER

T.DOC.DIS

S lo.poc.NO_DIS

T.DOC.ALT

\

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

<] STSTSIS SIS l0.USER.AUTHORIZED
STSESTSTIS TS S loE.USER.AUTHORIZED

P.SOFTWARE.VERIFICATI
ON

P.AUDIT.LOGGING

P.INTERFACE.MANAGEME
NT

P.CIPHER

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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Table 13 £FaUT REFEERICHIETIEF1) T4 KA EHRHL

Threats, policies, and
assumptions

Summary

Objectives and rationale

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

User Document
Data may be
disclosed to
unauthorized
persons.

User Document
Data may be altered
by unauthorized
persons.

User Function Data
may be altered by
unauthorized
persons.

TSF Protected Data
may be altered by
unauthorized
persons.

TSF Confidential
Data may be
disclosed to
unauthorized
persons.

- 27 -

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
0O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration.
0.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
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Threats, policies, and
assumptions

Summary

Objectives and rationale

T.CONF.ALT

P.USER.AUTHORIZATI
ON

P.SOFTWARE.VERIFIC
ATION

P.AUDIT.LOGGING

P.INTERFACE.MANAG
EMENT

TSF Confidential
Data may be altered
by unauthorized
persons.

Users will be
authorized to use
the TOE.

Procedures will
exist to selfverify
executable code in
the TSF.

An audit trail of TOE
use and
security-relevant
events will be
created,
maintained,
protected, and
reviewed.

Operation of
external interfaces
will be controlled by
the TOE and its IT
environment.

- 28 -

responsibility of the TOE Owner to
appropriately grant authorization
O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
0O.USER.AUTHORIZED establishes user
authorization to use the TOE.identification
and authentication as the basis for
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization

O.SOFTWARE.VERIFIED provides
procedures to self-verify executable code in
the TSF.

O.AUDIT.LOGGED creates and maintains a
log of TOE use and security-relevant events
and prevents unauthorized disclosure or
alteration.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure
that audit logs are appropriately reviewed.
O.AUDIT_STORAGE.PROTECTED protects
audit logs from unauthorized access,
deletion, and alteration for the TOE.
O.AUDIT_ACCESS.AUTHORIZED enables
the analysis of audit logs only by authorized
users to detect potential security violations
for the TOE.

O.INTERFACE.MANAGED manages the
operation of external interfaces in
accordance with security policies.
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
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Threats, policies, and
assumptions

Summary

Objectives and rationale

P.CIPHER

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

User Data stored in
the HDD will be
encrypted by the
TOE.

The TOE
environment
provides protection
from unmanaged
access to the
physical
components and
data interfaces of
the TOE.

TOE Users are
aware of and
trained to follow
security policies and
procedures.

Administrators do
not use their
privileged access
rights for malicious
purposes.

Administrators are
aware of and
trained to follow
security policies and
procedures.

- 29 -

interfaces.

O.CIPHER encrypts the document data in
the internal HDD to disable unauthorized
reading-out of them.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

OE.ADMIN.TRUST establishes responsibility
of the TOE Owner to have a trusted
relationship with Administrators.

OE.USER.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate User training.
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YRRV R—% Y FEZE (Extended Components Definition)

This Protection Profile defines components that are extensions to Common Criteria
3.1 Release 2, Part 2. These extended components are defined in the Protection
Profile but are used in SFR Packages, and therefore, are employed only in TOEs
whose STs conform to those SFR Packages.

FPT_FDI_EXP Restricted forwarding of data to external
interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of
information from one external interface to another external interface.

Many products receive information on specific external interfaces and are intended
to transform and process this information before it is transmitted on another
external interface. However, some products may provide the capability for attackers
to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of
unprocessed data between different external interfaces is forbidden unless explicitly
allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined
external interfaces before this data is sent out on another external interface. Direct
forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities.
b) Management of the conditions under which direct forwarding can be allowed by
an administrative role.
¢) Revocation of such an allowance.
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Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation
is included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received
on one external interface before such (processed) data is allowed to be transferred
to another external interface. Examples are firewall systems but also other systems
that require a specific work flow for the incoming data before it can be transferred.
Direct forwarding of such data (i. e. without processing the data first) between
different external interfaces is therefore a function that - if allowed at all - can only
be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that
allows specifying the property to disallow direct forwarding and require that only an
authorized role can allow this. Since this is a function that is quite common for a
number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP
class. However, in this Protection Profile, the authors needed to express the control
of both user data and TSF data flow using administrative control instead of
attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a
Protection Profile or too unwieldy for refinement in a Security Target. Therefore, the
authors decided to define an extended component to address this functionality.

This extended component protects both user data and TSF data, and could therefore
be placed in either the FDP or FPT class. Since its purpose is to protect the TOE from
misuse, the authors believed that it was most appropriate to place it in the FPT class.
It did not fit well in any of the existing families in either class, and this lead the
authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data receivedon
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].
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tX1UT1EH (Security Requirements)

AETE, Fa )T HaRES. tF1UTHREEHS IV EF 1) T EHRIUONTERLR T B,
BE. AETHEATIRENERLELUTOEBITHS,

- YJFI1Hh

A

E =

Key Operator

HHEEEOI-Y-RAN R LIIREETOEREE. T7D
AZENYDA, BHETIV MR TR

SA

SA 1Y —ZREEN' AN LIAREE COERERE, T7DAZIEN
YDA, BRIV M T B84

U.ADMINISTRATOR

Key Operator, SA O1—4%—EREEN DI UK BE THE AR
BE. JPDAZIERVDA, BEETUY MK T BIRE

U.NORMAL — & F A& (U.NORMAL)D1—H—EREEN A T LR BE T D)
EAXHeE. BTV MITB1R1E
U.USER U.ADMINISTRATOR, U.NORMAL ®O1—H—323EN'RINL
TRREETOEAREE, BRIV M T 318 %E
- ATY1DHh
B FR T
Faxbox MFD (CAEREN B RMEBRIBIRYD A, TP ARIE(CENFRH A F
NEXET-H2ERETHEN XS,
Store Print TIVA—HEEBEICH VT, FIRIT—3%7IViR— XL TR LIZEY

pRYTT—R%. MFD ORERN— FTAADEEC—BEHEL.
REESNTZRIAEBNRERIVEDIER T EE THIRIZEIRT S
TV bAE.

Used document data
stored in the internal
HDD

MFD ORERN— FT4ADE B ICEFEINZR. MR T L7
1IVSHIBRESNAD, REBN— FTAADEERICR T -3 8R(d 7%
FLTLVSREOXET 4,

Document data

— & F A& (U.NORMAL), SA h* MFD OO —##gE. TUVA
—HEE. XY RD—DAXVUHEE. 7D AR REERIA T HIRIC,
MFD Rz RiBY 52 COERIFEREETT 4%, BFHLT
XET-HERELT B

Security Audit Log

WD, EEDN, EDIIBEREITOENELVIBRPEERIAV b
(BIZIIFEFLEBREE. -V —1&ERE)E. BIEHRINE
7_-“_90

- 1R1E

BATR

o
xR

send the document
data

AFX v LEXETHET7IR FIREDFATU R FTP =N
— A=Y =N-AE{ET B,
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modify the behavior

J1—Y—FREEE AR (K, S1ER) . RERRY RO —DT - {R &R
RE(REEARK. BSIEAR). \—FF1ADERT A LEEH
EHRE( L ZF1EER. On Demand Overwrite 1&#R). Lik—
M AEE(VATLEBREDH)DSBFEVDER

modify TOE BRETANHRELERHLIUF1)T(EBHE(FIBE R
1HHR, XET AR T IR AERANIER. FIFAEIERE
WDEE
- TFaT EM

AR

o
xR

U.NORMAL role

— A& FI A& (U.NORMAL)H TOE ZRIFA T 3MRICHEHER
ERY

Key Operator role

HHEEEN TOE 2R AT IRICLELGERERT

SA role

SAN TOE &7 AT 3RICLELBERERT

U.ADMINISTRATOR role

VAT LEEE (U.ADMINISTRATOR) h' TOE ZFI ¥ %%
(CHEQHERERT

U.USERidentifier

U.NORMAL identifier, SA identifier, Key Operator
identifier DIFRTHD

U.NORMAL identifier

— & FI & (U.NORMAL) Z&&BIEREE T % hD1—H—1ID

SA identifier

SA &#AIREL T BTcHhd1—H—1D

Key Operator identifier

W EEEEH AR T 51— —-ID

Functional authority of
U.ADMINISTRATOR

VAT &% (U.ADMINISTRATOR) Role [CEESN3.
JE—#RE, TUVA—HERE. RV NT—DAX v UBERE, T7D A%
BE. D7D AZERYD ATk T2 5| FHHER

Functional authority of
U.NORMAL

— & F A& (U.NORMAL) Role [CE&ESND ., AE—#¥HE. 7
UUB—HEEE. XY RD—DAXvUHRE. T7D AMEE(CH TS FI A
HERR

Owner identifier of
D.DOC

TPDARERYDA, BERTIVMADXET-RICHIELETDE
ARRERR - —1E R

Owner identifier of
D.FUNC

I3 (CRIE LD AR RER 1Y —1E R

- SNEBOIVTATA
223 EE
Key Operator MFD O EIE® TOE tX1UT 1 EEDEREZITOEESE,
SA(System BWMEEEHDVIBRICER SN SABTPHOY MER T3

Administrator Privilege)

ENTE, MFD DM EED TOE EX1U T REDREEITO
EEE,

U.ADMINISTRATOR
(System Administrator)

Key Operator & SA D#FF,

- 33 -

Copyright® 2018 by Fuji Xerox Co., Ltd



Xerox C7020/C7025/C7030 tzFz1l714—0vk

U.NORMAL (General
User)

MFD OIE—#8E. *YMI—DAFvUBERE, J7DAMRES LUT
UUS—tEEEFIRTSE.

- TOMDAEE

B

—= =
I

SHA-2 7)LJYX L

FIPS {2 RO S F/H) \W 1B T, N\— FTARDT—50
EERERKICEREIND,

AES

FIPS #Z2ERIEDIESL7ILTUZXLT, N\— RTF4AD TS0
SEEESIEICERSND,

Access denial due to
authentication failure of
system administrator

VAT LEEE ID FREE KN E B U ZE URFC, HE%F
Fﬁ%@u{!‘k%ljnh nl_t(;F'aEI LJ_CU: TOE @E/ﬁtﬂ &ﬁ/ﬁk)\ifx('}‘
BB BE.

Data on minimum user
password length

TOE SRET—ATHN. FIAEDNAD - FERERDR/NXFH
DIEH

Data on key operator
Password

TOE EQE% g_c %0 *%WMEE%M nIEa)r &)@l (Z'j '\ |ﬁ$&

Data on SA ID

TOE SBETF—HTHN. SA HBRIDEHD ID 15,

Data on SA Password

TOE RFET—ATHN. SA FBIEED/=H D) AT — FIEER

Data on General user ID

TOE FHET—ATHN. —fxFIAE(U.NORMAL)#EAIDIzHD
ID'IH$E0

Data on General user
Password

TOE &RET—HTHN., — i FIFAE(U.NORMAL)ZEEEDTHD
NAT—FIESR

Data on access denial
due to authentication
failures of system
administrator

TOE RET—HTHN., YATLEEE ID FZAEXMICERTS
HREDH 2/ B’ DEHRE K K EHIFR

Data on Security Audit
Log

TOE BRET—HTHN. L\, FEH, EDLIBIERETAELD
ERPEEBINVMBIZSETOEAERE., 1-— 8L
&), BIECERT S AEDH B/ EHDIER

Data on User
Authentication

TOE B2ET—4THN. MFD OIE— *%Flm*“ﬂ"j_’)]:\:‘\"y*%
RE. D7D AMRES LU TV HEEERIA T HRRIC, 1—Y 82
AETERICCEREL T B BED AR/ BB LUREDIHR

Data on user
permission

TOE FRET—HTHN, — M FIAEDER DR E HR.

Data on Internal
Network Data
Protection

TOE ET—HATHN. AEBRY I I—D EICHFETIXET—
A, JaJER. tF 1T EEODTTF-IBLU TOE BRET—HE

VO BIETAERETIEHICHIGTI— ARG "?“:J_{:n

7E1 FILOE /BB LV EDERSLUEIAE. SRR/
FENAT— R, £@EHENAT— MEH,
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Data on Customer TOE FBRET—ATHN. DA —IVIZ 7R EHIRHEREDH %h
Engineer Operation [ENDEH KRR — FOIEER,

Restriction-

Data on Hard Disk Data | TOE & ET—3THN. N—FF1ADERT A L ETHEREE
Overwrite (CE®R T BHEBED B X/ ESDIFER On Demand Overwrite

HEEDA D/ MM DIFHRE B Fr s EHH.

Data on date and time | TOE &RET—ATHN. RALY—V/H Y31 LR EBEREIRTE
BZIT—-3THh3,

Data on Auto Clear TOE BRET—ATHN. BENRIVA— MUTHBED B %H/ED
BLUDYT7EREOEHR. HLU Embedded Web Server 7
— FI)TPHEBEDE B/ B DIERS LD TR DOIEER,

Data on Self Test TOE SRET—ATHN. BOTAMEREDE =/ ESDIEER.

Data on Report Print TOE BRET—ATHN. Lik— M ABEEDEE E 1HR
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6.1. tFaUT,#EEEH (Security Functional Requirements)
K TOE MR T 21 )T HEEEHZLUTICERIRT 2,
A ST T, HRATIEEEHFO—E%. Table 14 [T7RT,
Table 14 #EcEH—%
BEREEHIVR—2 Vb PP Z3K FIRARE PP EDE
FAU_GEN.1 Audit data generation Yes TOE (ZHH1E T Auditable Event &
BRMICER ., BMLTNS,
FAU_GEN.2 User identity association | Yes PP Mo ZEIL
FAU_SAR.1 Audit review No —® SFR MEMICEN VAT LEBRED
FAU_SAR.2 Restricted audit review | No HICEEOTT—A05H B U RERIR
#y%,
FAU_STG.1 Protected audit trail No Z0) SFR MEMICENEENT T—4
storage Z. FELHIBRPBRENIRET S,
FAU_STG.4 Prevention of audit data | No 0 SFR MiBMICLNEEEOT W EFIC
loss BOTZRFIC, R A VEEOJICHLL
BEEANVIMELEEETD,
FCS_CKM.1 Cryptographic key No COSFROEMICENREN-FT1AD
generation HBEDT-AEESIETS,
FCS_COP.1 Cryptographic operation | No
FDP_ACC.1(a) Subset access control Yes Attributes. Operations. Access
Control rule (3 PP ®f2i =5 L.
EHICTOE [CHNHET Delete. Modify
DRVEDFFMILEIREDEMZLTL
Do
FDP_ACC.1(b) Subset access control Yes Access Control SFP & TOE (C&D
BTERLTLVS,
FDP_ACC.1(c) Subset access control Yes Attributes. Operations. Access
(PRT SFR Package) Control rule (& PP 2k %5 AL.
FDP_ACC.1(d) &5(C TOE [CHHET Read DIRED
(SCN SFR Package) FEMIEZELTLVS,
FDP_ACC.1(e)
(CPY SFR Package)
FDP_ACC.1(f)
(FAX SFR Package)
FDP_ACF.1(a) Security attribute based | Yes Attributes. Operations. Access

access control

Control rule [Z PP @iEdk %51 AL,
&HICTOE [CHHET Delete. Modify
DIRVEZEEMIEEIREDEMZELTL
%o
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BEEEHIVR—% Vb PP ZE3K RIRNEE PP EDE
FDP_ACF.1(b) Security attribute based | Yes Attributes. Operations. Access
FDP_ACF.1(c) access control Control rule (3 PP Ofgii =5 FL.
(PRT SFR Package) EhIC TOE [CHNHET Read DigE%
FDP_ACF.1(d) HHMEL T,

(SCN SFR Package)

FDP_ACF.1(e)

(CPY SFR Package)

FDP_ACF.1(f)

(FAX SFR Package)

FDP_RIP.1 Subset residual Yes TOE (BN ETENFTLTIS,
information protection

FIA_AFL.1 (a) Authentication failure No CO SFR MEMICENHMERER

FIA_AFL.1 (b) handling FIE. SA FRREDFRRERBRICLB 7 DA

EEHEETIRILT S,

FIA_ATD.1 User attribute definition | Yes TOE [CHNHETEIFFLTLVS,

FIA_SOS.1 Verification of secrets No TOE [ZHHETEIFLTS,

FIA_UAU.1 Timing of authentication | Yes TOE [ChHETEFLTLVS,

FIA_UAU.7 Protected authentication | No _® SFR MENMICEDEREE 74— F)\wD
feedback ZR¥EI D,

FIA_UID.1 Timing of identification | Yes TOE [ZHHETEIFLTIS,

FIA_USB.1 User-subject binding Yes TOE [CHHETENFTLTS,

FMT_MOF.1 Management of security | No 0 SFR MEMICENF1)T1#EE
functions behaviour BEZ. VATLEBEZHICREY

Z

FMT_MSA.1(a) Management of security | Yes X1V T EBHNEERE|Z TOE (CH

FMT_MSA.1(b) attributes HETEMTLTVS,

FMT_MSA.1(c) Management of security | No 1) T BHDEEZ TOE [CHhE

FMT_MSA.1(d) attributes TEHR LTS,

FMT_MSA.1(e)

FMT_MSA.1(f)

FMT_MSA.3(a) Static attribute Yes TOE [CHNHETEIF LTS,

FMT_MSA.3(b) initialisation

FMT_MSA.3(c) Static attribute No TOE [CHNHETEEHR LTS,

FMT_MSA.3(d) initialisation

FMT_MSA.3(e)
FMT_MSA.3(f)
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HEEEEHIVR—2R Vb PP ZE3K SLIRAARE PP EDE
FMT_MTD.1(a) Management of TSF Yes TSF T—301&EYA Mz TOE (CHHE
FMT_MTD.1(b) data TEHELTIB,

2L FMT_MTD.1(b)l D.Conf ®
H
FMT_SMF.1 Specification of Yes XTI EERREDYA Mz TOE (CH
Management Functions HETERLTLVS,
FMT_SMR.1 Security roles Yes TOE [ChHhETEIF LTINS,
FPT_FDI_EXP.1 Restricted forwarding of | Yes PP hoZEERLL
(SMI SFR Package) | data to external
interfaces
FPT_STM.1 Reliable time stamps Yes PP oZEERL
FPT_TST.1 TSF testing Yes TOE [CHNHETEIFFLTLVS,
FTA_SSL.3 TSF-initiated Yes TOE [CHNHETEIFFLTLVS,
termination
FTP_ITC.1 Inter-TSF trusted Yes PP hoZEERL
(SMI SFR Package) | channel

6.1.1. Class FAU: Security Audit
FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of:
minimum, basic, detailed, not specified] level of audit; and
- [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not
specified]

- not specified

[assignment: other specifically defined auditable events]

- all Auditable Events as each is defined for its Audit Level (if
one is specified) for the Relevant SFR in Tablel5;
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Table 15 Auditable Events of TOE and Individually Defined Auditable Events

Relevant SFR

Auditable event

Audit level

Additional
informatio
n

Actions to be audited
(defined by CC)

FAU_GEN.1

There are no auditable
events foreseen.

FAU_GEN.2

There are no auditable
events foreseen.

FAU_SAR.1

Successful
download of audit
log data.

<Basic>

None

a) Basic: Reading of
information from the
audit records.

FAU_SAR.2

Unsuccessful
download of audit
log data.

<Basic>

None

a) Basic: Unsuccessful
attempts to read
information from the
audit records.

FAU_STG.1

There are no auditable
events foreseen.

FAU_STG.4

None

a) Basic: Actions taken
due to the audit storage
failure.

FCS_CKM.1

None

a) Minimal: Success and
failure of the activity.

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information
(e.g. secret or private
keys).

FCS_COP.1

None

a) Minimal: Success and
failure, and the type of
cryptographic operation.
b) Basic: Any applicable
cryptographic mode(s) of
operation, subject
attributes and object
attributes.

FDP_ACC.1

There are no auditable
events foreseen.
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FDP_ACF.1(a)

FDP_ACF.1(b)
FDP_ACF.1(c)
FDP_ACF.1(d)
FDP_ACF.1(f)

Job completion
and cancellation
of Print, Copy,
Scan, and Fax.

<hot
specified >

Type of job

a) Minimal: Successful
requests to perform an
operation on an object
covered by the SFP.

b) Basic: All requests to
perform an operation on
an object covered by the
SFP.

¢) Detailed: The specific
security attributes used
in making an access
check.

FDP_RIP.1

There are no auditable
events foreseen.

FIA_AFL.1(a)
FIA_AFL.1(b)

Authentication
lock of system
administrator

<Minimal >

None
required

a) Minimal: the reaching
of the threshold for the
unsuccessful
authentication attempts
and the actions (e.g.
disabling of a terminal)
taken and the
subsequent, if
appropriate, restoration
to the normal state (e.g.
re-enabling of a
terminal).

FIA_ATD.1

There are no auditable
events foreseen.

FIA_SOS.1

Registration of
user and changes
in user
registration data
(password)

<nhot
specified >

a) Minimal: Rejection by
the TSF of any tested
secret;

b) Basic: Rejection or
acceptance by the TSF of
any tested secret;

¢) Detailed: Identification
of any changes to the
defined quality metrics

FIA_UAU.1

Success/failure of
authentication

<Basic>

None
required

a) Minimal: Unsuccessful
use of the authentication
mechanism;

b) Basic: All use of the
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authentication
mechanism.

c) Detailed: All TSF
mediated actions
performed before
authentication of the

user.

FIA_UAU.7 - - - There are no auditable

events foreseen.

FIA_UID.1 Success/failure of | <Basic> Attempted | a) Minimal: Unsuccessful
identification and user use of the user
authentication identity identification

mechanism, including the
user identity provided;

b) Basic: All use of the
user identification
mechanism, including the
user identity provided.

FIA_USB.1 Registration of <not None a) Minimal: Unsuccessful
system specified > binding of user security
administrator, attributes to a subject
and changes in (e.g. creation of a
user registration subject).
data (role) b) Basic: Success and

failure of binding of user
security attributes to a
subject (e.g. success or
failure to create a
subject).

FMT_MOF.1 Changes in <Basic> None a) Basic: All modifications
security function in the behavior of the
configuration functions in the TSF.

FMT_MSA.1(a) | Registration of <not None a) Basic: All modifications

FMT_MSA.1(b) | system specified > of the values of security

FMT_MSA.1(c) | administrator, attributes.

FMT_MSA.1(d) | changes in

FMT_MSA.1(e) | registration data

FMT_MSA.1(f) | (password, access
right) of system
administrator,
and deletion of
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system
administrator

FMT_MSA.3 (a) | None <Basic> None a) Basic: Modifications of
FMT_MSA.3 (b) the default setting of
FMT_MSA.3 (c) permissive or restrictive
FMT_MSA.3 (d) rules.
FMT_MSA.3 (e) b) Basic: All
FMT_MSA.3 (f) modifications of the initial
values of security
attributes.
FMT_MTD.1(a) | Changes in <nhot None a) Basic: All modifications
registration data | specified > to the values of TSF data.
(password) of
system
administrator,
and in the setting
of security
functions
FMT_MTD.1(b) [ Changes in
registration data
(password) of
system
administrator
FMT_SMF.1 Access to system | <Minimal> | None a) Minimal: Use of the
administrator required management functions.
mode
FMT_SMR.1 Registration of <Minimal> | None a) Minimal: modifications
system required to the group of users that
administrator, are part of a role;
changes in user b) Detailed: every use of
registration the rights of a role.
data(role), and
deletion of system
administrator
FPT_STM.1 Changes in time <Minimal > [ None a) Minimal: changes to
setting required the time;
b) Detailed: providing a
timestamp.
FPT_TST.1 Execution of Self <Basic> None Basic: Execution of the
Test and the test TSF self tests and the
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result results of the tests.
FTA_SSL.3 Log-in timeout <Minimal > [ None a) Minimal: Termination
from remote. required of an interactive session
Log-in timeout by the session locking
from control mechanism.
panel.
FTP_ITC.1 Failure of the <Minimal > | None a)Minimal: Failure of the
trusted required trusted channel
Communication functions.
within a specified b) Minimal: Identification
period of time, of the initiator and target
and client host of failed trusted channel
data (host name functions.
or IP address) c) Basic: All attempted
uses of the trusted
channel functions.
d) Basic: Identification of
the initiator and target of
all trusted channel
functions.
FPT_FDI_EXP.1 | — — — There are no auditable
events foreseen.

FAU_GEN.1.2 The TSF shall record within each audit record at least the
following information:
- Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;
and
- For each audit event type, based on the auditable event
definitions of the functional components included in the PP/ST,
[assignment: other audit relevant information].

[assignment: other audit relevant information]

- for each Relevant SFR - listed in Tablel5: (1) information as
defined by its Audit Level (if one is specified), and (2) all
Additional Information (if any is required);

FAU_ GEN.2 User identity association
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
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FAU_SAR.1:

Hierarchical to:
Dependencies:

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2
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For audit events resulting from actions of identified users, the
TSF shall be able to associate each auditable event with the
identity of the user that caused the event.

Audit review
No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorized users] with the
capability to read [assignment: list of audit information] from
the audit records.

[assignment: authorized users]

- U.ADMINISTRATOR

[assignment: list of audit information]
- all log information

The TSF shall provide the audit records in a manner suitable
for the user to interpret the information.

Restricted audit review
No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records,
except those users that have been granted explicit
read-access.

Protected audit trail storage
No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail
from unauthorized deletion.

The TSF shall be able to [selection, choose one of: prevent,
detect] unauthorized modifications to the stored audit records
in the audit trail.

[selection, choose one of: prevent, detect]
- prevent
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FAU_STG.4 Prevention of audit data loss

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss

Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of: “ignore audited
events”, “prevent audited events, except those taken by the

”

authorized user with special rights”, “overwrite the oldest
stored audit records”] and [assignment: other actions to be
taken in case of audit storage failure] if the audit trail is full.
[selection, choose one of: “ignore audited events”, “prevent
audited events, except those taken by the authorized user
with special rights”, “overwrite the oldest stored audit
records”]

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage
failure]

- no other actions to be taken

6.1.2. Class FCS: Cryptographic Support
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or

FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 TSF shall generate cryptographic keys in accordance with a
specified cryptographic key generation algorithm
[assignment: cryptographic key generation algorithm] and
specified cryptographic key sizes [assignment: cryptographic
key sizes] that meet the following: [assignment: list of
standards].

[assignment: list of standards]

- FIPS PUB 180-2

[assignment: cryptographic key generation algorithm]
- SHA-2 algorithm

[assignment: cryptographic key sizes]

- 256bits
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Cryptographic operation

No other components

[FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

The TSF shall perform [assignment: list of cryptographic
operations] in accordance with a specified cryptographic
algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes]
that meet the following: [assignment: list of standards].

[assignment: list of standards]

- FIPS PUB 197

[assignment: cryptographic algorithm]

- AES

[assignment: cryptographic key sizes]

- 256bits

[assignment: list of cryptographic operations]

- encryption of the document data to be stored in the internal
HDD and decryption of the document data retrieved from the
internal HDD.
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6.1.3. Class FDP: User Data Protection

The Security Function Policy (SFP) described in Tablel6 is referenced by the Class
FDP SFRs in this clause.

Table 16 Common Access Control SFP

Object

Attribute

Operation(s)

Subject

*Access control
rule

D.DOC

attributes
from Table
17

Delete
- Delete the document
data in Store Print

U.USER

Denied, except for
his/her own
documents

- When the owner
identifier of
D.DOC matches
the user
identifier,
operation to
delete the
document in Store
Print is permitted.

Delete

- Delete the document
data except for Store
Print

U.USER

Denied

D.FUNC

attributes
from Table
17

Modify; Delete
- Modify and delete the
Job data

U.USER

Denied, except for
his/her own
function data

- When the owner
identifier of
D.FUNC matches
the user
identifier,
operation to
modify and delete
the Job data is
permitted.
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Table 17 SFR Package attributes

Designation

Definition

+PRT

Indicates data that is associated with a print job.
- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+SCN

Indicates data that is associated with a scan job.
- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+CPY

Indicates data that is associated with a copy job.
- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+FAXIN

Indicates data that is associated with an inbound
(received) fax job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+FAXOUT

Indicates data that is associated with an outbound (sent)
fax job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+SMI

Indicates data that is transmitted or received over a
shared-medium interface.

- hone

FDP_ACC.1 (a)
Hierarchical to:
Dependencies:

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 (a) The TSF shall enforce the [assignment: access control SFP] on

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- Common Access Control SFP in Tablel6

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of users as subjects, objects, and operations among
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subjects and objects covered by the Common Access Control
SFP in Table16

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- users as subjects, TOE functions as objects, and the right to
use the functions as operations in Table 18.

Table 18 Function Access Control SFP

Object Attribute(s) Operation Subject | Access control
rule
Copy -Functional - Copy operation from | U.USER | When the
(F.CPY) authority of control panel Functional
U.Normal authority of
Network Scan - Functional - Send the scanned U.USER | U.Normal
(F.SCN, F.SMI) | authority of data from control includes each
U.Normal panel to user client, function,
FTP server, and Mail operation of
server the function is
Fax - Functional - Send the scanned U.USER | permitted.
(F.FAX) authority of data to remote fax
U.Normal from control panel *U.Administrat
Print - Functional - Print the document | U.USER | or is always
(F.PRT, F.SMI) | authority of data in Store Print permitted the
U.Normal from control panel operation of
the functions
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Object Attribute(s) Operation Subject | Access control
rule
Faxbox - Functional - Print the document | U.USER | Only the
Operation authority of data in Faxbox from Functional
(F.FAX) U.Administrator control panel authority of

U.ADMINISTRA
TOR includes
this function
and operation
of the function

is permitted.

FDP_ACC.1(c)

Hierarchical to:

Dependencies:

FDP_ACC.1.1(c)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- PRT Access Control SFP in Table1l9

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the PRT Access Control SFP in Tablel19.

Table 19 PRT Access Control SFP

Object

Attribute(s)

Operation

Subject

Access control rule

D.DOC

+PRT

Read
Print the document
data in Store Print

U. USER

Denied, except for his/her
own documents

When the owner identifier
of D.DOC matches the user
identifier, print operation is

permitted.

FDP_ACC.1 (d)
Hierarchical to:

Dependencies:

FDP_ACC.1.1 (d)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
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[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- SCN Access Control SFP in Table20

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the SCN Access Control SFP in Table 20

Table 20 SCN Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule
D.DOC | +SCN Read U. USER Denied, except for his/her
- Send the own documents

document data to
server

FDP_ACC.1 (e)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (e)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- CPY Access Control SFP in Table21

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the CPY Access Control SFP in Table 21

Table 21 CPY Access Control SFP

Object

Attribute(s)

Operation Subject Access control rule

D.DOC

+CPY

Read This package does not specify any access
control restriction

FDP_ACC.1 (f)
Hierarchical to:
Dependencies:

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control
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The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- FAX Access Control SFP in Table22

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the FAX Access Control SFP in Table 22

Table 22 FAX Access Control SFP

Object | Attribute(s) Operation Subject Access control rule
D.DOC | +FAXIN Read U.USER Denied, except for his/her

- Print the own documents

document data in - Only U.ADMINISTRATOR

Faxbox print operation is permitted.

+FAXOUT Read U.USER Denied, except for his/her

- Send the own documents

document data to

fax

FDP_ACF.1 (a)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (a)

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- Common Access Control SFP in Table 16

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of users as subjects and objects controlled under the
Common Access Control SFP in Table 16, and for each, the
indicated security attributes in Table 17
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The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the Common Access Control SFP in
Table 16 governing access among controlled users as
subjects and controlled objects using controlled
operations on controlled objects

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- In the U.ADMINISTRATOR process, operation to delete the
incomplete document data at Copy, Scan, Fax, Print job is
permitted by Job Deletion function.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects

- 53 - Copyright® 2018 by Fuji Xerox Co., Ltd



FDP_ACF.1.2 (b)

FDP_ACF.1.3(b)

Xerox C7020/C7025/C7030 tzFz1l714—0vk

and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18
[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- users and list of TOE functions and the security attribute(s)
used to determine the TOE Function Access Control SFP in
Table 19

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- [selection: the user is explicitly authorized by
U.ADMINISTRATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions
[assignment: list of functions], [assignment: other
conditions]]

- [assignment: other conditions]

- rules specified in the TOE Function Access Control SFP in
Table 18

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].
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[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects]
-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
-none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- PRT Access Control SFP in Table 19

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the PRT
Access Control SFP in Table 19, and for each, the indicated
security attributes in Table 19.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
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controlled objects].

- rules specified in the PRT Access Control SFP in Table
19 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- SCN Access Control SFP in Table 20

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the SCN
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Access Control SFP in Table 20, and for each, the indicated
security attributes in Table 20.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the SCN Access Control SFP in Table
20 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
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and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- CPY Access Control SFP in Table 21

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the CPY
Access Control SFP in Table 21, and for each, the indicated
security attributes in Table 21.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the CPY Access Control SFP in Table 21
governing access among Users and controlled objects using
controlled operations on controlled objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of

subjects to objects].

[assignment: rules, based on security attributes, that
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explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- FAX Access Control SFP in Table 22

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the FAX
Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the FAX Access Control SFP in Table
22 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].
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[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

FDP_ACF.1.4 (f) The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].

- none
FDP_RIP.1 Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of

a resource is made unavailable upon the [selection: allocation
of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assighment: list of objects].

[selection: allocation of the resource to, deallocation of the
resource from]

- deallocation of the resource from

[assignment: list of objects]

- none

6.1.4. Class FIA: Identification and Authentication

FIA_AFL.1 (a) Authentication failure handling
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 (a) The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

- 60 - Copyright® 2018 by Fuji Xerox Co., Ltd



FIA_AFL.1.2 (a)

FIA_AFL.1 (b)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (b)

FIA_AFL.1.2 (b)

Xerox C7020/C7025/C7030 tzFz1l714—0vk

[assignment: list of authentication events]

- key operator authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- ldentification and authentication of key operator is inhibited
until the TOE is cycled

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication (with local authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall

[assignment: list of actions].

[selection: met, surpassed]
- met
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Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_SOS.1

Hierarchical to:
Dependencies:
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Hierarchical to:
Dependencies:

FIA_UAU.1.1
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[assignment: list of actions]
- Identification and authentication of relevant user is inhibited
until the TOE is cycled

User attribute definition
No other components.
No dependencies

The TSF shall maintain the following list of security attributes
belonging to individual users: [assignment: list of security
attributes].

[assignment: list of security attributes].
- Key Operator role

- SA role

- U.NORMAL role

Verification of secrets
No other components.
No dependencies.

The TSF shall provide a mechanism to verify that secrets
(U.USER password when local authentication is used) meet
[assignment: a defined quality metric].

[assignment: a defined quality metric].
- Password length is restricted to 9 or more characters

Timing of authentication
No other components
FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions]
on behalf of the user to be performed before the user is
authenticated.

[assignment: list of TSF mediated actions]
- storing the fax data received from public telephone line
- storing the print job delivered from user client

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated actions
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Hierarchical to:
Dependencies:
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FIA_USB.1.2
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on behalf of that user.

Protected authentication feedback
No other components
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to
the user while the authentication is in progress.

[assignment: list of feedback]
- display of asterisks (**”) to hide the entered password
characters

Timing of identification
No other components.
No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions]
on behalf of the user to be performed before the user is
identified.

[assignment: list of TSF-mediated actions]
- storing the fax data received from public telephone line

The TSF shall require each user to be successfully identified
before allowing any other TSF-mediated actions on behalf of
that user.

User-subject binding
No other components.
FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes
with subjects acting on the behalf of that user: [assignment:
list of user security attributes].

[assignment: list of user security attributes]
- Key Operator role

- SA role

- U.NORMAL role

The TSF shall enforce the following rules on the initial
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association of user security attributes with the subjects acting
on behalf of users: [assignment: rules for the initial
association of attributes].

[assignment: rules for the initial association of attributes]
- none

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to
the user security attributes with the subjects acting on behalf

of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes]

- none
6.1.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior
Hierarchical to: No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [selection: determine the
behavior of, disable, enable, modify the behavior of] the
functions [assignment: list of functions] to [assignment: the
authorized identified roles].

[selection: determine the behavior of, disable, enable, modify
the behavior of]

- disable, enable, modify the behavior of

[assignment: list of functions]

-List of security functions in Table 23

[assignment: the authorized identified roles]

-the roles listed in Table 23

Table 23 List of Security Functions

Security Functions Operation Roles
Access denial due to enable, disable U.ADMINISTRATOR
authentication failure of

system administrator ID
User Authentication enable, disable, modify the | U.ADMINISTRATOR
behavior
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Security Audit Log enable, disable U.ADMINISTRATOR
Internal Network Data enable, disable, modify the | U ADMINISTRATOR
Protection behavior

Customer Engineer enable, disable U.ADMINISTRATOR
Operation Restriction

Hard Disk Data Overwrite | enable, disable U.ADMINISTRATOR
Auto Clear enable, disable U.ADMINISTRATOR
Self Test enable, disable U.ADMINISTRATOR

FMT_MSA.1 (a)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (a)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- Common Access Control SFP in Tablel6
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17

[assignment: the authorized identified roles].

- the roles listed in Table 24

Table 24 Security Attributes and Authorized Roles

Security attributes Operation Roles
Key operator identifier query U.ADMINISTRATOR
SA identifier query,delete, U.ADMINISTRATOR
creation
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U.NORMAL identifier query,delete, U.ADMINISTRATOR
creation

Owner identifier of D.DOC (own | query, delete, U.USER

document data in Store Print) creation

Owner identifier of D.DOC Query U.ADMINISTRATOR

(document data in Fax Box)

Owner identifier of D.FUNC Query, delete, U.USER
creation

FMT_MSA.1 (b)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (b)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- TOE Function Access Control SFP in Table 18,
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 18

[assignment: the authorized identified roles].

- the roles listed in Table 25

Table 25 Security Attributes and Authorized Roles(Function Access)

Security Attributes Operation Roles
Key operator identifier query U.ADMINISTRATOR
SA identifier query, delete, creation | UUADMINISTRATOR
U.NORMAL identifier query, delete, creation | U ADMINISTRATOR
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Functional authority of query, modify U.ADMINISTRATOR
U.NORMAL

FMT_MSA.1 (¢) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (c) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- PRT Access Control SFP in Table 19

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 26

Table 26 Security Attributes and Authorized Roles(PRT)

Security Attributes Operation Roles

Key operator identifier query U.ADMINISTRATOR

SA identifier query, delete, U.ADMINISTRATOR
creation

U.USER identifier query, delete, U.ADMINISTRATOR
creation

Owner identifier of D.DOC (own query, delete, U.USER

document data in Store Print) creation

FMT_MSA.1 (d) Management of security attributes
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No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- SCN Access Control SFP in Table 20

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17

[assignment: the authorized identified roles].

- the roles listed in Table 27

Table 27 Security Attributes and Authorized Roles(SCN)
Security Attributes Operation Roles
Key operator identifier query U.ADMINISTRATOR
SA identifier query, delete, U.ADMINISTRATOR
creation
U.NORMAL identifier query, delete, U.ADMINISTRATOR
creation

FMT_MSA.1 (e)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (e)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
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information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- CPY Access Control SFP in Table 21

[selection: change default, query, modify, delete,
[assignment: other operations]]

- none

[assignment: other operations]

- none

[assignment: list of security attributes]

- none

[assignment: the authorized identified roles].

- none

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- FAX Access Control SFP in Table 22

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]
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- the security attributes listed in Table 17
[assignment: the authorized identified roles].
- the roles listed in Table 28

Table 28 Security Attributes and Authorized Roles(FAX)

Security Attributes Operation Roles

Key operator identifier query U.ADMINISTRATOR

SA identifier query, delete, U.ADMINISTRATOR
creation

U.NORMAL identifier query, delete, U.ADMINISTRATOR
creation

Owner identifier of D.DOC Query U.ADMINISTRATOR

(document data in Fax Box)

FMT_MSA.3 (a)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (a)

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the, [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- Common Access Control SFP in Tablel6

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 29

Table 29 Initialization property

Object Security Attributes Default
D.DOC Owner identifier of D.DOC Creator’s user identifier and
D.FUNC Owner identifier of D.FUNC | available user identifier

FMT_MSA.3.2 (a)

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.
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Dependencies:
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FMT_MSA.3 (c)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (c)
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[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- TOE Function Access control SFP in Table 18

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- permissive initialization property for basic functions such as
copy, print, scan, and fax as the default of security attribute.

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- PRT Access Control SFP in Table 19
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[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 30

Table 30 Initialization property

Object

Security Attributes Default

D.DOC Owner identifier of D.DOC Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (c)

FMT_MSA.3 (d)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (d)

FMT_MSA.3.2 (d)

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- SCN Access Control SFP in Table 20

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 30

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the

default values when an object or information is created.

[assignment: the authorized identified roles]
- none
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Hierarchical to:
Dependencies:
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FMT_MSA.3 (f)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (f)
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Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- CPY Access Control SFP in Table 21

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- permissive

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- FAX Access Control SFP in Table 22

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Owner identifier of Faxbox which receives the fax data from
public telephone line
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The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assignment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- TSF data listed in Table 31

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, [assignment: the authorized identified
roles except U.NORMAL]]

- U.ADMINISTRATOR, Key Operator

Table 31 Operation of TSF Data

TSF Data Operation Roles
Data on key operator Password modify Key Operator
Data on SA ID query, delete, U.ADMINISTRATOR

creation

Data on SA Password modify U.ADMINISTRATOR
Data on User Authentication query, modify U.ADMINISTRATOR
Data on minimum user password | query, modify U.ADMINISTRATOR
length
Data on user Permission query, modify U.ADMINISTRATOR
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Data on Access denial due to query, modify U.ADMINISTRATOR
authentication failure of system
administrator

Data on Security Audit Log query, modify U.ADMINISTRATOR

Data on Internal Network Data query, modify, delete | UUADMINISTRATOR
Protection

Data on Customer Engineer query, modify U.ADMINISTRATOR
Operation Restriction

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Overwrite

Data on date and time query, modify U.ADMINISTRATOR
Data on Auto Clear query, modify U.ADMINISTRATOR
Data on Self Test query, modify U.ADMINISTRATOR
Data on Report Print query, modify U.ADMINISTRATOR

FMT_MTD.1 (b) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (b) The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assignment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- list of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL in
Table 32

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated].

- U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated
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Table 32 Operation of TSF Data

TSF Data

Operation

Roles

Data on General user ID

query, delete, creation

U.ADMINISTRATOR

Data on General user modify U.ADMINISTRATOR ,
Password U.NORMAL
FMT_SMF.1 Specification of Management Functions

Hierarchical to:
Dependencies:

FMT_SMF.1.1

No other components.
No dependencies.

The TSF shall be capable of performing the following

management functions: [assignment: list of management
functions to be provided by the TSF].

[assignment: list of management functions to be provided by

the TSF]

- Security Management Functions listed in Table 33

Table 33 Security Management Functions Provided by TSF

Relevant SFR

Management Function

Management items defined by
CC

FAU_GEN.1 Management of data on Security There are no management
Audit Log settings activities foreseen.

FAU_GEN.2 - There are no management

activities foreseen.

FAU_SAR.1 Management of data on key a) maintenance (deletion,
operator password modification, addition) of the
Management of data on SA ID and | group of users with read access
SA password right to the audit records.

FAU_SAR.2 - There are no management

activities foreseen.

FAU_STG.1 - There are no management

activities foreseen.

FAU_STG.4 none a) maintenance (deletion,
Reason: The control parameter of | modification, addition) of actions
audit log is fixed and is not to be taken in case of audit
managed storage failure.

FCS_CKM.1 - There are no management

activities foreseen.

FCS_COP.1 There are no management

activities foreseen.
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FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1(d)
FDP_ACC.1(e)
FDP_ACC.1(f)

There are no management
activities foreseen.

FDP_ACF.1(a)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of user permission

a)Managing the attributes used
to make explicit access or denial
based decisions.

FDP_ACF.1(b)

- Management of user identifier
- Management of Functional
authority of UUNORMAL

FDP_ACF.1(c)

- Management of user identifier
- Management of owner identifier of
D.DOC

FDP_ACF.1(d)
FDP_ACF.1(f)

- Management of user identifier
- Management of owner identifier of
D.DOC

FDP_ACF.1(e)

none
Reason: there are no additional
security attributes and is not
managed.

FDP_RIP.1

Management of data on Hard Disk
Data Overwrite

a) The choice of when to perform
residual information protection
(i.e. upon allocation or
deallocation) could be made
configurable within the TOE.

FIA_AFL.1(a)
FIA_AFL.1(b)

Management of data on access
denial due to authentication failure
of system administrator

a) Management of the threshold
for unsuccessful authentication
attempts;

b) Management of actions to be
taken in the event of an
authentication failure.

FIA_ATD.1

none
Reason: there are no additional
security attributes and there are no
additional security attributes to be
managed.

a) If so indicated in the
assignment, the authorized
administrator might be able to
define additional security
attributes for users.
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FIA_SOS.1 Management of Data on minimum | a) the management of the metric
user password length used to verify the secrets.
FIA_UAU.1 - Management of data on key a) Management of the
operator, SA, and general user authentication data by an
password administrator;
- Management of data on user b) Management of the
authentication. authentication data by the
- Management of data on minimum | associated user;
user password length ¢) Managing the list of actions
that can be taken before the user
is authenticated.
FIA_UAU.7 - There are no management
activities foreseen.
FIA_UID.1 - Management of data on SA, and | a) The management of the user
general user ID identities.
- Management of data on user b) If an authorised administrator
authentication. can change the actions allowed
before identification, the
managing of the action lists.
FIA_USB.1 none a) an authorized administrator
Reason: action and security can define default subject
attributes are fixed and are not security attributes.
managed. b) an authorized administrator
can change subject security
attributes.
FMT_MOF.1 Management of data on Customer | a) Managing the group of roles

Engineer Operation Restriction

that can interact with the
functions in the TSF;

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)

none
Reason: The role group is fixed and
is not managed

a) managing the group of roles
that can interact with the
security attributes;

b) management of rules by
which security attributes inherit
specified values.

FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)

none
Reason: The role group is only a
system administrator and is not
managed.

a) managing the group of roles
that can specify initial values;

b) managing the permissive or
restrictive setting of default
values for a given access control
SFP;

¢) management of rules by which
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security attributes inherit
specified values.

FMT_MTD.1(a)

- Management of data on Customer
Engineer Operation Restriction

- Management of data on Report
Print

a) Managing the group of roles
that can interact with the TSF
data.

FMT_MTD.1(b)

none
Reason: The role group is fixed and
is not managed

FMT_SMF.1

There are no management
activities foreseen.

FMT_SMR.1

none
Reason: The role group is fixed and
is not managed

a) Managing the group of users
that are part of a role.

FPT_STM.1

- Management of time and data.

a) management of the time.

FPT_TST.1

- Management of data on Self Test.

a) management of the conditions
under which TSF self testing
occurs, such as during initial
start-up, regular interval, or
under specified conditions;

b) management of the time
interval if appropriate.

FTA_SSL.3

- Management of data on Auto
Clear.

a) specification of the time of
user inactivity after which
termination of the interactive
session occurs for an individual
user;

b) specification of the default
time of user inactivity after
which termination of the
interactive session occurs.

FTP_ITC.1

- Management of data on Internal
Network Data Protection.

a) Configuring the actions that
require trusted channel, if
supported.

FPT_FDI_EXP.1

none

Reason: The role and transfer
conditions are fixed and are not
managed.

a) Definition of the role(s) that
are allowed to perform the
management activities;

b) Management of the conditions
under which direct forwarding
can be allowed by an
administrative role;
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¢) Revocation of such an

allowance.
FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles [assignment: the authorized

identified roles].

[assignment: the authorized identified roles]
- U.ADMINISTRATOR, U.NORMAL, key operator, SA

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for
the role "Nobody” to which no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].

[assignment: list of external interfaces]
- any external interfaces

[assignment: list of external interfaces]
- any Shared-medium interfaces

FPT_STM.1 Reliable time stamps

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.
FPT_TST.1 TSF testing

Hierarchical to: No other components.

Dependencies: No dependencies.
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FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial
start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment:
conditions under which self test should occur]] to demonstrate
the correct operation of [selection: [assignment: parts of TSF],
the TSF].

[selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test
should occur]]

- at the conditions [assignment: conditions under which self
test should occur]

[assignment: conditions under which self test should occur]
- at initiation under which self test is set

[selection: [assignment: parts of TSF], the TSF].

- [assignment: parts of TSF]

- TSF executable code

FPT_TST.1.2 The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF
data], TSF data].

[selection: [assignment: parts of TSF data], TSF data]
- [assignment: parts of TSF data]
- TSF data (excluding audit log data, and present time data)

FPT_TST.1.3 The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF],
TSF].

[selection: [assignment: parts of TSF], TSF]

- [assignment: parts of TSF]
- TSF executable code

6.1.7. Class FTA:TOE Access

FTA_SSL.3 TSF-initiated termination
Hierarchical to: No other components.
Dependencies: No dependencies.
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FTA_SSL.3.1 The TSF shall terminate an interactive session after a
[assignment: time interval of user inactivity].

[assignment: time interval of user inactivity]

- Auto clear time for the control panel can be set to 10 to 900
seconds.

- Login timeout for the Embedded Web Server can be set to 5
to 60 minutes.

- There is no inactive time with printer/fax driver.

6.1.8. Class FTP: Trusted Path/Channels

FTP_ITC.1 Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

FTP_ITC.1.1 The TSF shall provide a communication channel between itself

and another trusted IT product that is logically distinct from
other communication channels and provides assured
identification of its end points and protection of the channel
data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit [selection: the TSF, another trusted IT
product] to initiate communication via the trusted channel.

[selection: the TSF, another trusted IT product]
- the TSF, another trusted IT product

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel
for [assignment: list of functions for which a trusted channel is
required].

[assignment: list of functions for which a trusted channel is
required].

- communication of D.DOC, D.FUNC, D.PROT and D.CONF over
any Shared-medium Interface
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tX1)FT(RIEEH (Security Assurance Requirements)
Table 34 (CEF 1T R EHZHRT D,
A TOE OFHEREELNIVE EAL2 THD, EBmLiztFaiUT(RIEIVIR—% Y M. ALC_FLR.2 TH
®o
Table 34 tX1)T1{RIEEH
REEDSA FRELAVIR—RV b
ADV_ARC.1 Security architecture description
ADV: Security-enforcing functional
ADV_FSP.2 e
Development specification
ADV_TDS.1 Basic design
AGD: AGD_OPE.1 Operational user guidance
Guidance )
AGD_PRE.1 Preparative procedures
documents
ALC: ALC_CMC.2 Use of a CM system
o ALC_CMS.2 Parts of the TOE CM coverage
Life-cycle -
ALC_DEL.1 Delivery procedures
support .
ALC_FLR.2 Flaw reporting procedures
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE: ASE_INT.1 ST introduction
Security Target | ASE_OBJ.2 Security objectives
evaluation ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE: ATE_COV.1 Evidence of coverage
' ATE_FUN.1 Functional testing
Tests -
ATE_IND.2 Independent testing - sample
AVA:
Vulnerability AVA_VAN.2 Vulnerability analysis
assessment
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tX1)T1EHER (Security Requirement Rationale)

TX1UTHEREEHARHL (Security Functional Requirements Rationale)

Table 35 tFaUTHREEHELTAT R RA SO SRR

Objectives

SFRs

0.DOC.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_ALT

0O.CONF.NO_DIS

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED

FAU_GEN.1

FAU_GEN.2

S| < |0.AUDIT.LOGGED

FAU_SAR.1

AN

FAU_SAR.2

FAU_STG.1

FAU_STG.4

FCS_CKM.1

FCS_COP.1

FDP_ACC.1 (a)

FDP_ACC.1 (b)

FDP_ACC.1 (c)

FDP_ACC.1 (d)

FDP_ACC.1 (e)

FDP_ACC.1 (f)

FDP_ACF.1 (a)

NN ENIENEN

FDP_ACF.1 (b)

FDP_ACF.1 (c)

FDP_ACF.1 (d)

FDP_ACF.1 (e)

FDP_ACF.1 (f)

N RNENIEN
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0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

0O.CONF.NO_DIS

O.CONF.NO_ALT

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.SOFTWARE.VERIFIED

O.INTERFACE.MANAGED
O.AUDIT.LOGGED

FDP_RIP.1

< |0.DOC.NO_DIS

FIA_AFL.1 (a)

\

FIA_AFL.1 (b)

AN

FIA_ATD.1

FIA_SOS.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

AN NI A NE RN

FIA_USB.1

AN YR YN Y N NN

FMT_MOF.1

FMT_MSA.1 (a)

FMT_MSA.1 (b)

FMT_MSA.1 (c)

FMT_MSA.1 (d)

FMT_MSA.1 (e)

FMT_MSA.1 (f)

DN N T N N N B NI B N

FMT_MSA.3 (a)

RN ENENEN

FMT_MSA.3 (b)

FMT_MSA.3 (c)

FMT_MSA.3 (d)

FMT_MSA.3 (e)

FMT_MSA.3 (f)

NRNENIEN

FMT_MTD.1 (a)

FMT_MTD.1 (b)

FMT_SMF.1

FMT_SMR.1

NN
NN

NIRNIENEN

FPT_FDI_EXP.1

FPT_STM.1
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NIZ ¥ O |ln

2 ([2ullx D
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oooooo:><<9m<
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VIV|IZz|o|lZ|Z2|u Hlxla|la o |&

O|0|S|x|O|O0O|wv [S|O0|D|D |D |~

QL0002 |50 g < | <O

SFRs ololololololo |loldlolo |o o
FPT_TST.1 v
FTA_SSL.3 Vv

FTP_ITC.1 VIV

Table 36 TFaVT4 KA EICEIIF1) T4 BEE HIRHL

XaT R A&

TFIT R E AR AL

O.AUDIT.LOGGED
(BEANV POEEERE
RAEISNIZTDER)

O.AUDIT.LOGGED (3 TOE Off - ¥ 1UT4ICRDBZA R bOOTEERL -
HEL EROBVFEGRR - RSVEFCH KA EHTHD,
AEF1)TI R RAEHERETHEHICE,

FAU_GEN.1 [CINEERRAAY MR LTEF ) TABEEOT TN E RS
nd.

EEUTREOMEEEH I RTERICINEERIFETHS,

FAU_STG.4: t¥1)T(EEDT T30 HBIZEE THNEM. EHEH
ENRICANIESN D,

FCS_CKM.1:BESRERDKBISESFFICIS LS
FCS_COP.1:BESLDKEIF YT AT—ARELTERIGENS

FMT_MSA.3: 774V ME, L)L DZ B (X E,

FAU_GEN.2, FIA_UID.1 [CINBEERRERE. TORACLBLFAED
BRI EERICEE (15,

FPT_STM.1 (C&D TOE O OEEBELBIOVIZANT, EERMFRIAY bef
(34 LAV TN e+ 1) T4 B EOY(CREFEINS,

LLEDEF1) TR BRI R A M ERBTENTES,

O.SOFTWARE.VER
IFIED
(VIMII7 e D
1REL)

O.SOFTWARE.VERIFIED (¥ TOE BE&®MXE{71— FO B 2RIEDFIEELR
HIIRAERAEHTHS.

AEF1)TI R RAEHERETHEHICEI,

FPT_TST.1(CLD TSFRITI-FELU TSF TN L M 2R T 5HDE
ST AMEREERENRCRRE LRITT LN TES,

L EDtF1) TR EH LI R A ERBTENTES,

O.INTERFACE.MA

O.INTERFACE.MANAGED (FtF2)T4RUY—ICHEST, 4HERMVR—T1—2A
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TXaT R &

THIT R E AR AL

NAGED
(S ERA B —=T1—2D
EiE)

T#H% Embedded Web Server  ##{E AR, TUUA— R4 NICETS1EEE
EETINKRAEHTHD,

AEF21IT R RAHEERTHLNICE,

WEEN VAT LEBENETIFIECINREEEANTIERATEIELZHLTD
Teh(C. FIA_AFL.1(a) kN & 18 & SR 5T 5B 5 5 BB (C.
FIA_AFL.1(b)ICZ&D SA DFREE K BB (AR A FRRERF ) (CEREE K BRICL D 7D ER
EREM S DRILCKELIZIEE . BiR OFF/ON A E(C53,
FIA_UAU.1, FIA_UID.1 [CINEEHLG—RAABFSLIVIVATLEBEEH
A9 B7HIC. Embedded Web Server S SRIADTHLARIC1—H—
BAIEREENTTIONS,

FIA_UAU.7 [CEN1—H—FRREICR L TEREE 71— FINWDIE R ESNHDT. NA
7— FOiRRIEFETS,

FTA_SSL.3 [C&D. Embedded Web Server g4k SRILC—EBREDTH
LANEMEEROT1 V2DV 7 VBRI ZERT S,

TVOR=RIANED YAV e R BT ICERNBRLEL(CEY 3V ERTT
%,

FIA_SOS.1(C&D. FIAZEORZR/NMIAT—FREHIET S,

FPT_FDI_EXP.1 [CEDHERA VR—T1—ANDDZET—RDRAERRY FT—DA
DF A SNBVEREZFIFRT 2,
ULDEFIUTAHEBEEHICENTI R A S EBLTENTED,

O.USER.AUTHORI
ZED
(—EFIAELEES
O TOE fEADEEH)

O.USER.AUTHORIZED (& TOE O H%EFRI I %A1, ERE F1IYT/
RUY—[CRHOTHERZT EESNTHED., ZORIEHANERHI R KR AEH THS.
AEF1IT R RAHERTRTHLHICE,

FDP_ACC.1(b). FDP_ACF.1(b)Ic&N1—H - AR 2= T ST, &
RSN A EDH ICEREREDIRIEZEF T2,
WEENVATLEBRENETIHEICINREEENTIEATEIEELTD
7zI2, FIA_AFL.1 (@)ICEDHt & 1B E SRS D ER AL R BRBF (.,
FIA_AFL.1(b)IC&D SA DFREE K BB (A AFRAERF ) ICERAE R BRICLD 7O EA
EERBMODREICKBULEIGE . B8 OFF/ON v E(Ch 3,
FIA_ATD.1, FIA_USB.1 [CIDH#EMEEERE. SA &E. —RFIRAEE
BT BIECED, FRIENEFIRBOH (CHT IO MEEINE TS,
FIA_SOS.1 (ZdD., FIAEDO®R/NIAD— FREFIFRT S,
FIA_UAU.1.FIA_UID.1 [CINEELB—RBRAAESIVIATLEBREZH
AT B7HIC. Embedded Web Server SE/ENRILD DD PHE ABEIC1I—H—
HAIEREEN TN D,

FIA_UAU.7 [C&D1——EREEICR U CEREE 71— RIVWDISIRESN B DT, /IR
J— FOREIEFEITS,

FMT_MSA.1(b)IcEntFa) T BHEMENEHLE . RE. Bk, FRREER
G

FMT_MSA.3 (b)Ic&NBH T 74 MEEEET 3,
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TXaT R &

THIT R E AR AL

FMT_SMR.1 [CENHEMEERE . SA. VATLEEE ., —RFIAEORE|H
Ban T, t0&EINEEM ToND,

FTA_SSL.3 (L&D Embedded Web Server Li&4E)1 SR IVIC—ERBOT7OE
ANENMEEIIREEDU7UBRIAEZERT D,
ULDEFIUT(HEBEEHICENT R A S ERBTENTED,

0.DOC.NO_DIS
(FIREXET-530
TERTRE)

O.DOC.NO_DIS & TOE ##ER DI WA IER R ENMD User Document
Data Z=FdX KA TH3.

A1 )T RRAHEERT NI,

FDP_RIP.1 [CEDAEBN— FTFAADEBICEESNZFAEHXET 0. L
AIDEHRONBZFIATELRT S,

FDP_ACC.1(a),FDP_ACC.1(c), FDP_ACC.1(d), FDP_ACC.1(e),
FDP_ACC.1(f), FDP_ACF.1(a),FDP_ACF.1(c), FDP_ACF.1(d),
FDP_ACF.1(e), FDP_ACF.1(f), FIA_UID.1 [C&D1—Y—@#AI=EET
CET. BFaleni=FIAEDHIC. User Document Data DRI T3,
FMT_MSA.1(a),FMT_MSA.1(c),FMT_MSA.1(d). FMT_MSA.1(e).
FMT_MSA.1(F)ICENtFa)T1BHEMEVEDOE ., RE. Bk, EREEET
%o

FMT_MSA.3 (a),FMT_MSA.3 (c),FMT_MSA.3 (d),FMT_MSA.3
(e),FMT_MSA.3 (f)ICEN#E T 74) MEZEET S,

FMT_SMR.1 [CINHMEERE . SA. VATLEEE . —RFIAEOREIH
BT, 20&EDBEHEF ToND,

FMT_SMF.1 [C&D TOE tF1UT1 EEEEEZ VY ATLEEENRH TS,
FTP_ITC.1 [C&D TOE & IT FO4D MEDAERRY FD—H L &N % User
Document Data #ZBh H{RE T 27H(C. BIET—HEELTOFIUTH IS
33,

ULDEFIUT(HEBEEHICENT R A S ERBTENTED,

0.DOC.NO_ALT,
(FIREXET-H20
TEXRShIRE)

O.DOC.NO_ALT (. TOE ##R DB WA ELHRSAHH User Document
Data Z=FdX KA TH3.

AKeF1 )T R RAHEETRT NI,

FDP_ACC.1(a). FDP_ACF.1(a), FIA_UID.1 (C&D1—H—-#AEEET S
CET, HA[SN=RAEBEDHIC. User Document Data DiEEEHAT5,
FMT_MSA.1(a)lcENtFaUT(BHEMBWENE ., RE. Bk, EREEE
33,

FMT_MSA.3 (a)lcED#EtI BT I4 I MEZEET B,

FMT_SMR.1 [CENHMEERE . SA. VATLEEE ., —RFIAEORE|IH
Ban T, t0&EINEEM FToND,

FMT_SMF.1 (C&D TOE €1 )T EEEEEZ I ATLEEENRETS,
FTP_ITC.1 (L&D TOE & IT 04D MEIOAE Ry FI—D L &N 3 User
Document Data #ZBihoRET37H(C. BIET—AEELTOMILITT I
33,

- 88 - Copyright® 2018 by Fuji Xerox Co., Ltd




Xerox C7020/C7025/C7030 tzFz1l714—0vk

TXaT R &

THIT R E AR AL

U EDEF1) TR B M (CINM R A ERBITENTES,

O.FUNC.NO_ALT
(FIFREHEET 50
REHSNIRE)

O.FUNC.NO_ALT (. TOE ##&BR DI WA IERZHEAh b User Function
Data Z5Fd xR A EH THd.

AeF1UT R RAHERRTHHICE.

FDP_ACC.1(a), FDP_ACF.1(a), FIA_UID.1 ([C&Da—Y—#FI=EET S
CET. BFaleni=FIAEFEDHIC. User Function Data DIE{/E%E5RI T 5,
FMT_MSA.1(a)lc&nteFaUT/BHENBWEDE. RE. HIFR. EREEE
33,

FMT_MSA.3 (a)lcEN@EtI BT I74) MEZEET B,

FMT_SMR.1 [CIDEMEERE. SA. VATLEERE ., —RFIRAEORETH
BFaEn T, t0ZEINEEM ToNnd,

FMT_SMF.1 (C&D TOE EF1 T4 EEBEEEZ VAT LEBENRET S,
FTP_ITC.1 (L&D TOE & IT FOAD MEIOAER Ry FO—D L &N 5 User
Function Data #Z BN bIRET3LNIC. BIET—AB S TON IS BT
%o

L EDEF YT BBEBEHICEDR R A S ER/IZTENTED,

0.PROT.NO_ALT,
(TSF F—HOFREK
ShiRE)

O.PROT.NO_ALT (¥ TOE ##ER DB VARIER RSN TSF Data &57%xt
KHEHTHD,

AF1UT R RAHEERTREHICE.

FIA_UID.1 [CEN1—HY—BANZEET S ET, FFRISNLE VAT LEBELZT
[C. TSF Data O {EZEFaIT 5,

FMT_MOF.1 [C&DEF 1) T HEEDEIEDE L BLUBBEDEREIX. VAT L
BEELZFCEBELTCNSDT, YVATLEEEL(FHIHIPREIND,
FMT_MSA.1(a), FMT_MSA.1(b),FMT_MSA.1(c),FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(AlcEDtF1UT(BHDHRZE. BIFR. {ERE
EHEITD,

FMT_MTD.1(a)ICENEF 1T B BEDIERER E (L. VAT LEEELZFICIR
ELTLWBDT,. TOE FHETADHREE. VATLEEBELIFICHIPRSNS,
FMT_MTD.1(b)IC&N—#EFIAE ID 0K EF. VATLEBEERAEEICR
ELTWS,

FMT_SMF.1 (&N TOE 1) T HEEN B EBBEEDRTEE. YATLEEEA
RT3,

FMT_SMR.1 [CENHMEEE. SA. VATLEEE ., — R FIAEORELH
BaEnT. z0REINEEM ToND,

FTP_ITC.1(Z&D TOE L IT 704D MEIORERRY FD—D L &ifih% TOE &{E
TREBENORETILHIC. BIET-ABEEALTONIICHET S,

L EDTX1 )T EEE S ICEDR R A &R/ TENTED,

0.CONF.NO_DIS,
0.CONF.NO_ALT
(TSF F—HOFRE

O.CONF.NO_DIS, O.CONF.NO_ALT (& TOE Z#ERDHL AR IERRE®H
&hho D.CONF 2P KA # THB,
AEF1)TI R RAEHERETHHICE,
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TXaT R & THIT R E AR AL
SHBIUFERTR | FIA_UID.1 (L&D —HAERMETSET, SFRISNEFIREBLTIC,
i) D.CONF DiE/FEeF eI 3%,

FMT_MOF.1 [CEN 1) TAHEEDEMEDRE L . BLUBBEDEEIX. VAT L
BEHELZFCEELTCNSDT, YVATLEEEL(FICHIRIND,
FMT_MTD.1(a)lCENtF 1T HEEDHRESRE (L. VAT LEEEZFICR
ELTWBNDT, D.CONF DFIVEDE. RE[E. YATLEEELZFCHIBRSN
%o

FMT_MTD.1(b)ICEN—EFIAZED ID ENAD—RFDFZREIL. YATLEEEE
AAEEICRELTNS,

FMT_SMF.1 (C&D TOE EF1T1HEEDEEEREDE EZ. SFal SNEFI A
ENRHETS,

FMT_SMR.1 [CENHMEEE. SA. VATLEEE ., — R FIAE ORI
BEINT. 20REINEEM TN,

FTP_ITC.1(Z&D TOE & IT FO4D MEIORERRY FO—H EE RN EF1UT(
BEENTT-35LU D.CONF 2EZHNORETILHIC. BIET—SESETO
FVIEX ST B,

L EDTX1) T BB S ICIDR R A ER/LTENTED,

O.AUDIT_STORAG
E.PROTECTED

O.AUDIT_STORAGE.PROTECTED (&L HEEREDL VDL - HIBR-
EENOFIRNKRAEHTHS,

AEF1UTI R RAHERRTHEHICE.

FAU_STG.1 [CINEERTI7MIVICHEHSN TS X1 T(BEERNT T 4%,
FEBHIBRPHRENLRET S,

FAU_STG.4 [CENEEOTNEMRICIE1ZEFC, REE VM LAY T TR NS
NEEENTE EEEHIRLT HLLWEEIRY M, BEEOT 771 BT
%

L EDEF1 )T BB HCINM R AR ERBT ENTES,

O.AUDIT_ACCESS
.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED (3B EFEFNHERDH BB (CL>TD
#. BENBEFIVTERERIMNTIACTTEINILIICTIRMERAEHTH
%

AEF1UTI R RAHERRTHLEHICE.

FAU_SAR.1 [CEDEFRISN TS VAT LEERER. EEOY 771D o0EFa
UT1EENT T -305d tH U EEEIR 1T 5.

FAU_SAR.2 [CINEFRISN TS VAT LEBE LN OEZOTIND7 I A%
Bity3,

U EDEF1)T BB S CIIM R A S EMICT ENTED,

O.CIPHER

O.CIPHER [FREN—FTAADEEICERBIN TSI XETAZINHLTY
AT VLI, REIN-FTAAVKE LICEBSNS T HEESIETS
XEFEHTHS.

AeF1UTARAHERERTHEHICE.

FCS_CKM.1 [CEDEE SN 256 BV MORES B K(CHEST, BSRNERS
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X1 ) TR KA & X1 )TAHEREEH RN
na,
FCS_COP.1 [CEDRHONEREE7ITVALERBERET. XET—HEAER
N=FTFAADEBENEE T R(CHES LS., FH H UEFICIES1EEh3,
UEDTFIUTA B EHICENX R A ERBZTENTES,
6.3.2. KEFMHOD#HREE (Dependencies of Security Functional Requirements)

THRAVTHEREEGMREFLCVIHAERS . SITREFRFRERR UGV EEE G RFEFRENE
IESNBTHREN G VR #LE . Table 37 [CRE T 3.

Table 37 t*aUT/HEEEHIVIR—2 Y bOEREFM

WREEHIVR—2V b

BEUHIVERET

B LTS EM

REFHEOHEEEHIVR—F Vb
EFEEmER LUV VEHRCENIE St

FAU_GEN.1
Audit data generation

FPT_STM.1

FAU_GEN.2
User identity
association

FAU_GEN.1
FIA_UID.1

FAU_SAR.1
Audit review

FAU_GEN.1

FAU_SAR.2
Restricted audit
review

FAU_SAR.1

FAU_STG.1
Protected audit trail
storage

FAU_GEN.1

FAU STG.4
Prevention of audit
data loss

FAU_STG.1

FCS_CKM.1
Cryptographic key
generation

FCS_COP.1

FCS_CKM.4:
HBOEF 1) T4 AHELTERSN TS LIIC TOE
SHESREBETILEMENTL.

FCS_COP.1
Cryptographic
operation

FCS_CKM.1

FCS_CKM.4:
HBOEF 1) T4 AHELTERSN TS LIIC TOE
SHESREBRETILEMENTL,

FDP_ACC.1(a)
Subset access control

FDP_ACF.1(a)
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

FDP_ACC.1(b)
Subset access control

FDP_ACF.1(b)

FDP_ACC.1(c)
Subset access control

FDP_ACF.1(c)

FDP_ACC.1(d)
Subset access control

FDP_ACF.1(d)

FDP_ACC.1(e)
Subset access control

FDP_ACF.1(e)

FDP_ACC.1(f)
Subset access control

FDP_ACF.1(f)

FDP_ACF.1(a)
Security attribute
based access control

FDP_ACC.1(a)
FMT_MSA.3(a)

FDP_ACF.1 (b)
Security attribute
based access control

FDP_ACC.1(b)
FMT_MSA.3(b)

FDP_ACF.1 (c)
Security attribute
based access control

FDP_ACC.1(c)
FMT_MSA.3(c)

FDP_ACF.1 (d)
Security attribute
based access control

FDP_ACC.1(d)
FMT_MSA.3(d)

FDP_ACF.1 (e)
Security attribute
based access control

FDP_ACC.1e)
FMT_MSA.3(e)

FDP_ACF.1 (f)
Security attribute
based access control

FDP_ACC.1(f)
FMT_MSA.3(f)

FDP_RIP.1
Subset residual

information protection

3L

FIA_AFL.1
Authentication failure
handling

FIA_UAU.1

FIA ATD.1
User attribute
definition

3L

FIA SOS.1
Verification of secrets

3L
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

FIA_UAU.1
Timing of
authentication

FIA_UID.1

FIA_UAU.7
Protected
authentication
feedback

FIA_UAU.1

FIA_UID.1
Timing of
identification

3L

FIA_USB.1
User-subject binding

FIA_ATD.1

FMT_MOF.1
Management of
security functions
behavior

FMT_SMF.1
FMT_SMR.1

FMT_MSA.1(a)

FDP_ACC.1(a)

Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(b) FDP_ACC.1(b)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(c) FDP_ACC.1(c)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(d) FDP_ACC.1(d)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(e) FDP_ACC.1(e)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(f) FDP_ACC.1(f)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1

FMT_MSA.3(a)
Static attribute
initialization

FMT_MSA.1(a)
FMT_SMR.1

FMT_MSA.3(b)
Static attribute

FMT_MSA.1(b)
FMT_SMR.1
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

initialization

FMT_MSA.3(c)
Static attribute
initialization

FMT_MSA.1(c)
FMT_SMR.1

FMT_MSA.3(d)
Static attribute
initialization

FMT_MSA.1(d)
FMT_SMR.1

FMT_MSA.3(e)
Static attribute
initialization

FMT_MSA.1(e)
FMT_SMR.1

FMT_MSA.3(f)
Static attribute

FMT_MSA.1(f)

T FMT_SMR.1
initialization
FMT_MTD.1
FMT_SMF.1
Management of TSF —
FMT_SMR.1
data
FMT_SMF.1
Specification of
BL
management
functions
FMT_SMR.1
] FIA_UID.1 —
Security roles
FPT_STM.1
o L
Reliable time stamp
FPT_TST.1
- BL
TSF testing
FTA_SSL.3
TSF-initiated BL
termination
FTP_ITC.1
Inter-TSF trusted BL
channel
FPT_FDI_EXP.1
Restricted forwarding | FMT_SMF.1
of data to external FMT_SMR.1
interfaces
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6.3.3. tFaVT/IRIMEHIRM (Security Assurance Requirements Rationale)

This TOE is Hardcopy Device used in restrictive commercial information processing
environments that require a relatively high level of document security, operational
accountability, and information assurance. The TOE environment will be exposed to
only a low level of risk because it is assumed that the TOE will be located in a
restricted or monitored environment that provides almost constant protection from
unauthorized and unmanaged access to the TOE and its data interfaces.

Agents have limited or no means of infiltrating the TOE with code to effect a change,
and the TOE self-verifies its executable code to detect unintentional malfunctions. As
such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures
that instructions and procedures for the reporting and remediation of identified
security flaws are in place, and their inclusion is expected by the consumers of this
TOE.
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TOE Ef4E# (TOE Summary Specification)
AETIE, TOE MBI T3 LF 1T (EEO BV TRET B,
t¥a)T71888E (Security Functions)

Table 38 |2 TOE 17 (#fbbF1UT(REBHORIEERT,
AFTHETS TOE £F1UT(ifAEl 6.1 BICRBINZLFITREBMERLTLOTHS,

Table 38 TOE t¥aUT e X1 ) T4 HBEE H D XIS BE R

¥ UT1HERE

TSF_USER_AUTH

TSF_IOW
TSF_CIPHER
TSF_FMT
TSF_CE_LIMIT
TSF_FAU
TSF_NET_PROT
TSF_INF_FLOW
TSF_S_TEST

)T EEEH
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1
FCS_COP.1 v
FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACF.1(a)
FDP_ACF.1(b)
FDP_ACF.1(c)
FDP_ACF.1(d)
FDP_ACF.1(e)
FDP_ACF.1(f)
FDP_RIP.1 v
FIA_AFL.1(a)
FIA_AFL.1(b)
FIA_ATD.1
FIA_SOS.1

AN IR N IR NE R N I NE N

AN

NN RN RN N N N NN AN RN

AN NN
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t¥a) 18R

¥ TIHERE RS

TSF_IOW

TSF_CIPHER

TSF_USER_AUTH

TSF_FMT

TSF_CE_LIMIT

TSF_NET_PROT

TSF_INF_FLOW
TSF_S_TEST

TSF_FAU

FIA_UAU.1
FIA_UAU.7
FIA_UID.1
FIA_USB.1

AN NE IR

FMT_MOF.1

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MTD.1(a)
FMT_MTD.1(b)
FMT_SMF.1

FMT_SMR.1

N RGN RN

\

NNANENENENENANEN ENAN

FTA_SSL.3

NENENEN RN

FTP_ITC.1

FPT_FDI_EXP.1

FPT_STM.1

FPT_TST.1

v

LIT Tl % TOE 2T/ REICRAL TR ER IS T 2 tF 1T REEH(COWVTERBAT %,

1.1.1.

N— RFAADETET — 9 L BE B E AL (TSF_IOW)

N—FT4ADEBRT I LEEHEMRE, VATLEBECLNVATLEEEE - FCRESNEN)
—FFYADEET A LEETHEMEERE AL, JE—#EE. TUVA—HEE. Ry FI—DAF v
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RE. 7D ABEEDE JIT DT T RIC, REN— FTAADEEB(CEBSNLRAFH XET-ATHL
T AEN-FTAADEEOXET —HEEE. 3 B ELEECINEET S,

ol VATLEEENRE LR ZIFLRYZ17IME R CEREXEZHIFRLTLEEEEETS(On
Demand Overwrite #8E),

(1) FDP_RIP.1 Subset residual information protection (4 7ty  NEFIHEHREE)
TOEREVITRTHNDLEEFEERMAELLT, LEEEE3E (0 1-ELEICLE LESLRIL)EE
3%, FRBN—RFTAAVEELC, EEEEEFEOFREFEANET AO—EZHS. TOE

BEFIC—EETIVILC HERTOFRAEANET -INFHETIERE. LESHELEE
ESERN

1.1.2. N—=FFT4ADEWRT - HIES L4 ae(TSF_CIPHER)

N—RTAADEET - FRESLMAEd. JE-HAE. TUVA—1EE. RV NI—DAXvUHEE. D7D A
BB PR MRS ERFCREN - FTA AR EICEENSIXE T AN SLEITI,

(1) FCS_CKM.1 Cryptographic key generation (BS54 mK)
TOE (& FIPS PUB 180-2 ([CEJ< SHA-2 7ILOUXLIZED 256 BV DS HEARET.

(2) FCS_COP.1 Cryptographic operation (RE&S121E)
TOEIRHERN—FFAAVEBICXET - I2ERTIMRIC. BERAER(FCS_CKM.1)ICENAERL
7= 256 By FROBES#E FIPS PUB 197 (CEJCAES 7ZITVALEICINXET-IDEESEE
1. FEERUEXET-HEHRAHTHEEEEKRIC, 256 EVMROESHE AES 7ILTUXLIC
SNEFIEEITI.

7.1.3. 1—4Y—FERE4EE(TSF_USER_AUTH)

A5 —ER5FHEEE(L . SRR SN E DRI BB Z(FHIC MFD DR AT 2ER R LB RHIC. 2
ENRIL, FIBEDS17Y 0 Embedded Web Server hho1—4%—ID &£1—H—)1NAD—RFEA DS
HCEHERBIEREE T HEETH D,

MFD FE5 Y —N—-(CEFINTWS 1 -V —1FHmEFIALT, FBEALEIT,.

1-H—EROBRFAEICLOT. RD 2 BN HD,
a) ARIKEFEE
ARFREEE . TOE MICESRLIz1— Y —EiREE AU CGRELEEE1T,

b) #&RER:
SMERDEREE Y — N —(Cx U CEREEZ1T I, TOE MICI—Y—1FHIFEFZINTLVELY,

SV EREREEIR . S ERDEREEY —/\—(LDAP % —)¥—. Kerberos —/\—) TEEINTLS1-H—1F
|EFALT, RT3,

RREN RN LIZFIREDH N T AL O REZ E A AT REE D,
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a)  AERESRITHEISN S EE
JE—HRE. D7D AREGEIE) . RYMI—DAFvUEE. J7DARIERVD AIRIEMEE. TV — 1
BE(TUVR—FIMNTHOEETVY FOREN A4 THIENRIFFCIRE) IRV TEREET D).
b) Embedded Web Server THlfEIah 314
BHIKEBOR R, Ja K& - BEREORTHEE

FEABBERIRE RIS LV VAT LEEEDIFM17Y Mo TOE EF1UTAHEEDS RERTELEE
TOEREFLEBHICIATLEEE ID ARV FEANSETHANBILT LD TLHS,

(1) FIA_AFL.1(a).FIA_AFL.1(b) Authentication failure handling (F23EkBRBEFDEDTK
Ly)

TOE [F TOEAPDEATBHIIC. YVATLEEEDRILZ1TON. RALFF DR KR BRI IS REZ 1R 1

LT3, YATLEBERIMEANEZRE L. PIEAEBRMTEHESN TS 5 B0EHTKKICE

&, LM AFEOBAFRIICALTIE. TOE OERUIE/BIRAZTZHFHE135,

(2) FIA_ATD.1 User attribute definition (FIFA&EEHEES
TOE BYATLEEBESSU—BRFAENRIEERLHIFTS,

(3) FIA_SOS.1 Verification of secrets (#% N#&EE)
TOE ZFIAEZEDNAT— FERERICR/INIXFRICELBIMGERFEREEIEET TS,

(4) FIA_UAU.1 Timing of authentication(GREEDH13IVY)
FIA_UID.1 Timing of identification(EAIDA3135)

TOE (F1&4ENRIL. FIAEDIATV D Web T35 %E U T MFD #8cDIREZEF AT I B HIIC, ID
ENAD—RFEAHDSET. AASNE ID ENAT—FH, TOE BRET—ACEHFINTLS/I AT —FE
ME— BT H_EERELT D,

FRRE(FIA_UAU.1)&ERI(FIA_UID.1)I3., RIBFICEITSNEA - REEDE AN LIZB DA 1%
ENEFRIEN S,

FMABDSAT7Y M oDTIY R 3T CDOWVTIE, TOE [E&EFSNL1——ID #3851 95M, FREAET
(CYa72ETHET D,

ARERN LD TPIANZAEICOWVTIE, TOE (&, BAIRIET(C. 77D AT -2 ZELIFUAZE
INVDAICAEINT B,

(5) FIA_UAU.7 Protected authentication feedback({R&&h7=74—K)\vD)
TOE (31— —ZBFEEFIC, NAD—FZIRT IS, NAT—FELTANSNEXFHERHD ** X
FaARENARIL® Web TIVYICRTT DA Z IR TS,

(6) FIA_USB.1 User-subject binding(FIR&-H7 YTV MES)
TOE [FFBEESNTZ ID ho#E EEE | SA BLUF—BFIRAEFEORBEZY T IV MIBEINHTS,
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(7) FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.1(c). FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(f) Management of security attributes(t¥1)7/EH%
DER)

TOE (3 Table 39 D&Y, t¥1 T/ BIHEDREEL—Y —REHEE(C LD A FREESN T FIAEI(C
HIPRT %,

Table 39 tFa)T/BHEOEE

t¥X1)T1EHE #1E =&
P E I A 1R R H[AY=yolcN VATLEEE
SA BRI EH VALY, BIBR. fERL | VATLEESE
— AR FI A& SR E R VALY, HIBR. /AL | VATLEEE
HRE(CH IS T BRI AEERFH FNEDLE. HE VATLEEE
D.DOC(I77DAZERYIANDIIAXET—S) | BLEahE YATLEEE

(CxF IS SR A & A IH R

D.DOC(BHETIVIFAMAEXET-R)ICHE | EUWEHE, AlbR, /R | —RRFIAE.

EEEGCEE FE YATLEEE
D.FUNC(Va71E#)(C ST RTAEHAER | MOEDE. HIRR, /ER | —RFIAE.
YATLEEE

(8) FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—2NDEE)
FMT_SMF.1 Specification of Management Functions (EEH#EEDHTE)
TOE BERBEESNZEHLBRAFEOHC, NAD—FERETII-H—1U3—TJ11 A%RET S,
HEEEED)\AD— FREIEMEIREIC. SADNAT— R EFHBEEEL SAIC, — i35 F
BEONAD—FERER. VATLEEEE—RIAERANCHEREIND,

(9) FMT_SMR.1 Security roles(t¥1)7/1&=E)
TOE F#MEESE . SA. VATLEBEBLU—RIAZEORINZHFL. TDRBNZESLHA
FHICRAEMITITLD,

(10) FTA_SSL.3 TSF-initiated termination (TSF #2&(CL348 T)
TOE (¥ Web 7554%hb Embedded Web Server [C—ER(5~60 5 TERERAE)DT7DEA
HEMGEEOT1 V(BRI YaVy) 8D 7 VBRI EERT 3,
FAREN RIDo—FE R (10~900 F TR EARE) DIRENEMEE S, BIENSRILDEFEND
U7SNFRAIEEARD.
TIVR—RIANEDEYIaVERFET . TV OB RMIBEZLEZE(CEYaVER T T,

(11) FDP_ACC.1(a).FDP_ACC.1(b). FDP_ACC.1(c). FDP_ACC.1(d).
FDP_ACC.1(e). FDP_ACC.1(f) Subset access control (Y7 ty 7Dt A%Hl#),
FDP_ACF.1(a). FDP_ACF.1(b). FDP_ACF.1(c). FDP_ACF.1(d). FDP_ACF.1(e).
FDP_ACF.1(f) Security attribute based access control (L¥aUTF/BHECLBT7H
T A1)
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VTV hOBREEE A FREE SN FI RE(CHIRT 5,

Table 40 EAHREANDT DT AH{H

HERE FFRISNDIRIEERRAN FAE
JE—Hae WRECH IS T R ABERFRN—BLZEE. BEN | VATLEERSE
FIDoOIE—EENEFRISN S, —HRFIRE
FYRD=D2Fvy | HEEICH ST 3R AEERBERN—HLIISE . BEN
1 I BOFIREDFA7Y b FTP =)= Mail #—)\—
NDAXY YT —REENEFRISND,
TP AEIEHERE HEREICRIG T 2R FAEERBERNI— LSS BEN
LD LDEFTPDANDAE Y T —REET B ENEFA]
hd,
TUUS—HEReIR4E | BEAEICHIS T A FIRMEERFERN—BULE S . FIAE
D347V M BDTIY b T —REEBRTVY MRE, BEN
RIDBDTIV T -IADXET-SOMRNFFRISND
TPDARERYIA | HEEICH T 3R AEERERN—BRLIISE. BE) | VATLEESE
1B1E RIDBDTPIAZIERNYD AR E T —HDOENRINEF A S

ns.

TOE (& Table 41 [CTRTESN., FIAET —INDREEH A FZREESNLFIRAECHIRT S,

Table 41 FIRET—AND7 1 AH{E

FAET—H RSN BIRECHRA FRE

AE-7-% ERRREOPDEARBETHRISNEIE-YaTNERTEN | YVATLEESE
%o —RFIAE
D.DOC(IE—T—3)DHIBRHEREIX LY,

AFvUT—H EREEOTICARETHASNLEAT YV Y3 THEITE | VATLEEE
Nd&. AXvr7—830 FTP #—)\—  Mail Y¥—=\—AD:% | —fRFIAE
En'EFaIsns,

D.DOC(AFvr7—R)DHIBRHEREIT L,

TPDAERET 4 ERBREDPDE AR THRISNEIPIAVITNEITS | VATLEESE
Nadc. MFEIPDANDTFDAT A ENFRISND, —RFIAE
D.DOC(77DAEIET —5) DHIFRHEREL FELN,

TPDARIET 4 D.DOC(77DAZENYIARNDXET—H)DERIE YA | YATLEEE
TLEEELZFICEFRISNS,
D.DOC(779ARERYDARNDXET —3) DHIBRHEAE(L
1A

BTV EROD D.DOC(BHIIVINDORAXET—R)ICHIGTIME | YVATLEESE

XETH HHAFREFAEHNFERN—BULEHS. BRI | —RAAE

FRDFEXET—AOR, BIFRDEFRISNS,
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FAET-H RSN BIRECHRA FRE
RTHOYITT—H | D.FUNC[CHIST 3R EEBAEREF RAEH B F®RY | VATLEESE
—HUEEHE. JE— AFvY  IPDA TV LORITHY | —RFIAE
37 DA, EDRENFFEI NS,

TOE (& Table 41 [TRTEHN, 1Y —FREMEERICINTPDARERNYI A, BHET )Y FOBREERFES
NEFAREICHRT S,

TPDAZET—RRGITRTIPIAZERYD AN T HET, HIRZERAESNIZ Y AT LEEHICHIR
EE:D

o EBIETUIHRE
FRAENFIREIFATI DT IV FIANTERT IV MEREVCRETTIV METET S5 S,
BRI FRELRICENRI T —AZEY by TT—RCERH(FIVIR—X)LTA—H—ID CeDERT IV hel
THREN=FT1ADEEIC—FHETERT S,
FAZER—RBEEINLCTID T —SEHERTSTHIC. MFD ORE RV H1—H—ID &)NAD—
FEAAL, BEESNSEI—T—ID (S G LIETUY MFBOUAMEITHR TSNS, FIREEIZDUA
MOGENRIFE T FLIEHIBRDIE RO RIREE T3S,

o TPDARENVIREREIEHLEE
3 [CRERESNTVEWIPDAR— B IPDARIERYDACTPIARIET —HEKIMT HTEN T
BETHB,
IPDARAET —RETPIAZRERYIAEMT B HEICE IV -RELITHT . ARTBERREE
U TG TN XN TRIETFIARIET —RET7D AR BRI AT SN EIRETH
%o
TPDARERYIAL VAT LEBRENMEE/ (R —ID &I - FEA 51T %E MFD (3R
BICEHRSINLI-—Y—ID ENAT— D —HTINEFIVIL. —HUIIBEDHEBEEN BT LikyD
ARDT -SRI SN RIREC I DENRI DR EN FTREE B

1.1.4. YATLEBECF1IUT(EEHKEE (TSF_FMT)

VATLEBE LX) T EEMAED. HIBRTEOFAENFNGEREFLEILHIC, YVATLER
BE-RADPIEAEVATLEBEDHICHIRLT, FRAISNE VAT LEBREDH (CEERIELY
VAT LEEBEDIATY o TOE tX1) T RENS RERE LB ETOEREFRIT S,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥1UT/#EED 55 F
VOERE)
FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—30EE)
FMT_SMF.1 Specification of Management Functions (EE#EEDHTE)

TOE [FFANBIESNTE I AT LEEEDHIC, TiL0 TOE tH1)THEEEICRAR TS TOE RET —

ANSRERTERE. BLUBHEBEOAR/ BNERE TSI —1VI-T1M AR KT S,
FEINOOEECED, ERSNZEFIUTIEEEAREEIRET D,
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BAENRIDDIITEED TOE tF1)THEREDREES R L. RELEEITICENAIRETHS,

- B, BZIOSRERTE
- TLS BIEHAENS REHRE

FrIATLEEEDSA4T7 Y b Web 759H5%1E U T Embedded Web Server #8E(CLD. FEED
TOE tHa)T/#EEDREES L. REEEEITOENEETHD

s N—RFAADEET A LESHEMEDSBERTE

- On Demand Overwrite #BENSBERTE

- VATLEBERIAKICLE TPV AIEEHEENDSIREETE

- BfY. BZIOSRBEEE

- BETAMEBEOSHREETE

- BMEEE)AD-FOEE  MEEEDH THE

- SA. — &R AE ID OSRBEEREBLVNAT—REE  RAFRFOH
- A-HY—-NATV— ROXFHFIREEEDSBERTE  NMAFREFDOH

- PRIUTAEENTHEEDS BERTE

- TLS BiEHEEDSHRERTE

- IPSec BIEHREDSRERTE

- S/MIME B{EHEENSREERTE

- X.509 FEBAZOERL/7y70— F/AD00—F

- 1Y -RAKEEDS RERTE

- — A AEOERDSREERTE

- NAMR—IVIZVREFIREEEDS REERTE

- F—MOUTHERE (B E)IR LB LT Embedded Web Server) DS BERTE

(2) FMT_MSA.3(a). FMT_MSA.3(b). FMT_MSA.3(c). FMT_MSA.3(d).
FMT_MSA.3(e). FMT_MSA.3(f)
Static attribute initialization (3fIEE#EA1E)
TOE [FEAXBERETHSIE—HEE. TUVA—HEEE. RV NI —DAFvUBEE. J7D A REICK LEF1Y
TARMEDT I MEELTEMEERFRIERET D,
7z D.DOC (CBLEFaUTABHEDT 74V MEEL T, Fr B EF HBERICERL LI FI A& A E R
EFIATTRELG R AE R AERZRET S,
F7z TOE (& D.FUNC (Ja71&E®R) ICEALEF 1) T BHED T 74 MEE LT, Fr B & H A IEHRICIERK
UzFIREHAIEREF ATRe BRI REH A ERZHRET S,

(3) FMT_SMR.1 Security roles(t¥1)7/1&=E)

TOE B#MEEE . SA, YVATLEEENRINEHFL. TORINEELGFAEFCEAERTTY
%o
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1.1.5. BAMNI-IVIZ7#E/EHIR#ERE (TSF_CE_LIMIT)
DA IV IZTPEERIREREL ., DA -IVIZTH VAT LEBRE 1T EERE

(TSF_FMT)ICEAT 3R ENSBEIUVEENHELBVLIICHAN -IVIZFOIATLEBEE—F

NDIZEEFIFR T 2HEETH D,
COMEEECED . DAMI—I VI PICLB R ELTENHELTED,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥1UT/#EED 55 F

WOEE)
FMT_MTD.1(a) Management of TSF data (TSF 7—5NDE&EE)
FMT_SMF.1 Specification of Management Functions (EEH#EEDHTE)

TOE [ SNzV AT LEEEDH(C. Embedded Web Server hohA M-IV I = P12 4EH
RHEEEICEE T2 TOE BRET—HNSHBERE L FE (HEenF /&) DIEhD1—Y—(1U3—T14

AERT S,
FECOBBEICINERSNS TF 1T EEHEEERILT S,

(2) FMT_SMR.1 Security roles (£¥a1)T11#&E|)
TOE BYATLEEEDRENEHEFL. TORENEVATLEEEICEEMTITVS,

1.1.6. E¥X1UT4BE&ENT#EE(TSF_FAU)

TFAITEEOTHEL, VATLEBBCINVATLEBEEE - FCRENLIEEOTEREICH
L, TARTH TOE FIAFICH LT, L2, HEN EDLIBERETODNEVDIERPEELBIAY MHIZ

(SEELEREE. 1I-Y-EQE) e, BRI ILHOTF1IT(EEOTHEEEZRET S,

(1) FAU_GEN.1 Audit data generation(B5s&ET—34ERK)
EET-ADERIE. EESNEEERNZAIAY M., BEEOYICEREFINZEERIET S,

Table 42 [CEZEAT DFEME T

Table 42 EZ&ENT DE¥HA

EEOIRFANVME, U TOEERT—AEHICGEHIND, :

Log ID:EEEAYVEAIFELTORELES (1~60000)

Date: Bf+7—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®L\Fnh)

Time: BZlI7—45 (hh:mm:ss)

Logged Events: /XY b F (K 32 HIDEEXFSI)

User Name: f|fi&E & (&KX 32 HIOEEXF3I)

Description: /XY MBI ERNAEDERHA (B X 32 HiDEEXF I THMII TELESRBOIL)
Status: 1RV FOALIELFERE LTKREE (R K 32 HIOEEXFFITHMIE TERSRBOIL)
Optionally Logged Items: #@R7F1E B LNMNIEEEOIANRESNSEMIGER (FTI0 MERITE
H]E)
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Logged Events

Description

Status

T A ADREEE L

System Status

Started normally(cold boot)

Shutdown requested

Started normally(warm boot) |

User operation(Local)

Start/End

Scheduled Image
Overwriting started

Successful/Failed

Scheduled Image
Overwriting finished

Successful/Failed

Self Test Successful/Failed
1—-Y—F85E
Login Successful, Failed(Invalid
UserID), Failed(Invalid
Logout

Login/Logout

Password), Failed

Locked System Administrator
Authentication

Detected continuous
Authentication Fail

(REREI%LRTE)

BEERNI-LE

Audit Policy Audit Log Enable/Disable
J3TAT-HA
Print Completed, Completed
Copy with Warnings, Canceled
Job Status Scan by User, Canceled by
Fax Shutdown, Aborted,
Print Reports Unknown
TIMABREER

Device Settings

Adjust Time Successful/Failed
Switch Authentication Mode | Successful
Change Security Setting (GREEBHRF)
View Security Setting Successful

T 2T —INDT I

Device Data

Import Certificate
Delete Certificate
Add Address Entry
Delete Address Entry
Edit Address Entry
Export Audit Log

Successful/Failed
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Logged Events Description Status
BIEHRR
o o Failed
Communication Trusted Communication (FOFIEBEELEE)

(2) FAU_GEN.2 User identity association(F| & #5158 DRI EF(7)
TOE FEESINEEERRIAY MEEEOT 77/ AR T EEC. ZORRELSEF BEDH A
1ERICREE T TTERRERLTLS,

(3) FAU_SAR.1 Audit review (BE&ELE1-)
XA TAEEBENT TR R INETATOERE. KA HERERRIATD,
FE"TEARTPANELTRET B "ELOBTRDORIVDHD . COMBEICEIN X1 T(BEEOY T 4%,
STRUINDTFARTPAIVELT, Hov0—- RTHENH KD, TFIUT(EENT T84 U0—
R 28T, Web TS50 EFIBAT3HIC. TLS BEEEMICHRESNTOEIFNIEEBLEL,

(4) FAU_SAR.2 Restricted audit review([REE&ELE1-)
X THAEBEDTT-A0FHAH UE, RSNV ATLEBEDHICRET S,
TXIUFAEBROTT-IANDTHEAL, VAT LEEEN Web 595 DA ERATTHET. #2445/ 1)L
Mo7OEATRERERLBL, YATLEEEN Web J505%@ELTTOEADYT AV LTLVEIFNIE,
VATLEBEORI(OTM1V)RICERTTEEICES,

(5) FAU_STG.1 Protected audit trail storage({fRESN =B & SEBIHEHH)
X1V TAEENT T—R3EkH H UHEREDH T HIBREREIES EM AR FE LB FELBHSAP
HENIRESN TS,

(6) FAU_STG.4 Prevention of audit data loss(BE&T—5#8%0D51E)
TR IUTAEENT T INEFCE R ROE VM LARV T CRFRSNEZEET - LEEL
T HULLVEET-INMERTIERGERSNS,
EEOTREDANY M B4 LAY TELEIC NVRAM [CRTFESN 50 HICZELEEFE S . NVRAM £
OOJ% 50 HEALT—20774 V(AT TEEOTI7MILIEFES)ELT, REBN— RTFAADEEA
HREELT. &K 15,000 DIV MRFTRENH KD, 15,000 428235 EE. —B S
WA LAV T CERRBFSINEEEDT 771D DIBREE LT, BDIRLTIAY MR &SN 3,

(7) FPT_STM.1 Reliable time stamps(&{EERM LAV T)
ERNZEERNRIANY MEEOT 771 IAGEEHRT S, TOE Mo TLVS DOV IBEREIC LS A1
LRV TeRITT A ZIRIT 2,
et ORELEFEL TSF_FMT LN VAT LEBEEZEDH N AIEETHD .

1.1.7. REBRYEI—DT7 -5 {RFEHBE(TSF_NET_PROT)
RERRY D —DT - REWEER, VATLEERAE(CINVATLEREE-FTHRESNZTAE 3 207
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ARUVEREDERICED, AE Ry I-DT—S{REHEENRHIND,

(1) FTP_ITC.1 Inter-TSF trusted channel (TSF & {EEFv=RIL)
TOE & TOE F3&E [T AR TEF 17T 2B ENMRISNIBEFLEE IO ILITEN.
XZE7—A4(User Document Data). YaJt&E#k. tF¥1UT(EBEEOTTF—ABLU TOE HET—H
HRETIMETIRKETE, COBEEFrRIUE. thOBEFrRIEREBMICE A SN, Z0iH A
DREESNEH RN S LUHELREN G, BIET—IERETIRENZFO TS,
TOE RT3 SLEEEUTOENTHS,

O3 BEE S 7IIVXL
TLS D347~ PC AES/128 Evwhk
(Web F3594—_ FUvB—R54)1-) AES/256 Evhk
LDAP #—)\—
IPSec D247k PC AES/128 Evhk
(Web 7594~ FUUR—R34)1-) Triple-DES/168 vk
LDAP H#—)\—
Kerberos #—/\—
SMTP H#—)\—
FTP H—)\—
DNS H#—/)\—
S/MIME SMTP #—/){— Triple-DES/168 Ev
AES/128 Evhk
AES/192 Ewh AES/256 Ev i

a) TLSZobkan
VATLEBEICINVATLEEEE- FTHRESNEITLS @E ISRV, ARy -V EERN
BXETA, VaTER. tF1)TEEDTT AP TOE BET—HERHETSH—DELT, t*1”7
BT —RBEMRIESNS. TLS 70 FUCRIELTLNS,
TOE W't i T BHEBEICED ., TLS H—N—F(E TLS D317V beLTEIMET BEN KD, Fh
TLS 7O RUCHIETBIEICED ., A TOE EUE— MEIDT—2BIE L. BEEPHRIAVOE A H HIF#E
THIENHED, BENODREIL. TREOKEEICINBIET AEREILTHEICLIHTEIRT D,
BHIESRE T YAV ORRFICE RSN, MFD RADEREVIE TN, FLEtavnik TER
FFCEHRT %,

- TLSv1.0/TLSv1.1/TLSv1.2 FORLELTA RSN Bt E OIS 55
BAMICIE, TROBESIERM— bOfRINADRIRSND,

TLS OFFSIEA1—t LERESARX/BY(X oA R
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Evk SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Evhk SHA256
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TLS_RSA_WITH_AES_256_CBC_SHA256 ‘ AES/256 Evk SHA256

FERSANLOREIR, TLS BB @570 0M1)L0) HMAC(Hashed Message Authentication
Code - IETF RFC2104)#aEZERAT3EICLHTEERT D,

Web D347V b ETTLS BIEEEMICTRE. D47V M bDERIE HTTPS Z&L T, ZELEI(T
hiEinizly, TLS @IE. IPSec. S/MIME #ty b7y 73381, FLEVATLEEENEF1UT
1EEOY TS IY0- RTRRICE R ESNTLEINERLEL,

b) IPSec 7OrdL
VATLEBEICINVATLEEBEE— FTERESNEIIPSec @IEICHEL. AEBRYMI—D L&
NBIXET—H, YaJ1ER. tF1)T1EEOT TP TOE RET—IERETSI—oOELT. £Fa
PRT—RBEMRIESND. IPSec 7O PIUHIELTIVS,
IPSec 7O0MJLIE. TOE EVE—MEITED LS IPSec BIEEITINEL O, EE PSS 7ILTY
ALBEDINGA—REERTIEHD, TX1)TATPVII—VaVDMELET D, 7YII—V3avDREL
BIEESNZHED IP 7 FLABOETOREET—4(E. TOE OEJR OFF £ty N3 ET
IPSec @ b5V AR— ME—RIZENIBEELEND, LHESRETIIVORIBRFICERSIN. MFD &
AOEREUIMT 2D, TR IaVORTERBISHRT S,

-IPSec 7O IJJL(ESP:Encapsulating Security Payload)eLTA RSN 3 EfEDIE S
BHFMICIE, Tioo@@EsS AR \wo1AKXOs EHhEDANIIEIREND,

HEREs AR/ Ry X NvYa1AR
AES/128 Evh SHA1. SHA256. SHA384, SHA512

3Key Triple-DES/168 Ev b SHA1, SHA256. SHA384, SHA512

c) S/MIME Farail
VAT LEBECLINI AT LEBEE— RTERESNLIS/MIME BE RN, RERYMI—D6L
USNERY M I—DEERNIXET—HERETEI—DELT. LF17LBA-ILBENMRIIENS.
S/MIME 70U LTV,
S/MIME BEEA— )LD EHEBEICED ., NEBEBFA—INTRIET IS EDA—IERER R L TOX
ET-HANEFEELLET S,
BEESREIA-ILDOESLEIBFICERSN . MFD RKIADEREVIETEH . FEEA-ILOES
LT ERFISERT S,

S/MIME 7O PLELTERENSA-ILEESE DT D EREES A

HERES AR/ BT
3Key Triple-DES/168 £k
AES/128 Evwhk

AES/192 Evwh

AES/256 Evi
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1.1.8. 474 *—=Y3070—tF1)74#8E(TSF_INF_FLOW)
AV TAA—=ay70—-tF1)T1#EE(E . external interfaces(4V &84 VA—J1—2A)E
Shared-medium interfaces(R &Ry FI—D)REICHFEEF RSN VEBIEEHIR T 2HEETHD,

(1) FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
TOE [, &AMV A—T1— AN 0 R(TE OGNS T — A2 NI GRNERRY M) —DAERE T CEZEHIR T

DTELRENZIRILT S,
SLERA UB—TI— A SMI(NERRY FT—H) DB IR HERE
USB(F/3MR) TN —AZERAVI—TI—ATHN . DA UA—T1— 2N

DEREFFFRIEN I,

CE: TV b IaTBEE TV MMEEIND)

77D AR—F/USB(RAL) | EH®D USB 1 3—J1—A TV FO—Fh— FEEHRINTSD
7HAR—REBEUT TOE [CRIECPHERATEEETET, A%
BEEEBRBERNERY ) —DETT— 22 (TESBLOT, &
REFEORZENZEVLLARERT —AEAEBRY FI—DE
EITiELIIL,

Ethernet T MF—REZE LG &R MDM 2 A—T1— ANDERIE S EF
AIENILN,

D1 —F—HEFREIFATY MY —N—hbZIETE
t(at.a‘F_I‘c*“f(L'CLWE;(s BRESN BB,

CE: TV bIaTBEBE TV MMEEIND)

FMAFEDFM7Y M o# AR EREZELZEE. 1
SRELHEREN MM EREREEICER ESN TLVBE. TOE (358 A ZR AL E R
% LDAP % —/)\—ZFz[x Kerberos H—)\—A#%{E7 3,

BENRI 1BR1E) Y*)bb‘%@’f%ﬁ‘éﬁﬁﬁ(l(i%\? &EU o nEb‘Z\%_C Hd,
NERIE T BHHREL LY,

J_—U' FRREARREN L ERERAEICER E SN CLVB L. TOE (F3 A1
i 'IH#E’E LDAP H— N— 357_(; Kerberos H#— N— Al%‘[na-
o

1.1.9. B2 TAMEBE(TSF_S_TEST)

TOE (&, TSF R4TI—FHELY TSF T—ADTEMERIL T H/HD B C T A MEREERITT S _Eh Al
BETHD,

(1) FPT_TST.1 TSF testing (TSF 7A})
TOE [S#Z2E)EE(C NVRAM &£ SEEPROM O TSF F—3% S LEEER A L. 2EBIIRENRILCT
I-ERTIT B,
ERLEFIVTABEEDT T4, Bt OBBT—AINolCEEFNBVEHEE ORI UL,
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F7= TOE (Z#2ENRFIC Controller ROM & Fax ROM OF1vhY LastE LA ED{EE— T Eh%E
FERVE BRI ENRIICIS-ERTTE,
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ST B&EE-FFE (Acronyms And Terminology)

B&ZE (Acronyms)

A ST [CHITBMEEEELLTICEREAT 3,

iE EEABE

ADF BERE#HEEDEE (Auto Document Feeder)

CC JEVD3147)7(Common Criteria)

CE HARY—IVIZ7(Customer Engineer)

DRAM HA4+39D5 U5 L7DE2AEY(Dynamic Randam Access Memory)

EAL FHEEREELANJL(Evaluation Assurance Level)

FIPS PUB K EDEFHRFERLEBIZEDH ¥ (Federal Information Processing
Standard publication)

1T B A H3—3F)L(Image Input Terminal)

I0T Ef&H H3—3F)L(Image Output Terminal)

IT &R BT (Information Technology)

IP A1VR3—2y 7O (Internet Protocol)

MFD FIRIEEH#E(Multi Function Device)

NVRAM TERMSVHLTDEAAEY(Non Volatile Random Access Memory)

PDL R—Yitik E5&(Page Description Language)

PP JO0753>7A774 )L (Protection Profile)

SAR X1 TR E 4 (Security Assurance Requirement)
INTPIVNAE TSN EERHICESHZ ATEER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t£1UF#EREA $(Security Function Policy)

SFR a1 T H#EEZE 4 (Security Functional Requirement)

SMTP BFA—ILEETORIL(Simple Mail Transfer Protocol)

SOF HeEETRE (Strength of Function)

ST t¥a) 7455y Security Target)

TOE FTfxt & (Target of Evaluation)

TSF TOE t#+1)71#4#(TOE Security Function)
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FEE (Terminology)

A ST CHITPRAFEELTICEREAT S,

A ST TORE

EBENE

Y II—=D2F v
(Network Scan)

TOE D&%/ S h B3Ry MI—H(FTP/SMTP FORL)EE T, /fUIV D
BTV~ FTP §—)\—, A=)l — —AE L e T he, $ R
PDF. TIFF, JPEG HADEHIEENAIRE,

TPDARERYIR | TPDARIERYI AL’ T7DAXE %R TOE RICRFTIIEFTDE,

(Faxbox) FLTPDARERYD AN X EZERITEIENATEETH D,
FRAEVEREZEE TV MDOHERETIETERE TV MIEMICIED, 5

3T 1 _%‘(;Ebnf BOWXE., #FEELREEH ALEWNMESICH BT—4% TOE

—BRFETEL., B RICH N EFMIn Y 51, @DDFF1AV FERED
‘_t%ﬂ‘&;(s BEEOEVFF1AY M ANERTES,

Embedded Web
Server

TOERN®D WebH—I\—T&HD. FIREIS17 D Web 505 %N LT, TOE
([Cxt T IREERESR, SRELE., VaTHIBRNTERY—EATHD,

Embedded Web Server (Z. Windows DIEH# Web JS595TERTRE
WNTE3,

14585t
(User
Authentication)

TOE M&#AEZFE AT 2ATIC. FIREDHAIE1T-oT TOE 0F FA#EE (CH|FR
ENNTBTZHDHEBETHS.
ARRBREESMERRRED2DDE—- FH B, EBOhDE—-FTENMET B,

PN H
(Local
Authentication)

TOE 0)1_-& nn.. nEE MFD ‘L
:E_ Fo

JUE1-Y-1EHREERAUGRRLEEETD

y*nl‘ﬂh Y=}

TOEO):’-_-U- n:anE&g*anhnIE-'j /\ (Lﬁfibrl ﬂ_'lﬁﬁﬁ1§mbrmuu

(Remote BEEETIE—FK,
Authentication)
LEFHEE - ; ez — " - —
(Hard Disk Data REN— FTAADEE LICERSNZXETAZHIBR TSR, EDT—51E
) HERFETACLEETEIEERT,
Overwrite)
On Demand AEN— RTAADEE LICEBSNEXETAZYI17IEIT. FRIEE
Overwrite ITICENEIBRL., SHIC EEEZEETIHEEE,
—JsEh & (PDL TZENRIT =&ML, EY Iy T T—RICE
. R—Y5ik E 55 (PDL) CHBRLSNIZENRI T — 22T L. EV YT T—RICE
m?%*&ﬁbo
. . TAVIR—ZAREEEICED . R—JFER FFE(PDL) TR SN LT — A% L. EY
FAVR—X

rYTT-RICE#TBE,

VATLEBEE-F
(system
administrator
mode)

—MRFIAEN MFD OWEEEFIAT 3 E/FE— REBAIC, YATLEEEN
TOE OfEAREICEHET, TOE H#HFNENEERTE ® TOE tX1UT 4 aEER
ENSR/BHE, REBDEEEITIBNMEE-F,

A= rDUTHLRE

12432 B LU Embedded Web Server hafal6i2EE LG LVMREET—
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A ST CORE EEAS
(Auto Clear) OEFENEBUIEE. BEIMICERIENOT 7Y FMENBHEETHD .
NANRI—IVIZ7
(Customer MFD QORSF/MEEBZITIIVIZY,
Engineer)

WEEEL, TOE FZBRESNTVIEEICREBFRERELTYIEATS

b

(iia%;ker) BECTHD, WEHBILZ. KFESNEFABTEHEH. TFDEXRERLTIILA
IRELEEND,

BRI

MFD DIRMEICRHERBRIV ., FVT . B9FNRITAATVAREESNTZ) R,
(Control Panel)

— L E SA 7>
RABBIIATY | _ orimanmmean51 7ok,

k

VA5 LEEE VA7 LEBENFIMTEIFA T, YATLEBE Web I E
DIATIE MFD (LT, TOE BET—S0RBPEERAET.

— S A s

Uj"_”;j’ FEE | TOE 0B S LB 7Y bR T

—RRFAEISIM7V b LEDT—H%, MFD W' fEIRATRER R — YRk 5 58
(PDL) TR SNTHIRI T —R(CE#T YT MIIF7 T, FIREDFA PV NTHE
G EED

TIVB— RN
(Printer driver)

MFD D@ERATREBR— VLR E55(PDL) TR INTZT -4, HIRIT—4(3.

ENRI 7 —
N7 —% TOE @7 VR—ZHEETEY by I T—AICEBEND.
HET—A MFD Z#/$3/\— FYI71Zy M TTONZEEDSS, IV REZOL AR

VAL TEBIESNS T4,

AE-HBEICENFRBRAENLT -2, BLUTIVA—HRECIVFIREI (17
EvbevTT—4 MOEESNIZEIRIT —5E T 1VIR—AHRE TR LT -5, EvbvTT—
5334 B A X TEBRERELTREIBN- FTAADERECHEMNIND,

REN—-FTAADEENLOHIFREEELIZIE S . EEFEROBIFROEET
Jo TBHE. XETANREN- T ADEENGHIFRSNEE S JiET
REN—RT1ADE | 3EEFBOBIRSNDH. SRIBMICHIBRSNTEXET-RCHULTTIERT
BN oOHIBR SEIHELTESE, LHUXET-HBRKEIDIZENTNEIVREEERD, XFE
TRBRKE., FHELT-ANEUEEICEEAFNIZTTHRFHAXET R
LTRAERN— RTAADEE(TTZS

(Original JE—HEET IIT N oDFHEHAH DRI REBDIXERIRE . EELBEETRT,
document)
— & FIFAEDN MFD OOE—HERE. TUUA—#EEE. XV D —DAFvIBLEE. 77
DAMEEEFI AT HMRIC. MFD A& & EBET 22 THERIFHREZESLT %,
" MMUTXETIERLET S, XETIRBUTORBYHNEFND,

Q- EEEER T BRC, [T THAsAEN, 10T CEIRISNBEY bRy TF—
5,
TUVI—BEEERI AT BIRIC. —RFIAEDSM 7Y M SEESNBEIRIT—5
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& ST CORE

EHNE

BLU. ENETIAVR-AURERIERSNBEY YT T4,
2YRI=D2AF v EREERI A T BIRIC, IIT D oikdA A FNNERN— T4 A%
BCBRINBIEYIIYT T4,

TrPDAMEEEF AT BRI, IIT D oFtd AN EREFHISEETIEY Y
T7=8. 8LV, ERBEFHENLRIEL IOT THIRISNZEY YT T4,

FREFEHXET R

MFD ORIE8\— k7 AV EBICEREN L%, FRMET Lor A LZEIRRLE
P, IR\~ FFAADEBRICE . F-SBRBEL LS REOXET S,

X1V TAEEDTT

EEPERER, -8R TIMARNTREVEEELERE. M)
DM (GE)N L. TESUTzL . TEDFER 1ELVORE X TR FIICEEERLIZE D,

—WROIMT U EBLVY - N-FB—RFAEIIM 7Y FRAICEESN TS,
TOE OH#EEICEDZ UNDT -4,

RERRY b —DZFN% TOE ORREICEHRNB LN D T3,

TOE ®EF—4

TOE [CE>THERSNED TOE [CBIL TR RSN T —HTHN, TOE Ot FaY)
TAHRREICH B e E A BT REIEDH IR TET —Ho

CNIE TSF T—A0—&8THY. BAMICETEDT - THS:
N=FTAADERT A LEER|. YATLEEEFR. DAN-IVIZY
BRAEFIRER, 1—Y— )27 — FOR/DXFHIFR. FIAE ID &/IAT—F
B, VAT LEBEZIRBICLETIEAEERER. ARV -DT—4
REFER. tF1UT(BEOTREER. 1 -V -25ER. FIREERE
], 24— MOUTIER. BETAMER. LiR—FHAER. B FLIER.

SEeg

BEERINS 256 EVbDT—8, REN-FTAAVEEANOXET DR
FHHC, CORT-HEEALTESEEITI,

2y kD=5

NERRYRI—DERER RV -DERETI—RMICERTIEEORE,

SERRy RD—D

TOE 2 EE I MM TIEENHRLGL. RERYFI-DUNDFRY FI—D%
EED

ARERYFI—D

TOE H'3%E SN EOAEICHD ., sME82y bI—-Ih 60 EF1 )T/ DB BIIC
XL CIREESN TS XY I—DAD, MFD & MFD A7 ANLERYE— MO
SIEBBT—N—PDO3147V PCHEDFrRIVEET

ARBFERER. TPHAEE . REOT-INRNSEREERHSINSHE,

AR EFEE IR

(public telephone

line)

ARERT—H I7DADAREIREZRNSEZEDT—H,

(fax data)

SFEAE ITU-T &5 0D X.509 [(CERSNTHEN, KAEHR(FrEHEMH. #4420

). 2B BHHR. JUTINFVN VTRTFYEREINTOSIER,
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s&&% (References)
& ST ERBOSERMEUTICRET S,

BEFR

RFatrv b4

[CC/{=F 1]

Part 1: Introduction and general model (September 2012 Version 3.1
Revision 4)

BT CF I TAFMOLHDOITLI4T)7 N—U3Y 3.1 HETE 4 [k
N—=F1: BERE—ARETI 2012 4F 9 A CCMB-2012-09-001

(ER 24 %11 ABERE 1.0 b MILTBUE N IFHRQIEHEEREE
tFIUT1EVE— BHREFIUTERELE)

[CCI\=} 2]

Part 2: Security functional components (September 2012 Version 3.1
Revision 4)

BT CFIUTAFFMOLEHDIELIIM4TI)7 N—T3y 3.1 HETE 4 R
N=F2: EF1UFT4#EEIVR—2 Vs 2012 £ 9 A CCMB-2012-09-002
(FR 24 F 11 AFIEREE 1.0 hk MIIITBUCEANIBIROIEHE ERE
TX1UT1EU8— FHREF)TAFREE)

[CC)I=} 3]

Part 3: Security assurance components (September 2012 Version 3.1
Revision 4)

ERFTAMCFIUTAFMOLHDIEIIZM4TI)7 N—T30 3.1 HETE 4 R
N—=F3: EFaUT(REEIVIR—%VF 2012 %9 A CCMB-2012-09-003
(FRK 24 F 11 AFIRE 1.0 R HILITBUE N EHROIEHEERE
TXI)T4EVA— BEHREF)TARREEE)

[CEM]

BRI X1 TAFHEOLHDOFBEAE N—J3V 3.1 HETE 4 R
i AL 2012 &£ 9 A CCMB-2012-09-004

(ERL 24 £ 11 AEREREE 1.0 R MIIITBUE NBIRLEEHEEE
TX1UT1EU8— FHREF1)TAFREE)

[PP]

U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std. 2600.2
TM -2009)

- 115 - Copyright® 2018 by Fuji Xerox Co., Ltd




