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o T U AZIEHERE
NEB7 7 7 A EEERERE I L CXEEZIET HHEHE,
77 7 A%AE LT 3CGEIT TOE WICERE L, B, HIBRT 52 &N TE D,

(6) CEOLALIY T L oRE
TOE MIZXEHEZEM L, & LI3CEZ D H9 K6,

6) ELHEATF 4T A BT = — AERE
TOE OFNHEN 7 Z A4 7>k PC 76 TOE %V £ — M{ET D720 DORE, T A X A
LIRS THRED Web 77 U7 7Y r— g %% 4 A h—)L L, TOE &1 LAN #%H
THHET D,
1.4.42. €% 21T 1 HEE

LIz, TOEO®x = U T ¢ Hfe% itk %,

(1) 5 FRREMRE
HDE%ﬂ%Liﬁk#é%ﬁTOE®%Tﬂ%%T%6#E§b%J%%%%ENXU%F

WX > THREEL, TOE OFFTRIAZE TH D Z & DR TZ 725412 TOE OF|H Z7Frl 4 2 8%
Hbo */\uﬁji{i iZ'KMKHh uE&%JB‘H‘"—/\_?EuEﬁ)% D r&'@%‘ﬁ)&)%ﬁ)b&b ﬁiﬂbf;ﬁﬁf
FET %,

AHEREICIE, BAEASIA NG RAT — RE AT LB NNAT — RE X I — P TERT D
BRENE END, I BT, e L7Z BRI B B IS E L2 GBI iGEERE 2 = > 7§
éﬂyﬂwﬁ\Nx7~F®%E%%%Tétb£ﬂﬁﬂ%%#L@mmLtAXU—F@%
INHTEE DS 2l T2 LTz /8 A U — RI20) 2 8+ DHERE DS AREREICE £ 5,

(2) FRCCET 7 & AEEE
e RBRERERE TRBRE S 1172 TOE OFFATHIMIE K LT, T OMMAZE ORENIH L TEZX S
AT HEIR 7213 A O Bk & SCE DO R ;%Ob‘fgifj(%f\@%’%fﬁ%ﬁ_ﬁf%ﬁ%% Ao

(3) FI il BR A A B g
DI FRAERERE TRBGE S 7z TOE OFFAIFIHIE I3 LT, ZOFIHEDKENIK L THEZ 5
NIRRT IIRRFE IZ 5 2 DT EHERIZ IS T FIRIBERE. A 3% v U H&iE
E—tgRE, 7 7 7 AR, CEORF LY HLEORKE, A AT 47 A 77 = — AFEHE
OEEEFF AT DHEE, BL O, EITHOY a TIE TN 5 ERLELSN O SLEA~DOEIEDH]
2 9 % HERE,

(4) HDDI; B ikre
HDD IC7E8k SN TWABT — X RN DR ET 72012, To 2R 5{b1 2H%6E

(5) Bifrnw JikRe
TOE OEMBEOEF =Y T 4 ICBETL2HFL (UF, BEAFREV D) On sz HRE
WELLEBICEAn 7L LTREsL, ik lcEdn 7 2BEAETE éﬁ/ﬁfi’mfﬁﬁ“éﬁéﬁbo L5
v 713 TOE WO HDD IZA8#19 5 25, A&IBISIARC 2 o L G B 3B I K BT L
2o T, Va7 oxfeilk (EaAr 7 OBMbITHhRy) Floidk b hi< &:%%P\]éi’bt%ﬁﬁ
PR~ EFEZ 21T, SHIT, kLA n ZIXEHEEIZTICHAM L, HIBROEREZ 7]
ERAR
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(6) AT Ltkae
TOE WOHIBRSN-3FE, —RRREDH DWITZTOWMA I LT, FEDT —# & LF
ETHLIChY | BAEROFHM Z A AR &3 D,

(D % v FU— 7 diE5H#RE
LAN FIHFFIC R > b U —7 EOEHEIZ L A HHIR A W& I3 2866, 7 7147 >k PC &
mfp OREID@IET — %, AEERFEY—/ 3 —, DNS $— 33— SMTP ¥—/3—& mfp OB D
EF— 2 Wbt %,

(8) AT A MhE
HDD s S b#EE, BF 5k Y — F7e 5 NZ TSF 72— R IEH TH H 2 & %2 mip OELE)EF
k—*ﬁnmj—é%%ﬁbo

9) X2V T ¢ HHEIKRE
Ak BRI RE TREGRE S 417 TOE OFFrIRIAFIZH LT, £ORMAEHEOEFNZX L THZ L
Mt%@_%owa%ﬁ<&_ﬁﬁé@Wk;Uﬁ%1)74%b@&éim_%#éﬁﬁ
BB 70 e,

QO)AERA > B 7 = — A 55 BfERkRE
USB £ v T 2 —REEZLHNHEA L EZ T 2 —AMED AN %2 %D F % Shared-medium
Interface ~HEETHZ ENTERWEHITL, T2, EFEEEEIS LAN ~ORFAZHIET 5
FERE, BREEIFMZOWTIIANEHE 7 7 7 A%(5 L RR2WHEEEDHIZIRET HZ L2k b
TEaa AR D DIRAZE I L, 257 7 7 AD§REEEL L35 Z L1 L 0 BEEEHFRD D LAN ~
DRANZERIET 5,

1.4.4.3. IR

PAFIC, Z1k SNDREREZ B N T & 2R RE 2 3ok 4 5,

- FTP1E. SMBi%fE. WebDAViL(E, IP7 R L AFAX, A ¥ —% v FFAX, PC-FAX%/E
RN v 7 A7 L STIZHIE S VTR WD AR » 7 A

- SNMPHERE

- DPWS#E

- LPD#& &

- RAWEJfi

- USBue— Ve T 7Y o MRE

AN AT Y (IR, SCERAE, :rt°~)

X2 VT o E, BIE& TV b, BEE{LPDFUSAD Y o MERE (7Y O MEBEIX Z D
FRICE 0 . @ OHIRERE CEIRZER M TON A THIRE& 7 U v b XXELE L TRESND)

1.4.5. TOE OFFA#E
TOE OFIf# (U.USER) &, UTOX S IcnHEns,

Table 1-1 Users

Designation Definition
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U.USER Any authorized User.
(FFAIFIHE)
U.NORMAL A User who is authorized to perform User
(— R H#E) Document Data processing functions of the TOE.
U.ADMINISTRATOR U.BUILTIN_ADMINI | A User who has been specifically granted the
(EHH) STRATOR authority to manage some portion or all of the TOE

(EV b A EHE) and whose actions may affect the TOE security
U.USER_ADMINIST | policy (TSP). Administrators may possess special

RATOR privileges that provide capabilities to override
(o — P —EHE) portions of the TSP.

*¢U.BUILTIN_ADMINISTRATOR, U.USER_ADMINISTRATORIZ D\ TIiX1.4.7THEZ SR

1.4.6. REEZE

8% pE1X. User Data, TSF Data, Functions T& 2,

1.4.6.1. User Data

User Data (ZFF Al FIHZE DMERT 2 0, FFAFIAZEO-DIC/EH S, TOE X% = U7 ( #HED
B EIC B2 5270\ T — X Th D, User Data lZLL FDO X S iz I N5,

Table 1-2 User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually stored data created by the hardcopy device while processing an original

document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data % TOE »{Esk3 52>, TOE AIZ/ERkEN=T—%TH Y, TOE OBRIEIZEEL 5 2
HTF—HTdhb, TSFData T TDO L 9 IHHENS,

Table 1-3 TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security
of the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who

is neither an Administrator nor the owner of the data would have an effect on the

operational security of the TOE.

A TOE T#: 9 TSF Data #LL FIZ3-d,
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Table 1-4 TSF Data

Designation

Definition

D.PROT

A —hr VUt MR-

HEhn 77 v R

FRRIE SR (] e B i

PRAYT — RAR—E[e B

TR AN 05T — 42 FRIAERMER, NA T — FAR—EEEE)
I — R —FRRERR E T —

IR SRRE DR ERE I AR BRIEFH

RF 211

Xy hU—273%E (SMTPH——0DIP7 FL A, KR— +EFE%, mfpDIPT KL 2%)
HEESERTE (AT K DEEDOFES)

INAYT — NHLK

ZAZ 7 7 7 AOERIZBET R E

User ID

Permission Role

Allocation Role

Role

D.CONF

0y A RAT— R
KE{ty—FR
sBOX PASSWORD
DOC PASSWORD
o=

1.4.6.3. Functions

2.3.2 SFR Package functions (275 3 #4HE,

1.4.7. FE

AR ST TEHT D HFEOEREL E&RT D,

Table 1-5 &

Designation Definition

Allocation Role

FIRECEEMST b2 B, mipOEREE FITTLRICERIND,

Box Type Ry 7 2OFEH,
X VT A LERy I A, REIATYZERY 7 A, RAT— K&
{EPDF Ry 7 A, BEE& TV MR TR, Ty AV T« F o —
Ry 7 Amb 5,

Copy Role I — R FATTE HEE,

Data Administrator 7347 FNPCOHOEREREETHTLOOT TV r—var 7
[

Data Administrator BB OmfplZxt T 2EHERT NNARERY 7 V=T, 7774

with Device Set-Up and Utilities | > 7 U =7 T# %5 Data Administrator® fL#) 53 7l HE

DSR Role

7 — % OHDD~DORA7, HDDIZIRF SN TWHT — X OFEAH L,
%ZPVC% é’erbn o
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Fax Role T 7 I ARBE R FEITTE D&E,
FTP%1E AXY L LT —H %, avEa—¥—TRRD7 7 A /VIZEHL T,

FTPY— _"— 27 v 7'm— N9 5 H%EE,

HDD7 —# |3 X | prikne

HDD b7 — % % L& & HikR7 2 e,

HDD 7 — % & = bR He O B {E

HDD7 —# L& EHIkRBERR B W THMT 28R HEHFR) %

Bt i HET DR,

Permission Role mfp OFERRIZ BT B 5 Bk,

Print Role 74T RPCIHBLT Y v N EFATTE H8&E,

Role U.USERD#%E,
U.NORMAL, U.ADMINISTRATOR? &% ¥ , U ADMINISTRATOR %
& 5 IZU.BUILTIN_ADMINISTRATOR &
U.USER_ADMINISTRATORIZ 7370 5,

Scan Role AX ¥ U EIATTE HH&E

SMBEAE AXy LT —F %, arCa—d—TRAD7 74 MIEHBRL T,

AL 2= =Y = N—DIF T 3 L —~RE T D RRE,

U.BUILTIN_ADMINISTRATOR
(Ev b A S EEE)

U.USERMD7&H,
HONPUOTORIZEE I N TV HEHE (B R EEE) I2oH
fF5 &5 5%E,

U.USER_ADMINISTRATOR
(s )

U.USERD#&HEI,

U.ADMINISTRATORIZ & - T G- s 5 4%El,
U.USER_ADMINISTRATORH DA v & 7 = —Am b1 7 A T
THIET, ZORETORIENRTE DL DI D,

TEOM G - BIRPAETH D Z L LR ORI E IR &
U.BUILTIN_ADMINISTRATOR & [F] C,

User Role

TV AXyr, A~ V7T A LETFANDRGFENS T
FEREZ AT T D BRIC LB /%,

Web Connection

Xy hU—7 EDara—4%—TWeb7 7 V¥ % E LmfpDi%E
B HCIRNETERR 2 9~ 5 12 8 OREHE,

WebDAV%(E AX XU LT —HE, ava—F—TWR D77 A /VIEHL T,
WebDAVY ——|Z7 v 71— N4 5 HRE,

FIRI D% A 5 XET — HFESN T B CE R AR L2 FIRA A — 2 ORI (7))
o, T 28 ORESFSOELEEITH 2 &,
YET—HXZOLORETFET, BEICE SO THIRA 2 — 23 H
(th7) sns,

A—rUVEY b a7 A I, TOREEINT-A— )&y MM TT 7208720 o

S EICAEICe 7T U M DR,

F— bVt MR

EEENRET DM, ZORMPRE TS L BBICe 7T Y M
Do BAEASTFNDD OBEDR RS,

Va7

N— Ra b —dEE B SN D RN X A7, B~ Z 27131
KU EOXEEAZNETE B,

T VT BYERRE

X2 U T AEEDSDENICEKRT IREL X 2 7 REIC— &K
E LEOREZ MR DM, Z OBRENSAE DR TNDHZ LI LY
Fy U =27 %N LI-TOEOEHHERE, * > FV— 27 REEHEYHL
BERE, EIBZWEEEIC X DR ELE 2 EOFANEE L S, FizIi3F A
DR E S 23R S D1ED BREM DL T ORFIC & B Hd 3 R
REN, REMOEE (FHEETLTNFEITARE 2175 X=2V T+
LR E TN e D,
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X )T E
(SECURITY DOCUMENT)

7547 FPCAIL Y RAT — RBHEE & 4L, TOENITRIFE 172X

Ho

tFa T LEARAT—F
(DOC PASSWORD)

X2 VT 4 LEICRESNTND /AT =,

v a o EEK T ERE

Ty va v EEBICK T T D HERE,
EaE/3 )V, Web Connection, Data AdministratoriZ >\ CEFNFH
—ERMEERB I ebhienwk vy v a Vv EBEBNICKR T T 5,

IRAT — FAR—E IR fE

WA NRET D HIE,

Ry V7 ANRRT— RE AN ENT/NRA T — RO L= R — BB
ZOBMEICET D L UER Y 7 A~DT I ANEILEND,
X2V T 4 LEART— FEANSNIZNRAY — ROk LT A—
BEEN ZOBEICET DI E X2 )T 4 LEA~DT 7B AN S
o,

TrAVLT TRy T A

LER (B, o) o) 2R EL TR EBHENEHT AR v 7 A,
REINTNDIXEEZ T L Ea—THIENTE IHIZRY I AND
B 9 (HIRL, 3ME) BRIC, RESNTZAENMIINER 5,

PRV EVEIN; T

TOENRZ 747 v FPCOrLEEENT2—P—ID, /A L/ A T —
R, FIRT — % &5 A b8R8, =— ¥ —ID, v/ A4 LA U — R
ct %)Hﬁk/DJIJmLJ uEZ) EJZIJJ Lﬁ_ @%‘Eﬂﬁ]u'}:\‘—& 72%4?7\%50

Ry A

iiéﬁfﬁétw@74v7kv
RIESND LEIIEHLELETITOTVa TIZEETNDILERH D,
Ry 7 ALY, CEERA, BIET2Z ENHRLIFIHEN R D,

Ry 7 ANRAT— K

Ry 7 A SN/ AT— K,

(BOX PASSWORD) U.ADMINISTRATOR 721 NAEE T 5 /327U — K% FlZsBOX
PASSWORD & &7,
o —H#—ID FHABIZHIZZ B TW L5507, TOEIXZ ORIz kv FHE %
(User ID) RET D,

SMER Y — N —FBEERE, 22— —ID+ A — N —ID TR S D,

o —ID— BRI 11 - il

—REFIAEL - Yo ——IDIC L dr A &2 FLT 5L
iR« —ReRI IS L 2R 5 2 &

o— R

=P DA IR, HERRON . BIRRZEE 2 AT 5 e,

o — P —FRRED & B RE

FOREST L (RRTBRE,AMES Y — X —38RE) DRE 217 O BERE,

o— P — G AE TOEDFI A % 587F 9 5 HEHE,
AARZREE (INTERNALLY AUTHENTICATION) & #4H— S —3R3E
(EXTERNALLY AUTHENTICATION) @ 2 #¥H3% %,
U.BUILTIN_ADMINISTRATORIZAMATRFED x TRBFES 15,
=04 TOEIZRBWT, =¥ —IDéu s A LA T — NIZ X » CilkBIFRGE%

ETTHI L.

Oy A RAT— R

TOEIZR 7' A T B7HD/NAT— K,

(LOGIN PASSWORD)

KBk — R HDD DBk W T+ 2 S8 LRI B W TS 57—
%, TOEIIM by — REMEH L TR S 8% 4T 5,

EZ W aE FAXAHERE O %25 Li2E T A8k, E-mail & W\ o 728 5 XA F A

LT, a=F I/ VEKERASHPET ZmlpO Y R— e Z—Li@
%L\m@@@@ﬁ%\mmﬁ%@%%ﬁﬁ%%ﬁﬁéoit%%um

TP — R GBI b F—03ik, ek, 2w —
ERAZ V=T OJRERE) BT D,
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SRS — N —FRRERET — #

IERFRAE Y — N—IZBT AR ET — & OGN — =D FTE T2 R A A
VR ERET)

i v i P RE B v 7R OEMEORE 21T 5 BRAE.

Bidym 7 BRE B v 7 & US4 D HKEE,

B PR RRRIE O AR A 1 AR R ] B LEeRBERBEBEEIRREMICET LS 2 LITEDY
U.BUILTIN_ADMINISTRATORDFRIEN 7 » 7 ESNT=HHIcw v 7
DMEER S L% F TORFH,

R A E U ZAFER v 7 A

FAXZAEE (EHXE) PRESNLIEHENERT LRy 7 A,
RESNTHHLHICH L TH e — R AR, 7L E2—RTE 5,

PEoRIUR » 7 A

K=V T%E MRTFHENODOERTT 7 7 AEE) LEWLELZEHE
TEHRY T A,

ST v VR B RE

EEHET v XAMERED EITDIFD, S T ROE 21T 5 KEhe,

BT % e

LANZfRH L TRVIY 3257 — % 205k L TR D i6E

FRAT I WIE B RE HDDF —# L& XHIREEEIC L W HDD L5 — % ZHI&1 % HRE,
REZ 1 e DGR, B RHERNRAE LIESE . Z ORAIFBRNEL 0 72

kS h b,

HEIm 77 U MR

BHENRET DR, ZORFEARET 2 BB T T MY
%, Web Connection? %42,

EIEDRELEE NET = 2SN T YELELZEEE L2 LR EA A =T &%
FTOEODREDERLITH Z &,
XET = ZOHDEFETET REICE SV TEEA A—TUNEFES
o,

HRCE RIFEEY H LD R LD (EDSRICKDBIEOR G L7 5) 305K,

PREE& 7Y o M HRE
(AUTH PRINT)

Ry RT—7 FDay Ea—F—nbiE s a—F Akl AT —
REMES CEE T v MER SN HFE UCTRIET DHIE

R RIE SR A [

R DSBOE S % B, e U 72 RERRER RIS Z ORI IE S D LR
AEERE T Y 7 S D,

EREH SR T —

FMBERAE S RO AT W T HIEIFERERFIC AN T2 FEE N E L T
WHISAT — R,
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148. KRy R

TOE L3 2R v 7 RIZHOW TRk d 5, TOE XL TOEEDOR v 7 A i3 5,
(RBZIIEIR Y 7 2O ICES S DB TH LD, B R R IV EIZBITAFERELT L —8T
5HHDTIER, 72, ZHUSMIERAR v 7 A2 ESIFET N Z ISR LIZFEOR v 7 A

PSMIREH T & 7220,
Table 1-6 Y XTLRYIR
Ry 7 ADOFER ELL]
EX2 VT ALERY S | EFa VT4 LEBRESNDIR Y 7 Z,
A

ATV ZIERy 7 A | FAX ZEXE (FRXE) MEFESNDIR Y 7 A,
FR A Y Z ERED ON ([IFRE I N TV DEAIT., =G CEFMRE A €Y
ZER Y 7 AR END, B A E Y ZEFEREIL U ADMINISTRATOR

BT 9,
/XA YU — R 51t PDF 54t PDF (BE< £ XA T —=REANTDH I HICHRESIN TS PDF
RNy 7 A TrAN) ERFTEIRY I A, XEEBEELTRAY—FRANTHZET

YRESCEORIREN KD,
BAL& TV MRy 7 2 | BIE& TV » MERTIENMREIND R Y 7 A

Table 1-7 #geRv oI X

Ry 7 ZADFEHE
TrAVT e Fon— | RELEXET—F (EEXE) T A7 74V U 7 B 5OR %
Ry o A ML CHRB LR ENRTEIEEENEET IR Y 7 A,

2. Conformance claims
2.1. CC Conformance claims

AKSTix. L F®DCommon Criteria (AR, CCLFET) e T 5,

CC version : Version 3.1 Release 4
CC conformance ¢ CC Part 2 extended, CC Part 3 conformant
Assurance level ¢ EAL2 augmented by ALC_FLR.2

2.2. PP claim

ASTiX, LLTOPPICHEGT 5,

PP4 BRI : U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std
2600.2™-2009)

N—T g v - 1.0

1) APPlZCommon Criteria Portal (Z#8#; 41T\ 3% [TEEE Standard Protection Profile for

Hardcopy Devices in IEEE Std 2600-2008, Operational Environment B] (Z#& L. 7>
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CCEVS Policy Letter #20] b7z LTV 5,

2.3. Package claim

ASTi%. LLFDSFR PackagelZi# &9 %,

+ 2600.2-PRT
+ 2600.2-SCN
+ 2600.2-CPY
+ 2600.2-FAX
+ 2600.2-DSR
+ 2600.2-SMI

2.3.1. SFR package reference

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

o> op oy o> o> o

B B e e e

2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

1.0

March 2009

2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

1.0

March 2009

2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

1.0

March 2009

2600.2-FAX, SFR Package for Hardcopy Device Fax Functions,
Operational Environment B

1.0

March 2009

2600.2-DSR, SFR Package for Hardcopy Device Document
Storage and Retrieval Functions, Operational Environment B
1.0

March 2009

2600.2-SMI, SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment B

1.0

March 2009

2.3.2. SFR Package functions

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
22176



bizhub 4752/bizhub 4052/ineo 4752/ineo 4052 EFz!/7r5&—5"wk

Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

FFAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

FDSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by
multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the
function is associated with that particular data as a security attribute. This attribute in the TOE
model makes it possible to distinguish differences in Security Functional Requirements that
depend on the function being performed. The attributes that are allowed, but not required in any

particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.

+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4. PP Conformance rationale

2.41.

PP ® TOE &7l & D—E 1t £k

PP 3%t & 28 oOfERIL, ~— Favr—&EEQCIT, HCD: 5 5)Th s, HCDIL, ~— K
AN EET XN T A NIERT D (RAxX v ), TUXNLEEN— R —T 4 —AC
B 50y (HIRD), EHEEREN L CN—Fabt—XEL2EETLIN (777 A), ~"—FKat'—
LEOEMEERT S (2—) T520IHATIHLTHD,
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HCDIZHMIZISE U TEED R/ MR THEIE S, HWREZILIET A7-DICNN—RT 4 A7 R4
TROMDOARFERMFLE S AT L, RX¥ a2 AV b= R_—RER 2 BIML TS0 L H 5,

A TOE OFfERIE mfp ThH 2, mip X, BINEEE G5 T HCD 2385225 E 2 i 2. HCD 235§k
TOHMREEHBE L T\ D, Lo T, ATOE fRiX PP @ TOE fip & —& LT\ 5,

242.PPDtEF ) TAREEEF AV T A RARAHED—EMRER

P.HDD.CRYPTO & O.HDD.CRYPTO MiE/0
PHDD.CRYPTO I ZHDD 258k SN DT —Z OF 5k 2RO D L DO TH 0 EHREICH 0D
iz H-2 5 b0 TIER< TOE #7250 TH5, O.HDD.CRYPTO |3:E/M L 7= OSP
WIS T 5 b O TINGEHBREIZ» DO EH7-2 5D TiE2< TOE ZHl{+5H D
Thbd, LTER->TSTIETOE Ik LT PP ERIZEL LOHIFEEZFR L, TOE OEMREEICK L
TIX PP ERIZEDOHIBEZIEL TRV, PPICK L CRIEEZIZLVFHIREATH D &5 R %10
e IS

243.PPOtEFa T4 EHLED—EME®R

A TOE @ SFR 4. Common Security Functional Requirements & 2600.2-PRT. 2600.2-SCN,
2600.2-CPY. 2600.2-FAX, 2600.2-DSR. 2600.2-SMI 757z 5,

Common Security Functional Requirements (X.PP 23 f§E 3 524 SFR Th Y ,2600.2-PRT,
2600.2-SCN., 2600.2-CPY. 2600.2-FAX. 2600.2-DSR. 2600.2-SMI |3 PP 7345+ % SFR Package
MOBERLIZHDOTH D,

AKST OEF=2UT ¢ EfHE, PP OEF=2 T ¢ BRI L TEM, B ML TWLEFNH D
2, PP LIT—BELTWD, UUTIZ, &8N, Bl TnwafEpre, 2o PP & —BLTWHHE
M iidd %,

Common Access Control SFP

PP [3+FAXIN O JgtE% -2 D.DOC @ Delete, Read 3 £ OV D.FUNC ¢ Modify, Delete |Z
M427 7 2#HlZ2EHZEL TWDE, TOE NZEF O FAX #EDF ¥ U B/LiHIRENT
BOTHTHIT) ZENTE, 2NV ZEFDO FAX @ D.DOC, D.FUNC FHIfr=1 5,
L2 L7235 Z 4% D.DOC, D.FUNC @ Delete % & X L 7= 4LH Cld7e < BE 3 ¥ o BICEE
9 Delete ThHV, v L LTSN DM, ZENTE T LICRITAR v 7 RIZRF S DSR
Access Control SFP D% L 72 W ERH#ESI LD Z & H PP OEREZHZ2 9 D TR,

TOE i Box Type 7332 U — R 5{k PDF &R v 7 ZAD4 . +PRT O EM: % F-> D.FUNC
@ Modify Z251E LT\ 5, ZHUL PP XV HIRMZRT 7 & ZHI#EITH 5,

TOE I Box Type 7233ii] A €V ZAGH v 7 ADHHE +DSR+FAXIN O JgEtE% F-> D.FUNC
@ Modify Z£51E LT\ 5, ZHUEX PP XV #HIRAZRT 7 & ZHI#ITH 5,

TOE |Z+SCN 3 L U+FAXOUT o @t %> D.DOC @ Modify IR % 7 27 & 2 #HIf % i
LTS, ZHE PP TIIERESNTWARWVWLEDTH DA, ZONEITR— P HEA TOHIER
% D.DOC OfiFF# Toh 5 UNORMAL IZHIET 5 H D TH S, PP Tik Delete (BT 57T 7
T ARIEHIER SN TS TOE X PP & RO T 7 & ZHIHHIIN 2 ~— P HALTO Delete
MEREZTRME L TV B8, D FETIEY4#% D.DOC OFTAHICHIRENTEY . PP OT 7 & A
15 SFP OHFIRZAZMT 5 XL 578 b O TIEARVY,

FAU_SAR.1. FAU_SAR.2. FAU_STG.1. FAU_STG.4(1). FAU_STG.4(2)®iEMN
A TOE RNELAD V2 {EHEH T 57912, PP APPLICATION NOTE5 ¥ X Ot PP

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
24176



bizhub 4752/bizhub 4052/ineo 4752/ineo 4052 EFaz!/7r5&—5"wh

APPLICATION NOTE7 |Zf¢v>, FAU_SAR.1, FAU_SAR.2, FAU_STG.1. FAU_STG.4(1),
FAU_STG.4(2) % BN7 %,

FCS_CKM.1, FCS_COP.1, FIA_SOS.1(2)®iEn
A TOE % Objectives & L T O.HDD.CRYPTO ZEMLTEY ., FTNITE bR - T
FCS_CKM.1, FCS_COP.1, FIA_SOS.1(2)%:BM¥ 228, Ziid, PP BMEET DX =2 VT
4 BHRORNREELTHH DO TIER,

FDP_ACF.1(a)»>— &1k

PP ® FDP_ACF.1 (a)i% his/her own documents/ his/her own function data DFH~DT 7 &
AT HT 7' Al SFP # %4 L LC\5b, A TOE (X D.DOC, D.FUNC ®tF% =Y
T AR L ONWTT 7 A il 23 272 5 fil, TOE IZf&fF S5 D.DOC, D.FUNC (2>
WTIHR#EINTT A L7 MU THDIR Y 7 AREFEL, Ry 7 AZET 57 7 & Al &
> THEAR v 7 2D D.DOC, D.FUNC zffi#T 5, "AV— R TS NIZR v 7 ATH
HEINTEXLHFT, Ry 7 ARRAT=RIZE o TRESNTEYD, Ry 7 ARAT— FEEH L
TWARIMFH (K TOE TIXEHE) % 4#%AK v 7 Ao D.DOC, D.FUNC @ owner & {ii&
D, T RARIEER IR,

FIA_AFL.1. FIA S0S.1(1). FIA_UAU.7 ®3E00
AMRFBFEIIA TOE N F4E+ 2k TH D, © Z T, PP APPLICATION NOTE 38.iZ%V Y,
FIA_AFL.1, FIA_S0S.1(1). FIA_UAU.7 %83 5%,

FMT_MOF.1 &80

TOE 13t = U7 1 L% E 2 AT HiREd L O3 2 iRE 4 52, TOE 13t ¥ =
V7 4 b EA AN LEREBETCHEAT LI EEZ2ZOHNA XL ATRDTEY
FMT MOF.1 i3k F =V 7 ¢ (LR E DL %2 UADMINISTRATOR (ZHIfRT 2 Z & T, AIE
X2 )T bR ENRESNDZ L ZIELTVWAHLDOTHY PP RRETHEF 2V
T A BEEONEEZELT HH O TR,

FMT _MOF.1 ¥ FTP_ITC.1 (BT 2 HERE LD NIc —F —BiEHiEO EH %
U.ADMINISTRATOR (2[R9 5 = & T, FHMEEN R EICEITSND I EE2BIEL TS G
DOTHY, PPREETLI2EX2V T A BEHONEFEELTTL5HDO TR,

HDD 7 —# EEXHIFREREOIR DO OBEHIIRFER L2 RHET D EEXHIBREEDRD
BNEEHRTLLOTHY, PPREET LI X2 T 4 BHEONEEZLEF T 5D TR,

EEAMREORS MO OFHIIE A VRO MELZEHT 20 THY , PPREET St
X2 T A BHRONEEZZEELETHHDOTERNY,

FMT_MSA.1(a). FMT_MSA.1(b) & %[5 )78t D%

T OMERETLE & PR T ORISR PP E BB, TR v 7 A0 MR Y TSF
TR ESL X2 VT 4 BHEORAVWSREKEANTSF T —XZD L DDAV I A L
FEROREREZ LT Z DX 2 VT A BIEOEFHEN TSF 77— 2 OR#ELFRIC AR - 7%
DO THY PPHEETH X2V T A BHRONEEETTHHO TR,

FMT_MTD.1 & x5 58+ R

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
25/76



bizhub 4752/bizhub 4052/ineo 4752/ineo 4052 EFaz!/7r5&—5"wh

TOE OEMHEEE|ITd %5 U ADMINISTRATOR i U.BUILTIN_ADMINISTRATOR &
U.USER_ADMINISTRATOR (Z75¥ &5, U.BUILTIN_ADMINISTRATOR i3d& &7~ U
TOE ([CEIE SN TV L EHE (B FA VEHE) ORGSR FZETHY |
U.USER_ADMINISTRATOR /% U.BUILTIN_ADMINISTRATOR B LT}
U.USER_ADMINISTRATOR IZ L > T 5 SN 6 &ZETH D, Zhbide $IiZ TOE OEHE
wEITH Y, UADMINISTRATOR & UNORMAL OHERD T JET 56 DO Tid/e <, PP
PHEETL2EX 2V 7 A BHFORFEZEET L5 H D TIEARU,

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
26/76



bizhub 4752/bizhub 4052/ineo 4752/ineo 4052 EFz!/7r5&—5"wk

3. Security Problem Definition

3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:
a) Persons who are not permitted to use the TOE who may attempt to use the TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE functions for
which they are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for

which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to

unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these

threat agents.

3.2. Threats to TOE Assets

This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons

T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons
Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons

T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons

T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE

Owners in this operational environment but for which it is not practical to universally define the

assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security,

Users will be

authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

to self-verify executable code in the TSF.

To detect corruption of the executable code in the TSF, procedures will exist

P.AUDIT.LOGGING

To preserve operational accountability and security, records that provide an

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved

27176




bizhub 4752/bizhub 4052/ineo 4752/ineo 4052 EFz!/7r5&—5"wk

audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

PINTERFACE MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,

operation of those interfaces will be controlled by the TOE and its IT

environment.

P.HDD.CRYPTO

The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections

of this Protection Profile are based on the condition that all of the assumptions described in this

section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A.ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization,
and are trained and competent to follow those policies and procedures.

A.ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with
those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives
4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective Definition

0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized disclosure.
O0.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized alteration.
O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized alteration.
O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized alteration.
0.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized disclosure.
O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized alteration.
O.USER.AUTHORIZED The TOE shall require identification and authentication of Users, and shall

ensure that Users are authorized in accordance with security policies before

allowing them to use the TOE.

O.INTERFACE.MANAGED The TOE shall manage the operation of external interfaces in accordance with
security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain a log of TOE use and security-relevant
events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT

environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged access to

TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the

non-IT environment of the TOE.

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
29/76




bizhub 4752/bizhub 4052/ineo 4752/ineo 4052 EFaz!/7r5&—5"wh

Table 4-3 Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides

protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to
use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.
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4.4. Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are

mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Objectives
slelslelzlzlelelalelelzlelelelele gz g
YU ola |a f w | £ : £ =R f f f £
3312 |2 |8 (8 |G a | |2 5 O o o A e RER =
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o |Z
T.DOC.DIS v v |v
T.DOC.ALT v v |v
T.FUNC.ALT v vV |v
T.PROT.ALT v vV |v
T.CONF.DIS v vV |v
T.CONF.ALT Vi v | v
P.USER.AUTHORIZATION vV |v
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING v VI v |V
P.INTERFACE.MANAGEMENT v v
P.HDD.CRYPTO v
A.ACCESS.MANAGED v
A. ADMIN.TRAINING v
A.ADMIN.TRUST v
A.USER.TRAINING v
Table 4-5 Sufficiency of Security Objectives
Threats. Policies, Summary Objectives and rationale
and assumptions
T.DOC.DIS User Document Data 0.DOC.NO_DIS protects D.DOC from unauthorized
may be disclosed to disclosure.
unauthorized persons. O.USER.AUTHORIZED establishes user

identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant
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authorization.

T.DOC.ALT

User Document Data
may be altered by

unauthorized persons.

O.DOC.NO_ALT protects D.DOC from unauthorized

alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC.ALT

User Function Data may
be altered by

unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized
to use the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization to use the TOE.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization
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P.SOFTWARE.VERIFICATION

Procedures will exist to
self- verify executable
code in the TSF.

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,

and reviewed.

O.AUDIT.LOGGED creates and maintains a log of
TOE use and security-relevant events and prevents

unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,

deletion, and modifications.

OE.AUDIT_ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide

appropriate access to exported audit records.

OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are

appropriately reviewed.

PINTERFACE.MANAGEMENT

Operation of external
interfaces will be
controlled by the TOE

and its IT environment.

O.INTERFACE.MANAGED manages the operation
of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation

O.HDD.CRYPTO encrypts data stored in HDD by

will be controlled by | TOE.
TOE.

A.ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A.ADMIN.TRAINING TOE Users are aware of | OE.ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes responsibility of
use their privileged the TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A.USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to
follow security policies

and procedures.

the TOE Owner to provide appropriate User

training.

5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision

2, Part 2. These extended components are defined in the Protection Profile but are used in SFR
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Packages, and therefore, are employed only in TOEs whose STs conform to those SFR Packages.
5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces I— 1 |

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized

administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role

¢) Revocation of such an allowance

Audit: FPT_FDI_EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often, a TOE is supposed to perform specific checks and process data received on one
external interface before such (processed) data are allowed to be transferred to another external
interface. Examples are firewall systems but also other systems that require a specific work flow
for the incoming data before it can be transferred. Direct forwarding of such data (i.e., without
processing the data first) between different external interfaces is therefore a function that—if

allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows
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specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this is a function that is quite common for a number of products, it has been

viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of User Data flow in its FDP class.
However, in this Protection Profile, the authors needed to express the control of both User Data
and TSF Data flow using administrative control instead of attribute-based control. It was found
that using FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this

functionality.

This extended component protects both User Data and TSF Data, and it could therefore be
placed in either the FDP or FPT class. Since its purpose is to protect the TOE from misuse, the
authors believed that it was most appropriate to place it in the FPT class. It did not fit well in
any of the existing families in either class, and this lead the authors to define a new family with

just one member.

FPT FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: list of external interfacesl from being forwarded without

further processing by the TSF to [assignment: /ist of external interfaces).
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6. Security Requirements
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6.1. Security functional requirements
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UTORBOHIZENT, A=V FTRENDRELIL. PP CREMREITFEME L2 L 25RT,
A5Y 2 HoRN— b FORSIABEHEL. A ST TEIM”, BRI SN TWDHZ EERT,
TUHE—FGA U TRINDIRLDERIIFMEE TL 5V 22 HON— 7 FTCRINBHELL. 7
VH—=T A SPTEFESCEFTAAR ST TSEME STV D Z L 2R T, 7L DRICHEIMTT TR
ENDHHEFIL, YHHREEFNAR ST TR L SN TS TS Z L 25RT,

Class FAU: Security audit

FAU_GEN.1 Audit data generation

Hierarchical to : No other components
Dependencies : FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
- Start-up and shutdown of the audit functions;
- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and
- All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events)
[selection, choose one of: minimum, basic, detailed, not specified]
not specified
[assignment: other specifically defined auditable events]
zL

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
- Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1) the
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information Gf any is required); [assignment: other audit relevant information)

[assignment: other audit relevant information|

2L

Table 6-1 Audit data requirements

Auditable event Relevant SFR | Audit level Additional Details

information
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Unsuccessful use | FIA_UAU.1 Minimum None required +Failure of login
of the

authentication

mechanism

The reaching of FIA_AFL.1 Minimum None required -FREEDE 1L

the threshold for - FAIREEA~ D IR

the unsuccessful
authentication
attempts and the
actions (e.g.
disabling of a
terminal) taken
and the
subsequent, if
appropriate,
restoration to the
normal state (e.g.

re-enabling of a

terminal).

Unsuccessful use | FIA_UID.1 Minimum Attempted user | -Failure of login

of the identity, if

identification available

mechanism

Use of the FMT_SMF.1 Minimum None required Use of the management functions
management

functions

Modifications to | FMT_SMR.1 | Minimum None required | &#l& L TCOZ—F —D 7 L—T 1%
the group of TFE L7200 TR T 72\,

users that are

part of a role

Failure of the FTP_ITC.1 Minimum None required Failure of the trusted channel
trusted channel functions

functions

Changes to the FPT_STM.1 Minimum None required changes to the time

time

FAU_GEN.2 User identity association
Hierarchical to No other components
Dependencies : FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

FAU_SAR.1 Audit review
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FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4(1)

FAU_STG.4.1(1)

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: list of audit information] from the audit records.

[assignment: authorised users]

UADMINISTRATOR

lassignment: list of audit information]

Table 6-1 I TEEERz

The TSF shall provide the audit records in a manner suitable for the user to interpret the

information.

Restricted audit review

Hierarchical to : No other components

Dependencies : FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records, except those users that

have been granted explicit read-access.

Protected audit trail storage

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.

The TSF shall be able to [selection, choose one of - prevent, detecfl unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of prevent, detect]

prevent

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZFEBF IS HNC 72 0 JERFDBIED [ EEZEZEIE) IZRE
SHERRET, BEBABF DI 220 72 556,

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

»

taken by the authorised user with special rights”, ‘overwrite the oldest stored audit
records’]
ignore audited events

[assignment: other actions to be taken in case of audit storage failure)

P g T DZAEI
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FAU_STG.4(2)

FAU_STG.4.1(2)

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZFEBF IS IHC 72 0 JERFDBIED [ LEZZFFA]) IZRE
SHERET, BEBABFPIRHIZ220 72 556,

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

»

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]
overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failure)
nL

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation

Hierarchical to - No other components.
Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption)in

accordance with a specified cryptographic key generation algorithm [assignment:
cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of
standards].

[assignment: cryptographic key generation algorithm]

refer to Table 6-2

[assignment: cryptographic key sizes]

refer to Table 6-2

[assignment: list of standards]

refer to Table 6-2

Table 6-2 Cryptographic key algorithm key size

list of standards

cryptographic key generation algorithm key sizes

a=0 2 NV H R SRR YE a=#h3 /% HDD Kf584ER T VI Y X A - 256 bit

FCS_COP-1

Cryptographic operation

Hierarchical to : No other components

Dependencies : [FDP_ITC.1 Import of User Data without security attributes, or
FDP_ITC.2 Import of User Data with security attributes, or

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
39/76



bizhub 4752/bizhub 4052/ineo 4752/ineo 4052 EFaz!/7r5&—5"wh

FCS_COP.1.1

FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction
The TSF shall perform [assignment: list of cryptographic operations] in accordance with
a specified cryptographic algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:
[assignment: list of standards].
[assignment: list of cryptographic operations]
refer to Table 6-3
[assignment: cryptographic algorithml]
refer to Table 6-3
[assignment: cryptographic key sizes]
refer to Table 6-3
[assignment: list of standards]
refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES - 256 bit HDD D551k

FDP_ACC.1(a)

FDP_ACC.1.1(a)

6.1.3. Class FDP: User Data protection

Subset access control

Hierarchical to No other components

FDP_ACF.1 Security attribute based access control

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8, Table 6-9) on the list of users as

subjects, objects, and operations among subjects and objects covered by the Common

Dependencies

Access Control SFP in Table 17 (the list of users as subjects, objects, and operations

among subjects and objects covered by the Access Control SFP in Table 6-4,Table
6-5,Table 6-6,Table 6-7,Table 6-8 Table 6-9).

Table 6-4 Common Access Control SFP

Object Attribute Operation(s) Subject Subject Access control
Function Object Attribute rule
Attribute | Attribute

D.DOC +SCN User ID Delete U.NORMAL User ID User ID 28 —% 9~
+CPY D6 OB RAEE
+FAXOUT A2,
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D.FUNC

+PRT

Box Type
User ID

Delete

U.NORMAL

User ID

Box Type 7573
U — N1t
PDF Ry 27 2D
%4, User ID 8
—BTLbDDH
BAEETFA T 2,

Modify
Delete

U.NORMAL

User ID

Box Type 753t
2 U7 4 3CER
7 AT Do,
INAT — RigE1k
PDF Ay 27 AT
2 4A | User ID
DT HHLDOD
S E AR TR

%

o

Box Type
DOC
PASSWORD

Modify
Delete

U.NORMAL

DOC
PASSWORD

Box Type 23&F
2 VT4 ERy
I ADEGEIT
DOC
PASSWORD 78—
BT 256 1 THYE
e S e N

+CPY
+SCN

+FAXOUT

User ID

Modify
Delete

U.NORMAL

User ID

User ID 28 —%¢
LBE DB REE
A3 5,

+DSR
+FAXIN

Box Type
sBOX
PASSWORD

Delete

U.NORMAL

sBOX
PASSWORD

Box Type 73]
AEVZERY
AT sBOX
PASSWORD 73—
BT 256 THYE
ZEFRT D,

+DSR

Box Type
sBOX
PASSWORD

Modify
Delete

U.NORMAL

sBOX
PASSWORD

Box Type 237 7
AV T e F N
—Ry 7 AT
sBOX
PASSWORD 78—
BT 256 THYE
e S R N

Table 6-5 PRT Access Control SFP

Object

Function

Attribute

Attribute
Object
Attribute

Operation(s)

Subject

Subject
Attribute

Access control rule

D.DOC

+PRT

Box Type

Read

U.NORMAL

User ID

Box Type 3% =V
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User ID

Delete

TALERy 7 AT
WSS, User ID 23—
BT 5 b00hEEE
GRREREE

Box Type
DOC

PASSWORD

Read
Delete

U.NORMAL

DOC
PASSWORD

Box Type 3% =V
T4 ER Y T A0
#12 DOC
PASSWORD »—%3
DG I E R
e

X Box Type (Zxf)ii LT DOC PASSWORD 23 5 & T 5728, Box Type S35 Z & THET

Do
Table 6-6 SCN Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute | Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID 3—%F7 25 %
Modify DO AT A
%
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +CPY User ID Read U.NORMAL | User ID User ID 3—EH7 5%
D DI AT
5,
Table 6-8 FAX Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | + FAXIN Box Type Delete U.NORMAL sBOX PASSWORD | Box Type 23l A €
sBOX PASSWORD | Read VEAER v 7 AHBEIC
sBOX PASSWORD 73
—HET 258 I HEE
A2,
+FAXOUT | User ID Read U.NORMAL User ID User ID 3 —E7 5%
Modify D DI EE T
% o
Table 6-9 DSR Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
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Function Object Attribute
Attribute Attribute
D.DOC | +DSR Box Type Delete U.NORMAL sBOX PASSWORD | Box Type 37 71 U
sBOX PASSWORD | Read VT e FUN—R Y
Modify A DEEIZ sBOX
PASSWORD 728 —%t 9
DG I E R T
e
Delete U.NORMAL sBOX PASSWORD | Box Type 735 2 €
Read VEER Y 7 ADE
1Z sBOX PASSWORD
MB—ET D56 ITHRAE
AR5,
FDP_ACC.1(b) Subset access control
Hierarchical to No other components
Dependencies FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(b) The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right
to use the functions as operations (the list of users as subjects, objects, and operations
among subjects and objects covered by the TOE Function Access Control SFP in Table
6-10).
Table 6-10 TOE Function Access Control SFP
Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Function) | Attribute
F.PRT Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™
Permission Role % & A/
TWoEE, HEREEDELT
A2,
F.SCN Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ®
Permission Role % & A/
TWD5EE. HWReOFIT
IS D,
F.CPY Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A/
TV D56, WREDFELT
T D,
F.FAX Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™
Permission Role % & A/
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TWoEE, HEREEDELT

i S e BN
F.DSR Permission FAT U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object ®

Permission Role % & A
TWHEGE, HIEDFT
IR 5,

FDP_ACF.1(a)

FDP_ACF.1.1(a)

FDP_ACF.1.2(a)

FDP _ACF.1.3(a)

FDP _ACF.1.4(a)

Security attribute based access control
Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8 Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (¢the
Iist of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9 and for each, the indicated security
attributes in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8,Table 6-9) .

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: rules specified in the Common Access Control

SFP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document
Access Control SFP in Table 6-4, Table 6-5, Table 6-6,Table 6-7,Table 6-8 Table 6-9

governing access among controlled users as subjects and controlled objects using

controlled operations on controlled objects) .
The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].
lassignment: rules, based on security attributes, that explicitly authorize access of
subjects to objects]
« UADMINISTRATOR /37~ T» D.DOC, D.FUNC DHIfR73 A58
+ +FAXIN DE M #F27XTD D.DOC, D.FUNC /iZ15H D FAX #1158 F+ > /L7
B = LIz VF# TS Delete 75 A6
The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to objects).
[assignment: rules, based on security attributes, that explicitly deny access of subjects to
objects].
« sBOX PASSWORD D&z 75 F—ZF#755 1~3 NIZ 1T 5 B BEZ RE B IE DBHL
MEIZE LB, LFR 2 I~DT 2 X EHEET S,
*DOC PASSWORD D:#fz 73 F—E/8 55 1~8 WIC 517 5 B BEE FE Al 657 IE DBSE
IZELEGE, SFTF=2 )T XE~NDT 7 X EHEET S,
« Box Type 23/~X U — Fig#Ef; PDF > 2 X D4, +PRT DEME# > D.FUNC ©
Modify ##% 73,
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FDP_ACF.1(b)

FDP_ACF.1.1(b)

FDP_ACF.1.2(b)

FDP_ACF.1.3(b)

FDP_ACF.1.4(b)

FDP_RIP1

FDP_RIP.1.1

« Box Type BH#HHIAFVZER v 2 XDHE, +DSR,+FAXIN D FH#F5> D.FUNC D
Modify ##%7 3,

Security attribute based access control
Hierarchical to : No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
Iist of TOE functions and the security attribute(s) used to determine the TOE Function
Access Control SFH.
[assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP]
the list of users as subjects and objects controlled under the TOE Function Access
Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10

The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
U ADMINISTRATOR to use a function, a user that is authorized to use the TOFE is
automatically authorized to use the functions [assignment: list of functions),
[assignment: other conditionsl].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functions|, [assignment: other conditionsl]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts (receives a fax document)in the role
U.ADMINISTRATOR: [assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objectsl.

zL

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

nL

Subset residual information protection

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the

resource from) the following objects: D.DOC, [assignment: list of objects].
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[selection: allocation of the resource to, deallocation of the resource from]
deallocation of the resource from

[assignment: list of objects].

nL

6.1.4. Class FTIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

Authentication failure handling

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: /assignment: positive integer number], an

administrator configurable positive integer withinlassignment: range of acceptable

values/l unsuccessful authentication attempts occur related to [assignment: /st of

authentication events).

[selection: [assignment: positive integer number/, an administrator configurable positive

integer withinlassignment: range of acceptable values])

an administrator configurable positive integer withinlassignment: range of acceptable

values/

[assignment: range of acceptable values/

1~3

[assignment: list of authentication events

B2 NR T — N2 B ERAE

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: list of actions].

[selection: met, surpassed]

met, surpassed

[assignment: list of actions]

B2 2o 2 NR T — FIC L B EREAF DL

<BREEIFD =D DIRIE>

U BUILTIN_ADMINISTRATOR DFBFF D E : TOE DEBNEEETT 5, (BB L E
BEE FRAL DIREREILARERIF IR IE IZRIE X1 T oo B RFRJ & FRB B I
JEBRAAEE T P S, )

FhLlH (U.USER ADMINISTRATOR #&7r) D5 : RAHIELEWLEE TR

UADMINISTRATOR 1Z ) 3 FBAFRAL[ETH DT LHEEE DFELT

User attribute definition

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: /ist of security attributesl.

[assignment: list of security attributes).

User ID

Allocation Role

Role
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FIA_S0S8.1(1)  Verification of secrets

Hierarchical to No other components
Dependencies : No dependencies

FIA SOS.1.1(1)  The TSF shall provide a mechanism to verify that secrets (727 > /X 7 — I, £F=V
7 X &N X U — F)meet [assignment: a defined quality metricl.

lassignment: a defined quality metric]
- HE c BHTLLE
- XFHE : 94 LFLIEDF 56 F ;R FTRE
- HA D FA—DXFEN THBESH TR0,
@ FEFTSHE FEHEDEPREREIHN TN SELEELARL,

FIA_S08.1(2)  Verification of secrets
Hierarchical to No other components
Dependencies : No dependencies
FIA SO0S.1.1(2) The TSF shall provide a mechanism to verify that secrets (BFE7/£T7 — F) meet

[assignment: a defined quality metricl.

[assignment: a defined quality metric]
W 2047
« XFFE : 83 LFL LD 756 ZHRATHE
< HA D FA—DXFTEN THBESH TR0,
@ FEFTSHE FEHEDEPREREIHN THSEELEELAR,

FIA_UAU.1 Timing of authentication

Hierarchical to No other components
Dependencies : FIA_UID.1 Timing of identification

FIA_UAU.1.1 The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is authenticated.
lassignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]
AMFRALIZ I 1T B 2 — P —F T L R RE DR
772 RZHE
TOE DREREB B L NZTEDRIE

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
Hierarchical to No other components
Dependencies : FIA_UAU.1 Timing of authentication
FIA_UAU.7.1 The TSF shall provide only [assignment: list of feedback] to the user while the

authentication is in progress.
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FIA _UID.1

FIA _UID.1.1

FIA _UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

[assignment: list of feedback]
A EREXNFET =5 1 XFEIZ “*7 DFFR

Timing of identification

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is identified.

lassignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

AMFRALIZ I 1T B 2 — P —F T L R RE DR

Z 72 RAEE

TOE DREREB B L NZTrEDRIE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: /ist of user security attributes).

lassignment: list of user security attributes).

User ID

Allocation Role

Role

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes).

lassignment: rules for the initial association of attributes)

nL

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes).

[assignment: rules for the changing of attributes)

zL

6.1.5. Class FMT: Security management

FMT_MOF.1

Management of security functions behaviour
Hierarchical to No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT_MOF.1.1

FMT_MSA.1(a)

FMT MSA.1.1(a)

The TSF shall restrict the ability to [selection: determine the behaviour of,
disable, enable, modify the behaviour off the functions [assignment: /ist of
functions) to [assignment: the authorised identified rolesl.
[selection: determine the behaviour of, disable, enable, modify the behaviour of]
modify the behaviour of
[assignment: list of functions]

¥z VT BIERE

- 2 — P —FRIAFREEE

« HDD 7—# L& frikst

- BE 2 e

- BT + R /BEHE
[assignment: the authorised identified roles].

UADMINISTRATOR

Management of security attributes

Hierarchical to No other components

Dependencies : [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall enforce the_ Common Access Control SFP in Table 17 (Access Control SFP in
Table 6-4, Table 6-5,Table 6-6, Table 6-7,Table 6-8,and Table 6-9),[assignment: access
control SFP(s), information flow control SFP(s) to restrict the ability to [selection:

change_default, query, modify, delete, [assignment: other operations]] the security
attributes [assignment: list of security attributes] to assignment: the authorized
Iidentified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

nL

[selection: change default, query, modify, delete, [assignment: other operations/)
Refer to Table 6-11,Table 6-12

lassignment: list of security attributes

Refer to Table 6-11,Table 6-12

[assignment: the authorized identified roles)

Refer to Table 6-11,Table 6-12

Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Operations
Attribute Roles
Common Access Control SFP | User ID Nobody Any operation

PRT Access Control SFP
SCN Access Control SFP
CPY Access Control SFP
FAX Access Control SFP
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FAX Access Control SFP

Box Type
sBOX PASSWORD

U.ADMINISTRATOR

Box Type 233 A €V %5
Ry 7 208 E12 sBOX
PASSWORD ®

Modify

Delete

PRT Access Control SFP

DOC PASSWORD

Nobody

Any operation

DSR Access Control SFP

Box Type
sBOX PASSWORD

U.ADMINISTRATOR

Box Type W77 A U7 -
TN =Ry 7 ADGEIC
sBOX PASSWORD ®
Modify

Delete

Box Type
sBOX PASSWORD

U.ADMINISTRATOR

Box Type 235 A €V 5%AfF
Ay 7 20 4E 12 sBOX
PASSWORD ®

Modify

Delete

Table 6-12 Management of Subject Security Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute

Common Access Control SFP | User ID U.ADMINISTRATOR Create

PRT Access Control SFP Delete

SCN Access Control SFP Modify

CPY Access Control SFP —IRpFI) 45 1k

FAX Access Control SFP jiAISS

DSR Access Control SFP

PRT Access Control SFP DOC Nobody Any operation
PASSWORD

FAX Access Control SFP sBOX Nobody Any operation

DSR Access Control SFP PASSWORD

#sBOX PASSWORD (% U.ADMINISTRATOR 233 %3 %. DOC PASSWORD 3 /EE N AT &

E) %,

FMT_MSA.1(b)

Hierarchical to

Management of security attributes

No other components

[FDP_ACC.1 Subset access control, or

Dependencies

FMT MSA.1.1(0)

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the TOE Function Access Control SFP, [assignment: access

control SFP(s), information flow control SFP(s)] to restrict the ability to [selection:

change_default, query, modify; delete, [assignment: other operations/l the security

attributes [assignment: list of security attributes| to [assignment: the authorised

identified rolesl.
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[assignment: access control SFP(s), information flow control SFP(s)]

nL

[selection: change default, query, modify, delete, [assignment: other operations]]
Refer to Table 6-13, Table 6-14

[assignment: list of security attributes)

Refer to Table 6-13, Table 6-14

[assignment: the authorised identified roles)

Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Security Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
TOE Function Access Allocation Role U.ADMINISTRATOR Delete
Control SFP Modify

Table 6-14 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation

Control SFP

FMT MSA.3(a) Static attribute initialisation

Hierarchical t No other components
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1(a) The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9), [assignment: access

control SFP, information flow control SFH to provide [selection, choose one of:

restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.
[assignment: access control SFP, information flow control SFP
nL
[selection, choose one of: restrictive, permissive, [assignment: other property/l default
values for security attributes that are used to enforce the SFP.
[assignment: other property]
refer to Table 6-15

FMT_MSA.3.2(a) The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or information is
created.
[assignment: the authorized identified roles)

nobody

Table 6-15 Characteristics Static Attribute Initialization
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Access Object Function Object Default values for Object
Control Attribute | Attribute Security Attribute
SFP
Common D.DOC +SCN User ID User ID of UUNORMAL who
Access +CPY created the left Object
Control +FAXOUT
SFP D.FUNC | +PRT User ID User ID of UNORMAL who
+CPY created the left Object
+SCN
+FAXOUT
+DSR Box Type | sBOX PASSWORD FT 2 NORFENT 7 AY
+FAXIN VT e FUR—Ry 7 A A
TUVZERY 7 20T 0H
A, YR v 7 20 Box Type &
sBOX PASSWORD
PRT Access | D.DOC +PRT Box Type | User ID INAY— RiEFL PDF 2 X 54
Control D.FUNC 7Yz 7 FDOYA. Box Type 1%
SFP XA T — RiE5{t. PDF &> 7
A, BFE& TV v Mk ATy
=7 FDO%E . Box Type Xl
&TV MRy T A,
User ID 137V v h&FET L
U.NORMAL @ User ID
DOC PASSWORD FTT el "X VT 4 E
DA, Box Type ldEFx =V T ¢
LER v 7 A, DOC PASSWORD
T4 7 V=7 FOAERKRHZIATE
N2 T — R
SCN Access | D.DOC +SCN User ID User ID of UUNORMAL who
Control created the left Object
SFP
CPY Access | D.DOC +CPY User ID User ID of UUNORMAL who
Control created the left Object
SFP
FAX Access | D.DOC +FAXOUT | User ID User ID of UUNORMAL who
Control created the left Object
SFP +FAXIN Box Type | sBOX PASSWORD FTV =T SORAFEREDR Y 7 A
(HAEYZERY 7 A) O
Box Type & sBOX PASSWORD
DSR Access | D.DOC +DSR Box Type | sBOX PASSWORD FTV =T SORAFEREDR Y 7 A
Control (AN T e FonN—Ry
SFP AFTTRFN ATV ZER > 7

A) @ Box Type & sBOX
PASSWORD

*Function Attribute 1347V =7 FE2AERTLHE (VU b, AF xR E) TG LTHESND =
DRIFFICEEST 5 &S5 Z &g,
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FMT _MSA.3(b) Static attribute initialisation

Hierarchical to No other components
Dependencies: : FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1(b) The TSF shall enforce the TOE Function Access Control Policy (TOE Function

Access Control SFP), [assignment: access control SFP information flow control

SFH to provide [selection, choose one of: restrictive, permissive, [assignment:
other property/l default values for security attributes that are used to enforce
the SFP.
[assignment: access control SFP, information flow control SFP
nL
[selection, choose one of: restrictive, permissive, [assignment: other property]]
[assignment: other propertyl]
Refer to Table 6-16

FMT_MSA.3.2(b) The TSF shall allow the [assignment: the authorized identified roles| to specify
alternative initial values to override the default values when an object or
information is created.
[assignment: the authorized identified roles)

nobody

Table 6-16 Characteristics Static Attribute Initialization

Object Object Characteristics which restricts access only to Subject which any
(TOE Function) | Attribute of the following attributes

F.PRT Permission Role Print Role

F.SCN Permission Role Scan Role

F.CPY Permission Role Copy Role

F.FAX Permission Role Fax Role

F.DSR Permission Role DSR Role

FMT_MTD.1 Management of TSF Data
Hierarchical to : No other components
Dependencies: : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1(a)  The TSF shall restrict the ability to [selection: change_default, query, modify, delete,
clear, [assignment: other operations]] the [assignment: list of TSF Datal to [selection,
choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized
identified roles except U.NORMAL]]].
[selection: change default, query, modify, delete, clear, [assignment: other operations/]
refer to Table 6-17
[assignment: other operations/
refer to Table 6-17
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[assignment: /ist of TSF Datal
refer to Table 6-17
[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the
authorized identified roles except U NORMAL)]
refer to Table 6-17

FMT_MTD.1.1(b)  The TSF shall restrict the ability to [selection: change_default, query, modify; delete,
clear, [assignment: other operations/] the [assignment: list of TSF Data associated with
a U NORMAL or TSF Data associated with documents or jobs owned by a U NORMAL)
to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, the U.NORMAL
to whom such TSF Data are associated]].
[selection: change default, query, modify, delete, clear, [assignment: other operations/]
refer to Table 6-18
[assignment: list of TSF Data associated with a U NORMAL or TSF Data associated
with documents or jobs owned by a U NORMAI)
refer to Table 6-18
[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the U NORMAL to
whom such TSF Data are associatedl|
refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
U.BUILTIN_ADMINISTRATOR ® v 21 /% | U.BUILTIN_ADMINISTRATOR Modify
AT — R
By — R U.ADMINISTRATOR RE

Modify
IRE 175 7 U.ADMINISTRATOR Modify
F— RVt FEER U.ADMINISTRATOR Modify
HEho 77 v MR U.ADMINISTRATOR Modify
FRGIE [ B R U.ADMINISTRATOR Modify
FFFLL AL E1 % (U BUILTIN_ADMINISTRATOR | U.ADMINISTRATOR Clear
LISk
PRAY — R — B [m 55 B i U.ADMINISTRATOR Modify
PRAY — RA—E[m$k U.ADMINISTRATOR Clear
SRR — FHK U.ADMINISTRATOR Modify
SR — =GR E T — ¥ U.ADMINISTRATOR Xk
Modify
PR FRRE O B EEE 1L AR B IRE ] U.ADMINISTRATOR Modify
Fy b= BRIE U.ADMINISTRATOR gk
Modify
KB SRR U.ADMINISTRATOR B
Modify

Table 6-18 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
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UNORMAL ® v 7' A 2V /RAT— R U.ADMINISTRATOR Bk

U.ADMINISTRATOR Modify
W ARAY — RICHEEMT bz
—#— (UNORMAL)

Role

U.ADMINISTRATOR U.USER_ADMINISTRATOR
DS 536 L OHIBR

FMT_SMF.1 Specification of Management Functions

Hierarchical to No other components

Dependencies: : No dependencies

FMT_SMF.1.1 The

TSF shall be capable of performing the following management functions:

[assignment: list of management functions to be provided by the TSF].

[assignment: list of management functions to be provided by the TSF]
refer to Table 6-19

Table 6-19 list of management functions

management functions

U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z

X 2Ex 2V 7 ¢ 0 E DO EERE

X % o — W —FRREHE BE OO EL AE

X% HDD 7 —% L& X HIBREEEE O BIER EAE

X BEA 0 7 R

X 5 EEHET v oV BREERE

X 52— —EHkne

&% UNORMAL = —%#—ID O—Kifl| ffE 1L - fREREEHE
X% UNORMAL © a7 A /82 T — DBk - 25 F ik

UNORMAL I kD5 BHED T J A 82T — RDZE HRERE
U.BUILTIN_ADMINISTRATOR (2 X 5 HH D A /R A T — N DA FHERE

U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
U.ADMINISTRATOR (Z
DE PR RE

U.ADMINISTRATOR (2

LMY — ROBRE - ZEHEHEGE

X D RZIME oo 28 T RE

K54 — VU 'y NEM O TG

LrB®n 7T v N O TR

& 2 FERE IR B B o> 25 b e

X B — N =R E T — & DX Gk« 2 HH%RE
& 2 E B FRRE OB R 1L AR BRI D 28 TR RE

LB NRAT — FR—[EIE O TE EH R

£ B/32 T — NAR—E Bl B o0 28 R

L 2REER S (EERE LS DI ERE

£ DR T — FHKZE e

LDoxy BT — 7 BRIEDR G - 42 HHERE

L B E(EFE I DGk - R

547V veXa )T 4B (User ID, BoxType., DOC PASSWORD % [%<)

L7 V=0 beXa VT 4 B (- —EHERIC L 2EHOMNS, 22— —ID

D—REF A IR - fi#kR, sBOX PASSWORD, DOC PASSWORD % [r<) D& FIRE
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U.ADMINISTRATOR (Z & % Role (U.BUILTIN_ADMINISTRATOR @ Role Z#[&<) O&H¥RE

FMT_SMR.1

FMT_SMR.1.1

FMT_SMR.1.2

Security roles

Hierarchical to : No other components

Dependencies: : FIA_UID.1 Timing of identification

The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified roles|].

[selection: Nobody, [assignment: the authorised identified roles]

Nobody

The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

FPT_FDI_EXP.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST.1

FPT_TST.1.1

Hierarchical to No other components

Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

The TSF shall provide the capability to restrict data received on any external Interface

from being forwarded without further processing by the TSF to any Shared-medium

Interface.

Reliable time stamps
Hierarchical to No other components
Dependencies: : No dependencies

TSF shall be able to provide reliable time stamps.

TSF testing
Hierarchical to : No other components
Dependencies: : No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up, periodically
during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurll to demonstrate the correct
operation of [selection: [assignment: parts of TSH, the TSH.

[selection: during initial start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment: conditions under which self test
should occurl]

during initial start-up

[selection: [assignment: parts of TSFH, the TSH

[assignment: parts of TSF]

HDD Ig5-EREEE
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FPT_TST.1.2

FPT_TST.1.3

TSF #Ef7=—F

The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSF1, TSF Datal.

[selection: [assignment: parts of TSF1, TSF Datal.

[assignment: parts of TSF]

BT —F

The TSF shall provide authorised users with the capability to verify the integrity of
stored T'SF executable code.

6.1.7. Class FTA: TOE access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination
Hierarchical to : No other components
Dependencies: : No dependencies
The TSF shall terminate an interactive session after a [assignment: time
interval of user inactivityl.
[assignment: #ime interval of user inactivity]
c BBIENZNDHE, T— PV MERICL o CRE S 415
+ Web Connection D5, BBz 7 0 FEEREIIZE o TRE S B
* Data Administrator D&%, 60 %
c TP FFALN—, T IDBE, HaEt oz ALY
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of
D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security assurance requirements

Table 6-20 lists the security assurance requirements for 2600.2-PP, Protection Profile for
Hardcopy Devices, Operational Environment B, and related SFR packages, EAL 2 augmented by

ALC_FLR.2.
Table 6-20 IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.1 Basic design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment AVA_VAN.2 Vulnerability analysis
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6.3. Security requirements rationale
6.3.1. Common security requirements rationale (SFR Package included)
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives

SId ON'DOd O

LTV ON'D0d O

SFRs

LTIV ON'LOYd O

LTV ON'ONNA O

SId ON'ANODO

LTV ON'ANOD'O
UZIYOHLAVYHSN O
HIATIHA HIVMILAOS O
AgHHOHOTLIANV O
OLdAYD'ddH O

TIDVNVINHOVAYHLNI O

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4(1)
FAU_STG.4(2)
FCS_CKM.1 P
FCS_COP.1 P
FDP_ACC.1(a) P| P P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1
FIA_ATD.1
FIA_S0OS.1(1) S S S
FIA_S08S.1(2) S
FIA_UAU.1
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FMT_MOF.1
FMT_MSA.1(a) S S S P P P
FMT_MSA.1(b) P
FMT_MSA.3(a) S S S
FMT_MSA.3(b) S
FMT _MTD.1 P P P S
FMT_SMF.1
FMT_SMR.1 S S S S S S S S
FPT_FDI_EXP.1 P

o(d|v(d|v|T|T

wn
n

wn

wn
wn

20 fa=N ka=B k02N L)
la~]
n
wn

n
wn
wn
n
wn
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Objectives
o Sl o |o |0 o |0 |© o | 9o
w o | = U ola | a E | @
&) olc |= |& |8 G 5 ) Dé 5
Q Q| =z (@) Z Z, = = 3 O | o
z z|Q |2 |= |72 |7 |5 2 =l P
o clz |Z |z |z |z |2 |5 = | =
SFRs ‘o > © |C> © © S (D; =< O é
= | S| |2l |2l |2 |23
5= |2 |5 |8 = s | =|°
N |z |2 °
= > =
= W)
FPT _STM.1 S
FPT_TST.1 P
FTA_SSL.3 P P
FTP_ITC.1 P P P P P

Table 6-22 Sufficiency of security requirements

Objectives

Description SFRs

Purpose

0.DOC.NO_DIS,
O0.DOC.NO_ALT,

O.FUNC.NO_ALT

FDP_ACC.1(a)

Protection of User

Data from

Enforces protection by establishing an

access control policy.

unauthorized FDP ACF.1(a)

disclosure or

Supports access control policy by

providing access control function.

alteration FIA_UID.1

Supports access control and security

roles by requiring user identification.

FMT_MOF.1

Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(a)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR.1

Supports control of security attributes

by requiring security roles.

FTP_ITC.1

Enforces protection by requiring the
use of trusted channels for
communication of data over

Shared-medium Interfaces.

FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.

0.DOC.NO_DIS

Protection of User FDP_RIP.1
Document Data
from unauthorized

disclosure

Enforces protection by making residual

data unavailable.
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O.PROT.NO_ALT

Protection of TSF
Data from
unauthorized

alteration

FIA_UID.1 Supports access control and security
roles by requiring user identification.
FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT MSA.1(a)

Enforces protection by control of

security attributes.

FMT _MSA.1(b)

Enforces protection by control of

security attributes.

FMT_MTD.1

Enforces protection by restricting

access.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR.1

Supports control of security attributes

by requiring security roles.

FTP_ITC.1

Enforces protection by requiring the
use of trusted channels for
communication of data over

Shared-medium Interfaces.

0.CONF.NO_DIS,
O.CONF.NO_ALT

Protection of TSF
Data from
unauthorized
disclosure or

alteration

FIA_UID.1

Supports access control and security

roles by requiring user identification.

FMT_MOF.1

Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Enforces protection by control of

security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of
Normal Users and
Administrators to

use the TOE

FDP_ACC.1(b)

Enforces authorization by establishing

an access control policy.

FDP_ACF.1(b)

Supports access control policy by

providing access control function.

FIA_AFL.1 Supports authorization by requiring
access control.
FIA_ATD.1 Supports authorization by associating

security attributes with users.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.
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FIA _UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.7 Supports authorization by requiring
user authentication.

FIA _UID.1 Enforces authorization by requiring
user identification.

FIA_USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(b)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring
security roles.

FTA_SSL.3 Enforces authorization by terminating
inactive sessions.

O.INTERFACE.MANAGED | Management of FIA_AFL.1 Supports authorization by requiring

external interfaces

access control.

FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces management of external
interfaces by requiring user
authentication.

FIA_UAU.7 Supports authorization by requiring
user authentication.

FIA_UID.1 Enforces management of external
interfaces by requiring user
identification.

FMT _MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF.1 Supports control of security attributes

by requiring functions to control

attributes.

FPT_FDI_EXP.1

Enforces management of external
interfaces by requiring (as needed)
administrator control of data
transmission from external Interfaces

to Shared-medium Interfaces.

FTA _SSL.3

Enforces management of external
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interfaces by terminating inactive

sessions.
O.SOFTWARE.VERIFIED | Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.
FAU_SAR.1 Enforces audit policies by providing
security audit record.
FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.
FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA_UID.1 Supports audit policies by requiring
user identification.

FMT _MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FPT_STM.1 Supports audit policies by requiring
time stamps associated with events.

O.HDD.CRYPTO The encryption of | FCS_CKM.1 558 A ik
data FCS_COP.1 Ak

FIA_SOS.1(2)

WSRO b & & 72 BT — 5 D & B
¥ 5,

FIA_UID.1 Supports protection by requiring user
identification.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_MTD.1 Supports protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring

security roles.
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6.3.1.1. The dependencies of security requirements

Yo U T o HEREE o R — 3 MOIRIFERE FERIORT, CC /3— |k 2 THE SN DKM
il S 0GA . TR ST 2RI 2FEMR ) Oficz 0Bl 25k d 5,

Table 6-23 The dependencies of security requirements

FCS_CKM.4

A ST DHEEEH CC/8s—Fk 2 o
JVR—% R DIRTEM AR ST 25 1T B I1K7FBE &

FAU_GEN.1 FPT_STM.1 FPT_STM.1

FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1

[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1

<FCS_CKM.4 % i/ L 7aW B >
- 58 HDD OF — X 55k 2 7=+ 5
HLOTHY, BIFONBHCAERSND, ARS8

FCS_CKM 1 FiR A ) IS B, ST T 7 2 B AN
A B 72— AR L CRELT, EHREICBW T
AEY~OYWHET 7 v ARHIREND Z &S, WEL
ERES D VEMEIT R,

[FDP_ITC.1 or FDP_ITC.2 FCS_CKM.1
or FCS_CKM.1] <FCS_CKM.4 %@ L7z WEE R >
FCS_CKM.4 - 58 HDD OF — ¥ K55k T 572+ 2
FCS COP.1 HOTHY, &R ON H%Eﬁ:‘@ﬂi‘éhéo ENDRY gW ek
- R AT VIR SN DD, YIS T 7 & 23 2 5M50
AVHET =R ERAELTELT, EHRKICE X
ATV ~OWET 7B ARGIREND Z Lnh, #EL
ERES DVEMRIT RN,
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT_MSA.3 FMT_MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)

FDP_ACF.1(b) FMT_MSA.3 FMT_MSA.3(b)

FDP_RIP.1 L 7L

FIA_AFL.1 FIA_UAU.1 FIA_UAU.1

FIA_ATD.1 7oL 7oL

FIA_S0S.1(1) 2L 2L

FIA_S0S.1(2) 2L 2L

FIA_UAU.1 FIA_UID.1 FIA_UID.1

FIA_UAU.7 FIA_UAU.1 FIA_UAU.1

FIA_UID.1 L 7L

FIA_USB.1 FIA_ATD.1 FIA_ATD.1

FMT_SMR.1 FMT_SMR.1

FMT_MOF.1 FMT_SMF.1 FMT_SMF.1

[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)
FMT_MSA.1(a) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)
FMT_MSA.1(b) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT _MSA.3(a) FMT_MSA.1 FMT _MSA.1(a)
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A ST DHEEEEMH CC/8—F 2
; TIZ8I %
S Ut b DIRTEH A3 S IR Gl
FMT _SMR.1 FMT SMR.1
FMT MSA.1 FMT MSA.1(0)
FMT_MSA.3(b) FMT _SMR.1 FMT SMR.1
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 FMT_SMF.1
FMT SMF.1 2L L
FMT SMR.1 FIA UID.1 FIA UID.1
FPT_STM.1 L L
FPT_TST.1 L 2L
FTA_SSL.3 L 7L
FTP_ITC.1 L 7L
FMT _SMF'.1 FMT _SMF.1
FPT_FDI_EXP.1 FMT _SMR.1 FMT _SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial
information processing environments that require a moderate level of document security,
network security, and security assurance. The TOE will be exposed to only a low level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that
provides almost constant protection from unauthorized and unmanaged access to the TOE and
its data interfaces. Agents cannot physically access any nonvolatile storage without
disassembling the TOE except for removable nonvolatile storage devices, where protection of
User and TSF Data are provided when such devices are removed from the TOE environment.
Agents have limited or no means of infiltrating the TOE with code to effect a change, and the
TOE self-verifies its executable code to detect unintentional malfunctions. As such, the
Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws are in
place, and their inclusion is expected by the consumers of this TOE.
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7. TOE Summary specification

TOE D&x = VU7 4 HEZE L V&N D TOE O X = U7 (HEEED—% % Table 7-1 (2”7,
I, BIROBEIZTHEAT 5,

Table 7-1 TOE Dt &) TsHRED A FREH R F

No. TOE Ot % = U 7 ¢ Héhe
1 F.AUDIT B n U R

2 F.HDD_ENCRYPTION HDD I 51{kHne

3 F.ACCESS_DOC ERESCET 7 & A EEE
4 F.ACCESS_FUNC I T B A B

5 F.RIP FRAFE I Hpk e

6 FI&A Ak FR R BE

7 F.SEPARATE_EX_INTERFACE | #MfiA > & 7 = — A5y EfitkhE
8 F.SELF_TEST HO7 A MMghe

9 FMANAGE XU T o B

10 | FSEUCRE_LAN T v kU — 7 Wik

7.1. FAUDIT (B5& 0O #aE
FAUDIT I3EEn V72 BG4 L L HICHG LA 7 2% S A - BBV OIRET S,
71.1. 5B OV ENSH#EE

— XS T 2HEEESF « FAU_GEN.1, FAU_GEN.2
TOE [ ZLL T v 7 & BT %,

Table 7-2 E&N04

2 S =24
B AT o 7 IS HERE O B A FHO [
BT o 7 UG HERE DR T FROMBIE W
07 A RO SR VAV ERAN LI
LM || FROMER (2 - K

FRFEE R B D b D1 IR

Table 6-19 D FRHERE D H]
Xy NT— 27 &R LIZi@{E DR
P DT

74.2. 5FO5 L E 1 —#EE

—  XHd AHEREZ: - FAU_SAR.1. FAU_SAR.2. FAU_STG.1

TOE (3E&Er 7 OWEZEEIET 5 & & HICHA M L & HIFREZ U ADMINISTRATOR @ Z | Z il [
9%, TOE X UADMINISTRATOR (Z#s#5 v 7% 7 7 A 7 > b PCIZtAH L, HIBRT 2 HEHRE 2 f it
TBHELEBIEREe SOUEERIET 5,
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7.1.3. BEE B IMELRE

— XSt HHRESEME « FAU_STG.4(1). FAU_STG.4(2)
TOE |3E#&E = 7% TOE N HDD 2K 5 23, MANFEIR AN AR IC 72 o 7236, LN OB 21T
Do
(1). TEEXEL] CRESHTWLIES
Ta T Oz EEEL, BERREROKMNAETITDI,
2. TEZEXFA] IRESNTVWDLIHEE
bl AT S AR~ EEE TS,
(1). (@»#& &1L U ADMINISTRATOR #3479,

71.4. SI1E8R2 A4 LRR V THEE

— XISt DREEME - FPT_STM.1, FMT_MTD.1

TOE /%7 v v 7 #ke% 47 L. U.ADMINISTRATOR (2% L T TOE D4 %25 -9~ % Kb hE % 424k
T 5, HZAEROZT X FMT_MTD.1 I £ Y U.ADMINISTRATOR O AR F[RETH 5, TOE 1%
0y JHSREIC R A XA LA S 0 JARKICRITL, Ao /L LCReET 5,

7.2. FHDD_ENCRYPTION (HDD K-S 1{Ci#aE

— %I DHEREZY: : FCS_CKM.1, FCS_COP.1, FIA_S0S.1(2)
TOE (X HDD IZfRIF SN TN DT — X ZIRiN DIRET 2705 21T 5., R 2H 58 L
TNITY XLNFLLTFO@EY Th b,
(1). FBEEHR
a=h 2 ) NVERE S HAAEENRET D 2= 2 /v X HDD B 587 v 30 XA L0,
WA Akt 5, (B8R I1X, 256 bit)
5 5-81L, U ADMINISTRATOR 3% 7E L7z BAL Y — K& I L TAERT S Z & T TOE
WZEA O S E £k T 5, BBV — FIZLLFORBEETZTHDODIHEZIT AILD,

i
> Mk 2047
> TR 83 UTFLAEOH ) B EIR AT HE
> il

> R OIFRET TR S LTV,
S KESTLHEE. AEROMEPBAERE SN T D EEGE LR,

(2). BEFILITYXL
Table 7-3 IZ/RTREE T LT Y X A,
Table 7-3 HDD B§E{LHEEICEITREE7ILTIX L
R ST ATY XA
256 bit FIPS PUB197 (#9285 57 /L 2 U XA (AES)

7.3. FACCESS_DOC (BEXET ¥ t X Hlitl##e)

— KNI 2 HREZMY: - FDP_ACC.1(a)., FDP_ACF.1(a)
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TOE IZHHAEVZERY 7 AL T 7 AV T « FUN=Ry 7 AXELEMT 2, EHIN

EXEEAR v 7 ZOEME (ZHUTAEEER v 7 AFHET D XEORME L R END) 2B RLTT 7
TARE S D,

IR v 7 ZNICERICET 57 7 £ AHHONE 2757,

Table 7-4 S&FHIAEYRERVIAAXEDEE

. Ry 7 A RCEOBRIE
N7 A
Modify Read Delete
AX ZAELENRAF S D, FAX % X
e . . sbox_passwd
R A 'Y ZE | E3CEITIE sBOX PASSWORD 3 (D.FUNC @
. . sbox_passwd or
Ry 7 A HFans, modify 13 T& 72
U.ADMIN
V)
Table 7-5 SRHIAEYRERYIRAAXEDREEDEFH
Read Delete
FAAET Fikl | xEXOm—F SCEHIBR
Table 7-6 J77A4) Y - FoN—Ry VARV RAXEIZHT HIRE
‘ ANy 7 AN DOIEITHT B HAE
NSV
Modify Read Delete
Zr7A4YU 7 - | R{FEESNT D.DOCIT sbox_passwd
FL =R > 7 | 12 sBOX PASSWORD sbhox_passwd sbhox_passwd or
A PfFH S5, U.ADMIN
Table 7-7 F7A4) T - F o N—RyHV AR I RN EIZx T HiRED M
Modify Read Delete
FURIDORREL T, FEORELE, X—VHMNOHIER | L Ea— {1 Jl) A — ViR SCEHI B
X WEXFUL =R TOENHZ 747 FPCHEICLELZRY HTZ &,

% U.ADMIN : U.ADMINISTRATOR 23 {Frlge CThH 5 Z L 2 &K T,

sbox_passwd : sSBOX PASSWORD & —#§ %5 /320U — K& AN LIS I IETRETH 5 =

LEERT,
if: sBOX PASSWORD g4~ 5 R—E w53 1~3 NIZH T 2 E AR T NRPLES- =
CTELEEE. USRI A~DT 7 v AEHERY D,

7.4. FACCESS_FUNC (%I F % i iR %Il {1 58)

KT H iR
FMT_MSA.1(b)
TOE [ 3#%BIFRFE S 7= FH 3 @ Allocation Role & #HED Permission Role % b L, & OfEFIC
L7 -> T, FPRT. FSCN. F.CPY. FFAX. FDSR OEEB L OFICHELRILFE AT 074
BT 2 — AREDOPER AT D, 2B, NS DB TH 5 Permission Role (259 2 /EIXZ T&

EZiff : FDP_ACC.1(a). FDP_ACF.1(a). FDP_ACC.1(b)., FDP_ACF.1(b).
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7oV, ZHUC XD ERBIRERE S N R B LB FICFF AT SN HERED A EITTX 5,

FREO FITHICHET S D.DOC, D.FUNC (FHEXELZRS, EMXLEZOWVTL 7.3 1257
iR,) R LTI T OBENFIRETH D,

R BFEITLIEE L3 EMEXNS D D.DOC, D.FUNC ® User ID & [F U User ID Z £ oF|H#&E %48
R

AN NG FE

LT OEAED AT RE,

- FlIl

SEI& YV ARy 7 A, NATU— RiFEA{L PDF Ry 7 &
FDO7Y > b &EF4T L= UNORMAL 23HI FTRE,

X2 VT LERY IR
BHULBICRESINLTWDIEX 2T f LEARRT—RFE—HTHAT—RKEAHL
7= UNORMAL 751k AT i,
X2 VT 4 LEANARAT — R e T 5 R8BS 1~3 NIZEIT 28 BLE R E ]
@E@%ﬁmuibtﬁu\\Mi%fﬁ%1)74i%)“mTth%Eaﬁéo@J
FrOGE B [FER) .

- L BEa—

WAE& TV > bR v 7 A
FO7Y > b &EFIT L7 UNORMAL 237 L v = —H[BE,

X2 VT A LERY 7 A
VELEICRESN TS EX 2V T A LEARRT =R KT HXATU—REATL
72 UNORMAL 3 7' L & = — Al fE,

- HilBR

KTV F ARy I A, RATU— RKEFEAL PDF Ry 7 &
FO7 Y > b &HFEFT L UNORMAL & U.ADMINISTRATOR 23 HI % Al HE,

X2 VT LERY 7 A
VEULECRESNTWDLEX2 VT A LEASART—RE—HTHATU—-FE AL
72 UNORMAL & U.ADMINISTRATOR 73BT E,

- D.FUNC Ot

BAE& TV v bRy 7 A
ZFDF Y v k& FELT LTz UNORMAL (ZEIRI 032 25 5 A3 AT HE,

XL VT A LERY T A
BEULEICRESNTWDEEX2 VT A LEAART—RE—HTHATU—FEASL
7= U.NORMAL 723FJill D% & 248 56 53 Al g,

NAT — RSk PDF &R v 7 X
D.FUNC DOff£IETE 720,

c A%y UOBE

T B a—NAlfE, 7L B2 —IREETIXLL F DOEREMN A HE,
- D.FUNC. D.DOC DOffte

ZDAX ¥ & F(T LT- UNORMAL 13355 D% &2 H N AT HE,

ZDAF ¥ & FELT L7z UNORMAL (38— U HANL TOHIERA AT HE,
AIANTZFRGT — X XA — NV TEETH Z &%k 5, £/, FACCESS_DOCIZXbh, 7
FAN T e FUNR=Ry I AMRET DI ENHERD, ZZTREHBIRENELD Z &N
& 2N DGE LT OEAER ATRE,

- HiIBR
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FDAX ¥ ViEEEFEIT L= UNORMAL 5 X O U.ADMINISTRATOR (X7 DX ER/HDOY
a 7EHIRT DM TE D,
a2 —0ORE
LT O#AE3 AT HE,
- FlIl
F O a v —%%E4T L7 UNORMAL A EIRI AT HE,
- L BEa—
FDavr—x%EfT L7 UNORMAL A7 L ¥ = —H[HE,
Fo, U2 —RETIILL T OEIED FEE,
- D.FUNC Otk
Z O —%37 L= UNORMAL IZHIRI DR EZLE T 245 Z & 2N ARE,

- HilBR
02 ¥ —% %47 L7z UNORMAL % L (8 UADMINISTRATOR 1£% 02 = 7 % Kl T %
ZEMTED,

« 77 I AZEDLGE
U.USER IF%EH DT 7 7 ZADF v /LD A EE,
7 7 7 A%A5 L7z D.DOC (358 A € VU ZER v 7 ARIES Do
« 77 I AREOLAE
T LB a— AR, LB 2 —IREETIXLL T O#IEN FTHE,
- D.FUNC, D.DOC Offte
ZTDT7 77 AEEEFEIT L7 UNORMAL 33X EORELET 2T 5 Z LN AHE,
DT 7 7 ARG & ELTT D UNORMAL (34— P HAL TOHIBRA AT HE,

- HIlBR
DT 7 7 AFE & FIT L7 UNORMAL & L O U ADMINISTRATOR (3% D 5 7 A Hll kR
THIENWTE D,

7.5. FRIP (BRFFIEHREEMEE)
7.51. — BT — 77 HIBR#EEE

—  XfIST HHEEEE  FDP_RIP.1
TOE X HDD LIRS N7 30E:, —FReCEH L WIZEOWicxt LT, EEEHIBREFT
T 52 & TERFEHROFAMZIET 5, AEEBIZLLTOZ A I 7 THEITESND,
D). 7V bRAX Y R EDT a T DT, (FIEE
¥ a TEITHICAER SN D —RF 7 SCED 2 \WVIEE OW R Z2HIBRT 5,
(2). HIBRHERAEFATRE
FBE SN CEEZHIRT 5,
(3). FBIRA VR IRATNE MOMFAET D IE
(1., QOHIBRFIATHIERNA 7 SN THIBRMRE T L TE LI BRAE RN FET 2558, &
WA VBFIZZEN D ZHIBRT 5,
EEXICBWTEZ AT —4, EXALEEIE, HDD 5 — % E& X IS E OB ER EHEEIC
& - T U.ADMINISTRATOR 2 ET 5, FIRERERE L EONFITLUTOMEY Th 5,

Table 7-8 —BT—42 LEZHIRBREDBHERTE

X E NE (EEBEXINDT—X XA 7L ZDNERF)
Mode:1 0x00 T—[a] L&EX
Mode:2 0x00, OxFF. 0x61 DJEIC FFE X 24T iE % MGk
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7.5.2. T—RA L HIBR#EEE

—  XST HHfESME . FDP_RIP.1. FDP_ACF.1(a)

U.ADMINISTRATOR X HDD b oOWi{g 7 — 4 & &tes — X falic x4 2 L EXHIBREF474 5
ZEMRHKD, 2 HDD Lo SCEFHIBR S SR EERO BRI AN LS5, EEXCEN
TEXALT—%, EXALEHE, HDD 7 —# FEXHIBRMEREOBIER EHEEIC L - T
U.ADMINISTRATOR 2#ZET 5, AIRERFRE L ZONFIXLLTO®EY Th D,

Table 7-9 T—45ELHIBRBEED BERTE

J= EEXINDGT XX AT L ZEDIEF
Mode:1 0x00
Mode:2 Al = E3 = 0x00
Mode:3 0x00 = OxFF = #il#% = #iE
Mode:4 fL¥ = 0x00 = OxFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = O0xFF = 0x00 = 0xFF = 0x00 = O0xFF = {4k
Mode:7 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = OxFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA = KiiF

7.6. F1&A (GEAIEEREHEHE)

—  XHET HHEREZE - FIA_LAFL.1, FIA_ATD.1, FIA_SOS.1(1). FIA_UAU.1, FIA_UAU.7,
FIA_UID.1, FIA_USB.1, FTA_SSL.3

TOE |3 TOE #FI L & 5 &9 2 & Vi al ] ﬁﬁ%"(&‘oé & 2RI 70 B B L 7 R0t R i f
B THEE L. 7RI &l S 72 72001 TOE ORI &2 al+ 2, #kBIREAEHRRIZ. TOE
EE= gt vl nm%:ﬁ 9 ARARFRRE ST 3 &AM O HE%~/\~%1ﬁﬁﬁﬁ‘é5’1~*ﬁ*ﬂ‘—/\—a}ﬂ RIE ST DA
T2, MY —AN—BIE KOG EIIAT) Sh 2 —F =R MR — N — 12k 0 | A STz
fRARITHR LT, ijj ENfea—HP— 27— K %éﬁi Lica—H -8 LB 2RI R>THE
S LT B BT RRAERR ). B N R L 72 G A\ CRRRE R & T 5

AOIRRRE (7)) v b a 7R 2 FR <) 1L U.BUILTIN_ADMINISTRATOR,
U.USER_ADMINISTRATOR, ZH LSO WF a2 EHR L TITW, BT % & £ D Role 25456
o,

Table 7-10 FRFfEA

o nEjiJ‘ nf'ji%” AN uﬁﬁkyj HiTl E‘l‘ﬁ% fcﬁ ﬁ%ﬁz SFR
AP A IR PR O R
NN R LRIROTERE FIA_UID.1
A —s—za | AR FIA_UAU.1
: " | TOE oikfEmeR s L R o E -

¥ FIFSFROFREIL UADMINISTRATOR 73T 9, AAEZRIEST 2 & AR — S —38
FES T G AR ICHENCT D52 LN TE D, WHNEDN /> TODEEHA. F
MEZ LI L 50X AT % D)% UADMINISTRATOR 23R E7 5,
U.ADMINISTRATOR 75 i J57 D FEFE ST 2O F & FIRE & 5% L 7=l & (3R 3
B & N RRGERC A BRI 5,
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Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
71176



bizhub 4752/bizhub 4052/ineo 4752/ineo 4052 EFaz!/7r5&—5"wh

PRBRRREAS ) LT3 A . YAIHE 2173 % 7 v & 2|21 User ID, Allocation Role, Role
He9 5, FIAL ATD 1. FIA_USB.1
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Table 7-11 /XD —KREGRE

© SCFFE 94 SUFEL B R S BRI AT RE
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2B, RAT— ROR/IMIEITERE N E QKU ETRITFNIER L)
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x5 At SFR
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Table 7-12 EiEkMEFONE
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DX EME 2RI > -G8 b= kT 5,
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EIT9 2 & T, BENLHE) b EEE TR OB EEL I AFFRIFRIEE E 15 E S
TN D (] 2 R 2 | CRRRIEAS L 2 R~ 2, TNLIA DAL, RREE R
HE T/ U. ADMINISTRATOR N ZREEJ Rl D BB RE# 1T 5 2 &
nhuﬂﬁlt%ﬁ%ﬁ%‘fé

PIE ALBR SFR
=R/ OV Bt U 7= BREE A BREI%c 25, U.ADMINISTRATOR 733% € L7l L7354 | FIA_AFL.1
NRAT—F | BEEEEIET 5,

X B U.NORMAL & L CORGEAM A% & U.USER_ADMINISTRATOR & L T
@%E&z OFGFERKEE BRSNS, T72bb, 2—%F—AMNUNORMAL: LT

& DI, WAREAE S Nz 2 — T — OEWED —ERERR Y (FEE BT LR 220) 56, £ 0
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Table 7-13 X EEtyav DT
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Y (A VI
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7.7. FSEPARATE_EX_INTERFACE (M4 > % 7 = —X 5 BEREEE)
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TOE [XFEREEIRN O DA NERE 7 7 7 A%A5 L BIBZWHEEEICIRE T 5 2 &1 X 0 EIEEHRE D
LDORAEMIETDE L BICZET 7 7 AOEHERELZELEL TS, EHIZUSBA 47 2—XA
BETNEA o F T = —AND DA% F D FE F Shared-medium Interface ~#ickd 5 Z LI T
REIE L 2o TN D,

7.8. FSELF_TEST (B2 T X h#&ER)
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WEEITH, 2L BREEHOT — 2 N ELLEESINTZ L 2RI HZ L THE{LY— KD
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THREMEOERDZB S E. TOE 138 /E S B G 2 FoR L, BIEEZZ T 720,
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SUSEE) OG- EEEIT O,
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PASSWORD #Bx<) OEHHEAE | PASSWORD Z k<) OAEHE - FiBk
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VT2 beXa )T 4 Bt 7V X2V T 4B (== | UADMINISTRATOR
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TV hOEX2 T 4 BIETH D UserID, Box Type, DOC PASSWORD O#{EIZTX 721y,

Table 7-15 Xal) T4 XE/NRAJ—FEBE#EE

R | P

Copyright ©2017-2018 KONICA MINOLTA, INC., All Rights Reserved
75176



bizhub 4752/bizhub 4052/ineo 4752/ineo 4052 EFz!/7r5&—5"wk

N BEBE RE

XY T 4 LERRT—

: 8 ML L

D [Al—DOSCFIE TR S LTV RN,

TOE [ZUA FOME AT /AT — RFDOHhE X2 ) 7 4 LFEASRT— KL
LTI AND,
Hrkk
SCFFE 94 SCFLA RO T 5 B AR
BRI
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