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RAFERE . P ERRRED D72 D,
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TOE 1%, B3 =T EREL L TLL TR T REA 1R 95,
o kIR RE
TOE ZF|HLLHET 5% 7% TOE @?FT%IJFH%T%@M:D%’V% ERAT =R ZE > THREEL .
TOE OFF Al FIHE CThHZEN R TEXT5512 TOE OF| %7 v 3 DHEHE,
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Ftr nEZ)‘&)é
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—RIETEBET DHRE, 27 A GRRIFRGE) % 1 — E R IR IR RSt W 35 & I H B e
77N DR RES AERRICE D,

o 7/ AT EHIFERE
TOE NOMREZ FEIZK L, FF Al SR HE DO BRNT 7B AR EL72 DI, REEFE~DT /&
A% RS DHEHE,

o LT — X% %ﬂﬂ%%
V\HSXM/— J%T?éhﬂ%éi%?%? IET7 7B AR #ET D120 TNOERE 5L+ HRERE,
AREREICIT. B S84 A R DHEREL & N5, I 5T, TOE BB R EFRMEATY —2 1T
éMf:ﬁia'ﬁ%%méhf:ﬁ%%ﬁ@%ﬁﬁ%%ﬁf%u~1a:%ﬁ%émtﬁaﬁ%ﬁ@%ﬁﬂ% LCEZTHILT
ARk, BERMEAT)—ITBREFESND,

o roy N — 7R HE
LAN FHBF IRy NI —7 EETNDIEE T — 2 B EBER S I X0, S AsShbZ a1k 45
7osb BRI LA R T DHERE,
ITAT RPC, BiA Y — X — FBREY—/ 3 —  FTP —"— BIOA— L — R — LI (E T 5,
P e O ES A RRGEL . Ry N —27 EARNAREE EZ I LT 52 TRET D,

o X UT EHIMERE
SRR RS REIZ JVREAES AL TOE OEHLFH O AN, BB 3V F7213 LAN Rk D7947
VR PC MBLLFIZRT TSF 7 — X OEMEEIT 2 52 L2 il D% HE,
o PNERRRRER & O X5 8k/HBR
o WHEBERAERIFHE ORIHE T A4 173 AT —RIEEIOEE (72720, SRRV =R HE B H T

%ﬁﬁjﬁb)

o FIHEZEASAT—=ROE/NSAT—RRDOER
® uﬁh%”wu nﬂiﬁﬁ@wﬁ
o FERRZ IL—7 D X% G/ 25 B IR
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o LA HERE
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ST 0/ A CELIE A TR AL DHERE,
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B'E 4 AZENTES,

CUANYEE Y
TOE O7 77— AU =7 77T — eBtGT DR, Ty 7T —MRO 77— 20 =7 OEIE 2
SEL. FRNIEROL DO THHZ LA TR HREBE,

o H O T ANMARE
TOE & #HFIC TSF T2 —RBLIONTSF 7 — 2D 522 MMkl . TSF O 1E S8 {E42 £ 58
fiEo

o 77 A[El Sy e RE
PSTN oD A JEHE T 77 AZAE DI RE T HIEIZID PSTN MHDIR AE B IE T DR4REL .
ZAZ T 7 I ADEREA R T A2 LT LY PSTN 255 LAN ~D1fF3 AL 13 D8RO 725,

o FRATIEHRIH ke
FAETE RO BRI 2 R AT REZRIRIBIZ T 5720 . WERARL — U BHIBRSI- SCE T —# | A
BEff IS N AR — I A — RS- SCEH AV T F DM Ick L, B ED T —Z T I
EXIYETDOHERE,

o 7 —H5E A Y EIERE
BHEOESRITISD, WA — IR ESN TS T X TORHE T — 2 BLO TSF 7 —41C
S BEEDT —Z T FEEHETHHEEE,

1.4.4 TOE OIf-EEPE
A TOE DR ETHRFEE PEIL, LT OIS,
e D.USER (FIHFH T —%)
TSF O#EICE B L RIF S FIHEOTZDICR A 2L TERREN =T — 4,
e D.TSF (TSF 7 —%)
TSF OEAEIZE A 5.2 555 L7 TOE D728 @ TOE IZX»> THERRE V=T — 4,
FEROFBET —21%, LLTO ZoOf@ERIN DR S D,
e D.USER.DOC (F|H#& L ET —#)
BFHEZ I N—Ra—0 BT, FI RO CEICE FNAER
e D.USER.JOB (FIH#H Va7 7 —%)
I OCEFI TN 27 ([ BE 3 5 1E )
O TSE 5 —Z1%. LT O ORI O S5,
e D.TSF.PROT ({R#Z172 TSF 7 —%)
F—HDOA G Th7eL T EHERELE WA HEIC LT, EAENT- TSF 5 — 47
TOE OtFX 2T 2 8% BT THH LIRS, BEEIZOWTIRR TELLH72 TSF 77—, K
TOE CT#oH T —HIFLL F @b,
o WHFERERIAE T A4 WERRRERI A E, Bk n | BaEn VK5I E., f/v AT —
N @nRRREST A MRSV —7 0 BAS/BRZI BB 7o Mg TRV AR, GRREY —/ S —&&
ELVIP TRLUARE  A— VB GV — R —RE
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@Jzﬂe:l)74 TR K iﬁ“b%bhm \1972 TSF 7 —4, K TOE THHT —XIFLL FD#E
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1.4.5 TOE OF|H#&
A TOE OFH# (U.USER) 1%, LA FD XTS5,
e UNORMAL (—#&F]H7 /anormal user)
FkANE AL, FRAESIVIEFIHE C, BB R Z R WRI A,
e UFAX (7777\$| 7/ a fax user)
FRBIS AL, FRAESIVIER A T, 77V ARG T —F~D 7T 7B ZMERRZ AT H-S v — R 3,
e U.ADMIN (”é;fﬁ% / an administrator)
AR AL, FRAES VIR A T B EE R 75’%’)41*' FF, L8 TR AR I TR A A 7o A B
FLIRE, rﬁEL@JE@%&W&)TW‘j/]\%
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2 ATk
R ST LA FAI#i72L T,

2.1 CC A EiE
ASTBIORTOE BN EEEEETECCHONR—Vary BIOAST D CC/R—F2BIUOS—F3 EWE
M, LRtV TH D,

CC Conformance: Common Criteria version: Version 3.1, Release 4,
Part 2 (CCMB-2012-09-002) Extended, and
Part 3 (CCMB-2012-09-003) Conformant.

2.2 PP Eik
AR ST BLU TOE M@ E$ 5 PPIZLL FITR T LB THS,
® PP 4 #5: Protection Profile for Hardcopy Devices

e PP /N—’z2: 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST NIZEBWT, FRIZWTO DR RY LA HLZ PP SRS,

23 Nulr—UFk
A ST BEIOTOE 1L, o —ViiE &2 FEELR,

2.4 JEAARM
A ST BLU TOE i, PP BAEERTHLT OSMAZEL , PP O ZERIEY [Exact Conformance | Téh D,
D72, TOE FRINIL PP E—HL TN,

e Required Uses
* Printing, Scanning, Copying, Network communications, Administration

e Conditionally Mandatory Uses
* PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage

e Optional Uses
+ Image Overwrite, Purge Data
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3 BX2UT4AREE

7=
EE

AKE |, TOE DXl T ifbElrE:mT 5,

3.1 &

TOE (Zx13 5% i % Table 3.1 (2R,

Table 3.1: Z&

AR

=== =%
JASE=

T.UNAUTHORIZED ACCESS

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

WEEFIT  TOED AL Z 7 = — A% T, TOENOF|HE SrEF
—HA~T A (S, 2., £THIR) . FRRREY a7 5 —
B (AR FITHIBR) T 20b L,

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

KHEEE L, TOEDA 57 =— %@L T, TOENODTSF7 —X#~0
RIEART 7R AZAGL B LAV,

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOEDENENFF I SN I=HE . TSEORA/EENC LT, EX =T+
S i=V I T N N AT VA AR

T.UNAUTHORIZED UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

WX, TORIZARIERY T NI =27 A A=)V B LIV
v,

T.NET _COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEFE L, Ry N —JBE T = — LD EL -V 352 T,
EETOT —HZT7BALIZY, TOEO X2V T 422 E LIV
BB LAV,

3.2 kDX VT 4 HE
HRROEF2UT 1 J78H Table 3.2 1273,

Table 3.2: #EEDOExF2UT 1 8l

H R

g
FEF%

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

FIRE IR, SCEALEE K OVE B RE 2 AT 4D RNTAEIR 2 G- Sh/e
QU ERANGYAAR

P.AUDIT

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

X VT ABET VT AT TR SN IERGT, 220D
T U arOud IS, INRIT= T4 T 4 ~IEES 2T R
ANV AN
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AR

l==g==%
FEF%

P.COMMS PROTECTION

The TOE must be able to identify itself to other devices on the LAN.
TOEE, LAN DD T S ARLZ B F 20 TERTT7ene
U,

P.STORAGE _ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOENFI I SET — X £ 13 DOTSFT — 2 2 Bl A #a vl fE72 R
FRVEAR — DT NARRAFT D6 TOEIZZNHLDT /SAA E
DZDIH7eT —HEkE b 3528,

P.KEY MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

FIRHE CET — 2 EI3E OTSFT — 2 O BUHIA i A REZR R 5
PEARNL =V DD DR GO A I T 5T 5897, EXOHE, 7
N A ELE FIZOMDH DML, NIERT 7B ADLIRES
NIRTIUTIRDIRN 3D E DA — VT S Z BIRAFSILTUTRD
AR

P.FAX_FLOW

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

TOE/NRPSTNY 727 AMEREAAR ML 5856 . PSTNY 77 A[AI#ELAND
My B2 AR R 5,

P.IMAGE_OVERWRITE

Upon completion or cancellation of a Document Processing job, the TOE
shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.

BRI a7 DO T E- 139 IEOBSIC . TOEIZF DO HBLHI A ] fE72
FRHEREMEARN — DT A A EOFRAFEG T — 2% EEZHELRITHR
[ERAYBYAAN

P.PURGE_DATA

The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

TOE(Z, HERRAT B-S =B 0, RERMEREBEAN —T T A2 LD
T _RCOBE NG T DR HE T —4% e O TSFT —# % K AN H
L CERWIDINCT A2 N TEAREN AR AL 2T AT b7,

3.3 HiFESAE

TOE Offi Fi . iEF I, Table 3.3 TR T ABRENNE LD,

Table 3.3: RiHESA(E

A5

=== =%
JASE=

A PHYSICAL

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

TOE. K O'TOENRTF LT T 57 — X DMifEl A ->T-E % =)
TAN, TOEEIC > TIRIESNAZEAET S,

ANETWORK

The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

EHBREIL. LANA VAT 2 —A~DINENODERED T 72 A HTOEZ 14
HTHZLAMET D,
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TOE Administrators are trusted to administer the TOE according to site security
policies.

A-TRUSTED_ADMIN| ropaemmss | 4 (e 274 S #HT o CTORA B HIT 5L (FHHSH T
WD,

Authorized Users are trained to use the TOE according to site security policies.
A.TRAINED USERS | §FrlS-FIH#E L, A X274 5#HIE> CTOEZEH T2 I0 % E
A ZE=Z 1T TS,
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4 BX2VT xR 5§
AEX, BX 2T xR EHIB T DR IOV Tk 5,

HEHBREO X 27 %K 57 #% Table 4.1 12”7,
Table 4.1: EHBREO VX2V T 5% 78+

H P

=== =%
JASE=

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
processes.

HHBREEIX, TOE, X O TOEDMRAF £/ TS5 7 —Z DAMfEIZF
Bl X 2T 4 2R AL 2 TR B,

OE.NETWORK PROTECTION

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.

EABREE L. LANALH T 2 — A~ DEFED T 7B ADN
TOEZ RS A= DI Ry NI — X 2 )T 4 242t U2 T uiE e b7
U,

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

TOEFTH H 1L, BEENZOMEREZEESHD B IHHLZ2NEN)
ET v AVADA B E AN E AN YA AN

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.

TOEFT A # 1L, FIHE DA M2 T ¢ et BfRL . ZHUIHED )
BEFF O TONDIEZRIELRIT IF B0,

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
accordingly.

TOEFTA &L, EHHE BV A MeF 20T 78t 2 BAEL . TOEZ 1ELL
RIEL, AT —R LRSI RGE T D7D SEE DA X 2%
G T 51 BaF> TWAZ EARAELRIT T2 D7,
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5 YEIREo L AR — R NEFE
A ST IZLL FOYRIEa R— R M EF T Do ZILBIX PP TEFRSNTZHLDOD—H TH D,

5.1 FAU STG EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:
FAU STG_EXT.1: External Audit Trail Storage H 1 ‘

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.
Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS_CKM _EXT.4: Cryptographic Key Material Destruction H 4 ‘

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
o There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.
FCS_CKM _EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.I(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed
are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.

Component leveling:
FCS_HTTPS_EXT.1: HTTPS selected 1]

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS_HTTPS_EXT.1 Extended: HTTPS selected
Hierarchical to: No other components.
Dependencies: FCS TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

54 FCS_KYC _EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC EXT.1: Key Chaining 1|
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FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics

of that chain.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the

PP/ST:

e There are no auditable events foreseen.
FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS _COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC _EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that

chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS RBG EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1: Random Bit Generation 1|

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
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Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of sofiware-based sources] software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: /28 bits, 256 bits] of entropy at least equal to
the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS_TLS EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS EXT.1.1 The TSF shall implement one or more of the following protocols [selection: TLS 1.0
(RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (REC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS RSA WITH AES 128 CBC_SHA
Optional Ciphersuites:
[selection:
None
TLS RSA WITH AES 256 CBC SHA
TLS DHE RSA_WITH AES 128 CBC_SHA
TLS DHE RSA_WITH AES 256_CBC_SHA
TLS RSA WITH AES 128 CBC SHA256
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TLS RSA_WITH _AES 256_CBC_SHA256

TLS DHE RSA_WITH AES 128 CBC _SHA256

TLS DHE RSA_WITH AES _256_CBC_SHA256

TLS ECDHE _RSA_WITH AES 128 CBC_SHA

TLS ECDHE_RSA_WITH AES 256_CBC_SHA

TLS ECDHE_ECDSA_WITH AES 128 CBC _SHA
TLS ECDHE_ECDSA_WITH AES 256_CBC_SHA
TLS ECDHE _RSA_WITH _AES 128 CBC SHA256
TLS ECDHE_RSA_WITH AES 256_CBC_SHA384
TLS_ECDHE_RSA_WITH _AES_128_GCM_SHA256
TLS ECDHE _RSA_WITH AES 256_GCM_SHA384
TLS ECDHE_ECDSA_WITH AES 128 GCM_SHA256
TLS ECDHE_ECDSA_WITH AES 256_GCM_SHA384
TLS ECDHE_ECDSA_WITH AES 128 CBC_SHA256
TLS ECDHE_ECDSA_WITH AES 256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1]

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK EXT.1 Extended: Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),
use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to
conform to the FDE EE c¢PP ] such that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.
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This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FDP _FXS EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE
is connected.

Component leveling:
FDP FXS EXT.1: Fax Separation 1|

FDP_FXS _EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_FXS EXT.1 Extended: Fax separation
Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_FXS _EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class
with a single component.

5.9 FIA PMG_EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA PMG EXT.1: Password Management H 1 ‘

FIA_ PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA_ PMG EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.
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FIA PMG EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: “/”, “@ ", “#”, “8”, “%”, “~", “&”, “*” “(" )",
[assignment: other characters ]];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.10FPT _KYP EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:
FPT_ KYP_EXT.1: Protection of key and key material H 1 ‘

FPT_KYP EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_KYP _EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_ KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.11 FPT SKP EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1: Protection of TSF Data 1]
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FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.12FPT TST EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST_EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.13FPT _TUD EXT Extended: Trusted Update

Family Behavior:
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This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT TUD EXT.1: Trusted Update 1|

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions |
prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires
Auditable event Relevant SFR | Additional information
Job completion / a7 DT FDP_ACF.1 Type of job/ =7 i}l
Unsuccessful User authentication / & FRAERE | FIA UAU.1 None
Unsuccessful User identification / ) F & 5% 5 5= B FIA _UID.1 None
Use of management functions / & ZH#REDOF|]H FMT _ SMF.1 None

Modification to the group of Users that are part of a

role /| B D—HTHAFFEIS N —TDOHRE FMT SMR.1 None

Changes to the time / FfZ|DEE FPT STM.1 None
FTP_ITC.1, .
Failure to establish session / &3 /a  FEILD K FTP_TRP.1(a), Reason for failure / X

FTP_TRP.1(b) | 7EH
Note: FIJHE DI HGUIFAERIEREG L BESN T BEEBEL T O FERELRLT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information

Software update / 7 P T T 77— FPT TUD EXT.l1 |#IH/N—T=ar

FAU GEN.2 User identity association
Hierarchical to: No other components.
Dependencies: FAU_ GEN.1 Audit data generation
FIA UID.1 Timing of identification

FAU GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU STG_EXT.1 External Audit Trail Storage (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FTP _ITC.1 Inter-TSF trusted channel.

FAU STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZE FCS ZAF

ARHITIE, PP BEDDHMZEHERIZEIHS FCS (Cryptographic Support / B 557 —hk) 7T ADHEE
fFARLIR T %, i 6.2.9,6.2.13, 6.2.14 BLV* 6.2.15 DAHITH —HD FCS B2 HD,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for
O0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [ECS—CKM2-Cryptosraphickey-distribution;-er
FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS CKM _EXT .4 Extended: Cryptographic Key Material Destruction
FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with /[NIST Special Publication 800-56B,
“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for
O0.COMMS PROTECTION, O.STORAGE _ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [ECS—CKM2-Cryptosraphickey-distribution;-er
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_ PROTECTION,
O.STORAGE ENCRYPTION, O.PURGE DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [
® For volatile memory, the destruction shall be executed by [ powering off a device |.

o For nonvolatile storage, the destruction shall be executed by a [ single | overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS RBG EXT.1), a static pattern [, followed by a [ none |. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard |.

FCS _COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
0.COMMS_ PROTECTION)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmportofuserdata-withoutseeurityattributes;-or
EDPIFC21 c ! » . 1 ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode | and cryptographic
key sizes 128-bits and 256-bits that meets the following:
o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [ NIST SP 800-384 ]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE_VERIFICATION, O.COMMS_ PROTECTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or
EDP_IFC21 : ! » X 1 ’
FCS:CKM. 1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [ RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of | 2048
bits | | that meets the following [ FIPS PUB 186-4, “Digital Signature Standard” |.

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS PROTECTION)

Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A ] vsing [ CTR_DRBG (AES) |].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ | single | hardware-based noise source | with a minimum of
[ 256 bits | of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.

6.2.3 WZE FDP {4

ARHITIE, PP BEDDHMZEHERIZEIHS FDP (User Data Protection / K57 — 2 1%#) 7T ADK
AR 20k 45, I 6.2.9,6.2.10, 6.2.11 BL16.2.12 DA HITH D FDP B4R H5,

FDP_ACC.1 Subset access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,

objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table
6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none |.

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none |.
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
. Operation: Submit a document|View image or Release| Modify stored| Delete stored
Print to be printed printed output document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
) fion: Submit a document Vi di Modify stored| Delete stored
Scan peration. for scanning tew scanned image image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
%) . \Submit a document View scanngd inage or| Modify stored| Delete stored
)peration. ; Release printed copy ; ;
Copy for copying output image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
. Operation: Submit a document, View scanned image Mod_iﬁ/ stored Delgte stored
ax send to send as a fax image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Fax Operation: Receive a qu and RVelZeevZ_{Z ;;?;‘;egjj%’; Modifj/. inzlage Delete.im;ge
teceive store it output of received faxjof received fax
Job owner (note 3) denied
U.ADMIN, U.FAX (note 4) denied
UNORMAL (note 4) denied denied denied
Unauthenticated denied denied denied
Storage / Operation:| Store document Retrieve stored  |Modify stored| Delete stored
retrieval document document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6.4: D.USER.JOB Access Control SFP

“Create” “Read” “Modify” “Delete”
Print Operation: | Create print job View p rlzgéqueue/ Modify print job|Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View SCZ) Zstatus / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
iy Operation: |Create copy job View colg J(; Sl Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
%) tion- Create fax send | View fax job queue /| Modify fax send| Cancel fax send
Fax send peration. job log job job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Fax %) tion- Create fax View fax receive Modify fax Cancel fax
receive peration:| o ceive job status / log receive job receive job
Job owner (note 3) denied denied
U.ADMIN, U.FAX (note 4) denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Create storage /|  View storage/  |Modify storage /\Cancel storage
retrieval | retrieval job retrieval log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax
send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

6.2.4 WZH FIA 24

AHITIE, PP BEDHDHVMZEMEIZEII% FIA (Identification and Authentication /

PERE B2 508 T2, I 6.2.14 HIlCH —EBD FIA EERH D,

FIA_AFL.1

Hierarchical to: No other components.

Dependencies:
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FIA_AFL.1.1  The TSF shall detect when /[ 3 ] / unsuccessful authentication attempts occur related to
[ the unsuccessful user (including administrator) internal authentication attempts
Jfollowing the last successful authentication |.

FIA AFL.1.2  When the defined number of unsuccessful authentication attempts has been / met , the
TSF shall

® Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes

o Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

].

FIA_ATD.1  User attribute definition (for O.USER _AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: [ FUYFE L 1>%, FIFERH ).

FIA_ PMG_EXT.1 Password Management (for O.USER _[1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ PMG _EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!”, “@”, “#”, “$”, “%”, “*”,
“&”7, “FV 4, ), | no other characters | |;

e Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater;

FIA UAU.1 Timing of authentication (for O.USER I&A)
Hierarchical to: No other components.
Dependencies: FIA UID.1 Timing of identification

FIA UAU.1.1 Refinement: The TSF shall allow [

® Receive fax data from PSTN
] on behalf of the user to be performed before the user is authenticated.

FIA UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA UAU.7 Protected authentication feedback (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication

FIA UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided |
to the user while the authentication is in progress.

FIA UID.1  Timing of identification (for O.USER I&A and O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA UID.1.1  Refinement: The TSF shall allow [
® Receive fax data from PSTN
] on behalf of the user to be performed before the user is identified.

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.
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FIA USB.1  User-subject binding (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: FIA ATD.1 User attribute definition
FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the

behalf of that user: [ FUHE 124, FlIFZERE .

FIA_USB.1.2  The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules ].

FIA _USB.1.3  The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules |.

6.2.5 W78 FMT i

ARHITlE, PP BEDDHMEHRIZEI IS FMT (Security Management /| &%= U7 & H) 77 ADFHE
Ptk 32,

FMT MOF.1 Management of security functions behavior (for O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT _MOF.1.1 Refinement: The TSF shall restrict the ability to / enable | the functions [
e Initialize Private Data / Data in Machine (TN 153 & ONEKBEPY 7 — 5D EJHIE)
] to U.ADMIN.

FMT MSA.1 Management of security attributes (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control;-er
FMT__SMR.I Security roles ]
FMT_SMF.1 Specification of Management Functions

FMT MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [ query, modify, delete, | create | | the security attributes [ Security attributes
specified in Table 6.5 | to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
=y =7z . create, modify, delete U.ADMIN
PR AL E 071 % query U.ADMIN, the owning U.FAX/UNORMAL
=g =77 e create, modify, delete U.ADMIN
PR LTI E B query U.ADMIN, the owning U.FAX/UNORMAL

FMT MSA.3 Static attribute initialization (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive | default values for security attributes that are used to enforce the SFP.

FMT _MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.
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Dependencies:

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT _MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.

Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)
- o . create, delete U.ADMIN
PYRSERAEFIJFE AT —F modify U.ADMIN, the owning U.FAX/U.NORMAL
BRI PR modify U.ADMIN
BRI = modify U.ADMIN
A 11/5£%) modify U.ADMIN
BB X EERE query, modify U.ADMIN
BB 7o MFT query, modify U.ADMIN
TR create, modify, delete U.ADMIN
BREFEV—N—FIE create, modify, delete U.ADMIN
IPTRLRZE modify U.ADMIN
A—/L NGV —N—RIE query, modify U.ADMIN
FMT _SMF.1 Specification of Management Functions (for O.USER _AUTHORIZATION,

O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to: No other components.

Dependencies:

No dependencies.

FMT SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and

Table 6.10 ].
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Table 6.7: List of Management Functions Provided by the TSF (1)

s NHREERER A AR R DA H

HEREZL/F/SFR & PEFHE/management functions {5 /notes
FAU GEN.1 None —
FAU GEN.2 None —
FAU STG EXT.1 | Es &5/ 6{5 e D% E I SRS RE I X TLSH FH L [
FCS CKM.1(a) |None —
FCS CKM.1(b) |None —
FCS CKM EXT.4 |None —
FCS CKM .4 None —
FCS COP.1(a) |None —
FCS COP.1(b) |None —
FCS RBG EXT.1 |None —
FDP ACC.1 None —
FDP ACF.l  |None HIRAZRFF AT AE R OBLHIZRL
FIA AFL.1 None REET 7 a3 EE
FIA_ATD.1 Al %mﬂﬁ —

FIA PMG_EXT.1

o ft/NVSAT— R ROZEH

n%k%"J Pl 7 DA

FIA UAU.L o GBREY —/ S —DRGE FRERTT 7> a L[ E
o PNARFRRER] A/ SAT —R DA

FIA UAU.7  |None —
o T FRRE T DA
o SRS — N — DR TE

FIA UD.I | 'I;‘:]EE:ZE%J ﬂq;?j;g—i . BT 7S 2 X E
° Wnﬁmunﬁ*ljﬂqﬁm& /l)/gl Ojﬁﬁ

FIA USB.I  |None BTV NEMETEE

Table 6.8: List of Management Functions Provided by the TSF (2)

BERE Z{F/SFR B PEFEHE/management functions 17 /notes
FMT MOF.1  |None BB N — 7 E
FMT MSA.1  |None BB N —7 LHAZEE

BENTN—T" T 7 HIVIRGE .
FMT MSA.3 None B BN EE

FMT MTD.1  |None BB T N — 7 E

FMT SMF.l  |[None —
FMT SMR.1 | #E[RZ IV —7 D& HE —
FPT SKP EXT.l |None —
FPT STM.1 | H /LI DR E —
FPT TST EXT.1 |None —
FPT TUD EXT.l |None —
FTA SSL3 | A#ns 7T N O E —
FTP ITC.1 None —
FTP TRP.1(a) |None —

FTP _TRP.1(b) |None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

HEREZL/F/SFR & PEFHE/management functions {5 /notes
FPT KYP EXT.1 |[None —
FCS KYC EXT.1 |None —
FDP DSK EXT.1 |None —

FDP FXS EXT.l |None —
AR IR D I 2 A7

FDP_RIP.1(a) | None B CHRBRI
FDP RIP.1(b) | ]l NN OAKEN T — X O HI LD L E) —
FCS COP.1(d) |None —
FCS COP.1(f) |[None —
FCS TLS EXT.l1 |None —
FCS HTTPS EXT.1|None —
FCS COP.1(c) |None —

Table 6.10: List of Management Functions Provided by the TSF (4)

BERE ZAF/SFR ‘B PEFEHE/management functions 17 /notes
— e 7 RLAMRDE —

— o IPT KL ADFTE —

— e A JVIR[E Y — /N —DRRE —

FMT SMR.1 Security roles (for O.ACCESS CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification
FMT _SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, U.FAX, UNORMAL.
FMT SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 ¥ZH FPT %iff

AEITIL, PP INED DM ERIZESD FPT (Protection of the TSF / TSF DR#) 77 ADKEREE A%
RO %, MhiZ 6.2.9 EilZh —HED FPT EENH 5,

FPT SKP EXT.1 Protection of TSF Data (for O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: No dependencies.
FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT TST EXT.1 TSF testing (for O.TSF_SELF TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

FPT TUD_EXT.I Trusted Update (for O.UPDATE VERIFICATION)
Hierarchical to: No other components.
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Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT TUD_ EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT TUD EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and / no other functions ] prior to installing those updates.

6.2.7 WZH FTA 24

AHITIX, PP 2NEDDMZEHRIZESHS FTA (TOE Access / TOE 727 %A) 75 ADKEREE %5k
—é—éo

FTA SSL.3  TSF-initiated termination (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:

® 240 seconds or shorter, specified by U.ADMIN, for sessions via the operation panel
® 300 seconds, for sessions via web interfaces

1.

6.2.8 WZH FTP %4

AHiITlX, PPONE D HMZE FHIRIZEI3% FTP (Trusted Paths/Channels / {3 4H, SA/F ¥ %IV) 7T AD
e LR TR UNG I

FTP _ITC.1  Inter-TSF trusted channel (for O.COMMS PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS _EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1  Refinement: The TSF shall use / TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, | audit log server, fip server, mail server | | that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.
FTP_ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.
FTP _ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, fitp service, mail service |.

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS HTTPS EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
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protection of the communicated data from disclosure and detection of modification of
the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS _SSH _EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit / remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 FRIFfHEMZEES: Bl

AHEITIE, PP NED DR EMHANBOI L | BUI A AT REILAHRIEVEA R — DT /S A Z_ED Rk
FDOT =D M RE B AR 3D, M 6.2.13 Fillh | AN DHEREE D —E 2 DD,

FPT KYP EXT.1 Protection of Key and Key Material (for O.KEY MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_ KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]

FCS _KYC_EXT.1.1 The TSF shall maintain a key chain of: / intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COP.1(f) ] ] while maintaining an effective strength of / 256 bits .

FDP_DSK EXT.1 Protection of Data on Disk (for O.STORAGE _ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK EXT.1.1 The TSF shall [ perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.2.10 A & B B2
AREITIL, PP BED DR EMZAABRDIE, PSTN 777 A-Fo NI — I D55y BfE 2 B A RE S
(=R UG RN
FDP_FXS EXT.I Fax separation (for O.FAX NET SEPARATION)
Hierarchical to: No other components.

Dependencies: No dependencies

FDP_FXS EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

621147 ar ik C2
KEITIE PP REDLA T ar %O L, Hifg FEXCRbAMEEE LR T2,

FDP_RIP.1(a) Subset residual information protection (for O.IMAGE_OVERWRITE)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is
made unavailable by overwriting data upon the deallocation of the resource from the
following objects: D.USER.DOC.

621247 ar ik C3
KREITCIEL, PP WEDDHAE T L ar RO L | F— 205228 B AMe B4 20k 35,

FDP_RIP.1(b) Subset residual information protection (for O.PURGE _DATA)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information
content of a resource is made unavailable upon the request of an Administrator to the
following objects: D.USER, D.TSF.

6.2.13 IR — R D]
REITIL, PP SE D DRI — RB D E, | BUHAS B AT AL/ R IE R AR — U F S 2 EDOFRED
P BB AR B A SRR 45, T 6.2.9 Hilch . AR ARREE D — A BB,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmportofuserdata-withoutseeurity-attributes;-or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in / CBC | mode and cryptographic key sizes / 256
bits | that meet the following: AES as specified in ISO/IEC 18033-3, / CBC as specified
in ISO/IEC 10116 ).

FCS_COP.1(f) Cryptographic operation (Key Encryption) (selected from FCS KYC EXT.1.1)
Hierarchical to: No other components.

Dependencies: [EPPIFCHmportofuserdata-withoutseeurityattributes;or
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FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in / CBC | mode and cryptographic key
sizes [ 256 bits ] that meet the following: AES as specified in ISO/IEC 18033-3, / CBC
as specified in ISO/IEC 10116 ].

6.2.143%&= R ~— A D2
REITIE, PP NEDDEIRAR—RFEEDH S | RSN EE I B AREREE R 230k 5,

FCS_TLS EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.
Dependencies: FCS CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS _RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS _TLS EXT.1.1 The TSF shall implement one or more of the following protocols / TLS 1.2 (RFC

5246) ] supporting the following ciphersuites:

Mandatory Ciphersuites:

o TLS RSA WITH AES 128 CBC _SHA

Optional Ciphersuites:

[

o TLS RSA WITH AES 256 CBC SHA

e TLS DHE RSA WITH AES 128 CBC SHA

o 7TLS DHE RSA WITH AES 256 CBC SHA

o TLS RSA WITH AES 128 CBC SHA256

o TLS RSA WITH AES 256 CBC_ SHA256

o TLS DHE RSA WITH AES 128 CBC SHA256

o TLS DHE RSA WITH AES 256 CBC_SHA256

/.

FCS_HTTPS EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS IPSEC EXT.1.4)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM EXT 4 Extended: Cryptographic Key Material
FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance
with a specified cryptographic algorithm HMAC-/SHA-1, SHA-256], key size | 160,
256 |, and message digest size [ 160, 256 ] bit that meet the following: FIPS PUB 198-1,
"The Keyed-Hash Message Authentication Code, and FIPS PUB 180-3, “Secure
Hash Standard.”
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6.2.15 R~ —REA{f: D3
REITIL, PP BEDDEIRAS—REEDIE | EEHET > 7T — MR AEREE IR A 300 T 5,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT _TUD EXT.1.3)
Hierarchical to: No other components.
Dependencies: No dependencies

FCS _COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [ SHA-1, SHA-256 ] that meet the following: ISO/IEC 10118-3:2004.

6.2.16 2% 2 U7 A HRAE B/ AR HL

E. AR ST 28 E4ET5 SFR 1. PP SHLE TS SFR OERSEES ThH, BT B I OMEIRIZT T
SE T LTWA, £72, L FIZIRREE Y ARTFIEIC W TRIBEIZ 2V,

6.2.16.1 ZX 2T HERE BAF DR IF AR L

Table 6.11, Table 6.12, 331U Table 6.13 (%, CC BLPP N ET 5 SFR M3l & 9 &K T L
A TOE 73 2 U CUONDARTEME L Tl L QR METENE . B L OMKIEMEAR T I D 1E Y A2~

Table 6.11: EX=UT AHEREZ/FDIKAFME (1)

M . . . . n
Mt T etz T P& AP QAYS ATt S i3
FAU GEN.I FPT STM.I FPT STM.I — —
FAU GEN L, FAU GEN.I,
FAU_GEN.2 FIA UID.1 FIA UID.1 — —
FAU GEN.L, FAU GEN.I,
FAU_STG_EXT. FTP ITC.1 FTP ITC.1 — —

[FCS_COP.1(b), or

FCS_COP.1(b),

FCS_COP.1(g), or
FCS_COP.1(h)],
FCS_CKM_EXT 4,
FCS RBG EXT.1

FCS_COP.1(g),
FCS_CKM_EXT 4,
FCS_RBG_EXT.1

FCS_CKM.I(a) FCS_COP.1(i)], — —
FCS CKM EXT4 | FCS_CKM_EXTA4
[FCS_COP.1(a), or
FCS_COP.1(d), or FCS_COP.1(a),
FCS_COP.1(e), or FCS_COP.1(d),
FCS_CKM.1(b) FCS_COP.1(f), or FCS_COP.1(f), B B

FCS_COP.1(b)

FCS_CKM_EXT.4

FCS CKM_EXT.4

[FCS_CKM.I(a)or | FCS CKM.1(a),
FCS CKM EXT4 | FCS CKM.1(b)]. FCS_CKM.1(b), _ _
FCS CKM.4 FCS CKM.4
[FCS_CKM.I(a)or | FCS _CKM.1(a), — —
L8 L FCS CKM.1(b)] FCS CKM.1(b)
[FCS_CKM.1(b)], FCS_CKM. 1(b), — —
FCS_COP.1(a) FCS CKM EXTA | FCS CKM EXTA4
[FCS_CKM.1(a)], FCS_CKM. (),

FCS_RBG_EXT.1

FDP ACC.1 FDP ACF.1 FDP ACF.1 — —
FDP ACC.1. FDP ACC.1,
FDP_ACF.1 FMT MSA.3 FMT MSA.3 — —
FIA AFL.I FIA UAU.1 FIA UAU.1 — —
FIA ATD.1 — — — —
FIA PMG EXT.I — — — —
FIA UAU.I FIA UID.1 FIA UID.1 — —
FIA UAU.7 FIA UAU.1 FIA UAU.1 — —
FIA UID.1 — — — —
FIA USB.1 FIA ATD.1 FIA ATD.1 — —
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Table 6.12: ¥ =2U7 (HEREE(FOKAAE (2)

A7

Kt il B R& EL T\ RN %
FMT SMR.L, FMT SMR 1,

FMT_MOF.1 FMT SMF.1 FMT SMF.1 — —
[FDP_ACC.1], FDP_ACC.1,

FMT MSA.1 FMT SMR.1, FMT SMR.1, _ _
FMT SMF.1 FMT SMF.1
FMT MSA.L, FMT MSA.1,

FMT_MSA.3 FMT SMR.1 FMT SMR.1 — —
FMT SMR.L, FMT SMR 1,

FMT_MTD.1 FMT SMF.1 FMT SMF.1 — —

FMT SMF.1 — — — —

FMT SMR.1 FIA UID.1 FIA UID.1 — —

FPT SKP EXT.1 — — — —

FPT STM.1 — — — —

FPT TST EXT.I

FPT_TUD EXT.1

FCS_COP.1(b),
FCS_COP.1(c)

FCS_COP.1(b),
FCS_COP.1(c)

FTA SSL.3

FTP_ITC.1

[FCS_IPSEC _EXT.1, or
FCS_TLS EXT.1, or
FCS SSH _EXT.1, or
FCS HTTPS EXT.1]

FCS_TLS_EXT.1

FTP_TRP.1(a)

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.I, or
FCS_SSH_EXT.1, or
FCS HTTPS EXT.1]

FCS_TLS EXT.1,

FCS_HTTPS_EXT.1

FTP_TRP.1(b)

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.I, or
FCS_SSH_EXT.1, or
FCS HTTPS EXT.1]

FCS_TLS EXT.1,

FCS_HTTPS_EXT.1
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Table 6.13: X =2U7T (HERE /- DIKIFIE (3)

FCS_KDF EXT.1, and/or
FCS COP.1(i)]

P tst R HRLTS Rl s
FPT KYP EXT.1 — — — —
[FCS_COP.1(e),
FCS_SMC EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(f), FCS_COP.1(f) _ _

FDP DSK EXT.1

FCS_COP.1(d)

FCS_COP.1(d)

FDP_FXS EXT.1

FDP RIP.1(a)

FDP_RIP.1(b)

[FCS_CEM.I(b)],

FCS_CKM.1(b),

FCS_TLS_EXT.1

FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.1

FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),

FCS RBG EXT.1

FCS_COP.1(d) FCS CKM EXT4 | FCS CKM EXTA4 — —
[FCS_CKM.1(b)], FCS_CKM.1(b), — —
FCS_COP.1(H) FCS CKM EXTA4 | FCS CKM EXTA4
FCS_CKM. (), FCS_CKM. (),

FCS HTTPS EXT.1

FCS_TLS EXT.1

FCS_TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS CKM EXT.4

FCS_CKM.1(b),
FCS CKM EXT.4

FCS_COP.1(c)
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6.3 BT o REE A

IR, ARSTATERT X2V TAFEEM: (SAR) %, CC 73—k 3 DIRFEZ T ARNI ™Y, A ST I,
CC /RX—R 3 [TEFHLSI, PP ICREIREN =X 2 T AR FGET AR — R M, D FEE SAR ELCTEH T
éo

6.3.1 Class ASE: Security Target Evaluation

» Conformance claims: ASE CCL.1 — Conformance claims

+ Extended components definition: ASE _ECD.1 — Extended components definition
+ ST introduction: ASE_INT.1 — ST introduction

* Security objectives: ASE _OBJ.1 — Security objectives for the operational environment
* Security requirements: ASE REQ.1 — Stated security requirements

* Security problem definition ASE SPD.1 — Security problem definition
* TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development
* Functional Specification: =~ ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

* Operational user guidance: AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support
* CM capabilities: ALC_CMC.1 — Labelling of the TOE
* CM scope: ALC CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
* Independent testing: ATE_IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA VAN.1 — Vulnerability survey

6.3.7 EX =2V T A PRAEE/ AR HL
EE0. AR ST 2315595 SAR 1%, PP 23 E T 5 SAR L5242l —H L T\,
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7 TOE ZE{AE

AE(X, TOE BX 2 U7 488 (TSF) OERTARZ LR 35281280, BX 2V 7 HEREZEA4: (SFR)
7= SNDIEERT,

7.1 BX2UT B
AHITIREIC, 6.2.1 Hioo M FAU B B2 B A 3R T 5,

FAU GEN.1/FAU _GEN.2

TSF T, B OREEILHE TN % Table 6.1 3L U Table 6.2 |ZF0h L7-EEA A b0/ HEEA T —
HELUTAKRT D,

TSF 13, B OB T 25 R AU MR A LT B AHEE /BB X OWEZI (R 43/#0) % TOE O
VAT DIy I DOLRG L, BAT — 2R T D,

TSF X, FFEDOFIHBE DR ESEIAXUNIUX, ZORHEZE O A7 A DR EZIT
SH 0o BE A AU MBS 5% 7 U=V NEBITE e L CEE AT — X235, 7272, TOE H
B NARU MR AE ST A T SYSTEM? ., 7Y = 7 MM E TR ARV A T N/A” L itdk 95,
TSF MEEA T — X ICFLE T DIE I T AN DUNT, Table 7.1 12777,

Table 7.1: BEA T —XIZFeEk T DI

AU M HIS|REVE oy ros RR e

BEADOEHE) (Audit

Start) N/A N/A O |NA

EAOKT (Audit | g N/A O |NA

End)

ATORT Job 15 o Ca T O |gTLEvaTs
Completion)

I FRRED S n7 A/ ELTAT

(I&A Failure) o O ST SCTH NA - \N/A

G o (o EMEAT SR |0 [SBILERs A4
INAT—R DT P ISAT —REFESNFIE
(Change Password) o |© REEATSRHE O our A4
PTAROER 1o |0 ERE(TIFIRE O |ER#EORT A,
(Change Login Name) = _
2—HF—DHIkR " P HIBRLI-m s A4 (B —W
(Delete user) o 1° HIEREAT -7 AIRE | O ——FEHIFROS A1 Al
MR V—7 3B . P . . N
(Add Auth Group) o |0 BIMEATST R | O BANLT-AERR NV —T"4
R O IR T % P DR N —T B
BR7N—TDIEH o |O EHEATST-RAE O BN FIHEZEDORT A4
(Change Role) B HRDOMERT V—T4
%I‘Eﬁ‘/vh—j‘]@%&ﬁ; EIN=cSiS . > .
DAF (Change Auth |O | O EWEAoRRE (O | TSR
Group Setting)

AR R 2 P

(Change Time Setting) REEATFRHE O N/A

REEOLET e REE RS R A
(Change Setting) > © RELIAIRSE © B HHEOREN

TLS {5 DAL

(Comm Failure) O |IN/A SYSTEM N/A SR DR
*EAE T A
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\__./\\s_—

TLS 1815 DI HISBHIEE D IP TRL A

(Comm Failure) SBEEMHFEDO IP TRLA

smfameamay O [N NA NA |

\——./\\———uy‘{» '%E&@fﬁﬂﬂ
BN BINENn - N

VAN oL E s DOWNEREER ID L 0%E 54

(Modify Addr Book) |©  |© SRATSTAAE (O e s i/ m s
7= NIDOWNEEFR ID
T —ALTT 4

Tr =BT T T T T T — AT T '7y?T\T]:HIJ®77—A17

'} (Firm Update) | = |© e O |=7 YA

pdate TS F—MEDT 7 — BT

T N—Ugy

*1 A_URREA HERNSO 8601 DYEIEIE A TSNS

*) BEA AT 2= AL T, #B-E RV WebR— /Ry NI — 7 DWT DR LI ND, 72720 KHTN/A?ER>THDHD

I3, N/A”ERTESND,

#3 ARUNERREFREL T B RILDOWT IR KILS LD, 72720 KPP TN/AER>TODH DT, "N/AERTLEND,

AREHIZEI TS TSF AL X7 =— AL, Table 7.2 | R T LBV THSD,

Table 7.2: FAU_GEN.1/FAU_GEN.2 |23 % TSF A Z7 =—2A

AR A BT z—A
EL A DL E) * MFDDEJRON (5 EHOE A [F1%)
RO T « MFDDEJROFF
SaT DT «FDP_ACC.1/FDP_ACF.1DTSFA 27 =—AZHEL | At —/F UL NAF /7
B FI AR 2 AT 7 AV T REREINS Y a7 B Ak

FRBEREED L |« BE XL/ WebX— D2 — W —FRGE M [ Cr Y A

TP s B SRV OFREE—R/WebX—V T, [2—F —FH ]| [2—P —UZARNND
Z—HF—DiE NN SR

car g | RIE STV OBGEE—F/Web\—C, [2— ¥ —FH] > [2—F —URNHD
R e

S 0 e | ¢ RESFL DR E T —R/Web— T, [2— P —FH] > [2—F—UZR»H
RIAVRORE | D g s

P s B SRV DR EE—R/WebX—2 T, [2—F —FH]|—>[2—V —UZANND
O
MEMRT V—T7"0 | BE SRRV DR EET—R/WebX— T, [—F —FH ][R L— 715
B0 MEPR Y IV — 7 % ik
FIRABEORET | BIESFVOREET—R/WebX—T T, [2—P—EFH]>[2—P—URANDD

DIERR T N—T
DA

a—P—ZEIE

MEMRT N—T"0 |« BE R RV DR EET—R/WebX— T, [—F —EFH ][RI L— 715
HIEDET VERRY N—T ZAEIE
o BE ROV DR TET—R/WebX—C, [V AT LR E [l E ]~ B /1
R D S T )
ARRSAORER | e, |4 LR AR R E
A TEAEDAEE o BE SRV DB ET—R/Web_X— T, FHHRENOR EEEE T

TLS i/ DX

*FTP_ITCADTSFA L #7 =—AIZHEL | FRAEY —/N—/Bi &Y — /X —/FTP¥—
— /A=A — N =L DBEEFAT

« BAE SRRV T, [T R RIR DT BUS SRR M bR % FEAT

TRVARDIR | | (et e, [7 KL RIE] [ 7 R L A )5 87 5 2 S S M 924
T =TT | BE RIS A T F U AHAT—R~BITL, 77— LU =T T 7T —aR
v 77—k 17
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FAU STG EXT.1

ARSI T — 2%, FTP_ITC.1IZHEV, Syslog 7' 2 h=/LEB IOV TLS1.2 & W CES A — /N —(2
BESND, ZOT =21 FEDBEDTHET, WA —ITHE{ STy 7 7 EBIC R F ST
Do 2Oy T FHESITIE, 4 THOEET — 22 RFT HIENTED, EET —ZDREIL, FzicT
—HINAERRES NI AT TS,

B — N~ OREN R LT L& BE SRV B Web N—V D FICEE A -V 2K
AU, T DFETEMNER Y — N —~DEELHRITT D, BEA -3, A ——
IZHHES IV QRN L L Z DR EN R LI, FHE ~OEEZ H5E T 5,

Py 7 7RI O FHEN 80%LL FICET D& MUAAEHE LISMNIRT A TERWIIITHIRE LD,
ZOHIBRIZ, o7 7RO 2D T0% A Mo T2 RE U CIEBRE D, 23 7 7 BRIk N AR, DD
PNy 7 PRI 4 T OBEE T —ZDMRAFSIVIRAE Tl Filc RS A T — 213\ 7 7
WUZRFESNT ., HIERS LD,

N7 PRI FESN B T —Z1%, FDP_DSK_EXT.1 [ZREW K S b L CIRES NS, F£7-. FIIH
FHRENFDOL T, TN TORMZ Iy 7 7 BRSNS T — AT AT HTENTE
720N,

ARFEHIZBIF 2 TSF A2 %7 =—Al%, FAU_GEN.1/FAU GEN.2 ® TSF AV X7 = —A|ZHEL S,

7.2 BEEYAR—b
AETIEEIC, 6.2.2 HiDWMZE FCS BRI BT A B2t 5,

FCS CKM.1(a)

TSF (X, K5 51815 OHERET CHODIEFREEE LT, AZHE S NIST SP 800-56B, Revision 1 @ 6.3.1.1

HiIZFLH D rsakpgl-basic 7T RSA 2 AEpKT 2, E DM E L7255 5% FCS RBG_EXT.1 12

> THERT D, TOE 134 TSF IZBIL . TOE R4 OIERECRIEMES L O B LB, HHVNIFFARESINZ

BISEEEAE /TR, ZOHET, FEE OBEICLVHIBREN D E T, NERAR —UIZRFS D,

ARFTBITS TSF Ao F 72— A%, LRI RTEBYTHA,

o FCS_CKM_EXT.4 O TSF A2 47 = —AIZHEL | FEXIFREEL I FEL 72 . 72 MFD O ON (15
ENHOE IHG[FSE)

FCS_CKM.1(b)

TSF X, B 5 lg DAL m—2alB8W T, llEHO e a ARk 35, B ag#iE, TLS #

BEATHZ Y — R — 7T 4T VN T SNDEEDOFN OIS, T — 22 S b/iE 535

TeD DKRIRGEL T — Z A ARRET DT80 D MAC $#2 510, TSFIE, FCS_RBG_EXT.1 (245 RBG TARK

SNTELEE VT, AES-128 DI 5 A — i 3555513 128 B MR D, AES-256 DE 5 AA—

N fti 9285613 256 By MR D RTFRGEA £ AL R AT —NICRF T 5, Fi2,

FCS RBG_EXT.1124% RBG TAMSIZELEZE HV T, SHA-1 DR B AL — i 358515 160

v hED, SHA-256 DI S5 AA— i 3258615 256 B MED MAC 4 /E kL, R EATY —

WIZIRAFT 2,

AREMIZEA 5 TSF A2 %7 = —AZ, FTP_ITC.1 ® TSF A2 47 = —AIZHEL 5,

TSF I%. TOE #&# &% O alke &3 O TOE 91 L% O B, AR — 82 i 23572

DXL LT, FCS_RBG_EXT.1125% RBG CHAMEIZELEE FAVNT 256 B M D HE 584 4

L AR AT —1 NICRTET 5,

ARENEIZBE 45 TSF A2 Z7 =— AL, L IR TEBYTHS,

o TOE X {EAFZE% DO AIEIELH)

o BENRNL DR EET—RT, [VAT LR E]=[EX 2T R E = E NG H L OAEN T — 2 DF)
L1 BRI A S T# . TOE % Frt )

TSF X, TOE &% & #% DO #)ElE Bk 36 LN TOE W) k% O F L #hRe 2 . WEIARL —IRAFET 57 —

HERE BT D20 DR S8 LT, FCS_RBG_EXT.1 (245 RBG CTARSNIZELEZ AW T 256

MEDAN — VA A AL, FCS_COP.1(HIZ K58 5k A W TR MEATY —1 IR fF ST

5 CIE L LTOIRRE TR AT Y —2 WITRAFT 5,
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AKBEMEIZBE TS TSF Ao ¥ 7 = — A, L FICRT LB ThHS,

e TOE & & {314 D4 [a] i &)

o BIE STV ORIEE— T, [V AT LR [ 20 FARE - AR ORI 7 — 2 0]
B 1 o0 ba 341714 . TOE Z L)

¥7- TSF I%. TOE OEJE ON HEZ . REEIME AT —2 |[TARAESIT- G BAb ST AR — A58 7.

HiL. FCS_COP.1(HiZ & 28N Bk 2 I CAR B AT ) — 1 I E ST GG B4 O L7 AL

— VA W57 /LY A L AES Rijndael THEMT 5720, TOE OFERETr £ TOM, fFEMEAT)—H

(ZRATT 20

ARERZB TS TSF A 47 2—A%, L ISR T LB THD,

e MFD O & ON (fF B HDE [HH [F)5)

FCS CKM _EXT.4/FCS CKM.4
TSF 23O LL N O8#T | RELEIR TR ITHEFES D,
o 13 FH DI B
B TOE Ozt EOHIBRZ FAT U, R E gl LT, SEPMRIFSIL O DK
ZErey MIITCLR EEETHZLICIVEFESND,
ARFNRTBITA TSF Ao Z 72— A%, UL RIS RTEBYTHA,
o BERFILDREET—R/Web _X—I T, [V AT LR E]>[EFX2U T A% E]=[SSL & E ) Dk
PRI A HIBR
o HIEHD B 3 #:
TLS 85 DU ST R REZREEE L T, SEBMRAFSI T DRI A 5 H 70 B EL I T
EEXTHILICIVEESND, T2, ERMEATY— EICHDHT-0 TOE OEFEWT CHEREL ., EES
b,
ARBMTBIFTS TSF Ao # 72— A, L FISRTEBYTHA,
« FTP ITC.1 ® TSF AL #7 = —AIZHEL TRARALT= TLS 18{E DUk
« MFD O] OFF
o SIS
EELE DME NG B OABEN T — 2 O #)#{E(Initialize Private Data / Data in Machine)% 517 L7=
e, B B LSNI=RHE T — 2 BEL N TSF 7 — N T _RTUEESNDIEND, AN — VIR E
7egl Ui, AN — VSO RS 0/AE S L QOS8R B8 [FIAR I SR B gL LTl
AL, FCS_RBG_EXT.1 12£% RBG CTAMINIZELIT 1 ] EEXTHZLICIEESND,
ARFMRTBITS TSF Ao F 72— A%, UL RIS RTEBYTHA,
o BERFILDOREET—FT, [V AT LR E]=[X 2T 43R E = [l GBS AN T —Z D
WML BRI A AT
o ARL— g
BERLEE HME AAE e OAFEN T — & O WAL (Initialize Private Data / Data in Machine)& 3217 L7z
B, B S LS RIHE T — 2B LN TSF 7 — XN T _RCOEESNDIEND, RERfEEL T
Uy RAEFMEATY —2 (TR SN TR S LS N2 AR — V8 X FCS_ RBG _EXT.1(25% RBG T4
FRSAVTZELELT 1 Bl EEX T A LIRS LD,
ARBMRTBIT S TSF Ao 272 — R, L RIS RTEBYTHA,
o BE SRV DORETE—RT, [VAT LR E]>[EX 2V T AR E] > MEAE R L OARENT —ZD
WML BRIE A 5T
F72. TOE OFEJR ON FfIE 5 S AR — V8T TOE OB IRET CARERFEE L CHubi, %
PEAEY— L2 D726, TOE OFEJRET CHREF L, EEshs,
AREMICE 45 TSF A ¥ 7 =— A1, UL FIORTEBYTHD,

« MFD OEJH OFF
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FCS COP.1(a)

TSF i%, FTP_ITC.1, FTP_TRP.1(a) 33X FTP_TRP.1(b) (IR HiE(E T —Z K 5{bD7=dIZ,
FCS_CKM.1(b)IZEVAERR LT 128 B MEF/21H 256 B MR DR B-#: L FIPS PUB 197 [ZHE#L5 AES
557 /L2 Y X L% NIST SP 800-38A (ZHEHLT 2 CBC E—R CENET HZLICLVil(E T — XDl 51k
BIOME 21T,

ARFAEIZBI T2 TSF A2 %7 =—Al%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) @ TSF A%
7 —AIZHEL D,

FCS COP.1(b)
TSF (X, TOE OaRaEEE AN Z L DR EA I IT 5B AR, FTP_ITC.1 (&AW —/ S —GiEH]
FMFEFB LU FPT_TUD_EXT.1 (2857 v 77 —MREFEIZIU T, FIPS PUB 186-4 [ZHLE S/
Digital Signature Standard Zii 7= § 8 R 75 2048 £ hD RSA 7 VXV EL T /LT YR A(DSA) & H 5
%, 7=, TOE OREARAEA 8 A2 XD E A I B 5B 4 A RITB T, FCS_CKM.1(a)ic kb
ARSIz RSA $%F 3%,
ARELEICE % TSF Ao 27 = — R, L FICRTEB0ThHS,
o TOE DfRaEEE A
o [VATLRE] X2V T A E][SSL i E NI N THERRRE I E AN AZ I TRV REE T,
TOE % f5 L&)
s Web X—U T\ [VAT AR E] [ EF 2V T 45 E]~[SSL 58 E N OHEERFEEIZIB W T, [EA]
AT
o — /N —ZEHEARGE:
« FTP ITC.1 ® TSF AL 27 = —A|ZHEL D
o 77T —MazE:
« FPT _TUD EXT.1 ® TSF A2 X7 =—AZHELD

FCS RBG EXT.1

TSF /%, DRBG B LU ES /B RS 1172 RBG 5 10, DRBG I3, 384 ' FO T b — 2D ELHL
—NR(Entropy Input)% % % L3%, NIST SP 800-90A %773 CTR_DRBG (AES-256) Téhd, ZiLix
i H BI%k(derivation function)Z 8 FHL72V» CTR_DRBG THY, D —R#1EH(nonce %) fE H LR,
ES 1T, DO N—FY =7 N—=20D /A XA G5 T BB ORI THY, DRBG (CATJ 5 384 vk
Dxrhut—Z R OEE — N AT D,

TSF (%, ES (6L TELBAE R EDR B L OEL B H L 20 IRLATHO 2L T 384 B ML B hre
—HFEZ, ENEFEIT 384 E Y DT e — & FF OB — R a2 AR T 5, Zha DRBG IC5-2 528
T8 AE IR 2D EL A AR T2,

AR5 TSF A2 47 =— A%, FCS_CKM.1(a)B L NFCS_CKM.1(b)?D TSF A2 47 =— AT Yk
L%,

7.3 FIHE T — 2R
AETITEIC, 6.2.3 HiD M8 FDP BRI 28 IR iR 92,

FDP_ACC.1/FDP_ACF.1

TSF i3, FIHE T —FBLOMME T — 4 DBRIE~OT 7 B A0 ZAT,

MMHET —=Z~OT 78 2% MHEERESNEEA (UADMIN), BXORIHE T =2 @507
AHEHMEL TRAOT NIRRT A 408 — B DM RES VA A O AR 528 T,
FIMHE T =2 ~OBIETHONT, Table 6.3 F5LU Table 6.4 [ZHESWRIMHE LI a7 4 —F—
(CHALT 7R B RS D,

D.USER.DOC 77 AHil#IZEI 95 TSF A2 47 =—A|L, Table 7.3 |- T L0 TH D,

Table 7.3: D.USER.DOC 77 & AHlfEIZBI9 25 TSF Ao X7 =—A

B RE e (A FT7=—X

Print (V1) Create |» 7747 L FPCIBHIRNTHFAEINL , FVF—RIA /3 —Di%
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JE BRI A AT

Read

« BAEANRVT, [FX 2 A N7 7 AV 7D B Create B EIZ DA — LR
ST 7 7 A NI, F% 5217

o BAE SRV T [RFRa A b7 7 AV 703 BCreate B EIZ L DA — /LR
ST 7 ANVE SR | B ARl T 5% FAT

« BE SRV T [RFR 2 A N7 7 AV 703 BCreate B EIZ LD — LR
SN T 7 ANVE IR | [ ELZE B LU CHIRT 214 51T

o FRCERERR ICHIRIZ ST

Modify

o HESFILT, [RX2 A NT 7 AU 7 ) BCreate B EIZ KD — LR
SN T 7 ANVERIRL , [(REEZE T L CHIRT D0 OiRtEE I T

Delete

o BAE SRV T [RFa A b7 7 AV 7D BCreate B EIZ LD — /LR
ST 7 ANVEIRIRL | [HIFR)Z FAT

o BB SRV T [RFa A R T 7 AV 703 BCreate B EIZ LD — /LR
SNT=T 7 ANVERIRL | FIRE T — 22 IR T Dk Ex A 2L
CHIMZ 54T

« Create {FA 1T | BUE RV DR EE—RT, [V AT LRIE]
[EF=2VTARE] [T — ATV THEE][NF 2 A NI 7 AV 7T
—ZHEBEOIHELZTAT FLAHEEE O L BAERTRE

Scan (A¥%¥>)

Create

* MFDD AF ¥ —a = MZfaa Y LT, B E SRV T [T
NAF X NPT L E 2—2FT (LLT ., AHEZ Createff{FEScl &
(N

s MFDD A% ¥ —a =y MIJifEaZz Y LT, [E-Mail], 72i%
[FTP/Desktop]7°H7 LB 2—% 3T (LT, AE{E% Createf#{ESc2
LRSS

s MEDDAF ¥ —a =y MIJFfRz >y LT, #BfE LT, [
JLAF ], [E-Mail]. F£721Z[FTP/Desktop]HAF ¥ % FEIT (LA
T KE/E% Createfi{ESc3 L5

Read

* Createff2a{EScl. F7=IXCreatet{ESc2% FE1T

Modify

« Createf{ESc2% 32T . 7L B a— I DIREL EIT

Delete

s CreatefEScl, F72iECreatef/ESc2% T4 ., [HELIAD A LT
T FE VY NEFELT

* Createf2/ESc1, F7-13CreatefESc2A FA T4 |, [ — LM A&
g

s Createf2EScl, F7ziLCreatef{ESc2% 31T, E—RFERHANHTE
—RNZO0EZ 5

» Createf{ESc3% AT #1E/ XL T, [Vt R, FIoiE[Fe A &
W& ST

o AX YU HZITE BE SRV TC, [VaT R [ A v =] [ TR
FATH DO a7 | DAF ¥ FATTHERS =Y a7 2 1R /HIBR

Copy (2E™—)

Create

s MEDDAF¥ ¥+ —a2 =y MNIJFRZ 'y LT, #8#1E ST [T
NAL=IPLT L 2—ZFT (LUT ., AHfFEZ Create it /EC1 &I
5)

* MEDD A% ¥ —a2 =y MNIFfEZ Yy LT, #81E 3L T, 2
=17 a—%FT (LU AEAEE Create B/ EC2 LI 57)

s MFDD AX ¥ —2=v M Ffaz Y U T, #E LT [V
ar’—], o [EE = nat —E2%4T (LT, AEEZ Createt:
TEC3 LIS

Read

* Createf2{EC1. F7-IZCreatef2/EC2% 31T
o FEHMERICaY —AFET
* Createf{EC3% 31T

Modify

* CreatefR{EC2% FATHR . 7L B o — Wi btk &2 I T

Delete

s Createf2{EC1, F7=1ECreatefp{EC2%EI T [MEIADA LRI T,
[XEEE BT R ET AR LT, FEV ey NEFET

s Createf2{EC1, F7/=1XCreatef/EC2%E/T%, [ — LM | R ¥ %
9
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s Createt{EC1, F72lXCreate B {FC2E AT, E—RFRENHHLE—
RZ2OIEZ 5

* Createft/EFC3% F1TH . #FE /LT, [y, Foid [ —H
11557

o B — ST BE SOV T, [FIR IR, EiE [T a7 R
VRN = [TFRI/FEATH O a7 Imbae —8TCERSN=va 7 %
ik /1B

Fax send (7 77 A%
17)

Create

s MEDDAF ¥ —a =y MIJFfRZ Y LT, BfE LT, [T
NI I AN T VL E 2—%FET (LLT ., AKE{EZ Createff/FFs1
5)

¢ MFDDAF ¥ F —a =y MIffaa Yy LT, [ 77 A b 7 L E =
—%FAT (LLF ., REAFZ Create i {FFs2 L FE-5%)

* MFDD AX ¥ —=y MZifazty LT, #E ST [V
NI 7 IR FTAE [T 7V RS T 7 7 AEE & FAT (LA T, REEx
Createf2{EFs3 L I'E.53)

Read

o Create®:{EFs1., F7~ X Create{EFs2% 51T

Modify

* Createf{EFs1 2 #4714, 7V E a— i) O 2 E1T

Delete

s CreatefEFs1, £7213CreateB{EFs2% 3T, [RLIAD AL E
9], FEV By NEFET

» Createf2{EFs1., 721X Createf{EFs2% 521714, [ —LE [ ]H ¥
LN

s Createf#fEFsl, £7213Create{EFs2% 371 . E— N R RENHE
—RZ2EVEZ 5

s Create#{EFs3%2 31714, BAE LT, [Vt N, FoiE @A
Wik & AT

o T Y ARG FEATR BAE ARV T, [VaT R [ 77 A~ TR

IFATH O a T \nbT7 77 AR E FE T RS L=V a7 & 1k /H

55

Fax receive (7 77 A

A7)

Create

« SNERT 7 7 AREINDT 7 IV AR E B FAT

Read

« BEXV T, 77T ADSAE T — XV ARNE I, Createtit{E T2
BLIeT —F%8IRL, (BB EHERT D15 FET

« BE VT, T 7 I ADSAE T — XV ARNE I, Createti:{E T
5Tz T — 23R L, [R5 E1T

Modify

N/A

Delete

o BE SRV T, T 7T ADZAE T —H VAN H ), Createfit{E T
LT — 2% R, [HIBRT 515517

Storage/retrieval (£&
FEOHL: FEax
NI AVT)

Create

¢ MEDD AN —2 =y MIJEfR 22y U T, BE SRV T, [T
AR Y U [ARIRS T SARRAE], [AX X ARAT] FTIL[RF=2 A
N7 7 AV 71> [ARIEHDDIZ AR Y ARIE T DN D AT v ARTFEE
17

e T AV TREZONIZREL T, AX Yy, abt’— Fid7 7/ A%k
8&37

o« BE VT, T 7 I ADZAG T —HZVANB IO T — X Z RN,
[Z7 AV T FEAT

Read

« BE ATV T, [RX 2 A N7 7 AV T DB Createf/E CERFS LT
TrANEERL, [53HI, E3 [ EEZE L L CRIRF 5]
ORIz ST

o BB SV T, [N 2 A N7 7 AU 7 B Create B E CLRATES LT
T AVEIRIRL | [15(5 T D10 DiEE & FAT

Modify

o BE ATV T, [RX 2 A N7 7 AV T DB Createf/E CERFS LT
TrANETERL, [REEEEL CHIRT 210 DRELE T T

« BE SRV T, [RFR2 A N7 7 AU 7 03B Create i/ E CIRAES LTZ
T AVEIRIRL , [15(5 T D10 DA 54T

Delete

o BE LT, [RF 2 A N7 7 AV T DB Create i/ E CRR A ST
T AN, [HIbR]Z FEAT
* Web<X—U T, [Z7ANVEME] 2 [RFX 2 AT 7 AU 7 72D Create it
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VECRIFSIT- 7 7 A VIR L, [HIBR] % 54T

o BE KL T, [ 2 A N7 7 AU 7 )b Create i E CHRAT-S N
TrANVERIRL , HIRRIZT — 22 IR 25 2 A N2 L CHIR
& FRAT

 BENTIVDREET—RT, [VAT LEKE|~[EX 2V T E]—
[T —HTVTHEE] 2[R A NI 7 AV 7T — 2B BIE £
FAT (FLIAAE B D B EE ] HE

D.USER.JOB 727 A2 9% TSF A Z 7 =—Al%, Table 7.4 |ZRT LBV THS,
Table 7.4: D.USER.JOB 77 & 2 HI#IZ B2 TSF A2 %7 = — A

HERE BE (Ao FTz—R
Print (ZU/h) Create |+ 27747 FPCOLHIRIT 2L EHZZEINL, TV H—RT A/ —Dik
E B DHIRZ FITE . E LT, [FFRa AN 7 AU 7
BITAT L RPCOLDHIRI AT CHR— VRSN 7 7 AV E RN,
Fl% FE4 T
Read |« #AE LT, [Va7 R -[T VN[ TR/EATHROY a7 %%
N
Modify |N/A
Delete |+ #1E/ SV, [FIRIF IE], FiE[Ta7 RNV N = T/
FATH OV a7 hBCreate B ETIERR S IV= a7 & IE/HIBR
Scan (A% ¥2) Create |* MFDDAF ¥ ) —a=yMIJffazty LT #BIE SRV T, [T
VA ], [E-Mail], £721%[FTP/Desktop]7>H A% & FEAT
Read [+ H:E XL T, [Pa7 kil —[AF v T — [ FRI/ETTDOYa7]
RN
Modify |N/A
Delete |+ #/E/ XXV T, [Va7 K] [AF v —]=[ TR/ THDOY a7
B Createf/E CIER S V7=V a7 & IE/HIBR
Copy (' —) Create |* MFDDAF Y —a=yMNIJFfiZ Y LT, @B 3L T, [T
JLat’—], FE[mE = bar —a % T
Read |« BAESFL T, [Pa7 K] [TV N[ TRI/GHATHOY a7 %8k
N
Modify |N/A
Delete |+ 2t — AT, Rt AIAAHFITHSE LT, [VEY R, 23 [=
b — k)& AT
o BRSOV CL [EIRI AE], R [P a7 R = [V M= [ TR/
FATH OV a7 |hBCreate B ECIERRSIV= a7 & IE/HIBR
Fax send (7727 A% |Create |* MEDDAF ¥ —a=yMIfifaaty LT, #/E LT, [T
1) NT 7 IR, FTAX[T 77 RS T 77 ARG HFEAT
Read |« BAE LT, [VaZ K] [T 77 A= [ TRIFETH OV a7 45k
N
Modify |N/A
Delete |« 777 ZAREEFATIR. R PE AT PIZEAE 2L [V YR,
FlIE[FE AR IAS IR E AT
o BE SRV T, EEW IR FR [P a7 R~ [ 72 A [ TR
FATH OV a7 |hBCreate B ECIERR S IVT= T a7 & IE/HIBR
Fax receive (772 A |Create | #{E/ SRV T 777 ADZAT T —ZVANA N, SMBT 72 A4%
%218) POZAELTeT —F2 @R, [FIRl 512 AT
Read |« BAESFL T, [Pa7 K] [V N[ TRI/GHATHO a7 %8k
N
Modify | N/A
Delete |N/A
Storage/retrieval (& | Create (PBR1FTa?)

EROHL: REFaA
YT AV

s MEDD A —2 =y NI JEfRZ Y U T, BB SRV T, [T
VAR R D[RR T SARRAT] [ARXARATF] ETIL[FF =2 A
N7 7 AV 71> [ARIEHDDIZ AF Y AR T DIND AT v ARTFE2
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T (LA AEeEA Createti /ES1 EFE5Y)

. 774’)/7 R EAONIZEREL T, Ay, abt’—, Fld7 77 Ak
BEFAT (CLT | KEMFEA Create iR {ES2EFE5)

« BE SRV T, TV ADZAG T —ZVANE N T — 2 28I,
[T 7 AV 71T

(EOHLYa7)

BIEAFVT [RF 2 AT 7 AV 7 T35 Table 7.3 TR L TS
Storage/retrieval D Create B/ E CIRAFINTZT7 7 ANV ZEIRL  [5F<
FIUR] E7IE [ EE 2 LU CHIRS D1 BRI 2 31T

« BE SRV T [RFRa AT 7 AU 7 DB Table 7.3 TRk L TD
Storage/retrieval® Createti{E CIRAESNIZ 7 7 A V23R L, [1X(E
DIPBIREEFAT

Read |({R1FTa”)

* CreateES2Z4 FHATH4 | HAE/ "IV T, [Pa7 RO, 2 —REX
[ZV R A v R [ AT v ], 77 7 AR BRI T 77 X025
[THRIFEITH O a7 [a8R

(T HLYa7)

« BAEASFVT, [VaZ RO HIRIFHI[Z VN, 7 7 7 AL D%
(BRI A YT ], 77 7 AR(ERFL[7 77 D[ THRIFEFTHRO
Va7 &R

Modify | N/A

Delete |(fR1FTa7)

* Createf{ES12 34714 . JRFRFE A B HUZEAE LT [V
N\ FolE[Fe A B 1 ]E2 AT

* Createff2{ES2A4 FEATH% . A% ¥ KfldScant’a” |, =" —WF I Copys’
a” | 777 AE(ERFIXFax sendva 7 D Deletex 21T

(CULNSERS)

o FRISETT# BB S0 [FIRI R IR], SEE a7 ki)~
VR [ THRIFEATHR O a7 B Createt/E CIERR SN T- a7 &
1E/HIBR

« 77 ALSNDEE FAT,  BAE SRV T [PaT R [ A% v T
—]=[TRIIFEITH DY a7 ) bCreate B E TIER S NI=Y a7 & H
1-/HIBR

« 77V AEER  BAE ST, [PaT R [T 7V A [T RIE
1TH DOV a 7 BCreate i E CIERRS V- Va7 2 H 1E/HIBR

7.4 G ERERE
AEITIEEIT, 6.2.4 HioD LA FIA BT BT 2 BHOMRA fik 55,

FIA AFL.1

BB SR B LT Web ~=2—75 TOE Z 1, 3271 IITAT U RPC LTV B —=RTA /=% L=
Eﬂﬁ”%?@?ﬁ*j—éﬁg‘ ugikéi’b%ﬁl %/\XU REREEIZ BN T, ﬁf}h]\/( 3 [FIE8: Lﬁia&bf_ﬁm i
AEZ AR L, Tb BRIAE AT —REay s 25, vy ZhbORGREE 2 5 53T, BE)
My 7 2RISR, 7 h, BRAFRIIEIRZ ) T U CRREEZ AT M 1L SR B D18 IR 5, ARE
PEIXNERERAEIC O A S,

AREAEIZE % TSF Ao 27 2 — R, L FICRTEBYThS,

o BA{E/ L /Web ~— D o — W —ZREEHE TS A L BE

® MFD DTV H—RIGAR—=RA L Ah—/LEN TS PC I BEIRIZ EST

FIA ATD.1

TSF X, FIHE s A4 FIHEREOF HE BIEEZER L, HEFFT 22813 TXS,
AREHIZEI TS TSF AL X7 =— AL L FICRT LB THS,
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o HE NIV DR EE—F/Web <X—U T, [2—H —FH]|>[2—F—UXNDba— — 2R iGR/E
1E

FIA PMG _EXT.1

TSF (TR B B G BIT DR HE /SR — R OBk 38X OVBERE AR & ORI & SAT —K

DEFEATEBREREZFF D, ZOEE TV T 7 Xy b KT, INCF, BT BRORFERCT (1,

C@”, H, ST, Y, A &, R Sy BT MBIl XA —R DB EZ T AND,

AREHIZEI TS TSF AL X7 =— AL LL IR TEBYTHS,

o HE RO ETET—F/Web _X—U T, [2—VP—FH]->[2—P —UANDDLL—V —EHEGHME
iE

B/ ST —RE T HABE FLE 1210 15 CFLL FICREFTRETH D,

AREMIZEI TS TSF A7 =— AL, LL I RT LB THS,

o HE RNV DEREET—R/Web _X—T T, [VATLRE]>[EF 2V T AR E] [/ SAT—RDZEH]H
O/ NIRRT RN REAEE

FIA UAU.1/FIA _UID.1

TSF 1%, BB/ SV EBIL TN Web ~<X—75 TOE 4 E, £72137 74T PCIHL TV H—RTA 73—
U2 T4 588 A 25 TR I O BIFRGEEE1 T,
TSF X, LL T ﬁiﬂﬁmﬂa}%um FEFRE TR —R 5,

o PNERFRAE T2 TOE AR _”ﬁéﬂ@/ ORI AR 32785 5 2 FITHE R,
[ ] Z‘/]\U 7;1&4 niEjiJc 571‘450) LDAP i [Fw nﬂi"j_‘—‘/\"— ﬁéﬂ(b \E)*I )EH%TFJ %&%*I )ﬂ‘a—éu»u uIEji
X, BHEFE OB EIZLD, A2/ 5% AlHE,
BB SRV EBLO Web _X—05 TOE ZHET 2354 TSF 1% TOE O EZFF 3 2R F H#m
7/1)/% PTCIJ)%%/\XU FEBIOGEE ni%@]\ﬁ%gk—#éo oy FJ_E% X, Z/]“U S niﬁﬁb’ﬁ%ﬁﬁ
1% TOE RIEND F, Ry NI —738GET A3 2 D551 TOE AMERN B L TOE I8k Si T
b\%s LDAP FEREY— N =i IR 55, ANSNTFHE T A A BIOFIHE AT —RA3, SR
SRR DB SV CO DRI F TF S A BT 2 B RS AL 23R niEf‘aﬂrsaum“éo L. A
HENTRHAEZ 0T A 2475 TOE OFLIA IS B (admin) TH DI AL, FRFESLICEH ST, TOE A
PR ERES IV TV DFLA B E BRI M E A ET 52 8% TOE ARIKN TIRGET 5, MAEDHEF:, ’*fié
NTCWBRIHEEREAELIZSA DI, TSF 1Lk s5R Jhéﬂfjﬁ &SIl 2R HEIC
THONTFIHBFEEFIOHIPAN T TOE OEAEZFF A5, 72721, FBRESEHS LDAP 3% F.E%b—/wf %
BIFRFES V=R E TR B AR B NED Y THIL TRV AT, — % FI 3 (U NORMAL) D # B
WC TOE OEAEAFF Al 5,
ITAT R PC INHT VA —RTAN—%Ar LTZAIRE AT 2856 TSF X7V 2 —RTA4/3—n5
LET =TTV —RTAN—OREEH CANSNIRHE T A4 BLOFIHE A
T —ROIEHREZAET D, 25 LT-RARAE T A4 BLUORIHESAT—R3, 2o T —2738GE K
ﬁxﬂﬁfﬁ@iﬂ/\ X TOE AIKAI f‘ﬁémﬂ\éﬂﬁﬂ%rﬁiﬁw\ﬁm‘é &% TOE RIENT, Ry hT—7
PREEHF R B RDOLGA ifmw%%%ﬁﬁ‘a TR TESIL TS LDAP FRFET — N — [T RS AU TOAF
HEIGMEAET HZE% LDAP #BGE — X —TCHGET 5, 7272, ZELTERIAE RS A2 475 TOE
DRLIA A E PR (admin) THHEG AL, Fo b —778GE S R OF 2/ N5 3, TOE AIRNIZH
FEEN TWARIARE A TE LA T 52 L% TOE ARIENTHEET 5, MEEDHE B BiESh T
FIHEBHRES LG E DA, TSF 13%(E Ltjzi7~§'ffﬁa?aumﬁéhhﬂﬁﬁ% XA
R T —2 LWL, TOE ARWNITHSANT D, ZNLIANOEE | TSFITZ 5 LI ET —4% TOE
AR T, B EXEEICIOEET 5,
U\Th@n&%”nu nljigiiﬁ_ i/f/57:n—)< ?DI/\VC%) H&JDJIJL?LA nIEéj/LE) E[] an:j‘éh‘é)?y /El/fif;ﬁ
W, 72721, PSTN B0 7 7 7 ZAZAFIZOW TR, ik BIREREE AT 91 TOE N7 7 VAT — 2 %% 57
ZD:k%nq:Téme R
ARELEZE TS TSF A # 7 = —RA L, UL FITRTEBYTHS,

o HE XL /Web R— D — P —ZRELHE [ TS A E
e MFD DY Z—RIA /R =R A ZA— )L EFL TS PC D BHIRIE AT
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® PSTN ZA{#i L CHNER 7 77 AR ST 7 7 AT — R 2 iklE

FIA UAU.7

BAE SV COFRGERITRE, A UT2/SRAU RO LT LR DT AZVAY (RIGES) ZFRRT D08,
AN LT SCFIE TR L0,

Web f\~/fo>mhtﬁﬁ%ﬁi AT VML SAT —RIERD AN EFRET D, 2, 7947
D Web 770 —Zxt L, FIHABE NS AT LT PR SCT 0 X570 TRk 752 Zk 575,
A2 BIF 5 TSF Ao 27 =— A%, UL FIORTEBYTHA,

o HA/E/ L /Web ~— 0D o —H —ZREE | [ T/ A LR E

FIA USB.1

TSF IR HAE TR FEAEIC LY, BRI HEZRFE L, AIHE Y A4 FIHAFERE ORI HE BIEE T
T I NIEESIT A,
AREHIZEI TS TSF AL X7 =— AL, LI RT LBV THS,

o BE{E/SRIL/Web ~_R— 0D o — W —FREEH i Ta Y A L HE

75 X 2UT G
AECIEEIC. 62.5 BiOMA FMT B B35 Bk R4 20k 45,

FMT MOF.1

TSF (X 2L N OEFEREIZ DV C L kBIRRRES V-5 B (U ADMIN) D A 2 235 7] 975,

o {EH NTHH KL AN T —ZOHIHI{L (Initialize Private Data / Data in Machine)

AREMIZPI T2 TSF A2 27 ==, UFIRTEBYTHD

o BAE RNV DOREET—RT, [VAT LRE]-[EF 2T AR E] > [EHAEHK& OABEN T — 2 D)
UL DA A )

FMT MSA.1

TSF X, BEORMHFE R A4 BLORHFEELEZR WG DY 286 SORGES N2 TON
ERRRRER AT D,

ZIKE## (ZB95 TSF A # 7 =— A%, LA FITRT LB THD,

o BENRFNLDEEET—F/Web X—U T, [2— VP —FH]|>[2—F—VANPOHHF DL —H —%
[SIAYSY okca

TSF 1%, NEERGERIHFE ORI HE nr A4 B L ORI EER %1@52\ W B L OHIFRT HHEEE

H & LIS DN ERFERERN A FE ORI HE 0 s A4 B LOF| Hﬂ% E S VRS oRenzeyi e = d%umﬁé

NI E A (U ADMIN)D 2 ZEE 75, 7o, MER T Di%RE i?ﬂnﬂmﬁl R 2 FTHI 8 e T HF

\ZOHFEMEEIL, HIBR T DB AR I B GRS V- N ERERAER H B A HIFR AR D S5,

AREAEIZEI T 5 TSF Ao 27 = — A%, L TFICRTEBYThS,

o BHE SRV DRRIEET—R/Web N—2 T, [ — P —FH]|>[2— P YR DL —H — 2B/ E
1E/RVE B/ B

FMT _MSA.3

TSF 1%, WERRRGER| #2888k 9 2, FIIHF B THLATIBMERY LV — 7 DYIHIfE% User
9725 UNORMAL 975,
AREIEIZEI 5 TSF A 27 = — R, L FITRTEBVTHS,

o BE/ RNV DR TEE—R/Web _X— T, [2—HF—FH]|>[2—HF —UANDDLZ—F — 2 Gk
TSF (X, FIHE T — 22 AT D0, ZNEERLUI-FIAE ORI B A 42 BEH T —2OfFTE
FHIEHROPIMEL L THIVY TS,

ABAEIZB 45 TSF A %7 =—A%, FDP_ACC.1/FDP_ACF.1 ® TSF A 47 = —A|ZHEL D,
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FMT MTD.1
TSF 1%, B & ORI HE AU — R &AL T 58 BEEEL | ik BIERRES = 2 COWNERRRER & 2ig
fit7-2,

ARBEZBI TS TSF AL X7 =— AL UL FIORTEBYTHD,

o BENRN RNV DOEREET—R/Web _X—I T, [2—P—FH]|>[2—F —VANNMSHFD2—HP —%

EIE

TSF 1%, WERFERER|HE OFHE SAT —RZAER B L OHIBR T2 EEL . B & LIS O NETFEREFR] A
H ORI FE/RAT — R 2 BT 58 BRERE 2 B B O AR5, 7035 (BRI DR REI TN SRR
R HE 2 FHRI8 T DRI O AR LS, BB DR AR I B G ST N RRGER] F & 2 HI BRI D HF
\ZDO B EnD,

ARBEEZBI TS TSF AL X7 = — AL UL FIORTEBVTHD,

o BE IV DR ETE—R/Web X—TC, [2—P —FH |- [2—HF —URN»LZ—W — 2 HEHNE

1E/HIBR

TSF 1%, EGCICnz., LLF D TSF 57— 4% E I D2 B HE O AR H35,

o /IR —RE () MHIAAE BRI O TRk

o FRBIFERE T ()

H A/ (D)

A/ E G (WA bE/E)

HEhns 7R (WA bE /)
TRUAME Ce&k/aZE/HIBR)

o FHAEY—/N—FRTE BB/ HIBR)

o IP TRLARE (&E)

o A— )LIKEV— —RE (WWEDOE/E)
AREEIZES 5 TSF A2 27 =— AL, Table 7.5 |17 LBV THS,

Table 7.5: FMT MTD.1 |ZB89°% TSF A2 X7 =—A

B EE BT 2 —A

B/ NVRAT—RREDE T « BEAS RV DFEET—R/Web_—V T, [V AT LR E]~[EF=2VT
ARRE] = [/ SAT =R DO EH O /N SAT — R EA A H

kB FERE S DA 5 o« FE SRV DFREET—R/Web_X—I T, [2— P —F > [¥I%
TEN SRR e B AT

A {3/ DR E B SRV DR ETE—R/Web2—I T, [V AT LR E ]~ [Hl ik ]
—[ B AR B S B BEA 3% E

AR EEEORE  FIE ARSIV DFREET—R/Web—I T, [V AT LR E]-[EF=2UT

AR E[EEE R | [ AL — VA EREDOIEE e a sk iE

HEa s 7O MERORE |« 8IE ATV OREET—F/WebX—U T, [2— VP —EH ][ HIHE%
ESHEIRS TN EZ ST

TRL AMEDS o BB/ SRV T, [T RL AR S B U S/ EE M R A 321 T
¢ WebX— T, [TRLVRIE]=[T RL AR S S S/ AR /bR %
FAT

FRREY— N — DR E « R SRV DR E T —R/Web2— T, [VAT AR E] [ Ry hT—
I E]~ [LDAPE FE N HLDAPFRAEY— /N — A B G ME E/HIBR

IP 7RLADRRE « BVE SRV DR EET—R/WebX— VT, [VAT ARE] [ h7—
IRE [T RNV R E D DBIPVAE R E

AR —A—DORE |+ BIESFADREE—F/Web<—I T, [V AT LE] [ b —
IRBGE] [V EARE]D[SMTPS 7 638 E

FMT SMF.1
TSF 1%, LA FOE B RE Atk 375,
o NHRFRAER F 8 B &/HIBR
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o PIERAAER I ORI A S AT —ROZE T
o PIBERAERI I # ORI 02 A2 4 DI

o WHRRBRER I3 OF| A B

o Bt/ L B DRIE

o /ISR —NEDLEHE
A FEREST DL
MERRZ V—T D B

H AT/ 2 O E

H B 7o MR DR E

TR AMEOE

o FREEY— R — DR E

o [P TRL ADHRTE

o A— )LiK[E Y — " —DFIE

[DZEH

(EUNEE YA S 1o babar AOFIELE o) Sk 1)

AR5 TSF A2 #7 =—Al&, Table 7.6 |R T LBV THS,
Table 7.6: FMT _SMF.1 (Zf89°% TSF A2 %7 =—A

B EE

AHET 2— R

P EBRRAIER] A 0> B da/HII R

o BAE SRV ORREET—R/WebX—V T, [2— P —FH ]| >[2—H
— VAN — W — & /IR

WERFRAER] & OF A
7 —RDOEHE

« R SRV DR E T —R/Web— T, [2— P —F > [2—W
—UARNNSZ—Y —ZEIE

T RBRER] & ORI H#E 0
A DI

 BE SV DREE—R/Web_—TC, [2— P —FH] [ —H
— AR D —Y —ZEE

PR RERER & ORI A A&
DEEH

BB S IV OBEE—F/Web_— T, [2— W —FH]->[2—H
—UANDP D= —F =2

BRANVSAT —NROEH

* FMT MTD.IOTSFA L 27 = —AIZHEL S

i FERE ST DL

* FMT MTD.IOTSFA L 27 = —A|ZHELD

MERRZ N —T" D& HE

« AR SRV O EE—R/WebX— U T, [—HF —FH]>[HERS

=T VANMDOMER T NV — T 2R NEE, T3 N—T % T Y
B RS

A /2 DR RE * EMT _MTD.IOTSFA> ¥ 7 = —AZHEL D
B o/ 2 E DR E * FMT MTD.IOTSEALZ 7 = — A ZHELD
HBns 7D MEH O E * FMT MTD.IOTSFA L ¥ 7 = —AIZHEL D
TH NI OAREN T —Z D |« FMT _MOF.1DTSFAL #7 = —AICHEL D
WU LD LB

7R AR B * FMT MTD.IDOTSFAL 47 = — R ZHEL D

e

FAlE T —/ N —DBE

IP 7R ADHE * FMT MTD.IOTSFAL X7 = —AIZHELD

Iz

* FMT MTD.IOTSFA L 27 = —A|ZHELD
Iz
Iz

A= VIEE Y —R—DFRE * FMT MTD.IOTSFA L 27 =—AIZHEL S

728, TSF IZAN — VR S BT 28 B RE A $e L7\, ARL — U RS S RITH 12T D0 5T
H5,

FMT SMR.1

TSF 1%, &ENCBIL ., HEFRZ /L —7" (authority groups) OFEHEZFFD,

FLADHEIRZ N—7"LU T, BEEEHEIR (Admin) BEXO=—F —H#ER (User) &) DD 7 L—7
D, %% U ADMIN 35XV UNORMAL ([ZHHYS 55, MLADHERRY N — T %A F1-I13HIBRT 52
LIETER,
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ZHUTINZ | EEREITBINDOMHER S V—T"ZAERC RTRE T D, HERRY NV — 7 HAER T DFR, AHIAD =

— W —HEREET NLEL T, EOLEDOH D EHIRTE, £, 77V AZAET — 2 ~DT 78 R% B

T&ED, LI2in>T UFAX (TS T DHERRY V—T %A R FTRE ThH D,

ERNHB BRI V—T 12BN Y THZ L, BEO MR V—T % B, &, FI3HIBRT2E

I, BEE T TIZRRETH D,

ARBNRTBITA TSF Ao Z 72— A%, UL FICRTEBYTHA,

o BE/ SRV DFREE—R/Web X—U T, [2—W —EF B [HERS LV —TVANNOHERS V—T %
BEE, T30V —7 % T HAHEIC RS

o HE IO ETET—F/Web RX—I T, [2—HF—FH]->[2—F —UANDOLLZ—HF—ZEIE

7.6 TSF D4
AEITIXEIC, 6.2.6 HiDMZE FPT BB+ 2B A e iR 5,

FPT SKP EXT.1

TSF 1%, I Frd Chh D88 B4 2 W SU CARER AT — 1 ITRFET A0, FHEL S LA TOFIRE
(DR B8R FE 0 T 72D OBEREZHRALL TUVRu, F7- . AR AEY — 1R R A
TSN TWBL2H  BIALIZ A FTRETH D,

TSF 1%, %I T D AR — g2 JERE 58 Ty 5L L TRFEFEMEAEY —2 IZfR1FL . TOE O&EJR
ON B ZZ DR B ST- AN — V% Fi 2 1 U CHERE S48 T 5 L7 SO AR — VA R A
FY—IRIFTI0, BHEEZ G L2 TORHBFIZZNOAN — Vi wt A KT 720 O REETRIEL
TR, Tz, DA — VST BRI CER L CTEESND,

TSF (%, XIFRER L MAC 8% 5 Tt s a5 VU TR MEATY — TR AFT 203, BEE 5T
ETOMMZIZDO B ar dEwt A H T 7o O REZ TR L TRy, Fio, 2ot a ST BN
THRELTEESND,

TSF (%, TLS #7 O 77 A~ —MitE AN — Vg 58 TR B{L L CNERAN — IR AF T 503, 2
DT TAR—MMitEF AT 72O OEEEATRAEL T,

FPT STM.1

TSF (%, FAU_GEN.1/FAU_GEN.2 T/RULTCE AR GA N M EA R LU CRREk T HFE. TOE DT A
T DT AT INEEA DAR L T Z 54T D,
AFAHNZBIF 2 TSF A2 47 =—A X, FAU GEN.1/FAU_GEN.2 ® TSF A2 %7 = —A|ZHEL B,

FPT TST EXT.1
TSF (%, TOE EBRFICLL T O H &7 AT,

o TR — RO~V AT Ah: ES BEEL TUOVRWZERRFET 5720 | LA B R B L OELEGE
IR LA IR LU SEAT 528 T 4096 ' hOELE AT ASE | SLBUERD AT EDRFINIZTE T35
Z& HGLR—E Yy MEOREIVPTEDBIEL T ThorZl, BLOHBLE Y MEDRY2SFTE DFF
REPHEABZ RN 2R 5,

o DRBG D~V A7 AR: NIST SP 800-90A 1Z}-3%  Instantiate, Generate 35" Reseed DFEREIZ D
W CBERIRET ARNEL T,

e HBA W5 S [RIFE DT AR: W5 B [AIEE MR L TUVRWZ EAARFET D728 AES AZEHA{f:
(http://csre.nist.gov/archive/aes/katmet/katmct.htm) D BEEENf#ET AR E1T9,

® TSF A A—UMREE: TSF 2957 7— AU = T IZBAR NN A RGET 5720, av b —F—7
7L =TI Ny 2 (SHA-256), ZDMOD T 7— A0 =713 16bit #A0 R R 5 (F = 7 L)LY
H CRRREZTT ),

PLEDO A CTANOEME T —EIc =T — B & iU, TOE iXi®Ehz kL, EIRWrE CElifEs

EIET 5,
TSF X, /~—RU =7 TSF &/ 7 7 =7 TSE 2B SIL TS, /N—RT =7 TSF [T hre—iiE

L OVHBA B 5 FETHY, = bt —JHO A~V AT AR L O HBA B 5 EEOT ALY Thbz

FEECEES B THRBEOR AT T>CWD, Y7 =T TSF X7 7— L7 =7 FIZFESNTRY, TSF
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AA=TRRREIZEY | TSF FATa—ROERMAFRGEL T\ D, E72, TOE B EFEREDH S NIST SP
800-90A N H &7 ARDFEiti & TR L TH2Y, 2T DRBG DA~ VAT ANIIDRT-& 5, Ll EDZ
LD, TSF DIELKENEL TWAZEZFEGET D72 DICT AR50 DO ThHEF 2D,
KRBT % TSF Ao 27 = — R, L FICRT LBV ThHS,

e MFD O ON (£ ENHDHE IHE [F14E)

FPT TUD EXT.1

TSFI%, TOE O 77— =7 " —VawlWE b e N2 #E 2, TOE O 77— A= 7 \ZX% 7

LT T — N PG T DEE 1A IA B E B I TR T B,

TSF %, ERe77— A0 =7 77T — NeBtGT2R0, 7y 7T — RO 77— AU =T OREIEME

REET D FEAALALE BRI IR T D, 77— 20 =T RIRE T 7 — AT =T 7 7 AL D—{ L

TIRMESNDT VXV EA DD FCS_COP.1(b)IZHED RSA BAMRGEIZLVE B SNToyafid, Ty

T T = RO T 7 — LT =T 2 TEEDTRAEDND FCS_COP.1(c)ZHED SHA-256 DI F/

P —ERZIVE SN YV aBERE L, ZOMENR—ETHZ AR THIEICIY, 77— LU=

7 EIEHERREET D,

A ZBIFA TSF Ao 27 =— A%, UL FITRTEB0THA,

o B E RV DRIETE—R/Web X—V T, [RT —FR]|=[T7— LU =T N—Va b7 7— AT =
TR—=VarEnabt

o BENRNINOA T F AT R ~BATL, 77— LU =T Ty 77— N AT

7.7 TOE 7 7t&A
AEITILEIC, 6.2.7 EiDMZE FTA EARICEET 5858 A SRR 45,

FTA_SSL.3

TSF (B (VA VTG = o/ (nﬁhi‘a”nwﬁ) Ltﬂﬂﬂ% ZOWT, ERIEDORICABInS T MO
REZAR AL T2, TR T IR FLE ICKVRRESIZFIETHY | fi/NT 10 B, KT 240 #5(4 47)

Tﬁ)é

TSF L. Web _X—Crr A2 GRBIFERE) LIeFIHE I HOW T, I EORICH Bns 7o M58
REARML T2, O THEREIL 300 B0 (5 40[) EETH D,
Zl:%ﬁﬁ ZEH9A TSF A2 27— A%, UL FIORTEBYVTHA,

o EA{E/ K /L/Web R— T, —V —FHAER )b A L LT R E TR EE

7.8 EIER/ NA/F vV
AECIEEIC, 6.2.8 #ioD M8 FTP BRI 5 B HHREA %,

FTP_ITC.1

TSF (%, B33 IT f 5 THARGEY — N — | B — — FTP — "—BL A= L — R —LD
WIEERET D720, ZTNHEMEEITOBRC, FCS_TLS EXT.1 (ZHI~7= TLS1.2 2 H L= & {EHET
PN TN U CRIERBIIAT 5, ZO@E1X, TOE SEEHE IT -0 LS THRAT AN T
éo
TSF 1%, LA FORERER R T 5812. @EHET vy 2N U CREEHE IT B EOmIE2BMGT 5,
L] Z\/}‘U 7uun \—cl:énl%a)cjlljnun
o T —HDIK(E
o 7 ALY —R—1%IE
e E-mail %3
ARBEHZBI T2 TSF AL X7 =— AL UL FIORTEBYTHD,
o G — N—LDiEE:
?;Q{’E/\Z/I//Web AR /@J“_“Hﬂ'—‘mu i ﬁi’(tﬂ?/f‘/ﬁ%ﬁf
o Y — R —LDiE(E:
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« FAU GEN.1/FAU GEN.2 ® TSF A2 47 = —A|ZHEL D
o FTP — \—LDiE(F:
e MFD DAFX ¥ —a=yMIFfazatyME, BE SRV T, [ TN AR, ol
[FTP/Desktop]>5H7 7 A /L —/ R =% {E A% v 2 FAT
o BESFILT, [RF 2 A NI 7 AV T |DLEET DT 7 AN — R — R EHFEAT
o A— )Lt — —LDiE(E:
¢ MFD ODAF ¥ —a=yMIfazty Mg, #81E SV T, [ T NVAF v ], £IE[E-Mail]h»
5 E-mail 253 A% v 23T
o BESFILT, [RFa A N7 7 AV T D[EET 5] E-mail 25154 E1T

FTP TRP.1(a)/ FTP_TRP.1(b)
TSFIL, BL FDOXIAHIZ, TOE EDEEMNEEA D& E DO T TN b ZEERGET 5728, Eg D@
INALRENLT D,

/7 A7 hETOE D Web <—T LD DOME(FIL, 5T —F 2B DIRE T D a5 mE /A
ZHEEd 5720 HTTPS (G Re4 45, HTTPS i@ /5 1. Ve —MEFE . £213VE—MIH
FWITAT N LD Web 777 % —5 HTTPS i#{5 TR T 52 LT, TOE D Web ~<X— LDi
BEBRIGT 5, 7747 MbOFRBIRERER LT X TOYE—MEEIX, HTTPS @EZ2HHL T
DY DIHFATEND,

0 UIAT LD TN Z—RFA3—L TOE LD DG@IE 1T, BHESNDHIRT — & Z (RBE ) D4
T HEEHEEE S AZEAE T 5729 IPP over TLS iB(EREREZ Ml 45, Ve —MEFLE | £/213VE
—NHEBE NI AT DT TV or—ar 7l s KRBT AEIRBEEE T LT 7947 v
Vo B—RZA73—=>5 IPP over TLS {3 THEE§52& T, TOE EDlEEFMET D, V74T D
TV B —RTANR—=EOFBFRIERB LT R TOVE—ME/EIL, IPP over TLS i@{E & HL TV
LB DIRFIFTEND,

AREMRTBIT S TSF Ao # 72— A%, UL FICRTEBYTHAS,
o Web ~X—75 TOE #VE— MifE
e MFD HD 7Y Z—RIGA/R—=3 A ZA— )L STV PC D BHIRIAZ FET

7.9 BHASHA [ EE/ R RIEFMEA R — T AR OO T —H |
AHICIIEIC, 6.2.9 MO G EUHEN: BI ICBIT 2B A TR T 5.

FPT KYP EXT.1

A TOE "C FCS_KYC EXT.1 23T 58T = AL ARk T D8 XS 5L AR — Vg Ch D,

TSF (%, S5 5884 b B B AT SRR AT Y —1 WIS SCCTRAFT 508, WIEARL —
ATIIRAFLIR Y,

TSF 1%, A EFEME AT —2 NICHERE B8 ChRE B{L L7 AR —PHE2 R 17 L . TOE OFEJH ON Hpl 28k
s 58 CIE 5 LT SLD AR — D AR M E AT — | TRAT T D05, WEBARL — IR L2,

FCS KYC EXT.1

K TOE TH#F =A1281F% BEV (IAN—VHETH D, AM-—V 8T, FCS_RBG_EXT.1 (245

RBG CARMI NI ELEZE T 256 B MNETAERSHL, FCS_COP. (N2 L A8 5{ka FH T

FCS_RBG_EXT.1 (245 RBG TSIz ELE A -V TR S L2 256 By MR O S 58 CTE 51{b/

HWHEEND, Lo T, TSF X, fEF = A DB BRI T, 256 B R EDEF 2V 7 5 A fif L C

b\%)o

KBENRIZEAT2 TSE A2 47 = — A%, LLFITRTEBVTHS,

o TOE X E N3 DA Bl E)

o HE/ NIV DFREE—RT, [AT LR E] [ EX 2V TR E ][ NE R L OAENT —2 D7)
LI DRI A 1714 . TOE % L&)

e MFD D& ON (fFE)HDE [HH [F]%)
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FDP DSK EXT.1

TSF (X, LET —%, Va7 BRI OEHM TSF 7 — X2 BLHI A AT REZ2 AR MEA N — U Th DN
AR —ATEZIAT B, 47 FCS_COP.1(AIZHEW KT S L L TobEZIA I, WERARL — )b Ei
AT BRICIE 5T 5,

TAL L AZHEN, FIEDFNETA TOE AT 2281280, B S{biZ B BIRICA 2 bS D,

P AR — X, B bSOV EIR D 0D, BARIIZIE, =T a7 —T NVEDT NARE
PISEIK, TOE 77— AU =7 ZASMIL 727 — M, BEOY, HAX L AE M LTI Th D, 5 bS
ADRIE SO S — T v a s AL CRBIS I, B BAL SR WIS I R B ScE T — 4
BLORED TSF 7 — XL E F20,

ABAEIZRB % TSF A 27 =—A%, FDP_ACC.1/FDP_ACF.1 53X FMT _SMF.1 ® TSF A X7 =
—R|ZHEL D,

710 PSTN 7 7 7 A-F " — 7 [E] D45 B
AEITIE T, 6.2.10 B S b= HAEE B2 12 B4 A BHHRR 2 kT 5,

FDP FXS EXT.1

TSF X, 777 A7 abanvz W CHIHE T — 225G 32 E T U CL 77 VA VF 2 h LT

BIEZEELIET D, Z4UZEY, TOE O7 77 AF 53, TOE 238kt L TV 5 PSTN &Ry kT —27 LD D *

v T =TV D EAER T DT DIE SN DD ERES,

TOE D777 AVF 1%, 777 ADFERBIOSAE DA HSIL, il B B TIEEHIL20,

TOE DT 57 77 AET AOMREIL, 77 7 AEEBL O T 7V AZAEDHTHY, Super G3 7'1h=a

IBIONG3 FabaL iR —h 5,

TOE D777 A VE R CEZENHFENTWADIZT 77 ABIET —2DHTHY ., MHET —4D

VBT IANET —HDIHEZAFTHIENTED, Super G3 7' b=V BING3 7'mhL LSO 7 1

R~ /L(PPP %)% AR — KLV D C, ORI T — 22 525 T A= HTHZ LT TEe0,

TOE 3777 A VF ##H CBEZITIOBE, 777 AEZBICHET A EDO T v =—T a5 508

FATNOEE SN TRARWGAIZERRZ YN 52T FIRE T =2 OEZE UMM RHENLD%

Bi<,

ARBZBIF 5 TSF Ao ¥ 72— A%, UL FIORTEBYTHA,

® MFD DAF v —a2=yMIFfaz M IE SRV T, [V TNV T 77 R], [T 77 A1
77 I ARG EFAT

o BERFIL T, [RFX2A NI 7 AV | DEET DB T 77 AL G2 FAT

o I T 7 I AN DIRE ST T 7 VAT — B E AR

7.11 g EEX
ARHEITIEEIZ, 6.2.11 oA T Ta B C2 12T 2B HARZFLR 35,

FDP RIP.1(a)

TSF X, L TFTDERBY, A A=V T —F& FEXEETD,

o Va7 DT DIZNIBARN — I NIA S — WRAF SN A A=V T —H e Y ra”7 58 T E23H
IERFIC EEXEET D,

o RX a2 A N7 7 AV T RERBIZID N AN — IR FSNTA A=V T — 2% FIHE OBAEIZLD
HIRRENAERIC FEXHET S,

EEXZBWTEZIAL T —ZBLOESATRIEUL, SLEIZES 1R EEEZRT 74 VR L TRES

NTODN, FLABREFE DN EE SRV DR EET—R, F201E Web _X—V T, [V AT LR E]~[EF=

VT A E ][ BB EINDO[T —F T T AR E O XA BT HIENARETH D, EXIALT

— &%, LA 0x00~0xFF DD 1 DOEZ SR T 52 LN TED, £z, EEIAALEEX, 1~10 [F]

DO CTHRETHIENAIRET, 1B LICEX AT T — 22 ETHIENTED,
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TSF I % LELOBEREZ T E DX A7 T REIL, IFEML T2 FEARULL 2V, ZHHDORERE

E HAZ L AZBN K Va7 56 THROBENEZ (Auto Clear at Job End)]|EFFIEID,

KBRS TSE A2 47 = — A%, LL IR LBV THS,

e FDP_ACC.1/FDP_ACF.1 ® D.USER.JOB 77t A#IfHIlZ}51F 5. Create/Delete #/ED TSF A4~
T — R ZHEL A

e FDP_ACC.1/FDP_ACF.1 ® D.USER.DOC 77 EAHIf#EIZF31F %, Storage/retrieval ™ Delete #{ED
TSF AL Z7 =—AIZHEL D

712 7 — X D5EAHI R
AEITILEIC, 6.2.12 BiDA T L ar B C3 ICEET 28Kt R AL 45,

FDP RIP.1(b)

TSF 1%, BAE SRV TEEE OERITIGC, WA — EIZHDT X TOFHE T —2BLW

TSF 5 —%% FEXWNET D, ZOLx R CARN — I B3 A8 B84 A R L. LLRTO SEmRs

BRI A, AMSREIL. =1 TOR 2 F e Bzl 5,

AREHIZEI TS TSF AL X7 =— AL LLFIRTEBYTHS,

o HENRFNDREET—R T, VAT LR E] =[x 2V T AR E=[E NIEH M AN T — 2 D)
e A RSYIIE ey i)

7.13 BUHAZHA FTREZR R VEA L — DT A Z L ORME DT —4 2
AREITIEEIT, 6213 HIOBR~— 2B DI ICBIT 2 EH R &L T2,

FCS_COP.1(d)
TSF %, FDP_DSK EXT.1 IZfEWFIHE T — X BELNTSF 7 — 4 &5 BAL B L OE 53255, kDL
2479,
o [ 5
FCS_CKM.1(b) TSI 256 B MED A R ZFF Ol Hda V5,
o BT /LTYR A
ISO/IEC 18033-3 THIEIID AES 7/LTYX L BLOY ISO/EC 10116 THIESD CBC E—R
WD,
AEHIZEE T2 TSF A2 %7 =—A%, FDP_DSK_EXT.1 ® TSF A %7 =—A|ZHEL D,

FCS_COP.1(f)

TSF I%, FCS_KYC_EXT.1 I[ZEO8ERE St B L OME 5 DFE, EFE FCS_COP.1(d) EFRIERIZAT,

AREIEIZEI T2 TSF AL 27 = — R, L FITRTEBYTHS,

o TOE X ENFZEZDOA)EIEH)

o BE SRV DR EET—RT, [VAT LR E]~[EF 2T R E] = {ENE R O T —Z DY)
HUE Sk Z2 FE4T1% . TOE Z /L&)

e MFD O EJ ON (5B 6D IHE [F15)

714 RFES IR
AHITIEEIT, 6.2.14 HOBRA— AT D2 (BT 5 BRI R A TR 5,

FCS TLS EXT.1

TSF %, TLS i#{5 &L T TLS1.2(RFC 5246)% 7R —h9%,

TSF 75 TLS #{F 2BV TR —M 515 5 A1 —ME TLS_RSA_WITH_AES 128 CBC_SHA,
TLS RSA_ WITH AES 256 CBC_SHA, TLS DHE RSA WITH AES 128 CBC SHA,

TLS DHE RSA WITH AES 256 CBC_SHA, TLS RSA WITH AES 128 CBC SHA256,
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TLS RSA WITH AES 256 CBC_SHA256, TLS DHE RSA WITH AES 128 CBC_SHA256 BLW
TLS DHE RSA WITH_AES 256 CBC_SHA256 T2,

TSF I%, FCS_RBG_EXT.1 LT FCS_CKM.1(a)lZfEV, TLS 18fE THW D — S —fEHB LU
BASEA LT D,

TSF 1%, FCS_COP.1(a)\lZfEv >y, TLS i@E (2B 518(E T — 2 D 5 b B L OME 55179,

TSF %, FCS_COP.1(b)IZfEV >, FTP_ITC.1 TR & fE b —/3—L D TLS 5128 C, Y — S —GiEH]
ERRFEAETTO,

TSF I%, FCS_COP.1(c)8 LN FCS_COP.1(g)iZHEV, S E N U T I DAY B — VG &
(HMAC)% H 7= TLS i@1E %179,

AR5 TSE A2 47 = —AZ, FTP_ITC.1 ® TSF A2 47 = —AICHEL 5,

FCS HTTPS EXT.1

TSF 1%, TOE LUE—MEFLH LB OiH(E 5 L0 TOE &V — M L O Oi@E1c 580 T
FTP_TRP.1(a)# XU FTP_TRP.1(b)IZHE~TomfE S AT 25728 RFC2818 (2 &L,
FCS_TLS EXT.1 |[ZHll»7= TLS 7' mb=/L %4 I L7= HTTPS 1&@{5 8 45,

TSF I%, VE—MEFHE F7213YE— M H%% Jof&?%?‘/% PC L& Web 7774 —5 TOE @

Web ~— Ikl TRER BR M Th V=55 .TOE &7 A4 7 FPC LD T TLS BED I =
— g HMENTLT=1% . HTTPS #12 %F’%ﬁ“ﬁ%
JIFAT 'k PC 960 TOE O Web ~<— BT Dk BIFRAERB L O _RTOVE—MREIZXL T,

HTTPS 813 2% H =5,
KRBT TSF AL 47 2 —A%, L ISR T LB THD,

® Web ~X—75 TOE # V& — M/

FCS_COP.1(g)

TSF %, FIPS PUB198-1 |21 E X417 The Keyed-Hash Message Authentication Code 33T FIPS
PUBI180-3 |ZHLE 4172 Secure Hash Standard Z4iii 723, Ay —IF ATV = ANEN 160 B N CHEE
160 £ HMAC-SHA-1, F7213AvE—UF AV 2 ANEN 256 B N CTHER 256 B RO
HMAC-SHA-256 |ZHEW N, T Z /L o T2 8B A — VR8G5 (HMAC) 2 W =@ 5 2179,
N7, FCS_COP.1(e)ZHED SHA-1, F721E SHA-256 DRF 5/ Ny T —E 2EfE L, /N
T afliERER T D,

ARFEIZB 2 TSF A2 27 = —A%, FCS_TLS EXT.1 ® TSF A %7 =—A|ZHEL D,

715 BE#E T —h
AFTIEEIT, 6.2.15 HiOBRAN—2F M D3 122 EHEE TR T 5,

FCS_COP.1(c)

TSF iZ, FPT_TUD_EXT.1 53X FCS TLS EXT.1 ([ZBIF 5/ v afEOFEIZ, ISO/EC

10118-3:2004 (23 &35 SHA-1, F7213 SHA-256 [ZHE~ Tl By v 7 —E R & 775,

ARFEMHIZBE T2 TSF A2 %7 = — A%, FPT_TUD_EXT.1 8XWFCS_TLS EXT.1 ® TSF > X7 =—
IZHEL D,
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8 ft&

ARETIE, ZRCERB L O R E

8.1 HI&k

Y,

A ST CHEHENDHFEON, 2 THlA TEL WD CC BLOPP TEHRINI-HZEICHOWTUL, £
DIEFNNED, FNLISNDHFED EF% Table 8.1 (27,

Table 8.1: ST TEHINAHFED EF

JHEE E T
IP7RL A IPIZ BV ClE M FLR o8 M ik 35720 O AT 75,
TOEDWeb~— | TOETHHMFDOYE—MiEHVFEL T, MEDNJEWebH— 3 —73 2972
/ Web_X— Web 21—/,
Ri AESIZEHEN TG 57 LT R A, B E 13- F—DJoan Daemen K &
ijndael . .
Vincent RijmenfX,
AA—TT —H AETITFFIC, MEDDO A BERED D IR TBBOT U HVT — %46,
TrYrva=yh FEREEEE . P REOBE A 5 A ST AICHIB B 2T RS D2k,
B PEAEY — EIA UL ELIEN A E K T DR R E,

FAR

TV MR A AT SRR L D &R T,

avha—J—oa=
vh

MFD2RA I 22 (E, TOED 7 7— LV =7 % F{ 7T 572D DCPU, fHAEMEA
EU—, HBA, ES, ~EFEMEAT)—E2H 95,

arvbo—7—77
— AT

MFDO =z ha—F—a=y el 57 7— L0 =7,

RF 2 AT 7 AV TRERRIC KO IRAELTcAA—T T — 2T L, BRI, 245, 7L

Rl B 2 RHIRA T

PEANE R JFREAFX ¥ L CAA—UT —HaG50%kE, av—  AX v k5, 777 Ak E
BELOAF Y ARFOBRIAE T 5,

P RF2 AT AV TRERED — D, ik i o T TeAA— VT — S & PIA
RN —NBRATT 208, FIRSODEEIEEZITLAR N,

p—— ﬁ\fjﬁ?ﬁ%?@f:&)\ Vad DAA—DT —H I NEE AN — P ICRF 5

L MFDO EEIZ Dt —F =27 =— A2 =k, i —BL 0%y 7T R{E
RO LT A AT VA& Te,

RE¥ 2 A7 74 IMEDREARO A A= T — 2 2R FHE D3 % THEMETE DI T 570 NED

N AR — VRIS DI EE,

PITRERER S | INERRRAERRIC B IS VD TOE AR NI B gk S L7 Fil FH 3

T7—L0xT 2R D N—RT =T %I D7D BRI LA EN T 7 " =T

77 Al/F MFD% 7 7 7 Alalifig~Fz#e 3~ H7- D128 3 29 R 721/F,

=7 7 Alalf 77 Ak S T DT DM MR A

A MEAT)— | BIRZ > CHRMBNAEZREF T AT LN CTEXAHLIEIEE,

AE— FLIEEE S FRIOPERE I LA B,

et TV NS rTREAEHE TL S0, AT La A H L, BifE AT REIRREL LT
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AES Advanced Encryption Standard
BEV Border Encryption Value
CC Common Criteria
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CM Configuration Management
CPU Central Processing Unit
DRBG Deterministic Random Bit Generator
ES Entropy Source

FIPS PUB 197

Federal Information Processing Standards Publication 197

HBA

Host Bus Adapter

HCD Hardcopy Device

HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol

HTTPS HTTP over SSL/TLS

I/F Interface

IP Internet Protocol

IPP Internet Printing Protocol

IPP-SSL IPP over SSL/TLS

IT Information Technology

LAN Local Area Network

LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code

MFD Multifunction Device

MFP Multifunction Printer, Multifunction Peripheral
NIC Network Interface Card, Network Interface Controller
OS Operating System

PC Personal Computer

PP Protection Profile

PSTN Public Switched Telephone Network
RBG Random Bit Generator

ROM Read Only Memory

SAR Security Assurance Requirement

SFR Security Functional Requirement

SSL Secure Socket Layer

ST Security Target

TLS Transport Layer Security

TOE Target of Evaluation

TSF TOE Security Functionality
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