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DU —ERXTO/NAHS ERARBFZRZEFO> TS, K 1-2 (X, CNSDOZFELBEMRN. BEAD
HBISAF I OuRERUVUEBIBICESHETINZEZRLTND,
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HAN—tFXaTA)VRIIRAUDTSIT 4R

o N

SNBORTL

@ H—EZT0/34
SRT LA

1TIL—4

IcT/0T l
$F51%

HSERE

§

AR, EAR. BENMET

y

1-2 : BRAEDYT SA FI—>OuHilE. HBiF, Sl

HITSA4F T —> 0%, BIZE., EHPBFHEEDRIRRAN TER SN I EMIRERS X5
LB AT LA T —FRRAFELLED. EIBUFKEADIBERS X7 ARV Y — =29
—EXTONAIRERULIEDTIRE, BERICADRZLD>TWVWD, INSDOBERKRE. BE. 3
HaBkRE. £Afi. RUOTEF21 VT BHZED. HBECKD TEDRYLEFE. XEEBZRUY
—ERXDKERARAIIAXZRETDER (EHRE) CEAEND. CNSOBEFRICENT,
SRATFLATIL—=FRUNBY—ERTO/NA5(E. BEAEHBHLUT, BAEERVURD
DFEARA> b WHCOARX B/ EREDROBRICEDNT, BIEEZSNDZTOCIARVE
R (RERYAI(CEEE) ZEERTETIAEMENDD. N BERT7S 175 XEND
ERICHITRILDBVMERMZEERICTDEHIC. HTISAFI—2DLERICBITDIRENIE
HNEFENDHZENDD. TOLDOREHZILIERT DIREE. ANERATETEANHRNFL)
NORFEDINS R ZE ESRITNEIRS RN, AT AT IL—IRUHBH—ERTO
INAAFNC-SCRMTOCARVERRZEEIT D EZFINIES L. TNSDEBMEH
(CRDIBNC EC KD TERBENDIBERNDYR T LR U TR I D ENEFLL. £
<DBE. SATLATIL—FRUNSS—ERXTONAS EEE RN LT, BURERRT
OTAKRVEERZERICHNTDZEN. KDERAMMROEVEIRZIBERT DD(TEIID.

ICT/OT®#mED T SAVHASHETDIET. TENSDTT SA 177 EBUSE DR (CEZNRER
WHEIESND. CORBFRE. BE. BELDTSA TV EOBDERICEASNS. L L. B
TSAVICXo>THESNSDEA ICT/0T (& &%, J0—/UliizmlFo—igraBrN 0z
(CERETENTED. B4 DBREDEEDERREX FBRBRRECANDETCT -3 U>TI2NTE
WO, BEAREG. IT YUI1—3a>HERICESPLTVDN. REDTF 1T« HEERY
TAIINEUFT 1 (8H) HEFENTLDIH. MEBERUPLZUI I NOMFZmIZL TS,
SATHA OB L TCEDREBX(FRBIZIIR—R MDSAITTA I ZBLTHTI ST
(CXBDUNR—hEBBEEITDINESIHZHMTDIEHC. BSDEBDC-SCRMEH(CRHT DT
1—FYUZIPXARUABEERMT D ENLEFE L,

2 TEMCES (fit for purpose) | &ld. BMIXIEH—EXLANIE#BETZENTERIOTR, BRT7ATA IT H—ERER
FENRICHATIEHIFERASNDIAETHD. BHNCEE T DHC(E. BT, EE. BIEBR. RUOBETHIVETHD. (H
# : Information Technology Infrastructure Library (ITIL) Service Strategy [ITIL Service Strategy].)
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BREIRD BT SA v EEEWET D EZ2EVTREMN DD . HRAICDVWTOESEDRHEERESR
DT EAAY BMME CNSESNTEMREDT7TEAAY ME. BUSENBIFD ICT/0T HEAU
H—EXDFEROTAINEUT < (§8H) ZIBRUIED. BT SV (CHIRERVESHZH
EURZD. MiHICKD TEEW/ZENTULVRNC-SCRMOZ—XZ#H7BI LIz D F DDICHIID, F
fz. BISEDZ—Xz2a EEERNICHIR— T BaREMEN G LWLWY D 1—2 3 > ZH5!
TDIDICHERITDZENTED. #ILT. COLSBAERVTTSATEDEDDICELDT,
HSE . MiZRMREOEEMZROHEET DLHDEMFZIDIFEICL. BSDRRICHITD
HmODBA. 1Bl RMERCDNWTIRIR—ADREZITDIZENTEDLDICRD.

JRAMRUOVY —RADEH

YIS AF T —22ROBA/N\N—tF21 VT URDIDBRE (TUVXAR—>v—) & C-SCRMT
SUOTA ARVEBREEEITDIAX MNMERD/INS > A %E LD EF. BEEDC-SCRMI(T X
I RIMBEOEERNR T TO—FOEEBRER CHDITENETLL,

BEAK(E. C-SCRMTSUF7 4 ARUVEERRODEE(C(FBMOMBHRUANIY —ZRNRETH
BDCEEB#MIDCENEEUN. BTISAV., HRE. SATLA>FTIL—4. 8T A
H—EXTO/\A4 ., RUOZDMDICT/OTEED Y —EXTO/\AIhE5D. KDBENLRILDFT
A X8, XFtFa1VUFs#EEaERIT B EE. REXEFU-—EXDMigE EF S 0]8E
MG D, ZOREE. BIBEDOIX SNMEINT BalEElN S D. CNiE. FANBRERE T ICRHERE
TNTVT, BEDBEMFEDODTF 1T« XIEC-SCRMEHICEDETT—Z U TN TULRRWN
HIRVY—ERICHFICHTIEED. C-SCRMTSUFT 4 ARVEEREBERUTREIINED
MNERET DR BISEL. CNSOEBERREERID IR NE. ERURBRVWIRODOMAEZERE
FBTENMNEFULLY,

BREEE. AN DEYRIGEICE. BITSAY7. HRE. SATLAM>FTIL—5. #8225
LY—EXTO/IA4 . RUZOMDICT/OTEEDY —EX O/ 4 (Cx L. C-SCRM ZH7R—
N9 BIHVEIRE T DEIEEEN G DB EEIREIFET —IRUXE (BIX (L. 1SO 27001 72 EDE
BRIEDNRNUAREL) BRI IMEESZ DT ENEEFLL., INETDSTET. EERY
HBTISAVOIRX MHIREND, El2U. HBEICELD TR, BINERY (EERRDIBEHRNIUNE SR
D, B7TEAAZ MIRDESNDZH(IC. XEOBFAMNEY TRUOATEENSDD BIXIE. LA
[CEBSINEHYTSAVH., FREESNTORVWVFLLWERZHFEL TLIES) . LWInictE
K. BEBEEERETOCLADREVERT., tFa1UTsZEFEEHIIUTEDDZENEELL,
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1.6. NIST SP 800-39. NIST SP 800-37, Rev 2. XU NIST SP 800-53, Rev 5
Z{EAUTC-SCRMAA H > R 218ET DD iR

ARERMTE, BEAR v a>RGERLANILOC-SCRMAAS > A ZEMHIT D LT,
[NIST SP 800-39]DVWILFLANILDIRIOIARZ A N7 TO—-F=2@BALTLD, Ffe. [SP
800-37, Rev. 2]DfebDF ES -2 3> S XF LAZEAL. I—TIN KO GHICARERYIDBIE
IBHSFETEDLICULTLND. FWA&IC, REMY(C(E, [NIST SP 800-53, Rev. 5]ZE(C
L7z, BFEDC-SCRMEHERDILEA —/\—-LAHEFENTND,

AEBRMCEFNDHAIR/EEBR(G. BIFODEEINRT S 07« AICEDVWTBES
NnTHEn. 2 XA5A BR, RUS—EXDSA IV IILEFZELT. BISAFI—2%
HROBIET 2T A/N\—tF2 VT URTZER T IHDEEARDENZEHDLZBHL
TWD. REMY(E. C-SCRMODTzbDMII LIEXE (FIR(E. MU — FEIAAS MRUFR
AJ[ARA]ETEI, RUC-SCRMETE) ZRET DN BIFOBAHEXE(CHRET DL INN
DERPMZFERCEZITVNDZLITEFRITDIHNENSD.

[FIPS 199](CkBD & LD AT AICDNTIEZ. TOHADIRITITRTDA >IN NDFED
BRSASTLATHERAITDICEMEREINTULND, BUFHEREE. KDEWVWA /WO RLANILDS X
Fh XEFEDSATLOAR—RD NMITOHAF R =2BAIT D EEBELTELL,
REIC. KPRV, BEARUVBEARADZI VS 3O RUVESRIALAN)LTHC-SCRMERBE KT
KEETE, W, BEARICHIFIERALARILDOC-SCRMS A5 ASTEIDREMRVEREICDNT
HBBLTWS., BRHLARILDOC-SCRMEtEIZ, TS AF—>DBA/)\—tFa1UF0 URYD
TPELEIAD S SEHRZES T, FEDODBMAKEAD=IYI 3 > ARUVESRR =X, EFKRE. &
O/ XEEEFMCEDETT -3 2T N/EC-SCRMEBEERZSD CENEE UL,

URORRZZAS NTOCINOHE

AEMYIAOT O X (&, [NIST SP 800-39] THEAETN TVWBDUR IR KA MO KUY
BE (BIX(E. BEAK w3z, SRXFTL) DIRTDLANILICENT., BEARDEIFD
SDLCRUSBEAIRIE (CHRESND T ENEFE UL, FE281 T, [NIST SP 800-39]MU XUV
RZEAS MEBRUO 7 IO-FOMEBREHL. URIIRSAS FTOLTR(CHIFBC-SCRM
SEEE BT D, MEECT(E, [NIST SP 800-39]DsE28iDE D=, ICT/OTICBIF BSCRME
BIDSIRRUEREA R IR T D, MIEECOEALIE[NIST SP 800-39]12RRULIZEDTEH D,

SP 800-37, Revision 2D A>T F X MMIHIFTBDC-SCRMDE &

AR THRASN TLVBC-SCRMEEN (L. [NIST SP 800-37, Rev. 2] THASN TR URY
JIHRDAY NI L—LDT—DERECAGRLTND, (. BRLANILTEHESNSC-SCRMIO
t2 X (&, [NIST SP 800-37, Rev 21— L TR T UERATY I ZBERICKM L. R/ XI(Z.
TNBDRATYIANDA TV NEUTH,ETDCENEF LW, LANILIRU2TET ULEC-
SCRM;EE(E. FJRENDEYIRMSEE(E. BAHALANILEURMFY A TOXOCIADA> Ty & (il
ZlE UROITEIAAY MER) BB T BT ENEFT UL, E26HRUMEEZCTIE. C-SCRM
&[NIST SP 800-37, Rev. 2]DBhEMEE = S(C3EU<SERBAL TS,
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1.7. DRI E DMK, RUHMYIDER

ARHM (&, ABONISTHRMIATHRENTLIMZZE(CLT. TNsoflaed T >1F T
—> O AN—TF21UFT A URIIRZAS FORTHEAIT B HICT—FUIT LTS,

O UEEENSDZENS, KB, BREERDTL—AD—D, BI&. HxmemtLts
BHITDEHIC, TOMEZDE < ZMAEL., MONISTHRMZSR L TS, CNSDNISTH
R (&, ATFHEEND.

e NIST U4 N\—€F2UF1IL—-—ALAI—Y (CSF) N—=3> 1.1 (NIST
Cybersecurity Framework (CSF) Version 1.1) : fB#"S/\—tFa1UF71 VXD
Z X DEYCERRMER T DI2HD. BIFOEE, A RSA D RUOFECEDIERSH
A >R, Flz. HBBOREBENSBOBSDAT—IHILE —DREIT. URIKRUY /(-
CF1UTADERBICEAIDZIZ 2= —>a>ZREITDIRIORESNTLD,

e FIPS 199, EHHMBOBHEBLIVBHBATALCHITICFIVUT s DEMRIE

(Standards for Security Categorization of Federal Information and Information
Systems) :EHEAFDOBHRMEVERS AT LANREFZ IR, AIEFA. KX, HE.
WA XFWECKLD TREESNLEBEICHITD. #EE, T2l RUATRA%CHTS
BAHEADRBRZDESL). NS, BUFKRBEDERE RUEBADBEN > /T KIEU T,
HEFPBAFDIBERMERS AT L7 DEET DIZHDIRUE.

e SP 800-30, Revision 1. URIF7ZEAA> FDEMDFS|IE (Guide for Conducting
Risk Assessments) :EIBBATIEHRS AT LAKRUEBMDOYU R TT7 AR FOERICEET
DHAF X THD. SP 800-39 DHAF > REFIRL TND, URIIRZ A NEED
3DDT A PINTTEMEINDURTT7LRAAS ML #BI SN2 XD (CHIST DENIR
TEAHZRE T DHICHERFIRE LIREFE,/ EEECRMTD. EHRNRUIX TR
DA NTOTCRD—EBTH B,

e SP 800-37, Revision 2. B> AT LARUVEEDIEOHDURIIAZZSA NI L—LD—
D:2F1VFA RUOTSAN—DEDDZRATLASA IV OV FTO—F (Risk
Management Framework for Information Systems and Organizations: A System
Life Cycle Approach for Security and Privacy) : UXONRZIA NIL—LAD—D

(RMF) (CDWTERBAL. 1BIRS AT ARGHEBICRMFZEAR T S 2HDH A RS 1 > ZiE
HUTWD. RMFIE, TFa1UFTA RUOTSA/I\S—UROREBITDEHD., HEIMNEN.
BElbene, EFMRTOCRAEZEHRTD. COTOTRICIE. BREF1YUT 1 DDFELL.
BIERDER, ERRUOTVERAAD b S RAFLARUCHBERFRORE., RGENRERNS
FNd.

e SP 800-39. R#HEZFI1UFTr UVRIDER : . Sv>3>. RUPBHRSATLADOEHR
(Managing Information Security Risk: Organization, Mission, and Information
System View) :EHEATIBRS AT LADERKMERICER TS, #HlDERS (T205,
SwS 3>, HEE A A= RUFHH) | fBf0&EE. BEA. fthofbil. ROCERCHT
DBEREFIVT A UROEEERTIZHD. HESNIEHEBRAEDTOIS LDHAAST >

AZELU TN D,

e SP 800-53, Revision 5. ##& B AT LADEHDEFIVFT A BLUVTSAINS—&
8 %R ( Security and Privacy Controls for Information Systems and
Organizations) :EIHIRE, 1 —-<Y>I5—. BRKE. BENREES. HEDEIR
MEAT>FT17+a. RUTSA/I\S—URDZEOLHRBR—EOEBRIRVTYRIMNS., i
DEBRUERE. BEA. MO, RUERZHRETDZHIC, BERS AT LAKRURBEODRZ
HDTF1 VT4 RUOTSA/I\S—EBROHYOT =L TNV D,
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e SP 800-53B. #H#E&L B AT LDIZHDERRN—XAS A > (Control Baselines for
Information Systems and Organizations) :EIBAFDZHDTTFIVUFTa RUTS
AN —EBIERRN—ASA 2 ZBELUTWD, 3DDOTF 1V EEBR/R-IAS1> - &S
AT LAV NIV (TRDE, RAINDO R, A2\ DO RUBA2/IWVON) &
EIC 1D - ROAINVIRANIVCERRLS S AT AICERAETND 1DOTS51/)S—X
— XS >2hHB.

e SP 800-160 Vol. 1. >XAFAEFIVUFAI>>=FPU>Y (Systems Security
Engineering) : > X7 A TAI/)I\EUF+ (8BH) . RUBNSDIXFAICKD TRMH
ETNBDY—EXZHEK T DM, MIBNRUCANERZSD. KDBHEINNS < EFHtnlEe
RERFTLAZRARIDILCDICRERI >V I FEOHEARMTENIC DV TIRD TL)
Do

e SP 800-160 Vol. 2, Revision 1, BA//)\—=L UL MRS AT LDRE : SATFLEF
AVUFAI>S=ZFPU>OF77TO—F (Developing Cyber Resilient Systems: A
Systems Security Engineering Approach) :'JXOIRZTA> NTOTCIEEEUTE
SRAFLASATHAOILTOCRICEITBIIRTAI>ZSZ YU IDBRICEDNT, i
AENTEHAN-LSZUT O ROBRRERIERT DIHD/I\> RIVOTHD, H#ORERK
U'EMENZDOEMIC &> TRIANE LW ZHIRT S DD(CRII DI & & BIEEICT Do

e SP 800-181, Revision 1. HA/)\—tF+1VUF s BEDHDERETE (NICE) H1I)\
—tF1VF1 D=0 IA—-RXTL—ALD—% (National Initiative for Cybersecurity
Education (NICE) Cybersecurity Workforce Framework) : S /)\—tF+1UF7 2%
BICET DERZHRIARVHEE T IIZODEARANRSENE,. TA/N\—F1 U1 EHEZ
HRUERE LTRIRL., F&E. KEE. RUOREEZSOFBE CERAFZIRM T D40
HEURFILERIRICDWTERAL TS,

e NISTIR 7622, EHBEBH AT ADZHOBENRBTSAFI—2>DURIIRS
A> TS5« X (Notional Supply Chain Risk Management Practices for
Federal Information Systems) :EHBUIFDERSATLNDBTSAFIT—>2URD
DERCARNDIBILEWT S OT 1« AZRMMLTVWD, BT SAF1—>2RDEBERUEIHR
HEFDIEODFEZIRMT D, RECJEN DEEN(CEENRYTSAFI—2>7>a17
SORDBFERVCTSOT« A0ty b, EBBFSEAT ROBEEGHRECEESS
BdZEZEELTWLS,

e NISTIR 8179, BGESBIFIOCRAET I : SAFARUVIAVR—2> FOBEIERLTF

(Criticality Analysis Process Model: Prioritizing Systems and Components) : #H
fWn. REEET. BMOTF1UT+ XEETDMDREZVEE T DIOREMEDH DI RAT
LRV R—2R> hZ#BI DD D,

e NISTIR 8276, BT SAFI—>DYAN—URIIRSAY MCBIFDEBERTSIF
1 R EZERAMSDER (Key Practices in Cyber Supply Chain Risk Management:
Observations from Industry) : H5WD2E#MADTSAFI—2(CETIPA/\—tF
AT UROZEBIDILHIERTEDZIEOEERT S U7+« AZRHLTVD, &
DEBYI TRENTVWIEERT ST« L. FRDOHRE, &§HE. REMHTOERT.
EXF/RC-SCRMIEEZ RE T D EDHICERTE D, INBDTSU57 4 AF. BUTRUER
DEFFDC-SCRMUY =X (CEFENBIBHRE. 2015FEKU2019FEDNISTIRTEA ZS 7 F T
TIRE=NTZIBRZHAFEHDE TS,

e NISTIR 8286, I>H—TSAXURIIRIA> N (ERM) Dl=hDYA/)N\—+1V
T4 UXROVDEBN KRV RE (Identifying and Estimating Cybersecurity Risk for
Enterprise Risk Management (ERM)) : SZEMAREIOME < RN, I=1 =5 —=>3
SRR TEROAEBEZE L T, BEAD ERM TOCIAD1>TY hEUTIRET DY
AN\ —tF1UFT 4 URDBRZRET DD(CHILI D,
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e NISTIR 8286A, I>H—TJSAXVURIIRISAY bDI=HDYAIN—F21 U5V
AVD#HBN RV RIE (Identifying and Estimating Cybersecurity Risk for
Enterprise Risk Management) : JXJHFE. VATEFE. KOCZDOIAFTFX
CHBITRDYURDZRES DHEZHRP T DIHDOBIRVERZRMELTVND, T25—-TS
ARXVRDLZRIDIERRZE D R— NI B/zh. COMEETIE. BEADEE(CHTDIE
BB OBESSEDBIERRA > )\D RMTEDWT, HRLRSFUADNEILICDWTEHRALT
W3, BEAOUROTOT7AILIHRESNIESA/I\—tF21UFTc URIT LRI %ZE
UT. BRARBEHBROECDYCIEIRVAI/I\I MEXELRT D EE. &IC, BEARD
HA)\—tF 1 U7« URTHERUER Z BTN T SATE(CIRII D,

e NISTIR 8286B, I>H—JS5AAVRIIRIAY NDEHDYAN—tZF21UFrUX

O D 8 % & fif 3 (> ( Prioritizing Cybersecurity Risk for Enterprise Risk
Management) :
AT =RV —DURTDHAF >R, W, YR T Di#RIRUOPHCRE T D5z 12t
LTWD, CO2DOEDOHEMRYITIE. BEADBNICH T IBEN1 /U RDBANS. &
N5DE I RO DEFLIEMIZRE T D EDOREN. R TDYUXDZEICIUIET D28
OEFEREEZSHIAL TVND. COREETE. I29-—TSAXVRTLSRAF&HEzEYR— K
IRIHA/)I\—tF1UFT 1 URIL RS (CSRR) (L. URTDEFRIBAIRTY RT3 NEIE
HEEDKDICEBIMNT DN ZFHALTND, JXTHEOERRFEEFEREND I NI
IIEHRE. BEASEDOYA/N\—F1 VT4 URTCH T DEGHNRRREHITIT DD
(CEREIN. Sv>3a>OINZEEEICT DIHD X TEIROMERRUARICER NS5
ahe s,

Fz. RERME. MORE, BATIRESE. HRE. A RS> RURXIX T SOF7 1 5]
BRMEEEBFALTVSD, INBSDUY—-XADEYX NI, WEE H THERTES.
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EERS> M3

HBISAFIT—> ICT/OT(IE. AEKRVERBDFDOI> S5+ BIXE. BEE. HITS5117.
MRE. SATLA>FTIL—4. MRS AT—EXTO/INAS . RUZDMMD ICT/OTR:E
DY —EXTO/\A4) THEmENS. JO0-/ULICHEL. #EERSNEYISAF—>T
IS RFACHEEFEL TS,

B SAFI—VORBRUY—ER : BT TSAF -2 CMFLTVBSHRRUT—E
RE@F SRFLARUOZRAFTLAOR=RS hORM, A—T2YV—-IXARVGARILYIT DI,
BRDR— M —EX SXFLARUY—EXDEA. WS, S RXFT APR— bOEEIOETH
2FINd.

BISAFI—>2DAVUY RRGURYD : COTTSXAFTAG. DX MR HEERMY. TuEs
AINR—2 3>, BEaEEEDOSKRE. RUOEBOBREND Y ZERT DENREDA Y bzt
95, LML, SNBDAVY hZERHTDIEUADZXLN, BT SAF I —22ROKRL Y
AN—tFa1UFTrURIZELES5TaEREEHD BIRE B—EXLNUETFZSISEI L.
SEAROBEEBNSORFECDRND. BT S 7OMHREL) .

BISAFI—2DYMI\—tEF1UFA VURIIRZIA D (C-SCRM) : RERY)TEHEAE
NTWBKSIC. C-SCRME(FE BEANY T SAF 2286054 /N\—tFa U0 URI%
BIET2DZEXIBEIDCEZBNE L. ARNRTOTCATHD. BEAKE. HMEOEEE, EA.
ROURODIKRICREEES T DELDC. REMYITHASN TSI TS O57 1 X x#5l. A,
RUOSF—SU>T3BTENLEEUL,

C-SCRM®DEEH : C-SCRMIC(F. BIREZF1VUT 4 RUTSA/N\>— ST LRRERUERESE.
S, &, EH. WOICABRED, BLWRT—IRILY —J)IL-—THEFEND. C-SCRM(F.
SRATLFRFESATYA D)L (SDLC) DRI SERETTOEKCHDIZDEH ZHREL TS,
E5(C, BITSAF— 2@ THBlENEYA/N\—tEF1UFTc URD(E. EBREENELRD
UXODERE (BIRE. HBURD, BEEKIUR D) ([CS5SNDMEZFEANERICIEETD
EHDYURIIZZAS NTOCAD—ERELT, EHRVCISTFIMEESNDZ ENLEFE UL,

BEBRA TR TOHOAXNSERRAEZRALTND. ERLCDOVTE WEBHOREEEZSR,
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2. BREZEDYRIIRSIA> BADC-SCRMDIRESE

C-SCRM (&. [NIST SP 800-39] TatBAEN. [ 2-1 [CTRENTUVDIBERERDI A OITRD
>(/ I\jD‘BZ(L%;ng_ﬁg_CD\tEQEL/L\O L_O)jD‘lZX(L(;t LXT@L%}LE’]D‘D&‘TEE’]ELXT‘J
TIhaFEns.

e URUDPERIME. URIR—ADBRREDTZSHDIAFTHR M E. BEADIBERBERER
MRV —EX, UWCEES DY TSAF I~ DREDIREERET D,
cURDDTEAA> b, BEBE, BH. M5t £ZD™ITE P 12U~ RUEEE
HwzELEa1—U. BRI D,

e URIANDIGe YURDTTLZAR> bOBRICEDVT, BREEREER. >—3U>T,
RUOEREKT D,

e URDDER. YRIDRFE (TIORR—T+v —) EURTBERBOENMEZMEH (CEFR T
Do TNICEF IRMLBBEADZ -5 —> 3> LMENREEDTZH DT « — RNy D
IW—TZ2ERAUZERI AT LARIEITTSAF I — > DEEDEINEFND.

HHREV LLE: 24038

aza=4—43u7n0— a3a=4—4370—

2-1: URIIRSA> R OER

BISAFI— 22D AN\—EF21 VT URIDER . FEARSEOUEDEFE L,
AN DR EEMNIR Y TO—F 2B EITDEMIMEETH D, IRNBZBTSAFI—20D
HAN\—EF21 U URIIRZA> K~ (C-SCRM) (ClE. BEARANEDIFT—IRILY —
BIZ(E, &P, TOTR) EBRMEMBORT—IOMNILY — BIRE BT S, BHREE.
SRATFLATTIL—H, MBS RF LAY —EXTONAS . RUZDMD ICT/OT BEEDHY —
EXT0O/\14) M BiF/d C-SCRM ORRZHART DzH(CEBN(CHRAHAL. J=Z21 25—
I>EMD, TEIDENRETHD. C-SCRM ZRHRINSEBR(CIF. HITSAFI—22&K(IC
DEBVAI/IN—tFa1 VT URDDERENRRE LI IR EMAZRILT DEHD, FE
HREEDENEENBE TH D,

14 REF(E. AHISES 14028 2 [Improving the Nation’s Cybersecurity] (C#8>T. MEE F #8BULTCIOH AR EEET
BTENEBFELL,
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ClE. TS FT 220N\ —tF1 VST URDTDZERIREIRL NIV Z#IFIT B2,
EHROBRR/ EIEROEEZRE T IAEENGDIENHDINEDINRIEEEERT D,
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NIST SP 800-161r1 AT LRUHBICHTEIHTSAF—2D
YAN—tF2)TAIVRIIRDAVNDTZIT4R

ZzEERIDIEHIC. BERKEG, BTSAVEeOHBRHRAUT—EXZL Ea1—93EMN
RERZEFHITDZENET L. BV7ERAXY bOMRE. BHBICIEC T, BHEAICE>THEYIC
REFTDZENLEHLV. BEREEFR, BISAFI—22ROTAN\—tF21 VT URTD
REDZEEZRET D —EDY A J)INDOFRZHR U TXELT DINENS D, FRDHTIVY
(CE. RUS— Tw>3>, BEREDOZ IT>5F—-T53AX7—F+570Fv. SDLC. X(&
B2 E, RD-6 (BHIHMERT Y TH) THHI LIZHNREOEENSENDBIEEN H DN
INSOHTTUADBEDFR G, BEKICK D TRELERDAREEND D,

HAN—CFa2 VT B TSAFT—2DEDFE LT, 2DDEBIMEEFTHF T TS AN
BFEOHSEHSDEREZRRKRL. TORER, FEDIR—F FOBHEARENED DT ENES
BNd. COBE. UISATVOHERSTZET. IR—F> COTTRAERUTEECHNT
MESSIENRE T B RIEEEN B DINEDIHZFHM T DUREBNE DD, CDIFIUATIE. OI2R—F
> FOHEARENS., BIENRIR—FR NOARBHNRETDIAEEN DD, BEODOB TSV
PVITNEBEESNTUORWVNGS., CORRBICKD. DDA R—R FDOTEENARERE (TR
2N DD, BEEDRYS —THRBERH I R—F NOFEAMERESNTVSIIEE, CD
BRICEDT. BEAIZI VI IO —XEW/EI CENTERLLRDUEEN DD, HTSA
FI—>DZEE. PEOHEEZEDIRREUVTRETDCEEHD. PAEEDEE(L. F(C.
TTOFEE EIERDEDHR THIBEANDFEIEOBELZ 4 SIBEIC(E. EXRFEEREFT
AJEEMEN BB

FEAKE, MEHNEROBRZANT. FERADEL NIV TEFO R TT7TAAY MM ERRRI(C
EHITDZLICNAT, BVEAXY bREOFREZRET DT EMNLEFLW. FBRAICE. VY-
ADu Y. BITSAFI—22ROYA/\—tF+1 U5 URIDEL. BRKE, XEF=ZvS
A DWHENSENDEREMENHD.

EREMNRN(CITDEDICE. HTISAF -0 /I\—tFa1 T URITIRZT A MDIR
JZ. C-SCRMIBE EWSHE TEEARRRDEBREE LA DNENDD. HRE(E. RENRE
DEBD_—XZEBETIDIICT—SUTFTBITENEELL. BIXE LANIIOBRBRES
ANDIRET(F. C-SCRMEL&REH. X%, BN RUOBTSAFI—206080/\—ttF2
UF4 URIADBRE (TIVAR—Zv—) ORENRLAN)LZ, BEASEROENLNILTERN
FTRIENTED, MEWRE(CE> CERAAETHEUTHIBECE. TS LANIL2RUL
NI TEEREAEDIRZMNE LI DN EDERICERELHTRIIENTED. HEDT—
U %ZIEITDIEHC. BEDEMHE. RETRE LHH U TERSN. BENWIRNH DR
HWTHDEZEEICTDIEHICTERNICERIDIENEF UL,

7 Ty NRUEEREMSF
FERI BERXTYITDOTAN—CF21 VT4 BTSAFT—>DF7I Ty h%EC-SCRMETH

(CHETDZENLEFTLL. COETEIE. BECISUTHHEME. 7TEAXAY b ROMIERT Y
TOMEDRUEEADA > Ty b S,

B RAERAYTSATEE BRI LU TEREITEZ VTSV THD. CORTLDLAILG, BE, HENERL
TEOYTSAFI - BERREL. CNSORECESUTHTSAVZEBREI D LCL> TEREND.

343



NIST SP 800-161r1
MiEE H : BE

RETJEERUR D
(acceptable risk)

#AEHE (acquirer)
[ISO/IEC/IEEE 15288,
adapted]

$AZE (acquisition)
[NIST SP 800-64,
adapted]

&= (agreement)

RoliER
(authorization
boundary)

[NIST SP 800-53 Rev. 5]

SRR HEPRD D S 1B H
(authorizing official)

[NIST SP 800-53 Rev. 5]

ERRH
(authorization to
operate)

[NIST SP 800-53 Rev. 5]

~RN—R54> (baseline)
[CNSSI 40091

C-SCRM &5
(C-SCRM control)

AT LRUVHEBIBITEZYTSAF—2n
HAN—tFXaTA)VRIIRAUDTSIT 4R

ER

AIC L O CTERNTLEYRTEIFERVY R THEEDEH (C
INFED. BMOER. BE. XIHMEANCHTDIEREIXD,

HEX(FY - EXZEE X (FFRET DRI T>FT 1T .

BEICF. HEX[EY—EXONEERHIITITOEINSHA
0., BHIOWHEMROTT TEND., BRXEIY—EXZEET
BTOTCRDIRNTOEBHEZEND.

EBLOBFEMZRITEIND. XEEFER TERNBIESNDER
DERZADIHEAR. F 1 228, BE. X(IER

RIMERDHD DIELHE(CL> CGEAZRAISND. [BERSAT A
DIARTHOIOAR—F> by TNITIE. BRS AT LADER SN
TWB, BRI ESNZS XTAIESENRL.

BT LDEM. XFIEESNZ—EDHBEERRDER
Z. BUSHBEDER (v 3>, HEE. 1 A—> XIFEH=
20) . BEHEOERE. BA. oM. RUERICHIDRZ
BORERURATLANIILTRET S (TRHE, EFZE&D) 1R
89 3. EPBHOEEX(IFHEL.

BRSNE—EDtF1 YT« RUT S/ —ERRDENM(C
BOE, BRI RATLOERZRA L. BUSHKEDER (v
3. HEE. A A—> XIEFHHZED) « BIFHEDEE. 8
A MO, ROERICHFT DY IZRARNICREI DD
(C. EPBBFOEE(CL D TFENDIEE LOIERIRE. 580]
(F. BUFHEDIEIRS AT ALK D> TRASN DI HBEERRICE
BERETND,

OIRRICHITD. BIRSRATLD/\—RDT7, VIRDIT
7\ ;_QN_Z\ &U%EY%O

BISAFI—22hDOTA/)\—F1 U URXTDERI DA
g RO/ RIEA 2D b /HERZ2RRD D W (SHR T 288
TEHSNIZFIHFERXIIHR,
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S

BISAFI—2ICHITD
BAN—F+1UFr RE

(cybersecurity
compromise in the
supply chain)

YIS FI1—2240D
BAN\N—tF+1UFr URYD

(cybersecurity risks
throughout the supply
chain)

BOSAFIT—>0Y1)\—
EF1VUFA URITPEAA
>~ bk (cybersecurity
supply chain risk
assessment)

BISAFIT—>DYA)\—
EFIVUFr VRIIARIA
> bk (cybersecurity
supply chain risk
management)

[y cyriil
(defense-in-breadth)

[NIST SP 800-53 Rev. 5]

%1k
(degradation)

BIRE (developer)

[NIST SP 800-53 Rev. 5,
adapted]

AT LRUVHEBIBITEZYTSAF—2n
HAN—tFXaTA)VRIIRAUDTSIT 4R

EH

BISAFI—2EEEFdITAN-tFa2UF01>>F2 b
(BEELEFEND) F. ZRTARXFEDSRFTLMMLE, R
7. XHMXT DEROEEME. T2t RISEAMELNERICE
5N, BISAFI—HNTOERETHD. TS FT
—2A2ITU NI SRT A B XET-ERDSATY

AOIVCHITDEDEETERLE T DulRetEN'H D,
Ei =]

BISAYv,. 2DBTSAF—> Hm Y—EXCEETS
BEXFIEREOTREN. TS FI—>2ROT1/\—tzFa
UFURDG TS5 FI—22@BB 3 38-mRUT—EX
DR(CHDMHMUEXRFIRE (TIAR-—v—) Z2BHIDE
Bi. 135UC, HTSAFI—BHROP(CH DS (FRE
(ZORAR—2v—) ZBRATIBEBNSELD.

BISAFI1 22O\ —tF21UTrURD, ZNED
HESFDERIDPI S, RUBENRA /(T bOERRIIIR
P

Ho

BISAFI— 22RO A/I\—tF21UFT4 URINDRE
(TORR—2v—) 2ERBL. BYRWICERS, RUS— T
OtX. RUFIEZRET DIzHOARNRTOTEXR,

S @ NIST oHERYIDOBR . SCRM XU C-SCRM (E UftE%
XK., THUL. NIST B SCRM DY~ /)\—tzFa1 US> OAIED
HEWRD TNBINSTH D, MDMEME. SCRM (LT, AH
MRADDERH (CSENRVBIDEEZERA L TLDOIEEEN S D,
AEMYITIE. SCRM ([CHBIFBDH1/\—tzF1 U5 LS OAIm
D% < (FH/> TLVRLY,

SRF A ZY D=0, REBITTZR-R> bDSATHA
DILD. ZRT L 7Y D=0, RIIREDEERUHRE. ®
B, B8, HAHUT. SATLOHE. DEL EA. RSF. RELE
Z2VHS5WIEMET. BRAMTEBRSEEOIURIZRE. B
B, RMERTDdCcz2BNELE. Z<DOEMDEFICODLED—
EOETERIN DARRIYINEED.

RENXEF/NTA T ADET. ZOETH5IESRIENDTO
tzo

SRF A PRFLAOUR=R> b RIFSRFLY—EXDH
HENFREEE. SATLA2TITL—F5, UTSAVRUH
ROBREEEZSO—MAE. > XF A DR b X(&
H—-EXDORFEE, HEREXENEI> T« T &2 L TITOD
N3oIEEN S D,
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|:: B
E3% (element)

HEEA—)\—L 1
(enhanced overlay)

RE (TVRAR—>v-—)
(exposure)

[ISO Guide 73, adapted]

NEBRAFTLAY—ER
(external system
service)

[NIST SP 800-53 Rev. 5]

NBRFLH—ERTDON
14 (external system
service provider)

[NIST SP 800-53 Rev. 5]

B#(COES (fit for
purpose)

[ITIL Service Strategy,
adapted]

ICT/OT BEnH—EXTO
J\1 % (ICT/OT-related
service providers)

1>\~ (impact)
[NIST SP 800-53 Rev. 5]

5B SR
(Information and

Communications

Technology)

[ISO/IEC 2382, adapted]

BESRAT A
(information system)
[NIST SP 800-53 Rev. 5]

SAIT91O) (life
cycle) [ISO/IEC/IEEE
15288, adapted]

AT LRUVHEBIBITEZYTSAF—2n
HAN—tFXaTA)VRIIRAUDTSIT 4R

EH

HISAFT—>28% (supply chain element) =&8g,

FA=N—LADENCHEHELIETOEX, BER, IR, ROH
ENIRRENAI A ZEIMT DA—/\—LA,

AR/ RERFT IR NIRRT (CEBENBDEEL.

SRS —EXTO/NAF ko TRften., T wELRtE+a
D74 ROT S\ —ERROEMIIERROBIEICET
BPTAAY MeBEEEETERNSATLAY—EX,

BB, BXIRE. NEEEHTE E2N. BTHERE. BER
EREICKDED) . SALEIREHN., RO/ XEPTS5AF
—>DMIRE, BRLIGHEE CEEEORBZREE D THREBICH
R LY—EXEREEITZTO/INAS,

BHX(EH—EXLNIZEEI S EDTETDI IO, 7
A7 A IT H—EXREZFHAT D HIFFARITERETND,
Br(CEE (fit for purpose) 9Bz I(C(E. BEEIRERET. =
=, BIER. RUMRTFHWETHD.

ICT >R AXIF OT AT LNDFRR SNz T IR Z2ETT]
BEEN'SD DY — ERXRZ R T DHEMMEA

BIRX(FS AT LAOKEM., T2, X(IeTAMOREN . Bl
DEFS. HMOERE. BA. OB, XIIER CREDEZRZ
2RELONGZZED) (CRIFIFE.

T—IRWBEROF v ITFv. RiF. RR, LE, TR KK,
R, R, B tFaUTr. EME BEIT.

IBERDUNEE, AL, #ERF, A, #HA8. k. XIEREDTH(C
ERIESNTZAERI D—EDBIRY Y — R,

ST A B U—EX. OO b XIFZOMD AR
YERR I DL T« T+ DELIBIE,
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S

DI (likelihood)
[ISO/IEC 27000]

SE% (materiality)

1) KEZESFHHFRCXD
TSC Industries xi
Northway D45,

426 U.S. 438, 449 (1976)

2) Commission Statement
and Guidance on Public
Company Cybersecurity
Disclosures (XS ttDY
AI\—tFa21 )7« BxRICE
IIERESFRARVUHIYT >
A) . KEGSESGIZEES
17 CFR Parts 229 and 249
[Release Nos. 33-10459;
34-82746]

Ho1—Y
(organizational user)
[NIST SP 800-53 Rev. 5,

adapted]

ZA—)\—L 4 (overlay)
[NIST SP 800-53 Rev. 5]

~RF+49U— (pedigree)

AT LRUVHEBIBITEZYTSAF—2n
HAN—tFXaTA)VRIIRAUDTSIT 4R

EH

(CIVaNA ST |11 N

1) KEZSFHHPIN TSC Industries X3 Northway (426 U.S.
438, 449 (1976)) THAREICRUT. EEMHDE%E (HDIEE
(&, IHEHRTZE T IRIC [GENOKRENCOBEZERLEE
ZDAERENNRDFEVN] HBE. XI(E %RED [FIAIEERIER
D [2HNIPRE] 2B UKEESEzE. SENRISERNE
RIZTHBD] BEIC. EETHD) »

2) BAN—tEF2UTADURIRXEA>IT> hOEERN
F. ENSOME. BE. RWBENRER, FICERESNTIB
R XFESRIARUEEOFEBERCEET DINEDSIMNCKD
TRED. YA/N\—tF2 VT DURITRVA 2T hDE
ZME. TDLIBA ST MEIESRIIHEREDS DIEE
DEFE (CHMRF T D. HUTF. BEDOFTH. HBERE. BEXR
UNRZA EDOBMRICH T DIBEDEN . KEMNBATHBERUOKE
EBBFEE. ROKREUNOHFICLDREEEZZO. Fn
X (IR (CEI T DREX SHEEDIIREMNEEND.

AMOERE. XIFHEBNORE LRFDOHICH D ERATE
AT, PIRE, FEEE. BEWFRE. XIIHIOMEM SHHRI(C
RESNIBEANEEND,

F—SUITOCRARICEAEIND. TF2UFTaXETSA
IS —BIBR, IGEBER. HEHAY >R RUZOMDHERE
IBROMARTH DT, CF1 VT BEBR/RR-AS1 =5
(RO, ES5ICHE) 932&&2BMELTVND, A—/\—L o
DERRIE. TDEF21 VT« BIBRNR—-ASA 2 DOEELDEL
CTHEBBULKRLSTELL, EHDERIATACERTSIC &
NTE3,

Fifft, ®HRRUOY —EX OB EREOWREE (ZYMEHER) &R
FSAOU—EEDS, YAPUOILY ROZORDRT T —IC
(&, OA>R—> bOMBHERDEEND. VI RNITT7DORFT
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S

095 LAIR—v
(program manager)

¥EE (provenance)
[NIST SP 800-53 Rev. 5]

BB XY (residual
risk)

[NIST SP 800-16,
adapted]

U2 (risk)
[NIST SP 800-39]

URD&WFE (risk
appetite)

[NISTIR 8286]

URXDIL—3v4 (UROID

##87») (risk framing)
[NIST SP 800-39]

UROIRSAZ b
(risk management)

VRO (risk
mitigation)
[NIST SP 800-53 Rev. 5]

AT LRUVHEBIBITEZYTSAF—2n
YA N—F2)TAYRIIRSAVDTSITAR
ER

) —CF. BFEDERICHIFTDRAR—F> bD)\—-T3>
HEEDA—T>YV—-O— REOTOTSAIHYUID— ROWER
NEFEND. RT0TU—F. STISATVHREITIRNGE. b—
EX. ROEMORNERERN &SRR CDVWTERIT DRAEBNEINT

HDEVNDTI TSR =T B,

S AT IFEE (system owner) Z=Z83,

SAFARFS AT LAOAIR—R> MRUBHEST -5 DIER, B
R, FBE. B, ROEBOFR. oo AT A JI2R—
R b RIFBEEST—FEPDEDTD. XFENSZEETD
IZDCERASNBHERVTOCAEEFENDHENHD.

BIER/SWRIMBEASNIERIREL TV URY,

BENRRAREBRICEIODTCIOTATANBNSNDIESL)
DIEFETHD., BE. UTCIECTELETD. () RRXIFIEHR
NREUZHSCECDIBERA/NO N RO (i) FBEDODIEE
o

[*Efk]PMEMEZIERT D L TEATREI D, LLLANILTDY
RO DFEENUE,

HBOIUROIRZAS N7TO—-F KT D, —EDIR
E. BHIRE URIOHEE. KMBEIEL bL— RAT,

BAHEDETR (w32, HEE. 1 X—2 FFHZ30)
BASHEDERE. BA. o, RUERICHIDIRIZE
B93dnT005 LR /R—TOER, URTEEEE
DIRBOWIL, URTDTCAAT ~ HIESNTZYRTA\DH
IS ROUXODERICHIZDERNEFEND.

DRORIRZAS NTOCAN SR No@EYR ) R OERE
R WROBEIRALAT T 0. RUFEH.
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S

DRI (risk
response)
[NIST SP 800-53 Rev. 5,
adapted]
U O et

(risk response plan)

UXDHBE
(risk tolerance)
[NIST 8286, adapted]

E 1S/
(secondary market)

TF1VUFr EHER
(security control)
[NIST SP 800-53 Rev. 5]

VI oI 78RR

(software bill of
materials) Exec.Order

No. 14028, supra note 1, §

10(3)

BIS514Y (supplier)
[ISO/IEC/IEEE 15288,
adapted]

[NIST SP 800-53 Rev. 5,

adapted from definition of

“developer”]

BISAFI—>
(supply chain)
[ISO 28001, adapted]

AT LRUVHEBIBITEZYTSAF—2n
HAN—tFXaTA)VRIIRAUDTSIT 4R

EH

BESNZVRODRE. OE, &/, 8. XEBEZTI
HOD, BN TIERICEDVTRERGITE.

BRI—>I> MIXDRHEDHISEDERMNKIIUIBEDHE
ERFEROME. WONCEREES R U C-SCRM EIER.

B (ERT—ORILY - ENEER T DT (C. YRT D3
ISEHDNERFR(ICEDIRIVZESIEMPTETCVIES
LYo

AWNTRV, BAISNTULRN, XEBERSNTULRVRER
E%O

BIRSRAT LRV ZDRHROEENE. T2, RUTTA%ZRE
IBEHIC, BRI AT LR (TR U TRESNZFHFE
X(IFFR,

VI MDD T 7 OBEICERASNDIHRAZ R MR- SOFFER.
RUOBTSAF -2 BFpaaCERNRRE. VI DT 7R
ERUNRA G, BFEOA-T>Y -V I DT 7RUERY
IO 7DIAR—RY hEEHFEDE TRRZEDZZENS
W YIhDT78mEX (SBOM) (F. HIRmMADINSDI
SIR—R REFIFELEEDTH D,

HEXEFT-EXOHEICEHL T, BBEXEA>FTIL—5 &
L= FESHEB X (TEA. CNCE BTSAFT—>ADIAN
TOYT AV, AT AL SRFLOAIR=RT b XIEFZX
SLAY-—EXORREXFHREEE, S XATLM>FTIL—5,
BITS5Av. HmOBREE, RUOY—R/N\—F1D/(—hF—
naEns.

HmRUY—EXDFENSIBED. S ITTATILEKRICK

SN TNTNOHEBNHEEE THDERDBBOBMBIICH TS
Y —XETORO—EORRUDE,

349



NIST SP 800-161r1

S

BISAFI—2ER
(supply chain element)

IS4 FI—2>URDEHR
(supply chain risk
information)

[FASCA]

AT (system)
[NIST SP 800-53 Rev. 5,
adapted]

AT LRUVHEBIBITEZYTSAF—2n
HAN—tFXaTA)VRIIRAUDTSIT 4R

EH

SAFLARVZ R AOIR—R> bOMRKRFE. et ®IS,
G, WA, Fie. BERAKORST. KU/ XFERICFERASND
%H%ﬁﬁ\ I\/7__’r7__’f\ R(;\\J_)I/o

ROEDZHARIFET DF/EHRZEOH. CNSICRESNZ
We (1) T—IRWERS AT LADIHEND T DR 2 EDX
SmBEOHKE. (2) YREEMERAXEA>Ab—ILensd1
—YRIECHT3ER. (3) HEEMNREEZFESDIC
HERGIMATEDHEEH (I3H5, BISAFI—>27>a7
S2X) . (4) HERICH T DHEDREXR (FFE (F] : SHE
DFfiEE. MERENEDI > T+ T+ ORICHITDIAFACH
DREUDE, HIGRNARZE < RIIFXZITOHEDENK
#) . (5) WRHEHWROEACEHET D, ERZERE. EL
ZERE, RO/ XEEROEEHKEANDTE, (6) EFHHA
DIAF A TOTS A RIFHEEROMESEMHE.  (7) WHREER
DREBLIEDHE. (8) HEBOEBREZI VS 3> ICHTB.
Hm, M XEY—EXDEX. B XIERECKDIBEN
RA )OO RRIEE.  (9) BENRA /D RX(TEEDOR
IO FE, XFSRTLDEATEE. (10) MREEKRU=E
DEERGIREDF T —>DFa1UT v BEIEE. TE2H.
(11) HESNEUROZERY D8N, (12) BT SAF
I—2URTBROEVC &L SHEEREE. (13) MHRMEX (T
FMEROTF1IUT 1. TEE LZUIDX mE. fiEW
EfRE. XEEEMDDHICERBICAND TDMDHS5DDIE
R (14) LEDOBROEN. RUBTSAFT—2URXTDR
TECBHEY D LHE NS T DMDIER.

1 DU EDBARESNZBENZEMR T DIcs (CHRk =N/, HHEF
RI3ERDHEH»EDE,

F 1 SATAICEBZLDOEEN DD, HIZE. FBROYFHRA
BOBHRS AT A B8 - Hlill - BESRXTLA. BEEZ1—
JU. BOULIBEE (CPU) RUOITS T v oRTOtYHR—
R, EERFEHS T LA, RITHES T A K25 208, RO
HEEHS AT A, EEMESENEES T A, &t - BT -3
BEBIS AT A V—3vILRY NDO—F 2T RAFLAREND
Do

E 2 S RTLADERCSITDIHEFEARAERICE. /\—FDT
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S

SATLATSATPIOR
(system assurance)
[NDIA]

SAFLAIVR—R B
(system component)

SATFLRFESAITHALON
(system development
life cycle)

[NIST SP 800-34 Rev. 1,
adapted]

SATFLALTIL—H
(system integrator)

SAFLAPRBE (RITOY
SLIF—>v) (system
owner (or program
manager))

[NIST SP 800-53 Rev. 5]

&E (threat)
[NIST SP 800-53 Rev. 5]

BT (threat
analysis)

BET7ZEAA> M (threat
assessment)

[NIST SP 800-53 Rev. 5,
adapted]

AT LRUVHEBIBITEZYTSAF—2n
HAN—tFXaTA)VRIIRAUDTSIT 4R
EER
7\ yj '\IDIT\ 5:_9\ AFE?\ thX\ gﬁﬁ\ *j*g‘l'\ &U
BAREDOYIBNT> 5+ T4 HEFEND.

I 3 SRFLADEENCE. AT AL - AT - SRFLXNEF
n%o

SRATLAPBRUZESDICHEL. BRNNIFERBIHNZRID
9. SATYAOILDEDERICEZ AT LD—EE L TERETX
(FHBASNITBRATIRERMESEENTRNEN D, ARBLE DHFESE.

S AT LSRN ERR7Z TR S BB DFF TE I RE /R BRI & EE X (L]
il - BRMEE. /\—rDOx)7. VIO, KUOT7—A
DIV ESOEEEN DD,

SATLICEET DEEDEEHE. > A5 LDKME. FFEEES.
Ex. BERMMRST. RUBRNIZIERZZEU.

ARSI LFFE. TAS BA. RMRTFIRE, hRAIIYA XN
JeB— EXRZEVSE (CIRM 9 DRk,

SRATLADFE. FFE. HfiE. BE. XSERARVRTERCE
FefoBsEE.

BIROARIET TR, IR, KAL) A R/ X(ET—-E
APECELD T, AT LZE U THEKEOER. HBO&E. 1E
A iR, XEERICHEERA /T hZEEZS I aEEED
HDIRRAX(FFESR.

BRI7TZAA> N (threat assessment) ®&88,

S AT LR (FHBE (3 I D BROIE R TR A U,
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S

BEES (threat event)
[NIST SP 800-30 Rev. 1]

BREROER

(threat event
outcome)

BRD>FUA
(threat scenario)
[NIST SP 800-30 Rev. 1]

BEiR (threat source)
[NIST SP 800-53 Rev. 5]

iEAY (transparency)

{S# (trust)
[SwA]

manESEHt
(trustworthiness)

[NIST SP 800-53 Rev. 5,
adapted]

2SR (validation)
[1SO 9000]

REE (verification)
[CNSSI 4009]
[ISO 9000, adapted]

TWHE (visibility)
[ISO/IEC 27036,
adapted]

AT LRUVHEBIBITEZYTSAF—2n
HAN—tFXaTA)VRIIRAUDTSIT 4R

EH

LFULRBVERRIEA2/ID M a5 ST HEMDHDESR
XIFARSTo

FESSTE(CER T 2BEN . MEMDER. BE. X(IMEANDHKE
M. w2 RO/ XEEARICRETRE,

HDIFEDBRIR. XISEHDBRHIRICEEM TSN, 898
(CEFRITIERFAS (T SNTZ. —EDERIDBRFER.

fessttz BN (CEBERI S LZBNE ULEBRARUGE. X
BFRNCHEMZ IS I AN S DR KU E.

aJfR% (visibility) =&,

HDEZRNBIDBERICHUTHD. ZORIOERMNAFESD(C
&35S THBS EVLDSERE.

BEDAADEERITLU. BIDHETENEERZRZIHD. H
ZI>TATaDER. TA)IEUFTy. KMEFREECDWNTD
EREMECSXA. SXTA. XIIBEEOBHEOHBEMKT
HWRMEHEDE. AT LA SRATLOBEICEREIN3 MO
SIR—FR REED) B HEWPBIBRICH LT, TDRXT A
[CRDO TR, BF. XIHMEXSNDBEROMZME. T2, &
U E#IF I D ENEIF TETIESL.

BHIGHZIRRT D CEICLDT, BEDBRENZERAX(F
BEARICEIDEAMNBILESNTWD I L ZHRIT DT L.

x  BfPNEE SN
BHNGHHZIRR I DT EICKD T MESNZEHNELZEN

TS LZRIDI L,

I BRSNS O R T Y ROSELLY,
IS4, B, XIFH—EXCDWTIRETEDIEIROE.

RO, U754 F1—>2ZB U TCEDREREF TIDBERZEIST
ETDINDESL,
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FAsE EH

k&851% (vulnerability) BRRCKX D TEBRAXEBEESSNDBEMN DD, BIRSAT
[NIST SP 800-53 Rev. 5] & ZRTALFaUST 1 FlIE. RWEPEER, XERELCHITSD

EEj=
MEssEP ZAA> b F1 VT WROZHUEZHEL. TFa1UT 1 ODRBEEIFE
(vulnerability L. RESNEEF 21U [ROBMMEZ FAT DI2HDT —

assessment) [NIST SP SEEHLU, RERBCZOIOSBRWROZHEEHERIT DD
800-53 Rev. 5, adapted] D. AT A, BRXEYTSAFI—2DBEZRODAERRNIE

A
Ho
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MimE I - B%EE

A&A

AO

API

APT

BIA

BYOD

CAC

CAO

CEO

CFO

CIo

CISA

CIsO

CISS

CLO

Ccoo

CPO

CRO

CSsoO

CTO

CNSS

CNSSI

CONUS

PAN—EX1)TAVRIIRDAVNDTZ9T14R

FEAXA> NRUVERTE (Assessment and Authorization)
RaliERDH B3B8 E (Authorizing Official)

PIUs—23> - JO093=20 - A42HTJ1—R
(Application Programming Interface)

HENRNBINE (APT %) (Advanced Persistent Threat)
ESHRRA>I\ND 2 (Business Impact Analysis)
BAPFRBT I\ ADFF5iAFH (Bring Your Own Device)
H[BEFPOEAN—KR (Common Access Card)

EaESEEE (Chief Acquisition Officer)

REEEEEE (Chief Executive Officer)

mEMBEEE (Chief Financial Officer)

mEEHEEE (Chief Information Officer)

BAN\—tF1VUF1 - A12ISAMSOFVYEFIVTAF
(Cybersecurity and Infrastructure Security Agency)

EaEEtEF1 U5 HESE (Chief Information Security Officer)
HBAIN\—1>3F7 > MNEZIEHIME% (Cyber Incident Severity Schema)

EHEE

i
il

#& (Chief Legal Officer)
PITHEE (Chief Operating Officer)

i
il

TSI\ —REEEE (Chief Privacy Officer)

o
it

mEUXAVEHEEHEFE (Chief Risk Officer)

R+ 1UST 1 EESE (Chief Security Officer)

EEREMEES (Chief Technology Officer)

ERZ2FES AT LAESS (Committee on National Security Systems)

ERZLRES AT LAEESER
(Committee on National Security Systems Instruction)

¥KEAT (Continental United States)
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Ccoso

COTS

CRO

C-SCRM

CSF

Cul

CVE

CvVSss

CWE

DHS

DMEA

DoD

DODI

ERM

ERP

FAR

FARM

FASC

FASCA

FBI

FedRAMP

FIPS

YAN—EFX1TAVRIIRDAVNDTSIT4R
coy RO ZESZERBEESSR
(Committee of Sponsoring Organizations of the Treadway
Commission)
miem (MAAIY>1IT) (Commercial Off-The-Shelf)
ERUXAVEBEESE (Chief Risk Officer)

BOSAFI—2OBAN—EF1UFAURIIRZAS b
(Cybersecurity Supply Chain Risk Management)

BA4N\—tF*1VU51 IL—ALD—2 (Cybersecurity Framework)

EENRIEWERIBER (Controlled Unclassified Information)
3#*iEMESs 1Y 1 ' —E (Common Vulnerability Enumeration)
@SS IS X7 A (Common Vulnerability Scoring System)
3B R Y1 —E (Common Weakness Enumeration)
EXZ2FE4 (Department of Homeland Security)

E5#RAY20ILI NOZORT7IF74 EF A
(Defense Microelectronics Activity)

Ef5#4 (Department of Defense)

Ef5#& IS (Department of Defense Instruction)
IA=TSAAVURIIRTZA> M (Enterprise Risk Management)
IA=TSAAUYV—-RTS5>=>% (Enterprise Resource Planning)
EFEREMA (Federal Acquisition Regulation)

BiME. PEAA> b Wi, B (Frame, Assess, Respond, Monitor)
EHERERLRERE (Federal Acquisition Security Council)

EREYTSAFI—2F1VUTaE
(Federal Acquisition Supply Chain Security Act)

EFEER (Federal Bureau of Investigation)

EFHURVERERIT OIS A
(Federal Risk and Authorization Management Program)

EFPIEERNIEMIE (Federal Information Processing Standards)
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FISMA

FITARA

FOCI

FSP

GAO

GIDEP

GOTS
GPS
HR
IA
ICT

ICT/OT

IDE
IDS
IEC
10T

IP

ISA

ISO/IEC

IT

ITIL

PAN—EX1)TAVRIIRDAVNDTZ9T14R

EFBHEFIVTA IR A ME (Federal Information Security
Management Act)

EFP IT SRiEFEE (Federal Information Technology Acquisition Reform
Act)

NEIAICKLDE. BB, XIZE (Foreign Ownership, Control or
Influence)

SfY—EXDBAN—EF1UF1 IL—-LD—=0770T7 71
(Financial Services Cybersecurity Framework Profile)

fitRER (Government Accountability Office)

BT - #RET—IT®|O OIS A
(Government-Industry Data Exchange Program)

BArRZERITEIRE (Government Off-The-Shelf)

20-)Vb - R>>3=>%0 - X5 L (Global Positioning System)
AZE (Human Resources)

B#87>175>X (Information Assurance)

THEESHM (Information and Communication Technology)

BEREERUEIE - ERRR
(Information, communications, and operational technology)

MEARKRIE (Integrated Development Environment)
BARM> A7 A (Intrusion Detection System)
EfESEFERE (International Electrotechnical Commission)
EJDA>HF—3v b~ (Internet of Things)

4 >4 —2v 2’0 R3)L (Internet Protocol) /f1fE4%E (Intellectual
Property)

5iEHABHE (Information Sharing Agency)

EFIR#E{L#18 (International Organization for Standardization) /
ERESIELSE (International Electrotechnical Commission)

15ER$%MT (Information Technology)

ITA>ISAMNSOFY - S4T5U
(Information Technology Infrastructure Library)
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ITL

JWICS

KPI

KRI

KSA

MECE

NISPOM

NIST

NCCIC

NDI

NDIA

NIAP

NICE

NISTIR

OCONUS

OEM

OGC

OMB

OPSEC

0SS

osy

YAN—tF2)TAIVRIIRDAVNDTZIT4R
15 MHAFEPR (NIST) (Information Technology Laboratory (NIST))

HRAURBREES AT A
(Joint Worldwide Intelligence Communications System)

SEZEMMISIE (Key Performance Indicators)
EEDYRXVU1EE (Key Risk Indicators)
M. AFI. RUEEHD (Knowledge, Skills, and Abilities)

HEICHHENRIEB(C XD TL2R2HES
(Mutually Exclusive and Collectively Exhaustive)

EREEFELTITOIS LERANY=17)
(National Industrial Security Program Operating Manual)

K EE 7 ESERTIRFSFR (National Institute of Standards and
Technology)

ExYrN\—F+1UFr - BEHKSE>OHY—
(National Cybersecurity and Communications Integration Center)

JERIRIAR (Non-developmental Items)
EPSEZEIRS (National Defense Industrial Association)

EXRBEHLF S 1T S>RAIN—bF—2vT
(National Information Assurance Partnership)

BAN\—tF 1 UF 1 BEDZHDEZREHE
(National Initiative for Cybersecurity Education)

NIST AFREI(IREIL/R— b (National Institute of Standards and
Technology Interagency or Internal Report)

XKEAXRLH (Outside of Continental United States)
HFETS> REEESE (Original Equipment Manufacturer)
E@EBBZE (Office of the General Counsel)

THERFHERB (Office of Management and Budget)
EAEF1YUFT+ (Operations Security)
A-=T>Y—-XYU1—>3> (Open Source Solutions)

F¥1UF1 B (Office of Security)
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oT
OoTS

OTTF

O-TTPS

OWASP

PACS
PII
PIV
PM
PMO
POA&M
QA/QC
R&D
RFI
RFP
RFQ
RMF

SAFECode

SBOM
SCIF
SCRI
SCRM

SCRSS

YAN—EF2)TAVRIIRDAVRDTS9T4R
I - FERET (Operations Technology)

BHm (Off-The-Shelf)

A=TON—BERERBIA —S A
(Open Group Trusted Technology Forum)

Open Trusted Technology Provider™ #ii&
(Open Trusted Technology Provider™ #i1%)

A=T> . -917T - FIUsr—>3> - €FaU5r - JOSTI b
(Open Web Application Security Project)

MBI ABE> X7 A (Physical Access Control System)
BAZRRFETESEE (Personally Identifiable Information)
BAFPAFT>5T«4T1 4R35 (Personal Identity Verification)
095 ALY%—>+ (Program Manager)

TOVSLIRSA>Y MAT 14 X (Program Management Office)
TEEHERUY LA h—> (Plan of Action & Milestones)

mE R/ mEE® (Quality Assurance/Quality Control)

RZBF (Research and Development)

EERIZKIEE (Request for Information)

REMK#EZE (Request for Proposal)

Ri5k#EZE (Request for Quote)

DROIAZTZAY NI L—LD—2 (Risk Management Framework)

d—RoOsEERRICATEY I MNITITFPSATPSORATA—=S A
(Software Assurance Forum for Excellence in Code)

VI Mo 78mE (Software Bill of Materials)

B RIEREESS (Sensitive Compartmented Information Facility)
HO'SAFIT—>UX1EEH (Supply Chain Risk Information)
BOSAFI—2DURIIARS A M (Supply Chain Risk Management)

HISA4FI—2URIFRZAEHMERE (Supply Chain Risk Severity
Schema)

358



NIST SP 800-161r1 AT LRUHBICHTEIHTSAF—2D

SDLC

SECURE

SLA

SME

SO0

SOwW

SP

SSP

SWA

SWID

TTP

U.S.

US CERT

VDR

YAN—EF2)TAVRIIRDAVRDTS9T4R
SATFLRAES A IY120)L (System Development Life Cycle)

VRIVBRE (TIRAR—v—) BiliDBERELCKDIPIN—T1IEVUFT 1 (8
7)) oB{tRUELE (3iiiREZE) (Strengthening and Enhancing Cyber-
capabilities by Utilizing Risk Exposure (Technology Act))
H—EXLANIEEE (Service-Level Agreement)

BEDEFSHMZK (Subject Matter Expert)

¥EMEE (Statement of Objective)

e AT —BMA> b (Statement of Work)

YFBULARYD (NIST) (Special Publication (NIST))
SAFLAtF1UFT5HE (System Security Plan)
VIRDIFPF7S21F75>R (Software Assurance)

VI MO 7HB4YY (Software Identification Tag)

T, 345, ROU'FIR (Tactics, Techniques, and Procedures)

(PAVU7) &%E (United States (of America))

KEI>E1—9RIRBF—A
(United States Computer Emergency Readiness Team)

Mesg1ERRERSEE (Vulnerability Disclosure Report)
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MEEJ: UY—-X
DT 0Y'S LR AR & DRI

NIST SP 800-161 MACHETIR(E. HKATHE (C KDBIFDEEASMARDIES). KU, NIST SP
800-161 DHEAREICITONTZ EDERRE LDREZETR(CIDTHIC. BL2D NIST H
R OZDMOERD THASN TVIEZZEICLTND, IN5DYUY —X (IR (CHHETT

Bl BEAD. ZRTEITITELITDLBEBLRBRHNSEBRUVEEZRET DHIC
RONR=ADEHREF1UT 4 TOTSLZBRT DDICHIID. ALRYIE. C-SCRM DEFH
R Ul DDA NIST SP 800-53 Otz1 U+ BIBRAHYOT LOEEUZRDIZH
(CRETOCRZER LU THEETSNDIFETHD.

NIST HhR#)

ARERDE. U TFDKS/R, FIEIREDF5IE LR ERIRMROT OO0 S AORHIR, O,
FIEINFRZ(CRESNITH UVERYZER LTS,

e NIST HA/\—tF+a1UF1sTIL—-—LDT—2 (CSF) /\—==3> 1.1 (NIST
Cybersecurity Framework (CSF) Version 1.1)

o BEEDN. KU B2/ RIR—R MRIEFSRFT ALK TS C-SCRM JEBID
XA—-E>J=ET DIzbDEFIEIRUVEIAE (FIPS : Federal Information
Processing Standards) 199. &EHBIFDBIHRB LERS AT ACHITDEF1UF
« ¥EMFE (Standards for Security Categorization of Federal Information and
Information Systems) [FIPS 199]

e ICT/OT @ SCRM &BURITELAA> NTOTCR(CHET D/zHD NIST SP 800-30,
Rev. 1. URDT7ETCRAA> bDOEMDFSIZE (Guide for Conducting Risk
Assessments) [NIST SP 800-30, Rev. 1]

e NIST SP 800-37, Rev. 2. BRI R FT LARUHEBDIZHDURIIRZT A R IL—A
D—2 :tFa1 T ROTSAINS—DIedDI AT ASA IOV 7TO—F

(Risk Management Framework for Information Systems and Organizations: A
System Life Cycle Approach for Security and Privacy) [NIST SP 800- 37, Rev. 2]

e ICT/OT @ SCRM ZHURIIRZA MMANILKRODPIROIIAS A NTOCX(ICHESE
9 B/z6bD NIST SP 800-39. B+ URODER : . =Sv>3a>. &
WIBHRS AT L08R (Managing Information Security Risk: Organization, Mission,
and Information System View) [NIST SP 800-39]

e C-SCRM OIO>FFAMIEODETRIEAUFT—TUIIBEHREF 1T+ BIER
IRt 312D NIST SP 800-53, Rev. 5. #Hf&IBHR AT LADEHDOEFIUSF
A1 BRIV TSAINS —EFEBEK (Security and Privacy Controls for Information
Systems and Organizations) [NIST SP 800-53, Rev. 5]

o BIERN—XSA4 KU C-SCRM DB F > A=A RILT DIz8bD NIST SP
800-53B. #f#EIBRS AT LADIZHDEERN—XS 41> (Control Baselines for
Information Systems and Organizations) [NIST SP 800-53B]

o HA/)\—BRIBHRIEEREBZBOEIIRUSIONA RSA > 2RI D/zbD NIST SP
800-150. HA/NN—BRBEHROEBDIZHDHI 1 R (Guide to Cyber Threat
Information Sharing) [NIST SP 800- 150]
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e C-SCRM OtzF+a1UF4IT>=7YU>JDAEICEATDERNRHAE > XCDNT
(&. NIST SP 800-160 Vol. 1. S RFAttFa1UF4IT>>=77YU > (Systems
Security Engineering) [NIST SP 800-160 Vol. 1] XU NIST SP 800-160 Vol. 2,
Rev. 1. BA/N\=LZUT> MRS RAFLADORFE : SAFLAEF1UFT4I2ZT7Y
>4 7770 —F (Developing Cyber Resilient Systems: A Systems Security
Engineering Approach) [NIST SP 800-160 Vol. 2]

o CUIl DHZMREDZHDHR=NDITF 1 VT BHICDULTIE. NISTSP 800-171,
Rev. 2. IFEMBAFEBE KU AT ACHITIEEMNRIEFEZRBIR (CUI) DIRE

( Protecting Controlled Unclassified Information in Nonfederal Systems and
Organizations) [NIST SP 800-171, Rev. 2]

o CUI DB REDZHDIER NDILREF 21 VT 24T DULTIE. NIST SP 800-
172, EEMNRIEMERIBRZIRE T DI2HDIREF 1 U+ E4 - NIST SP 800-171
D##E (Enhanced Security Requirements for Protecting Controlled Unclassified
Information — A Supplement to NIST Special Publication 800-171) [NIST SP 800-
172]

e C-SCRM D—2UJA—XICATB NEVIDHIBAZBEZAMKT DFERELTD NIST
SP 800-181, Rev. 1. BA/)\—tF+a1 U BEDZHDEZKE (NICE) H-1/)\—
TFa1UFI—-0TIA—-RXRTL—LT—72 (National Initiative for Cybersecurity
Education (NICE) Cybersecurity Workforce Framework) [NIST SP-800-181, Rev.
1]

e K Special Publication ZEHBEAFIEIRS AT LAFEOESTO TR (SERAT D D=
T EIRBDEZEERICDULTIE. NISTIR 7622, EHPBAFIEHRS AT LDIZHDEEZR
RYTSAFIT—2DURIIRZZA NT S5+ X (Notional Supply Chain Risk
Management Practices for Federal Information Systems) [NISTIR 7622]

o BISAVOEEEDHMliZFSIEI D/26HD NISTIR 8179, EERESITTOTCREST
U ST ARV R—2R NOBFENERIAT S (Criticality Analysis Process Model:
Prioritizing Systems and Components) [NISTIR 8179]

o REIDHICHITDHRIED C-SCRM DIEEIZEEIAT B7z8®dD NISTIR 8276, BTFSAF
I—2OPAN—URIIRZAD NCBIIDIEERTISUT AR EZNSDER

(Key Practices in Cyber Supply Chain Risk Management: Observations from
Industry) [NISTIR 8276]

o IT2H—TSAXURIIFZZA hAD C-SCRM DFEICEAT D2HRBE(CIERERMT
27z6dD NISTIR 8286, T>HF—TS5AXURIIRZZA & (ERM) DIzsbDH 1)\
—tFa1UFTs URODHBKRUVURIE (Identifying and Estimating Cybersecurity
Risk for Enterprise Risk Management (ERM)) [NISTIR 8286]

RERCERICLDIHAIR
ARG UTFESTRARGFERICEDHA I ISRV CERES TS,

o ITHEIEFER (OMB : Office of Management and Budget) i&Z (Circular) A-123
5. NEHHE CHITDIEEBEEDEME (Management’s Responsibility for Internal
Control)

e THEMEFERS (OMB) BEE A-130 5., HENUY -XEULTHOBEHROER

(Managing Information as a Strategic Resource)
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o EIEHTSAFT—>tF21UF L& (FASCA : Federal Acquisition Supply Chain
Security Act) . URILANILDOFBICKDYA/I\=F414/)EUF+ (§8H) D#IEKRT
\_E(CET 2 MBEE (SECURE) . 2018 FDIMMBHEEDEE IT & (Title II of the
Strengthening and Enhancing Cyber-capabilities by Utilizing Risk Exposure
Technology Act (SECURE) Technology Act of 2018) (2018)

o & (Public Law) 115 £& -232 %8 889 1. fFEDB@ENRUEBERD —EX X (34
22 D E 1t (Prohibition on Certain Telecommunications and Video Surveillance
Services or Equipment)

o EHETR (Federal Register) . 2 84 &, £ 156 5. FEDBEMUHEERD—EX
X FHEBRDEFIZE I (Prohibition on Contracting for Certain Telecommunications and
Video Surveillance Services or Equipment) . 2019 €£ 8 H 13 H

o EFFEEMEAI (FAR : Federal Acquisition Regulations) /{—k 4, HJ/{—k 4.20.
Kaspersky Lab (C&> CTRHEX(IRMMEND/\— RO 7. VI RIT7., RUP—-—EX
DEEFIZE L (Prohibition on Contracting for Hardware, Software, and Services
Developed or Provided by Kaspersky Lab)

o =EH&EBRT (GAO : Government Accountability Office) . AT 3 7RUSMEIREYU X
DICETIBRERVRYS —DERBEIE (Challenges and Policy Considerations
Regarding Offshoring and Foreign Investment Risks) . 2019 £ 9 H

o K#t9H% (Executive Order) 14028 5. EZRODBA/N—tFa21UFrdME L

(Improving the Nation’s Cybersecurity) . 2021 €5 H 12 H

o FEFHNS5IEZE SR (Securities and Exchange Commission) 17 CFR Parts 229 and
249[Release Nos. 33- 10459; 34-82746]  HASHtOB A /\—tF 1 US>« BRICEET
DEERFHRUIL A4 >R (Commission Statement and Guidance on Public
Company Cybersecurity Disclosures)

TOMDREBFFHRES
ALRRE. AT OHBHRBRERSEEN SEEHREF/ TS,

o S5HRARR (GAO) IREE. IBIRIGMT | EIBAMEIC LD TS/ FI—> U IER
DIzHDRBBEEMOEM (Information Technology: Federal Agencies Need to
Take Urgent Action to Manage Supply Chain Risks) . 20204 12 H. GAO-21-
171[GAO]

o [EH5#8& (Department of Defense) RUETLZEREZE (Department of Homeland
Security) ([CKBDYINITTFSATPSORABREBI—F>200)—TF. BEBICHBITBDY
TJRDT 77221752 R:BEAANDIRXUDER, (Software Assurance in
Acquisition: Mitigating Risks to the Enterprise) [SwA]

o [EBHEZFRS (NDIA : National Defense Industrial Association) . X A7 175
S ADIESHDI V) >4 (Engineering for System Assurance) [NDIA]

i, HARSA>. RURRARNTSOF4R

[NIST SP 800-161](¢. UTFZELH4 DERRE, HA RS> RURIANITSTF74X
XENSEERZRF TS,
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e EHMUXUKRBREIEB IO S L (FedRAMP : Federal Risk and Authorization
Management Program) . EHPBFDZHDI ST RS —EXDtF+1771t (Securing
Cloud Services For The Federal Government) [https://www.fedramp.gov/]

e EMRERNAUE EREKIZESE (ISO/IEC : International Organization for
Standardization/International Electrotechnical Commission) 15288 - = X7 LAKRUY
J RO 7#Eb - SRFTLSA TP 0)LTOE R (Systems and software engineering
- System Life Cycle Processes) [ISO/IEC 15288]

e ISO/IEC 27036 - &#ki%il - TFa1 VT« &Ml - BT S5A v EOBBRDIZHDIEHR T
F1YUF -« (Information Technology - Security Techniques - Information Security
for Supplier Relationships) [ISO/IEC 27036]

e ISO/IEC 20243 - |&#R#%4tT — Open Trusted Technology ProviderTM ##& (O-TTPS) -
BEEZRH ODUBREAINEHERVBEROERBICKLDIZEDER (Information
Technology - Open Trusted Technology ProviderTM Standard (O-TTPS) — Mitigating
maliciously tainted and counterfeit products) [ISO/IEC 20243]

e ISO/IEC 27000 - [EREAM - TF 1 UF 1 £t - BIREF1IVFT A NREAD M AT A
- F3& (Information Technology - Security Techniques — Information Security
Management System - Overview and Vocabulary) [ISO/IEC 27000]

e ISO/IEC 27002 - 1E#R$LAT — 1 U5+ £ilf - BT 21U T+ BIERDEERDIZHD
# & (Information Technology - Security Techniques - Code of Practice for
Information Security Controls) [ISO/IEC 27002]

e I—ROBEMMERICEAITEYINITIIZFZS2175>2RATA—S 1 (SAFECode :
Software Assurance Forum for Excellence in Code) (CKDVI I 7REHMTIL—A
T —77 (Software Integrity Framework) [SAFECode 21KRUY T MDD T 7ZEMDARR
NS5« X (Software Integrity Best Practices) [SAFECode 1]

o B4 /)\—UXOtH% (Cyber Risk Institute) . €@ —EXDOY1/N\—tF+1 U TL
—ATJ—070OT74)L J\—==3> 1.1 (Financial Services Cybersecurity Framework
Profile Version 1.1) [FSP]
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