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- NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
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field-based key establishment schemes;

- NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key

Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic
curve-based key establishment schemes and implementing “NIST curves” P-
256, P-384 and [Z#X. P-521, no other curves] (as defined in FIPS PUB 186-
4, “Digital Signature Standard”)

- NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key

Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes
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KHEFEZ TR VD iATP/28, K2 N— R P& D RTRETH S, ##4E
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201549 A 10 H 40 _X—




N—FRav—F_Xf2xpTFaTrrsvaryazZyrf) N—Tz3210

1198

1199

1 200

1 201

1 202

A IR, BRI U C, TSF 28 800-56A K& U8, % 7=1% 800-56B |2 &
LA T DT ONTOREHEN TSSIZEFINLTWD Z & ALRFEL 72
FAUE R B 7, ARFEahiZid, TSFIZ k- T X5 800-56A KT
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TSS 1%, M IC8EHZE (KMD) #8BEEA52 LN TX S,
KMD iZMftgE F IR TEBD, AF LR TINWLDTH S,

TAX P

M (X, STIERE MMT o 7B RIC K > T, ERREHFOT XA N TOH
A4 K& LT, [TheFIPS 186-4 Digital Signature Algorithm Validation
System (DSA2VS) | . [The FIPS 186-4 Elliptic Curve Digital Signature
Algorithm Validation System (ECDSA2VS) | . KO [The 186-4 RSA
Validation System (RSA2VS) | O#ET ARy 2 FIH L vt e
B, FHE T A MIBWTHRAERTRE/R T A b7 X ZETE D L
N, TNAFY XLDEFTE LDSMEL R > TWD 2 ENERSH
TWb,

45.2 FCS_CKM.1(b) HFE-@&ARCHFREM)

(0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
TR 7L
IRAFE [FCS—CKM2- 5o dfld—E =t
FCS_COP.1(f) K5 =1 E(#ERs B1b)]
FCS_CKM_EXT.4 JIiE : WS-8k Bl Ofif e
FCS_RBG_EXT.1 455k : By 5 #fE (BLEe > HARk)

7203 FCS_CKM.1.1(b) #£4{L : TSFIL, UUT D : EH#ELR LICEET 5,
FCS_RBG_EXT.1 THE INLELEE y Mepkas & i S - 5k R

R

128 B> b, 256 B> b IR » THRFREG S 2 B L 722 1T iR 72 5 720,

1204 BIHEDHER -
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1205 XS FPBEITHET = 1 AN > THEE LT S 720ICREF IS8 Ltz
o,

1206 BREET 7T A BT 1 :
7207 TSS »

1208 Ml 1%, FCS_RBG_EXT.1|ZFEak SA7-REREN E D X o ICEBY X415 00
IZDOWT, TSSIZFRIRESNTWNAZ LA RETHD, TSSEL B =a—1L
A DR N =AY AN

7200 KMD

1210 TOE 3% — R/X—TF ¢ DG TE B O ELEARITHKAT L TV D54,
KMD IZ, #— R/3—7 ¢ ® DRBG %% = — /L § 2 RECfEH S 5 B
=)L ERTAZPTBBREINTWDOMLEND DS, KMD IZE72, — KX
—7 ADODRBGIZV—FKELTHz T hr b —®IZETLIXUZD
AIFESRMIC OV T OB LR 2 Z L ENSH 5 Z &, FHMIiE L, RS
NOHEEN, FIHET —&% ORs 5,5 (FCS_COP.1(d)) IZHW 5
HEREKOPE—REFR—THHZ L EPRET S8, FCS_RBG_EXTIZH
7% RBGHEBED IR E/-IT KMD Z W5 Z &,

7211 KMD X, MHEE FIZEtii ST b,

453 FCS CKM EXT.4 ¥E3E : BF 584 B ORI

(0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
TAIREE 7L
IRAE [FCS_CKM.1(a) s B84k CGERFREE) | F721
FCS_CKM.1(b) 5 S8Rk CRIFREE) 1.
FCS_CKM.4 5 -k 3

1212 FCS_CKM_EXT.41 TSFi%., T RTOEXDOMERZ NS T A X— S8t
BONESEI VT A ANEXF2 VT ANRNTAZRLIIROARE Lo L&, £
NH R L 2T II R 6700,

1213 BHEDHER :

1214 [BFE-2 7 g = )7y oNTF X% (FFIPS 140-2 IC6600 T,
[RFBEF (TN S > T WEEES 2 —DEF=2 T s BEHES
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1215

1216

1 217

1218

1219

1220

1221

NIFSE L o0 EF= U7 v BHEIFHR (P, HERN 71 N— FMNFE
#t R INZ DT — FPIN ED8:F 7 —%) | &L TEHRESIA TS,

B IZONBEL 7o JE TR O Fl & 5 de, $#EIZD0 TlE, Al i
e, FCS_CKMAL &/ TIRES S Z &, #OHIE L TiZ, T/
#, 7~ X 2 X°BEV (K74 : Boarder Encryption Value : 5/ 4551k
18) 23b S, KFEHIRR P L— 15 FNSRE EITRITFE T Hi1TF
LR VIFFED KD LD L 0 RBEDPD S0 LILRy, €Hb6dD
FELE|ZIDE, NLT DN RS 0EH TS b, NEE
70 BRI EHZ 50 THEE DKM H D, PIZIE7 > 7 Il N X o7
— RBPE SIS T S 2R TES, L, TN Xakh st
DI N, BT AT VIZTEIFFJREL R 5P B D,

BRIET 7T 4 ET 4
TSS -

PN X, SR OB BITORE L) | ZORICHEES N D &
BENDHRETHDLZLDOEKRIZONTDONA LULREHEE TSS 32
92 Z &L BRGEE L2 T T 5720,

KMD :

AR X, SR OMEAT RO H BE 3 2 fEIR 0, W8 K OB B S AR B &
RN OWNTOREENEE LR (KMD) IZ5FNn Wb Z L&
REL R TR B 720,

FHEE X, BT TV A AR KMDICEENTWDZ L, BT 14 7
A T IZEERTBIR & IR T 20, SPEIR E O X5 1T s ),
BN ARE L o ERHIC ED XD IS NI DN EGEEND Z &
KMD 1Z31) 5 CEALIZAEFEICEI L T FCS_CKMA IZE->TWD Z & &k
AE L 72 72 57220,

454 FCS CKM.4 RE-SRk3E

(0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

TALREE 72 L
IR [FCS_CKM.1(a) 5 Z#A Rk GEXIFREE) . E72iX
FCS_CKM.1(b)5 =8 E k. CefFrg) ]
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1200 FCS_CKM.4.1 #ML : TSFIZ, LA N [E84R : NIST SP800-88, #HA& 4 L]
BT D, FHE SNBSS vE DRI

1223

1224

ERMERA TV ITOWTIE, BEIL, [BR : 77 XDEBRE [EIff :
RBEWESINEZ & FRIFT S EDMD AT =X A,

FEFEMHER b L — VoW TIE, SR, [BiIR @ 16, 3 EL LD [E
iR : TSF ®RBG (FCS RBG EXT.1 THEEIAELEBY D) LU >4
ANZ —2 FENG — A TRT — X RGO LEE 21TV, Z0

BORIR « FEARM LBRAE, 722 L1%AT 5 FIEIC KV ET SR s

2V, EEETFT—F ORI URIEN LK T 5BE. MBEIZHE®RY K
SNBRITFNIEERLRN

1205 JWHES T, BFSHEAEEE L 72T Ui 7e B 720,

1226

1 227

1228

1229

1230

1231

1232

B EDIER :

B IZONBEL 7o 7 THIFER OB & 5 ErIC D0 T, R Xhe
TGEDNE DE/NTIHEIMEA T VN TRFEINS Z &, T 6D855
(BT, L EIE, RELEICE D THEESIS LD E DICE S
T8 E, RELEIL, BEETHEDETDE DD GILEZIFENT L, #EFH#
DIRFED /= DD - < TEZESIEIFFZIZ OV TEE L TS, 1< DO0D
HERRDIA T T DLGPIFNZEZIRZR T 2B X5 HN— L TEY, Zh
(E Lo THER OB FI T — 5 DIEFHE EZEEIE L > THF B DORFEZ Al HE
ET B, RIFEATOHBEIICEEE FFEET S5 L&V HA— ML TR
WX P L—=HHli e /O TRIZFS N E T A AD 72 T~
T X F Y JIKSFR Zti 7 9T O DB LRSS S EIZHEE TS
&,

PREET 7T 4 T 1
TSS

A, EECEATEI ED X D ISR SN D INISHONTO/NA LyL
IRl A TSS MR 2 Z & ZMGE L 21T iT7e 5720,

KMD :

M L, SRR, oI, —FHRFEO RO & D5 (B 21X,
BLIURAZ Xy v aAEY, AZ v T FIFO) | KUMRFGITO%
NENDOLZATZKMDNY ART v 7L TNWAHZ EERIET HT-OF =
v 7 LIRRIT UL B0,

201549 A 10 H 44 ~N—3>




N—FRav—F_Xf2xpTFaTrrsvaryazZyrf) N—Tz3210

1203 pHMEE X, EMEIOZNENRO X A TR COREEES NS (B, v
AT NEREIRFIZ, U A TEEEERFIC, ®IEET v RV OUIRRRC, e
N A NVEOEEET ¥ XU K > TRE L IR o T2 RE, %) % KMD 2350k
LTCWDZ EEMEEL T IE R B0,

1200 RHEE X, R OR L=V DK XA TIZONT, FATIN DT
TOXAT (BEEHINEE, EeThEX, J0 X 7—0Th
Ex FHEFTeYIEE) BVART Yy TENTWAZE BBREELA
TR B 720, MEIORIFIHERAT 272D W OO R D 5 4 7
DAY NEESINDGE, FHMEE L, T2 BRFEEIND AE Y OF]
M BEETRRE B, (77 vva RICRFESRRERIIE R
Ta FEXTLHZLICLVMET D, NHOKREMNA FL— 7 3o
A2 FICARF SN AEHIL 3BT v X L% — T EEXIC L D%
TV, TRZEND EEXORNCARY = ZEFT$ 5] ) N TSSICi#H S
NTNDZEERFET DD F = v 7 LRTHIER B0,

1255 Pl 1L, ENENROZ A TOEME (V7 MU = TIZ L8 R L—
V. BEV, XRTU— R %) X0, RFGIT. SFROMIESEL
KMD2B YA RTY v 7FEINTWAHZ EEFRIET AT = v 7 Lgidiniud
AJSYAJAN

1226 T AP

1237 YT N2 T KRN T 7 — A0 =TI L DEEFEDIRIUZDOW T, 7HMm
FIIARFEREA T VICEA L CUTOT A R EEV RS RF U o7
W, FEFREME AT Y NOFEIX, TOE Z&EFRUIMNC L iEsEs b DT, &
FMEA T U NORIZONWTOT A NI, LLFDOT A MZoOWT,
M) I TEEKR UM B 2R L T\ D,

9228 T A M1 PHMEEIL, #EA2 W@ E ORFSAEEOM . TOEIZ L > T
HENTER SN TNDE NG LIV WH#HOT X Toa et —25H T, #n
WHREINDZELE2T AT L0, FrillEMRE (B, R~ )
ERHREY — v (TR H, vIalb—F, F) Oy Ais by EE
ALz s,

1239 TOEIZ & » THE A b SRR IR D8O i o v — % & D TR IE RS
DEFEZHOWT, FHEE I T 2T LT 5700

. TOEY 7 =T /77— TICTFNRN HERYHT5, £7-
VB E DT 5, Bk T A MERICBWTT AL ZAD A E Y
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AR TXD L9 Ry — LV OERAEZEDT A N2 ETT 5=
DOBND S iEEFEHT 5,

2. TEEXTED TOE NO#EOIE % Fldk 3 5,

s #1 KV EEE AW TS O 5 LALEE 2 TOE ICEIT S D,
o JEOHEEE TOEICFEITSH D,

5. TOEIZFATAAZIE S DT IR0,

6. TOEIZTOEDERAETU DA NRA T =T 7 AN~ T IH
%,

7 # THERR LTS F U — T 7 A L DOFF E#2 5B O8O E T
?ﬁ?‘jﬂéo

1200 AT THI TR NLDEDO A —NRONL NS, T A NI
L. ENLANDGEITRRE 725,

1201 RHMEIX. BEEAL SN TABIICRFE SN TWD b O EE S, HIH
IE—NEEINTNWDZ EEZRIET 5720, BEENROT X TOHRIZ
DNTART A MEFAT LRI B 720,

455 FCS COP.1(a) RfE#R{E (R Bk, 1B =)
(0.COMMS_PROTECTION)

TR E 7L

IRAE [FDPITCL = U5 ¢ Eik/e LRIHES -2 D 4 3K
— h ElT
FDP_ITC.2 &

S U E R SRR — g o
+

A by

O~ 1 = Vo~

FCS_CKM.1(b) IR 584z i eI FRé) |
FCS_CKM_EXT.4 #Lik : W 5864 B D
122 FCS_COP.1.1(a) 3#M{L : TSFiX., DL FICAET 5, FFESNZKET VT Y

AAL[[EUF : =D EIFEEDOE— R]TOD AES#{E] & 128 By R KR TX 256
vy hORSHEIIES T, BB ERMMEEZFATLRITER L0

- FIPS PUB 197, “Advanced Encryption Standard (AES)”

- [ZR . NIST SP 800-38A, NIST SP 800-38B, NIST SP 800-38C, NIST SP

201549 A 10 H 46 X—




N—FRav—F_Xf2xpTFaTrrsvaryazZyrf) N—Tz3210

1243

1244

1 245

1 246

1 247

1 248

800-38D]
B L DIER -

HIfHIZ o0 T, ST 1B #E /4, FTP_ITC & FTP_TRP D=0 IZ# K L 7= hy
B0 N2 YN — TS DD AES PHRET S — NEER TSN
FTHS,

BERIZ O T, ST fEEE 1%, FIMIZ 1S F— FICO0 Trl#e 7S 5%
GTHERT S N&E TS,

BREET 7T 4 BT 4
TP

R X, BRREE AT A NTABOA A RE LT,

"The Advanced Encryption Standard Algorithm Validation Suite (AESAVS)",
The CMAC Validation System (CMACVS)", "The Counter with Cipher Block
Chaining-Message Authentication Code (CCM) Validation System (CCMVS)",
and "The Galois/Counter Mode (GCM) and GMAC Validation System
(GCMVS)" (Z 415 O 3CEIZ http://csre.nist.gov/groups/STM/cavp/index.htm
MOAFARETH D) 1O ERREHFICBWTHIM LT — Ny e 7
A NEFERLARTIUER 6720, 2k, fHMEFEIE. 7 A2 NHICH
AEFTREZR T A b MVEAERTE D L) RRAFRbDE L THbNT
TNAY ZLDOBREEEZFF->TNDZ L EERIND,

456 FCS COP.1(b) RF5#/E (BRALER,/RIE)

(O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

AL E 2L

AT [FPPFC i = U @it/ ORHES I o o
A—h F T
FDP_IIGQ g %% !I ‘-—‘: , E,lﬁ;é f\/ ’; %[ %%*‘“__ g @ F\ /
S SICA NI £ 3K
FCS_CKM.1 ()l i 8k k]

FCS_CKM_EXT.4 Lk @ 5584 Bk 3E

1209  FCS_COP.1.1(b) #£MMk : TSFIX., LLTFIZH-~ T, BEBA T —E R AT
LTI b - PRIR
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. T PENEEL TTY XIADSA) THELE (modulus) FY
[BIfF : 2048 & P EEIZTEHLLE] DB D,

. RSA F ¢ PHNEL 7/ = U XATDSA) THEL (modulus) 7%
[ Bt : 2048 " P EEIZTERL L Db D, FEiE

. PEHERT r X NEE T T Y X LECDSA) TREDN
[HlFt . 256 " P EEIZTEALLE DB D]

1250 THU, UTIZAEETHLOICHEST, : [BIR :
151 =R T PHNAELTNTY A
- FIPSPUB 186-4, “Digital Signature Standard”
1250 & —X :RSA 7y FHIEEL T T XA
- FIPS PUB 186-4, “Digital Signature Standard”
1253 X fEIIHIIRT o HNEE T T Y XA
. FIPSPUB 186-4, /Digital Signature Standard_/

. TSF /%, /NIST #1#%) P-256, P-384 K& CF[E4R : P-521,
DM DHFRZ L] (FIPS PUB 186-4, /Digital Signature
Standard) TEFHEIILS LB V) ELE LR2ITIITR 57000,

1254 o
11255 B EDHER -

1256 STIEHEE VL, 70 SHENEZEFETT SLEDICERLI T 0T X
AEEINT BZRETHS ; —DLLEDT T XA PF A GE 2 55
i TOEREETET B 7E DIZRKEA K VBT TS FCS_CKM.1 ZE1F)
FROIRLTENETHS, ERLET T IAZO0 T, ST 1E#k
FNTED TN T Y ZAZFERESFL7oNT A I FIEET S 720 DEE)R
FI R ZTT O NETH D,

§ 257 FEIT RN — X DX = A2 DT, FERNTN— X P > f DrFe oD
log2 #2732,

1258 BREET 2T 4 VT 4
11 259 T XA

1200 pMlEIEL. BRROEMHET A NTHEICH A FE LT, [The Digital
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Signature Algorithm Validation System| (DSA2VS). [The Elliptic Curve
Digital Signature Algorithm Validation System| (ECDSA2VS), K& [The
RSA Validation System | RSA2VS OB ARG 77 2 L2 T3 o
20 FERT DMEEY AT A, ST ICR W TRl S 726 ik
(FIPS PUB 186-4) (2 & L7Ze il #uidZe & 7evy, Zhuik, sMlEE BT A
NMZBWTHRRERTRE/R T A b7 X QAR ATHEZR, BEAO BT v
Y RLFHEEZFF> TNWDHZ L EERL WD,

457 FCS RBG EXT.1 L3 : B 5#/E FELEE >~ FAERR)

(O.STORAGE_ENCRYPTION ) o) 0.COMMS_PROTECTION)
AL E - L
AT 2L

7260 FCS_RBG_EXT.1.1 TSF (%, [%4R : ISO/IEC 18031:2011, NIST SP 800-90A]IZ 1
VW [E4R : Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)] & Hv T4
NRTOPRERPIEIE Y MERTY—ERXZFT LR THIER B0,

12600 FCS_RBG_EXT.1.2 EmfI RBG 1%, [N : [EiIft . Y7 A=z 7 N—XD
SARPDOEAD Y T N =TI LD AR, B o= Nz TN— XD
A ZIRDEIDN— R T =TI E D /A XP] D6, ISO/IEC 18031:2011 &
C.1 [Security strength table for hash functions| (27> T, W< D0 ERT 2%
ENYVaDHTROBREVEXF 2T HMEOLD LD EBEHELNE
97¢, BN 1288y b, 256 By Mo ha b —% /MRS X 912,
T hrbE—EEHET A= b —lilL> Ty — MEZf I T
ECA VAN

1263 BHEDHER :

1264 ISO/IEC 18031:2011 /o, FLEE 4Kk T S HL S HILEEGZA TS, EFl
CRADFNFFEEL R BIFE T I 7 o TITHKIF L TS (> o= B#
SHEE ), ST 1B 17, 1T SHERESEEIR L, ZEE TR S 415 FFE D
HPELRBIFE TV I T TEF057 L, @SNy = B

(SHA-1, SHA-224, SHA-256, SHA-384, SHA-512) D 771773

Hash DRBG #/=/#HMAC _DRBG /& L TFFA/ ST 570,
CTR_DRBG /D AES N—X D FELEDZ 7377 7] X415, ISOINEC
18031:2011 DA C.2 73, tF = V7 ¢ #/EDFHS, AES-128 & (F256 7 =
v ZRFE T f e E— RN — FRDEM 2L T3,
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1265

1 266

1 267

1 268

1 269

1270

1271

1272

1273

1274

ISO/IEC 18031:2011 /= T CTR_DRGB /%, &/ & EH 75 = & 2 2R
L TS DiZ4fF L TNIST SP 800-90A T/LZLK L T2, WIHDET
b I A ATBE TH S, FCS_RBG_EXT.1.1 TORFDER Tid, ST 1F
JEFIE, T ST INT 52 F,

FCS_RBG_EXT.1.2 TORADERIE, ST (B PERI L7z /o4 YD 5
A TEERNTESLIICL TVBy N— U= TICLS A XYL~
rD e TIZL 5 A RPEDM ARG DU AFETH S Z EIZHEETS
NETH B,

T a2 E—JRBG O—FThH S L E L 541, TOE /IZRBG HEFid

G ZITHHEZE ICHH 752 F 7 B =Gl & fE T 5 LN B
SEEICEET ERNETH DB, KT LA POl T2 7 1 E7 o TE
KEINNG, TDOXE*RN7 X ;* /1, FCS RBG__EXT.1.2 TrRIA545
A R E TS S ZE,

PREET 7T 4 T 1
TSS

BB NORMENDH B WP D RBG —E RIZHOWT, FHliE 1L, 2t
ﬁﬂ%%iﬁé%ﬂéhkiykme—%mowf@x?—F%VF\
Je OV =38 ORI B O HITERIZ B 5 +43 7250k 28 TSSIZE £ 4
TWVWDZ L ZRFE LR IR B2V, Bl IR, AAT— kAL R3S
DRBG ? ¥ — R IZ-OW T FCS_RBG_EXT.1.2 (2 TITHOIIZTEIR LA
PENEILTWND Z & ZMGE L2 T e 78\, ST 8—-2LL o DRBG
ZIHEE L TWAHEA, #1345 DRBG A 1 = X L Dffi ik Z25%k5] L T
WD I EEMREET D72, TSS A LR e 5720,

> p iz E—FE0

FHi# 1L, 2 hr e Rl A AR PP DR E E ISR SN D LB 43
IEROT R TEBEEL TV D 2 & 2RAE LT TR &80, 3
I, RIS NI L, B v M EIER T BBy e
R b % TOE 2N LT 5 = & 2R LIRIET 5.,

BIETA 57X

FHIE L. AGD A X ANEEEFICK L TER L7 DRBG A 1 =X A
%fﬁiﬁﬁ?‘ét IZTOEZ ED L HIZRET AT HONWTDFfernaE 52T
WAHZ EERFELRIT IR B0, BEREE,
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12015 T X P

1276 AT, RBG EEIZHOWT 15 EIOFRITZ2 FEIT LR T X B2,
RBG 7% TOE IZ & » TEREAIRER G A, FHlE 1%, B EIT DWW T 15 [H
DOFRITZFATLRIT LR 5720, FHiliE 1L, RBG D% EIZB T 5 #AE
AL AIBITDIERPENTHD Z L ERAELRT IR 520,

1277 RBG 23 FRIKEENE 2 G302 L TV DA, F#RITIZ(1)DRBG %21 > A X
YAEL, (QELE Yy FOEFIOT vy 7 24K L, B)ELEE Y O
270y 7 aAER L, @A AZ 2T D LW FIENSG D, G
i L, By bOFE27 a0y 7 NHFFESNTETHD Z & 2 MaEd
%o PHIE X, KRITIZOWT 8 DD AJMEZ /K L2 iE7e 670
W, AT, AT M0-14)TH D, RO 3DIE, A AX 2 AUEIE
DD hr b —ANJ], /A, KT Personalization String T& 5,
KD 221%, DT DERADOIEH L D78 @ Additional Input & = >
febE—ANTHD, BED 2O, EROTZHDO2FBOMEHLOT-
@ Additional Input £ => hr E— AN THDH, TNOHDOHEITT v F L
ZEREND, TEEEy ho17vey 7 2ERT S I T e v
7 £ (NIST SP800-90A ICEFRSND EFD) LELWEOREYfEE > k
RO E Y NEERT D5 EEEWRT 5,

1218 RBG 23 THIKEEME 2 R fo 7o g6 A TIX()DRBG 1 A &% 24k
L. Qe y howo7T ey 7 24K L, GV FEY— RE4E L
@iy hoFE 27y 7 wAEK L, B)FFEA P AZ AT H, L
DFIENS 7D, FHEEIX, By FOE 2T vy 7 IS ALTE
ThHhd I EERIET 5, dHMEFEIT, &FFTICOWT 8 2D ATMEZ ARk
L2RT I e b7en, &PE, AU M0-14)Thd, D 3DiE, A
VAR ZBED D= b B — AT, S A, KDY
Personalization String T& %, 5% H OfEIX, kD 7= DY DOFEH L D
72 @ Additional Input ThH 5, 6FH & 7TEHIX. HEI— NG T 5
72O DI L~ Additional Input £ => b E— AN TH D, KEDHE
X, RO 0 2% B OMH L o7=H o Additional Input TH 5,

1219 LA FOD/NT 7 Z 720, iHlE IS Ko TERRSEIRESud ATIED V<
Oﬁkowf\i@§<@%$#éihfmé

g0 T hEE—AN = brE—ANEOEIIZ, —FREEELLAR
TR B0,

g8 SR L S UARYTR— FINTWAHEE (EHBEEE VRN
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4.6

46.1

1 286

1 287

CTR_DRBG L, /Y AEEHLAR) | /2Dy MEIFV—FED
iyl b,

1252 Personalization string : Personalization String D & &%, v — NELI TN CT2F
7 5720, FEEEIZIB VTN E DO Personalization String 5 0 & 73 7R
— FSATWDEAIZIE, ENERICERSPWMIOMEE LTHWS Z &
NT&ED, BEODstring BNV R—FINTWDEEHA. fHMEEIZ2 >DR
72 % & @ Personalization String Z i FH L7217 #1UiX 72 5720y, FEAERITEHB W
“C Personalization String il L 72\ 54, EZ2 MG 2 M8,

1283 Additional input : Additional Input ® £~ k&%, Personalization String & &
[Fl— D7 7 v ME L RISz o,

7 7 X FDP : FIHET — 2 1Ri&
1200 B DIER :
1085 FIfHE T — 5 T 2 X FHEISFP /4, 2, #3, FDP_ACC.1,
FDP_ACF.1, FMT_MSA.l, X CFFMT_MSA.3 22567425,
FDP_ACC.1 %7 &y h7 27 &XHIH

(O.ACCESS_CONTROL & T O.USER_AUTHORIZATION)

AL E - 7L

IRAE FDP_ACF.l1t¥ =2 VU7 4 BMIZE D7 7 & Xl
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BB A,
122572 O.USER_AUTHORIZATION i%, &

[RAT 5 DI AR D,
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P.PURGE_DATA (7 a V) O.PURGE_DATA X, HERRf5 S
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DIEED>6 DEFBFED T 2 X755 (R
TOE #R#ET 5= L #HET S,
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WO R BB Z R T 57200
TOEFTA®E DEMELZHNT D,

201549 A 10 H 108 ~_X—




N—FRav—F_Xf2xpTFaTrrsvaryazZyrf) N—Tz3210

A9 TRERMSREEHER

A9.1FAU STG EXT JE3E : /M 5BEE ZEAE Bk
1630 77 IVDSDHEV:

1632 A7 7 IV, TOEMBHNFITZ T 4T 4 ~DERT —H DX 2T 701k
Ea7ET 2 TSF OEM %2 BT D,

1633 U™ —R Y PO LYLFHT

FAU_STG_EXT.1:  #iL5E « ARG A FEBIE 1

162 FAU_STG_EXT.1 AMBES AFERMEMIT, TSF R EF 2707 1 b 323248
LCHERBET vy XNV EERT L 2HRT 5,

35 BER
1636 LATFODOT 7 v a i FMTICBIT 2EHgiEL ZE 2015 ¢

o TSFIE, WiHtREZ R ET DR L FFo T RITNITXR B 7220,
1637 BEE :

1638 FAU GEN ¥ =2 U T AT — X AN PPISTIZEENTWDHAE, LLFD
T va s, BEEMRIZTLIRETHD

o TRINDEAMZRFERITIR,
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7600 FAU_STG EXT.1.1 TSFiX, FTP_ITC.LIZHEV, &EfETF ¥ 1% HW T,
IBNT =T 4T 4 ~ER LT E T — 225G TER TR B0,

1641 1‘&% .

1622 TSF X, EEEIEHOREGFEE L E2—07D, FETOE DEE Y — NITIKIET 5
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X, TOEEERARRIC LTt SN D, a7 747V 71X, AERIT
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TUT AT 4 ~DOEERT —Z OF[EITHE L7z SFR Z 424 L T,

9603 AJLIEI AR —FR 2 NI, BEERLEEERET HDT, FAUZ 7 AD—>0D 2
VIR—xr hET B,

A9.2 FCS CKM _EXT ¥LE : Rf %R
1668 Z7IVDSBEV:

ge05 A7 7 I VL, BESEEOEE ORI L, AREiRa AR —x > NI
BT DDH D TH 5,
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7607 FCS_CKM_EXT.4 BF 58 EHEEE X, #OLTIH <, bITOREL 2o T2
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1e20 LAFDT 7 v a AXFMTICBIT 2B B2 b5 ¢
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1650 BEAL :
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EFHRLOET 7 VT A INEX2 T A RNTAINBITOREL o2 L
T, ENOEMEELRITNITR S0,
1 654 1‘&%

1o55  FEF S SEANEHME IR, HITOREL L 7p o 7o SN OEASB DS KGR S L7 51 TRE
TEINDHIZLEEZRETDHHLOTHY, a7 747V T I3 S8 BT
(238 L72 SFR 42k L CTuhZuy,

1656 AJLIE T AR — R NI, KBS O R 2 BRI OIRE T 5D T, FCS
&?X@#O@ﬂyﬁ~$/%kféo

A93FCS HTTPS EXT #E3E : |BIR I 7= HTTPS
1657 77 IVDSBEV:

1658 ART77IVDaysR—32bME, TOELEF 2V 7 4o EHEOEO Y T— |k
EHEY a VERETHTODOEMSEZERT D, A7 7 I VIEHTTIPS A ED
FolEEEN A EFIRT S, ZHiE, FCS 7 ZRICERINDIH LW T 7
RUTHD,

1650 TUB™—R Y MO LYLFHT

FCS_HTTPS_EXT.1 H/RAY @ IR S iz HTTPS 1

7660 FCS HTTPS EXT.1#IR & 7= HTTPS IE. RFC 2818 [Zfit» CTHEEE X4, TLS
Y R—FTHZEHERT S,

feor  EE
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TR E - L
IRAFE 2L

7666 FCS_HTTPS_EXT.1.1 TSF i%, RFC 2818 (Zi &3 5 HTTPS 7' k =/b
ZFRIEL 72T 7w,

1667 FCS_HTTPS EXT.1.2 TSFi%. FCS TLS EXT.1 CHiEEN5 BV,
TLS # W T HTTPS Z & L2 i uE 2 6720,

1 668 1‘&% .

7669 HTTPS|Z., EX=a7BE7a hailo—2ThHY, a7 747V T 1IRE
ST XL WZBmET e bl L7z SFR 224k L Ty,

1670 AYEIUAR—F% 2 MI. BET7T AT XL EAAWTCHEET — X 2 {1#T 5%
DT, FCS 7 T AD—>oDarR—x kT3,

A9.4FCS_IPSEC EXT #L3E : BIR I #u72 IPsec
1671 77 IVDSBEV:
1672 A7 7 UL, IPsec & AW TEBIE 2 RiET D 72D DBELRITKHLT 5,

1673 VB —R Y PO LYLFHT
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o5 EHEL
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1679
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1 682

1683

1 684

1 685

1 686

FCS_IPSEC_EXT.1 #LiE : BRI vz IPsec
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UL 72 B 720,
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DR N VA SV
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feo7  EER
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o THREINDEET 7 a i,
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1 707

1708

1 709

1710

1711

1712

1713

1714

1715

A VDR EIRET 5 Z &2 ERT D,
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UTFOT 7 va AXFMTICBIT A EEEEEE B2 b ¢
o THRINDEHT 73 diavy,

B

FAU GEN & X 2 U T 4 BT — M PPISTICEENTWDAHE, UFDOT 7
alE, BEMRIITHIRETHD

o THINDEARIFHEGIT/,
FCS_KYC_EXT.1 ik : BF A =7
TIPEE - L

RAFME [FCS_COP.1(e) W5 5-#fE (887 v & 7)) |
FCS_SMC_EXT.1 Lk : 7~ A 7 G
FCS_COP.1(i) M5 5 #F (S %) |
FCS_KDF_EXT.1 M5 #F (&) | KO/ E72i
FCS_COP.1(f) K5=fE (f@rs=1tk)]

FCS KYC _EXT.1.1 TSFiL, [[®K : 0>, BEV #F/2/IDEK & L TH 7~
R ERHT S DD LLFDLLEEHNT—DF (T EZE DY 7~ X 2005
BEV ¥ /=/1 DEK ~4uk 75 tf/Ej#e - [N . FCS_COP.1(e) THE I/ S8~
w £, FCS_SMC_EXT.1 THAE X415 #7754 (Key Combining),
FCS_COP.1(f) T#E S 41 3 #1F5-1E, FCS_KDF_EXT.1 THE S 41 5 s
(Key Derivation), FCS_COP.1(i) T#& & 415 ##70% (Key Transport) 11O 8
A UEMERLARTIE R bR, 22T, BN 128y b, 256 B B
DENIREE MR T H 2 &,

TRHL

BT = A =2 7%, TSF ST = A VAR L, TOF = A L OB A IEET
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A.9.7FCS PCC EXT LB : BB /R AU — RDARR & ST
176 77 IVDSBEV:

9717 RTZ77IVIE, BEVEAARKRTHEDIHHINENRNZAT — KRB THY |
WER RSOy MIZIRET 5 L5 KM Tnd Z L2 RGET 5,

1718 IR —R Y PO LYLEHT

FCS_RBG_EXT.1 Lk : W5 /XA T — ROARR & Foff 1
T

1719

1720 FCS_PCC_EXT.1 M5/ AT — RAR & ST, @R SRR Y
— ROFFEDRRST & ST %2 TSERZ T AND Z LRI 5,

RE -
1722 PRENDEHET 7 ¥ a VI,
1723 BEA :
1724 TREINDEERNREGIIR,
1725 FCS_PCC_EXT.1  #LiE : BB /SR U — ROARR & &AtiT
TALREE 7L
{RAFPE - FCS_COP.1(h) i SH{E@EN N v & 2 A v & — VR85

1726 FCS_PCC_EXT.1.1 /"R U— RFBFE7 7 7 X AT 72O S b8
AU — RiX, [B : 64 LLEDIEDBEEILTETOIXTHNERARE L, (KX
TN, BT KOOI - EoMoMsA Y hbied . £, FES
NT-g5 7 /03U X A[HMAC-[FER : SHA-256, SHA-384, SHA-512]]IZHEVY
[ 1000 LL £ DIEDZEEZR O IR L 21TV, B8RSR« 128, 256]
NI HRAT — RR=2 0GR ZFAT LR IT LR 6720w, 22
T, LR &M= 9 2 &« [FU) : PBKDF &7 F 721314,

A9.8 FCS RBG EXT ik : B 5-#fE (BLE vt > FAR)
1727 77 IV DSDHEV:

g728 A7 7 U, BRI HBIIHE - TEEE v MAERNRFEITS, =2 b
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e &R 5,

1720 VB —R Y DO LYLFHT

FCS_RBG_EXT.1 45k : K5 5 HeE (Bl v MAERK) 1

1720 FCS_RBG_EXT.1 flLE v MERGHE, BRI HIHE > THEE v b
AN EITESN, = b BRIk o— RSN D 2 & 2ERT
2o

RE: 5

1722 LLFOT 7 v a NI FMTICBIT 2 EHEIgEL B2 b5 -
o TRINDEHET 7 aiiiewn,

1733 BEEE

1720 FAU GEN Ex 2 U T AT — XN PPISTIZEENTWDEA, UFOT 7
va st BENRICTLIRETHD

o TRINDEERMNBELRIIR,

1735 FCS_RBG_EXT.1 PR - BB Yy FAERR
INVAETER 7L
IR AFME: 2L

1736 FCS_RBG_EXT.1.1 TSF %, [E&#R : ISO/IEC 18031:2011, NIST SP 800-90A]iZ
PEV[EEIR : Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)] & F >
TITRTOWREGRVELILE v MERY—E X ZFTLRITHIER 600,

7737 FCS_RBG_EXT.1.2 EimfJ RBG (X, IR : [Biff . Y7 b= T2 L5/
A RO DY T N =TI LD AR, Bt N— =TIl 5
A XIRDOEIDN— R T =TI E D /A XP] 6. ISO/EC 18031:2011 DFE
C.1 [Security strength table for hash functions| (Z9E> T, W< DA T 5
ENYTVaDHTROBREWVWEXF 2T BEOLD LD EBELNE
27¢, [EIR 128> b, 256 By MO hu B —Z /RO X DI,
T et =TS ba b —lIc > Ty— FEHaInzidnd
AJSYAIAN

1738 mm .
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9730 ELERE v b OELEE. AR OMEEDO OO SFR & LTRSS, 2E
I TAT U TIEEER Yy MERIZHE L7z SFR 2R L TV AR,

1720 APLIE R —FR 2 NI, BESHEOMEEZRIET HD T, FCS 7 7 AD—>20D
aVIR—xv hET B,

A9.9FCS SMC EXT kg : VT ~R ISR
1741 Z7IVDSBEV:

9722 RZ7 7 I VX, TOENBEV ZEHF - IIMEETH7-DIHEHT 2 250 ED
YT~ 27 Y R— T 588, VI~ R7EHAETHFEELERT D,

g743  AVIR—FRY FDLAYUAFHT

FCS_SMC_EXT.1 fLifs : 7'~ A7 A 1

7744 FCS_SMC_EXT.1 %7~ 2 7 §EA 1%L, TSFMNFHIFTEE/RCD FTH T~ A7
ERATDHZ EBERT D,

75 EEL

g6 LAROT 7 a VITFMTIZBIT 2 EBEIE S B2 6D -
o THREINDEET 7 a i,

1741 BEA :

7728 FAU GEN®F 2 U7 4 EE T — X B PPISTIZEGEEFNTWDHEE, LFTOT 7
Va i, BEXMRICTHRITHD :

o TRINDIEEMNGERITI,
170 FCS_SMC_EXT.1 L : VTR I #EH
AL E - 7L
IRAEE - FCS_COP.1(c) Ms=m#E (o vaT gl A L)

7750 FCS_SMC_EXT.1.1 TSFiX, Wt E/ZITIBEV 24T 5720, IROGE
[EIR : et OR (XOR) . SHA-256, SHA-512]% W CH 7~ A7 ZfEH
L72iFud7e B7e0,
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9750 PR :

9750 BT AT EES L. BEV B E IR #ET L DI TSEF N Y 7~ 2 7 24k
ATHZEERHETHLDOTH D,

9753 APLIEITR—F L ME, BEETALITY XLEFWTTSF T —&% Z2{5i#1+ %
DT, FCS V7 T AD—>oDaALR—Fr T 5,

A9.10 FCS_SNI_EXT #Lik : EEEE (YL b, VR RUOFIHIE~RZ bV
AERR)

1756 77 IVDSEBDHEV:

55 K77 IVIE, VAR, SRRV D EAEREND T L B RAET
50

1756 R —FRY RO ULYLAFIT

FCS_SNI_EXT #14% : W55 (Vv h, 2 KOWIHIL 1
R R VAERR)

1757

9758 FCS_SNI_EXT.1MFEHAE (VYL b, v R, ROWIHHE~Z R VAER)
X, TOEDK; G a R —3ry MZLOVEHEINA YV R, J U AKLTNIVD
R E SN HIETEITSND Z L 2ERT 5,

1750 EE

1760 THRHINDEEHT 72 a 3w,

1761 BEEE

1762 TRINDEENSGHELRITR,

1763 FCS_SNI_EXT.1 L3R : B 5#{E (Y Vv b, VA, RUIEHE~Z FV)
ThLREE - el
A7 FCS_RBG_EXT.1 Lk : B #AEELEE > HARR)

7764 FCS_SNI_EXT.1.1 TSFiZ. FCS RBG EXT.1 THE SN/~ RNGIZ LV 4
RENTZ V)V bOREFHERH L72Til7e b7a0,
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1765 FCS_SNI_EXT.1.2 TSFI%, [64]E v FDE/INETa=—0 7 ) vV ADLHE

FERH LTI 570,

1766 FCS_SNI_EXT.1.3TSF X, LATFTDHIETIV 24 LTz bewn o [

9767 CBC : IVIE, #VIRL LTI 57220,
g768 CCM : / V' AL, 0 IRL TEZe 6720,

9760 XTS : IVIiZ72vy, Tweak fEIX., HHIZEI D T 5, EEDAT
NI CRRMET D, ATAHRWEE ., TRITIUER B0,

17770 GCM : IVIZ# KL TX R 5780, GCM OREONH LIEIEIX., BTG50
ARG DN T 2832 B2 TR B 720,

g771 ]

1772

1773

1774

1775

1776

1777

1778

1779

A9.11 FCS_SSH_EXT #L3E : BRI 7= SSH

Z7IVDSBEN:

AKZ77IVE, SSHZ B harEZHNCTT 74T v hEF—"OHTT—#
RET D7D, =K EIT T T AT DS SSH T 5 RE I
KL D,

IVHR—FY DO VSNAHT

FCS_SSH_EXT.1 fKi : @RS #17- SSH 1

FCS_SSH_EXT.1 @RI 4172 SSHIL, fRESNT-EBVIZSSH 1 ha vk
FIES B Z L AERT S,

B

UTFTOT7T 7 va i FMTICRBIT D EHEEREEZE 205 -
o THREINDEET 7 a i,

B

FAU GEN t X 2 U T 4 BT — XN PPISTIZEENTWDAHE, UFDOT 7
Va sk, BEMRIITHIRETHD

o SSH I = VeSO
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9730 FCS_SSH _EXT.1  $K3E : BRIz SSH
TIPEE - L
RAFE - 2L

9781 FCS_SSH_EXT.1.1  TSFiX. RFC 4251, 4252, 4253, 4254, K% [ER :
5656, 6668, D> RFC 72 L] IZA3 5 SSH 7' ha 23 LR ITH
X7 5720,

9782 FCS_SSH_EXT.1.2 TSFiX. SSH 71 k =)L 34EAN RFC 4252 IC itk ST
HRDOFBIETEEV R — N LTWND Z & ERIELZ2TIUT R B 7220 - B
N—Z NAYT— F_X—Z

9783 FCS_SSH_EXT.1.3 TSF (%, RFC 4253 |Zftik S TWbH K912, SSH b7~
AR— MERIZBIT D B N7 A2 LLEOART y RRBEEINDZ L
ZORAE L 72T UL 72 H 720,

9784 FCS_SSH_EXT.1.4 TSFi%, SSH k7 > AR — RN ITFTOR 7 /1=
URXLEFEAT S L ARRELRIT IR 5720« AES-CBC-128, AES-CBC-
256, [i#IR : AEAD_AES 128 GCM, AEAD_AES 256 GCM. ZDfthd 7 )L
TY AL,

9785 FCS_SSH_EXT.15 TSFlX, SSH k7 v AR — FFEHEN AT LTV X
L LT, [3#IR : SSH RSA. ecdsa-sha2-nistp256] &% O [E&4R : PGP-SIGN-
RSA. PGP-SIGN-DSS. ecdsa-sha2-nistp384, = DLDABHEET /LT Y X L7
L] 4252 & Z2RFELR2ITRIER B0,

9786 FCS_SSH_EXT.1.6 TSFiX., SSH F 7 v AR — rERICB W THHAINS T
— X BEIEMTLTY AN BRI : HMAC-SHAL1, HMAC-SHA1-96, HMAC-
SHA2-256, HMAC-SHA2-512] T& 5 Z & R L2l uL7e B 7wy,

1787 FCS_SSH_EXT.1.7 TSF %, diffie-hellman-group14-shal & T [#&R : ecdh-
sha2-nistp256, ecdh-sha2-nistp384, ecdh-sha2-nistp521, DD 17572 L]
M. SSHZ'm b anTHEMEND, M—DFF SN GETHL Z &
ZPRAE LRI LR B 7R,

1788 mm .

9789 SSHIX., EXx =7 @E7a haLrto—oThHd, 2 EF 7747 VT I3
TNy X AEHAWEEZ 2 h a3 L SFR 242 L T2y,

g790 AYLIETR—F L MI BETALITY XLAERHWCHEET —Z 2 {# T 5
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DT, FCS V7 T AD—oDALR—F hET 5,

A9.12 FCS_TLS_EXT #Lik : BRI uiz TLS
1790 77IVDSBEV:

9792 ARZ77IVE, TLS7u ba vz HW T A4 7 eV — RO TTr—4% %
Rt B2, F— SR/ E2IL7 TA T R A TLS 4R 5 RESI %
T 5%,

1793 VB —R Y PO LYLFHT

FCS_TLS_EXT.1 §£ok : SR <7z TLS 1

7704 FCS_TLS EXT.1 IR EN7= TLSIX, HHESN-EBVICTLS 7Yu haL %
FAES L 2 L ABRT S,

RC -

1796 LAFOT 7 v a NI FMTICBIT 2 EHEIgEL B2 b5 ¢
o TRENDEHT 7 a i,

LRI

1798 FAU_GEN & =2 U T AT — X AR PPISTIZEENTWDHEHAE, LLFD
T va s, BEEMRIZTLIRETHD

o TLS & a3 HeSrdkBy

9799 FCS_TLS EXT.1  $K3E : BRIz TLS
INVAGTER 7L
{RAFME L
7800 FCS TLS EXT.1.1 TSFiL, AFDOR;FAAL — &2V R —FLTWVWBLTFD
v hanro—oLlE [#IR : TLS1.0 (RFC2246) , TLS1.1 (RFC4346)
TLS1.2 (RFC5246) | Z#EIELRTIT B0
1801 WMEDKFFAA — K
. TLS_RSA WITH_AES 128 CBC_SHA
1800 AT a LDOREHFAAL— b
1803 [EER
. TL
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. TLS_RSA WITH_AES 256 _CBC_SHA

. TLS_DHE_RSA WITH_AES 128 CBC_SHA

. TLS_DHE_RSA WITH_AES 256 _CBC_SHA

. TLS_RSA WITH_AES 128 CBC_SHA256

. TLS_RSA WITH_AES 256 _CBC_ SHA256

. TLS_DHE_RSA WITH_AES 128 CBC_SHA256

. TLS_DHE_RSA WITH_AES 256 _CBC_ SHA256

. TLS_ECDHE_RSA WITH_AES 128 CBC_SHA

. TLS_ECDHE_RSA WITH_AES 256 _CBC_SHA

. TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA

. TLS_ECDHE_ECDSA WITH_AES 256 _CBC_SHA

. TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256

. TLS_ECDHE_RSA WITH_AES 256 _CBC_SHA384

. TLS_ECDHE_RSA WITH_AES_ 128 GCM_SHA256

. TLS_ECDHE_RSA WITH_AES 256 GCM_SHA384

. TLS_ECDHE_ECDSA WITH_AES 128 GCM_SHA256
. TLS_ECDHE_ECDSA WITH_AES 256 GCM_SHA384
. TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA256
. TLS_ECDHE_ECDSA WITH_AES 256 _CBC_SHA384

1804 mm .

g805 TLSIX., BEFXaT7@E7e haLlo—oThnD, aFL 7747V TIEINET
LAY X LNEHWEET 2 h2)L2 L7z SFR ZH2{: LTz uy,

g806 AJLEEI AR —FR Y MIL BETAITY ALAFHWCHRET —Z 2 1# T+ %
DT, FCS V7 T AD—oDALR—F hET 5,

A9.13FDP_DSK_EXT L3R : T4 R LT — X {Ri#
1807 Z7IVDSDHEV:

peos AT 7 I VX, AP —VICEZRAENTT N TORESNIT —Z DOIE
IbZ2BHEMT LD TH D,

1800 U —R Y MO LYLFHT

FDP_DSK _EXT.1E8E : 7 4 A7 LT — X {ii# 1
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1810 FDP_DSK_EXT.1¥EE : 7 4 A7 LT — X2 1%, BLHIASHR P RE 70 4R
PEA RN L= TN R BB D TSF T — 4 £ 72138 HE T — ¥ I3 ECTH
SN WL IR bEnD Z L aERT 5,

o1 EHEL

g2 LAFDT 73 a VITFMTICBIT 2B FREREE B2 b5 -
o TRINDEHT Va3 Ew,

13 BEAL ¢

7812 FAU GEN B =2 VT AT — X AN PPISTIZEENTWDHHAE, LD
T vasid, BEEMRIZTLIRETHD

o THRINDIEAEMGZERIIR,
1815 FDP_DSK_EXT.1 #E8E : T4 X7 LT —X{R#
TZFEE 72 L
RAFHE FCS_COP.1(d) K5 5 HE(AES 7 — & K5 51k, 15 75)

1e16. FDP_DSK_EXT.1.1 TSFiX, & 52 BIHIAHAATHE AR NHFENEA b L— T
NA APV ORAELET —F L OFILOMED TSF 7 —H 3 TR
WE ST, [ : FCS_COP.1(d)IZfE > CTHES{b 4 %47, FDE EE cPP /24
L 725D CC G8aF S f17c B S FTRE 72 H CHEF SHETHEFIER b L— 27N
X2 LIRT T2 B 7R,

1817 FDP_DSK_EXT.1.2 TSFi%, FIHE DI A7 LICT R TORET —F &5
{EL2 T T 6700,

1e1e AR :

ge19 LR 1 T 4 AV LT —X{GEIX, RIHAFE O AN LIZE T — X OG54k
EHRETHLDOTHDL, a2 ITAT VTN, T4 AV LT —2IRH#EIC
1 L72 SFR ZHflt L CTuh7auy,

1820 APLIETR—FL NI T AT FOTF—H EBR#ESTHDT, FDP 7 T A
D—2d2DALR—F2 hET 5,

A9.14 FDP_FXS EXT LI : 77 7 A455Hk
1821 Z7IVDSBEV:
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1822

1823

1824

1 825

1826

1 827

1828

1829

1830

1831

1832

1833

K77 I ViE, TOE R Inbd, 77 27 APSTNI[EEREE LAN OO B
RE4 2B BRIl 9 5,

IVHR—FY DO VSNAHT

FDP_FXS_EXT.1 4Lk : 7 7 77 A3t 1

FDP_FXS EXT.1 7 7 7 A4yHfEi%. TOE »#%ft =415 PSTN & LAN O T,
Fy b= TN o VEEDEDIZT 7 I AL H T 2 — AR TE RN
Z L xERT D,

B

UTFOT7T 7 va i FMTICRBIT D EHEEREEZE 205 -
o THREINDEHET 7 a i,

B

FAU_GEN EX =2 U7 4 B5&T — Z AR PPIST IZE ENTWAEA, BLTD
T va s, BEEMRIZTLIRETHD

o TRINDEAMZRFERITIR,
FDP_FXS_EXT.1 L8R : 7 7 7 A 4yH
TALREE 7L
IRAFE L

FDP_FXS EXT.1.1 TSFix. 777 A7 ha Lz HWi=FIHET —& Dk
BERIIZEZRE, 777 A X7 2 —ARAOBEEZEEIE LR THIE
72BN,

TRHL

77 7 ArBEIL. PSTN B D DKEEIZ3F LT LAN 235D TH
bHe AFLTTAT Y TR, TSF E23RHET —Z Of%#I2w# L 7= SFR %
AL L T Zpuy,

AP a R —3 2 ME, TSF7F —X £72130HE T — & 2 {5# T HD T,
FDP 7 9 AD—D2DaR—3 h&T 5,
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A9.15FIA PMG_EXT L3R : SR U — REH
183 77 IVDSBEV:

g8 A7 7 I VT BREOHAHNNAT—REARAZT7 L —IANBIREIN, MRS
HIZ L HREET AT, HHEIZL > THEHASND/RAT — FEEicon
TOEMZEFRT D,

1836 U™ —R Y MO LYLFHT

FIA_ PMG _EXT.14E5E : NA U — REH 1

1837 FIA_ PMG _EXT.1 /"ATU— REHL, TSFN, m/NOEX, KOOI A 74
A L, FREOHIRSE O S £ SERIEREHZ M) XA T — REeHR—
B EETERT D,

o3 EHE

1830 LAFOT 7 v a NI FMTICBIT 2 EHEIEL B2 b5 -
o TRENDEHT 7 aidmu,

180 BEAL

gea1 FAU GEN & =2 VT AT — X AN PPISTIZEENTWDEHAE, LLFD
T va s, BEEMRIZTLIRETHD

o TRINDIEEMNZERIIR,
1e22 FIA PMG _EXT.1 KB : XA U— NEH
L 7L
IRAEME 7L

ges FIA_LPMG _EXT.1.1 TSFid, FIFEZ AT — KL LT, ROD/SAT— NEH
BEREZ 1R L 2 0 ud e B 720

o NAT— R, TAT7_y hOKRLFE/NTF. BT, KOV OE I
SO GBRIR 1 @7, 7, 187, %7, A A&7 R (), LB - F oo
DXF]TOMAE OENLIERATRE T UL 72 5720

o U NRAT—FEIX, BEHEFIZL > THRETRERTNIER S22, o
15 LT ED/RAT — REERTHREN 2 FF> TORITIZR 5720,
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1eas TR :

e NAT— NEHIT, BE DA M ORWGEIELRiET 2 DO TH D, aEF
74T UTIE, NAT— REBIZH L7z SFR 22k L T ey,

g846 APLIET AR —FR 2 MI, XAV — RNEHOFEICELD TOE 2{%#T 250D
T, FIAZ S AD—>oDaLR—Fr ~&T5,

A9.16 FIA PSK_EXT #L3E : ERidLHERLERK
18a7 Z7IVDSBEV:

g1z A7 7 I UL, TSF2S IPsec HOFRILAHEZFEH TEXHZ L E2RIET HT2D
DEHZEFRT D,

1800 AVIR—RY FDLAYUAHT

FIA_PSK_EXT.1 ¥55E : FRiILA AL 1

res0  FIA_PSK_EXT.1 FHaidhastAd s, IPsec HOFRiAEAFH XL L
ERAET D,

o5 EHEL

182 LLF DT 7 ¥ a ANIFMTIZE T 2 HBEE B2 6N D ¢
o THREINDEHET 7 v a i,

853 BEAL :

785 FAU GEN tX = U T 4 BEET — X AN PPISTIZEENTWDEHLE, LLTFD
T vaslE, BEMRIITHEIRITHS

o TRINDEEMNBFELRIIR,

7855 FIA_PSK_EXT.1 P - SR A Rk
AL E - 7L
RAFHE FCS_RBG_EXT.1 #I55% : Wi o#fE (L& > M) .
1856 FIA_PSK_EXT.1.1  TSFiX. IPsec o dpitAEA M H & 2R s
AN

ges7 FIA_PSK_EXT.1.2 TSFit., BATD L 9 AT F A h_— ZADHEATHLA #E T
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1858

1 859

1 860

1861

1 862

1 863

1 864

1 865

1 866

1867

1 868

BRTERITHIE RS20

Fan 237k O DER . BN 2ofhodR—FShkeks] | £
DD S7a L]

KRICF-, /DT B, Lo (g o T@y . . 18 . T%) |
(ny o T& . T 0 T . KON D)) 2&Te) FkCTFofAabE
NHELNS,

FIA PSK_EXT.1.3 TSF/X. [#ER : SHA-1, SHA-256. SHA-512, [EIf} :
T XA NIRRT D H5E] ] ZHNT, TF A R_X—20FqHIHE
BEE ST LT e o7, R hoFaita#EzEA Ly, v
v hR_R—Z2OHEFHLAHEZ KT D ; FCS_RBG_EXT.1 THRE I -ilEEe v
NMERERERHWTE y hR_R—2AOFEFIIAGREERT H] N TERITN
X722 5720,

TRHL

Hpid AL, BEORAM CHRWRIEZ LIRS A2 b D THDH, IFL T T
A7V T, Fpidea#EAMRICE L7- SFR 242t L Ty,

APraE o R —3 2 ME, ROVEEFEFERIZ LY TOE 2 {%# 95D T, FIAZ
FAD—ODALVKR—FR T B,

A9.17 FPT_KYP_EXT #LiE : K @Bt O R

77IVDSDHE:

A7 7 IVIE, AEFBMER L —VICEEIAE N H# L DR R M S
2 128 DERITHALS D,

IVHR—FY DO VSNAHT

FPT_KYP _EXT.1 45538 : & QMBI O LR H# 1

FPT_KYP _EXT.1 §K5% : 8 & OEFTBFORGEIL, TSF 23 X8 7o 138846
BRI A B L—DICEEXIAENRNWE L2 RFET A 2 L 2 ERT D,

FH
LFDOT 7 v a NI FMT ICBIT 2 EHEEL ZE 26N 5 ¢
o TRINDEHT Vv a i/,
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1 869 %E .

78670 FAU GEN &&= VT AT — X AN PPISTIZEENTWDEHAE, LLFD
T vasd, BEEMRIZTLIRETHD

o TRINDEAMRFERITIR,
ge71 FPT_KYP _EXT.1 L3R : K O@EO#
TALREE 7L
A 7L

ger2 FPT_KYP_EXT.1.1 TSFi%, FCS_KYC EXT.1 CHESNDOEETF =1 > D—
HMTHD & RFELDRE H B W] LB ATREIL RHREIEA b L—F A
A ARAFL TR BT, EXOT A A 2O SEAICHEA S5 XD
b DD LEENT A A LIRAF SN TIER B0,

1873 1‘&% .

ge74 SN OGEAMEFOLRFEIT, S QAR S SC TR ME R B L — U EZA
FNRVWZ L EEIET D HDOTH D, 2T 7 T4 T U TIE, $#EROEM B
ORI L7~ SFR 242t L T2,

g5 APLIEa AR =R M, TSFT—Z 2R #ESTLH5DT, FPTZ 7 AD—D>D
VIR—R U R ET S,

A9.18 FPT _SKP_EXT #E#E : TSF T —& OiRi#
18676 77 IVDSBEV:

g877 RT7 7 I VL, BEEHO L D7, TSFTF— % 2 &R 5 72 O DO E{E |6/
T5, 2L, FPTZ AL LTCETIULENTZH LW 72 TH D,

1878 VB —R Y PO LYLFHT

FPT_SKP_EXT.1 L3k : TSF 7 — % OfRi# 1

1e70 FPT_SKP_EXT.1 TSF 7 — & DR (T~ TOXFREED A H L) 1L, xR
HWRHOPLFHAEFEEFV 7 V27 ML VA Lo I8R5,
K77 IVOKE—Da Ly R—x FThbH,

7es0 EHR
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1881 LATFDOT7T 72 a MNIFMTICBITAEHKELEZE X HNLD
o TRENDEHT 7 a3y,
1882 BREY :

7883 FAU GEN“IZf’\’:)T/fﬁPET AR PPISTIZEENTWAEES, LLTD
T vasiE, BAEXNRIITHIRETHD :

o THRINDIEAMNZERITIZR,

1884 FPT_SKP_EXT.1  #53E : TSF 7 — & OfRi#
TALPESE 7L
IRAFE 2L

7ess FPT_SKP_EXT.1.1  TSFiE., T X CTOFEFHLAR, AIHEE, LOT T A X—
b%wﬁ&ML%%mbﬁiﬂiﬁ%ﬁwo

res6  ARHL

1887 TSF 7 —Z OFREIL, FAAAHE, I, 77 4 N— MER B F 2 7 100k
INDZEERFET D, 2T TATITIE, ZOXIRTSFT—F DR
FEIZ3H L7 SFR A2 LT 2Ruy,

feee  APLAR T AR — 3 MIFEATHEAR L AW CROEEETFEIZ L D TOE %
TAHDT, FPTZ T ADDEODDaAVR—R Mt 5,

A9 19 FPT TST _EXT YLoE : TSF TR k
1880 77 IVDSBEV:

g0 A7 7 I VL, BIRSNTELWEHWEIZ DWW TO TSF O H T A N BT K)
mﬁ—éo

1801 AVIR—FR Y FOLAYLFHT

FPT_TST_EXT.14L4E : TSF 7 A b 1

7802 FPT_TST EXT.ATSF7 A hix, TSFARELLEWET S Z & 2FEET H720
2, PITEERFICEMET 2B T A PO AL — M EERT S,

1803 EHR :
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1894

1895

1896

1897

1898

1899

1900

1901

LLTFO7 7> a NI FMTICBIT A EHgREEL Z2 6N 5 ¢
o TRENAEHT 7 a  Afiu,
o

FAU GEN t X = U7 ¢ BT — X B PPISTIZE ENTWAEA, LLTOD
T vasld, BEMRIITHEIRITHS

o THRINDIEAMNZERITIZR,
FPT_TST EXT.1 #E#: TSFT7 A b

TIPS 7L

IRAFE 2L

FPT TST EXT.1.1  TSFiX. TSF OIEFENMELY EiE+ 5 7=, W@
(BROVEFREAR) (2, HET A MDAAL — FE2ET LARTHIER B 20,

TRHL

TSET A MI, TSFAELLEECTEAZ L ERETH2bDTHD, TELY
FA4 T U7X, TSET A M2 L7- SFR 22t L T\ 2wy, Rz, TSF T &
FAICEFE L7 SFRIZZ2 W,

AKYpgEa R —x ME, TOEZRETHDT, FPTZ 7 AD—DOD 2R
—x hET A,

A.9.20 FPT _TUD EXT L5 : BfEHET v 77— F

1792 Z7IVDSEBEV:

03 K773V T, BHEOLNTOED 77— 0T/ V7 N Ox=T %7 v

TTF—PTEDLIL, ROZDEIRT 7 =0 =T « V7 b U =T HAE
MCToHDH I &% TSFIMRIET DT-ODEMNEEFRT D,

g0 AVR—FRY KD LYLAFIT

FPT_TUD_EXT.1 3k : @R v 77— b 1

g90s FPT_TUD_EXT.1 iR : @fEHET v 77— NI, 7y 77— hOBEEMHE

T 7 A A RAEY D,

1906 %ﬂ .
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1907

1908

1909

1910

1911

1912

1913

1914

1915

1916

LUFOT 7> a AXFMTICRIT 2 EHRSEL 52 5D ¢

o TRINDEHT 7L a i,

R

FAU_GEN tx = U7 ¢ Bi&T — WA PPISTICE E N TV D56, UT

DT 7 vaid, BEMNRIITLEIRETHD -

o TRINDIEEMNGERIIR,

FPT_TUD_EXT.1 §£3E : @R v 77— b

AL E - 7L

A [FCS_COP.1(b) M= #AECGEA LR, FFE), F72iE
FCS_COP.1(c) MFHHfE(Ny v 2T b3 U X 4]

FPT_TUD_EXT.1.1 TSFiX, #FrA SN EHEICTOED Y v —L v =T/

VT RN 2T ODBEONR—= g U EIWE DY DR M4 L 2T
572N,

FPT_TUD_EXT.1.2 TSFiX., #Fr &N/ EHEICTOED 7 7y —b 0 =27/
VTR =T ~OT v 7T — MNaBaT ARt L2 i i b7
A

FPT TUD EXT.13 TSFiZ, #NHDT v I F— & A A h—/L4 %R

Iy TATVENBLHAN=ALE GRIN . 2N > =, fORERER L]

EHWCTOE~D T 77— =T /Y7 " I=2T DT v 75— hERGEET
5B LTI R B0,

TRHL

Tr—b =T/ V7 N =2TE, TSEFF—X2 O THY, a7 T
ATIVTE, 77—20=x7 /Y7 b7 OFHIZHE LT SFR 2 424L L
TWRW, B2, TSFT—H %AV iR— T 57-0ICEFR LT SFR 1T

A

AKypgEa R —x M, TOEZRETHDT, FPTZ T AD—>Da
R—x hEd 5,
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Al10 BFX =2 VT 4 HEEEHRILE
# 16 X2V T o EREEAFOzEE2ME

go17  * LA -

7918 R=1W2H

1919 C=5eftift & MR

1920 o= av

1921 S=iER

1922 U=fLd> SFR ~DXE%1T 5 SFR

FAU_GEN.1

FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FAU_STG_EXT.1
FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4
FCS_CKM_EXT.4
FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(d)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g) S

T OO0 0 =

(0]

wl o Ccc oo
@)
c

c cclc
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FCS_COP.1(h)

FCS_COP.1(i)

c o

FCS_HTTPS_EXT.1

FCS_IPSEC_EXT.1

FCS_KDF_EXT.1

FCS_KYC_EXT.1

FCS_PCC_EXT.1

FCS_RBG_EXT.1

FCS_SMC_EXT.1

FCS_SNI_EXT.1

w n CcClo o o

FCS_SSH_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FDP_RIP.1(a)

FDP_RIP.1(b)

FIA_AFL.1

FIA_ATD.1

FIA PMG_EXT.1

FIA PSK_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA _UID.1

FIA_USB.1

X 0 OO

FMT_MOF.1

FMT_MSA.1

C

FMT_MSA.3

C

FMT_MTD.1

Cc
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FMT_SMF.1 U R

FMT_SMR.1 U R

FPT_KYP_EXT.1

FPT_SKP_EXT.1

FPT_STM.1 U

FPT_TST EXT.1

FPT_TUD_EXT.1

FTA SSL.3

FTP_ITC.1 U

FTP_TRP.1(a)

)

FTP_TRP.1(b)

#£17 X =2V T 1 BEEEEAREL

O.ACCESS_CONTROL - TOE iZ% =2 U 7 4 F#HZREWFIAET —# & TSF 7 —F &%

AR SFRIX., FIHET —# KX TSFT —#
DT IR AZRET DDA I NS
7 7' AHME G A EFRT D,

AKSFRIZ, VY=, BT —F~DT
7B AN SNEITHESG SN D &M%
el L. T 7 & ZHIE T B 2 AT D R E
DHREL EET D,

B ORREHE, EXa2 )T &/ E, KO
FIRE JBIEOHEIR A 523 EH X = U T ¢
DHEFFICEHETH D, Z DL 5 2 EEEKEE

#TD7DT 7 ' AR E FEHE L RTIRR SR,
FDP_ACC.1 Satisfies
FDP_ACF.1 Satisfies
FMT_MSA.1 Supports
FMT_MSA.3 Supports
FMT_MTD.1 Supports
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FMT_SMF.1 Supports
FMT_SMR.1 Supports

X, Z—7& LT, FFa SN EBE DR
VAT AR ET DRI, FIHE
ZIBIMETCHIBRL, Y AT LT—4%, UV
— A, MOBEEE~DORIH#E Z & ORI 5
G A, VAT LANTa ST ha—R

Wl 7y 7F7T—=1F) ZEAL, FHER
T, 612, SFRIZEHERENE
BB RE & SRAT T DAMER 2 WIRHIICRF AT S
TEMMAFICIRES D Z L 2 2RI 5,

O.ADMIN_ROLES - TOE I3FF Rl SN/ BBHE OB EEBBEOETEHAI T2 %

REEL R ITIT 72 B 7220,

FIA_UID.1 Supports
FMT_MOF.1 Satisfies
FMT_SMF.1 Satisfies
FMT_SMR.1 Satisfies

A SFRIL, EELEHERM G2 ERT 52

ERLIZT 7 BARATE AL 97 TOEEH
BEREZ E&RT D,

A SFR L., EHED TOE OMREICT 7 &
AT B I DIZER SN DHERS 5% 5%

Do

A SFRIZ. TSFIZ X v 2l & 2 & B EE
FEFRT D,

AR SFR L, EELEICFRAE & HERRAT 5- 2 1k

ET2HMEZE D ERAlRER R
LHENEEFRT D,

O.COMMS_PROTECTION - TOE %, FIRET—# KO TSF7—% O LAN @ 2 RER
TR, VA, ROREL /AR T LA ETIRNDEFZRITNIR

DRV,
FCS_CKM.1(a) Satisfies
FCS_CKM.1(b) Satisfies
FCS_CKM.4 Supports
FCS_CKM_EXT.4 Supports
FCS_COP.1(a) Satisfies
FCS_COP.1(g) Selection
FCS_HTTPS_EXT.1 Selection

A SFR X, FPRiE SN 7-81E TP o dEed ot H
(A ATRE 7R T AR D X 2 T I T L
IY XLDOFEREEERT S,

A SFRIZ, WE0REM AL rTRE 70 84
RADOEX 2T 7273 XAOEHZE
#£75,

AR SFRIZ, {HETDHIHLENRH D580
BEILTERNWZ L ORGFEE T 2
FCS_CKM_EXTA4 CEH s AT — X {EE
FHREERT D,

A SFRIL, AR 5T — X P S e
WEXRETAE-DIEHTERNI L%
PRAET 5,

A SFR X, FRi# S 7=a8{E Tl rTRE 72
TN T AREET LY X AOHHEE
74 5,

A SFRIZ., fRA# SN 7-18(E CfEFH Alae7e
X272 HMAC 742U X AD %
EFRT D,
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FCS_IPSEC_EXT.1 Selection INHOSFRIX, X2 YT o BT —
B DEAG RS DO A RE e &
27 RBET e ha Lk ERT D,

FCS_RBG_EXT.1 Supports A SFR . BRI 72 i KPR & LLCHE 5
PREABMET D L2 AREE T H 8L E >
NERDOEX 27 2 HEEERTHZ LI
LV REINTBELZYR— T 5,

FCS SSH_EXT.1 Selection IHBHDSFRIZ, BX =2 T 4 BET —

FCS_TLS EXT.1 Selection X DEEERAET DDA e/ ¥
27 REET 0 haLEERT D,

FIA PSK_EXT.1 Selection ARSFRIZ, a2 halotFx o 7 7Lk
% A[RE & 95 IPsec TOFRiIAHEOM A
rEFRT D,

FPT_SKP_EXT.1 Satisfies A SFRIL, FAEBIE 5T — 2 NARIERT 7

TANOREIND Z EERIETDH I &I
L0, RESnTBEORELZDILT S,
FTP_ITC.1 Satisfies A SFR I, REINIZBENEREIND
A BTz —A, FRORFDOA AT =2 —A
TEETLHOIERA SN LBEERET
HI-OIERSND HikEERT 5,
FTP_TRP.1(a) Satisfies A SFRIZ., TOE & DEHEFHAL X =
TIZT BT DIEA S b R S v EfE
INAEERT D,
FTP_TRP.1(b) Satisfies A SFRIZ. TOE L OFHF x4+ ¥ =
TICT D DI SN LR S vz
INAEERT D,
O.FAX_NET_SEPARATION(Z:ft-ff & #ZH) - TOE 23 PSTN 7 7 7 A¥§RE 2 1Rl 9 555
A, TOE i, PSTN 7 7 7 X EFEE#R & LAN DRI DSBS o X T LEREHE T I3 REBIAY 72
X =27 BEBIC K D REE LR ITIZR B ARV,
FDP_FXS_EXT.1 Satisfies AKSFRIX., 77 7 ZBELSNDOTXTD
KA HET 2 —ADHERZEIETHZ & T
T 7 AL R T = — ADS R TR
D
O.IMAGE_OVERWRITE(A 7> 2 ) - XELHE Y 3 T O T E72i3HIEICBWT, TOE
ISR AR R ERER N LU TR AN RFERT — ¥ % LEEHEELRT
g s,
FDP_RIP.1(a) Satisfies AKSFRIZ, FIAECET —2DOAEVE
MEEPRICER L T ET — ¥ & EEE AT
% TSF DEES1 &2 EFHRT D,
O.KEY_MATERIAL (A & 242H) - TOE XX 0k, 7~ 7 B, Eidzofh
DRIAEXET —F ETIIWE D TSF 77— OB FTERRRERER F L —UF N
A A~DRIFEDT=O DRERICHFET DEERERT 7 A RELRTIRL AR
W TOEIXZ D X 5 REMEIBRERIND X b L—UF 31 2 HIZ@M B ESCTRF
SNBNZ EEZREELR2ITIER B2,
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FPT_KYP_EXT.1

Satisfies

AKSFRIZ. BX 27 TRWEFTICIR#E X
TR WEET — X 2R FTHZ 0D
GRIE : BH1ET2)TSF e 2 E#T 5

O.PURGE_DATA(A 7'+ 3 ) -TOE i, #FH] SNBHE BTN TOBEFRMEOFIAE
T—FKRTSF T —F BARERER L —TUT A 2 HAACEY HERWE 5 IZE
B9 5 Z L RERBRE RS 5,

FCS_CKM.4

FCS_CKM_EXT.4

FDP_RIP.1(b)

Satisfies

Satisfies

Satisfies

A SFR X, FCS CKM_EXT4 TEHZ SN T-
TR EEERT HTOIEH S
HYELI A D = X LB TEFRT D,
ASFRIZ, AL —U D TF—F 25%L
EETH-DD TSF DN ZEET S,
ATSFI, FE#ES o AO—F L LTTR
TORAET =% K ONTSF T — 4 & 5241
45L& TSFICERT S,

O.STORAGE_ENCRYPTION(Z:f4:AF & W ZH) — TOE AFIRHZELET —F £ 7 13WE D TSF
T— X E B AR ATRER A ERMER N L —U T NS RIRFT D5E. TOEIX, b
DT NRAARALDZD XS BRT—FEEEALLRTNIZRL R,

FCS_CKM.1(b)

FCS_CKM.4

FCS_CKM_EXT.4

FCS_COP.1(c)

FCS_COP.1(d)

FCS_COP.1(e)

FCS_COP.1(f)

FCS_COP.1(h)

FCS_COP.1(i)

201549 A 10 H

Selection

Supports

Supports

Supports

Supports

Supports

Supports

Option

Supports

AKSFRIE, A ML —UHs (LT TE
HEEEROT N T A AEEFRT D,
AKSFRIX, TOEMLpBES = A FL—
T NA ZADRGFET —FNEILTE 7202
& ZIRAET 2 T2 O B8k D B 72 ik HE 1 B
THEMHOERE XET D,

AKSFRiE, TOEMOLBESL7ZA FL—
T NA ADBRIGFT —F N E I TE 720 2
& ZRAET 2 T2 O 58k D B 72 ik 3 1 2 B
THEMDOERE BT D,
ASFRIZ, =2—¥ 7L R =R FHET
BRIGFT — 2 ZHE LT D72 DD ATILFH
ZELTEVENLDZMH L TIRVEES
A BRI DRE BRI 5,

K SFRIIMRGFT —F ZiriET D721
AENDT—2WEET NI X LEER
ol
A SFRIZ., tRET — X ZHE 5L D RI%
HAELYX2TIZTHEODIMEH I H#T
v ITNIY RLEEHRT D,

A SFRIZ., RET — X W59 D x5
BAEEX 2 TICT 572D &S 5y
FAET Y R LB EFET D,
ARSFRIZ, #iffI Ny oAy E—T%G
THHSNDIEST LY X L& EHE
Do
A SFRIE, SEECDE IS & 4D gl ot
TN XLEEFRT D,
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FCS_KDF_EXT.1

FCS_KYC_EXT.1

FCS_PCC_EXT.1

FCS_RBG_EXT.1

FCS_SNI_EXT.1

FCS_SMC_EXT.1

FDP_DSK_EXT.1

Option

Satisfies

Option

Supports

Selection

Selection

Satisfies

ASFRIL, RERBREICSILINRNEK
VIR FIETRNERIND Z & 2RFET D
2%, TOEIZ X VA & 2 #EH B %%
EFET D,

A SFRIZ, @M EIOZHEEE X2 U T 4
IR A7, TOEIZ X Vi S 54k
F oA = T HEEERT D,

ARSFRIF, RAU—RF—HZHEREL,
FMSTHTDITHEHIND/NAT — R
— AGEE A A EHRT D,

A SFRIZ. TOE DK ET /LI Y X ANEE
R AR L~LDEX 2 ) T ¢ THRET S
ZEEMRAET DI SN DAL E »
NERT VT Y XA EEFRT D,
AKSFRIZ, BT L3 X ANHEZRR
KIREE CEMES D 2 & 2 RFFET D 72012,
Vb, AL ROWIEHER Y R vicE
THEXaTRRT AFRONFEEER
%,
A SFRIL, BEV Z{Ri#ET Hl- I &
NDHY T~ A7 wfEET DY) TiEEE
#£75,
AKSFRIZ, T A AT MRFEEIND T —H
AT 5 Z & & TSFICERT 5,

O.AUDIT -TOE X, BEEF—FZER LB TNIRLRV., E-En2EEIN B4
ITZ T 4T A ~EETIRAZF ZRTNERL W, 7y ar LT, BET—

2% TOEWHRFELTH XV,

FAU_GEN.1

FAU_GEN.2

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

FAU_STG.4

201549 A 10 H

Satisfies

Satisfies

Option

Option

Option

Option

AKSFRIX, TOEDREET —X AR L.
KERFERICEEND 7 4 — IV REAERKT
LI DEBRRNREREEFRT D,

A SFRIZ, FIAHE EI3EHEICL Y 3HE
TENDTXTDOT 7T 4 BT 4 DIFEIC
W92 TOE DHEN ZEFHT 5,

A SFRIL, TOEIZRfFEINDERT —H
ZatA T oD OEEE ORET) & E R
Do
AKSFRIZ., tREESNT-ERT— X 2 RIE
T IR ANOIR#ET D,

ASFR T, BEET —Z™MEEINRWY
TVl ML VSERAETHDLZ L%
PRAET B,

ASFR L., BEAEA b L— U220k 7-
IR E 2T D KD 7 FRIC BB L
T Z LI XV EEET — X o n] A RGE
T 5,
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FAU STG_EXT.1 Satisfies
FPT_STM.1 Supports
FTP_ITC.1 Supports

A SFR I, fR#EINTZF ¥ & HNT
AR SNTEET — X EBIT T o
F 4 ~EETHT-DD TSF DR & B
Do
ARSFRIZ, AT —ZBNELWZ A LA
2T TTNUHTFEINTWD Z & ZRRE
T 5,

AR SFR I, BEET — X OEE N AlRE/R R
EINTHET Y RVEERT D,

O.TSF_SELF_TEST-TOE %, X =V 7T 4OV 7y FBAFEUICEMEL TS Z L
BRIET DXBORED., X2V T A BEOWSODDOY Ty ET A FLARTHIR

RBIRVN,
FPT _TST EXT.1 Satisfies

A SFRIZ. TOEIZtEX= U T ¢ Eefh v =
BT HHET A NEFEITT D TSFORE %
EFEzT D,

O.UPDATE_VERIFICATION-TOE X, Y7 bV =77 v 75— bOEEMZRIET 5 A

J =X L Z2R@BAE L 2T TR 5 R0,

FCS_COP.1(b) Selection
FCS_COP.1(c) Selection
FPT_TUD_EXT.1 Satisfies

ASFRIX, TOET v 77— FOEEM%
WREET DT DI INDT 4 VX INVEL
P —ERAEERT D,
ASFRIZ, TOET v 77— F S A X
TN EZRGET D=0 &
HN Y aT A ALEEFRT D,
AKSFRIX, 7v 77— k&5 TOE DEE
N7 TFT—IREHEIND EMLNT
Wb HEEERT D,

O.USER_AUTHORIZATION - TOE i3t % = V 7 4 FEHIREWRIHH OMHERM 52 FfT L

RITnIER 57220,

FDP_ACC.1 Supports
FDP_ACF.1 Supports
FIA _ATD.1 Supports
FMT_MSA.1 Satisfies
FMT_MSA.3 Satisfies

201549 A 10 H

A SFR X, FIHZE OWERS 512iEv,
TV b, ATV b, ROEMEICES
L CHRIHE T 7 & AHl{# SFP % Efi4 5,
A SFRIZ. FIHHZ OMERRA 512660, B
PICHASL ATV =7 Mk AR AT
7 ¥ ZHliE SFP % Eftid 5,

AR SFR I, HEIRT 52 ERT DI
HRTREZRFIHE ICBE T 2 Bt % B
Do
ASFRIZ, TSFIZL W iR#ESNTWDT
— X BT 7R AT HIZOICHER SN D HER
hEEERT D,

AKSFRIZ, TSFIZXWiRESNTWVDT
— X DT 7R AEXET DT 7 AHIE
HOERDOI-DDOT 7NV X2 T 4
BMEE ERT D,
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FMT_SMF.1

FMT_SMR.1

Satisfies

Satisfies

A SFRIZ, FIHEHEIRST 52 E+RT D7
DITAE A FTREZ: TOE 12 X v kS n 2%
HIgREE BT D,

A SFR %, FIHED 7 N—TF ~DOHERRAT
H2EFRT DD T RE /B B R E
EHRT D,

O.USER_I&A -TOE X, 77 & AH#IMH, FIAEHERMNEG., FLIXEBEEREZERTD
BIEIZOWT, FIFAE OB EFEFEZET LRIT IR R 5720,

FIA_AFL.1

FIA PMG_EXT.1

FIA _UAU.1

FIA_UAU.7

FIA UID.1

FIA_USB.1

FTA SSL.3

201549 A 10 H

Supports

Satisfies

Satisfies

Satisfies

Satisfies

Satisfies

Satisfies

ARSFRIE, 2V 9 D ARIERFERIEORIT
EEHIRT D2 LIk, RYTELD
AREMEZ TS L, RRHERE A R T D,
A SFR 1. FHEF 72138 LIz < WigEun
7 LT oy VERREER) Rk A 2 &
T RE 2 BT D,

A SFR %, $RFEHTI12FITTE 5 TOE £%
BEJ OME A IR L CRERED R D B 2 BERE
*EFRT D,

ARSFRIZ. AMEN=@ZiE7 VT vy
NI I L CRRGIERE A RET D,

A SFRIZ. #kAI7Z2 LICESTTE 5 TOE B
RE M OME A IS L TRl &2 R & &4 2 BERE
rEET D,

A SFR ., #B S =R 2 TOE ~D
FRFERRBHIREIZ TSF ~DHERRFS 5-% Xl 95
BYEICERE LTV 5 2 & OfRFE 2Rt
ol

ASFRIZ., FIAEFZITEEENERL
rnkva K TICE D TFE LRSI
XD,
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fBE B RlAT S BHAEM

1922 TOE DAERENE 7 v a » 1312 IZHESNT-RUEET-THE., ROEF =
U7 4 B IIVAE LD,

B.1 RMAZ R EE R RERMER N L —UF A X EORBOT —F
B.L1FPT_KYP_EXT.1 ki : @K UGB DIR#E

(O.KEY_MATERIAL)
TR 7L
AT L

go20 FPT_KYP_EXT.L1TSFi., & bW ABMRBMATERARARERMER hL—UF N
A AT FCS_KYC_EXT.1 THREINDHT = A > O—H T 5 X OHEA -
LTI b0,

1905 PREET 7T A BT 4
7926 KMD

1927 RHMAE 1R, NEBMEA T VITRIFE SN DB EZRET H7DITHN L HIED
FoRicoOnW T, #EFEEIR (KMD : 5R7E [Key Management
Description] ) ZAE L722 I UI 7 570,

1928 AMA 1L, AEEFEVEA T VICRIFES LD TN TORORIFSET & RFEIZHD
WTRDR L TWD Z & Z2IRFET D728, KMD ZHRGEE L 722 T ude 67

VY,

B.1.2FCS KYC EXT.1 R : EF A =7

(O.KEY_MATERIAL)
DALY
RAFME [FCS_COP.1(e) M5 =#fFE (7 v v 2) |
FCS_SMC_EXT.1¥E5E : 7~ A 7 fh4A .
FCS_COP.1(f) W5 =#afE (HERF=1k) |
FCS_KDF_EXT.1 5 S-#aEEE ),
KO/ ET-1%
FCS_COP.1(i) M5 5 #(F (Al E) ]

190  BHEDHER :
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1931

1030  ASFR /d, DEK £ 72/ SED (H CIFHE N Z1 7)) &1 > 2 fifFEd 57
DD BEV DT TR ST =1 > kT S, NX T — R
EH S0 0G5, BOIRFEZ 12T 5 DEK £ 2/ BEV &k T 5
HHRIEED 2V ONE DODFET =1 > ThHh-> T b L, #lz/E, SED D
DEK Z3SED /(Z/R7FE T EBIREBIFFIZH K X1 555, & DD
F A AL S,

FCS_KYC_EXT.1.1 TSFiZ. [ER : 00& >, BEV F//4DEK & L TH 7~
X2 TS D LLFDL7%EE /) TBEV £ 2/ DEK ~—2F =/ Z7
LI LDV 7~ X 2 93544k 5 HfE#E - [13-R : FCS_COP.1(e) THE S 54
Z > B2, FCS_SMC_EXT.1 TEE X1 5 #5757 (key combining),
FCS_COP.1(f) T/EE & 41 5 #1751 (key encryption), FCS_KDF_EXT.1 T/AHE
X7 5 #21H] (key derivation), FCS_COP.1(i) T/EE I 41 3 #2015 (key

transport) [JO8ET = A U AHERF LRI AU R B, T 2T, IR 128 &
> b, 256 By FIOBRRIRRE AR S Z &,

1932 B EDHER :

1932 T x4 =220F BEV (EIRIFEENE) &IEMANCEF 2 72T 5
T2, BFEDZE L&/ S 5705 Th S, DKL, 12556
ZHA~E (P12, R EANR T — RFFRTELEF D, ZhE
HEZEBEV & L THWED) DD, T d X TORICET S 7,
BEV & 7 » B 7 F 2 |TEH T B 7012 %575 ; IR#ES =X P L
—POBEIZ TS EREEF0T (B2, TPM (RIFSH S8, It

BE)
193¢ BEV ~NDEERDFET = 1 )%, BT =1 Bl a7m T RY, FFRS
i3,

1035 M STIEKE DT = 1> (Z 0 E 275/ F IS E#D
WT RIS > T) FIET S LR L7206, Eabid, KK
JE D 5B 2 B & H D A G, DT RNETEIL TN T DL E
T DL IR ERER TS,

192 TOEP#EZ T =7 IUED, b EEP (Ri#T57E0IZ[@HT
B LN FFE B PN IC GE0h X405 FEAIT, RS PRGN & R D =
&o

1937 BREET 7T 4 BT 4

938 TSS -
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1939

1940

1941

1942

1943

R fiiE=RES ABl%@&%%f—b#é”Dfﬁufmwmﬁﬁlm

E/FMLT%U > AES-256 & A — F 9 AELLIZRI LT 256 &
/Fuif%éioﬁ—%w@ﬁé_owfwﬁv«wwﬁf%T$
DENTND Z EERGEL 72T L7 B7e0,

KMD :

FHEE X, TRTOZIFTANLIND BEV ICEHT 28 E O E L ~ULE

W23 KMD IZFREIR S TN D Z & ZRFET 5729, KMD Z R L721T
L7 7w, FHIE X, #ET = A > O KMD (258 & Tun
HZEEBRELRITNULZRGRW, 8T =1 U OFRIE, #7 v 7,
YT A7 REA, RS LE AN THOT =1 U EHERFL TV
HZEEREET DO L E 2 —SNRTER B0,

FEE L, BF oA T aRB AR ED X S ITHERET B, BT, R
BEOMEINEZEINRNT & T =1 BV TUHLEOSEN G
ENRVWZENKMDIZERIRENTWS Z L A2RIET 5720, KMD %
BEE L2 uE e 67220, (BIZIE, TPMICKT 2 HlE o X 9 (2

BT 55 AflaRid, SRR T R T OER
MEIMEIES N DB EIZE 25 EH SN A IIHONT O %
EERITUT R DAV, FHEE X, T = A IR SRS 7213 W)
HRRAI DR L CTF oA URNESND Z RN E NS T, BEV D
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IV Z W CAT G- OS5 3D AES-CBC 1 5702 515 5 11 5 3L Ol & B
BL22THIER B2\, 51O /5 XOXT Oty ME 128 H#D
128 B FO#HE/ B 5 X OXT o560 L Ligidnidesd., 5§52
Dt ML 256 fHD 256 B v kDO WS LDONT bbb oL L
TR B2, [LN] OFPFHO i 1oV T, Kty RO i 0N
DIty M1, A8EON-i By MIO0E LTI szewn, &7
DG L OMEIL, ZHUTKHET 28 TE S SNTZERICT X TEr D
IRELND LI 7REE LARTHIE R B0,

71053 KAT-4. AES-CBC DR 5 {biie % 7 A M5 7=, FHlE 1XLL FIZH
W35 128 HOYESXDOEDY » S ERHE L, 2 FEEOR 5 O (L
i, T RXTErDO 128y NOFEDOEE T XTErD IV, KOT
TErD256 By FOFEDEETXTEeD IVEHWT, FT50OFX
® AES-CBC B b 6156 5) ZHfS Lt iudZe 6 7evy, [1,128]
DOFPFHAD I IZDONWT, £y POEXOEIOLEmD Iy Ml A
SO N-i By ME0 & LT b,

11054  AES-CBC OIE SHERER T A T 5720, & LR 57T A MoRIT
DY E Rl — DR DO 5L DfEZA A ))& LT AES-CBC 155 %
T, B L L R—DOT A S &{ThR T b7,

71055 AES-CBC ¥ /VF7uav I Avyk—UFT A B
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1 1056

1 1057

1 1058

11059

1 1060

11061

1 1062

1 1063

1 1064

1 1065

1 1066

1 1067

1 1068

FHEE L, o7 ey 2 bbb A vyE—T (22 T1<i<=10) &k
FETDHZ T o T, WA beEL 7 X F L2t b7evy, FF
MEE T, VARSI 7y 7 DOELRA =T, BA T H
EORIVIZEST, BT _REE—RFREZHWTA v E—VEREEL L7
FIUZR BV, RS, Bl DA =R DL IVIC
o TBEH O B2 5285 % W CRE S b L7 & i S v i vt
ASYANAN

FHEE L, i T7 ey 2 bbb AvyE—T (22 TIli<=10) %18
FTHZEILES T, HE—RNIZOWTOESGHEL T A N L2iTh
X750, FHMEEITE, IVROES i 7y 7 OS5 XA vyE—Y
g, BATEHERIVIZE>T, BT XEE—F2HTAvE
—VEESLRITER SR, T, F—Di XA vy tE—U%
[Fl—O#t & IVIZE > THERO BAFR 5248 %2 W TIE B L7oRER & g
SV AA DR N VA SN

AES-CBC £ 7 /vas A k

FEE L. 200 fE DL, IV, KOWED 3ot v b EFAWT, 1
SUHEEEZ T A h LA hiER o, Zhoo 5B 100 M#i% 128 &
v NOFREANS O E L, 1001#1% 256 £~ FO#EE AV il
70, XX EIWWOEIZ, 1288y b7 a7 & LgiFiiudze b
VW, 3DMHDENEIUZOWT, BT O K 912 1000 [0 S AR ALER 73 52
TSN TN B0
# Input: PT, IV, Key
fori=1to 1000:
ifi==1:
CT[1] = AES-CBC-Encrypt(Key, 1V, PT)
PT =1V
else:
CTIi] = AES-CBC-Encrypt(Key, PT)
PT = CTJ[i-1]

1000 [5] H O AEAERIZ B W CEAE SNT-K 53 (T72 5, CT[1000])
B, ZORATORE L7205, ZORRIT, B L7323 % AT
[6]— DAEIZ K - T 1000 [AI A8 WLER 2 297 U 725 R & ki S e i i
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1 1069

11070

11071

11072

11073

11074

1 1075

1 1076

11077

1 1078

AN SV

A 1L, Bk ERl—D7 A &2 AW, CT & PT &2 AN,
AES-CBC-Encrypt % AES-CBC-Decrypt TE X #ix C. 18 5H¥HE%2 T A
N L2 T U7 5720,

AES-GCM 7 X b

FHEEIL. LFDASIIRT A ZEOHLEDLEDZFNEFNITHOWNT,
AES-GCM DFEGIEE A hE 5 bEREZ 7 A R LRI E 72 720

128 B N RTIN256 B kD

2LBYVDEXDORI. DEOSDOFEXDORIIL, 128 €y B r st
DEEEfE L LT T o720 (Pl — F END5E), Mmoo E
X, 128 By OEEETH > I o720 (AR — FEN558).

3EBVDAAD DEX. 15D AAD £I1T0 & LATHIEX R0 (F
R—hEND5E), 1 o0 AAD EiE, 128 £y b D€ LIS ORES %
ELRTNER B0 R— N ENDEA), 120 AAD Eif, 128 &
v FOEEETH-> IR bW (AR — SN 555) .

2LBUVDIVOES. BEY O IVRYR—FENALEE, TARS
NH2LBOVDODIVEDO—FHZ29%Ey e LARITHIEZR S0,

Pl IE. ERLO/RT A X ROMAEDEDOENENIZ OV T, 10 H
O, 3L, AAD, KOYIV OR DY v b & W TR S{biEREE T A b
L. AES-GCM BREFEAMG 5L B O N5 & # 7= Bi5 LT
e 6720, P R— SN TWEE 7REIEFREN, 10fEOE v k
IZoED LB 1EIXT A FEaNT U6, IVOEIR, £
NN THAHRY , FHMEEIC L > THBENTH, TA ST
HEREICL > TSN TH LWy,

FHIFE X, BEFRLD/NT A2 ROMAEDEOZNENITONT, 10 {#
DOFE, FIL, BEEX, #7 . AAD, X'V D 58Dt v & HWT
BatiEZ 7 A F L, WRiEEZET 268/ RNEKERL G OSGE
IZIXE S LT R B L2 iR 5 7e0n, 'y Mk, 6L 7%
L5 ERER LR D BN G TN RITIER DRV,

K7 A MOFERIL, BEFHMIEIZ XL o> T, I & FZHEE LG
LEDRERZZETDLILICL T, B T22&0”TE %, EELS
ZHIErS 7o, R IIREROMEE, F— DA ZBEMO R4f 725
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AL ZHZ LIk THEONIEE B LR ITIER S0,

q1079  XTS-AES 7 A b

71080 Al LTDOATIRT A X EDOHMAEDLEDZENZFINIZHOWNT,
XTS-AES OFF SALEREZ T A F LR IT UL H 720 ¢

11081 256 B b (AES-128 ) X T*512 &'~ b (AES-256 ) Dt

qu2 3EBVDT—Fa=y NI hbb, LN OEX. T—F¥a2=v I E
D 1o, 128 By OB a Ao E E LT 60 (PR
— FENDYR), T—F 2=y RO 1DIE, 128 'y N OBHfE &
LT o0 (P FR—FENd58), 7—F 2=y FED 3FE
HiZ, ¥F—bhshdmbEVWT—¥a2=y FEN2®EY Lt WT
NDVNEWT ) & Laidiide b,

11083 RV, 100 fE > (F&, XK UN128 B R DT > & LT tweak fH) D
3OMDE Y FEAWTR SHEREEZ T X L, XTS-AES K521k 545
LIRS A BS L 2T 670,

g1084 AL, EEIZL o THR—F SN TWAEEE., tweak [EDOR D |2
T—Hazmy o= U AFFEREGEL T LY, T—F 2=y b
— U AFZ T, 05 255 OREID 10 TH - T, EHEIT L - TH
A tweak [E~NEH I N D H DO TH D,

qi08s  AHMEIL. B L E R —DT 2 RV, SEXOEE RS SCOfHE & &
iz . XTS-AES B 5{b% XTS-AES{E R L & X #1x T, XTS-AES1E
FHEREZ T A M LT UL B 780,

D.1.2 FCS_COP.1(e) FE5#/E (&T7 o ¥ 7)
(FCS_KYC_EXT.1.1 TDiER)
TIPS L
KA [FBRPICAI = s B/l RHES S L

FCS_CKM.1(b) K =-#&4 ik
FCS_CKM_EXT.4 I 5-§bt ki 3z

11086 FCS_COP.1.1(e) 3EMMk : TSFIX., AT OEHED Y R MIEHKT D, FFES
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NS 7 L3 U XN AES OLLTFOE— FE&RIR : KW, KWP, GCM,
CCM] L5 S RRIN : 128 ¥y b, 256 By FiIZfE~ T, BT v 7%
FAT LT T 5720 ¢ [ISO/IEC 18033-3 (AES), [3#ER: NIST SP 800-38F,
ISO/IEC 19772],

11087 B LEDIER :

11088 NEELEIE, ST 1EEE 7S FCS_KYC EXTA ICE W TIHHES AR TF =1 =2
DT T — TN THET o B DI IR T 5884, ST oA
CENWTRH IS,

11089 BREET VT A ET 4
q1000 TSS~.

71001 REEEIX. BT v THEREDOFIR N TSSIZEFNTWDH Z & A MFE L7
FHUEZR B2, F72, BT o TONEEI IR NE > THRR S LTk
T TTNTY RALEHEHALTWEZEZREELRITIER SR,

71002 KMD?:

11003 RHEETX. ARSI HIEEZRHWDTXRTOENT v FINDH I &
BT RN OFRET AT ONTORIRERIET A7, KMD
ZLEa—LRTIUER 570,

q1004 T XA

1109 FFMEANE, T > T IRTEREIK SFR TIEE S 72T — PR OFER T AES
ICTEY Y, T > B T DRIRERL S = KSFR TIHEESA=EEBD, —
v T ENS T EERAE LV 5, T BT T T Y XADK
BIFELEIT, FFME F 72 ITBIEEIC L D RSz — e FE ) 7 e 2 F
ATHoToHLY, ZHEDERETFHHEZIZL VIEHESF1/2 KMD a1
WKFEL T3,

D.1.3FCS_COP.1(f) HEE#H{E (GrEE1L)
(FCS_KYC_EXT.1.1 TDOER)
Tk . 2L
f&AFtE © [FRPAFCAI %=l ¢ @il LOFIHHFT =S O 4 odie
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R
FCS_CKM.1(b) s F-4 i (ot i)
FCS_CKM_EXT.4 {kik © W5 8pr ke

11005 FCS_COP.1L.1(f) #EML @ TSFIX, UL FOIEHED U X MIAET 5, FFiE
SNTME 5T L2 X AES D[R : CBC, GCM]E— K LI SR [E
R 128 £ A, 256 E FlICHES T, B BILROMESZ T L RTUT
725720 [ISO/IEC 18033-3 THEE I 5 AES, [ZR : ISO/IEC 10116 T
FEEI S CBC, ISO/EC 19772 THEES S GCM],

11007 B LEDIER :

11008 AN, ST 16 & 73 FCS_KYC_EXT1 /BN TIHEESI /T =4 =2
ITDT 7 —FD—gE LT, fEEIRFETSE0IZ AES IFEHE - 5D
[/ 7 IR T3 554, ST DA ICHND TS 3,

11000 BREET VT A ET 4
q1100 TSS :

qu01 P IL. TSS ICHER S LHERED TR NG EN TV D Z EEE L7
W72 69, El@n b R RICIE VKRB SN =T v Y X
LEFMHLTWD Z EERGEL 2T UL 5720,

71102 KMD :

s AHBEE, ARSNEFEEHNTTRCORMEE SN &L
B BSALDVORAET BT OV T ORI S NS = & B RFET
572, KMD % L B 2— LT iE e 57220,

104 T XN

qu0s  AHIEIEL. B L ZRREET S 728 FCS_COP.A() DT A k& L7221
X7 5720,

D.1.4 FCS_COP.1(i) HrE#{E (HHEIX)
(FCS_KYC_EXT.1 TOE4R)
TIPS 7L
(AP - FCS_CKM.1(a) W S48/ (ki Fse)
FCS_CKM_EXT.4 fIL1k : SEb bk
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11106 FCS_COP.1.1(3I) &ML :  TSFIX., LAFICAET 5., BEINTKET v
=Y X RSA DLATFDE— F[HER : KTS-OAEP, KTS-KEM-KWS] & i =
BER IR : 2048, 3072)IC€E - T, S#EEZFATLRITNILR B2 ¢
NIST SP 800-56B, BT % 1 i,

11107 BHLEDIER :

11108 NZEE, ST 16 & 73 FCS_KYC_EXT.L THHEESH ST =1 =2 2125
U TEL EDIE I 28I T 5 555 ST DA TEH S5,

D.1.5FCS SMC EXT.1 #E : 4+ 7~ R 7 A
(FCS_KYC_EXT.1.1 TDER)
TALFEE - 7L
IRAFE FCS_COP.1(c) MHFE#IE(Ny v 2T/ X L)

71100 FCS_SMC_EXT.1.1 TSF %, Wt E-ITBEV 24T 5720, RO 5L
DR : ZE4H90R (XOR) |, SHA-256, SHA-512]% W TH 7~ 27 kS
L72iFiud7e B7e0,

11110 BHEDHER:

g1 KRN, B IIXKOR FE 2 RGR X472 SHA- N > &2 DINT L0 &
HNTIEXERY TV X2 20557 S L IITIEET B, Rl I/
N = BIET B 2 D.3.1 D FCS_COP.1(C)/ICB 0 Titdh X3,

111 REETIZTAET 4
q1113  TSS »

g1u1a BEDRPRIBEE KT D72 —FEIZ XOR SN b A, TSSOt v =
IR, IR ED XD IZEITEND D EMEB SN TR TR
oy (B, EFICOWTOERFE, FITShHF =y 7%
N HLE) o dHMEE L, ARSI AIENRDEK DE X &7 b
HE L THDEIICTSSICFHRIB SN TND Z EIZONTHER LT
UE7e 5720,

q1115 KMD

qu16  aMEE . AR SN ENEH S, EBEMEI O 5 F 7
BBEAIEEILED LW E A2 RGET HA72DKMD # L B2 —1L
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DR N =AY AAN
qu17 T XA

1118 (KIFIE) : HEDOF IJEF R D S5, iFMlid i1, ZoR I E7F &
F DG DRI NG 57— ~DT 7T XIEE L2 EERGAF L%
ITIUTLR 57280,

D2 REINT-EBE

qu19 7 7 AFTP OB RSN B, #ET 5 TOED, BHEE, 700X
TOE O DERSy. F2I3MNBIT =T 4T 4 EOBOBEF v 2D F
2 VT A IREBIZHTDEEERETE L7200 HFERN Db b, (D7
&) BEY—NEVE— NMEHEOTDORE I N2 2T 5
Tedlz, BEx a7 @E7 2 k=L (IPsec, SSH, TLS, TLS/HTTPS) ®O—
DEFIE LTI B0,

gu20 70 N VZEE L —BEOEMHRH Y ; LLTICfEESI NS, FTP_ITC.1
KOVFTP_TRP.1 D 2 iR —% > h TORRITHEIEL T, ST ERE X, B
DSFR ELRGET 77 4 BT 4 Z STICEDLMERH D,

D.2.1 FCS_IPSEC _EXT.1 #K3E : BRI L7z IPsec

(FTP_ITC.1.1, FTP_TRP.1.1 TDi#EiR)
THALRERE © e L
IRAFE -

FIA PSK_EXT.1 ¥&8E : FRiHLAFHO AL
FCS_COP.1(g) s 5 #fF (Bt~ v v 2 A v — URERE)

11121 B LEDIER :

11122 TSF KPP DZLEIZ 7> TRFC 4L TS F 29778102,
FEMEE (TLL FIZP)E SR IARGET 2 7 o ©F o 3 Fl L 721 UL7% 5
00,

11123  TOE /i, \Psec E°7 & DI IZIEIH T 5 Bk 2/ 795 72102, IPsec
77 2 F TS S EPERI LTINS,
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11124

11125

NS

S

TOE IPsec Peer

Packet capture device

FHEE L, ERIOT A MREE ERIZEOT A NEREE & B/ NRIER L7z )
NIER SR, " T 747 « V2R —ZE, Ry NT—I Xy
N ZAEEET DT S, FHIE I ICMP, IPv4, IPv6, UDP, K&
WTCP ATy by HIZBIT DT 44—V ReET o 22T %
ZENHIRES TS, FHlE T, T A MERERICER T AFERIZ O
T, BT 2B ZRME L2 TNIER 670,

71126 FCS_IPSEC_EXT.1.1 TSF X, RFC4301 THREXN/-L BV, IPsec 7—F7
7 F v FELRITIER 600,

11127

11128

11129

11130

11131

BRIET VT4 ET 4 :
BEIEDV A 55X

FHIE 1L, BET A X ANEBEICR LT, HEE, TR, R UMRGE
BT 2 HAIZHET A SPDGRIE : EX 2V T 4 R o —F —F _—
Ry ~DT L N BRERET L HEEETR LTS I EEREET 5729,
BAVETA X A RAE L7272 570,

T XA

FHEE L. ITOT A M &EFITT D729, TOE DR EZITOIZHT-

0. BEHTA X AREHRTAZ &

L PMEE L. BZFE(DISCARD). iF[E] (BYPASS). M OME#
(PROTECT)IZBAT 2 AN H D XK 5 72 SPD ZAEZE L 72 1 U7

570, HAIOREEITHEN S 2@, FHlE 2R, Zh e
DTy RIR3ODHAD 1S —HFT DL, Ty by
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XD 7 4 — )V REFFO3 OOy NU—7 X7y MEiRE
TED LX) B T ZRT iR b7evn, Sl IL, BEAE A
L TEAL, 7y MEITOERHIFEE BV DS ETVET S
ZlEXYTT T L @YUy RSN L WA
U@\ AT SN2 &, IPsec BEIZ L VRS {bani= 2
&

o PHEE X, R AOEME-T R K OR#E-Z £ 2 DD[R% 72 SPD —
YR EERLRTUIRGRW, LT, =R, 2950
BRBIEFCHRESNDIRNETHY . TNETNDOEA CTRHMEiE
L, WU ATy REERL, N7y h Ry Ty LR OB
TEHNT, PO M REIND DR LTS
VAR

s RHlFEIX. 200y NURBERINIOBMMEOY Ty T
HoHGE FFET RLRAERy NU—T &7 A2 MNE) ZFRW
T, ERLOFIEEZAEV BRI 2T UIR o0, BE, FHHHE T,
BAONTHAIORRMEDOEE R LICEESND Z & 2T 572
b, WHDONEFAE2T A T HRETH D,

1132 FCS_IPSEC_EXT.L.2TSF X, [ER: fgrt—F AT AN —|FE
— F] ZREL 2T TR 570,

11133

11134

11135

11136

11137

11138

11139

BREET 7 T4 ET 1
TSS

P IL. TSSIC GBIRSNT=EBD D) FUoRNVE—REDYN /" F72
E R TV AR—FE— R CEHT D720 VPN DRI ND Z & A AHE
THDHERBINTWVWDZ L ERIET D720, TSSETF =735
ko

BIET A 72X

A X, BIREINT-FNENDOE— RIZBIT AR ORESTEIZD
W T DFERBEET A X RTEFNTWD Z L 2R L iuid7e
5720

T X h

FHIE L, BENTRBPUCHESE, IROT A MEETL2TNER S
VISR
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L (R E) D b= RAERRENTHGE . Pl L. BRE
AKX AEFEH LT, TOEZ b xLE— RTEMET D L 9%
EL, IPsec 7 H F o RAE— RTEET DL ORET D, #F
ML, FATESNTZSANKIAL T — N TEDH I EE2IRFIET 57
WD, RSN LT Y XA FRAETIEEOWT NN EE
A3 5L9 TOE & IPsec BT #i%ET 5, £ LT, iHlEIX, 7
TA TV D IPsec BT~ T D 1o O A AT 5, B
& 1E. P rLE—REFEALT, B2, EAIER L O
¥ T F v ST Ty FNT) BEROMESL ) LTz 2 & 8L
THZ L,

o (AT E) : FT U AR— RE— RNBIRENT-HE . FHMEE
X, BETA X AR LTC, TOEZ 7V AKR— FE— KT
BET D LHIREL, IPsec BT H b7 AKR— hE— K THEIE
THEOHET H, dHlIE L, TP SARRITL=— T
XD L ERFET D7D, PR SNk b T v Y XA R
FHEFEOWT NN EMHT 5 X9 TOE & IPsec BT 5% ET 5,
Z LT, iMli& L, 7747 b IPsec BT~ 5720
O & AT %, FHEEIL. PT U AKR—FE—FZHEHAL
T, WBxiE, BEEENR X v 7T v STy RNT) #
DML LT L2 T 52 &,

q1140 FCS_IPSEC_EXT.1.3 TSF &, fipe —E4 5, b —sed,
FT DL 9% SPDICEIT D4 B EORKT L b)) ZFo> ThiiThidia b

VAR

11141

11142

11143

11144

11145

BIET 7 T4 ET 1

TSS

S IX. TSS 28 SPDIZxf$ 537 v b O FIEIZRET 50k, &
LT, —&+2% [HHA BNERONLRVWES. BRI THONHRET
b, Xv MU= 37y MPREES LD &) e 7 LRI DNMFEAE
THZLIZHOWNWTDOREIR A TSS ML L TWA Z & ZRGET 5729,
TSS A& LR T LE 2 6720,

BRIEY 1 52X

A 1, SPD OAEEZE HIEICBET 28R BET A X A M L T
WAHZ EHF v 7 L, ROTA MDD TOE ZiRET HI-DITED
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11146

11147

11148

AL AEMAT D L,
TP
AL, ROT A B AT LT TR B0

Pl 1L, SPD ARy R U — 27 3Ty R EEHE, ER, R OERiET S
fEEEem MU 2RO KL DI SPD 7% E LT L b7, &F
i 1%, FCS_IPSEC_EXT.1.1 DIFED 7= I /ERL S 7= SPD Z{# i3
HZEMTED, iHMEE L, FR FVICEBETLE )Ry b
— Ny NEMEL, Oy NEXELRTHUT R0, BF
MEIL, *y NI =237y EREG)RSEEDA o F T = — AT
RUICEBEND Z L 2BHT I RETHD, £ LT, iHE#EIL,
Ty ANy BT H =207 4 —)V RERE LR ITHIXR 570,
ZI LT, aMEEDMER LIz P VIS HIEe—E L2 51 (7
DOy PV LW ATy NEWHET 5 XL 97 [TOE MERKL

7o) BRI MU RH LN LR o FHEFEIL, X7y M EE
BL. Oy FRTOEDA LV H T2 —ADEN~LENDZ & &
FAIENTVWARNWZ & 2BHIT 5,

q1149 FCS_IPSEC_EXT.14 TSFi%, [BIR: tF=z7 27T XA
SHA) ~N—XDHMAC & /2 AES-CBC-128 (RFC 3602 /=) » (/5E X7

)

ECF2 TNy 2 T T Y XA (SHA) N—XDHMAC & /2 AES-

CBC-256 (RFC 3602 /=L > T/E& X#172) , RFC 4106 THEE S 417- AES-
GCM-128, RFC 4106 T/H& S417= AES-GCM-256, DIFH-1£ 7 /0= XA
ZHWW T, RFC4303 TEZRIN-EFEY, IPsec 7' v k=)L ESP #3472
BRI E AT AN

11150

11151

11152

11153

BREET 7 T4 ET 1
TSS -

P IR, GRIN SRR 5T L2 ) A A (AES-CBC A%®IR X4
77348, SHAR—ZDO HMAC 7L 3 U XA L 42) Ntk EnTnb
T EEREET S, TSS A LT e b, @RS
A, FHliE L, SHAX—2 0 HMAC 7 /LY X A28, FCS_COP.1(g)
W5 #fE (B Ny 2 X vy B—UFRE) THRESNET LI Y XA
IZHEE L TWNWD I a2 RGET D2 L,

BIET A 72X
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q154 AL, BETA X AN STHEREIZ L > TBIRENZT LT Y X
LEMEHT D722 TOE O EFIEICET ERZRIE L TWnbd Z &
EURAES D72, BHETA X AT =7 T5H &,

quss T XA
q1156  PMlEIZROT A FZOWTHEIT LTI 600

qusr AHMEEIZ. BIRENETATY ZLDOFENERERWAT-HIZ TOE %
HELTCWAEIETA X AR END EBVIZTOE 3% E LR T
ER bR FIZESP WD ERt A ML L L O LRARITIER D
RV, TOEERIL, TREROTTY XA HOWT, FESLOSREhT
HRETHD,

g1158. FCS_IPSEC_EXT.1.5 TSF X, kO ~7'v ha)vzFE L iF e bau
3R : RFC 2407, 2408, 2409, RFC 4109, [N : ks — 2o X &5
DIEDDEFDMDRFC 2L, W —r > ZAELED=HDRFC 4304] |, K
N GEIR . N 22 DD DFDMDREC 2L, 2> = ED =8
DRFC4868] TEZEIHE, Tz —X1 X1 2F— Fa /i /= IKEVL ;
RFC 5996, [i#IN : NAT p ZN—B DV R —p2 L, 22223 TH
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oA & (Frio, [FE] MACT L3 U XAFFHFTS TN
RN L) BHERT D HIEICOWTOEEE T O REBIET A X
VAILENTWD ZE B RAET D20, BIEDA X ATV TH T
=7 LRITIER 6720,

TP
FHEE L. IROT A FMZOWTHEITLARTIER S0

P IR, ARBEHICEVEREESNEZENENOBEEET LI X L%
VT, SSHEERE 2N L7272 B7ev, T A NOBER &ii7-3
72, TV RLDORITyT—y 9 OkEh%E (LAN ET) S84
2L THAITHL,

11262 FCS_SSH_EXT.1.7 TSF L, diffie-hellman-group14-shal & " [&&4R : ecdh-
sha2-nistp256, ecdh-sha2-nistp384, ecdh-sha2-nistp521, DD k7 L]

AR

SSH 7’u ha /L TEAINLD, ME— D] SN GIETHH Z &

ORRE L2 U7 5720,

11265

11266

11267

BRIET VT4 ET 4 :
BIET A 72X

P 1E, SSH D720 DT X T O DH 7 )v—7 14, KTNST
DFEBRLVIBESINTZHLDPL T N—TE2HWTEITEIND LD IZ,
X2 VT EEENTOEZHRET D Z L EFFAIT 5 X 9 Rk EE#
DEENA X AZEENTND I EERFEL R T IUI R 50, =
DHEJIN TOEIZ [h—Ra— ] S TWaE5E, FHMnEIX. Zhn
SSH 7'v F I /VOiFEmICB W TR S TWA Z L 2 RFET 5729,
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11268

11269

11270

TSS & F = v 7 LTl bauy,

FX P

FHE TR DT A MZOWTHET LT UL 6720

1L, diffie-hellman-groupl-shal $#43 200 21T 2 384T L 722 1T AUid 72
H7p, LT, ZORITHRMT 52 & 280 LTz s s
W, FRENDOFFAI SN HITIEICOW T, FHliE X, 2D Hk

T WD Fefi 25T LR i b7y £ LT 20T
PS5 Z & 2B LT hiEe b7y,

D.24FCS_HTTPS_EXT.1 #Lik : RSz HTTPS
(FTP_ITC.1.1, FTP_TRP.1.1 TO#&ER)
TALRERE 0 Je L
IRAFHE - L

71271 FCS_HTTPS_EXT.1.1 TSF X, RFC 2818 (Zi# &9 % HTTPS 7'z h 2L % 32
L7207 570,

11272

11273

B EDIER :

ST 1ERk 12, e SHLEREIZ LR E DL 5 I1Z# 5 L T B850
JETBTEDIZAF 2 RFEMT R EFRME L RITFUTZ 5200 ZHE, K
IR R NICT L X P EENL YD, TSS ICF/E 3R 2B L
VDTS EICL o TEWT S ENTES,

11274 FCS_HTTPS_EXT.1.2 TSF (%, FCS _TLS EXT.1 T{REINDH LBV TLS = A
W2 HTTPS 23245 L2 1T UL 72 B 7200,

11275

11276

11277

11278

BREET VT4 ET 4

TSS

SEIE L. TLS a2 ha e Lo CEREIND Y 54 7 v MRIE L.
BB VLAV R L 712 THrbn bt X2 ) 7 4 EHEEG
ELWEREYTT, TSSHEHEY Yy v a VAT 572012

HTTPS 3 ED X DI TLS 2T 202 AfEIC L TV D 2 & ZRAET
L7, TSSZHF = v 7 LRITHIT R B0,

TP
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1120 RTI7 T4 ET DT AMI, TLSTAMDO—EE L T{ThiILD ; =
T, TLST A MM TLS 71 L UL CEEINBEES. T A |
NDIBMENDZ LT b,

D.25 FCS_COP.1(g) MEH#ME @Iy v 2 X v &—VFRGE)
(FCS_IPSEC_EXT.1.4 & 3:|Z584R)

TIPEE - 7L

IR [FDPITC L= U F ¢ @i LORIHE ST R DA v
Fe—=h F
FDP I:FQ.Z 1;5% !I = CE’I:Hié r\/ ’; #J%%\"“_Q@ F\:

P

O~ 1 = Vo~

FCS_CKM.1(b) I5 B84 Bl et FRE)]
FCS_CKM_EXT.4 JL5E : B5 S8k ke

11250 FCS_COP.1.1(g) ML : TSFIL, LT ZMIET A v -V XAV X MR
[G#IR : 160, 224, 256, 384, 512] t v b, [#Eff: HMAC THRIH &5
BE (B M) ] ofR, KR EINTRFT/LvT U XA HMAC- [ER:
SHA-1, SHA-224, SHA-256, SHA-384, SHA-512] |Zft~ T, #ff/ Ny =
Ay —UFRGEE FEAT LT L7 5720y - FIPSPUB 198-1,  [The Keyed-
Hash Message Authentication Code] . & T* FIPSPUB 180-3. [Secure Hash
Standard] .

118 REETZT A4 ET 4 :
q1280 T XA

11283 AHEFE L. REREMET A NTHEOHT A RE LT, [The Keyed-
Hash Message AuthenticationCode (HMAC) Validation System
(HMACVS) | #fH L2 nidZe e, Ziud, sHli& 237 A M
(ZIRFEATREZR 7 A B X7 RV OEENFREZR, BWHDTH D L HS
NTWLTNTY ZLOSZRFEELZF > TNWDHZ EZ2ERL TV D,

D.2.6 FIA_ PSK_EXT.1 L3k : Ealdta @A R
(FCS_IPSEC_EXT.1.4 & 3IZER)
TIRERE . el
AP FCS_RBG_EXT.1 L3k : B #fE (ELEE > H AR
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1 1288

11289

11290

11280 BIHLEDHER :

71285 TOE /2, IPsec 717 f Z/LZ 0 TR X 5 FRiLLG#-EZ VA — P L
TRATIUTR 5700, TOEIZL - THR— F 345 FHIHHREIZIT2 FE
BHV, LUTOEMTEESHNSL 512, (BHD) 7F X pN—X
E (FTaD) B fRN—XDEDPH 5, BADOFELEIL, [T
FRX PN XDFEFIIGRE) E TR, FIHEIZ Lo TIEED X F
v FEXFIE L TA I AEFFHEGR-ETH D, NI T — NI
TS, DL O RFEFIHGRIT, XFIPE > FIE L TEHS R
&L ORI IALITIILR 6 T ChPEE LTRSS,

1186 2 DHDFEMIT, [Ey FN—IXDFEFIHFGRE) (IS EEER R i
RED) FIETIG ; ZHUT, BEIE D6 Dy il L 0 TSFIZ L -
TSI 8 EITEPEEIC L - C [EEA @directform) / (A
DERERDEL LTS, TEHEH) LoD, 7FI pN—
R DEFIIGIEDLGE & IS, A0 TR oL THREE LT
HIPFEH SIS = & #ERT 5, €OPIE L Tid, #BEFEkT S E >
f & 7716 EXFINPBH B,

1187 LA FOEMEIT, TOE 7 F X pN—IXDFFLLEG#E A— N, ROY
T g Ty NN XD HFIHG RS VA — P LIRS
NWE I ZEEFEFEITS, L, By FN—XDHEGIHEH DL
JEITTOE IZ k5 T, EEIFRIEY S XX TREIND D LAZ0,

FIA PSK_EXT.1.1 TSFlZ. IPsec HoFHEpiA#HEZEH TR TINIERS
VAR

FIA PSK_EXT.1.2 TSFiX, AFD X 9727 ¥ A b_"—ADHFHAHRE T
RTCEXRTIX RS0

FEM 2 CFRO GEIR . (B 2omodR— -] .
FOMOE /L]

KRICF-, /DT B, Lo (g o T@y . . 18 . T%) |
ny o T& . T L T . BN D)) 28T) ¥k T oMb
ENBIELND,

FIA PSK_EXT.1.3 TSF!X, [ :SHA-1, SHA-256, SHA-512, [%Iff :
T XA NLFINE GRS T DHE] ] 2HNT, 77X A MR_X—20FHEFHEA
FEA BT L iude o9, DR thoFaEtaRAER LRy v
v hR—ZADOHEFIAHEZ AT S ; FCS_RBG_EXT.1 TRE SN -ELEE
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v MES&EEHOWTE Yy h_X—2ADOFHE[FEEFRZ AR T 5] LN TSR
TR B 720,

11291

11292

11293

11294

11295

11296

11297

11298

B EDIER :

FF X N X DFEFIEGRRDORZNZO0 T, LG Z (BT 5
JEIZ, HBORE (22 XF) PpBEE LS5, MORIFYH— &
1EDFE (1572556 XFORE) F) FITET S LHTEE,

FIA PSK_EXT.1.3 D2 & HD#ERIZH )T, ST 1EE 1%, EFEEIC )
S TAN I T FX P XFLNR, fEE L TEHIIGE E > FIZ

IR Shd hikaZEEAde, Zhid, IEED N > > = D
—D, FEEITFIIDR T — p X2 f & L TEDMDTLEE TS5
ZETEITIND, [E> NN XDFEFIHGHE) PER XS5

& ST (k& IZTSE P Ey pN— X DFFH GG HIZZ 78T 5D

o FEIZTENEE4LT S ENTEEDNEET S, Tib a4
KT DL ANELEIZ L D HFE X172 RBG & /1) TEH S IT4E S
RITIUZTR B0V 2 & ERELHEPIEE L /=, B> PN—XDFEFHA
FEDFESH YA — P IFL TR VOGS, ST (1T [F DD F R
FRENEH L7320 2R T 5L,

BRIET VT4 ET 4 :
BIET A 72X

FHIE L, BMET A X AREE T F A X — 2O HEFIHAHOME
RACBAT D H A o AT 52 L, MO BIRNSETIERES
DEZANTITED Z L ERRT H56) BAETA X ARENETZIT
EWHERATEARORNCEAT 2IEHRZRMIET L2 L. Z2IRET LD
ICBMET A XU A ERE L2 E e b7\, A X A%, it
L L THRSIND LT EREL2TNE 26T, 20U R M,
FIA PSK EXT.12IZ&ENT-Y A FDA—R—F v F ThiFhiEie b
720N,

TSS :

FHEFE L, 22 LFOT F A MR—ZAOFFHAHEN YA — ST
HZE, ROT XA MR—2OFHAREZFHFTICL > TAN SN
7=%—AJ1 (B, ASCIl £H) 75 IPsecll k- TEH SN D E > M
SNOBEIDTONDRMAHT N TSSICF L SN TnHZ & HOZ D
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SRAEAT T 2 FIA_PSK_EXT.1.3 DEFD A DIRIRE —BH L TWAH Z &
ARFET B2, TSS A LR T UL 7220, BN R &
FBET DDA INDSE. FHMliFE X TSS 2 Z ORI IT Iz o
TR L TWDZ 2R THZ &,

g1200 B hR—Z2OFHHAR) NBRSNTZHE, FHMEFIIAEM:T
BMASNT-FNENOTE FaLd-HOE v hX— 2 OHERFTILA
PANSTHDON, FRFE Y bR—Z2OHERHEAEEZ AR T 500 L
Lo (FREFZOW) (ZOWTORRMN, BIETA X ACEE
NTWNWD T EZLRRE LT T 72 70, FHI#E X, TSSIZE » X
— ZADOHFEFHEAERENER SIS T r R (TOE N Z OEEL AR — b
THHE) DR ENTVWDHI EERFIEL, 207 kAR
FCS_RBG_EXT.1 THEE &N 7= RBG 29 2 Z & 2R T 5720,
TSSIZOWTHIA LT U2 5720,

1300 F XN
71200 Al IR, ROT A MZOWTHEIT LTI 5720

L RHMEEE, BMEN A XU RCHEET D, TRTOHFRIND LT
DIAEOE L LT 22 X oFFH AL D72 < &b 15N
FER L2002 6T, EhEno@Tcr e halxraz—
A VBT E LI L EEIETH L,

o [ E] : TOE RO E S OFRIAHEHZ IR — N 545
B A L. RRROE S, f/ROKR S, KOERRE SO
LOEHNT, TA R LZEEVIEI TR L2, BIKR &L
CIRKRBOESDT A MIKTHXETHY, BORhEIOT
A MITOEIZ Lo THEEAE SNRTIIUT R B 220,

s [GfEfTE] : TOEWN By b _"—ADHFHAGHEE VR — b3 2508,
ZD LD BRPEERL2NWGE, FHEE L, @ REIOE Y b
R—=Z2DHEFILAREATFT L, BIETA ¥ ZADHERITES TA
HLBR TR 6720, £ LT, FHliEIL, 20T e han
XA T—2a UPREIITED ZEEFFEL 2T NIE R 5780,

s [GRHEfFE] TOERE Yy hR—2OFFEHEAHEEZ TR — L, D
O A AR T 256, FHE L, @ik ory hX—2
OFpiAHEHE ER L, BIETA X ADERICES TAS L
T b, £ LT, FMEEIX, O TT r harxra v
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T— g UNKITE R Z L AFEIELRIT IR B,

D3 ®EET Yy T—F

D.3.1FCS_COP.1(c) REH#{E Ny v aT7rdY Xh)

(FPT_TUD_EXT.1.3 iR, 7-1% FCS_SNI_EXT.L.1 & 3|2 384R)
TALMESE - L
AT 2L

11302 FCS_COP.1.1(c) #E#Mk : TSFIZ, LLF : [ISO/IEC 10118-3:2004] (ZA B ¥
% [ER : SHA-1, SHA-256, SHA-384, SHA-512] (Zft > =B Ny v =¥
—EREFETLARTE R0,

11303

1 1304

11305

1 1306

1 1307

11308

11309

1 1310

11311

2L DMER (O.STORAGE_ENCRYPTION):

N = DR IE, FCS_COP.A(d) T S5 T/ 2 XA DFREHT
TRHRIEE — B L TORITAIEZR 5700, (SHA 256 /4 AES 128- E"> A
DFEIZA] U TE#ER I 41, SHAS12 /4 AES-256 £ FREDFEIZA] L Ti#
RIS RE TH D) M DBERITEIR S 72 T Y AT ETT
Phd,

NSYE, SHA2 77 S VYN — F T B3I T o E
BT BL DS HELREINGS TSz r"m h a2y viy—rIiasd
F T, APP /L, SP800-131A /#4575 SHA-1 FELD #4— | &7 2%
75,

BRIET VT4 ET 4 :

TSS

SEMF L. Ny 2Bl F oMo TSEREERE BlziE, o424
JVELRREIRERE) & OBEN TSS I B ENTWAZ L A2 F = v 7
L7 5700,

BIET A 52X

FHEE 1L, MEEEINDI Ny Va2 RIZOWTOMRELZRTET H72DIC
FITL TR MEDOHIRET R THFEELTNDLZ EEZRET ST
OITHNEHA XV AL EE T = v 7T 5,

TP
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11312

11313

11314

11315

11316

11317

11318

11319

TSF Ny Vo BIE, 2 500F— ROWTNnEEETHZ LN TE
5o WAIOFE—RII, A MEAE—RNTHDLH, ZOEF— RTIL,
TSF, BEH AL FEDOA =V DHEN N 2T D Tbb, N
v aINHAyE—VE (Ey ) X8 THVEIND, H2DE—
Rty MEHE—FTHDH, ZOF—RTIE, TSFIT, [FEOE &
DA yE—VhkNyad b, HE— RIOWTERRDLT A NPFE
THH, By MM E AL MERIOT A MZOWT, LFDOE7 &
a U TCHRE 525,

FHME X, TSFIZ X - THEIEIN, KPP OBEMHEZMIZTT-OIZHEH S
NHENy 2T NI XEDENEIUZDOWNT, LTFDOT A R &3
TATOLZR TN B 720,

va—FhAvE—F AR - By MERE—F

FHEE L. mALEDORA v =TSR DAy heEETSH, TI2T
migt,. "Ny a7 AV X LD Tuy I EThb, AvE—Y0EX
X, 0 ombE Yy hETY—F U VY VIIHAAT D, AvE—YDORK
ik, BT X AR E N2 T E R Sy, FHEE . KA
TV DAY= HA VA NEHE L, A vE—UMN TSF gt
SHDBBIZIELWEERDBE LN D Z & 8 LIRET 5,

Ya—RMAyE—UTAL - A MERE—F

FEE X, mB+LED A v =V Db Ay hEBRT D, =
ZTmiIny a7 I3 Y X aoT7ay I ETHDH, AveE—TVORE
SE, 06 mB NS RETY—F X lilmfil, A vE—Y
TS N e h, AvBE—VOARE, BELT ¥ LA RS
NRITIE72 B0, FHliFE, HFA Y E—YDA v =X AT
MR L, A vyE—U0 TSEF RIS NABRICIE LWFEERBE 5
5L il LIRAET 5,

BRI T AvE—UF A - By MERTE—F

FHEFEIL, mBEORA vE—U NS RDANEY NEERTDH, ZIT
Mgy a713) Zan7Tny 7 ETHDH, SHA-256 T, i&H
DAy —URIEL, 512+499*i L7205, ZZTl1<i<m &% %, SHA-
512 TiL, iTFHD A v E—TFIE, 1024+99*%i L 725, ZZ2T1<i<m
ET D, AvE—VDORIL, BT X LENTAER S VR UER
SRV, FHiFEIZ. HBAVE—VDAvE—UX AV A NEEE
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L., AvE—UNTSFNRESNABICE LWERNEONDSZ &%
st LERRET D,

g0 BRENTZRU T AV E—TUTF AL - A MEAE—F
g2 FHEEIE. mBED A v E—Unb A ANy NEELET S, D

TmiInyya7had ) Xan7Tay 7 ETHD, SHA-256 TiE. i
BHDOA v E—TRIX, 512+48%99%i L7205, ZZTI1<i<m/8 &
%o SHA-512 TiX, iFHDOA vE—URIE, 1024+8%99%i L7 b,
ITI<i<smlB8 it H, AvbB—YDORIT, LT U F LT AR
INRTNT R, FHEFIX, FA v E—TVDRA v E—UH AT
A MEFHRE L, A vB—U2 TSF AL S 5 BRICIE LU R85
LD Z & A fifEid LIRGET D,

113220 BRI A ARICER I N A =V DT R b

1133 AT A MI, A MEMOFEEOLEZHR LT H, FHEF X, nE Y b
BOV—RET U FLNERT D, 22TnE7 A ROy v 2
BT AL TERENDIA v E—VF AV 2 A MEET D, KIC,
P, X a TNy v a T T ) RAREEY AT A (SHAVS) D
Figure 1: Code for Generating Pseudorandom Messages CHefit &5 712
U RN T, 100fHDA v =V L ZDF A=A MDYy hE2E
RT 5, LT, Ml TRHDORA 2=V TSE~RESND
BRIZIELWERD G DD Z & 2R LERGET 5,

D4 RRAZL—XICkB8AN

J1324 KRBT a U NZBITAHSFRIZ, 73 ONRAT7 L—XIT L D8N T
AT R— M TAHSTICEENDIRZILDTH D,

D.41FCS_PCC_EXT.1 #£k : BB /XA U — DA & FMHAFT
(O. STORAGE_ENCRYPTION)
TALFEE - 7L
IRAFE FCS_COP.1(h) Hs 5 #fE (B Ny > a7 T Y X L)

7135 FCS_PCC_EXT.1.1 /XA U — RFBGFET 7 7 X AR T 5 72 DI S5 X
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AT — R, [EIf) : 64 LLLEDIEDOEE LT F TOXTHIEHRE L,
{R3CT, /INCF, ¥, MOVEIRN « ZoMOFFXF Y hoib, £
7=, BrE &N 57 L2 U X A[HMAC-[ER : SHA-256, SHA-384, SHA-
SI2INZHEW[FIFT : 1000 L LD IEDEEFIEIOME Y IR L 21T, W58t
R0 128, 256)% 1T B8R T — Re— 2 OfEE H BRI A 24T L 721U
B, 2T, LR &EMZ9 2 & [NIST SP 800-132],

11326 @A EOBER

11327 AKSFR /L, NFA4 THEEENX 7 L—XDFEIA TSI ITOE 12 L 0 H7
— AEATOBEE, T & TERINS,

11328 PREET 2T 4 ET 1 :
91329 TSS -

11320 fHlEE X, TOE N /XA U — ROAERMZFEITL TWAHEN, £3°X
TR ST, TSSICFLR SN TS Z & & RFEL 2T
X722 5720, TSS H /XA U — RN ED K IR MEFHEN TV D10
WAL TR Y . RHMEE LT NN B AT D L R RRET D,

71331 KMD -

1132 ML, BEVRoRMEoEENTER SN TWnWD Z L, KOY o X
N STERREIC L ABIRE —H L TCWAZ L 2RiET A7, KMD %
FREE L 721 7UE 72 5720,

11333 PHMEEIL., NAT— R/ RAT L —ANPIHOIC T a— KX, SHA
TNI) AA~MGEIND HFENKMD IZTER SN TSI a2 F =
v 7 L7l id7enigny, 73V XADOFRE T 407, 7Tay
X)) B S e 59, i IR, A AR—x b
NOBRICEL VY FR—F SN TWDEI L a Ny v o B EHICERT
B IER & [FIBRICRRGE L 722 T AU 72 720, FEHlE I, Ny v = B o
A3, EORRE~ATI S, ERRTRESIND BEV LRILESOH
T AI EET D720 ED L ITEH I ND IO TOFLIE A
KMD IZEENTWD Z & EMFELZRTIUE R 5720,

11 1334 TP
11335 pHEE X, ATOT A MZOWTHEIT LTIV 5720

g133 T A M1 : TOE DR/ DOEX 64 LFONRNAT— K /XA T L —
R AR— T8 L E2RTFT 5,
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71337 T A K2 : TOEW/NAT— K/ /RA T L— XD KD LFDE
E.n 4LV KEWV) YV R—FT2HE, TOENNLFLD
HRENLDEZIT AN & ZRFET D,

g1338 7 A B3 : TOEN STEREIZ L VEID (T B, P AR—FEH
TNATRTOLFENSRDHNAT—REYFR—FLTWNLZ L
IRAET D,

D.42 FCS KDF EXT.1 #LiE : BrS-@sEH

(O.STORAGE_ENCRYPTION)
LR el

(SERESE FCS_COP.1(h) W 2l (BEfF N o2 A b — V38
FE) . [ER L7284 : FCS_RBG_EXT.1 ki : B 754
e Y MER) ]

11339 FCS_KDF_EXT.1.1 TSF (X, [i#®R : FCS_RBG EXT.1 CHrEINT= LB

RNG R LT T~ R 7 | FIHT SN AY— KT ~vR7 A
R— bk &NV 7~ A 7] Z R : NIST SP800-108 [E&4R : h v v X —F—
RCD KDF, 74— KX 7 E—RTDOKDF, X7 N/, T T4 KL
£ — FT® KDF]. NISTSP800-132] ICEFESND LBV, TDHH»RD72
CEHBEV EELWEFR 22U T 458 (Ey MUZBWT) &R25K97%
FCS_COP.1(h) CHFE & DA~ v v 2 B%a AW T2 EH 345 2
EEZIT AN TR B2,

11300 BREET 2T 4 BT 4
q1341  TSS »

g1 APEEIEL. SEEHEEOFERA TSSICE TN TWD Z & ZRGE L 72T
AL B2, F 72 H )Y SP800-108 K () SP800-132 (2 iV VK FE &
NTEHE— REBIERET VY XAZEH LTS 2 & 2 REEL 7
FIULR B,

q1323  KMD -
11244 PHEEIX. RIS TR TOENKBINT- HEAHEVERINRS

ZE KOERNDSED X ITEHEIN L NDOFRIREIRFET D720,
R Z D KMD Z A L7 T U7 5720,
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D.43FCS_COP.1(h) MEHIE (B v a Xy &—TUF8FE)
(FCS_PCC_EXT.1. FCS_KDF_EXT.1.1 & #:{Z3R)

THIMSE . L
EAFPE . [FOPITCI = U ¢t L ORMHES — L o4 ol

FCS_CKM.1(b) msE-ddA= nk el Frd) ]
FCS_COP.1(c) M5=uffE (o a7 T X L) |
FCS_CKM_EXT.4 L3k : 5 S8R Bk 3

7135 FCS_COP_EXT.1.1(h) &ML : TSFIX. LA W79 K 5 7 [EIR: HMAC-
SHA-1, HMAC-SHA-256, HMAC-SHA-512] K OWF 58K [EIf) : HMAC T/
IS8R (£ F) NI, [Ny Va2 Ay e—VRRRE] 2 ETL
R NIER 5720 - [ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 27 ;
ISO/IEC 10118],

11346 B LEDIER :

11307 BIHIC IS SELEK] /L, L1 RIFL2 DEID#FH TH S = & (#L)e
ooz BiFE L CTISO/EC 10118 TED 64 Ti s, #llz /L, SHA-256
DEFA1L1=512, L2=256) = = ., L2<k<Ll * 73,

11348 BREET VT A ET 4 :
q1349 TSS !

q1350  aPMEE L. HMAC B CHEA SN AU T OMEAEFFE L TWADH Z & &%
FETAT-OIZTSS A LT e by - ., I Ny
va%, eyl KOERA IS HT) MAC E,

g1 T XA

11352 VIR—=FEINDERTAZEy hOETNFNIZOWT, dHliEIX. 7 A&
FNF—=2D 15ty hEBRLRTERLRY, TREhOE Y b
(E N R A A S A AL [ 30 AV A RAN DR AU E oA SR AN AN S 1)
. TARNTF—%D 3%ty MZOWT HMAC # 7 % TSEIZ/AERR S H72
U B, RSN MAC # Z1E, BERNO BV IEEE v
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Al CHIZ LD HMAC % 7 Al 3 & bl S 72 1 U7 5720,

D.44FCS_SNI_EXT.1 L3R : Bf584E (Y Vb, /R, ROHIHIERZ B
JVAERR)

(FCS_PCC_EXT.1. FCS_KDF_EXT.1.1 & 3LiZ58&4R)
TLFERE L
{RAFME FCS_RBG_EXT.1 §iiE : B E5-#E (BLEkE v AR

71353 FCS_SNI_EXT.1.1 TSF(%. FCS RBG EXT.1 CHEIN/~ RNGIZ X 4E
RET= Vv bORZEMA LT R 570,

11350 FCS_SNI_EXT.1.2 TSFiZ, [64]t > hDIE/NETaH=—0 72 ) V ADH%E
i L2 T uid7Ze 5720,

71355 FCS_SNI_EXT.1.3 TSFiZ. U FDHETIVEZAR LR TNIER S0 [
. CBC: IVIX, #ViKL L TIEZ 6720,
. CCM : /R, ¥R TiEZe b0,

. XTS : IVIiE7Z2V, Tweak L, HhZEl 0 1 500, [EEDOA
THRWECHMAT 5. ATRWEL, TRITIUIR LR,

. GCM : TR IR L TIE 22 5720, GCM OIEONH LIRIEX. i G-
@%%%_OVTZHZ%%KTiﬁ%@PO

11356 |o
11357 BHEDHER :

11338  ASFR /L, NZ4 THFE(ENR 7 L— X DFEIA T3 TOE (2L 0 -
K= NI T BEEDERLE & THERSI S,

11359 REET 7T 4 T 4
9 1360 TSS -

{11361 S IL. VYV ROAERRTIENS TSSICERIR I TWA Z & 2{RGE L
AT B2, FHfi#E 1L, FCS_RBG_EXT.1 IRk S 417- RBG
ZAWTY IV IBNEREND Z & MR LR IT TR S0,

g1362  EHMlEIL. AN =— 7 IZERK S, IV tweak 28 (AES E—
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NIZHEESE) ED LI ITEY FbiL b 2T TSSIZFLR ST
WA Z EEEFEL TR B, ML, v AR =—2 T
HDHZEL LIV E tweak 2350 S - B AR T2 L AR L
A OF N CASYAAN
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WMBEE = e — BT XERVRFE

g1362 AMfEEIL, TOEICK W iEA SN ZENEFNLOT Y b B —JRIZHOWTHE
RENDHRFERICOWTER L TWD,

1360 T2 ha E—JROXEL, TREGRALE, iMEEAEEICT Y b B
ZEEL, TN b= R T 5 L EHTE OB TE L L
N, TR CTHHIRETH D, ZOXEIIL, Retoitdk, = kb
E—DEY b, EHEME, KONV AT A REWS | BEOEMet 7 2=
VIREENDIRETH D, TOXEF, TSSO—EHTH HMLETRU,

E.l e

11365 LEITIE, TXTOY br R EROHAEIEREZ SO, T2
DT b r B ORERRERFI N T ENRTNE R 620, Zhilidz
ha B —ROBENTER I, EOXIICEMET 2D, Eo L= |
D E—RNEDHEND DD, KRNED L IR (D) F—FZ2xT ok
2 E—JHONENGT A NERTERSET 22 EDRTELO0BEENL T L
2705, ZOXETIE, = e E—JRORFTOMEATH I, 74 A
PR EZPBHERL, RICEZANEIND DD, LEDOEDH ) O%ILHE
(v a, XORE) | #hd (EZ12) BRESNDDOH, £ L THE
2, FokoicL Ty b E—ENbHNEINDIDONERTRETH D,
MBS N D5 BIX, 7evyxr ) B"buut, b bt
—JROHFFOR TR EINDIRETH D, KB EFHAT D Z ERHERIN
a3

g1366 ZORFHIIZT Y o E—JE0t X 2 U T 4 ERONEORER, K OBERS
RO Z NS - Dy hr B —CEB R E: bWl EnPo L
5KLT?%;U?Jﬁﬁmiofﬁ%éhé@#kwoﬁ SINEELR T
L7 5720,

11367 FEINHEE. KEtodix, F=FT 7V r—2 a3 VB RBGIZZ Y R

B E— 2B 5 TEORR A E ERITER LR, EIRA T L EIRA
DD & 5% RBGIREBIRFDFELITZEN D NE TH D,

E2 = bhub—aIE¥Y{k

g1368 T b E—JROFHIARTTEEMS E ZICHE L, = o B —JR R 72
&6&w%%#:&ﬁﬁﬁ%@f%6@#(%4‘%@&%& Z DI
FEDZ b bE—JRICL>THELND EWVWI IEYLEITY 2 &i1X. 2y
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£L¢6 DOHETH D) L\WH | HIFNZRERNGFETRETHD, =
Dl iE, SN dBEMAY -V oy ho—oitike, ok b
e — ﬁﬂDE@7/&AM/~F&M7Dkx~5zEﬂék%mﬁéﬁ
HORBRNEEND, Z0#HmE. = ho—iA= hobE—2&it
v NEERT D EEETEZHBAOIESY LD E 725,

g13s9 TV b B —DOIEYSIE, BT SV r— g D ERIIHEEOM O
RRELRTEN S IBINS T2, WD T — X 2 & AV TIER B,

E.3 EREMF

g170 XEIZIX, = b iR T X LT — X AT D E MRS LD ERSR
oL EEND Z LD, R, XECE= Y b e —EN 557
T bu =2 Hed 5 LIk BITRRIES RN L D RFMAICONTHE
BRERARTNIZARLARN, Ty ho E—JEOMEE - ISR T 2R+ 5
COIER I ND FIENE ENRTIUXR 520,

E4 ~IVATRAE

11371 SICEARIZIE, T TCToOx v ba B—JH~L AT A R EOFILS ORI
i\ WENENDZ LTS, 2T, NSV AT A RORIR, KV AT
A NHMTOIN DL R OGN (B 20X, EEIRE, HEa, £70XERIZSETC
T) « BNV AT A MRS DRER, = b r BN L 7= Rf o
TOED5SDFEWV, ROET A MRy ba B—JRIZBWT 2L LDk
ERRANT HT-DICEH TH D LB LNHBIE ST,
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fEE F @FHEER

11372 B OB SHE IO XLEITH M THLRETH D, HATLH% T, Pl
FERHoIC B OE R, @QAEUICREINTND I L E2RIAET 57200
FE EO XTI EET 57249, ACEALIT, it XEETe
RETHDH, ALEIX, TSSO E L TERITSNRO—F L, BIISC
FL LTRHSN, ARETOREFRE L Ty—2 21T R TED,

F.1 f#E#H (Essay)
11373 R, BT = A BT DT RTOHIIHONT, LTFOFEREIEREET S .
- HOHM
. BENAHEHRBEVEAFVIRFSNDNE D
. WD, EOX ) ICEBRESN DD
. VO, EOL D ICEMEHSN DD
. BOTRE
o VOENHITOREL SNDD WRAAEL SN, EEfEE T
. BHBEEEORR
11374 FEBUILLT D P By ZIZHOWTHRLRT S ¢

11375 WAV AR — T EITRTOREFET 7 7 ¥, KOENEND T 7 7 X
NEDLHITIYFbNDED, HEDDLEMAC FHEHinINDHHAE
DY EE DRI,

11376 FRAEDS VAR — N S HGE . MEED T2 DI S N D IEMRGEZ 217
THEOIHEHASNG T e R CEDL IR LORH LT HONTH
G, MEED 7 mE ANRFIR SR TR B, 2o ek AR
BF oA L FORN DT at R > TEIBLSEbNT-Y . B
SN LN L2 ED X ITRFET 20T DV TRLR L2 T X
TR,

11377 BEV ORI~ BT oA, Z0O® 7 g AFMICEY
ﬁ%éhé%%i4y@ﬁﬁM%L@ihi@%@wok@%ﬁsa/
DOIREIEH SN D, ERONEH, #7 v 7 £lld 2 >O%EM:

DOHEEZ LD X ST HOWT, FIHIEREED S BEV ~0D HE#
DF = A &GO TRLl LT o7ev, E 08T = A »~Bl
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SNEHHDLME, FATETF = A 2 L OxtEF. KOFNLDS OEDE
FRAL U720, F3ET = A L ORANZREELZZRFE LY LW E
& HREET AIRFEIC OV T HEDRITIUT R B 720,

g1378 XSRfRRLIE. T = A T R T OMIMIFRREE I 63 5 K5 H A 2 ke
WM BB LITHE SN0 T2 vz &, KOVBEV OF%)
BRENET = A ORI OTE VRSN TWD Z E 2 RFET D720
2, MR A ERICE T 5,

11379 7 — AW SALT U DFEIR, FORERER, KOV DD
(i, N—=R7=TIZDOWNWT : T8 ADFET=% SOC 7213 F v 7
DavoryhEBINZLD, V7 b TIIoNT  ®BlE R
TAN, TAT7 7Y GEAFREREGS) . Bk, / B5 07D 0imiR
AUHE T 2—A ROBE LI NeWER (fl, 7—btr—%, <A
X —7—hlba—FK (MBR) &BEHETLEHD. N—T > arTr—7
V) ) OFIEIE, FLliX, T ADHRA R,V H T 2 —ANDT
NAADT =2 HRAFELTWDKBIAT 4 T ~ODF —Z T a— 7
— AW E TV TRT S X )R T — I OWTORMIZET 51
W, BefbEsh TN A Y —7 — kL a— REEA~OF A H
L-EEALEE) 2OV THLEDDIRETHD, wibld, WoORHHE
DL BT 20, BENRT X TON—RA R L =TT /31 R
B AT DD ERGET D72DICT_XTCOT T v b7 4 — L& ALY
HI-DIZHFFERTHLIRETH D, £/, 77 v N 74 —L20D7
— ML, BEEPEt7 ma X ROED X 9 7L I/ GNEE
IbEEIMET DOV T hitlk T2 & Th D,

11350 T X T OFDRGIGEIT M R TEME X T VIR SND T X TOHD
PREAFTCIRT AT EICED, @R HITONE L o T RFIZ R 2 I EE
Lo 7ot A,

F2 X

gi3sr XX, FIMIOFERET 7 7 Z 55 BEV £ TOTRTCOEM OF = A o ~%H5
THHOLWDLHEIIIENEEND, ENENOHEDOREFALREZFIZE L,
F A VTR >TENETNORPFEHEIIHT v 7 FFESND A
Tarng) OWVWTNNTED X IITEESIN LI NI OV THREINZRT
iE7e o720, B, F=A BN TENETNORENERF-I1X7 v 7%
i o DIFEHESND AN ZRTRETH D,
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g2 ERERER AV ety ok Hh) KOENLLDMOT —Z
A N=RT7 =2 TIZOWTIE, T ADEKRA A VH T 2 —A KT A
ADT —BRGDI=DDKBIAT 47, 121XV 7 b= TIZHO0 T,
FIAE ETTERE D RN EZRET DERICA L —U T o 22K %
BT D 2 E B RIET AT-DICTOENEITTET VT 4 BT 4 NLEE L
THUAT v 7 IO TORTHEE (Try ) K, ~— N7 =75k
KT — 2B b= VU DALE & E DT — X N R B RS R b7
A%

11383 Pl X, N— RO = TR SALMDN ERRER L 2 DT —F X RAZRLT
—Z WAL D AR T DO M TH D T & A MEE L 72
FHEZe B,
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MEE G ME

K18 M

& TEF%

Address Book (7 RV A ADOL4RTE 7 IZWERR 7o fLiE 2 B0 M

&) AREZRSESE (B, 7 7 7 AEEE S, EXA—L
7 KL A, URL) EFEODNT B BRI A
B =R A,

Administrator (&# TOE O—#/r £ 7213 T X CTEEBT D4R [2600.1]
) KRt 58, 20773 a N TOE D+

X a7 4 FEHICEEE 52 DN H 5

A&, BHEIX, TOEO®X=U T ¢ H$t

D—E% LEE T o et 2 FrtE 2 Fr

DI ENTEX D,

Asset (B&E) TOEFTAEEN—RICTMERH L RO L= [CC)
TAT 1

Assumption (Rif#ESAF) EMREOMIN, BAfH), P EOSRME
7B T, TOE N EX 2 U7 ¢ Hfe 2 2t
T BT DITH T2 S 72U R 5720 h o,

Commercial Off-The- FEMATHY, THTREICETESNSHE  [FAR]

Shelf DZ LT, —BHRICE > TAFAETHS

(FEER D) DL FSICEUEAT, BUFEZEREAT
TE-BHINDZ ENARETH D,

Conditionally Mandatory TOE \ZfF/ET 2356, 27 2 a2 1.3.1.21Z5
Uses W ENTZHBEROO L DL, A RIS Eh
TR By,

Confidential (TSF) Data EHHE E/-1X7 — X OFAE TR WAIHEIZ  [2600.1]
a2k - DI g v NTCER
BED (TSE) 7 {5%&2%f_&iﬂﬁlx®b ﬁ‘z}’iﬁ O/b TEE
N TOE DEA LDV x a2 VT 4 ITHENRD D
HE,
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Create (fERR)

Credentials (FBEEfEHR.
A% ANV

Decommission (BE3E)

Delete (HIBR)

Document (3C&)

Document Processing

(CCELH)

Document Processing Job
(XELHEY 3 )

External Authentication

AN —VHEBEBNOT — X IEEIINEE
HOMTHZ &, CERHY a T7O5E, 7
RO LFERIIY a THREHTS L TH
5 EITHEE,

FRZEBEIZT 7V r—2 3 SITHON TR
AR FRBINE B A FEE T DFRAET — % O

X, PSREIEHIT. FRREME®REZ RAT S 7= H

A, EITERREEROFTEE D LL22y ME
N%&, (B FETERE T DHZ ENTE
%o FIEIIFBIDO-OMEET, BEITHEX 7R
FEXOMERM S L L THRETZ DD LivA
AN

B ICEH T D HCD 2 /i 72 iE F s O f
B 517HE), MERRZRNE KON F 23T
HFHEDEE L&,

WBBEIZA L —VEBRNOT—2 %2 A
FTERTHI L, CBEWHEY 3 7 DY
BT UL RERIZTaTRETTHZ
EThHDHI EITEE,

B GRINVR Tk RS SR NIUNE Sl e s e
TR Z ENTE D, TORICRE St
1 KON o

XEEZTV b, AXY Ly, FRlFazEr—7
HZ &,

TOE IZHIHE CET — X OEEZITH L oK
D DR HE DOHEK,

TOEFIHAEA ZFBAET A2 O DOANENT =07 ¢
T/f@vlj-‘_‘tx%'fﬁﬂqj‘én&%”nunﬁ}ﬁ z
‘AO

[2600]

[610.12]
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External IT Entity (M58

(NFEITIEZR L) ITTF A 2 ThH D4~

[CC] defines

IT=>T 4T 1) TAT Ao “External
Entity”
Field-Replaceable (Unit)  #f&E 2 (EF T 25 7= DI CREAFTREZe /s [IEEE]
SRRy
BHSHARE (2=y 7 U
M)
Hardcopy Device B EEZITEBROYEOBAREZ AR E  [2600]
(e o e o3 g k%@@ﬁ?yXTﬁo:@iﬁéyfo
2) X7V o2 AFxk ), Ty o AEE TR
Eoav—H, T AN EE, TF—A
YUV KOO O FEIRE RS,
Internal Authentication  TOE D NERIZE F 4 5 5kRl & ZREEDHERE,
(PNERFRALE)
Job N= Ra b —F N Z~FASNDHICGELE [2600.1]
HAT —DODERL X T T—D>F 136
DXEZLILTH LW,
Job Owner Va7 aHliT oMRER S TEBY, 2D
BT AT LHHAE, @E, Z0LO5%
FERRIZ Y a 72 HBALTZD . 7 7 & Al £
H=AAh, FRIFITVa7TICEHETSL LT
b GEREEH) 2HE5Z L THRLNLD,
Local Area Network (& FIHFH OEMANICALET 57 —F AT — 3 [8802-6]
— AN TRy FU— VT, BEEOT —ZEEDOTDOHAM R
7) 1F - kS NPIC, U TVEmERFIH &R
HINBDOT —H 3y NU—7,
Local User (2 — X )LF] HCD &#FRAIC 569 2RI E
AE)
Modify (Z%%) AR —VEBEBRNOT — 2 O/ NEREER
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TAHZE, LEBENH g 7058, 77U D
LFERIIY a T ORISR EIZFOMDRT
AANERERINHZETHDHZ LITHEE,

Multifunction Device (7 HEHIEEEF /213 —HIEOEE IRV, # [2600]
€4 T ENEEHE) O TEANZ BN EZERT 5 — K=

v —4: &, [Multifunction Printer }z T}

Multifunction Peripheral & L CTH A5 5]

Network Printing (Xxy % v NU—ZHAFICL> THUtbnbd 7Y o~
rNO—2 7Y R) ~EN{E,

Network User (v hU % v hU—27 [ THCD & 482 2F &,
— 7 M RE)

Nonvolatile Storage BIRA 7RHCHE LR WT — X 2R 73 5 =2
Device (RIEFMZ FL L Ea—4T/3( 2,
— TR, R)

Normal User (—f&FIH  TOE NOF|HE CETF —Z 2 W4 5 HHe

*) FATT DHERRD & HFIHH,

Operational Environment TOE 23 H S 415 BB, [CC]
(EMHRER)

Optional Use TOEIZHFEL TH LW, BZ 313131

TR ENFEHAEROOE ST, iR AT
varELTEENLTH LW,

Organizational Security  ##&IZx3 58X =2 U7 o AL, Fhix, £ [CC]
Policy GEEDEHx=U /i3 HA RIA4 DY b,
7 4 F5#t)

Output Tray (WA RV  TOEDF Y > hENTZH I DD IFIIL,
1)

Protected (TSF) Data BHEEIIT — 2 OFAHE CTRWHHEIC  [2600.1]
X AWEICE LT, TOEDEH EDEx 2V
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T ANEND DN, BBRITOW IR A]
HE7R B PE,

Protection Profile (Z’m  TOE OFEHNIZKIT 58 F =2V T 4 =—XZ>  [CC]
TovarrazyAq WTCTORBIEFELRWAT— KAV b,
V)

Read (H% Fts4H AN L—VEBERELIIT BRI LT—5  [610.12]
L) TR THZE, (ZORG. T2

KIZFTV o FENETT R 7Ty b L

. FoRED, VN aTdToE TH

Bl L) BEL 70D 2 L ITHE,

Redeploy (FHALE) HCD % & % & BB 0> & Bl o0& A BRI 2 #hhs
JTEIE,

Required Use FAmRE R BT D TOE IAEAE LR g &
Rk va L3 LIRS HBO O
k Oo

Security Assurance TOE 7’ SFR Z3ii7= 3~ & 9 ZRERFED AN FHIEIZ  [CC]

Requirement (3% =V B4 230,

7 4 PRAEEMF)

Security Functional TOE D& Fx 2 U7 4 %R AR LI [CC]

Requirement (¥ =V SiBICHELZH D,

T 1 R E)

Security Objective (X% S nic&BicdindTs2&, KO/ £/  [CC]

=2 VT 4 xR 5 &) EERR STtk o 2 U 7 0 HE KO
FITERSR AT I L A AT AR
T—RA2 kN,

Security Target (¥ = @A Sh7zFED TOE LT 5EF =V 7 1 [CC]
V74 8—=0v k) == ROV TOFREKFT D AT — b A
> b

201549 A 10 H 206 ~X—




N—FRav—F_Xf2xpTFaTrrsvaryazZyrf) N—Tz3210

Servicing (FR5F¥—FE
2)

Standard Protection
Profile ({E#¥n7 7
avazyA))

Target of Evaluation (FF
fifi i 4%)

Temporary Storage (—

RFERTT)
Threat (&E)

TOE Owner (TOEFFHE
#)

TOE Security
Functionality (TOE &%

= U T 1 H#58)

TSF Data (TSF7 —
%)

TSF interface (TSF -1 >
2T xr—R)

Unauthorized Access (=~
ET7Z7EX)

User (FIIFA#)
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HCD (ZIEEECR PR 217 9 Z &

NIAP (Z X > TEE SN 7 v R - TH
RIni-7urrsaryrarzy A,

HAF LAY ZERNHDL 7 by =T, [CC]
Tr—bLuxT, KNEIIN—FRy=TD
Ty,

SCEMBLY 2 7 O58 T, TOEIZ L - TEIK
AR ST — & OIRAF,

WotE oORe ). BRI, WA, 2. [2600.1]
TOEDtFx =V T 4 #ta&0d AlEtodH
AR F R,

TOEEEAR#E L, B#HT 252827 45 [2600.1]
HEMENLT D EMLEZA T DN FE 21T,

SFR Z YN Ef T H 720 hE & b [CC]
TOEDT_XRTDHON—FT =7, V7 U=
7. KT 7 — L0 =T OEEHERE,

% R EZiNMEFET 5 TOEDSDEVD7HD  [CC
— X4,

AT 0T 4 (FEl2iE, TSFAMZH D [CC]
TOENDOH 7 V=7 k) NTSFIZT —X &Alk
¥al, TSEFbT—2 %25 L. TSF2 6% —

E R Z MO T T,

FIRENT 78 A ZdFrl S THRNnY Y —
ANDT VA,

TOE DAMIZdH > T TOE L Xf5HET 5 Z LW T [CC)
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XHNHELFITO=T 4T 4,

User Data (FIFET— FIHAFICEAT 27 —# T, TSFO55F 0T [CC]
%) WA B 2 72 h D,

User Document Data (Fi] FIHEBEBLFICEZENDHEHRNORLEE, »~  [2600.1]
REET—F) — RFab—f£RREF 7+ — 200 FTNND
SRED A E, BT —4 ., FIIFTRAL
ZROTY v FERF—Rav—Hhza
BIAL9—Rabv—7 "1 R(ZL-T
TERR ST RF ORI T — & &1,

User Job Data (FIIfi&Y TOEIZX VBRI N AFIAECEEIFFA  [2600.1]
a 7T —%) BV a TIZOWTDIFEWN D 72 5 IREE PE,
HisE :

[2600] IEEE Std. 2600™-2008 “IEEE Standard for Information Technology: Hardcopy
Device and System Security”

[2600.1] IEEE Std. 2600.1™-2009 “IEEE Standard for a Protection Profile in Operational
Environment A”

[610.12] IEEE Std 610.12-1990 “IEEE Standard Glossary of Software Engineering
Terminology”

[8802-6] ISO /IEC 8802-6:1994 “Information technology — Telecommunications and
information exchange between systems — Local and metropolitan area networks —
Specific requirements — Part 6”

[CC] ISO/IEC 15408-1:2009 "Information technology — Security techniques —
Evaluation criteria for IT security — Part 1"

[FAR]  United States Federal Acquisition Regulations

[IEEE] IEEE Standards Dictionary (ISBN 973-0-7381-2601-2)
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®19 FBATFE

P
B ER

=W

7

R

BEV Border Encryption Value

CcC Common Criteria

CCEVS Common Criteria Evaluation and Validation Service

COTS Commercial Off-The-Shelf

EAL Evaluation Assurance Level

HCD Hardcopy Device

IPA Information-technology Promotion Agency

1&A Identification and Authentication

IT Information Technology

JISEC  Japan Information technology Security Evaluation and Certification scheme

KDF Key Derivation Function

KMD Key Management Description

LAN Local Area Network

LDAP  Lightweight Directory Access Protocol

MFD Multifunction Device

MFP Multifunction Printer, Multifunction Peripheral

NIAP National Information Assurance Partnership

OCSP Online Certificate Status Protocol
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OSP

PP

PSTN

RBG

SAR

SFP

SFR

SPP

TOE

TSF

TSFI

TSS

Organizational Security Policy
Protection Profile

Public Switched Telephone Network
Random Bit Generator

Security Assurance Requirement
Security Functional Policy
Security Functional Requirement
Standard Protection Profile
Target of Evaluation

TOE Security Functionality

TSF Interface

TOE Summary Specification
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MBEH ussyaryurzryrA el —ar AR

Reqguirements
navigation guide

Mo End: ¥ou are
not an HCD

B2 PSTN Fax

C.1 Internal Audit
Log Storage

endor optio
Local audit
storage?

C.2 Image Overatite

endor optios
PurgeAll
function?

C.3 Purge Data

456 FC5_COP.1[b)
Drigital signature
generation)
werification

Digital Signature Published Hash D.3.1 FCS COP.[d)
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