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R F—A R O F IS 912 08 #FET 3 7752500 T AGD
YA B RPEEIFNS LTI L TS = & etard 5 = &,

WRAET 2 7 o BT o DR - LI FOT X MZI%, 0S DT Fz—3(Z
(ZA I T & 7R O PTEGREGE & AT — e d 5 2 & &N
KIZHRT B8 Lk,

FIPS PUB 186-4 RSA X F—A DL

FEME 1L, #EET X F 21T OS 1215 RSA #EAE D FELHEZ 7l
T8, CDT R PMI, LA e, 7T 4N — fEKFp KTV,

T2 7 X (modulus) n KO8N 7" Z o N— hEBLIEHKd DFfEE 50
= N — R N OEFIE L < KD S TSF DFES) # fkal 75, #E~N
TR T, FEEp RNq 2ETS/20D5 EF0 DTG0 (F/217
FiER) #HFEL TS, ZHICIT, UITDbDREZENSD,

1. FFAFHK:
o FAFH]AIREFEH
o HEFEHIFEHK
2. HEFEFHK -
o FHpl, p2. ql. q2. p Rrq 2, TN CalafpEF#
LRITHIZZR 620

o  FHpl, p2, ql KCFQ2 ZarirfgF# L L, p KFq &
FEFRIFERE LR ITITR 520

o  F#pl, p2. ql, 92, p XXq &, T RTHFRFLE L
TRITHUTTR 5700

T K AGE A REF I FiE L T T DRI & FLF DR F L5
& TR NTBILED, FFMEILRE I RSA FE~T 24k 75 72612
ST E— NEE LT TSF e —F A5 2 22T U2
520, SHZIE, 1 OLLEDHE S — FE, RSA #ED L\ FIREIEE, K
DEFELVHRRNGEENS, VA —FIATOSEEDENNEIICO
T, 1L 25 I D#EN T 2 TSF (24 S H01TE72 67200, 7F
13, TSF 124D 4k X 78 & BEAID RAF 72 FERE D 6 Ak Si7E
& HEET S = 21> T, TSE DELEDIERES #7FT 3,

AIRERIG L 7 > ZAEFHIFERTFILE D FE =, LD L 5 IR0 R4
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RELEIZS L THRAFS S RE TH S, THLDEE, ZFlE 1333
— AT BER nlen DEFEREFHIZOU T TSF 210 B0~ T %
Lk X, LIFEfeal 75,

* n=pq,
® p X CFq 75, Miller-Rabin 7= X ;ICHE D flEFRIIFER THS = &,
e GCD(p-1,e)=1,
e GCD(g-1,e)=1,
o 28 <e<2%8 proe [tar B,
N Ip-q > onlen/2-100
o p>onen212
. g> onlen/2-172.
e 202 < d < | CM(p-1, g-1),
e e-d=1modLCM(p-1, g-1),
ANSI X9.31-1998 RSA X F— A D= D DFEE L

TSF 73 ANSI X9.31-1998 X F—A 2 ELET 555 iFM& 1388~ 7 734
SIS T35 TSS (C7ddtb S TNS ZEaFx v 2 L TIRAFT S,
TSF D ZELE73 ANSIX9.31-1998 /i A L TS = & aond /28, iFlE
IZTSS IZLL FOEHRP G F S = & &Rk 73,

o TSS /Z/t, OS BE T BIEHEDT XTDEL >3 B FHES
FLTORITIULZR 57200,

® TSS [THEIALFL TS g o DETTUITOI T,
FLZRITFUEZR 57200 ) TRWEH (B16, L TIER 57800,
[FRECTHS ), RO [T XRETRV)) DT XTIZHENT,

FDL IR T3 5 08 WERL TWVBHEIZIE, T
TSS (ZFE0E SN HULTR 6 720, F FISEEREPFENLEIZF U
TIE L TR B0 ) F2/E TTXRETRY) EShTHd
BAIZIZ, OSICL o TERI I ETEF= YT TEHZS L T
T A EE GG 2 O PEH DIRALDS TSS IZFEHES L0
(Z725780,

o MEZB DFLITEEL T aDFAEAICEHENT, LRI
FULR B0 EoiF [T RETHS) EFDSHICEE L7
BEINF TS BFENZ 1T, TP FEI S 1T L2 67000,

1B HI#REE S~ (ECC) D= DERELESE

FIPS 186-4 ECC #2447 X 1

Yo— F X TV S NIST Hi#R, A5 P-256, P-384 & CFP-521 D## &
FUEOUNT, FFHEIF0 D 7T o N— i 2SR T 3 705 5 52
FELE (WIT) IS S B, T4 ~N— L, BRI EE > P
EikEE (RBG) 20 THE S ITHIT R 65200, IEfETHS =& &
RIET B8, FHlE1E, BEAID RAF75: LD 2t (PKV) FERE
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A~ LI T R TS T L,
FIPS 186-4 Z\fft#AF (PKV) 7 X b

YN — F 3F TS NIST #hi#R, HI% P-256, P-384 & (NP-521 D41 ¢
FUZ OV T, G 1T A1 D RAF 752 FERE D FEE S RE & /L ¢, 10 11
DT A AN— NSRS T S L, 9B 5 HDOLHREE N IER
MEERSLEIHEL, DS 7KL ED (A6, IELV) HEOFEEIZ
T35 2 E, FFMHEIE. UM L7 10 DA A O 2 7575
&

BIRIERES (FFC) D7z o DAL

FEME 1T, 2N T X 5 A e Ok 7 X b &/t TTOE /245 FFC @
JE 8D DN T XA Je ONBEAE Jik D FEHE Z R AE L 1T LT B 2
(shall), ZDF X P2, 77— FFEHEp, IF5F#q@p-1 240 L)3),
IEEREAILTL Y, WNZ T Z 4 N— pEEX & 2Ny DFfH DfE S IE L
K>S TSF DFES & HEFAF T 5.,

NT XIS T, EEFH QG RO v — NFEHp 4L/ T 5720
D2 DDRY I (ETENTLTE) -
o IFEFERRT v — FFEH :
o FH q Rp &iilE b afpEFLE LRITAIZR 5720
(shall)
o FHq KT v —r FFEID FiE T E bIHEFRIFERE LITh
(Z72 5 720 (shall)

FL T, BFEBALH T 2T 575002 EEDDLEZIFEL T
AV
o IFEHEAENTE -

o MRAFA[FET 1T RIZ L o TIHFES W EK T g

o BRAFTHRET 17T X IZ I o TIHE S =407 g

PSR TlE, 774 ~N— X LT S0D 2 L5 0D LEENF
EL TS -

o« T N— |
e RBG 2len(q) &> ;DM ZZ Tl<=x<=g-1
e RBG ?len(q) +64 £ FD/HIIZ, §-1 &1k T SRIFHEH &7T
2/ZbD, ZZ Tl<=x<=¢-1

RBG Dt F= V7 ¢ df/fld, L2 b FFC NI X5ty NZLo>T
BRSNS EF=2 VT DIEEF L TRIFIEZR 5780 (must),

AW ATREFBLE ONF FFBR T f =1 FFBER . 12T
FE7 0 XDOBAELRITEG, b SVITZ DI E TR 570, FElE
(FTETRIN AT R St | BT B 1o DI A I e — S0 B 2o
8L L TTSF AN Z X S0 pl b —F2AZ 5 2 700 0/E 7% 6 720> (must),

VR — P I TOBSEDR I DENETUE O T, FFlI# 1225 o~

FAZ T fERENT E TSF (2R I E21TF0Z7% 5720 (shall), 77
M 12, TSE 12 o THRE XFVIEE BT D RAF 78 FELED b Efk I
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A EHEeT 5 = FIZk o T, TSF OFERDIE L & & HaF L i7iT
26720 (shall), #earF CrE, LU

e g!=01

o qNplEAVLSZ L

e ggmodp=1

e gxmodp=y
BFEL FFC NIXZ > fERNTDENTHICONT, HERIH
RISFUTZ 57200 (must),

FCS_CKM.2(1) MsB-#meSL (FERIME)

FCS_CKM.2.1(1)

OS 1. UAF CTHIE SN AEBES HIEICHE> T S@ESL 2 EITT B0
BRE 2 I L 2T uid e b

RSA R—Z D@ A F— AL Th-> T, LT &= 1D : NIST Special
Publication 800-56B, “Recommendation for Pair-Wise Key Establishment
Schemes Using Integer Factorization Cryptography” K& O [{Z#R :

FEFTHRRN— X DRFET R F— L Th > T, LIF &tz @ :NIST
Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography ”,

FIREN—X DL X F—L Tho T, LT &7 6D  NIST
Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography ”,

COMDRF—L74 L
1o

A EOBER : ST ERE L. BIRESNRE S 70 havicHWsnE T
T O AT — L E IR LT 7e 5720, FCS TLSC EXT.1 i3,
RSA X— 2 DHEFENL A X — L xH VDG 5 AL — N E2ERT 5,

RSA ~_— 2 DO#EMENT A F— 2. NISTSP800-56B Dt 7 > = 9 123tk
INTW5b, LrL, BZ a2 91%SP800-56B Dfthodt 7 v a L d3E
BEARAFET D, OS 28 RSA LA X —AICBWTZEHEL L THDLE
DA, OS 7% RSA A Ak & FEHET 2 B X720,

PRSI A — ACHW BN D FEMH #IFR X, FCS_CKM.1.1(1) THIE SN S
i & FHBA L 722 1T U722 B 7220, A BRIE R — 2 DFEfE L A F— KT
SIND KA A RT AL FCS_ CKM.1.1(1) ([ZHt - 7=#A ki k- TH
EIND,

RiET 7T A ET 4

FEMZAT, VA — b XSS X F— A JFCS_CKM.LL (CHE SR
B R F—AE L TS =& RAFT S, ST 122 DLl DX
F—APFEII TV SEE, M 1L TSS &L TERF—ALD
S ST B = & FRaFT S,
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FFME 12, RS 1 DFE IR DR T X F— L& 5L
(Z0S ZFET S LI AGD Ut 5 X CEPEENENSIL TS D
& EheaFT 5,

RIFT 27 ¢ EF f DJEE AT DT X ML, THEEA I (30875 F
RN E G T ST XN T T N T ANDT I
R&, BEPIEIET S = EPERINS,

BT X F—A

FEMT# L, LUT 5259372 f &/ T, 08 (k> THAfi— b &
LB, R F— A DFLES AT 5,

SP800-56A 1/ X F—.A

A%, LT OMERER OVl 7 X k2 /1) T, SPB00-56A ###: 4 X F
—ADOS DEREZIRFFT D, FHILG R F—A 1T DT F5 DffaE T
R ML BV DIFRIZUE > T2 I R F— A D= v —F 2 F 73 0S
(CEREIH TS ZEFRAFT S D THS, ZHLDIT A —R
FZIZ, BEBCH S0 (DLC) 7Y X 7 7 (MG REDNE 7) Dit5E
L EENIBIS (KDF) (2 J 338Hg## (DKM) DFHER S Eh 3,
FERER D3N — P IS5 FME 1L E L FICia X s 7 X F
FNEZ /T, BERD 2 N —F 2 PPIEL S EES TS E
HIRAFT 5, ZHiZiZ, DKM OfE#F, MAC 7— % D4ERE, K& X MAC
& T DFEBEENS,

#EE= < p

HEpE T 2 MT, I R F—AFIEL < EREF S 0S DFES #H7F
T B, ZDT R PEF]TOEDICFEMEIE, OS DV HN— F 95X F
— A DEFEID BAFI2 XD B 7 X f N2 K F Al F I ITHRAE LR
ITIUIEZR 572000, Vah— P ZS] T SHIEH X F—24 - I RE
DALY, KDF 54 7'k (#F— F I THSEEIZIE) 6
TR - Bl 5 4 7 DAL U DI EHIC DN T, Al
(210 &> FDT X pNZZELRLRITIUER 580, S DT —
Lty ME 10 T OS2 O NIST 78 7l ii# (ECC) 225
RSe SIEDHT, T X NIHEXF AN TEHIIRETH S
0, FHIFETH S0, FLIZTEDLT TH B,

G 1T, DKM, 14595 OS Do [sd (FrH9stE 7= 13 1 3 7=
(TEDET), 1 DENTHEHDMAC £ 2, K ONEDMDIFH 7 +
—/L ] (Ol) $20S id 77—/ R/ EKDF (B0 THN RS IE
EDA) 5395,

0OS 7¥SP 800-56A /= FE7 X415 KDF 2RI L7220 BBE, M 1T
DR LS LG T DN > o 2 f[HDHBF HAGE T 5,

G 14, BEIOD RAF 5 EREF I TG WE DI 7715 L, #H
FIDKM 28 L, FL TEALDEPLLEIAS A =2 F
/ZMAC & 22T 5 = FIC ko> T JradDXF—ADTSE DFE
HBEDIE L & & faFd 5,

BRIV — P ST BEHE, ERES LTS8 MAC 7 /L
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FYRADZREIUTON T.08 (2 LA ETDRITIUTR BRI,
BAE7 X

PRAFT X N T, FHFL DH RN OVHES) et i Bz, #tfiEaR & 4
12, FLIT8HERLR LT, ik 5 0S Dpgl &l 15, ZD7
X hFFEWT S O M 1T, SP800-56A FEMH FELEICZ S ENS Y
= P T BHFERERED VX P& FE L, E DT 7 —3 OS 758 Al
FETH S NENERIET S, iFlE 1L, N A1 NTXIEFE=E
NIST & Af iR, FFMliE DOLNGH#E, OS DLH#E 7 Z 4 ~— i~
7. MAC #2, kN DIF# K 0Sid 7 v —/1 F72 E'KDF /2
BOTHDERSIEEDA &7 —5F > FPOEKSS
30 DT X fX2 S DT fELKET S,

G 1E T R PR Z DG Z—F AL, LITFDZ ¢ —
RISRIETH 3720104 U 5 L) e I Fia s OS Didak 75
SEETX NS HGREDMEZ, DKM, EDMDIEH 7 + —/b
FOl, MAC $/&7—%, Fi7EEZ 7= MAC £ 2, 5872,
F 1T 097 (ECC DAY Lfsdf##E73 OS 125 S5 5 iF
W27 13 3 72 ]2 DFII LN s, (77 DFTH L FEER TN OS D gy~
T AN — NEANEFINE T T —ZVEA L, 2R AR RE E T 13
DI EERGRERE (ECC DA), F/IZFEDEIGICKITS T 7 —%
OS BT 5= L& bRald 5, Lt b2 {DT R P2 K
(IREFDFE E TRITAILZL 6T L7EP > THRBIEGFER
EHLEHTRETHS (ZALITEHET RETHB),

OS /1, SHLDEES T R AN ZZFH LT g S8

FAXEHNEFEIEG R F— A2 T I 2 L— P LRITIIER 7%
b, FEME 13 OS DR & BEHID RAF 752 R & O TEfa R & e L
T OS B HDT 7 —5/H1T 52 ¢ 2l 75,

SP800-56B &/ X F+—.A

FEMZ1E. OS 75 RSA ~N— X DFERETY X F— L |C O Tk[EE . ZF
. FEIZEDMGE L TSBE 20 TSS IS I TS &tk
FFd 5,

OS P&lFE & L TS D E I BGG KT ORa 7 2 7 £7 « 172 T,
RSA N—X DA F—LDTXTD 08 DY — F IS4G
WDIE L VBIFZ R LR IT UL 57800 ¢

SDT X NFIT I IEDICGM AL, OS DYV — F 95 X F—LD
BERIOD RAF 75 R 6 7 R N2 50 5 A pf F 72 TR G T 5, A
=PI T BT RF—LEEDF T 7 (VA —PEf
T BHENT IR R D V) F/IT R L, RPNV — P ST
WS LEEICIZ VR — P Xh T S8E MAC BIEDE &, <
L T KTS-OAEP 3% i— F S TS HAITIT N — P &S To
B~ X2 LSBT D E I EF) DA G P DEIEIE D0 T,

ABREITI0 & DT X NND B L RITIUER 520,
TR PNTHIZIERSA TT A N fGE DR, TS5
LFENIIEE DLENATINT X 5| R DA A FE N To S 55
IZiFMac #K% (FMac % 2, & L TH G SHERFE X1 G EART
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FUEZR S0, TR FNZXDEHERIEON T, FFlE 14—
AT (PR DA A EI TS EE, Wi DIEIETHI LS Z
AR I Mac #EOCH VIS, T X P2 K55 D Mac
FEPIEDILRNTIULTR 5700 ) &/ T OS L THREEIFEHF &
770, D SATEREFE X T X X2 ZPDRFE X E % Th S
O EERAF LR ITIULR 5200,

OS PRIGHE L CHBE ILGE U T DRAT 2 7 1 EF 4 2175 T,
RSA N—XDEFES X F—ADTXTD 0S DHA— hTBHAEP
WD L DB EZRAE L 7RITFUL2 67200

SDT X NETT I T DICFEME L, OS DV — 95 XF—LD
BFIOD RAF 752 ERED 6 7 R p X2 50 A pf F (TG T 5, A
— FEIA T BT R F—LEEDF T 5 (VA —PEi
T BEENTNIEEAR D D F/IT2 L, BHEAR PV — ST
WS LEEICIZ VR — P Xh T S8 MAC BIEDE &, <
L T KTS-OAEP 34— F SFL TS HENTIT VR — P I To
B~ X2 LSBT DE I EF) DA G P DEIEIIE D0 T,
ARE1T10 &> FDT X XD KL LRIV SR,
TR PNZH|TIERSA T T N pGE DR, TS5
LFENIIEEDENATINT X 5, GER DA AE N To S 55
(Z/FMac % 2, & L THI STTERFE- X G FAZ2 T8 6 7%
by, TR NN ZDEREIIZON T, FFME 1T OS [ TR TE
GIRIEZTTV, M) XA FL A3 7 R p N2 52 1D X HE
HHEAIFETH S S & e RaF T 5, BRI AAFN T EH
G AEE 1T R X 7 > 72TV, ) 34 Mac & 27708 7 X
rXZZIPDMac & 2 EAIE TS = & ERal 75,

1T, OS P 5T 7 —a D P 9 7ERTSS IC7db S Tidg =
& #RFF7 5, NIST Special Publication 800-56B /Z7E0 >, &/, F
I F IR T =X = DRAEFH L T b, EEIZEA
ST DEEFZEL ThH, OS [IHL LR MBI 7 —FFn L TT
26720, KTS-OAEP Z3 - — h X4 T 344, #Fli# /4 NIST Special
Publication 800-56B section 7.2.2.3 /Z7ih & 415 3 M DE ST T —F =
v I DEAEREFG T T L D IZFINEIZ 7 ST XD i & (F
kL, BEATIARDENENNT 7 — RS R L, €L TIE
BEDH X, ELIZa ) Iher T —X =055 00 ]
—THhHBZ L e RaFT 5, KIS-KEM-KWS 75# 77— ;b Xj1 T S54
A2 /2 NIST Special Publication 800-56B section 7.2.3.3 /Z7uh X715 3
DB HT 7 —F x> 2 DEAENEGEE =T L 21551 E
S EXDEEFL L, EEATTiROENENNT T —E 05
ZEERAFL, €L TIEEDHI S Az, Flide 2 SheET 7 —
A =N —Th S Z & aRaF T 5,

FCS_CKM_EXT.3
FCS_CKM_EXT.3.1

B DRI

0S 1%, LU FOBUE ST S BRI FIAIC0E - THE S il L)
T2 670 ER

FEREA T V(2000 T, [ : TSE DRBG /IO EFER = 24
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1o

AN 205, BrpbRE] H—EpEEE ., FRIC5 &5
<A M URAEIZ - o> TIRFEDPEIT SR TIIZR 5200, L#FS
SALET =B DGESRM RGPS LI E D7 7T XPH
B BXFVRITFUITTL 572800,

FFEFEHE EEPROM (2200 T/, (FCS_RBG EXTA /(CHES S L o
2) TSF @D RBG 2 MU EEEW 7 > T ANK 2 6570 5 H—H |- 2
&, FRUTT EFES FEAMT URGFIZ > TIRFEDETT I n it
(TR O, EE IR T — 2 DGR LFRFEP R L 2B A, =
DT R PO ) - XTI UL 57500,

THEFEPEZ Z > oz X T Y20 T, [ZR - 6505 H—E
PELEEZESE Ty 2R FEFISG ERES GEAM LERAFIC Lo THE
FEPFELTIIULRNT LR 5700, LEEE ST — X DFEA M L
GEDPLR L 25, S 7 2t RPN D KX AT HIELR 670
2%

EEPROM & 7 7 » 2ra XF U LN DRFEFIEAX E VIZO0 Tl #
[A]ZABFIZRRE X 5 7 2 AWK T 3 ALl fEEET S E
1Z o TP FETT S IT AT 6 7200,

BWAHEOER: ko s UV 7ix, &HFMEA N L—UEEkic, Zognio
BT~ SN, WSS,

RiET 7T A ET 4

G 1T, BT DEFER D, & DAEK TR VR | L— D3 50
TTSS ICHIHEIA TS L FF =z v L TRAT S, 1L, #
HHFIDOEFEN D022 I 7 EZF5 700, TSS ICFEb S T s = & a4k
b5, VT PO T U T DEAEIUE O T, FEITLL T D
TR PEMED KT,

o FX M1 fFliE /%, TOE KON AIEERE# i < 72 TOE EVb NIZ
L 70 B D i B & s > — b (FoN o A, R 2 L—H R
&) DAL OEEFIH L T, 8 (F DRI T 518 1 DAL
BEH1Z TOE 12 L = THESHIIZ 1Ek X415 FIREFED B 5 #ED 17fE]
ZE—DIRTCEZI) PIELS 2V T7IAEZEET AT
Bo V7 P THDRFSTOE E4E)E, TN DO FTr— N
ROTTIES L, DL 5787 X FIBTTOIRITIUNEL 5720, 7F
W& 14, TOE (ZJ > TABHNNEE L X S 8D [ = E°— 7
&0, 2 U THBRELSEDFZNTAIEONT, U FDXT > 7
G ETTS -

FHEREZ i 2 /= TOE EVL Na 7Ny e~z — N3,

2 I TGl e 5 TOE ND#ED(E 7 78775,

#1 DFEIZ BT T B 55 DEF S HLPEZ TOE (277 H 3,

TOE /c#tz 2V 7 X35,

TOE ICE/T&# 11 XS5, ETITSER,

TOE /2, TOE DX FEY 720 p T Y pg Ny T 77

SN X F,

7. #4 TEE SIS TV 7 7 4 I DNEDE #1 DEEA

ok owbdpE
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DFEDE DA > XX R B FET D,
SDT X NI, X T THT THL DFED =2 E—J35 570055 70703
S EBENITIET) L, EAL DG EIZ T T B,
FIE 1= DT X f &, BFEE ST TERE THhRET 6 6 D&
GOET RTDRICH L TIrv, Hj=2 =32 73X hs5
=t ERAFT 5,

FCS_COP.1(1) HrEHME—mEE{t HBE
FCS_COP.1.1(1) OS %, LATOHE SN Z T /LY XA [ZR

AES-XTS (NIST SP 800-38E |Z/EF2)
AES-CBC (NIST SP 800-38A |2 /&%

1O [ER
AES-CCMP (FIPSPUB 197, NIST SP 800-38C }z TF IEEE 802.11-2012 (Z

TEFE)
AES ##Z > E°2-27 (KW) (NIST SP 800-38F /Z 7).
NT g 7 NES #E 7 £ 2 (KWP) (NIST SP 800-38F /2 /&%),
AES-GCM (NIST SP 800-38D /= /&),
AES-CCM (NIST SP 800-38C /= /Z5).
AES-CCMP-256 (NIST SP800-38C & ZXIEEE 802.11ac-2013 /2 /&75),

AES-GCMP-256 (NIST SP800-38D 4 CFIEEE 802.11ac-2013 /ZZ#E).
FDOMDE— N L

] ROME S8R DRI :128 v b, 256 B M IZiE-> TF — & DiF =1k
SIEEY—E 2R FT LT IR 520,

WA _EDER : AESCCMP (SP800-38C THIE 45 CCM T AES # AW
%) 1%, ST {Z WLAN Client Extended Package # & oA MZE E 72D |
BRI 6720, 5 2 ORPUZONWTIX, ST k1L Z Dk
BBICE > THR— FESNORRLBIRTNETH D, 3FHDOBERITHON
T STAERE IIAMEEIC L > TR — F &N DR ZRIRTRETH D,
128 v MEERIT, FCS TLSC EXT.1 KX FCS_CKM.1(1) ~Di@E& D7~
D, TNHNRBRIN TWDLHAICEREIND,

BRFET 7T A €T 4

FIME 1T, R X415 F— PR ORERIZ OS 3 ET 57 0ICLHE X
HEHENPACD X BICZEN TS &2 fal 75, iflhEIL, &
SNSTXTOIENEETL, OS 2B )R IRAEIZZRET S, FFME 1T,
OS /ZL o TELEZI, KPP DELF&Z/eTTEDITHE S T/
VXADZNTTUEONT, UTFDT X &g XTI79

AES-CBC SEHfET R F

BEAET Xk (KAT) 422, LA PGl 35 4 285 5, 7 TOKAT
CHENT, FX A ROVN D128 £ O T 722 & LR

ITHUTZR HR0, 57 X FOFERIZ, [HEFMEICL > T, FLIZELRE
HNAD Wi L T DR REZHT S Z LISk > TRFSH T L
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U IEESERTET S0, FE 1L, FEROMEE, BRI RAF 4 T4
NA—DALE GRS ZEIZL > TIFONLMEE BT B,

o KAT-1. AES-CBC DM L-EHEREZ 7 X F 95720, FFMi# 1110 1
DFEXDEFMHAS L, TXTCEZDRDMEE T XTERDIN &
HH 0 THFG- D3 D AES-CBC B EE7> 6 7% 6.4 S 5 X D &
BT 5, 2565 FHDOFXDMEIZI28 E > FDTXTE DR
THFBE SARITTULR 5T CHLNDS /T 256 E > fD
TN CE 7 DFETHFEE ST 7T 5700, AES-CBC D&
SHEEG T X NT S8, FE 110 DN S X D EF AT E
L TAES-CBC 5/, BEEEA—DT X FE77 T,

o KAT-2. AES-CBC DU L-EHEREZ 7 X F 95720, FFMi# 1110 1
DEEDNE 7 175 L, FraDfEOEE 7 XTEZDWN 0 TF
NCE DD AES-CBC IFE1E7> 5 75 541 S5 X D 2 ik
295, 555 BOFIF128 B oS L, FALISDS
(256 £ fDFEE LRITHET 5 220, AES-CBC D7 BHEEE
ETRPNTELEGD, FHEILTT S TE DG X DEEAT E
L TAES-CBC 5/, BEEEA—DT X F37T T,

o KAT-3. AES-CBC D#FEL#EREZ 7 X N 73728, il 13T
(CFEd T3 2 T FOBDEEF I L, FrFDfEOE s 7T
ErdWN ZHNHTITRTEZDFEXDAES IEEE 656405
B DEF T 5, 51 OfEDOE -~ FF 128 D 128 £
DS DE L, FH2 D> NI 256 D 256 £k
D525 6 DEFT S, [LN] DEPHDTICONT, FT v b
DEEN DL DN E o MEL, LHEDN- E> MZ0 E LRI
12725720, AES-CBC DEHHEES 7 R M9 3/20, FFli# 13
LU FICF 95 2 T FOREEIFE L DEDNT aH75 L,
GDREDE E T XTEZDIN &H 0 THr 5 DRFE-X D AES-CBC
EENPEFONS FXDMEZIRIGT S, #H 1 DD
TDEw ML 128 D 128 £ FDRENEFE K DNT 06 RS
DL L, F2 Dl L2256 D 256 £ p DFESHEFE KD
NTNo625bDE 75, [AN] QD IZo0 T, &E >k
DEEN DL D B MEL, LhEDON- B> MZ0 E LRI
IZ72 6720, FNT DIFLXDEIT, EHUSHS T S8 TE 5 X
HEBRIZT X TErRDFEXPELNE L 00 EE LRTaldze
57200,

® KAT-4. AES-CBC DF A LIERES 7 X 75720, FFMli# 1341
FIZ Gl 725 128 D FXDED T >~ F &M L, 2 FEFE Ok
B (FAER, TXTERDI28 B FOBDEE T~
TEEDWN, BNTXRTEZD 56 E > DD E T T
Erd N FHOT, preoF o AES-CBC IFE1E7 67456
D) #HkiFT 5, [1,128] D#FPID | (200 C, HFE> fD
FXDME N DIEJFDT E > ML, LHio 128-i B FL0 &
L7RITIUTTR 5700,

AES-CBC DESHaEs 7 X N9 8728, iFMEIIALE L THEFS1ET
R MBS X E G —DIER DRSS X0 fE & AES-CBC 7852 /71
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T EEEF—DF X P ETT 5,
AES-CBC #H 7' v 7 A & —27F X p

G, i DT 2 > 20505 X yE—2 (22 TI<i<l0) &hF
BTS2 EICE D, BFEEHEREZ T X N 95, fFMliEi16t, W KX
REN Ty DFEXA =2 L, T N&T— FEMH0
Ty BIRLTEE W IZ 0 X b — G ET 5, BEE-IE, BEA
D RIF FEREF S Tlal—DFEE W IZ LV Al — DX A > — 5 hF
BB LEFERE B SRR 6 7200, E AL, D7 2
D IPEREA = (S TI<i<l) #HEETSZEICLD, #
T NI THEGH#EES 7 X N T3, FFliE1d8E, W RORS i 7
22 DIFFA v —22 R L, #ET & E— FE/H THER
LIEEWNIZL DX =231 5T 5, FIE, BEHID RAf R R
FHD TR —D#EE W 2L 7] —DIFE- XX > — 25 LT fr
EHEESFLRITHILTR 572200,

AES-CBC #7027 X p

P 1T, 200 D FX, W, ROED 3 D DE > F 20T, IFE
EHREE 7 X F 95, ZHo6dD 55100 /4128 £ fDfEE IS
LOL L, FRLUSD 100 /5 256 £ N DFEZ IR IT TR 6 R
b, FEXEWN DEIE, 128 E > fD T2 2 2 LRITHAIER 57800, 3
ORIDFEFUS DU T, LUF DL 5121000 [E] D) (EALPE P FETT X 4
ZRITIUL2 6 7220,

# A7 :PT, IV, Key
for i =1 to 1000:
ifi==1:
CT[1] = AES-CBC-Encrypt(Key, 1V, PT)
PT=1V
else:
CTI[i] = AES-CBC-Encrypt(Key, PT)
PT = CT[i-1]

1000 /8] A D FEHFEIZ 550 Taf-b S 253 (B15, CT[1000]) 73,
FDFRITORTRE 725, T DFFRIZ, BEFID RAF 72 FEHE 2 /0 Tla]—D
fEIZ L0 1000 (/R EHLPE & FE7T L 7 fn R & Hoe A1 74UT750 678
v,

AT, B EHEE f—D7 X F&H, CT & PT & & A2, AES-
CBC-Encrypt & AES-CBC-Decrypt TE &#iz T, HEH#HEZ 7 X M7
Do

AES-GCM B 7w/ 27X p

FIME 1%, LA FDAINT X5 RDFAB G HEDEIEFIZDON T,
AES-GCM DZFF1 g 5EikEs 7= X F 95,

® 128 £ fRTF256 £ | D

¢ 2 LHEVDEXDRE, —ODFEXDRE|T, Vh— FZh 58
BN 128 BN FOE LISADBEELFEE LRITAITR 57220, D
XDREE, Hh— P I SEE, 128 £ FDBEEKFTH-> T/E
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RO,

*3LEVDAAD £, 1 DDAAD £/, V—FISHE TH
ELRITIULZR 520, 1 DDFIDAAD £/2, Va—FEhds
A 128 £y OV R LINDBRAFE LRITFULLR 520, Y D
1 DD AAD £/, Va— F EhSHE, 128 £ F OBEELFTH
> THIR LR,

e 2 LBEVDIN L 96 B FDWN PYR— FIhEEE, XA
INE2 B VDN DREEID—FH596 £ NELRITHIZZRE
70;@0)0

FIMZ 1%, LGN T X5 ROfMAGHEDEAEFIZO0T, 10
DFE, T, AAD, KN DD T > | F 0 THEE-(EEEZ 7 X F
L. AES-GCM FRGFff & BFE-1E 613 57 F 5 X & % 275 it 95,
YR — NI TS HTRITENET, 10 DT > MZoEDe< &
b1 BT XN IARITIIELR S 20, N DEIE, FHRPEETH S
RV, FIEIZ > THA I T, 7 X FEITOBSELREIZ L > THE
I Th L,

FEME 1%, LGN T XS RDOJAEPEDEAEIIZOT, 10 1
DFE, IFEX, %2, AAD, KNI D5 DDt > b &0 THEEHE
FEE T X L, FRFAFIZETT 5 685 E RS RI NG FE DL 1318
B LV FRfET S, T MW, G5 ERS5 MEFBEE 255
FAP G FERLRITIVELR B 2200,

TR P DOFFRIT, [EEEGM N Lo T, FI2IFAT) & ELEZ A~ L
COMREREAT S ZEICL o T WFFEATH L0, IEL I ERET
SIE8, T EITFTRONEE, [a]—DAT) 2B D RAF IR FEREN~GFZ D
ZEIE Lo THRHONEE KT S,

AES-CCM 7X A

FEME 1L, LT DA NT X ZRE 5 T RDODFNEFIZDOI T, AES-
CCM D/Ep—hg 5L K O 5—teaFéaEs 7 X F 73,

® 128 £ fRTF256 £ | D

« 2 LBNDNS B— R, —HDNA 17— PRI, N FLLE
DYIR— P IBRHENNT 7 — FRE L2ITHILR 620,
DN 17— RN, 32 N (256 ET F) LUF O — |
ESNBROLR N 72— FRE LRITIIZZR SR,

© 2 E//E3 LBV DRHET — 5 R, 1 DDORGHET— X RiId, Va—
FERBHE, O LRI S0, 1 DDOR#ET— 5 £/,
Ny PLLETYN— PSSR EET— 5 £E LT
FUTZR 520, L DDRN#ET — 5 1%, 32 N1 (256 £ F) LU
FCHRN—PEINERORVHET —FRE LRITHITZR SR
b, FEFEDT2 16 Ny fOJE T — X R &V — P TS 55, 216
N N DPE T — 5 RIT X P IR IULIR B2,

0 X, TS PSI3 NS NFET (LR e ZE0)
DYR—FNIAZTNTD RPN T XN X0 R
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57200,

® XK, 4 6,8, 10, 12, 14 RIF16 N7 fOVH— S
ST NTDEITRNPT X ERRITIIER 520,

AES-CCM Djl—Hr HEHEREZ 7 R |75 /28012, FHMI#I1ZLL T D 4
DDT X NEFT I,
® FRPLYVN— P ISR DFET 5 REDTHEIIC
DT AN T, FIHHE 1L DD, 1 DD/ > XDME
R0 NT DYET =5 R -~ 72— FOEEEFH L, #5
NIERFE X ZR]1GT 5,
W, EFLEVR—FIASHENT—5, ) o ARNZ T RD
WT AN O, FHIE 1T DD ME, 1 DD/ 2 XDME
R0 ~NT DEIHE T — 5 e ONNA 17— PO ZFHEF L, 125
NIERFE & RTFT 5,

@ FXAP3:VF—PEIASELS S A RARDENENIZON
T FLEVR—FIASHEET—5, Ngr— FROS ZRD
WD T, 1T L DODFEDE K R0 15D
— & NS T = RN XDED I Of e S L. E S
B & I]FFT 5,

@ TPV PIASHRNS T REDFEAEIIZONT,
FLEVRN— NI ET—5, Ny a— RO XD
WSRO T, FIE 1T L DDDME, 1 DD/ > XD
R 810 N T DT — X o (NN 17— FOfEF RS L, 735
NIERFE R & IR]FFT 5,

FAlDT XN DFAECHDIEL I ERET S0, fFlEIT, FEFX
& BEFID BAF 72 FELEIZ T 5[] — DAL DAL Jle—Hhg B DFE R & H#E
73,

AES-CCM D78 5—feaFfinE s = X N9 3728, Vih— M3 38E
—SDREX, Ngr—FR, S RARRENS T RDOEATIUIZON T,
FMHZITL ODFEDMEE 15 D /> X, B — X% R ONEE-X D3 >
FEHHE L, B I NA 17— NE TR FERER E T 1 55 TR
DINT N FIRFE L LRITIUER 5200, FFE L, 15 #DE > 2o
&, AL L SIFT D10 DM E Bt L 2 BI1TT DS DM E Z1H
T 5,

X 5/z, FFZ 73 \EEE 802.11-02/362r6 X'Z ‘Proposed Test vectors for
IEEE 802.11 TGi” (2002 49 4 10 Hff) &t~ > 3221 /AES-CCMP
Encapsulation Example/ & Mt 2 2> 5 2-2.2 /Additional AES CCMP Test
Vectors ) &7 X ;& /1T, AES-CCMP @ IEEE 802.11-2007 45 & 5
IZtRAET S,

AES-GCM FX F
AL, LA TF DAL NT A S RD#MBEGDOEDENTIIZD0 T,
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AES-GCM DzZFFf] EIFH1E#EEZ 7 X P73,
® 128 ' FPRTN256 BT fDfE

© 2 LBVDFXDORE, 1 DOFXDREIE, V—FSh 58
& 128 B OV RLISDIEELFE LIRS0, FED
DFXDRXE, PA— F I S555, 128 £ FOEL T Th >
TIE2 520,

* 3 LLVDAND K, 1 DDAAD K/E, Vh—FEhES55, 0 &
LZTHIZRE40, FID L DD AD £/, #a— &R 58
BN 128 By FOE B LS DBES EE LIITRILR S0, FED D
1 OO AAD £/, H#i— F ZASHE, 128 By FOBEHFTH
S TIERE 0,

©2LBVDIN L, 96 L FPOWN PN —FEIHESE5, 7 X
FNE2 EBVDN DREID 396 £ & LRITIVLZRS
R0,

A 1T, LD\ T XX RDOHMALDEDEREIZO0 T, 10 1
DfE, T, AAD, KN DD E v | EFIH ThESEEERES 7 X P
L. AES-GCM FZAE(T EFHED> 6735 IF 5 XD & 5 25 IRFF 9
Bo PR —=FIA TS EITRIFZAEH, 10 HOE > NicO&70
SEDLEILTT X PEIALRITANTZR 5220, N DfEIE, TP T
BSRY, FEHEIC L > THAEI T, 77X NS TS ELRIZ L -
THAHESITE L,

FIME 13, LD D/NT XX DAL PEDEEHIZO0T, 10 f#
DFE, IEEX, X2 AAD, K IFN D5 OfDtE > FFH D THEEH#
HEZ T R P L, BaFIZBT 5 54 AT RI VA DA 131
B LV FRIGT 5, > MCIE, B ERE5 METFAHKE LRSS
FHPE FALITIULR 57200,

TR P DRFRIT, [HEEGIME1Z L > T, FIEITAT) & EREZ~ERG L
CORRERHT S ZEICL > T MIGETH T LY, IEL IZRET
SIE8, T EITFTRONEE, [a]—DAT) 2B D RAF IR FEREN~GFZ D
ZEIEL o TIFONTNEE BT D,

XTS-AES =X A

FEIE 12, LLFDAT)NT X5 RDFB G DU DEEFIT DT,
XTS-AES DhFE1EEES 7 X 75,

® 256 v (AES-128 /2500 7) K IF512 B ;b (AES-256 /2
D) D

e 3L BIVDFT— 2= p (B, FX) ODRS, 7—X2=> )
LD 1 DT, 128 B FOERLUNDELFE LRITHIZTR 5L
W (HF—=FEASHE), T—%2=> fRD1 D/, 128 £
FDBEFE LRITINLZR 5200 (PR — FEASEHER), T —F
2=y fREDB FEHIE, VAHA— P EASER RN —F 2= |
L2216 E FD, DTHIVNEIUIE S ELRITIUTR 57200,

100 oD (#E, FXRTN128 E > f D F 2 5L tweak [HD) 3 DD+
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FCS_COP.1(2)

v P EMHUT, XTS-AES BFE5-1E70> 613 6 725X & k7G93,

”“‘ﬂi@y SISO L, Fedmm fo
— L REFE, 0 925 255 DD 10 #H ThH o T, FELIZL > TH
HBHIIZ tweak [E~ZHEN S LD TH S,

A 1T, BFEEE ] —D 7 X F &0, FEX DM EHEF5 DM & B &
Mz, XTS-AES /5 5-F 2 XTS-AES /85 L& & Hiz T, XTS-AES 7554
ez 7 X 73,

AES 7 > 7 (AES-KW) BUNT 2 > 2ff &85 > 7 (AES-KWP)
el

FIME 1%, LA FDAINT X RDFAB G HEDEIEFIZON T,
AES-KW DzRaF/f & g 51EkpEz 7= X F 73,

o 128 £ MR TN256 £ | DEEIE LS (KEK)

¢ 3 LBVDFEXDRS, FXDORIDL OF, &I 7 zy22
(128 £ p) ELRITHITZR 60, FXOREDL OF, €3
Ty 23 (192 B R ELRITIVUZZR SR, T =
FMREDI FHIT, I 7222 64 ] (4096 £ F) LUF THR—
FEABRORDFEXDRIE LRITHIZZR 5200,

100 fHD#EE V- DT D > FE T, AES-KW a& k11 & i 517>
Y- LY e ﬂﬁ’??)?é?ﬁ?f??“é L X ERET S0, FFE 15 D
RAF 72 FELRED NES-KW aRALEST & g B-1EHERE & I/ 75,

FEME 1T, Al & i %/5&/7—@77 X AN %w)/ﬁéz FE-X D
e & B & ez, AES-KW ZRAF1 ] & i A-1E & AES-KW ZRaE 1 & 185 & B &
Hiz T, AES-KW DEF ] & EEHREE 7 X F 75,

M1, AES-KW @iﬁ;ﬁ/f%ﬂ??/EéW*@fX ﬁ FH, L FOE
FE3 EBNDEXDRIIZIT> T, AES-KWP ZZFFf] & 5 5L HERE &
FX AT 5,

s EXDREIDL D/E, 14277y T3, FXDOREIDL D/,
20 727> P (160 £ R) & LRITAITZR S0,

s FXOREID1 D/E, 512 427> | (4096 £ F) LLFTHAR
— P ENBR ORIV FXDREE LRITHITR O,

1%, AES-KWP ZZaF ZiF 51L& Ja— D7 X F & /H0, FEXDME
FHFE O & EEH 2, AES-KWP ZRE( ] & 5512 NES-KWP #¥7F
fTEEELEEZHZ T, AES-KWP DF8GF1 & 185155 7 X 73,

W SBRIEF— a2

FCS_COP.1.1(2) OSiZ. LLF : FIPSPub180-4 #iifi7= 9", BIE I 7=7 /T U XA SHA-1 &

O &R

SHA-256,
SHA-384,
SHA-512,
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FOMD T I T Y AR
] KA v =X A2 A R 160 By b RO [ER :

256 £ |,
384 £},
512 £ A,
COMPDREIZLL

JIZE-> T, Bany v ah—ERZETLRITER LR,

A EDBER ;- NIST SP 800-131A 25V, T 4 DX VB DA D 728
?D SHA-1 X, HITRHF AT ENT, F7oT7 4 VANV BADKRIEDT-HD
SHA-1 1%, 2O DB DOZHIZY 27 NEET DG LV =, I8
IEHERE L I b,

SHA-1 [3BI7E, FCS TLSC EXT.1, K UVEEHRIZ)IL U T, FCS DTLS EXT.1
WCHEATHIOERIENTWDS, RUZTIE SHA2 77 2 U 2 R— b
TALIRT v T — a7 e ha/LoEERBRIHRINE, T
v 7T —=REn7 e hanrBYaR— &5 £ TUARPP I SP800-131A
WA L7z SHA-L OFEEDO Y R— N &dFa] 4 5,

AREHOERIX, Ny v a2l EEHETHZETHD, /Ny v DRI,
A=V F AV 2 A FEOBIREZYHR—F LARTIUER SR, Ny
T aDERIT, Ao ns 7Y XLAOLIKRHRIRE L —B LTS
RXTh D,

RiET 7T A ET 4
A 1T, N> = 2 fEREE D 7 7Y or— 2 3 S HESHERE (B, 7+ =7

K ILBE RRFAFRERE) & DEIZ O T TSS ICX S TNS =&z
Fr2FdE5ZE,

TSFE N oz KT, 2 ODFE— FONWTANTERTE S, H1 DOF
— N, NS NEIE— FTH S, ZDF— T/, TSE 1RSI 533
FDOELEFTHEA —2DEEN 2T 5 M5, Ny =z Sf
BREAX D E—2DRI(E Y N8 THV LA SLERD S, FH2 D
F— N, E MEEE— FTH S, ZDF— FT/E, TSF IZEEDR
ISDOX —F N 2T B, KTE— NICONWTHELRZ TR P BE
TET B0, E > MEFEIEANT FMEEIDOT X MZOW T, LTt >
7 T RES 2 5, FMEIE, TSF ISk o TERS L, KPP DZff
G 7ETTEOIT NSRS 2 T T Y IADEIEFIE D0
T UFOF 2 f 39T I,

LITFDTZ MZIE, 77U br—2 g BT T SR —L
FAIME BT ST XN T Y =g o ~DT I X,
PRG35 = N ERI IS,

e TXPL1:a— A E—2T X (B MNEETE—F) — 7F
W& M+L DX > =B 23 A T > a2 LT 5, =2
TM/EN 2 TN T Y XADT 7 2 RTH S, X >—0D
RE/E, 006mEy NETS—0 2 o ENT S, Xt
— DR INE, BTN LS ST 1T 6700, FFlE
(1. FABADRK v — 20T A —8 g 2 X pFFf
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B, X ot—NTSE RS U BEICIE L DOFER PSS
=t ERAFT 5,

« FRP2:a— AT X (N MEEE—R) — FF
WZITMIBHL DX > =B BATE > FEFLET S, =
STMEINY 2 TAT Y IADT 2y 2 RBThHS, X vt—
DRIIZT0 26 mI8 N PE T — v LICEN L, #FX >
T NIBEBAGDONT P ER S, A DKL, EEFLE
HNE AR SFVRITIUZZR 5720, FHlE 1%, €READA > t—
SIEONTA =5 P R FNFEE L, A wt— 0 TSF
NS U BRICIE L VG RPF O S Z & RGFT 5,

* FAP BRSNS m T A =D TR (' P FEE
) — FEMEE M DA ot P b R BATE R BT
G, SITMIIAN 2 TN T Y RAD T2 2 RTHS, | F
HDA = DREIT512 + 991 45 (JZTl<i<m), X
ol — DRI, FEABAI A ST RIER 570, 7
BEE L At S TSE RS L7 I IE LGRS D
NS & ERAE T S

o TP A:EBRINSR A =T X p (NS PR —
R) — FEZIT I8 D KX & — 50 BAT)E > F &L T
Bo SITM /AN 2T T IADT 2 2 RTHS, | &
HDX =D& F512+ 8994 L5 (22 TI<i<m/8),
KA o= DRXNT, BELFL AT AL SR ITAIZR 672800,
FIMZENT, FHERDA v — 10D T A e —8 0 P X
PEFEL, X >t—3TSE ~NEHES U7 B IE LV iE 0375
LS EEFRAFT S,

o FX P 5 BN AL I A =T X — DT
R PN NS FMEFDFELEIEDARITPIS, FElEIE 0 E fD
RBED— NEE 7 NI4T D, S Tnidr X S5
N 2 fEREIC L S TIEVH SIS X =250 2 X DR
XTHS, KIZFME L, [SHAVS] D1 TREE 77T X
LAIZHES TI00 DX »t—2 L T 5 50 = X pPDE >
FIEKT 5, KICFFHE 1L, X >t — N TSF NS 72 B
IELVFERPIES 5 = & &Rk T 5,

FCS_COP.1(3) MEB#E—F4 (FRMifb)

FCS_COP.1.1(3) OSIX.LATOMEESNTMEET LY XA T FEL T —E A (&
B OMREE) % FEAT L2 iud 72 5720 [BIR
LUFZ#729 2048 £ FLLLEOKFE#EZ /005 RSA X F—A4
FIPS PUB 186-4, ‘Digital Signature Standard (DSS) ", &~ > 7 >4,

LUTF ##7=7 INIST #ii#R) P-256, P-384 K& (N [##R : P-521, DM
DR L] &/ 5 ECDSA X#—A4 : FIPSPUB186-4, ‘Digital
Signature Standard (DSS)”, &~ > 725
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BWHEOBER : ST ERE L. 74 VX NVEBLEIT) oOICFEINT=T
NAY ZLZERTRETHD ;2 O EOTNAVTY XLBRHATE 555
B BREEEZBUET 572010, KEFITHEV KL SNDERETH D, BIRE
N7 3 Y ZLTHONWT, STERE X, EOT7 VT Y X ADTZHIT5E
HIND T AZERET D120, @UREIN RINEITHRETH
%o RSA BA MK OWRGEIL, BIfE, FCS TLSC EXT.1 ([Zi#&T 5728
IZERE D,

BREET 7 T4 BT 4

FHE 1E, ST TOERIZIEDNT, LITOT 27 1 EF 4 775
=&,

LI DT XTI, BLET 7Y r—2 5 2 TSR SRR L 578
L B E AN T S L DR T RN T Y =g o ~DT I
R &, PIBEPEMT S ENERI S,

ECDSA 7/ ZY XA 7T X P

® X )1 :ECDSAFIPS 186-4 Z£54Lk7 X b, R — FEH
TS NIST di# (HI%, P-256, P-384 % (FP-521) & SHA /4
DT DEEFUNT OV T, FFMHE 1310 D 1024 £ A
DRIDA =240, FX 2 —12 00 ToHfE
RHENZFFENTEELDER KOS #IRIFT 5, IELIHZ &
FRET S0, FEME 1T D RAF 72 TR DES R il EHE
FFHT 5= &,

® X )2 :ECDSA FIPS 186-4 E& ffal7 X F, #A— F&i
TU S NIST iR (F7%, P-256, P-384 & CFP-521) & SHA A4
B DT DZFALHIE O T, FMHE /L 10 0 1024 £,
DRIDA wt—2 DK NESL DM DE >~ FEE0E L,
10 #D 5 65 MTEDNOT I (X > E—2, DHREZIT
BE FEET S, FFMEIL 5 DD CEEI I, 5 O
DISE TSP NEING = & e falb 75> &,

RSA Z4 713 Y XAFX b

© FRP L BHALT R b FMEE EH LT X EHOT
OS (243 RSA FEH LMD ELF AT 5 = &0 KT R FETT
72 OIZFFE 1%, TSF o — |} 93 modulus £-SHA D54
PUDEALRUIZON T, [FHHEN S BIELED 5 10 DA >
— DB AL E S ITIRF LR ITIULI B o0, FIEE, OS 12 H %
DT N— pEE modulus DIEEHDTZFE DX > t—~
B SUD L FHE L, SR RAFLRFERER OBELT 5
TERFREE T, FH FHRar 75 2 EICk o T, TSF OEHD
ELZ EERaAET S 24,

® TR P2:EBHBAFT R P, FHE L, HFELDH LR L)
R EH 2Rk 95 OS DEEL & HRAET 5 7=, EH AT X M
G EITT S L, AL, A e, Xt —2 IR 74
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—~v > b RO FLITESDEN T T — AT S
G L BEF R T X P DIIZ AR S 7 R XD K
T T VAT S Z L, IR CAEDES &l TS
E &, OS WM E&T = & &tk 75 = &,

FCS_COP.1(4) MEB#/E—EfT& v a X vv—VFRE FEMIL)
FCS_COP.1.1(4) OS i, LA T[ER :

FCS_RBG_EXT.1
FCS_RBG_EXT.1.1

SHA-1,

SHA-256,
SHA-384,
SHA-512,

] THEE [BIff : HMAC TH O 6 A SRR E > MaFb, DoRX vk—
VEAV 2 A MDESX [N 160 £ b, 256 £™> F, 384 £ ;, 512
E> FTHY, LT ZMIETHEINZHE ST VT Y XA LN T
S EANY 2 Ay E—VREE— A FET LT RIE R bR
FIPS Pub 198-1 The Keyed-Hash Message Authentication Code X2 T* FIPS Pub
180-4 Secure Hash Standard,

BHEOBER : AFE4OEXIL, OSICL>THWOND S ESERIES
7' han (Bl @EET ¥ RV) OFERESLO BIZHV B AL D HET &
‘7?\/3—7( ‘Yt_/uunﬁ*f% %ﬁﬁiﬁj—é:&f%éo /\‘y“/JODE%ETR&i\ A
=V HA T2 A NEORIREYR—F LRS00, Ny v
= DERIL, FCS_COPA(1) IZHWHINL D T /LT X ADEIRH 72 &
—BHLTWHRETHb, SHA-256 % F\V 5 HMAC (HMAC-SHA-256) |
AREMCTERABRES A A — F& L TH 2 ézhfb\é N
FCS TLSC EXT.1 2%, A&7 % OSITxi L CEDEELEHMIIHNAEL L
TWa,

SHA-1 (X, BifE, FCS_TLSC EXT.1 K ONERIZIS LT, FCS DTLS EXT.1
V23 A a‘ét&b%}zénﬂ\é SHA-1 (334£ FCS_TLSC EXT.1 ([ZiE&
TAHIZHERINTNDR, T CTICIFHELETH D | TLS O DTLS LISt D
BEZIZEH S D & TR,

BEET 7T 4 BT 4

A 1%, ST TOBERICH SO TLUTF DT 27 ¢ EF o (7752
o

VIR — P IENTX T FDOFEAEIZON T, FFHlE 1415 &>
ADTF RPN F =L ET 5, FE sy ML, 1 ODfFEE X v — 7 —
B EIER SPRITIUER 5200, Gl 1L, 7 X AT —FDZ 6D
> MZOUTOS ICHMAC & 2" a 4Lk X5 = &, 757172 MAC %
VL, BERIOD RAF R ELE 2 O Tlal—DfEE W 12> TEE S e
HMAC & 27 & FLilie K721 4UT752 5 720,

By MERK
S %, LA FHWA NIST Special Publication 800-90A (27~ T, 3
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RTOPRERIEILE v MK (DRBG) h—EAEZFEIT LR TNIE RS
7euy [EER

Hash_DRBG (/£&) .

HMAC_DRBG (/Z&) .

CTR_DRBG (AES)
1

WA EDEIR : NIST SP 800-90A (2%, 3 DR A HEAERTENE £
NbH, ZNHITENEN, BREERI STV IT o7 (=B
B5) IHAF LT D, ST 1ERRE IR & 5 B 28R L, ARZMF
721X TSS THWOHL A FEE & 72 5 BRI RIS 57 ) I 7 4 753505 2
L. FRESINT= Ny v 2 B (SHA-1, SHA-224, SHA-256, SHA-384, SHA-
512) OWFih03, Hash_DRBG %7213 HMAC_DRBG TF#Fr] S4L 503,
CTR_DRBG Tl AES XR—ZDEHED LTI SN D,

RiET 7T A ET 4

A2 1T, RNG ELE(Z4f L T 15 [0 {74 7795 = &, RNG 23q%
JEA[RELRBE, FFE 14, FHENDRIEIZ OV TS D74 EIT
75> &, FFME 14, RNG BEREG T 75 72 0 D) 22 R 3 1R (E
SERICEFAN TS L DHERT S5,

RNG 23 PHIKEE I & H 2012 L ToS55, #/Elo#7T/4 (1) DRBG &
S REZREL, (2) TEFARE y FORYD T > 2 FAERL L,
(B) Z2HARE Y FD2EADT 7w 2 24k, (&) A X5
RIET S, &0 S FMIZR S, FHlEIL, 7 FARE > D2 FHEHD
T ZPEESASETH S S L F AT S, AL, FATTIC8
ODDAGEE 4T S, RANT 72 b (0~14) THS, KD 3 DOl
AR RO PR E— A E X, E LT
Personalization String T &, KD 2 O/T, RHADLIFEN L ~DiE
IIHGAT & T2 p B E"—= AT T B, RFED2 DL, 2 & HDLHLIFEHT
LA~DEWHIA T & =2 f 2 E°—=AT) T B, ZiL5 DEIL, 7254
ICE I G, [FHAREy NOONEDD T > 2 245 2,
KESE > F#EA (NIST SP 800-90A /2 &7 X #15) Output Block
Length L LIV T FALRE Yy FE4MkT S & & EKT S,

RNG 23 PHIEKEE: & 1572 72 0555, #e]0#77/% (1) DRBG &7 > X
K REL, (2) FHARE Yy FORYYD T2 > 2 &4k L, (3) >
— FEZFEG L, (8) FEARE Y D2 FEADT 2 > 2 A
L. (B) 1> RX& XTS5, &0 o FMEIZRE, FFHMEIL, 75
ALRE Y ND2REFEADT 2 2 PIIFFSILAME T S = & &l 75,

A 1T, ZFTTIC8 DDANEZ LT S0 mANZIZ 72 (0~14)
Th 5, KD3 DlF+A > REZ 2 X IEDT > f 2 E— AT F /X,

& L T Personalization String ThH &, 5 & H DfEIL, R AIDELIFHT L
~DBEWHIAT) T 5, 6 FZAE T FEAIL, > — FIEE HEERT S
LADEWHIAT) & 2 p 2 E—= AT Th S, mHEDfEIZ, 2 6] D4
JEIEH] L ~DENHIA T Th 5,

LUFDANZ 2" Z 7213, Gl &> THEL ER IS NEATE
DN OPNZD0 T, LOVES DIFHAEZEN TS,
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s TP E—AT) PR E—ADEDOR T, — FIEHDE
SEFLLSRIIINLTZR 200,

o« SR APV R P IR TS HGE (UL LD
CTR_DRBG /it / > X &FNH L7320, S > ADE > FRIF— NE
DREDV5 ¢85,

* Personalization String - Personalization String D& &/, > — FE®
BILLTTRITIVUIZ 6700, FERD L FF5 0 D Personalization
String DRI LHa— F L TORWDBEEIZIE, Fi T OEICE L
DRI ZFIHTES, 2 EBVLUEDLFIDRI PN — p &
LTS E, fFlE 132 DDHEL S £ X D Personalization String
FH S, FELE) Personalization String 2 /1 2 B A, (87 s
EEYAE JEga A

o BIWIAT : BINHIA LD £ | £/, Personalization String D
XEFECDOTZ g0 b EFIRESFO,

FCS_RBG_EXT.1.2 OS IZ &L » THIH SN 5k EmiY RBG 1,  [ER :
VTN FTN—=ID o Y,
T f TG AN—=ID S XY

] T, D7 ERERTDIHE Ny V2 DIRKOEX 2 U T ¢ 58E(NIST
SP800-57 Ik %) L& LV h B —Df/ME [FRIR

128 £ p,

256 £

ZFoborbxry et —2EMT2L5 120 hr E—JKIZ
Lo To— FEBMEG S22 ThiER 570,

WA EOER : AEM0 1 FHOEIRIZOWT, DRBG ~D AL LT
BIND ) A ZFHBHBENLHE, STIEREIL [V 7 by =T _—=2D
J AR EBRIRT D,

2 FHOBPUZ DN TIE, STIERE L, STIZEEND T VT Y X ADH
RKOEX =2 U T 4 B8EICHIET DTy ha E—0Egla ey Mz iR
T2, ¥ = U T ¢ 581X NISTSP800-57A DFK 2 k(N3 TEFRIN D,
il 213, F4E12 2048 Bk RSA (112 By & F 2 U5 ¢ 3REE), AES
128 (E¥ =2 U7 (58 128 v ), £ L THMAC-SHA-256 (¥ = U 7
A BEREE 256 £ N) WEENLTE. ST ERE 1L 256 By A2 EIRT 5
Z T B,

RiET 7T A ET 4

WEZEE XAz |} o E—gF U & FEE DY B ZA X 75 DI I
W> T, AFLEFEL (E SFL2ITFULTR 5 7200 — 7030, FFliZ 1L 72 7
g BT FETTSI 4,

JFHe, A KEg 2871097 % MNIST SP800-90B /274 - 72) /4, =2 h 2 E
—DEFED V) EEAET S DITER SIS = 2125,

34 e


https://www.niap-ccevs.org/Documents_and_Guidance/ccevs/Entropy%20Documentation%20and%20Assessment%20Clarification.pdf

FCS STO EXT.1 #7227 — & DM

FCS STO_EXT.1.1 OS (%, NEREMEAR b L — TN SN DM T — & 2R 54 58
REZIFE L, AEREEZIFOH T 720D, L E T2 —RET SV r—a v
WAL L 20 i e 700,

WA EOBR : BT — 2 1%, STERR#EIC L - T TSS THIE S 72T
U700, FZUTERNE, Z LT vy v R EENRD, K
BEREZ PO T2 D A v F 72— A%, SESERFBERAIS Z &N
T&E 2 :APl, FREFHEMIZZ 7 AL E LTSN LT oy LA
T I RATHIODORMICCE L INTZHOTH-TH L0,

RiET 7T A ET 4

FHM 1%, OS J3EHI#ERE 2 tEHE T35 T X TORFEH) L e 7 — 5 58
SIS TS EeRalF 75720, 1SS #F = v 29524, ZibH
DA DENEHIZONT, FFE 1L, A3 MDA TR TE S
s RONED T SICHEMNE B 58Z o0 T TSS ICHIZEI A TS T &
FERT S = &, T 1T, T DT —5 Z(RAET S 7 DIZFIH S4Bk
EHEEDY ECS_COPA() THESIIS EBVICHAET S = & e
524,

P& 1L, TF=2 TI2 0 LT BT S T Y =g M
(24 25 7 2 = RPIEET S 2 & FRALT ST 00, B A
DINVTHHNEZ L,

FCS_TLSC EXT.1 TLSZ A4 7Y hFm bajn

FCS_TLSC_EXT.1.1

OS %, TLS1.2(RFC5246) % FE L, L FOKH AL — M &R — K

L2 570
WEDKG 7 AA— bk : TLS_RSA_WITH_AES 128 CBC_SHA &

RFC 5246 D L 51

F T arOREEAAL— 0 RN

TLS _DHE_RSA WITH_AES_128 CBC_SHA &#/4RFC 5246 & & .55
ﬁ\

TLS DHE_RSA WITH_AES 128 CBC SHA256 75/ RFC 5246 o &
Y,

TLS_DHE_RSA WITH_AES_256_CBC_SHA & #:/4 RFC 5246 )+ .55
ﬁ\

TLS DHE_RSA WITH_AES 256 CBC_SHA256 75/ RFC 5246 o &
Y,
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA &#:/4 RFC 4492 &
i/

TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHA256 Z#£/4 RFC 5289
DEBD,

TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHA256 & #/Z RFC 5289
DEHD,

TLS ECDHE_ECDSA WITH_AES 256 _CBC_SHA Z&#5/4 RFC 4492 &
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P =l/N

TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 & #:/4 RFC 5289
DEHD,

TLS_ECDHE_ECDSA_WITH_AES 256 GCM_SHA384 Z7/4 RFC 5289
DEBLD,

TLS ECDHE_RSA WITH_AES 128 CBC_SHA Z&#E/4 RFC 4492 o &
Fol/N

TLS_ECDHE_RSA WITH_AES_ 128 CBC_SHA256 &7 /4 RFC 5289 &
P =l/N

TLS ECDHE_RSA WITH_AES 128 GCM_SHA256 7/ RFC 5289 &
i/

TLS_ECDHE_RSA WITH_AES 256 _CBC_SHA & #:/4 RFC 4492 o &
5B,

TLS ECDHE_RSA WITH_AES 256 CBC_SHA384 7 /4 RFC 5289 ©
i/

TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 &7/ RFC 5289 &
P =l/N

TLS RSA WITH_AES 128 CBC_SHA256 & #5/4 RFC 5246 D+ %51,
TLS _RSA WITH_AES 256 CBC_SHA Z#5/4 RFC 5246 D+ 51,
TLS_RSA WITH_AES 256 _CBC_SHA256 & #:/4 RFC 5246 &+ 751,
EDOMDEFHE X1 — P L

1o

WA EOBER : Ml SN AERICBWTT A SN REEB AL — k
X, RERZ X > THIRS LD, STAIERE X, v AR— &b 47 T3
YOREBEAAL — MERIRTRETH D ; MHAA — FUSMZTHR— b &
NHRE S AA — FBFELRWSE AT, [ZOMOKEA A — ML
MBBRINDOARETHD, 7 A MNREIZH DV —/ LTl S 2 AL
IR WCTEBRIICHE A ATRE e 5 A A — R Z2HIRT A2 LERH H, Lid
DF|ZES T Suite B 7L Y X4 (RFC 6460) 1%, FENRLEENL T IL
Y XL Th D,
TLS_RSA_WITH_AES 128 CBC_SHA %, RFC 5246 ~Diii & % k3 5
TeOIZER SN D,

IHHDOEMIZ HFLWTLS X—2 3 UM IETFIC L Y Bk bS5 & A
HL»™MTbivd,

ECDHE #FH L TWALE DO E A4 — FRBIRINDEL.
FCS TLSC EXT.2.1 NER X 5,

REET 7T 4 ET 4

A 1E, Va— P SREHFER A — FPBESHSE S & RaFT 5
7=, TSS TOLR 7' 17 p 2D EREDGT bz F = v 2952 E, FFhE
V. BESHTERFLG R A — PRI N —F 2 f D DIZ S X f 7
LOFEIE FEFRAFT S0, TSS o F = 2952 F, FFMlE I,
TLS Z3TSS DalaiCiti 595 - 912 0S 24k 75 72 DR & &dr =
EFIRAFT B0, HIEV L 52 RN T b Fx 29525, 7Fl
Fit, LTDOTXNZONWTETTTSIE -
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TR P AL, RELEIC > THIE SATEREE R A — P DZF
AEAEFIHNTTILS IR 2 a2l TS5, Kagr g
AL, LV ED LD T N 2 ILED—EE LT, B, EAP T
SalD—GEL T, HELIATHLL, T X FOEREHT-T
(Z1E, B R — P DR Tz — 5 B F R T L5 T
Bo FIHIHSIHELG R A — F (BIZIZ 5T 0T XA 73 128-
bit AES TH > T 256-bit AES T2l = &) Fikhl/ 73 7= IZhE 5
1EEHTE P Z 71 2 DFF e BT ST,

TR P27l /3, extendedKeyUsage 7 — b NI —Nakak H
W9z G dp 3 — NG & FF o 72— N H TR 2 g - F
VT EHAITEITY, IR a9 PHELIRG S E F AT 5,
LI 17, extendedKeyUsage =7 1 —/L N2 H— 84F H H) &
GELRNE ELMIER RV — NG E 2 Z o T PR
L. IR a3 CPHELINRNE & Efealrd S, BERRIIZIZ, 2
ODFFH 2/ extendedKeyUsage ~ v —/b NEfRl ) Tl —THh 5N
ETHSD,

FR P33 FEE L, TLS 2K 2 o g 2 TH— \BIRDIFE X 4 —
rME—EL RNV NFFH R EGE TS E (BIRIT,
TLS_RSA WITH_AES 128 CBC _SHA #¥5- X1 — F&FIHL T3
DIZECDSA il Zz %575, F/Z/TECDSA lF5- X4 —FD 5
LD OFfEH L TS DIZRSA GFHIEZ K159 54 ) iFlhi&
/L, OS 3V — NDFFHIEN Nz g 2 X =20 256, =

B N o 7./ s e | 1 s R

FR P4 Gl /E, TLS_NULL_WITH_NULL_NULL A7 5-X 7 — F
FHRT S L Y —NERIEL, 274 T PR AR a2 F
TS =L ethard s = &,

TR PSFHHE L, N T T > 2K L T F DK 5 ETT S
&
o 7% A 5.1 :ServerHello D% — N2 ko TER SIS TLS Y
— g P F YR — FDOTLS N5 2 (f, 2 N1 F D03
04 (ZLo THHEINS1I) ICEFL, 27 F74 T Fi=z R
gl rfA TS Z S FAFT S,

o 7 X ;F5.2:ServerHello N> Nz 2 A v — DY — D
SERDD R ED L NS PEEEL, 2T T RIS
ServerKeyExchange N> N>z g 2 X v —2F AT 5 2
& (DHE ¥ /=/1 ECDHE #F5 X1 — F&H IS 55) Fzi%
2 Z4 72 FD Finished N Nz g 2 X v —2E— N
DPIELT S EEFkeard 3,

o 7 X p53:ServerHello N2 N2z 2 X o — 2D — N
RDNFE X4 — |z ClientHello N> oz 7 27 X ot —2T
TR SRR A — MK ET S, fFlEIE. 2717
> FA3ServerHello 232 /5#1Z 2 %2 > g a5 T 52 %
k73,

o 7 X M54 — NDKeyExchange N NS A A v —2
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DESH T 2 FKEL, 2 Z+4 72 |73 ServerKeyExchange
Ao C=DRGRICT RS > a9 F AT S & AT
Do

o 7 X F55: #— DFinished N> Nz g I X wvE—2D1
N NEXEL, 2 T T NAZEHFIC fatal alert £ 255 L
TN =g T = EE RS FEF LRV EERAFT S,

o 7X F5.6 : ¥— 373 Change Cipher Spec ~ » & — 22 577
12— NI B B2 A 0 b P EH L, 2 5o T
Rafgs g zlfEmd 3 EEwAET S,

FCS_TLSC_EXT.1.2 OS &, #&/R S 7=ikhl 153 RFC 6125 ([ZfE > CHMRERA T & —&% 3 %
T L ERGE LT IE AR S 0,

WA EOBER 3B REEOBANL, RFC 6125 D& 7 > 3> 6 Trtib S
nNTns, Z2RE-IX. FAAECEZ>TWl., V=777 % ~URL %
AN, FFV 7% 270 v 7 L7C), HEICESTWI], A—nH—1F
TTRBREY — SOAFIZRE L ), 3T 7V r—a Uis - T,
APl D35 A 2 FSE &N D, H— DB TFDOREEITL FAL VR OT
7V r—3 g o —e A (B, HTTP, SIP, LDAP) (232X, 774
T MILEHEOY T V2 AT 4=V RO aE 4 KO TV
7 MRl 7 4 — v RO (R3CF- &/ 4A KB L7evy) DNS 4, URI 4
KOV —ERLD XD 7, AR T X COBMGR T2/ 3 5, R
W7 747 NI, ZOY R NOTRTOZEARERS R T% TLS
H— NRERE CHER S V2R T & i 5,

PF LWKGEETEIZ, DNS 4, URI 4, 23— 242 HW=H~7
Tl ML TH D, T4 EAOCDRRERT. 5 Ao B ) TEK
ENb, IHIT, Y7V MAFEREFY T V=7 MIAD IP T KL A
OFEROYFR— NI, RANT T 7T 4 AKX T HTOIHERE END
N, FEEINTH v, &EBIC, 7947 MIVA NV RI—REHWE
SR OR LR T HXETH D, LU, RSkl 230 A
NRI—=REEGLGE, 7747 MIREICETIANT T 7T ¢
ANWED 2T R B0 TG DRA NS F I 7 0 AX ARGET 7T
4 ET LIV IAEN TV D,

REET 7T 4 ET 4

FEE 13, D54 T DRI T3 — F I T B0 (B, =
>4%, DNS 4, URl £, #—EXEL, FLEIZTEDMDT 7Y or—23 2
DY T2z NIE) ROFIP 7 NLXE DA B — R —
FERBNE S EED, T 7Y r—2 g 2GR E DRI T2 5 7
N CDORIEGT T 2752 Z4 T2 FDFEIZOU T TSS 12780
SATHBZ ¢ RaFT 5 = &, FHlE 1L, Z Dbz, aFliZe =
A0S ISk o THAHR— P ELITFIH IS0 E 570, " XZD0
TGIRFESI TS EFHRAT ST L,

ML TLS CTOAN L SRR D 1 TR X & S5 3
BET B 2O DIRIZ DNV TAGD Vo K R ZEFNTINS = &
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Ard s Z &,

M 1%, AGD 'r 5 R IC > TR 7 a7#E L, TLS 2%~
S D, UFDT X NFETTSTE

o TX PR IE, BT E TS L O Rk E, T
= 2 FE (SAN) (28 2 EF (CN) 1286 B F 0 — NG
WZEFHRNT S =L, FEEIL, IR 9 PN T S5 2L %
il 75 = &,

o TR P2:FIlE I, BT E —#7 5 CN 254, SAN K
FEIPIS, DG & — TSk 7% SAN (25 FE 0 —oN
AFZEE R T 5 = &y FFE L, 2R 2 a3 KT S S &
R L RITFUTL 5200, FIZ 1T, VAN — F &415 SAN D&
KA TIZONT DT R PEfE) KT =&,

o X P3:FHHE L, BT E —#9 5 CN 254, SAN A
GG ERNY—NFFE RN TS S b, FE L, 2R T
CPRIN TS = FRFFT S L,

o TR P4 FEHE L, T E —E L2 CN & 773, SAN
E T B F 7Sl — NGF N T 5 S b, R
IR g TS EE AT S S L,

o TR P5:FHGE T, VA — P IS SIS T DOEFF A TIZ O
T BTFOUALN P — 7 X pEET7d5Z 4

o F R N5 FHME T, HER XAV T DL D Z N T
TN — FEGFELNY— NG EE RS L (P,
foo.*.example.com), Z X2 g 2PN EHMT S =L FHAET S
=&,

o TR NB.2: FEMHE L, IO TS T A I N — R EE T
PNTY 0 2RV T o > 2 TG/ T A B — N &
Zar (#.  *example.com) W — A ZEEIERNT S, AFME
1T, ZEBIC I — D Z Nz fF O Rk (P
foo.example.com) &FE L, IR 2 > a 2K TS5 2 & F4E
AL S, FFME 1L, FAFHIZEDING D Z A~ & F5 7 200 Bk
7 (Fl, example.com) & E L, ZF2 >3 2P T S
= EEWRArT S, FAFME L, LR 2 DD TN F fFORM
k7 (#), barfoo.example.com) &L, T K2 >3 278
KT 5 = & F AT S,

o 7 X P53 FHMEIL, 29 A1 24 (public suffix) /E Fifd>
Fitig Z A D A e R — FEEde (B, *.com) H— SgarHi
RN T 5L, FMEIL, WL DD T~ fFOR
HEFH 7 (P, foo.com) &#FEL, 2K 2 > 7 B KMT S =
L FHRAFT S = Eo FFE L, 2 DDIEGG T L 3 fFO Rk
Bl (#1, barfoo.com) &L, RS g KT S 2
E AL 7S5 Z &,

® FXP6: [FE] URl F )TV — EXE MG 731
A= P IS GG FME I DNS £ K N — E Xl 72k
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ET S L, A /L, SAN @ URIName #/7=/Z4 SRVName =~
=/ FIZIE LV > DNS & N — B R gl 7 & & e v — ik
WZEEIERN L, I FR2 g DT 5" & etkald 5> &,
AT 12, [fiE o 7 — B Rl 7 (L72> L IE LV DNS £7) &
HNTEDT X PEMOKL, 27279 BT S E
Feard 5 = &,

. 72 ﬁ 7: [BHUAE B =2 I GF R — NS s
. AHE L, E= XA S — L G s
ffﬂ/% L, IFRZ 3Pl T S EstalFd 5= 4,

FCS_TLSC_EXT.13 OS (X, ETAEHAENRAN TH LGB IO EERT v RV A MENL L
T IUE R B R0,
WA LR AR, 585 F ORREE, FEE N AR, & OV RFC
5280 (20t D AN EIC Lo TR E SN D, AEFHEDOAF R M IX
FIA_X509 EXT.1 O7=®DIZFETEINDT A MIE-TT A FEaneiin
X722 5720, TLS 27 va L TL, ETAEAENERTH D5
By TOF ¥ RPN I TIH R S 720,

REET 7T 4 ET 4

FEME 1T, FIA X509 EXT.1.1 D7 24 5 iR BRI B F I S =
L FRFFT B DEREL L T TLS ZFIH L T, LU FOBEND T A
EEITLRITIUTZR 522000
. 7“*2 e G 1T, R LAFII N X DR G Z 2 5 E°7
SiRAEE TS E e EAET S L, B X X T
Jﬁ%ﬁi‘ KIZ E°T DG G S ERERIC LB L DF =13 E
DIFHHSIIE CA GFZEZ 7 — NL, I X273 BT 5=
LB EAT S T L, FFME L, KIZ CA GFHZED 5 65D 1 D)
BRL, 2R q P T S E NI RITHILR 57000,

o TR P2:FME T, KB XIIIEATE TS £ T PR &K
T SZEEEAT S L,

. 7"‘2 P 3: G2, HEIBIR w5 L 7 aF & 2 (e 95 E77 73
ABALZ R TS = & & FaF 75 2 &,

o TR PA:FHIEE T, BRI &S 2 G A TS B
T IRFREF 7 B L 21T UL 65000 = F a EAET S S L,

512 F|RET—21R# (FDP)
FDP_ACF_EXT.1 FIAET—ZREDT 7 & R HlH

FDP_ACF_EXT.1.1 OS 1%, FrHED R WFIHE ML OFIHEIZ L -
THBEEIND 77 ANVKDRNT 4 L7 RUANT I8 ATLHZ LR TX
DX D77 7' ARIE A Ui Ui b2,

WA EDOER: 7 7 & AHEINC L DR R IX, VAT AERIC HIK
T3 20b L, RELEL, Bl X, v VFaa—H X7 MB8T5
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LADHHBEIZ L THASNDG T 7 ANRT 4 L7 M) &, ZDYV AT
LOBIDOHHEZ L DT 7 B ANORETE D Z L2 RAET D X O &KE
SHhTW5,

REET 7T 4 ET 4

AT 1TSS 12, OS ICJi o THH IS 7 2 & GG #25E157912
GBS TS = & FMRT B, Z DRI, HED 7 74 /LR T
g LD N UNDT X PEFEDFIHE D & D & RE X1 SR
FERRITIVLL 600, FEHEITITSS 2281 T, OS icL > TEHS
NS 7 74 EFIE E DI AJRERFED TV AN T T2
R IO RTE DI TH S L 512, T2 T I HIHA 5 FA0 7k &
ATHEZEFRard 3,

FEMZ 12, 2 A DF L) R F I DOFHE T o 0 f & X7 A
FICIEE L, IFDOTX F3FEHT S5

o FXP1:FHEE L, B L DFHEE L TSR T ANDGRAETT
b, TOFIFE DS —LT 1 L2 VNIZZ 74 & (EkT 5,
KICFIE 1T S R T AP R4 7L, FH2 DFIFEEL Tr
1T B, KICFFMHE L, 1 DFHE DA —AL7 7 L2 fUIZ
T S 7 7 4 DA M L 2795, a1, FeA4MH L
ATTPIELEI G = & FRAFT 5,

o TR P2 FEIE, F L DFIHEE L TR T ANDGRAEETT
W, TOFFEDF—LT 1 L2 N YT 74 & (EkT 5,
KICFHE IS R T L0624 7L, F2 OFHEE L TrS
oA TS, KICFFHE L, B DFHE DS —LT L2 fJIZ
1B STz 7 7 A NNDEEZHAITTT S, FFME 1%, DL S
o= EERAFET 5,

o FX P33 :FHIE L, FEL DFHEE L TSR T ANDGRAETT
b, TOFFE DS —LT 1 L2 VNIZZ 74 & (EkT 3,
KICFIE 1T > R T AP R4 7L, FH2 DFIFEE L Trr
1T B, KICFFMHE L, 31 DFHE DA —AL7 1 L2 fUIZ
TE X172 7 7 4 /L DHIfR #7775, FFlZ 1T, IR IES X
o= EERAFT S,

o TR P4 FHEIZ, F L DFIHEE L TR T ANDGRAEETT
9. FAHMEIE, 2 DFHEDF—LF 1 L2 N YT 74D
1B &#ATTT 5, FE L, 77 A ADIERPEL IS &%
RAET 5,

o FXP5FME L, FH L DFHEE L TR T ANDZRAEETT
Vo, FL DFIFEFDF—LT 7y L2 b VICEESILE 7 74 D
BEZATTT S, iFliE 1L, 7 7 A INDEREPZIFAN SIS
& RAFT 5,

o TR PG FFMHEIL., FL1 DFAHEEL L T X T ANDRAEETT
V., FLDFFEDT v L2 B VICERSE 7 71 DR
AITT BAMENT, 7 7 A L DHIEIZIT AN SIS Z & FIRAF
73,
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FDP_IFC_EXT.1.1

Bk~ v —HilHE

OS X, VPN a7 v a U EMNLTHT-DICEREND IP T 7 4 >
7w E LT, &R

IPsec /3T XTDIP F 77 ¢ > 2 DIR#EZNPN 2 Z4 72 ;
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OCSP
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OMB
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PIl
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PP

RBG

RFC

RNG

Enrollment over Secure Transport

Federal Information Processing Standards (K[ 18 #1758 AL BRLE %)
Digital Signature Standard

Hash-based Message Authentication Code

Hypertext Transfer Protocol (/>4 /X—7 % A MRE7 17 k 2)1)
Hypertext Transfer Protocol Secure

Digital Signature Standard CK[E T « ¥ X V&4 HiLFK)

Internet Engineering Task Force

Internet Protocol (-f » &% —>x > h 71 k 2)L)

International Organization for Standardization (=B HE(LRERE)
Information Technology (1% % f7)

Information Technology Security Evaluation Facility ({f& iz = U 7 1 5
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National Information Assurance Partnership CKE[EF G WAL S— FF— v
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National Institute of Standards and Technology (> [ [E] 37 A% ¥ AT 72 Fr)
Online Certificate Status Protocol (4> 7 A »FEHEIRREZ 1 k =2 1)
Object Identifier (47~ = 7 ~kAI1)

Office of Management and Budget CK[E4T B F 75 7)

Operating System (AL —7 ( V7 L AT L)

Personally Identifiable Information (fiEl A G5! 7] BEIE )

Public Key Infrastructure

Protection Profile (7 w7 27 2 g 7 a 7 7 A )V)

Random Bit Generator (§L% &~ kA% #R)

Request for Comment

Random Number Generator (FL%Z 4 A% 2R)
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SHA

S/IMIME

SIP

SWID

TLS

URI

URL
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XCCDF

XOR

Random Number Generator Validation System (ELEX/E AR EHRAE S A T 1)
Subject Alternative Name (%72 = 7 k Djl|4)

Security Assurance Requirement (£ & = U 7 ¢ {RFEZE)
Security Functional Requirement (2 & = U 7 ¢ ¥&GEZE 1)
Secure Hash Algorithm (¥ =7 /> > 27 /L3 Y X A)
Secure/Multi-purpose Internet Mail Extensions

Session Initiation Protocol (£ = “ 7' w2 k2 )L)
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Transport Layer Security (F 7 > AR—Fgtx =2 U7 1)
Uniform Resource ldentifier (¥t — &% 5+)

Uniform Resource Locator (& —&JRNLE 5 E 1)

Universal Serial Bus (== =/3—"3 /L3 J 7 /L 3 X)

eXtensible Configuration Checklist Description Format (£ = U 7 4 ®XETF =
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Exclusive OR (HEfthAYFHELFN)
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