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2.1

5 12T,

(1) 77— riEHEE GAEC :

B IEH AT L)

T — FREOBRMIEA 2 LT IORT,

#F2.16 7o — MRAHBBE GRAC : BUFRRIEHRY AT L)

A fHITH H

BT LTY XNERIATE Y AT DNEOLHE I35

FiRDO AT LAENFHEL WA —T =AY T N7

FROVAT LEREE L TWDAEET LI Y XL (5T 13U L4 KOE

FREOVAT DENFEE L CND T 4T RAEDOARE L Ot LT 2 Bik%

ERROV AT LETHM L T 5 EERAZ2REBE (70 b arfikzeale) %

EFED AT B THEHLL T 5 2 R HIR IR

N || O || WD~

ERED VAT DT D0 =AM - SR K ORERE AL O BB ORI R

2.3.

2. NERRHRRAE

HAR DO BB 25T 2 & Tk, BUNRHE EES - A4 RT4 2 - BUONRIGHR Y
AT L) ICBWTEHINTWAE ST /LT U XAZHOWTHRE L S5 L7,
7% 2. 16 I[ZTRE R R O BN R O SCE AT URL 27877,

#2.16 F{EC : B

JEFRIE  BR AT A A SR

DL R ERIFZEFR O T IR DIt
[2020 4ERR]

No B R B4 EAFIE URL (REHRAR)
1 | BFEL NOGRIEER ICE T AEHICHE | http//www.meti.go.jp/policy/metsecurity/docs/esig/sisin.pdf (2022 4£ 9 H

27 A)

INHOE NEREE — & FI R 383
J ERBRR 2.1 (202149 A 1 H)

https://www.jpki.go.jp/ca/pdf/auth_cps.pdf (2022 49 A 27 H)

P ELRRAE R [ RERE O &I
B9 20G57)) (20194 11 H 29 B
)

https://www.moj.go.jp/ONLINE/CERTIFICATION/SYSTEM/system.htm
1 (2022 410 A 13 H)

BURRRAE I (GPKD)  BURRRAE AN A1
APEAERRE 2021 Al

https://www.gpki.go.jp/session/CompatibilitySpecifications.pdf (2022 4~
9H 27 H)

ERIEAGIREGE TN 42 FRIEHE 81 5)

https://www.ipa.go.jp/security/jisec/certified_pps/c0284/c0284_it0312.ht
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FEREAEEY — K Version 2 #HiA Y
b7 FurrsarySurr A
[2011 41 A 21 H]

ml (202249 H 27 H)

BT LBV a VHEED ) BTV H L
FORIZ B % 2815 O X\ &5 —
TROE ZFOREICES AT F 0T
L DI

FRE 26 47 A 3 B MBS &R 235
5 Pk 27 4 3 A 20 HfiefT)

https://www.tele.soumu.go.jp/horei/law_honbun/72ab4145.html (2022
F9H27TH)

Bzﬁmuu ﬁﬂ%(GPKI)7 ) b4 /muniE)%

(BCA) L O AERFEEBICET S
CP/CPS (Ver. 5.0) [4Fnoc4FE 11 H 29
H]

https://www.moj.go.jp/content/001307027.pdf

LGPKI if‘ﬂT%ZntuniE)% R2 CPCPS :H'iji/\
e FA AR R A2 (LG PKI) [2020]

https://www.lgpki.go.jp/doc/C-6-3-6_CPCPS_OCA_20220214.pdf

LGPKI #4fitkEE [20190520]

https://www.lgpki.go.jp/doc/C-6-4-5_LG_tech_LGPKI_spec_20190520.pdf

10

IJALMJHE% &U ﬂ Igﬁ?ﬁ’j_é% @géﬁlﬁ
(BT H g iR (A= A I
Al

https://www.soumu.go.jp/main_content/000392344.pdf

11

P FLARRE R [ f-REA O I
B350 (%) [2019.11.29]

fHe% 1 FEREAIFLER~DFLE T (ASN. 1
gL A7 =7 Nkl o)

https://www.moj.go.jp/content/001216068.pdf

12

FTGA Ry NU— T BE# Y AT
L HEEEGEREA SR (55 2 £ 9 Hl

https://www.ssk.or.jp/seikyushiharai/online/index.files/claimsys21_2.pdf

13

=

B S REBLE NS BFEAICRD M
B IR OFRRERES PP I+ A
—=H]

https://www.digital.go.jp/assets/contents/node/basic_page/field_ref_resou
rces/d12bde7e-a950-493b-987c-
0f8d4bbd1b6b/20211228_notice_article_10.pdf

14

ERIER S AT DOLREEHRIZETHH
A RITA EE2 (G443 H)

https://www.mhlw.go.jp/stf/shingi/0000516275_00002.html
(2022 4210 A 4 A)

15

Iy R H—RetXxa VT 4o AR
4> 3.0 i (2022 43 H)

https!//www.meti.go.jp/press/2021/03/20220309003/20220309003.html
(2022 410 A 20 H)

16

[ShEFEEA] TRz T xR
FzyZUAN (GR3FE4H T2

https://www.mlit.go.jp/common/001401615.pdf
(2022 4 10 7 20 H)

17

[Zepk - 2k L HEEH] HHREX=
VTG 4 F v 7 ) 2 (5344
A)

https://www.mlit.go.jp/common/001401613.pdf
(2022 4 10 7 20 H)
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BEA U7 THRIZOWTIL, @l EH%, EEILIZEX 2 VT 4 A4 RT4 UDE
ENTNDEHEOD, EOXH RT3 Y XLEMERT DOV TERHEH L TWDHA
RIA NI AEAE LR T EHT ST L TY ALZOWTREH L TWD A
ARITANF R 216 IZREHLTZTA RIA L (Fov 7 VA NICEED, SFFHE L
HEA 7 THEOR T AT I2HEET ALY XL ONWTORENRNTA RTA4 %
LRI,

v
v

<

24.

SRV BIT DA N—t % 2 U T g il B $E (2022)
ERBERELIRV O BERS AT L —E 2D HEEZICB T ALLERTA R
1 > (2020)

770 R —ERAFEETNEREREZIMO RO BEOLRERICEATHHA KT A4 v
%1l

ARG A it T DML BEEFT T T A R T4

PRESICBIT AEREX 2 UV 7 A HRIRDLRTA KT 4 2 AR (R 31 4
3 A 29 HekzET)

M T BT AR EX 2 U T  MERITR DR A N7 A4 F 4R CER 31 4
3 A 29 AHkET)

WZER BT 2B HREX 2 U 7 A IRITR DL R A KT 4 > 55k (FRk 31 4
3 A 29 AHkET)

ZEEDIICB T AIEMEX 2 U T A HRITR DRI A N7 A4 F 2R (CFER 31 4
3 A 29 H#lE)

KEZFIZBTHEREX2 VT TA K740 (B 4 R CFEEE 31 4 3 H)
EXBEEPTFICBT 2R X2 U 7 s ERIR DR (B 4 2 fR) [BF 3
12 A 10 H]

BAHIEISC AT LE8X 2T 4 T4 R7 42 (2016)

A= RA—=H =V AT hEeXa VT 4 T4 FT7A 2 (2016)

Av—h T 48X 2 VT4 A RTAEF 2.0 i) (2021 4 6 H)

FREERRE - RERE - EERREHE GAED)

PRUERLRE « IR - FREHIABUS OFAE T, EEROIRERREIL TH D IETF AR
ET 2D RFC BLV, KEORMBMEHILTH S5 TEEE 23R ET DAREFIK I W TERM S
NTWDHRE ST VAU XA LDOFEZ %N L7, HEMEE# 2. 17T 1577,
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£ 2.17 AEDE

No HH FS

1 IR | 202249 A~10 A

2 Ay | AP

3 ARG | IPA DMEE L7 EHERRY 72 RFEHIR (IETF 3K ET S RFC B XL O TIEEE 3R E
T8Ik GEHSE . £2.18) )

4 SR T IPA & & E LT-EHER 72 REBAA B W CRHAE RIS 57 03 ) X L&

5 KEH7iE | - IPA EHE LEEBRIR RFHICRS VT, EXRIE ST L) XLz
b

R
cRBRERICOWT, NELZHERLE FT, BET7 LI Y XADTE NS EN
HIPNTRNEDIZOWVWTHE ST /LI ALEFEINTWD & ReT
cRBRERICOWT, NELXHERLE FT, BET7 L ITY XADTE NS ENE
HPNTHDLHDICOVWTIREET LT Y R AZFEEI N T ind Bt

241, NEAEHRAE

3% 2. 1812, PAEXRIG & LI EHERA 2 RIFEE OL TR & SCEANTI L URL 2R 77,

% 2. 18 BANEF MM R GRAD @ [EERA e RFEBUE)

No [ BRAY 72 R MBS 4 #EAF S URL
1 |RFC 6043 MIKEY-TICKET Ticket- https://datatracker.ietf.org/doc/html/rfc6043

Based Modes of Key Distribution in
Multimedia Internet KEYing (MIKEY)
[March 2011]

2 |RFC 6476 Using Message https://datatracker.ietf.org/doc/html/rfc6476
Authentication Code (MAC) Encryption
in the Cryptographic Message Syntax
(CMS) [January 2012]

3 |RFC 6637 Elliptic Curve Cryptography |https:/datatracker.ietf.org/doc/rfc6637/
(ECC) in OpenPGP [June 2012]

4 |RFC 6781 DNSSEC Operational https://datatracker.ietf.org/doc/rfc6781/
Practices, Version 2 [June 2012]

5 |RFC 8645 Re-keying Mechanisms for https://datatracker.ietf.org/doc/rfc8645/

Symmetric Keys

6 |RFC 8702 Use of the SHAKE One-Way |https://datatracker.ietf.org/doc/html/rfc8702
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Hash Functions in the Cryptographic
Message Syntax (CMS)

RFC 8708 Use of the HSS/LMS Hash-
Based Signature Algorithm in the
Cryptographic Message Syntax (CMS)

https://datatracker.ietf.org/doc/html/rfc8708

RFC 8723 Double Encryption
Procedures for the Secure Real-Time

Transport Protocol (SRTP)

https://datatracker.ietf.org/doc/rfc8723/

RFC 8725 JSON Web Token Best

Current Practices

https://datatracker.ietf.org/doc/html/rfc8725

10

RFC 8732 Generic Security Service
Application Program Interface (GSS-
API) Key Exchange with SHA-2

https://datatracker.ietf.org/doc/html/rfc8732

11

RFC 8778 Use of the HSS/LMS Hash-
Based Signature Algorithm with CBOR
Object Signing and Encryption (COSE)

https://datatracker.ietf.org/doc/html/rfc8778

12

RFC 8812 CBOR Object Signing and
Encryption (COSE) and JSON Object
Signing and Encryption (JOSE)
Registrations for Web Authentication
(WebAuthn) Algorithms

https://datatracker.ietf.org/doc/html/rfc8812

13

RFC 8871 A Solution Framework for
Private Media in Privacy-Enhanced

RTP Conferencing (PERC)

https://datatracker.ietf.org/doc/html/rfc8871

14

RFC 8915 Network Time Security for
the Network Time Protocol

https://datatracker.ietf.org/doc/html/rfc8915

15

RFC 9021 Use of the Walnut Digital
Signature Algorithm with CBOR Object
Signing and Encryption (COSE)

https://datatracker.ietf.org/doc/html/rfc9021

16

RFC 9048 Improved Extensible
Authentication Protocol Method for
3GPP Mobile Network Authentication
and Key Agreement (EAP-AKA")

https://datatracker.ietf.org/doc/rfc9048/

17

RFC 9115 An Automatic Certificate
Management Environment (ACME)
Profile for Generating Delegated

Certificates

https://datatracker.ietf.org/doc/rfc9115/

18

RFC 9132 istributed Denial-of-Service

https://datatracker.ietf.org/doc/rfc9132/
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Open Threat Signaling (DOTS) Signal

Channel Specification

19 |RFC 9140 Nimble Out-of-Band https://datatracker.ietf.org/doc/html/rfc9140
Authentication for EAP (EAP-NOOB)

20 |RFC 9145 Integrity Protection for the |https://datatracker.ietf.org/doc/rfc9145/
Network Service Header (NSH) and
Encryption of Sensitive Context

Headers

21 |IEEE Standard for Cryptographic IEEE X VA
Protection of Data on Block-Oriented

Storage Devices

22 |IEEE Standard for Ethernet IEEE XA

23 |IEEE Standard for Wireless Access in |IEEE X VA
Vehicular Environments—Security
Services for Applications and

Management Messages

24 |IEEE Standard for Broadband over IEEE XA
Power Line Networks: Medium Access
Control and Physical Layer

Specifications

25 |IEEE Standard for Local and IEEE XA

metropolitan area networks - Part 15.6:

Wireless Body Area Networks

25, A—TV—RYIrDT7HE GAEE)

=TV —=RAT7u 7 FORETIE, A—7 V=X =7~ (i : OpenSSL,
Linux, Android, Chrome) 233 24 —7 0V —ZA Y 7 b =2 TIZBWTEHINL TV
K57 LY X AOFRE L Eh L, HEMEEZE 2. 191877,

#2.19 A EME

No, HH W&

1 A 2022 47 H~10 A

2 R S /N G
3 FERNE | IPANEELE-A—T Y —27ay s b GEHISE - % 2.20)
4 R i - TPALEELE Y —RARa— RIIBWTHEMNEK ST LI Y XA/

FEAERSRIE ST LT Y A LF, F2.8 Tor— MNABEE (eI
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AL) 1264 By b7 ay 750 DES, Blowfish, GOST 28147, IDEA, 128 &
v b7 vy ZKEE O Twofish, Serpent, SFFA « #EA#2D RSA-KEM, EC-MQV, />
v ¥ a2 %D Tiger, HAS-160, MD5 ZiBAIL 726 D

FRAER 728 r — VITE ENRVIBINE ¥ 22—V I3ERSE

HFEHE |- IPALABLEY—RAa— BN, lHESES 7 LT XL E2 R
BERERICERENDIEET LAY A reFEEIN TS E Rt
BEBEHBICERENAWVEST LY XA 2REINTWARNWE ReT

25.1. NHFERAE
=T =27 u Tl FORFERMNGII, IPAIEESNA—T =R T a V)
FEL,IPA EEELLY —Aa— R T 252 & Tt a2 £ M L, £ 2.20 ([ZiAx
BOF—T ) —AT Y=l MY —Aa— KO URL &/~

# 2. 20 APAEHMAAR SR GHEE : A—7 v V=AY T U xT)

No, | A—7FrV—27nv=x7 b4 Y —Aa— K URL (#&FHAEH)
1 Java https://github.com/openjdk/ (2022 49 H 27 H)
2 PHP https://github.com/php/php-src (2022 49 H 27 H)
3 Python https://github.com/python/cpython (2022 4 10 A 13 H)
4 Gitlab https://gitlab.com/gitlab-org/gitlab (2022 49 A 27 H)
5 Redmine https://github.com/redmine/redmine (2022 49 A 27 H)
http://svn.redmine.org/redmine/ (2022 4-9 H 27 H)
6 Eclipse https://github.com/eclipse (2022 4£9 A 27 H)
Apache https://github.com/apache/httpd (2022 %9 A 27 H)
https://dlcdn.apache.org/httpd/ (2022 4-9 H 27 H)
8 Nginx https://github.com/nginx/nginx (2022 49 A 27 A)
http://hg.nginx.org/mginx/ (2022 459 H 27 A)
9 Samba https://github.com/samba-team/samba (2022 £ 9 A 27 H)
https://git.samba.org/samba.git/ (2022 4£9 A 27 H)
10 MySQL https://github.com/mysql/mysql-server (2022 49 H 27 H)
https://dev.mysql.com/downloads/mysql/ (2022 49 A 27 H)
11 PostgreSQL https://github.com/postgres/postgres (2022 49 H 27 H)
https://www.postgresql.org/ftp/source/ (2022 49 H 27 H)
12 Redis https://github.com/redis/redis (2022 4£9 A 27 H)
https://redis.io/download/#redis-downloads (202249 H 27 H)
13 Linux https://github.com/torvalds/linux (2022 %9 H 27 H)

https://www.kernel.org/ (2022 %9 A 27 H)
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14 FreeBSD https://github.com/freebsd/freebsd-src (2022 49 A 27 H)
https://cgit.freebsd.org/sre/ (2022 459 A 27 H)

15 | Debian https://github.com/Debian (2022 4% 10 H 13 H)
https://sources.debian.org/ (2022 4% 10 H 13 H)

16 | Android https://github.com/aosp-mirror (2022 4£9 A 27 H)
https://android.googlesource.com/ (2022 4-9 H 27 H)

17 | mbedOS https://github.com/ARMmbed/mbed-os (2022 459 A 27 H)

18 | Ubuntu https://github.com/ubuntu (2022 49 H 27 H)
https://kernel.ubuntu.com/git/ (2022 49 H 27 H)

19 | Docker https://github.com/docker (2022 49 H 27 H)

20 | Webkit https://github.com/WebKit/WebKit (2022 49 A 27 H)

21 Chrome https://github.com/chromium/chromium (2022 4F 10 H 13 H)
https://source.chromium.org/chromium (2022 4 10 H 13 H)

22 OpenOffice https://github.com/apache/openoffice (2022 49 H 27 H)
https://gitbox.apache.org/repos/asf/openoffice.git (2022 49 H 27
H)

23 OpenSSL https://github.com/openssl/openssl (2022 49 H 27 H)
https://git.openssl.org/ (2022 49 A 27 H)

24 Network Security Service (NSS) | httpsi//github.com/nss-dev/nss (2022 49 H 27 H)
https://hg.mozilla.org/projects/nspr (2022 49 A 27 H)

25 | GnuPG https://github.com/gpg/gnupg (2022 49 H 27 H)
https://git.gnupg.org/cgi-bin/gitweb.cgi?p=gnupg.git (2022 &4 9
A 27 H)

26 Mecrypt http://mcrypt.cvs.sourceforge.net/ (2022 49 H 27 H)

27 | Bouncy Castle https://github.com/begit (2022 4£9 A 27 H)

28 libsodium https://github.com/jedisct1/libsodium (2022 49 H 27 H)

29 T-z1p https://sevenzip.osdn.jp/download.html (2022 4=9 H 27 H)

30 Keycloak https://github.com/keycloak/keycloak (2022 4F9 H 27 H)
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3. BAEMR

AR HEAMR) & 3. L, TRNSHESR GIEBMR) % 3.2 f
2. BORAEH S AT b - AT LB R (AECHR) % 3.3. M, s
b - RIS - FPEMRBUGTRARS R REDRI) % 3. 4 filc, A —F > V=2V 7 kv
=T REER GREERKR) % 3.5 HICELD 5,

3. BEEAEHR AEAKR)

BRI 7 AU ZAPEIRE TV D [EFAEERE S, KRG 7 L3 X L x s
ELTWDEERZRRBEE (e harBgkzate), g sT7 L) AL HEE
TITHELE L TV 2 BURFBRBE S FIH T 2155 - A R T4 V&, S5 73 ) XA x4
TEETIIHELE L TV ZEREIRERS CERFIRS) . HRIEH ST LT ) XLANRFEEINT
WAHF =T V=AY T R 2T IZOWT, %5 %E LU FIoRT,

K31 RHERARE GREAMR) B

P 2 (E3)
sgmrn | 0| ma DRAOT: | BRI | i | e
3 T B I TR T Rl R TR Y
yxn | DM ey | | 0N PE T mmg | oo
EES aHik | AL KT %) -
GE1) zEle) A 5
v = —#ka CLEFIA O O 1 1 0 0 0
A2t A SLPERT | Enocoro-128v2 O X 1 0 0 0 0
MUGT O X 1 0 0 0 0
MULTI-S01 O O 1 0 0 0 0
KDDT #HRazxtt KCipher-2 O O 1 1 1 0 1
AR A=At CIPHERUNICORN-E X X 0 0 0 0 0
CIPHERUNICORN-A X X 0 0 0 0 0
PC-MAC-AES X X 0 0 0 0 0
(g s iily S VEEs o ECDSA O X 3 4 0 8 23
ECDH O X 3 3 0 6 21
SC2000 X X 0 0 0 0 0
HATEG TS PSEC-KEM O X 1 1 0 0 0
et Camellia O X 2 7 0 2 15
A HCE Hierocrypt-L1 O O 0 0 0 0 0
Hierocrypt-3 X X 0 0 0 0 0
—ZEBRRASE MISTY1 O X 1 0 0 1 0
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EL MRS T L) XA LAOFIHER T, EEEERR, FEERA2RMBERE (7n b2k a2 aTe) | BUFRR 23
MRS 25 « A RTA4 % EREEREE CERFGL), A—T70Y =AY 7 by =7 JREEP LIRS
NIZRRIEROP T, HEESTLT) ZARFEA SN T L5013 1 H5THHUTOL LT,

2 WEHRTE, ISEENE GIEA) OP T, IWEENOREE ST VT Y XL ARG « 27 AT
DB R snZb020L Lz,

3 BB, IS DR S ERRERRG . EER 2 RS (7 b oV Bk 2 S Ee) . BUBERI ORI
THWER - A RTA %, ERERSM CGERAKL), A=Y =2V 7 by =27 O#ROFT, HAZL
(CRES T DBUE, IS - WA RTA % VT by =T ORFEERT, 2B, INLOMIEBEFHRTHY
TO—IFERE GHEB. C. D. E) CTHEMNRL LTEDLILANH D,

BRRIE T LT Y XAIZBNTEEY O & o 7o E BRSO E R P e RE B (e
ha Vs EEte) . BOMBEBEDNRIE T 5155 « A RTA % ERFAEER CEREIE
L), F—T V=AY T NI =T DEHRITHONT, LLFITRT,

* 3.2 IRHEMARE GREAMR) B

StEEET LY RN B VES - HARTA v I —F V=AY T N7 =T OLFR
CLEFTA [ [ B e ]

ISO/IEC 29192 (Lightweight cryptography)
[EpEr 22 REEE (7r b ar Bz aTe) ]
IETF RFC 6114
[ = B v R ]
ISO/IEC 29192 (Lightweight cryptography)
[ = B v R ]
ISO/IEC 18033 (Encryption algorithms)
[ = BT v R ]
ISO/IEC 18033 (Encryption algorithms)
[ = B v R ]
ISO/IEC 18033 (Encryption algorithms)
[EBEA 7 RIEIHAE (7m Fa gz at) ]
IETF RFC 7008
(BUFBEBIR R T 215 « A R A %]
BHET LBV a VHGEED 5 b7 VX VKGRI T 2 %5 OREEH X\
FHE—HROE SOREIESS AT 7T VO A Tk 23 4 06 H
29 FRBH SR 302 %

(A—7v v —2V7 7 =7T]

Enocoro—128v2

MUGI

MULTI-SO1

KCipher-2

Go implementation of KCipher—-2 stream cipher
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ECDSA

(ES[ERE RIS |
ISO/IEC 14888 (Digital signatures with appendix)
ICAO Doc 9303 (Machine readable travel documents)
ISO/IEC 29167, ISO/IEC 19823, ISO/IEC/IEEE 8802-1AR:2020, ISO/IEC
15946 4%
[EHES 72 R (Fa s a ikt Eie) ]
IETF TLS, IETF IPsec, IETF S/MIME, IETF PGP
[CERHARBR CERMIEA) ]
Wi-Fi Alliance, Association of Radio Industries and Broadcast
(ARIB) . Advanced Access Content System (AACS) . —HxEARIEEAN AA
F—RBEHBEF A LR AREE X —, Europay . MasterCard,
Visa (EMV) . 3rd Generation Partnership Project (3GPP) . Trusted
Computing Group (TCG) . FIDO Alliance
(=T V=2V T 7 =T]
Java, PHP. python., Gitlab, Redmine, Webkit. Chrome., Apache.
Nginx. PostgreSQL. OpenSSL. Network Security Service (NSS).
GnuPG, Mcrypt. BouncyCastle, libsodium, Linux., FreeBSD. Debian.
Android, mbedOS. Ubuntu, Keycloak

ECDH

(ES[ERE RIS |
ITU-T Y. SecMechanisms (NGN Security Mechanisms)
ICAO Doc 9303 (Machine readable travel documents)
ISO/IEC 29167, ISO/IEC 19823, ISO/IEC 13157, ISO/IEC 18013, ISO
22510:2019, ISO/IEC 15946 %%

(HEES 72 R (e s a ikt Ete) ]
IETF TLS, IETF IPsec, IETF S/MIME

[CERHARBR CERMIEA) ]
Bluetooth SIG, Inc . Wi-Fi Alliance, —f¥WMEIENH AT — % iE(E W
DAL KNE R ABE Y X —, Europay . MasterCard, Visa (EMV) .
Trusted Computing Group (TCG) . FIDO Alliance

(=T V=27 o =7T]
Java, PHP. python, Webkit, Chrome., Apache. Nginx., PostgreSQL.
OpenSSL. Network Security Service (NSS). GnuPG. Mcrypt.
BouncyCastle, libsodium, Linux. FreeBSD. Debian. Android. mbedOS.

Ubuntu, Keycloak

PSEC-KEM

[ = B v R ]
ISO/IEC 18033 (Encryption algorithms)
[EEER 2 REE (7 r haBigaETe) ]
IETF RFC 6931
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[ = B AE R R
1SO/1EC 18033 (Encryption algorithms)
ITU-T Y. SecMechanisms (NGN Security Mechanisms)

[[EERA 72 REEIHUAS (e hagitkzate) ]
IETF TLS. IETF IPsec, IETF S/MIME. IETF PGP, IETF Kerberos.,
IEEE802. 15, IETF RFC 3713, IETF RFC 5528, IETF RFC 6931 . IETF RFC
6030, IETF RFC 5990
Comellin S HIARHR CERFEA) ]
Association of Radio Industries and Broadcast (ARIB) . Trusted
Computing Group (TCG)

(=T V=27 7 =7T]
Java, PHP. python., Apache, Nginx. OpenSSL. Network Security
Service (NSS). GnuPG, BouncyCastle. Linux. FreeBSD. Debian.
mbed0S, Ubuntu, WolfSSL. WolfSSH., WolfCrypt., CycloneSSH
Embedded SSH SFETP SCP Library for STM32, Veracrypt.
pyca/cryptography (Python)
MISTY1 [EIFHE AR ]
1SO/1EC 18033 (Encryption algorithms)

[CERE AR CERMKEA) ]
3rd Generation Partnership Project (3GPP)

KIGKE T N TY AAZHA LT8G - 27 JMIBET 2 FERICOVTE, Y =—/KA&S
o (CLEFIA) . BREAFE R S RUAERT (witi-sor) . KDDI BREAH: (keipher-2) . MR
(Hierocrypt-L1) O 4FNSEENR D 0 | HlGHE (HEB) 108D CHEIEIT T
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32 MRERKFERE GAEBHKER)
%ﬁl%ﬁﬁfi 14 OERMK, EBELERE 2,535 tHIcT v — MaZ A& E L. 65

e 114 /XTA@IEIK%I%:?%M T, ERIEFERAETIE, 108 HOfEBIEZEC
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3.25 BUNRIGHS A7 & - Btk Ghagnss 64y homry 7iEE))

(2) BURSRIGHRS AT & - Biks Ghaggnss (128 8y F7 Yy ZiE)
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
e 00

ARIA 1 01.4%

%

; 4.1%
Comelia el s 20.0%

CIPHERUNICORN-A  0-0%

0.0%
clera  30%
Hierocrypt-3 I%OGZZ
cost 8%
scao00  3:0%
s W37
s 838

BEBTHR S X T L (n=74, 75.5%) B BUF RS (n=5, 29.4%)

3.26 BURFRIGHS A7 4 - Bk Q@ s (128 By F 71 v 7i5))
45



(3) BUNRIEHRT AT b - Hiks GLis#nss (2 b U — A0S - 5EREE5))

0% 20% 40% 60% 80% 100%
ChaCha20-Poly1305 N 50.0%
Decim v2 8822
Enocoro-128v2 8822
KT e S S 100.0%
w85

R 0.0%
MULTI-S01 0. 0,%

res N 40.0%

0.0%

: 0.0%
Rabbit 0.0%‘:
0.0%

SNOW 0_0(%:

BETRS X T L (n=10, 10.2%) B BAFRAE (n=1, 5.9%)

3.27 BUNSRIEH T AT &« Hikk (ki@ (2 b Y — LS - 38R )
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(4) BUNREHRT AT b - kg WESFHAE—F /A v —UFRE=— 1)
0%  10% 20% 30% 40% 50% 60%  70%  80%  90%  100%

68.19
B L O s 100.0%

- B 2.1%
CBC-MAC %4 6oy °

B 2.1%
M .09

4.3%
CFB 3 — 50.0%

B 2.1%
CMAC %4 09 °

B 6.49
R To0%
0.0%

CTs  0:0%

Fcp M 128%

I 40.49
GCM - %5.0% 0

B 2.1%
GMAC = 5o °

I 31.9%
HMAC =509 i1

B 2.1%
OF8 o805

0.0%
PC-MAC-AES 0.0%

I 6.49
XTS S0.0%

BEFRY AT L (n=47, 48.0%) B BERRAER (n=2, 11.8%)

3.28 BUNRIEHRT AT &« ik BESFHE— N/ A vEe—Uf0E=2—R)
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(5) BUSRIGHRS A7 & - Hiks (AFEERS (B4))
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

DSA 14.0%

KCDSA  O-0%
o pss e 50.0%
ronssaPkcsive_s | -,

B 2o%
SM2- 50 0%

75.0%

mEJF % AT L (n=50,51.0%) B BT REE (n=4,23.5%)

X 3.29 BURARIE@MY AT A - Bl (ABRERTS (B4))

(6) BURFRIEHMS AT L« Btk (BRGNS (7R - $3L4))

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

DH 30.8%

w
o
o
=R

cors N 500

0.0%

0.0%
0.0%

61.5%
RSAES-PKCS1-v1_5 50.0%
9.6%
FOROAEP _ 50.0%

BE/TR R T L (n=52,53.1%) B EUR RFEE (n=2,11.8%)

PSEC-KEM

3.30 BUFRIGHS A7 b - Bikg (ABHEERT S (SFHL - 8LA))
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(7) BUNRIGEHRT AT L - Blkg O~y > =2 B%D
0%  10%  20%  30%  40%  50%  60%  70%  80%  90%  100%

RIPEMD-160 M 1.3%

24.4%
SHA-1 h 80.0%
sHA-224 I 26%
97.4%
SHA-256 90.0%
34.6%
sa-351 [ >
_ 21.8%

SHA-512/256 W 1.3%
sHA3-256 M 1.3%
sHA3-3g4 W 13%
SHA3-512 N 1.3%
SHAKE12g ~ 0:0%

SHAKE256 ~ 0-0%

vz W 13%

BEFR 2T L (n=78, 79.6%) B BT R (n=10, 58.8%)

X 3. 31 BRFRIEHRS AT &« ik O~y o 2B
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(8) BUNRIEMS AT L (=T 4T 4 $BFE)
n=38 0% 10% 20% 30% 40% 50% 60%

sonecoros-2 [N 9%
iso/eco7os-4 [N 105%
zott [ 5.5%

3.32 BUNRIEHRU AT A (=T 47 4 iBilk)

(9) BUFRIEHR T 27 & (FIH LTV EERAZ2 KRR (7o ha v i ikeats))

n=280
0% 10% 20% 30% 40% 50% 60% 70%

IETF TLS e 66.3%
IETF Ipsec I 37.5%
IETF S/MIME I 15.0%
IETF PGP NN 3.8%
IETF Oauth N 11.3%
IETF SSH I 57.5%
IETF X.509 I 42.5%
IETF DNSSec N 8.8%
IETF Kerberos I 23.8%
IEEES02.1 I 38.8%
IEEES02.11 M 22.5%
IEEE802.15 = 0.0%
IEEES02.16 M 1.3%
IEEE802.21  0.0%
IEEE P1619 M 1.3%
ZOf M 3.8%

3.33 BURRIEH S A7 & (FIH L TV 2 EBRAY 2 RS (70 b =ik 2 &)
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(10) BUNRIERS AT L (HEHLL T2 ERHERERE CERMEIEL))

n=31 0% 10% 20% 30% 40% 50% 60%
Bluetooth SIG, Inc NN 12.9%

Wi-Fi Alliance I 29.0%
Association of Radio Industries and Broadcast (ARIB) 0.0%
IPTV7 #—7 L 0.0%
Advanced Access Content System (AACS) 0.0%
—MREFEEANBART — 2 BEBEXM LED X ZABREELYZ—  0.0%
Europay . MasterCard. Visa (EMV) 0.0%
3rd Generation Partnership Project (3GPP) 0.0%

Trusted Computing Group (TCG) M 9.7%
FIDO Alliance [ 6.5%

Zoft I 22.6%

4 3. 34 BUNRIG@MS AT & (YEHLL TV DA CEREERS))

(1 1) BUREHR AT & B =AM - BUR & OBRER R O BASELS: OF ATIRDL)

n=98 0% 10% 20% 30% 40% 50%

meF a7 HERORIHE isee) [ 6.1%
nsectis T 1so/1Ec 15408 (Common criteria) 2L [ NNNGIN 10.4%
AAOESEY 1 —LRBRUREHE Oovve) [ 41%

ItkomESEY 2 — @Bk O REHE (evve/rpsio) [ 13.3%
ZoMDEF 2 U T 1 HRIRAHE

X 3. 35 BU ARG AT A (55 =Rl - S8R K% ORBRERIEE O KSR OF RS
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(12) BRRIEHR AT FIAL WAL =T Y =AY T v 7 xT)

Java

PHP
python
Gitlab
Redmine
Eclipse
Webkit
Chrome
Apache
Nginx
samba
MysQL
PostgreSQL
Redis
OpenOffice
OpenSSL
Network Security Service (NSS)
GnuPG
Mcrypt
BouncyCastle
libsodium
7-zip

Linux
FreeBSD
Debian
Android
mbedOS
Ubuntu
Keycloak
Docker

Z Dt
FIAL LWL

0% 20% 40% 60% 80% 100%

73.5%
I 12.2%

I 26.5%

—— 9.2%

I 16.3%
e 38.8%

mm 5.1%

I 10.8%
. 62.2%
m 7.1%

I 15.3%

s 15.3%
I 40.8%

s 7.1%

mm 4.1%

I 44.9%

m 3.1%

m 3.1%

I 1.0%

s 6.1%

0.0%

I 30.6%
e 68.4%
0.0%

H 2.0%

s 5.1%

0.0%

m 3.1%

0.0%

I 8.2%
s 54.1%
s 5.1%

3.36 BUNZIEHR AT L FIHLTCWAAF—F VY —AY T hUxT)
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34. EEFR -RERE-BFEARRKRAEERE GAEDKER)
# 2. 18 [ZFCH O ERER 72 RIE B OEFHE R 2 LI N ICHhE T 5,

(1) FFEYERA - REHE CGL@Egns 648y F7ny ZE5)

n=0, 0.0%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

CAST-128  0.0%
CIPHERUNICORN-E  0.0%
Hierocrypt-L1 = 0.0%
HIGHT = 0.0%

MISTY1  0.0%

Triple DES  0.0%

2 3. 37 FRYERRS - REMRE (@dnss 648y b7 oy 7i55))

(2) FUERA - REHE (hagngs (128 8y b7 m v 7iE)

n=13,52.0%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%
AES | 100.0%
ARIA  0.0%
Camellia [ 7.7%
CIPHERUNICORN-A  0.0%
CLEFIA  0.0%
Hierocrypt-3 0.0%
GOST  0.0%
SC2000  0.0%
SEED = 0.0%

SMS4  0.0%

2 3. 38 FRYERIRS - RFEMM (@ggnrs 1288y F7m v 7))
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(3) FEEVEHIME - RMEH (GLBgnss (X~ — A5 - #BiEE5)
n=0, 0.0%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

ChaCha20-Poly1305  0.0%

Decimv2  0.0%

Enocoro-128v2  0.0%

KCipher-2  0.0%

MUGI 0.0%

MULTI-S01  0.0%

RC4  0.0%

Rabbit = 0.0%

SNOW  0.0%

3.39 FRYERI - REIBUE (QL@sns 5 (X MY — Lk - GRS 75))

(4) FERA - RESE BFSFHT— R/ A vy =G E=a— 1)

n=11, 44.0%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
CBC I 27.3%
CBC-MAC  0.0%
CCM  0.0%
CFB N 9.1%
CMAC I 18.2%

CTR  0.0%
CTS  0.0%
ECB  0.0%

GCM I 36.4%
GMAC  0.0%
HVAC I 63.6%
OFB  0.0%
PC-MAC-AES = 0.0%

XTS = 0.0%

3. 40 IRYEMIRS - RIS (W SFIHE— K/ A v —GEa—F)
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(5) FEYEMIRS - RFINIRE (BN 5 (F4))

n=6, 24.0%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

DSA  0.0%

EcDsA | 100.0%

KC-DSA  0.0%

RsA-PSs [N 33.3%
rsassa-pkcsivi_s [ 333%

SM2  0.0%

3. 41 FRYEMIRE - RFEIMIRE (RBREERT S (B4))

(6) FRYERIAS - RFNIRE (ABIgERT 5 (S7RL - #E3LA))

n=>5, 20.0%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

OH [N 20.0%
ECOH I 30.0%

PSEC-KEM  0.0%

RSAES-PKCS1-vl_5  0.0%

RSA-OAEP [ 20.0%

3. 42 FRYERIAS - MRS (APH#ERS S (SFhS - 8EILA))
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(7) EEHERIRS - RFEIHIRE (o o = B0
n=18, 72.0%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
RIPEMD-160 = 0.0%
SHA-1 I 22.2%
SHA-224  0.0%
SHA-256 I 94.4%
SHA-334 NN 27.8%
SHA-512 I 33.3%
SHA-512/256  0.0%
SHA3-256  0.0%
SHA3-384  0.0%
SHA3-512  0.0%
SHAKE128 | 5.6%
SHAKE256 [ 5.6%

SM3  0.0%

3. 43 FEVEHIS - REH O~y v =2 B0
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35. A—TUY—RYIrIzT7RERE GAEERR)
F—T V=277 MEETIT, £2.20 CRTE0ODOTE 7 MZIHOWT, #
BEXEEE T2 ANZET2RERE LT o7, UL FICEHER 285 T 5,

i

(1) =7 y—2V 7 y=7 (@S 64y hTry 7iEs))
FENROA—T YV —2AD 56, HiEEHS (64 By M7 a v 7KE) OX
LTS T AT RAEBH L TWDHA—T =R L 26 [HTHD, <
NoEOF—T 20—k T D% OB 5T 2V XAOEHEFHR L L CTIE, DES
(96.2%) 23 b <. UWT Triple DES (92.3%) . Blowfish (76.9%) &7p-o7=,

n=126,86.7%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

CIPHERUNICORN-E  0.0%
Hierocrypt-L1 ~ 0.0%

HIGHT  0.0%

vistv: [ 115%

DES

96.2%

Blowfish

76.9%

X 3. 44 A—TF vV —AY 7 b7 (@RS (64 By T a v JEEE))



(2) A=y =AY 7 y=7 (@RS (1288 y b7y 7K5))
MERNROA—T 0V —20D 55, H@agES (128 8y h7r v 7HE) OX
NG T DS T LT ALEHBH L CWDE ATy —R T 29 lTHD, £
NoEOA—7 2 =2 T 42 OB T VT Y XLAOEHEHE L LTI, AES
(100. 0%) 23 bHE < . RKUNT Camellia (51.7%) . SEED (48.3%) . Twofish (48. 3%)
Lot

n=29,96.7%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

AES

0.0%

ARIA

31.0%

Camellia 51.7%

CIPHERUNICORN-A  0.0%

CLEFIA  0.0%

Hierocrypt-3 0.0%

SC2000  0.0%

SEED

48.3%

SMS4

17.2%

Twofish

48.3%

Serpent 20.7%

X 3.45 A—TF V=AY 7 b7 (GEgERTE (1288 y T m v 7HBEE))
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(3) A=T7>r V=AY 7 hy=7 (GL@@EES (X bY—LAKS - BERERFZ))
WMENGEDOA—T Y —2D 55, @RS (X Y — A5 - R ) O
XL T O T T RAZHEH L TNWDLA—T V=R L 25 lTH S,
ENHEDA—T 0 —RTHT B E A DR ST LT X LOEHER L LTI, RC4

(88.0%) Mt <. RUNT ChaCha20 (76.0%) . SNOW (12.0%) &72-o7=,

n=25,83.3%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Decim  0.0%
Enocoro-128v2  0.0%

KCipher-2 - 4.0%
MUGI  0.0%

MULTI-SO1  0.0%

Rabbit [ 4.0%

3.46 A—7 vV —AY 7 huxT (HL@EgERss (A ) —AKEE - A )

59



(4) A—T7v V=RV 7 y=7 (BEEFHAET—FK/ "X vt—UFiEa— K)
iﬂﬁxu‘%é@z”~7 YI—=ADH L KEHHE— RN/ A v =R Ea— RO
FCHEETHRE ST AT RAEBH L WA A —T =R 29 lTH D, £

NoEDA—F vV =2k A4 OFEST LT X LOHE#ERLE LTI, HIAC
(100. 0%) M bHE <, KUWTCBC (93.1%) . GCM (86.2%) & 7p-o7z,

n=29,96.7%
10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

CBC

93.1%

CBC-MAC 25.9%

CCM 58.6%

CFB

48.3%

CMAC

44.4%

3

51.7%

CTS

27.6%

ECB 65.5%

GCM 86.2%

GMAC

37.0%

HMAC

0.0%

OFB

51.7%

PC-MAC-AES  0.0%

XTS 37.9%

X 3.47 A—F V=AYV T7 + =T (BEEHHE—K/ X vt—U0Fa—R)
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(5) A—T vy —RAY 7 vy =T (ABSNES (B4))

WENGDOA—T 0 — 2D 5 LARER S (B4) ORI YT 55T v
TYRLZEH L TCWEA—T =T 29 HTHD, TNOHDOA—T Y —2R
WX T 2l 2 OB 57 LT Y XAOEEHEF & LTiE, DSA (89.7%) MEbm< . K
UNT ECDSA (82.8%) . RSASSA-PKCS1-v1_5 (65.5%) & 72-7=,

n=29,96.7%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

ecoss I < %

KC-DSA  0.0%

rsnrss N .5
rsassapcsivs s I 5%
sv2 I .0

X3.48 A—F V=AY 7 =T (ABRERE (B4))
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(6) A—=TF V=AY 7 y=7T (KBRS (PR - $E55H))

AN ROA =T Y = 2D 5 LRFHEEE S (7R - #EASH) DIXIMZREN T 5
7L RLEHBH L CNDA—T Y —R T2 lTHDL, TNHDOA—T
=2 T ol x ORFE T LY X LAOREHEEE LTI, DH (100. 0%) 23 b
%<, VYT ECDH (96.0%) . RSAES-PKCSI-v1 5 (68.0%) & 727,

n=25,83.3%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

o+ |G %
ccon I ¢ 0%
PSECKEM  0.0%
rsaespecsive s I o¢.0%
wsaonce [ oo
rsa-kem [ 8.0%
ecvav [ 12.0%

[3.49 A—F2 V=RV 7 h =T CAWEGES (R - )
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(7) A—F V=AY 7 b =T (v =B
HEXNGDOA—T 2 ) —2AD ) BNy VaBBORXNICHEYL T IS v
ALEHEH L TWDEA—T 0 =R T30 HTH D, TNOHDOA—T 0 —ATxt
T oA OBFET VTV X AOHEHEHFE L LCTIL, SHA-256 (96.7%) b, &K
VWNTMD5 (93.3%) ., SHA-1 (86.7%). SHA-512 (86.7%) &72-7=,

n =30, 100.0%
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RIPEMD-160

36.7%

SHA-1 86.7%

SHA-224

56.7%

SHA-256

96.7%

SHA-384

83.3%

SHA-512

86.7%

SHA3-256 36.7%

SHA3-384 40.0%

SHA3-512 40.0%

SHAKE128

26.7%

SHAKE256

36.7%

SM3 30.0%

Tiger 16.7%

Has-160 [l 33%

MD5

93.3%

3.50 A—Fr V=2V T " T xT (v 2B
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4. FREDH

APAE T, WIEFBUFHERRS 5 U 2 MeiOX G LR 057 13 Y X L0 Gk,
FIH FEig M ONE AR HE AR S5 D& 22 1T o 72,

OFEATIE, SHEDISLEZICOWTIRER 57 /L ITY XNCETLT v 7r— Mt &2 HE
fiti L 7=,

OMAEB Tix. 14 OERMK, SEERI 2,535 iz v — FMalZ 2 {KFEH L, 65 £
26 114 80 - AT AORIEEST-, Fio, FERIEEFAE TIL, 108 thoERI{EZE
27 o — RElE R L, 28t D 37 iy « R T A DREHE ST, 61T, Ik
FEE T ClE. B BUMNHESRRE 5 7 L 2 X ADIGEEE ST v — Mal& A E L,
A5 A8 AT AORNE A G-, Flo A v F—Xy N7 U — FAE TR,
ARV 23, TAT T o r— FEIZEZAKFEH L, 146 40 (114 #1) 226 146 iy - A
T ADRZEREGT-, LEXD . AFF 211 #E, 301 8k - AT AICRET AT v
U X LOFARMOFERBR LM LT, TOFns, A8 82 1k, 128 Bl « > X7
DB T M5 7 A Y X LAOFIRAEROANEIER ZEE LT, i AT AIZE
EINTWDEEEET VT U X AOEFHFERIZONTIX, LA 82 #1, 128 HfF, -
VAT LT oM T A Y ZAOFRIOT o — FRER RO O B EEL T
WA T AT Y ZLNGERN EEIE LA R EZ RO DI, 41 #1, 100 4
i Y AT LAOABERHEDR EALZEE L TGS T I XLDELHE D H 5 101 11,
209 B« AT D ARG ORI 21T o T2,

OFAEC TIL, BUNRIEHT AT L TOFMERFICEAT 27 7 — Fai& T 98 {F. BUY
RIEWS AT DI EED - A KT A 2 - BUFRIER Y AT 28K CORMAE
FEICRET 5 AT HMMRA T 17 IOV Tl 2 0 L 7=,

OF&ED TlE, EBRAY 7 RFEHE TOERM ERICE T 2 ABF I A T 25 ROV Tl
2 5 LT,

OFAEE T, 30 koA —72 V=2 Y7 b7 =7 TOFRAERBICOWTIHEZ EE L
77

LLFIC. ZIEBIZHOWTERAEEO B L7 3 CORET LI R AERET S,
(1) HEmiEnss 4 vy b7 avy 7igs) OfEER

HomREE (64 By T a v 2iEE) COEAEBEOEW B3 F TORE
FATY R E TR,
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4.1 @RS (64 vy hym v VKR E) OFER

A B 5 14L 55 2 i1 55 3L
TR AR R G — Triple DES | 100.0% CAST-128 7.1% MISTY1 1. 8%
EBHER)
B RAE RS AT b - A5 | Triple DES | 100.0% CAST-128 14. 3% — —
W AT DHKTHE Hikk Triple DES | 100.0% — — — —

R (A CRER)

FEVERIRS - MBI - 57 | EEMZ — — — — — —
ER B TARSE R G | RS
EDRER)

F =TV =AY T bk — DES 96.2% | Triple DES | 92.3% Blowfish 76. 9%
U =7 it R (A E
LLES)

(2) dLmiErr s (128 By b7 v 7i55) OfsE
HmgERs 5 (128 By M7 v 7 H5E) TORMAESZDOE W FN SN E TORF=
TIFY X LELLFICRT,

£ 4.2 d5meEREE (1288w 7 o v 7 KER) OFER

Gkl A 1AL 524 5 34L
M AR R (G — AES 99. 4% Camellia 3. 5% ARTA 1. 2%
A BifHR) SEED 1. 2%
BN RIE®RY AT L - D SN AES 100. 0% Camellia 4. 1% SEED 2. 7%
TH s A7 LBk A Hiks AES 100. 0% Camellia 20.0% | Hierocrypt- 0. 6%
FER (A CHERY 3
FEAERRE - BORTHURE - 7 | EIBRI 72 AES 100. 0% Camellia 7. 7% —
TEFARKUS THAAE R G | MBI
DGR
F—=T =V 7 h — AES 100. 0% Camellia 51. 7% SEED 48. 3%
U= 7 AR R GIEE Twofish 48. 3%
A

(3) Iamggrss (A MY —AKE) OFER
Homgns = (2 MY —AK5) TOMAEEOE W EAL 3NN E TOR ST /LY
A2 LU IZRT,
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# 4.3 @ (X MU —AKS) OFR
A HE S R IA 52 GREA
TR AL AR S G — RC4 83. 3% ChaCha20- 8. 3% KCipher-2 4. 2%
HBAEE) Poly1305 MULTI-SO01 4. 2%
BUFRIERS AT & - D SN ChaCha20- 80. 0% RC4 40. 0% — —
THH Y AT DB A Poly1305
FER GHACHER) Fibk KCipher-2 100. 0% — — — —
FRYERLRE - R - &r | EBRAY7R — — — — — —
TER B TARS R GR | BB
D R)
F—T V=AY T | — RC4 88. 0% ChaCha20- 76. 0% SNOW 12. 0%
v =7 AR GIEE Poly1305
)

(4) BEEFHE—F /A vyE—UfGEa— FORR

EEFHE— K/ X vt — G2 — R TORMAFEED & AL 3L E TORE
BT T Y RN E L FIRT,

K 44 BSFIHE— N/ A v — Vi — FORKR

A HE il 8147 5 24 5 3 4L
R AR AR B (B — CBC 89. 5% HMAC 60. 0% GOM 52. 4%
HBAER)
B RIGMS AT L - VAT b CBC 68. 1% GCM 40. 4% HMAC 31. 9%
T A7 LS THA Bk CBC 100. 0% CFB 50. 0% — —
FER A CHER)

IEAERLRE - BORIHLRS - r | [EIBRAY 72 HMAC 63. 6% GCM 36. 4% CBC 27. 3%
FEFRBUASTARE R G | REBUE

DGR

F—=F =AY Tk — HMAC 100. 0% CBC 93. 1% GCM 86. 2%
U= T RARR GREE

A

(5) BN (F4) ORR
_

NBASERE 5 (B4h) COTRMSE

2T,

=

DB AL 3N E TORET VT Y A LZLLF
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* 4.5 ABHEEE 5 (B4) ORER

A HH B 5 14L 55 2 i1 55 3L
R AR GH — ECDSA 60. 4% RSASSA- 56. 4% DSA 38. 6%
A BAER) PKCS1-V1_5
BT RIERS AT L - AT I RSASSA- 72. 0% ECDSA 42. 0% RSA-PSS 22. 0%
THH Y AT DB A PKCS1-V1_5
ik GRA CHEAY) Hirks DSA 100. 0% RSA-PSS 66. 7% ECDSA 33. 3%
RSASSA- 33. 3%
PKCS1-V1_5
FRYERLRE - R - &r | EBRAY7R ECDSA 100. 0% RSA-PSS 33. 3% — —
EHAHRMETAR L G | KRB RSASSA- 33. 3%
BEDHER) PKCS1-V1_5
F—=F =AY T | — DSA 89. 7% ECDSA 82. 8% RSASSA- 65. 5%
U= 7 RERBE GHEE PKCS1-V1_5
i )

(6) ZBAGERT

INPHERIE S (SFRL - SEIEAT) CORME

(P - GEEA)

L& LUTIZRT,

<%

i

HOEWN AL 3LETOREET/LTY X

F 4.6 NEREERT S (7R - #ILA) R
A HE il 8147 5 24 5 3 4L
R AR AR B (B — ECDH 63. 2% DH 56. 6% RSAES- 42. 1%
HBAEE) PKCS1-V1_5
B RIGMS AT L - VAT b RSAES— 61. 5% ECDH 50. 0% DH 30. 8%
T A7 LB THA PKCS1-V1_5
fER GRACHER) Bk DH 50. 0% — — — —
RSA-OAEP 50. 0%
FEAERLRE - BCRIHLRS - r | [EIBRAY 72 ECDH 80. 0% DH 20. 0% — —
TE AR GR | RS RSA-OAEP 20. 0%
DS
F—=F =AY Tk — DH 100. 0% ECDH 96. 0% RSAES- 68. 0%
U= 7 HERR GHAE PKCS1-V1_5
A

(7) ™y aBEEORER
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F a1 Ny 2 B ORER

A HE ] B RIA 5 24 5 3 4L
MR R AR R GR — SHA-256 92. 2% SHA-1 61. 7% SHA-384 48. 7%
B il )
B RIER S AT L - AT I SHA-256 97. 4% SHA-384 34. 6% SHA-1 24. 4%
B AT LB A Bikk SHA-256 90. 0% SHA-1 80. 0% SHA-384 30. 0%
FER A& CHRER) SHA-512 30. 0%

RAERUAR - AR « F | EBRAY7ZR SHA-256 94. 4% SHA-512 33.3% SHA-384 27. 8%
FEFRBUASTARE R G | REBUE
HEDAER)

F—=F =AY Tk — SHA-256 96. 7% MD5 93. 3% SHA-1 86. 7%
U= 7 HERR GHAE SHA-512 86. 7%
AL
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https://[www.ipa.go.jp/security/fy24/reports/cryptrec/crypto-algorithm/index.html

(2] {EHEIEHFZERERE (NICT), IPA, [CRYPTREC Report 2020 ,45#1 3 4E 3 H
https://www.cryptrec.go.jp/topics/cryptrec_20211012_c20report.html
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